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ABSTRACT

According to coping theory, individuals cope with information system threats by adopting either
problem-focused coping (PFC) or emotion-focused coping (EFC). However, little is known about
EFC in the information security (ISec) literature. Moreover, there is potential confusion regarding
the meaning of some EFC strategies. Hence, ISec scholars and practitioners may (i) have a
narrow view of EFC or (ii) confuse it with other concepts. In this study, we offer one response to
this issue. We first address the ambiguity regarding EFC before differentiating five inward EFC
strategies and assessing them empirically in the mobile malware context. To the best of our
knowledge, this study is the first to compare several inward EFC strategies in the ISec field.We
contribute two new findings on EFC: 1) response efficacy is a crucial factor that impedes users
from implementing EFC strategies; 2) avoidance and fatalism significantly impede PFC. Our
study also contributes to the ISec literature by categorising EFC into active and passive forms.
We showed that individuals’ use of passive inward EFC strategies was positively associated with
threat vulnerability. Finally, we provide interesting insights into the complicated responses of
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individuals to mobile malware threats, presenting implications for ISec research and practice.

1. Introduction

The ubiquity of the Internet, computers, and mobile
devices exposes personal computer users to numerous
information security (ISec) threats. Unfortunately, users’
risky information security behaviour' is a factor in ISec
incidents (Johnston, Warkentin, and Siponen 2015;
Moody, Siponen, and Pahnila 2018). For example, accord-
ing to recent reports, 23% of data breaches (IBM 2019) and
50% of data leak incidents (2020 Cyber Threats 2020) were
caused by human behaviour. In 2020, the average total cost
of data breaches due to human error was 3.33 million USD
(IBM 2019). Thus, a key research stream pertains to
understanding information behaviours or intentions
(Moody, Siponen, and Pahnila 2018).

According to coping theory, two broad streams of
coping mechanisms are related to ISec threats: pro-
blem-focused coping (PFC) and emotion-focused cop-
ing (EFC) (Lazarus and Folkman 1984). In general,
users’ risk-taking responses to information security
(ISec) threats are considered related to EFC (Liang
et al. 2019). The other form of coping is PFC, which
refers to an individual’s response that deals directly
with actual threats (Lazarus and Folkman 1984; Liang
and Xue 2009; Liang et al. 2019). Hence, the response

of installing anti-malware software can be considered
PEC. In contrast, ignoring any anti-malware software
would constitute EFC, or a risky behaviour intended
to reduce emotional distress rather than directly manage
actual threats (Rogers, Prentice-Dunn, and Gochman
1997). Because a key concern in ISec behavioural
research is risky behaviour, regardless of whether it is
labelled ISec awareness (Siponen 2000), information
security policy violations (Vance, Siponen, and Pahnila
2012), or computer abuse/misuse (Jung et al. 2016), EFC
is highly important (Liang and Xue 2009, 2010).

EFC? can be divided into inward and outward (Liang
et al. 2019). Inward EFC is an impediment to ISec pro-
tection behaviour because it promotes risky information
behaviour (Chenoweth, Minch, and Gattiker 2009;
Liang and Xue 2010; Chen and Zahedi 2016; Liang
et al. 2019). Inward EFC suppresses the generation of
negative emotions by ignoring or distorting the percep-
tion of ISec threats, but it does not reduce the negative
effects of emotions and stress in order to promote
rational behaviour (Liang et al. 2019).

Despite the role of inward EFC in risky or insecure
actions (Liang et al. 2019), only the inward EFC strat-
egies of avoidance, reactance, psychological distancing,
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and wishful thinking have been investigated in previous
ISec studies (Chenoweth, Minch, and Gattiker 2009;
D’Arcy, Herath, and Shoss 2014; Lowry and Moody
2015; Chen and Zahedi 2016; Moody, Siponen, and Pah-
nila 2018; Liang et al. 2019). To the best of our knowledge,
other inward EFC strategies remain unstudied and there-
fore unrecognised in the ISecliterature. This is noteworthy
because the role of EFC is highly important in understand-
ing and further addressing risky ISec behaviours. For
example, users who know that there is a risk of data trans-
mission but still use non-secured WI-FI may adopt differ-
ent inward EFC strategies. One set of users may believe
that the risk does not apply to them (i.e. wishful thinking),
while others may guess that the risk is governed by bad
luck, and they can do nothing to avoid it (i.e. fatalism).
The cognitive factors that trigger users to adopt different
inward EFC strategies may also be diverse. The lack of
critical knowledge also has implications for practitioners
in conducting ISec education. For example, if prac-
titioners’ understanding of inward EFC remains narrow,
they may ignore some factors (e.g. perceived threat vulner-
ability) that have not been shown in previous ISec studies
to significantly affect avoidance and reactance but are
likely to affect previously uninvestigated strategies.

To address the issues related to inward EFC strategies
and answer the research question, ‘How do different
inward EFC strategies affect individual users’ ISec beha-
viours? we conducted a study to examine five inward
EFC strategies. Informed by coping theory and protec-
tion motivation theory (PMT), we conceptualised and
operationalised five inward EFC strategies and distin-
guished them at the theoretical level. In addition, we
sought to clarify confusing points that could have
obscured researchers’ and practitioners’ understanding
of EFC and related concepts. For instance, Liang and
Xue (2010) examined avoidance, defining it as a PFC
(79). However, previous ISec studies (e.g. Moody, Sipo-
nen, and Pahnila 2018) have conflated Liang and Xue’s
(2010) definition of ‘avoidance’ with the EFC strategy.
Analysing data collected from 406 individual users in
China, we empirically compared the effects of these
inward EFC strategies on their PFC behaviour, includ-
ing the role of cognitive factors. This study contributes
to the scant body of knowledge of EFC in the extant ISec
behavioural literature, which could help researchers
understand and address individuals’ risky ISec behav-
iour and recommends future directions for ISec
research on inward EFC. We believe that the results of
this study will also be valuable for ISec practitioners.

The rest of the paper is organised as follows. In the
literature review, we elaborate on the basic factors of
coping and EFC before discussing the existing literature
on information behaviour. In the third section, we

present the research hypotheses and models. In Section
4, we describe the research method used to collect and
analyse the data and test our hypotheses. In the conclud-
ing section, we discuss the results of our analysis, the
limitations of the study, and its contributions to the lit-
erature. Finally, we recommend directions for future
research.

2. Literature review: coping and ISec studies
on EFC

This literature review includes two sub-sections. In Sec-
tion 2.1, we explain coping and EFC in general. In Sec-
tion 2.2, we review and attempt to clarify the confusion
regarding EFC strategies in the existing ISec literature
on EFC.

2.1. Coping

Coping has been defined as ‘cognitive and behavioural
efforts to manage specific external and/or internal
demands that are appraised as taxing or exceeding the
resources of the person’ (Lazarus and Folkman 1984,
141). Coping plays a significant role in the process of
psychosocial adaptation to stressors. Rather than a
unidimensional behaviour, coping is an organisational
construct that functions at several levels and contains
‘a plethora of behaviours, cognitions, emotions and per-
ceptions’ (Pearlin and Schooler 1978, 7-8) that individ-
uals use to deal with external stressors and psychological
stress. As illustrated in Figure 1, the structure of coping
can be considered hierarchical (Carver, Scheier, and
Weintraub 1989; Lazarus 1993).

As shown in Table 1, three broad levels of coping can
be conceptualised. The highest level of coping involves
‘strategies of adaptation’ that serve larger evolutionary
functions (Witte 1994), such as escaping from poten-
tially dangerous situations. At this level, coping includes
adaptive processes that are interposed between stress
and its physiological, psychological, and social effects.
The lowest level of coping comprises a myriad of situ-
ation-determined coping ‘instances’ or real-time
responses that individuals use in dealing with specific
stresses, such as taking medicine during a cold or wear-
ing amulets before surgery.

The intermediate level of coping refers to a coherent
set of categories of highly personal responses and their
functions in regulating the effects of stress. Skinner
et al. (2003) suggested that two types of individual cop-
ing classifications belong to the intermediate level. One
coping type involves a set of lower-order categories
labelled ‘coping strategies,” in which different instances
of coping are classified into clear, mutually exclusive
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Figure 1. Conceptualisation of the structure of coping. Adapted from Skinner et al. (2003).

categories (e.g. problem solving, avoidance, and fatal-
ism). These lower-order categories can be classified
and embedded in a set of higher-order categories
labelled ‘dimensions of coping.” For example, classifi-
cations in the intermediate level of coping, namely,
lower-order coping strategies, such as fatalism and
avoidance, can be assigned to the EFC classification,
which is a coping dimension (McCrae and Costa
1986). This coping classification is more multifunctional
and multidimensional compared with the lower-order
one (Skinner et al. 2003).

At present, the most widely used classifications of cop-
ing dimensions in ISec research may be PFC and EFC,
which are distinguished according to their coping func-
tions (Lazarus 1966; Folkman and Lazarus 1980). PFC
is directed at ‘managing or altering the problem causing
the distress, whereas EFC aims at ‘regulating the
emotional response to the problem’ (Lazarus and Folk-
man 1984, 150). As Liang and Xue (2009) noted, these
two coping styles are not mutually exclusive; they can
be elicited by stressors simultaneously. PFC tends to pre-
dominate when individuals believe that something can be
done to manage the stressor (Lazarus and Folkman
1984). In contrast, EFC tends to predominate when indi-
viduals feel that there is no other way to deal with the
stressor than to endure it (Lazarus and Folkman 1984).

However, PFC and EFC are not antagonistic; both
are adaptive ego-defence mechanisms (Rippetoe and
Rogers 1987). According to Lazarus (1993), adaptive
refers to ‘the effectiveness of coping in improving the
adaptational outcome’ (237). If the coping outcome
achieves the goal of adapting to external stressors or
mediating internal conflicts, then the coping is adaptive.
For example, individuals may reduce the negative

emotions caused by a malware threat by ignoring it.
In this case, ignoring the malware threat is adaptive
because it manages stress. However, it can be considered
a maladaptive response if the goal is ISec protection.

2.2. Information behaviour research and EFC

This research is based on three areas that could benefit
further research and clarification in research on EFC in
ISec. First, although EFC is an essential component in
existing theoretical frameworks (e.g. PMT, EPPM)
that are widely cited in ISec behavioural research,
there is little discussion of it in the literature. Our review
of the relevant literature revealed that six information
behaviour studies have examined EFC empirically
(Table 2). It was recommended that two coping mech-
anisms, PFC and EFC, should be combined to under-
stand users’ ISec behaviour (Witte 1992; Rogers,
Prentice-Dunn, and Gochman 1997). In particular,
inward EFC may be one reason for individuals’ risky
ISec behaviour. It has been shown to significantly
impede PFC (Chenoweth, Minch, and Gattiker 2009;
Liang et al. 2019). Because of the gap in previous
research on this topic, it is necessary to conduct an in-
depth study on EFC, especially inward EFC strategies.
Next, the concepts underpinning some EFC strat-
egies were unclear or ambiguous in the ISec literature.
For example, Moody, Siponen, and Pahnila (2018)
defined avoidance as a ‘maladaptive coping mechanism
characterised by the effort to avoid dealing with a stres-
sor’ according to the extended parallel process model
and technology threat avoidance theory (TTAT) (289).
However, Moody, Siponen, and Pahnila (2018)
definition of avoidance was inconsistent with that of
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Table 1. Structure of Coping.

Level Name

Conceptualisation

Example

High level Strategy of

Basic adaptive processes interposed between stress and its outcomes from

A set of higher-order categories of highly personal responses that regulate
the effects of stress. Coping strategies are classified and nested into this

Escaping from potentially
dangerous situations
Problem-focused coping,
approach, engagement

Problem solving, avoidance,

effects of stress. Different instances of coping are classified into clear,

fatalism

Taking medicine after a cold,

adaptation physiological, psychological, and social aspects.
Intermediate Higher Coping
level dimensions
level.
Lower  Coping A set of lower-order categories of personal responses that regulate the
strategies
mutually exclusive categories at this level.
Low level Coping A multitude of situation-determined coping ‘instances’ or real-time
instances

responses that individuals use when dealing with specific stresses

wearing amulets before
surgery

TTAT, which should have been explained to avoid
further ambiguity regarding the definition. In TTAT,
avoidance is considered PFC, which refers to adaptive
behaviour that avoids dealing with malicious infor-
mation technology (IT) threats (Liang and Xue 2009,
2010). Moody, Siponen, and Pahnila (2018) confused
the TTAT definition of avoidance as adaptive and mala-
daptive avoidance, which, however, is understandable
because avoidance could be EFC in most cases.

Some ISec authors used the term avoidance to rep-
resent all EFC strategies. For example, Chenoweth,
Minch, and Gattiker (2009) used EFC as a variable in
their model. However, they actually measured avoidance.
To clarify, this point is not meant as a critique of Cheno-
weth, Minch, and Gattiker (2009), but readers may have
inferred from Chenoweth, Minch, and Gattiker (2009)

Table 2. Empirical Information Behaviour Studies on EFC.

that EFC is the same as avoidance, when in fact, avoid-
ance is only one type of EFC. Moreover, Chen and Zahedi
(2016) defined avoidance as ‘avoiding using the Internet
in varying degrees, especially avoiding sensitive activi-
ties’ (206). In their study, the definition of avoidance
was ‘different from emotional-focused coping (e.g. denial
or helplessness) discussed in TTAT’ (Liang and Xue
2009, 210). However, avoidance, as defined by Chen
and Zahedi (2016), can be understood as both PFC and
EFC. On one hand, avoidance is PFC because avoiding
the use of the Internet can effectively disregard online
security threats in the short term. On the other hand,
in the long term, it is EFC when individuals need to use
the Internet but do not because they fear threats.
D’Arcy, Herath, and Shoss (2014) examined three
emotion-focused responses: (i) reconstrue conduct, (ii)

Study Context EFC constructs Theory Method Key findings related to EFC

Liang et al. Study how individuals cope with IT  Distancing; Denial; Coping Survey; experiment  EFC is divided into two
(2019) security threats by taking into Wishful thinking; theory categories: inward and

account both PFC and EFC. Venting; Emotional outward, inward EFC impedes
support seeking PFC, outward EFC facilitates
PFC

Moody, Combined 12 well-known theories  Avoidance; Reactance PMT, EPPM Survey Reactance was positively
Siponen, and in the ISec field to build a unified influenced by fear and
Pahnila (2018) model of ISEC POLICY compliance. neutralisation.

Chen and Compared individuals in the US and  Avoidance (a coping PMT, TTAT Survey In both China and the US,
Zahedi (2016) China in terms of their avoidance behaviour that individuals’ avoidance was

of online security threats. safeguards against the positively influenced by threat
online security threat perception but negatively
by not using the influenced by self-efficacy.
Internet)

Lowry and Studied the reactance response of  Reactance Control Experiment The employees’ strong

Moody (2015) employees to a new theory; reactance response was not
organisational 1Sec policy by reactance conducive to their intent of
using an approach that combined theory new ISec policy compliance.
control theory and reactance
theory

D'Arcy, Herath,  Studied the EFC of employees to Mental relaxation; modify ~ Coping Survey EFC encouraged the ISec policy
and Shoss stressful 1Sec requirements based work tasks; reinvent theory; violation intention of
(2014) on moral disengagement theory the technology MDT employees.

(MDT)

Chenoweth, Studied the role of individual users’ Avoidance PMT Survey Individuals with a higher
Minch, and avoidance of using anti-spyware tendency to avoidance were
Gattiker in a PMT-based model influenced by a higher
(2009) response cost perception and

had weaker protection
motivation.




obscure or distort, and (iii) devalue the target. These
three response categories are moral disengagement
mechanisms in moral disengagement theory (MDT).
According to D’Arcy, Herath, and Shoss (2014, 292),
these responses can be regarded as EFC because ‘there
is conceptual overlap between the general descriptions
of emotion-focused coping in the stress literature and
the mechanisms of moral disengagement as articulated
in MDT.” However, the moral disengagement mechan-
isms studied by D’Arcy, Herath, and Shoss (2014) are
difficult to label as EFC. As mentioned in Section 2.1,
EFC is a response to a stressor, threat, or challenge
with the goal of regulating emotions. MDT is used to
explain why some people can perform inhumane/
destructive behaviours without exhibiting distress (Ban-
dura 1999, 2002). According to MDT, moral disengage-
ment mechanisms are used to reconstruct destructive
behaviour in order to make them morally acceptable.
Therefore, these mechanisms should not be confused
with EFC strategies.

Finally, previous ISec studies have focused on only a
few EFC strategies. However, other coping strategies
may be relevant in contexts of electronic device abuse
and ISec policy violations. Accordingly, the roles of
other EFC strategies and the differences between them
need to be explored and empirically examined. Liang
and Xue (2009) called for the following work on EFC:

We propose that users can take both problem- and
emotion-focused coping to reduce IT threats. In the
IT threat context, emotion-focused coping cannot be
overlooked, and the interaction between the two coping
strategies leads to some interesting relationships that
have important implications for IS research and prac-
tice. (86)

Liang and Xue (2010, 405) further emphasised the
need to investigate the conditions that lead to EFC and
its influence on PFC. In a recent study, Liang et al.
(2019) divided EFC strategies into inward and outward,
showing that they had completely different effects on
PFC. They emphasised the importance of EFC and called
for further research to confirm relevant EFC strategies in
different IT security contexts (390). However, Liang et al.
(2019) regarded three different inward EFC strategies as
components of inward EFC but did not study the subtle-
ties of each strategy. However, different inward EFC
strategies may induce the same risk ISec behaviour.
Investigating their characteristics and effects may help
in understanding the reasons for individuals’ ISec beha-
viours. In the present study, we contribute to this gap
in the research by focusing on the inward EFC strategies
(e.g. fatalism and hopelessness) noted by Liang and Xue
(2009, 78). Next, we describe the coping strategies and
theories that form the framework of our study.
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3. Theoretical framework of the study

While this study primarily focuses on EFC and coping
theory, the research model is based on PMT. PMT is
derived from coping theory, but it provides details
that explain individuals’ cognitive processes in respond-
ing to threats. We further explain these cognitive pro-
cesses and the subsequent effects of individuals’
inward EFC.

3.1. EFC in coping theory and PMT

Coping theory describes coping processes’ in managing
psychological stress, thus providing a theoretical frame-
work for understanding how an individual responds to a
stressor. Two processes mediate the relationship
between the person and the stressor (environment):
appraisal and coping. Appraisal is a cognitive process
through which an individual evaluates perceived stress
(i.e. primary appraisal) and assesses available coping
resources (i.e. secondary appraisal). Although individ-
uals consider how to cope with stress only after they
perceive it, Lazarus and Folkman (1984) emphasised
that primary and secondary appraisals do not occur in
alinear sequence. On the contrary, primary and second-
ary appraisals may cycle repeatedly in a transaction,
often operating in harmony. Furthermore, the outcome
of one appraisal process may trigger a reassessment of
the former. The combination of primary and secondary
appraisals has been shown to result in coping efforts
aimed at reducing stress (Lazarus and Folkman 1984;
Folkman et al. 1986). As described in section 2.1, the
two main functions of coping efforts include PFC,
which manages stressors, and EFC, which regulates
the emotions caused by stress (Folkman and Lazarus
1980; Lazarus and Folkman 1984).

Although PMT originated in coping theory, it elabor-
ates the cognitive process and its effect on the coping
intention of an individual (Rogers 1975, 1983). PMT
includes two cognitive processes: threat appraisal and
coping appraisal (Rogers 1975, 1983). The threat apprai-
sal process is related to an individual’s perception of
how threatened they feel (i.e. primary appraisal). The
coping appraisal process involves an assessment of an
individual’s ability to cope with the threat (i.e. second-
ary appraisal). The combination of threat and coping
appraisals intervenes in the individual’s protection
motivation, which refers to the intention* to initiate,
continue, or inhibit the applicable adaptive responses.
Similar to Lazarus’s coping theory (1984), protection
motivation can be explained as the behavioural inten-
tion to cope with the threat in an adaptive way (i.e.
PEC). Although the original PMT did not include
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EFC, it gradually received attention after Rippetoe and
Rogers (1987) study. This point is noteworthy because
the ‘full nomology’ of Boss et al. (2015) is silent on
this issue. Rippetoe and Rogers (1987) used PMT as
the theoretical background to conduct an empirical
study on five different EFC strategies (i.e. avoidance,
religious faith, fatalism, wishful thinking, and hopeless-
ness) for coping with breast cancer. The five EFC strat-
egies were offered by McCrae (1984), who identified
several distinct coping mechanisms based on Lazarus’s
coping theory. Subsequently, Rogers, Prentice-Dunn,
and Gochman (1997) and Milne, Sheeran, and Orbell
(2000) included EFC as another coping mode in their
PMT review studies.

3.2. Inward EFC strategies

Based on Liang et al. (2019) classification of EFC (i.e.
inward vs. outward), in this study, we focus on inward
EFC strategies because they impede individuals in per-
forming PFC. According to Liang et al. (2019), outward
EFC refers to the direct adjustment of emotional
responses generated. Individuals regulate the physio-
logical and experiential aspects of emotions through
communication or other approaches, thereby reducing
the negative effects of emotions, such as emotional sup-
port seeking. Inward EFC refers to the prevention of
negative emotions by shifting or distracting attention
or distorting the perception or appraisal of threats,
such as denial. It involves ‘approaches internal to the
self and unobservable to others’ (Liang et al. 2019,
377). According to Liang et al. (2019), although the
goal of both inward and outward EFC is to restore the
emotional stability of individuals, they achieve it differ-
ently. Outward EFC alleviates the negative effects of
stressors or emotions by directly regulating the
emotions generated by threats, but it does not deliber-
ately change the perception of the threats. Therefore,
outward EFC can promote rational responses such as
PFC. Inward EFC prevents the appearance of negative
emotions by ignoring or distorting the perception or
appraisal of threats, such as by denying their existence.
This response hinders PFC responses, thereby increas-
ing the possibility that the individual will engage in
risky behaviour.

We chose to test five inward EFC strategies (i.e.
avoidance, reactance, wishful thinking, hopelessness,
and fatalism) that individuals often use when they
face threats (Folkman and Lazarus 1985; McCrae
and Costa 1986; Rippetoe and Rogers 1987), which
are also concerns in ISec research (Liang and Xue
2009).

3.2.1. Avoidance (denial)

Avoidance is the motivated resistance to actively evade,
minimise, or even deny a threat (Rippetoe and Rogers
1987; Witte 1992), which is also known as denial in
the coping literature. For example, users who reuse
passwords may deliberately deny that this behaviour
may lead to the risk of multiple accounts being stolen.
In the PMT framework, avoidance plays the role of
reducing fear but simultaneously weakens intentions
to adopt an adaptive response (Abraham et al. 1994;
Chenoweth, Minch, and Gattiker 2009). Avoidance
can be aroused by high threat information or fear but
reduced if information about adaptive coping responses
is provided (i.e. high response efficacy) or the individual
has high self-efficacy perception (Rippetoe and Rogers
1987; Witte 1991; Eppright et al. 2003; Fry and Pre-
ntice-Dunn 2005b, 2005a).

Avoidance also exists as a PFC strategy in other
respects. In IS, Liang and Xue (2009, 2010) developed
the TTAT, which explains the behaviour of individual
users in avoiding malicious IT threats. In this context,
avoidance means avoiding malicious IT threats by
taking safeguarding measures. These actions are a
form of PFC, but they are often confused with an EFC
response. In addition, studies in the field of cognitive
and developmental psychology have suggested that
when people must deal with highly stressful and
unchangeable events, such as cancer, avoidance is an
alternative adaptive strategy and a self-defence mechan-
ism (Cramer 2000; Seiffge-Krenke 2004). In such cases,
avoidance may be associated with positive outcomes in
the short term, but the positive effects will diminish over
time (Kazak and Meadows 1989).

3.2.2. Reactance

Reactance refers to an individual’s reaction to the per-
ceived lack of self-determination by (re)asserting con-
trol when they feel they are being externally controlled
or their freedom is being reduced (Witte 1992; Lowry
and Moody 2015). For example, a user may oppose
updating the mobile operating system (OS) by thinking
that this behaviour will affect their freedom in using a
mobile phone. According to psychological reactance
theory, reactance is a negative emotional response to
threats or external resources, which is motivated by
the human need for self-determination. Although, like
avoidance, reactance is maladaptive behaviour, unlike
avoidance, reactance is an active negative response in
the attempt to challenge the causes of negative emotions
rather than lower the emotions themselves (J. W. Brehm
1966; S. S. Brehm and Brehm 1981; Burgoon et al. 2002).
To date, reactance has received little empirical interest
in the ISec field. Lowry and Moody (2015) used



reactance theory to explain the motivation of employees
for non-compliance with a new ISec policy. They found
that the threat to employees’ freedom in self-expression
increased their reactance to the new ISec policy, and the
resulting reactance decreased their intention to comply
with it. Furthermore, Witte and Allen (2000) conducted
a meta-analysis and found that persuasive messages of
high threat and low efficiency produced the greatest
reactance and avoidance in the healthcare field.

3.2.3. Wishful thinking

Wishful thinking is an EFC strategy that ‘prompts the use
of panaceas or unrealistic solutions to a problem’ (Rippe-
toe and Rogers 1987, 598). This strategy is related to
avoidance, but it reduces or eliminates negative emotions
the resort to fantasy (Livneh 2000). Individuals who
engage in wishful thinking construct relevant beliefs
based on their desire rather than on reality (Liang et al.
2019). The response of wishful thinking can concern
different objects. For example, some users unrealistically
believe that the mobile phone protection system can pre-
vent malware attacks. In PMT, a high threat appraisal
associated with a low response appraisal was found to
produce a greater amount of coping by wishful thinking
(Rippetoe and Rogers 1987; Self and Rogers 1990).

3.2.4. Hopelessness and fatalism
Fatalism refers to an individual’s acceptance of the situ-
ation as unavoidable or ‘fate’ because ‘nothing can be
done anyway’ (Rippetoe and Rogers 1987, 598). Hope-
lessness is defined as the lack of belief in possible sol-
utions to threats (McCrae and Costa 1986; Rippetoe
and Rogers 1987). Hopelessness and fatalism are two
phenomena in behavioural disengagement; that is, indi-
viduals reduce or even give up efforts or attempts to deal
with threats or stressors (Carver, Scheier, and Wein-
traub 1989). They are considered passive compared
with other EFC strategies (Livneh 2000). However, the
main difference between hopelessness and fatalism is
that fatalism is in response to acceptance of the situ-
ation, whereas the response of hopelessness indicates
non-acceptance of the situation. Furthermore, hopeless-
ness is more likely to lead to counterproductive behav-
iour, such as abandoning oneself to despair or giving up
on avoiding danger (Rippetoe and Rogers 1987). Pre-
vious studies showed that individuals with high threat
perception and low response eflicacy tended to demon-
strate more hopelessness and fatalism (Fruin, Pratt, and
Owen 1992; Prentice-Dunn, Floyd, and Flournoy 2001).
The above five EFC strategies involve approaches
that are unobservable and internal to the self, serving
to maintain emotional stability in the short term by
ignoring or diverting attention away from threats or
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Table 3. Operational Definitions of Inward EFC Strategies.

Construct Definition Source
Avoidance An individual user's attempt to  Rippetoe and Rogers
(denial) actively evade or deny the (1987); Carver,
mobile malware threat. Scheier, and
Weintraub (1989)
Reactance An individual user who Lowry and Moody

perceives that their freedom
is being reduced because of
the need to take action to
protect their mobile phone
information security and
who is likely to react to that
perceived lack of self-
determination by
(re)asserting control.

An individual user's absence of
belief in possible solutions to
the mobile malware threat
without acceptance.

(2015); Witte (1992)

Hopelessness Rippetoe and Rogers
(1987); Carver,
Scheier, and

Weintraub (1989)

Wishful An individual user's attempt to  Rippetoe and Rogers
thinking wish that the mobile (1987); McCrae and
malware threat would Costa (1986)
disappear or use unrealistic
solutions to the mobile
malware threat.
Fatalism An individual user’s acceptance  Rippetoe and Rogers

(1987); McCrae and
Costa (1986)

of the mobile malware threat
as unavoidable,
unchangeable, or ‘fate.

distorting the perception of threats. These EFC strat-
egies have been shown to impede adaptive coping or
PFC (Chenoweth, Minch, and Gattiker 2009; Lowry
and Moody 2015; Liang et al. 2019). Therefore, we con-
sider that the five strategies are considered inward EFC
strategies. Table 3 shows their operational definitions in
the context of mobile malware threats in this study.

4. Research model and hypotheses

4.1. Definitions and hypotheses of constructions
in the PMT core framework

Following Milne, Sheeran, and Orbell (2000) schematic
representation of PMT, we placed the five EFC strategies
within the PMT framework (Figure 2). Based on PMT,
we propose that an individual’s behaviour to protect
mobile phone ISec can be determined by the corre-
sponding protection motivation. Moreover, the protec-
tion motivation is influenced by the individuals’
cognitive assessment of ISec threats,” which is the
mobile malware in this study (Rogers 1983; Rogers, Pre-
ntice-Dunn, and Gochman 1997).

As described above, there are two main cognitive
mediating processes: threat appraisal and coping
appraisal. In this study, threat appraisal refers to the
process of evaluating an individual’s perception of
how dangerous mobile malware is if no action were
taken. The factors comprising threat appraisal are threat
severity and threat vulnerability. Threat severity is
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+ve

Perceived severity

Perceived vulnerability

A

+ve

Inward EFC
Coping appraisal ve e.g., Avoidance
Perceived response efficacy > Reactance
Perceived self-efficacy Fatalism

Wishful thinking

Hopelessness

A

PFC to mobile

malware

A 4

A

+ve

Figure 2. Research model (adapted from Milne, Sheeran, and Orbell (2000)). +ve = positive association; -ve = negative association.

defined as an individual’s belief about the magnitude of
the negative consequences of a mobile malware threat.
Threat vulnerability is defined as an individual’s belief
about the possibility of experiencing a mobile malware
threat. Following Lazarus and Folkman (1984) and
Rogers (1983), in this study, we defined PFC intention
as the motivation for individual users to deal directly
with mobile malware threats. In this study, it refers to
the PFC intention to update the mobile’s OS in a timely
manner. Previous research on information behaviour
provided theoretical and empirical evidence that per-
ceived severity and probability of ISec threats motivate
individuals to take protective measures (Boss et al.
2015; Chen and Zahedi 2016). However, a considerable
number of ISec studies have shown inconsistent results
regarding this conclusion. For example, perceived threat
severity or vulnerability in some studies did not predict
individuals’ PFC intentions (Woon, Tan, and Low 2005;
Ng, Kankanhalli, and Xu 2009; Crossler and Bélanger
2014; Johnston, Warkentin, and Siponen 2015). Despite
these conflicting results, we will test the following
hypotheses in the mobile malware context:

Hla: The perceived severity of mobile malware posi-
tively affects the PFC intention of individual users.

H1b: The perceived vulnerability of mobile malware
positively affects the PFC intention of individual users.

The term coping appraisal refers to the process of eval-
uating an individual’s ability to ‘cope with or avert the
threatened danger’ (Floyd, Prentice-Dunn, and Rogers
2000, 410). It considers two main factors: response
efficacy and self-efficacy. Response efficacy is defined
as an individual’s belief that the recommended coping
responses will effectively protect the mobile’s infor-
mation security. Self-efficacy is defined as an

individual’s belief that they have the ability to perform
the recommended response. Previous ISec studies
have consistently shown that the perceived effectiveness
of protective measures and high self-efficacy could
motivate individuals to perform PFC behaviours (John-
ston and Warkentin 2010; Boss et al. 2015; Chen and
Zahedi 2016). Based on the theoretical and empirical
evidence, we propose the following hypotheses:

H2a: Response efficacy positively affects the PFC inten-
tion of individual users.

H2b: Self-efficacy positively affects the PFC intention of
individual users.

4.2. Hypotheses regarding inward EFC strategies

In this study, inward EFC refers to behavioural
responses aimed at reducing emotional distress by shift-
ing or distracting attention from or distorting percep-
tion, rather than directly managing mobile malware
threats (Rogers, Prentice-Dunn, and Gochman 1997;
Liang et al. 2019). A high level of threat perception
invokes both EFC and PFC (Rippetoe and Rogers
1987; Prentice-Dunn, Floyd, and Flournoy 2001; Epp-
right et al. 2003), but it may prompt inward EFC in
the absence of a high coping appraisal (Witte 1991; Rui-
ter, Abraham, and Kok 2001). This conclusion was
drawn in the physiological and mental health fields
and subsequently confirmed by Liang et al. (2019) and
Chen and Zahedi (2016), but it has not been universally
accepted in other ISec research. A simple example based
on this conclusion is the following: when individual
users perceive an overwhelming mobile malware threat,
they may have unrealistic hopes that the threat will dis-
appear. Therefore, we hypothesise the following:



H3a: The perceived severity of mobile malware posi-
tively affects the inward EFC of individual users.

H3b: The perceived vulnerability of mobile malware
positively affects the inward EFC of individual users.

An individual’s evaluation of their response efficacy and
self-efficacy is the key factor in determining whether it
results in an EFC or a PFC response (Witte 1991,
1996; Witte and Allen 2000). Many studies on cancer
threats have indicated that response efficacy plays a
role in decreasing individuals’ EFC response to cancer
(Prentice-Dunn, Floyd, and Flournoy 2001; Eppright
et al. 2003; Fry and Prentice-Dunn 2005b, 2005a). Rip-
petoe and Rogers (1987, 596) concluded that ‘high
response efficacy and high-self-efficacy conditions did
not foster any maladaptive coping.’ Regarding the
theoretical level of ISec, Liang and Xue (2009) stated
that safeguarding effectiveness and self-efficacy helped
reduce EFC to malicious IT threats. For example, if indi-
vidual users had negative beliefs about the correspond-
ing measures or their ability to implement these
measures, then they were likely to feel helpless or
deny the ISec threat instead of taking any effective
measures. However, Chen and Zahedi (2016) demon-
strated that perceived self-efficacy negatively affected
individuals’ intention to avoid using the network. The
relationship between coping appraisal and inward EFC
requires empirical examination. Therefore, we need to
further evaluate the relationship between coping apprai-
sal and inward EFC:

H4a: Response efficacy negatively affects the inward
EFC of the individual user.

H4b: Self-efficacy negatively affects the inward EFC of
the individual user.

The health psychology literature shows different out-
comes of the relationship between individuals’ EFC
and PFC. On one hand, previous health studies on
AIDS found that avoidance (i.e. denial) was more likely
to undermine precaution motivation (Van der Velde
and Van der Pligt 1991; Abraham et al. 1994). On the
other hand, inward EFC failed to predict AIDS-related
PEC responses (Umeh 2004). However, regarding IS
threats, inward EFC has been shown to decrease the
PEC response of individuals. In the context of an organ-
isation’s ISec policy compliance, Lowry and Moody
(2015) found that reactance to a new ISec policy nega-
tively affected the compliance intention of employees.
In the context of individuals’ behaviour, Chenoweth,
Minch, and Gattiker (2009) found a passive effect on
individuals’ EFC strategies regarding their intention to
adopt IT protection technologies. In our context, if indi-
vidual users had already accepted that the mobile
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malware threat was unavoidable, then they may have
lost the intention to engage in behaviour to protect
ISec. In line with the existing research, we propose the
following hypothesis:

H5: Inward EFC strategies negatively affect the PFC
intention of individual users.

In addition, we evaluated the effects of six control vari-
ables in the research model: age, gender, mobile OS,
previous experience using mobile phones, importance
of the information stored on the mobile phone, and pre-
vious exposure to a similar ISec threat. These control
variables are discussed in Appendix D.

5. Research methodology

To evaluate the research model, we conducted a survey
with a sample of staff members and students at a univer-
sity in China. Mobile malware was the ISec threat, and
the timely updating of the mobile phone’s OS rep-
resented one of the most effective adaptive responses
against mobile malware threats (Security and Report
2018). Thus, in this study, protection intention involved
individuals in updating the OSs of their mobile phones
in a timely manner.

5.1. Measurement development

Ten constructs were measured in this study: PFC, threat
severity, threat vulnerability, response efficacy, self-
efficacy, and five inward EFC strategies (i.e. avoidance,
reactance, wishful thinking, hopelessness, and fatalism).
We developed the items in the multi-item scales based
on the theoretical meaning of the constructs and the
original literature (Rippetoe and Rogers 1987; Witte
1992, 1996; Milne, Orbell, and Sheeran 2002; Eppright
et al. 2003). These items have been validated multiple
times and adapted to the mobile malware context. To
ensure content validity, in addition to the literature
review, we performed a pre-test, a questionnaire trans-
lation procedure, and a pilot test. Appendices Bl and
B2 provide detailed information about the survey
items and the validation process conducted to ensure
content validity.

5.2. Data collection

In this study, four hundred and forty-six students and
staff members at a major university in China were
selected as the research subjects. Because they accounted
for a considerable proportion of the smartphone user
group, they could appropriately represent individual
smartphone users. Participants were asked to complete
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the anonymous questionnaire online by their phones
with the supervisor’s help. A total of 421 students and
staff members completed the survey, which was a
response rate of 94.4%. To ensure the validity of the
responses, we cleaned the data as follows: 1) adding
bogus items to the questionnaire; and 2) removing all
observations completed in less than three minutes.
The reason was that the pilot test indicated that at
least three minutes were needed to answer the question-
naire carefully (Meade and Craig 2012). We also set up
the online survey so that there were no missing values in
the responses. The final data set included 406 usable
observations. The sample size satisfied the rule of
thumb required in structural equation modelling
(Kline 2011). The demographic statistics of the sample
are reported in Appendix A.

5.3. Data analysis and results

We used STATA version 15.1 to check the reliability
and validity of the instrument and test the hypotheses.

5.3.1. Instrument validity

We conducted a confirmatory factor analysis to check
the convergent and discriminant validities of the
measurement. The factor loadings for the items in the
measurement model were in excess of 0.707, and the
corresponding z-value was significant (Appendix B.3)
(Gefen, Straub, and Boudreau 2000; Straub, Boudreau,
and Gefen 2004). The principle factor analysis showed
that all items loaded on the posited construct at 0.49
or greater (Appendix B.4) (Hair et al. 1998). Therefore,
these results supported the convergent validity of all
constructs in the survey. Discriminant validity is estab-
lished if each item in the same construct has a higher
loading than the other constructs (Straub, Boudreau,
and Gefen 2004), and the square root of each construct’s
average variance extracted (AVE) is higher than its cor-
relations with other constructs (Fornell and Larcker
1981). Thus, our results also supported the discriminant
validity. In addition, the fit index of the measurement
model also met the requirements for good discriminant
and convergent validities (Straub, Boudreau, and Gefen
2004) (Table 4).

In addition to verifying adequate validity, our
measurement presented high reliability. Table 5 shows
the results of the construct reliability checks. The Cron-
bach’s alpha values of all constructs were above 0.80,
which exceeded the threshold of 0.70 (Nunnally, Bern-
stein, and Berge 1978). The composite reliability scores
exceeded the cut-off value of 0.70 (Fornell and Larcker
1981; Gefen and Straub 2005). Therefore, measurement
reliability was proven to be adequate.

Table 4. Model Statistics and Fit Indices.

Measurement Theoretical
Fit index model model
X2 827.66 1312.44
Df 494 738
Normed X2 1.675 1.778
CFI (Comparative Fit Index) 0.969 0.947
TLI (Tucker-Lewis Index) 0.963 0.937
Root mean square error of 0.041 0.044
approximation
Standardised root mean square 0.031 0.066
residual
Table 5. Reliability Checks.
Cronbach'’s Composite
Constructs alpha reliability AVE
Threat severity 0.819 0.770 0.529
Threat vulnerability 0.883 0.865 0.681
Response efficacy 0.894 0.851 0.656
Self-efficacy 0.908 0.893 0.736
PFC intention 0.928 0.912 0.776
Avoidance 0.897 0.880 0.709
Reactance 0917 0.883 0.791
Hopelessness 0.935 0.904 0.759
Fatalism 0.885 0.855 0.665
Wishful thinking 0.838 0.792 0.560
Important information on the 0.930 0919 0.790
mobile
Previous exposure to Similar 0.962 0.957 0.882
ISec threat

Note: AVE = average variance extracted

5.3.2. Common method bias

All the constructs of the study were measured through
the participants’ self-reports, leading to possible com-
mon method variance (CMV). We took procedural
and statistical steps to control method biases. We
ensured that each item was concise and straightforward
in the process of verifying the content validity by avoid-
ing unfamiliar terms and vague concepts (Tourangeau,
Rips, and Rasinski 2000). The anonymity of the partici-
pants was protected to reduce social desirability bias.
Moreover, the order of measurement of the indepen-
dent variables and the dependent variable was balanced
to control biases related to the items’ embeddedness
(Tehseen, Ramayah, and Sajilan 2017). In terms of stat-
istics, no large correlations were found (r <0.9) among
all constructs according to the correlation matrix of
latent variables (Table 6) (Bagozzi, Yi, and Phillips
1991). We also evaluated the model using Harman’s
one-factor test (Podsakoff et al. 2003). After the explora-
tory factor analysis without factor rotation, the eigen-
values of nine factors were greater than 1, which
explained 95.99% of the data variance. The data variance
explained by the first factor was only 27.66%, account-
ing for 28.82% of the total variance, which did not
exceed the 25-50% range required by Hair et al
(1998). The results indicated that CMV was not a
serious problem in these data.
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5.3.3. Model testing

We estimated the structural equation model by using
the maximum likelihood method and testing the theor-
etical model based on the research model described
above. Figure 3 shows the estimation results. All the
fit indices of the theoretical model reached the cut-off
threshold proposed by Hooper, Coughlan, and Mullen
(2008), indicating that the theoretical model was
acceptable.

As shown in Table 7 and Figure 3, the best model
accounted for 8% of the variance in avoidance, 16% of
the variance in reactance, 30% of the variance in hope-
lessness, 7% of the variance in fatalism, 7% of the var-
iance in wishful thinking, and 40% of the variance in

protection intention. The R-squared values of the
endogenous variables were statistically significant
(Figure 3), indicating the reasonable explanatory
power of the model. As hypothesised, the results of
the structural model analysis partially supported the
relationship between the main factors of PMT; that is,
response efficiency (p=0.427, p=0.000) and self-
efficacy (p=0.298, p=0.000) had significant positive
effects on the PFC intention of individual users. Simi-
larly, H3b, H4a, and H5 were partially supported.
Threat vulnerability had a significant positive effect on
fatalism (B=0.173, p=0.007) and hopelessness (=
0.122, p=0.009) but a marginally significant negative
effect on wishful thinking (B =—0.096, p =0.052), but

Perceived threat |
=

Perceived threat |
vulnerability | ™

Perceived threat | | Aee
Severity e

Perceived threat
Vulnerability

Response efficacy

Self-efficacy

Perceived threat |
severity W
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Figure 3. Model test results.
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Table 7. Hypothesis Verification Results.
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Path
Hypotheses Path coefficient Supported
H1a: The perceived severity of mobile malware positively affects the PFC intention of Threat Severity — Intention —0.056(n/s) No
individual users.
H1b: The perceived vulnerability of mobile malware positively affects the PFC intention of ~ Threat Vulnerability — Intention  0.066(n/s) No
individual users.
H2a: Response efficacy positively affects the PFC intention of individual users. Response efficacy — Intention 0.427*** Yes
H2b: Self-efficacy positively affects the PFC intention of individual users. Self-efficacy — Intention 0.298*** Yes
H3a: The perceived severity of mobile malware positively affects the inward EFC of Threat Severity — Avoidance —0.367%** No
individual users. Threat Severity — Reactance —0.400%** No
Threat Severity — Fatalism 0.055(n/s) No
Threat Severity — Hopelessness —0.132(n/s) No
Threat Severity — Wishful —0.115(n/s) No
thinking
H3b: The perceived vulnerability of mobile malware positively affects the inward EFC of  Threat Vulnerability — Avoidance  0.007(n/s) No
individual users. Threat Vulnerability — Reactance  0.012(n/s) No
Threat Vulnerability — Fatalism 0.173** Yes
Threat Vulnerability — 0.122%* Yes
Hopelessness
Threat Vulnerability —Wishful —0.096(1) No
thinking
H4a: Response efficacy negatively affects the inward EFC of individual users. Response efficacy — Avoidance —0.016(n/s) No
Response efficacy — Reactance —0.173** Yes
Response efficacy — Fatalism —0.228** Yes
Response efficacy — —0.498%*** Yes
Hopelessness
Response efficacy — Wishful —0.141* Yes
thinking
H4b: Self-efficacy negatively affects the inward EFC of individual users. Self-efficacy — Avoidance —0.053(n/s) No
Self-efficacy — Reactance —0.031(n/s) No
Self-efficacy — Fatalism —0.041(n/s) No
Self-efficacy — Hopelessness —0.024(n/s) No
Self-efficacy — Wishful thinking 0.051(n/s) No
H5: Inward EFC strategies negatively affect the PFC intention of individual users. Avoidance — PFC intention —0.140** Yes
Reactance — PFC intention 0.107(n/s) No
Fatalism — PFC intention —0.123* Yes
Hopelessness — PFC intention 0.005(n/s) No
Wishful thinking — PFC intention  0.009(n/s) No

Note. *p<0.05, **p<0.01, ***p<0.001, 10.05<p<0.1, n/s refers to insignificant.

it did not significantly affect reactance and avoidance.
Response efficacy had a significant negative impact on
the four other inward EFC strategies in addition to
avoidance. Avoidance (p=-0.140, p=0.01) and fatal-
ism (p=-0.123, p=0.013) had significant negative
effects on the protection intention of individual users.
However, reactance, wishful thinking, and hopelessness
did not affect protection intention. The results did not
support H3a and H4b. Specifically, perceived threat
severity did not have a significant positive effect on
inward EFC strategies. Conversely, it had significant
negative effects on avoidance, reactance, and hopeless-
ness. Self-efficacy did not have a significant negative
effect on any inward EFC strategy.

In addition, two control variables (i.e. age and mobile
OS) significantly affected the PFC of individual users.
These results are shown and discussed in Appendix D.

5.3.4. Effects of participants’ backgrounds on
inward EFC strategies

Using ANOVA and a regression analysis, we analysed
the effects of the participants’ backgrounds on their pre-
ference for a specific inward EFC strategy. Interestingly,

overall, the participants did not have a strong willing-
ness to adopt inward EFC strategies. The means of
each inward EFC strategy in each background did not
exceed 4.6. Among the five inward EFC strategies,
avoidance was the strategy favoured by the participants.
Regarding age, compared with the other age groups, the
age group 35-46 years was more inclined to choose
hopelessness when they faced mobile malware threats
(p <0.05). The participants in the age group 25-34
years were more inclined to wishful thinking (p
<0.05). Coincidentally, the results for the participants’
professional backgrounds were consistent with the
results for their age backgrounds. Compared with the
students, the university staff members preferred wishful
thinking and hopelessness when they faced mobile mal-
ware threats. The potential reason for this finding is the
high correlation between age and profession. Moreover,
participants with less than one year of smartphone use
experience (p <0.05) or who used iOS (p<0.05) pre-
ferred to adopt wishful thinking when they were faced
with malware threats. Finally, the more critical the
data and information stored in the mobile phone, the
more that participants avoided adopting inward EFC
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strategies, with the exception of fatalism. Further details
and explanations regarding these results are provided in
Appendix E.

6. Discussion
6.1. Key findings

This study evaluated conceptual differences among five
inward EFC strategies based on coping theory and PMT.
It also empirically analysed the effects of these inward
EFC strategies on individual users’ PFC responses and
the role of cognitive factors in their responses. The
empirical results partially supported hypotheses H2,
H3b, H4a, and H5. The results showed that avoidance
and fatalism significantly impeded individual users’
PFC responses to mobile malware threats. These users
did not practice PFC because they ignored or denied
the existence of mobile malware, or they believed that
the malware was unavoidable, and they passively
accepted the situation. The obstructive effect of avoid-
ance on PFC has been shown in previous studies by
Chenoweth, Minch, and Gattiker (2009) and Liang
et al. (2019) in the ISec research field. However, the
effect of fatalism on PFC is a new finding in this area.
This result aligns with PMT and previous findings in
the health psychology literature (Rippetoe and Rogers
1987; Van der Velde and Van der Pligt 1991; Abraham
et al. 1994; Chenoweth, Minch, and Gattiker 2009). Rip-
petoe and Rogers (1987) suggested that fatalism might
be one of the most inward EFC mechanisms because
individuals had accepted their predicament and hence
ceased to engage in any other form of coping. However,
if individual users believed that ways to counter mobile
malware threats were helpful, they were more likely to
adopt a PFC response than an inward EFC strategy.
Based on these results, response efficiency had a signifi-
cant negative effect on inward EFC strategies but a posi-
tive effect on PFC (H2a and H4a).

In this study, H3 was partially confirmed. The
findings suggested that perceived threat vulnerability
positively affected individual users’ adoption of hope-
lessness and fatalism but not of other inward EFC strat-
egies. That is, if individual users perceived that a mobile
malware attack was highly likely or that it was unavoid-
able, they were more likely to stop responding to the
threat because the ‘facts’ could not be changed. This
result confirmed differences between inward EFC strat-
egies. Based on our conceptual clarification of five
inward EFC strategies in the literature review and the
empirical results of this study, we concluded that inward
EFC strategies can be categorised as either active or pas-
sive. Individuals who adopted passive inward EFC

strategies (i.e. hopelessness and fatalism) considered
the situation or problem inevitable (i.e. high threat vul-
nerability perception), and they lacked faith in a sol-
ution (i.e. low response efficacy perception). They
showed reductions in or the abandonment of hope or
the willingness to respond to threats (Rippetoe and
Rogers 1987; Carver, Scheier, and Weintraub 1989; Liv-
neh 2000), which was unfavourable to the PFC response.
In contrast, individuals who adopted active EFC strat-
egies (i.e. avoidance, reactance, and wishful thinking)
proactively ignored, denied, or distorted facts, such as
through cognitive efforts, and they were more inclined
not to accept the existence of threats. Thus, adoption
may be weakly related to threat vulnerability.

However, H3 was only partially supported. The
results showed that the severity of the perception of
mobile malware threats was negatively associated
with the individual’s willingness to adopt avoidance
and reactance. Threat vulnerability perception was
slightly significantly negatively associated with wishful
thinking. However, it is possible that these interesting
findings could indicate the complex psychological
responses of individual users in the context of mal-
ware threats. Because individuals’ evaluations of the
outcomes of different coping mechanisms are contex-
tual, a specific situation may shape the inward EFC
strategy adopted by individual users, such as the
type or technological attributes of ISec threats (Liang
et al. 2019).

This study was conducted in the mobile malware
context. Because smartphones have been commercially
available for decades, users may believe that the security
features of these devices block most cyberattacks, which
causes them to relax their vigilance regarding malware
threats. Moreover, malware threats are not new, and
their repeated exposure may also desensitise users.
Therefore, users may have a lower-than-expected threat
appraisal of malware threats. If an individual believes
that the consequences of a threat are not severe, even
if PFC were not adopted, they may employ inward
EFC strategies that are less demanding, such as ignoring
a threat or distorting the threat perception. In contrast,
wishful thinking has been considered conceptually simi-
lar to unrealistic optimism (Liang et al. 2019). Individ-
uals who are unrealistically optimistic usually have the
mistaken belief that their chances of encountering nega-
tive events or threats are lower than those of others. This
reaction is in response to the reluctance to accept their
vulnerability to the threat (Weinstein 1980, 1982),
which could be the reason that wishful thinking was
shown to be negatively related to the perceived threat
vulnerability of individuals (McMath and Prentice-
Dunn 2005).



Finally, hypotheses H1, H3a, and H4b have not been
examined in the ISec field. Our findings showed that
individual users’ self-efficacy did not significantly
affect inward EFC in our context, and hopelessness,
reactance, and wishful thinking may not have affected
individuals’ intention to protect their mobile ISec.
These findings are consistent with those of previous
health psychology studies (Eppright et al. 2003; Umeh
2004; Fry and Prentice-Dunn 2005b; Chenoweth,
Minch, and Gattiker 2009). Based on our findings, the
role of inward EFC strategies in response to ISec threats
in the PMT framework may change because of individ-
ual differences, stressors, cultural factors, or environ-
mental factors (Lazarus and Folkman 1984; Carver,
Scheier, and Weintraub 1989; Chen and Zahedi 2016).
In the present study, the unclear association found
between reactance and PFC was reasonable because
the target population consisted of individual users.
Unlike mandatory ISec policies in organisations,
which may cause individuals to perceive a lack of self-
determination, individual users have autonomy in
using their smartphones, so they may not demonstrate
stronger reactance coping intentions than in organis-
ational contexts.

6.2. Contributions to research

This study makes three main contributions to the
research on information behaviour. First, this study
focuses on individuals’ inward EFC and its strategies.
It contributes two aspects to the knowledge of EFC in
the extant ISec literature. First, although Rogers did
not include EFC in the earliest PMT, he acknowledged
its importance and expanded the theoretical framework
in subsequent studies (Rogers, Prentice-Dunn, and
Gochman 1997; Floyd, Prentice-Dunn, and Rogers
2000; Milne, Sheeran, and Orbell 2000). However,
most PMT-based security behavioural research has
focused on investigating users’ PFC (e.g. information
protecting intention), while ignoring the EFC response.
Moreover, previous studies that recommended applying
the full monology of PMT did not include EFC (Boss
et al. 2015). We returned EFC to the PMT framework
and emphasised that two coping mechanisms, PFC
and EFC, should be combined to understand users’
ISec behaviour. Second, inward EFC has been shown
to significantly impede PFC (Chenoweth, Minch, and
Gattiker 2009; Liang et al. 2019), but there is a severe
lack of knowledge about inward EFC strategies in the
ISec field. Although Liang et al. (2019) made a big
step forward by classifying EFC, they acknowledged
only three representative inward EFC strategies as com-
ponents of inward EFC, and they did not investigate
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each strategy. In addition, the concepts on which
some inward EFC strategies have been based seem to
be unclear or confusing in the ISec literature. In this
study, we categorised human coping systems at the
theoretical level in response to the above lacunae. We
also conceptualised and operationalised five highly
representative inward EFC strategies, and we clarified
points that seemed confusing. Moreover, we assessed
and compared the roles of these strategies in PMT at
the empirical level. The findings of this study could con-
tribute to a deeper understanding of both the general
concept of inward EFC and the characteristics of specific
inward EFC strategies, as well as provide the foundation
for developing reliable EFC theories.

The second contribution of our study is based on its
theoretical discussion and empirical support. Inward
EFC strategies were divided into active and passive
forms. Users who adopt an active inward EFC strategy
ignore or distort their perception of ISec threats; users
who adopt a passive inward EFC strategy have a nega-
tive attitude towards the status quo and believe that
threats are inevitable or countermeasures are useless.
This classification was based not only on the interpret-
ation of the definitions of five inward EFC strategies
but also on empirical evidence of the differences in
the cognitive factors that affect the two forms of inward
EFC strategies. The inward EFC strategies classification
clarified the differences between these strategies, thus
contributing to the relevant literature and advancing
the EFC-related ISec research field.

Regarding the third contribution, some findings in
this study did not support some hypotheses (e.g. H3a,
H4b) regarding the complexity of individual users’
ISec behaviours. For example, we found a negative
relationship between threat appraisal and some inward
EFC strategies, which differed from most previous
studies (Chen and Zahedi 2016; Liang et al. 2019).
This finding indicated that contextual factors greatly
affect how the individual copes (Folkman et al. 1986;
Lazarus 1993). In addition, we offered a reasonable
explanation for this result and suggested that minimis-
ing threats may trigger EFC adoptions in some situ-
ations. Based on these findings, we recommend that
the relationship between individuals’ ISec threat percep-
tions and inward EFC responses should be reconsidered
in future research on this topic. The order of influence
between threat appraisal and inward EFC strategies
should also be clarified. Although the hypothesis H3
was not fully supported, the interesting and even unex-
pected results of the present study should lead ISec
researchers to further study individual users’ coping
processes, thus enriching the understanding of ISec
behaviour.
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6.3. Implications for practice

The inward EFC of individual users to mobile malware
threats not only threatens their own ISec but may also
threaten the information systems of the surrounding
environment (e.g. organisations, schools, and homes).
However, to date, the ISec literature has studied only
the influence of few EFC strategies and their cognitive
processes. Such a gap in knowledge may lead to a lack
of guidelines for practitioners in conducting infor-
mation behaviour education and EFC training for
employees. For example, if the practitioners’ under-
standing of EFC to ISec is narrow, they may ignore
some factors (e.g. perceived threat vulnerability). Per-
haps prior research has shown that these factors do
not significantly affect avoidance, but they could affect
other EFC strategies that have gone unstudied pre-
viously. Our research explored and compared five
different inward EFC strategies from theoretical and
empirical perspectives and found that overlooked cogni-
tive factors may affect EFC. This finding may increase
practitioners’ understanding of how to reduce EFC.
Specifically, we found that individual users’ underes-
timation of mobile malware threats may prompt them
to adopt specific EFC strategies. Various ISec reports
show that attacks on smartphones and other mobile
devices are increasing year by year; meanwhile, mobile
malware variants have doubled (Security and Report
2018; Check Point Research 2019). Some forms of
Android malware have even been developed using
advanced evasion techniques to go undetected on
infected devices (e.g. Triada, Lotoor). However, individ-
ual users’ lack of correct awareness of mobile malware
threats will lead to unrealistic optimism or overconfi-
dence, which is not conducive to ISec actions. There-
fore, organisations and public ISec educators should
help users objectively recognise mobile malware threats
in order to avoid inappropriate responses due to their
underestimation of threats. In addition to denying or
avoiding mobile malware threats, the tendency of indi-
vidual users to think that mobile malware threats cannot
be avoided (i.e. fatalism) also interferes with their adap-
tive information behaviour intent (PFC). Organisations
and public information behaviour education should pay
particular attention to these two kinds of EFC strategies.
The findings of this study also provide insights for redu-
cing the willingness of mobile phone users to adopt
avoidance and fatalism. For example, making users
aware of the seriousness of the possible consequences
of mobile malware threats can make them visualise the
threat instead of avoiding it. An effective way to reduce
the fatalism of users is to provide effective countermea-
sures against mobile malware and, more importantly,

convince them that the proposed countermeasures can
indeed help them avoid threats adaptively. Before
imparting advice on the mobile ISec behaviours of
users, practitioners should ensure that these pieces of
advice are feasible and easy to implement. When editing
communication information for mobile phone ISec,
organisations and public ISec educators can also enable
users to realise the seriousness of the consequences of
mobile malware without overemphasising them. This
delicate balance can assure that users do not think that
‘threat consequences are unavoidable.’” Organisations
and public ISec educators can refer to the above rec-
ommendations when training employees regarding
mobile phone information security.

6.4. Limitations

This study has some limitations, including the sample
(university teachers, staff, and students). The sample
here cannot be generalised to other smartphone users
with different backgrounds, such as different countries.
That being said, the sample selection for this study is
appropriate because the research focused on under-
standing individual users’ EFC with mobile malware
threats rather than the universality of EFC mechanisms.
Furthermore, as Niederman and DeSanctis (1995)
pointed out, research findings with students as the
main research sample can often be generalised to a lar-
ger population. Student samples have been widely used
in the ISec literature (Crossler and Bélanger 2014;
D’Arcy, Herath, and Shoss 2014; Boss et al. 2015). As
another limitation, most subjects were between the
ages of 19 and 33, which is a limited age spectrum.
The sample’s age was also found to impact the mobile
information protection intentions of individuals in
this study. Thus, more research is needed on diverse
demographic samples, including a larger age spectrum.

7. Conclusions

Explaining the ISec behaviour (or intention thereof) of
employees is a mainstream topic in ISec research. EFC
response with security threats is a recognised element
influencing individuals’ insecure acts. Despite the fact
that ISec researchers have called for further studies on
EFC, currently, only a few EFC strategies have been
empirically examined in the ISec literature. Further-
more, the concept of EFC is sometimes convoluted in
the ISec literature. As a result, ISec scholars and prac-
titioners reading ISec papers on EFC may (1) have a lim-
ited conception of EFC or (2) confuse it with other
concepts. In this study, we differentiated five inward



EFC strategies and tested them empirically in the con-
text of mobile malware. The key results indicate that
response efficacy has the greatest beneficial effect
because it reduces the willingness of individual users
to adopt reactance, fatalism, wishful thinking, and hope-
lessness coping strategies. Individual users’ vulnerability
perception of the threat likewise positively affects their
willingness to adopt passive EFC strategies. Among
the five inward EFC strategies, avoidance and fatalism
significantly weaken the intention of individual users
to protect their mobile phone ISec (PFC).

Notes

1. Based on Proofpoint’s 2020 user risk report (User risk
report 2020), 45% of users admitted to password
reuse; more than 50% did not password-protect home
Wi-Fi networks; 90% of working adults admitted to
using employer-issued devices for personal activities;
nearly 50% allowed friends and family to access their
work devices (p.4).

2. Note that both EFC and EFC strategies refer to personal
responses to regulate stressful emotions (Folkman and
Lazarus 1980). Although it is called the EFC strategy,
because its nature is the same as that of EFC, it is
classified as EFC (Skinner et al. 2003). See Section 2
for further details.

3. Folkman and Lazarus (1980) referred to coping pro-
cesses as ‘what the person actually thinks and does in
a particular encounter and to changes in these efforts
as the encounter unfolds during a single episode or
across episodes that are in some sense part of a com-
mon stressful encounter’ (p. 224).

4. According to Milne, Sheeran, and Orbell (2000), pro-
tection motivation is synonymous with the intention
to perform a behavior.

5. Lazarus and Launier (1978) proposed that a stressor (or
an event) can be construed as a loss, a threat, or a chal-
lenge. Threat refers to damage that is anticipated and
may or may not be inevitable. In this paper, mobile mal-
ware threat is defined as anticipated damage related to
IS caused by mobile malware, which may or may not
be inevitable.
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Appendices
Appendix A. Participants profile

Profile variables Mean SD

Age 21.87 4.60

Information 6.05 0.06
importance
stored in the
mobile

Previous 3.17 0.09
exposure to
similar 1Sec
threats

Gender Male Female

276 (67.73%) 132 (32.27%)

Profession Student Staff

361(88.92%) 45(11.08%)

Mobile Android i0S other
operating 318 (77.94%) 88 (21.57%) 2 (0.49%)
system (OS)

Experience of < 1 year lyear-2 2years-4 > 4years
using mobile years years
phone 35 (8.58%) 82 (20.10%) 127 (31.13%) 164 (40.20%)

As shown in the table above, we investigated seven profile
variables related to participants and their mobile phones.
These seven variables are also the control variables of this
paper. Among them, two variables are latent variables: Pre-
vious exposure to similar ISec threats, Information impor-
tance stored in the mobile. They were measured with 3
items respectively (see Appendix B.1). The reliability and val-
idity of these two variables are reported in Appendix B.3 and
B.4.

Participants ranged in age from 18 to 46, 90% of them were
under 28 years old. Most of participants are students. Male
participants are twice as many as female participants. Most
of the participants use Android phones and have more than
two years of experience with mobile phones. According to
the average, participants have important information stored
in their mobile phones, and have been less exposed to similar
ISec threats in their previous experience.

It is worth mentioning that the proportions of gender,
occupation, and mobile OS in this research sample are
unevenly distributed. It is often the case with random
sampling, but it will not significantly interfere with the
study results. We use structural equation modeling analysis
and ANOVA analysis in this study. Based on the assumptions
of structural equation modeling and ANOVA (Kline 2011),
the unequal sample sizes may affect the heterogeneity of var-
iance in ANOVA analysis. However, the STATA statistical
software we use can automatically handle unequal samples
through weighted average, Dunnett’s test, and other methods
(https://www.stata.com/stata-news/news28-4/power-and-
sample-size/), which can decrease the type I error and increase
the statistical power. For structural equation modeling, it is
not a problem because this is a within-group analysis, and
the sample size is large enough (Hox and Maas 2001).

Appendix B. Supplement to research methods
and data analysis

B.1. Survey instrument

Constructs

Item
name

ltem Resource

Threat severity

Threat

vulnerability

Response efficacy

Self-efficacy

Sev1l

Sev2

Sev3

Vull

Vul2

Vul3

Res1

Res2

Res3

Sel1

Sel2

Sel3

If my mobile phone is  Adapted from
infected with Witte (1996),
malware, it would Milne, Orbell,
be severe. and Sheeran

If my mobile phone is (2002)
infected with
malware, it would
be significant.

If my mobile phone is
invaded by
malware, | would
suffer a lot of pain.

My mobile phone is
at risk for becoming
infected by
malware.

It is likely that my
mobile phone will
become infected by
malicious
applications.

It is possible that my
mobile phone will
become infected by
malicious
programmes.

Updating mobile
operating system is
effective for
preventing my
phone from being
infected with
malware.

When updating
mobile operating
system timely, a
mobile phone is
more likely to be
protected.

If | were to update
mobile operating
system timely, the
chances of my
phone being
infected with
malware will be
lessened.

Updating mobile
operating system
timely would be
easy for me.

It would not be
difficult for me to
update the mobile
operating system
timely.

Adapted from
Witte (1996)

Adapted from
Witte (1996),
Milne, Orbell,
and Sheeran
(2002)

Adapted from
Witte (1996),
Milne, Orbell,
and Sheeran
(2002)

(Continued)
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Continued. Continued.
Item Item
Constructs name Item Resource Constructs name Item Resource
| am able to update Fatalism Fatal Using anti-malware Adapted from

the mobile software isn't going Rippetoe and
operating system to help; if my Rogers (1987),
timely without mobile phone is Eppright et al.
much effort. going to be (2003)

PFC intention Int1 lintend to update my  Adapted from infected by
mobile operating Venkatesh malware, it will be
system timely in et al. (2003) infected anyway.
the future. Fata2 Only time will tell if

Int2 | predict | will update my mobile phone
my mobile gets a malware;
operating system nothing can be
timely in the future. done about it.

Int3 | plan to update my Fata3 If my mobile phone is
mobile operating destined to get a
system timely in malware, it will;
the future. there is little | can

Avoidance Avoid1 | try not to think Adapted from do about it.
about the Rippetoe and Wishful thinking Wish1 | believe my mobile  Adapted from
possibility of my Rogers (1987) phone is self- Rippetoe and
mobile phone protecting and Rogers (1987)
being infected by does not require
mobile malware. me to do anything.

Avoid2 | try not to think Wish2 | believe that one day
about the serious mobile malware
consequences of will be completely
my mobile phone wiped out.
being infected by Wish3 | believe there will
mobile malware. always be someone

Avoid3 | try not to think that to help me when
my mobile phone is my mobile phone
very likely to be receives a malware
infected by mobile threat.
malware. Important Assim1 Some files stored on

Reactance React1 To what degree do Adapted from information on my mobile phone
you: Feel that Witte (1992, the mobile are important to
problems of mobile 1996) me.
malware are overly Assim2 Some data stored on
exaggerated? my mobile phone

React2 To what degree do are critical to me.
you: Think that Assim3 Some critical
problems of mobile information is
malware are stored on my
overstated? mobile phone.

Hopelessness Hope1l Given what | know Adapted from Previous exposure  Otherex1 | have suffered froma Adapted from
about mobile Rippetoe and to similar 1Sec similar information Liang and Xue
malware, | Rogers (1987) threat security threat in (2010), Zahedi,
sometimes feel the past. (Liang and Abbasi, and
updating mobile Xue 2010) Chen (2015)
operating system is Otherex2 | have ever had a
almost useless to similar information
protect my mobile security threat
phone. when using a

Hope2 | believe that mobile phone in
updating the the past. (Chai et al.
mobile operating 2009)
system has no Otherex3  The number of similar
effect on threat | have
preventing mobile encountered in the
malware infection. past has been (very

Hope3 Regularly updating low/very high).

the mobile
operating system
does not help to
prevent mobile
malware infection.

(Zahedi, Abbasi,
and Chen 2015).

(Continued)

Note: all items in our measurement instrument were evaluated on a 7-point

Likert scale.
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B.2. Validation of instrument’s content validity.

To ensure content validity, we performed both the pre-test,
questionnaire translation procedure and pilot test in addition
to the literature review. In the pre-test, we established an
expert panel of seven teachers and doctoral students from
the faculty of information and technology (IT) who are profi-
cient in quantitative research methods. The expert panel gave
constructive comments on several aspects, such as whether
the adapted items in the questionnaire reflected the constructs
that to be tested, whether the questionnaire meets to the
research purpose and context, the rigour of the wording and
so on. After the content validity panel review, one item of
threat severity and one item of threat vulnerability are deleted
because of redundant, and some vocabulary and grammar
were corrected. Since the sample is from China, the question-
naire was translated to accommodate Chinese participants.
We implemented the questionnaire translation procedure
according to the steps recommended by Del Greco, Walop,
and Eastridge (1987). Specifically, 1) the questionnaire was
preliminarily translated into Chinese by a bilingual subject
in the IT faculty, 2) each translated item of the preliminary
translation was compared by another bilingual subject accord-
ing to their content, meaning, and expression clarity, 3) cross-
language equivalence was tested by executing both the trans-
lated and original forms of the questionnaire to 3 new bilin-
gual subjects after the results of the second step were
acceptable. The results show that the translated questionnaire
reflects the original questionnaire well. To make sure if the
participants understood the items in the expected manner, a
small pilot study was conducted with a subsample of the
population (30 sample sizes) to evaluate the questionnaire.
The purpose of the pilot study is to determine whether the
proposed questionnaire and procedures are suitable for the
larger study, which constitutes a final test of the exact ques-
tionnaire and implementation procedures used in the study.
It provides valuable information on 1) how the various
items and the overall structure of the questionnaire works,
2) how research procedures will work in practice (Dillman,
Smyth, and Christian 2014). The results of the pilot test
showed that the small sample understood the overall ques-
tionnaire and each item.

B.3. Standardised confirmatory factor loadings
including latent control variables.

z- p-
Constructs Items Loading  value  value
Threat severity Sev1 0.779 28.27  0.000
Sev2 0.795 28.88  0.000
Sev3 0.754 2577  0.000
Threat vulnerability Vul1 0.924 60.28  0.000
Vul2 0.809 3836  0.000
Vul3 0.825 4143 0.000
Response efficacy Res1 0.866 50.34  0.000
Res2 0.889 56.97  0.000
Res3 0.826 4246  0.000
Self-efficacy Sell 0.932 73.80  0.000
Sel2 0.804 40.12  0.000
Sel3 0.895 62.28  0.000
PFC intention Int1 0.819 46.27  0.000
Int2 0.924 90.59  0.000
Int3 0969 11866  0.000
Avoidance Avoid1 0.899 57.63  0.000

(Continued)

Continued.
z- p-
Constructs Items Loading value  value
Avoid2 0.886 54.70  0.000
Avoid3 0.808 39.11  0.000
Reactance React1 0.886 34.87  0.000
React2 0.955 37.79  0.000
Hopelessness Hope1 0.855 58.54  0.000

Hope2 0.950 111.00  0.000
Hope3 0.923 92.99  0.000

Fatalism Fatal 0.817 40.16  0.000
Fata2 0.835 41.77  0.000
Fata3 0.906 55.82  0.000
Wishful thinking Wish1 0.825 33.99  0.000
Wish2 0.821 33.83  0.000
Wish3 0.750 26.92  0.000

Important information on the Assim1 0.914 80.81  0.000

mobile Assim2 0.888 68.40  0.000
Assim3 0.929 89.11  0.000

Previous exposure to similar ISec  Otherex1 0.926 110.76  0.000
threats Otherex2  0.933 119.42  0.000
Otherex3 ~ 0.980  190.95  0.000

B.4. Exploratory factor loadings including latent
control variables.

Cronbach

Constructs Items Loading  AVE CR Alpha

Threat severity Sev1 0.769  0.562 0.794 0.820
Sev2 0.719
Sev3 0.690

Threat vulnerability ~ Vul1 0.873 0597 0.813 0.838
Vul2 0.784
Vul3 0.814

Response efficacy Res1 0.766  0.673 0.860 0.892
Res2 0.861
Res3 0.802

Self-efficacy Sell 0.896 0731 0.890 0.906
Sel2 0.797
Sel3 0.876

PFC intention Int1 0.766  0.757 0.903 0.918
Int2 0.939
Int3 0.928

Avoidance Avoid1 0.855 0720 0.885 0.898

Avoid2 0.862
Avoid3 0.804

Reactance React1 0.888 0.781 0.877 0911
React2 0.892

Hopelessness Hope1 0.787  0.794 0.920 0.939
Hope2 0.931
Hope3 0.892

Fatalism Fatal 0.825 0.685 0.867 0.888
Fata2 0.723
Fata3 0.885

Wishful thinking Wish1 0729 0.123 0.218 0.490
Wish2 0.811
Wish3 0.691

Important Assim1 0.883  0.882 0.957 0.929

information on the  Assim2 0.869

mobile Assim3 0913

Otherex1 0.930 0.790 0919 0.962
Otherex2  0.932
Otherex3  0.956

Previous exposure to
Similar 1Sec threats

Appendix C. Discussion and verification of the
core structure of PMT

Due to space limitations, the results of the PMT core structure
will be discussed and analyzed here.



As reported in Table 7 of the main text, response efficiency
(B=0.463, p=0.000) and self-efficacy (=0.273, p=0.000) have
significant positive impacts on individual users’ PFC inten-
tion, but not threat severity (f=—0.085, p>0.05) and vulner-
ability (f=0.102, p>0.05). The relationship between the
original factors of the PMT research model is generally con-
sistent with most of the previous studies. The individual
users’ response efficacy and self-efficacy increase their PFC
intentions. However, threat severity and threat vulnerability
are not clearly linked to the individual user’s PFC intention.
Although this result violated the general assumptions of
PMT, Milne, Sheeran, and Orbell (2000)’s meta-analysis of
PMT found that the association between threat appraisal
and protection behavioral intention is small. Some previous
ISec studies also had consistent results (Ng, Kankanhalli,
and Xu 2009; Mwagwabi, McGill, and Dixon 2014; Dang-
Pham and Pittayachawan 2015; Tsai et al. 2016), it may either
because the result is affected by the extraneous factors (Ifinedo
2012), or because there are other factors (e.g. attitude, concern
level) that act as moderators between threat appraisal and pro-
tection intention (Herath and Rao 2009).

Appendix D. The role of control variables

As mentioned in Appendix B, the seven control variables in
this study are: age, gender, profession, mobile malware oper-
ating system, previous experience of using mobile phone,
information importance stored in the mobile phone, previous
exposure to the similar ISec threat. After analyzing the
research model, some interesting findings of the effect of
three control variables (i.e. age, operating system, information
importance stored in the mobile phone) on individual users’
mobile phone PFC intention were found.

1) The age of the participants ($=0.037, p=0.015) has a sig-
nificant positive impact on their protection motivation.
It means that as the age increases, the intention of individ-
ual users to timely update their mobile OS is enhanced. It
is understandable since younger people are proving to be
more prone to risk behaviour and risky decision making
(Gardner and Steinberg 2005), which may lead to the
lower level of protection intent when they are in the face
of information related risk.

2) Individual users who using the iOS operating system have
obviously lower protection motivation than who using
other mobile operating systems (B=—0.36, p=0.029). Main
reasons behind this finding may be that Apple is successful
in identifying and blocking malware, and malware authors
are not targeting iOS users because of the SMS restrictions
(Felt et al. 2011). As a result, iOS users are less exposed to
mobile malware threats and more likely to relax their vigi-
lance, thus they have relatively weak PFC intentions.

Appendix E. The impact of participants’ different
backgrounds on their preference for inward EFC
strategies

This study’s control variables cover the subjects’ primary
background information (gender, age, occupation, mobile
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OS, previous experience using mobile phones, importance
of the information stored on the mobile phone, previous
exposure to a similar ISec threat). We conducted a series of
ANOVA and regression analyses to investigate the influence
of participants’ different backgrounds on inward EFC strat-
egies adoption. The following tables show the results.

E.1. The impact of gender on the five inward EFC
strategies

Gender ANOVA results
Dependent variables Male Female F value p-value
Avoidance 412 4.00 0.63 043
Reactance 3.00 3.00 0.01 0.91
Hopelessness 3.02 3.03 0.01 0.93
Wishful thinking 2.72 2.78 0.24 0.62
Fatalism 337 3.07 3.13 0.08

E.2. The impact of profession on the five inward
EFC strategies

Profession ANOVA results

Dependent variables Student Staff F value p-value
Avoidance 4.10 4.00 0.16 0.69
Reactance 3.00 3.01 0.00 0.99
Hopelessness 2.96 3.53 6.77 0.01
Wishful thinking 2.69 3.19 7.14 0.01
Fatalism 3.23 3.62 232 0.13
E.3. The impact of age on the five inward EFC
strategies

Age ANOVA results
Dependent variables ~ 18-24  25-34  35-46  Fvalue  p-value
Avoidance 4.10 4.04 3.89 0.12 0.89
Reactance 3.01 2.79 3.63 172 0.18
Hopelessness 2.96 335 4.00 4.35 0.01
Wishful thinking 2.69 3.23 3.06 3.66 0.03
Fatalism 3.23 3.67 3.50 1.20 0.30

E.4. The impact of mobile OS on the five inward
EFC strategies

Operation System ANOVA results

Dependent variables Android i0S Other F value  p-value
Avoidance 4.08 412 333 0.26 0.77
Reactance 2.98 3.07 4.50 1.39 0.25
Hopelessness 295 3.29 2.00 2.56 0.08
Wishful thinking 2.66 3.03 3.00 343 0.03
Fatalism 3.27 3.31 1.67 1.00 0.37

E.5. The impact of previous using experience on the
five inward EFC strategies

Previous experience using mobile

phones ANOVA results
Dependent <1 1-2 2-4 >4 F p-
variables year years years years  value value
Avoidance 4.55 3.89 4.10 4.08 1.48 0.22
Reactance 3.09 3.06 3.04 2.94 0.24 0.87

(Continued)
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Continued.
Previous experience using mobile

phones ANOVA results
Dependent <1 1-2 2-4 >4 F p-
variables year years years years  value value
Hopelessness 3.32 3.01 2.94 3.02 0.68 0.57
Wishful thinking 3.30 2.75 2.62 2.71 3.04 0.03
Fatalism 3.32 3.44 3.20 3.24 0.42 0.74

E.6. The impact of previous using experience on the
five inward EFC strategies

Importance of the information stored on the
mobile phone (regression analysis)

Dependent variables Coefficient S.E. t value p-value
Avoidance —0.10 0.06 —1.63 0.10
Reactance —0.24 0.06 —4.39 0.00
Hopelessness —0.18 0.06 -3.16 0.00
Wishful thinking -0.17 0.05 -3.50 0.00
Fatalism —0.06 0.07 —-0.80 0.42

E.7. The impact of previous using experience on the
five inward EFC strategies

Previous exposure to a similar ISec threat
(regression analysis)

Dependent variables Coefficient S.E. t value p-value
Avoidance —0.08 0.04 —2.05 0.04
Reactance -0.03 0.04 -0.85 0.40
Hopelessness 0.04 0.04 0.99 0.32
Wishful thinking 0.00 0.03 0.04 0.97
Fatalism —0.07 0.04 1.58 0.1

Since some background information has more than two
categories, we conducted Tukey’s post-hoc analysis and got
more detailed results. We then try to make explanations for
each finding.

1) Compared with 18-24 years old, participants aged 35-46
felt more hopeless when faced with mobile malware
threats (p<0.05); participants aged 25-34 were more will-
ing to adopt wishful thinking (p<0.05). Based on previous
health psychology literature, we think it may be related to
their low coping appraisal (Umeh 2004; McMath and Pre-
ntice-Dunn 2005; Fry and Prentice-Dunn 2005b). Partici-
pants aged 35-46 may lack of the countermeasures or feel
incompetent due to their limited knowledge of smart-
phones and malwares. As a result, they emotionally hope
the malware threat can disappear without their effort, or
even feel helplessness.

2) Participants who use iOS are more inclined to adopt wish-
ful thinking than those who use Android (p<0.05). The
reason is probably what we mentioned in Appendix D,
that is, 10OS has a stronger ability to protect users’ infor-
mation security than other OS such as Android because
of its characteristics.

3) Participants with less than one year of mobile phone using
experience showed a significant preference for wishful
thinking strategy than those with more than two years of
experience (p<0.05). It may be because users with rela-
tively short-term experience in using smartphones lack
accurate knowledge of mobile malware, thus have unrea-
listic illusions about how to deal with threats.
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