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Abstract: Social media is increasingly becoming a forum for criminality, misuse, and hate speech, as there are no filters or
other controlling mechanisms to filter user-generated content.Furthermore, disinformation and propaganda are becoming
more sophisticated and harder to track. Hence, this dark side of social media can pose a viable threat to national security.
Future generations will be born into an environment of polluted and polarised online information networks. Consequently,
young people, many of whom use social media on a daily basis, will have to find ways to survive in these circumstances,
often without the help, knowledge, or experience of earlier generations. Thus, young people are at risk of becoming
predisposed to all kinds of harmful material, which, in turn, can affect their thinking and behaviour. This can lead to many
new threats to national security. This study focuses on the observations of police officers on the current trends and threats
youngsters face on the dark side of social media. The aim was to examine possible threats to national security related to
young people’s social media use based on data from three semi-structured interviews with police officers working in
Preventive Measures Units. The analysis was done using inductive content analysis. Based on the analysis, there are three
main threats to national security concerning young people’s social media use: the amount of false information available
online, the glorification of violence and crime, and large-scale gatherings and swarming. The results indicate that although
most young people’s social media use is harmless, social media platforms can also be used in a way that threatens national
security. Many of the threats posed by young people’s social media use have not yet been realised. However, it is important
to be aware of the risks and be prepared for any possible negative outcomes in order to maintain national security.
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1. Introduction

Social media is a core part of young people’s everyday life. For example, in Finland three quarters of all 16-24
year—olds use social media on a daily basis (Statistics Finland, 2020). The core elements of social media consist
of interactive services, user-generated content, user-specific profiles, and online social networks with other
individuals and groups (Obar & Wildman, 2015). The dark side of social media can be defined as a “collection of
‘negative’ phenomena that are associated with the use of IT that has the potential to infringe on the well-being
of individuals, organisations and societies” (Tarafdar et al., 2015, 161). Social media has multiplied the risks of
misinformation, disinformation, propaganda, and hoaxes (Posetti & Matthews, 2018), and it is increasingly a hub
for criminality, misuse like trolling and bullying, hate speech, and harassment (Jutterstrom 2019, 207; Lopez-
Fuentes 2018). Thus, social media does pose threats to national security.

One of the threats to national security by social media is information influencing. Social media can be used to
alter and manipulate the social, cognitive, and psychological dynamics of a given social network or community.
This is often referred to as influence or psychological operations. (Chandramouli, 2011.) These operations are
often based on spreading disinformation. Disinformation can be defined as false information disseminated with
the intent to deceive people, whereas misinformation does not include any malicious intent (Fetzer, 2004, 228;
Lazer et. al. 2018, 1094). The ease with which disinformation can be spread is one of the properties linked to the
essence of social media: it is based mainly on user-generated content and has none of the editorial controls of
traditional media (Allcott and Gentzkow 2017, 211; Jensen et. al. 2010; Livingstone 2019, 6). In addition, it is
easy to gain information of users and influence them in social media by using programmed algorithms, bots,
which can also create filter bubbles because they present users with information that is similar to their previous
behaviour in social media (Burkhardt 2017, 12; Spohr 2017, 152—-153). This can lead to ideological polarization
among users as the content they encounter aligns with their pre-existing beliefs (Spohr 2017, 153). The success
of disinformation is based on an understanding of human psychology: it appeals to people’s minds and their
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beliefs. Therefore, it has been successfully used for creating rifts between citizens and polarising society.
(McGeehan, 2018.) Because of the nature of rhizomatic information networks, we cannot eliminate
disinformation on social media. Hence, there will always be new applications to attract audiences into
distributing disinformation. In addition, applications are developed to be more sophisticated and challenging to
control by institutional regulations. (Napoli, 2019.) Overall, information influencing activities can be described
as having four characteristics: they are deceptive, have bad intentions, “seek to disrupt constructive debate”,
and “interfere in debates or issues in which foreign actors play no legitimate role” (Pamment & Agardh-
Twetman, 2018, 6-7).

Social media can also be used to create incidents and events. For example, swarming, unexpected gatherings of
large numbers of people in particular places, is a phenomenon strongly linked to communication on social media
(White 2006). Probably the best-known form of swarming is a flash-mob, in which a group of individuals normally
unknown to each other meet in a certain place to do something silly and then disperse within ten minutes
(Solecki & Goldschmidt 2011; Seo et. al. 2014). However, there also exists more serious forms of swarming, such
as gatecrashings, riots and mobs (White 2006; Wasik 2011). Whereas traditional flash-mobs are positive and
funny, these other forms of swarming might pose serious security threats. In addition, social media can be used
to catalyse incidents, which have their origins in the virtual world, but which then spill over into the real world,
possibly having serious consequences (Chandramouli, 2011; Irwin-Rogers & Pinkney 2017). Typically, the
ultimate goal of influence or psychological operations is to cause effects in the real world. In addition, it is not
uncommon that minor real-world incidents become catalysed in social media and result in more drastic real-
world events.

Another threat to national security is the availability of violent content in social media. The link between social
media content and real-world violence was originally identified as being related to gang violence in particular
(Irwin-Rogers, Densley & Pinkney 2018), but it is actually a more common phenomenon. Among young people,
spreading and consuming violent content is not rare: this can be in the form of extremely graphic videos and
pictures for the purpose of thrill-seeking and entertainment, for example. In some cases, this kind of behaviour
can be linked to a phenomenon called appetitive violence, in which violence and other forms of delinquency are
admired and, in some cases, actually carried out. (Ching, Daffern & Thomas, 2012.)

In this paper, we focus on police officers’ observations regarding current trends and threats associated with
young people and the dark side of social media. Our aim is to examine possible threats to national security
related to young people’s social media use. In addition to the more traditional threats, it is important to
understand these new threats related to social mediain order to enhance national security comprehensively.The
results will serve as a pilot for our future studies concerning young people, social media, and national security

2. Material and Methods

This paper is based on a qualitative study design. The data was collected using semi-structured interviews. The
interview themes relating to social media were present and future threats, new technology, the relation
between the real world and the virtual world, and the communication environment. The empirical data included
three interviews from three different police districts representing different geographical areas in Finland and
different sized organisations in order to obtain sample diversity. The voluntary interviewees were chosen based
on their role and knowledge in the Preventive Measures Unit. The purpose of preventive measures undertaken
by the police is to improve public security and combat crime. Two interviews were one-to-one interviews and
the other was a group interview with three police officers. Before the interview, all participants were informed
about the study and signed an Informed Consent Form that included the description of the study, its intended
use, the confidentiality of the study, and the rights of the participant. The interviews were conducted by the
first, second, and third author, and were audio-recorded. The mean duration of each interview was
approximately 74 minutes.

Interview data was transcribed verbatim and analysed (Figure 1) using a qualitative inductive content analysis
(Krippendorff, 2013). In the first stage of the analysis, data was coded using Atlas.ti 8.4.22 qualitative data
analysis software. Eight code groups were created: disinformation and information influencing, swarming,
polarisation and strong language, transitions between social media and the real world, the generation gap, social
media as an information source, glorification of violence and crime, and a channel to the dark side. In the second
phase of the analysis, data not related to national security was excluded and a mind map used to regroup the
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remaining data. Following this, three groups were formed: false information in social media, the glorification of
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violence and crime, and large-scale gatherings and swarming.

Data
- Threeinterviews
- Transcribedverbatim

2

Analysis Phase 1

Coded by using Atlas.ti

Totally 195 quotations

Eight code groups formulated

« Disinformationand information influencing
* Swarming

* Polarisation and stronglanguage
Transitionsbetween social media and the real world
Generationgap

Social media as an informationsource
Glorification of violence and crime

A channelto the darkside

Analysis Phase 2

Data not related to national security was excluded
Remaining data regrouped with mind map

Three groups formulated

Final groups

* False informationin social media
« Glorification of violence and crime
« Large scale gatherings and swarming

Figure 1: Analysis process
3. Findings

According to the police officers, the main threats to national security in the context of young people and the
dark side of social media are the amount of false information in social media, the glorification of violence and
crime in social media, and large-scale gatherings and swarming. Young people, sometimes just out of curiosity,
can be exposed to things that have a bad influence on them. Social media offers everything for everyone and
even so-called decent youngsters can stray onto the dark side of social media. The ease of buying drugs, surfing
on the Tor-net, and joining groups with polarised thinking have been seen in police officers’ work. The problem
with the internet and social media is that a much larger group of youngsters is exposed to bad influences than
before. For example, it is obvious that social media has had a great influence in the process of radicalisation and
the number of radicalised people.

Spreading mis- and disinformation is very easy on social media as the information flow is enormous. This poses
daily challenges to young people. According to the interviewed police officers, young people do not always have
the ability to critically evaluate the information, the source, and the trustworthiness of the information they
come across in social media. The interviewees noted that if the information comes from a reliable source from
the youngsters’ point of view, such as a friend or relative, they seem to assume that the information is true,
even though it may not necessarily be so. This “blind” acceptance might be due to the mental immaturity of
youngsters. Another challenge in the context of disinformation is the simplification of messages and the lack of
reasoning behind statements and arguments in social media. This makes information influencing easier, as you
only need the right timing for your provocative intervention.

When there is an incident, such as a school threat, it is typical that rumours, misinformation, and disinformation
fill social media. As a result, the police must intervene and try to correct the information. However, the vast
amount of rumours and disinformation makes it impossible for police to respond to them all. When such an
incident happens, it is important that the police delivers the true information as quickly as possible in social
media before someone fills the communication vacuum with rumours and misinformation. In recent years,
police officers have detected a new phenomenon related to disinformation. As an attack happens, fabricated
stories begin to spread on social media sometimes even within ten minutes of the first official news of the attack.
The speed and the quality of the false material is such that, in addition to curious citizens, there has to be an
organised group behind the disinformation. The look and feel of the fake news can be so similar to the official
news channels that it is very hard to notice the difference and realise that these news reports are not true.

From the point of view of national security, the interviewees emphasised that what is more concerning is long-
term influences and opinion formation. Extremist and other players know how to use incidents to their
advantage and affect public opinion by creating negative impressions related to society and public authorities.
In general, their messaging includes systematic communication and material. Target groups, sometimes
including youngsters, are planned in advance, focusing on having more supporters and visibility in the media. It
is notable that some young people seek this kind of action and they look for groups where people share,
sometimes even quite polarised, ideas.

All the police officers in the interviews noted that lack of consideration and attention seeking are noticeable

phenomena within youngsters on social media. Youngsters may create rather provocative pictures, texts, videos,
or memes, for example, to gain more followers or to emphasise their belonging to a group. Lack of consideration
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can also be seen in the messaging between youngsters, as the messages sometimes even include threats of
violence. Occasionally it is just a rhetorical way of messaging. However, sometimes the threat transforms into
an act of violence in real life. These kinds of incidents happen as social media enables youngsters to indulge in
faceless forms of behaviour they would never engage in when face-to-face with others. Nevertheless, it is
possible that the changes in the youngsters’ messaging and behaviour are due to some sort of turning point in
society. The increase of polarisation and threatening messaging on social media are phenomena that concern
youngsters and adults alike. This is also reflected in the level of security in society and in the citizens’ feeling of
safety.

The interviewees also highlighted the role of the internet in radicalisation processes. Young people spend a lot
of time there looking for like-minded friends and people. In case young people are looking for these kinds of
polarised groups to strengthen their own identity, it may cause cognitive distortion and increase a black and
white worldview. Moreover, idolising violence and criminality has been identified as a phenomenon insome
youngsters. Young people can watch exceptionally violent videos, including brute force being used on real
people and this has become everyday entertainment. An example of this is the mosque shooting video in New
Zealand, which the following day, children were watching on their phones as it was freely available on social
media.

According to the police officers in the interviews, there are opinion leaders and influential individuals among
young people in social media. Having thousands of followers, some of these youngsters post pictures and videos
where, for example, they are carrying weapons or doing something criminal, such as stealing. The problem is
that the followers of such influential individuals, ordinary young people, admire them and might want to copy
this behaviour. Thus, this phenomenon of idolising crime can create a feeling of insecurity among young people
and affect their mind set. Social media has also made swarming and organising gatherings easy and opinion
leaders in particular can easily organise gatherings or mass brawls with many of their followers as bystanders
out of curiosity. There can be tens or even hundreds of young people participating in such gatherings. Often
these gatherings are harmless as the aim is simply to attract many people in the same place at the same time,
but on other occasions the aim is to organise a mass brawl, for example. This pattern of behaviour and the way
of influencing includes the traditional elements of being young wanting to be part of a group and to be accepted
and recognised. One positive aspect is that for most youngsters there are no sinister intentions behind this kind
of behaviour, but it is may be down to thoughtlessness or their will to gain visibility. On the other hand, this may
cause young people to look for acceptance in such a way that they may actually become victims.

4. Discussion

The aim of this study was to examine possible threats to national security related to young people’s social media
use. This was done through a series of interviews with police officers from the Preventive Measures Unit. The
results indicated that the main threats to national security concerning young people and the dark side of social
media were the amount of false information, the glorification of violence and crime, and large-scale gatherings
and swarming.

False information, whether it is mis- or disinformation, can have many negative outcomes for national security.
In the case of sudden attacks and incidents, rumours as such can affect people’s feeling of safety. In addition, it
is possible that false information even leads to violent action in real life. For example, a manipulated picture or
video shared at the right time can lead to a clash between groups with pre-existing contrary worldviews. This is
one way of doing information influence. (Pamment & Agardh-Twetman, 2018.) However, the biggest risk to
national security is the long-term information influencing on social media, which can diminish youngsters’ trust
in public authorities and the government. Local communities are also affected by false information as it can
cause tension and communal dissolution. Information influence has many serious consequences in society, such
as radicalisation and polarisation (see McGeehan, 2018).

Social media plays an essential role in young people’s everyday life and mostly its usage is harmless. However,
the same features, increasing communication and joy, are used for harmful purposes (Jutterstrém, 2019; Lépez-
Fuentes, 2018) posing threats to society. With the vast amount of false information in social media (Posetti &
Matthews, 2018), the problem is that it is impossible for the police to detect and correct it all. The task is
becoming even more difficult as new technologies and applications are constantly being developed (Napoli,
2019) and typically youngsters are the first ones to use new applications. Hence, it is hard for the police to keep
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up with the constant changes in social media platforms. This requires active participation and constant training
from police in the use of social media. Furthermore, the role of specialised police teams and the use of artificial
intelligence in data mining will increase in the near future. Therefore, it is crucial that the police adapt to this
new environment. This may require changes in the selection and training of new police officers because the
traditional qualities of a good police officer may not be enough in combatting crime in the virtual world.

Harmful content, available daily on social media, poses another threat to national security, as more and more
youngsters become predisposed to detrimental material, such as strong language, violent content, drugs, and
radicalised groups. In the context of national security, the glorification of violence and crime is an especially
worrying phenomenon, as the admiration and consumption of violent content can turn into concrete action
(Ching, Daffern & Thomas, 2012). The problem is that it is impossible to erase all the harmful content in social
media. Hence, there will always be bad influences in social media regardless of the action of authorities. Another
problem is that as more people than before become exposed to this kind of material there is the possibility that
the content gradually becomes more common, accepted, and normal. Thus, the role and responsibility of
parents in monitoring their children’s social media use and educating their children in social media are more
important than ever. Youngsters should learn at home where the line between normal and abnormal is.
However, it is a fact that many parents are ignorant of the material their children are watching and sharing on
social media.

The police officers’ examples of swarming and other organised gatherings by young people showed how easy it
is to organise large-scale gatherings on social media (see White 2006). This leads to at least two risks. First, it
would be possible to organise massive gatherings or mass brawls of even thousands of people on social media.
These events could lead to actual danger towards bystanders and threaten the sense of security of citizens.
Secondly, although the gatherings organised by youngsters in Finland have not had outside actors or influencers
so far, it is possible that some malicious actors would try to exploit the gatherings for their own purposes in the
future.

The immensity of social media is, in itself, a threat to national security, as the total amount of information it
contains is so enormous that it is impossible for the police to follow it all. For this reason, international police
cooperation and citizens’ awareness and willingness to share their knowledge are crucial elements in enabling
successful preventive work and operations. This will be even more important in the future. In order to obtain
information from citizens, the police must gain their trust and maintain a good relationship with them. In the
case of young people, the police must adopt new ways of communication to reach them. For example, there
should be more police officers working and chatting to youngsters on social media as this is a natural way of
communication for youngsters. To reach youngsters, the police must also have a presence on the newest social
media platforms the youngsters use. This requires a familiarity with the latest technological developments and
applications and a willingness to learn how to use them. In addition, the police need an efficient way to organise
all the information they acquire because not all citizens can accurately evaluate the importance and meaning of
the information they share with the police.

Issues concerning the limitations and the validity of the study must also be considered. In particular, the study
is small-scale with only three interviews. For this reason, the findings cannot be generalised. Having few more
interviews would have ensured a better saturation in the data and thus increased the validity of the results.
However, during the coding, data from each interview were part of each code group. This means that the themes
of all three final groups came up in every interview. To increase the validity, the analysis was conducted in two
phases by two of the authors. It should also be noted that the interviews were made in different parts of Finland
to ensure a wider perspective. In addition, each interview represented a slightly different aspect of the Police
Preventive Measure Units and all the interviewees were experienced police officers. Notwithstanding these
limitations, the interviews provided data that describe current trends and threats of young people’s social media
use well. The study also served its purpose of forming a background for our future studies.

To conclude, the results of this study indicated that there are risks to national security that concern young people
in social media. Nevertheless, further studies are required to discover what kind of experiences young people
themselves have of the dark side of social media. The diversity of the social media platforms young people use
is one of many challenges the public safety authorities face. To be able to secure national security in a constantly
changing and transiting virtual environment, new kinds of skills and abilities are needed. Furthermore, there
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must be a willingness and a capability to adapt to these changes in order to be prepared for new threats arising
from the dark side of social media.
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