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ABSTRACT

Jalkanen, Jaakko

Is Human The Weakest Link In Information Security: Systematic Literature
Review

Jyvaskyla: University of Jyvaskyld, 2019, 61 p.

Information Systems, Master’s Thesis

Supervisor: Siponen, Mikko

This master’s thesis examines the role of human in the information security and
presents the most known information security threats. Based on a systematic
literature review, this thesis tries to find an answer to the research question: ”is
human the weakest link in information security”. The thesis consists of an anal-
ysis of 31 main articles and their sources on the basis of which the claim or as-
sumption “human is the weakest link in information security” has been studied.
The study concludes that this phrase, as well as its various versions, has been
used extensively in security literature, although scientific evidence on the role
of human as the weakest link was not found in the research. With this infor-
mation, organizations are increasingly more capable to see where the organiza-
tions' weakest link might actually be located, and also to take a general view of
the generalization of information security literature. This thesis also introduces
an example of data breaches, and analyzes their complexity.

Keywords: information security, humans in information security, weakest link,
information security threat, systematic literature review



FIGURES

FIGURE 1 Information Security threats classification. Modified from Jouini,

Rabai & Aissa, 2014 ..o 12
FIGURE 2 Information Security threats classification. Modified from Loch, Carr
& Warkenting 1992)........coucieiririiriciencceeeee ettt 13
FIGURE 3 (articles links to their references) ..........ccccoeeecnenenencneencnccenenenne 46
TABLES

TABLE 1 Keywords used in research............ccccoccoiviiiniiiiniiniininciccicceeees 22
TABLE 2 Search results per keyword...........ccccoveiviiniiiniiniicciceeees 23

TABLE 3 Information security threat categories (Whitman, 2003)........................ 38



CONTENTS

TIIVISTELMA ..ottt 2
ABSTRACT ... 3
FIGURES. ..ot 4
TABLES ... 4
CONTENTS ... 5
1 INTRODUCTION.......coiiiiiiiiiiiccic s 7
2 BACKROUND OF THE RESEARCH .......ccccoviiiiininieiecenreieetreee e 9
21 Information SECUTIY ......cccoccciviiiiiiiiiniiiiiciciicteee e 9

2.2 Information security threats............cccoccceviiiiiiiniiniiiiccee 10

2.3 Human terms in information security ...........cccoccceviivviiiniinncccnnenne. 14

2.3.1 Insider and internal threat.............ccccoeviviiiiniiiniiiniinicicn, 14

2.3.2 EMPLOYEE......oouiiiiiiiiiiiiiiiciceete et 15

2.3.3 HACKET ..o 16

24 CauSality....cccoevirieiiiii e 16

3 METHODOLOGY AND THE RESEARCH PROCESS..........cccoceeeirinnrerennee. 18
3.1 Why literature reView ... 18

3.2 Systematic literature revView ... 19

3.3 ReSEAICH PIOCESS .....cuviuiriiieiieiiricieertectee ettt 20

3.3.1 Inclusion and exclusion criteria............ccceceevvueiviicniniiciniinicnnes 20

3.3.2 Research material gathering and critical assessment of search.22

LITERATURE REVIEW ....cociiiiiiiiiiiecineeeenree ettt 24
4.1 Humans as the weakest link in literature..........c.ccocccvvenecinncnnencnnene. 25
4.2 The actual threats..........cccccoiiniiiiiniiniicce, 36
4.3 Case examples of data breaches..........cccccevereeieinineincncninccce 40

4.3.1 Case TTX oottt 40
4.3.2 Case Target.........ccoeviviviniiiiiiiiiiic 41
4.3.3 Case Yahoo.......ccccocoiviiiiiiiniiiiciccce s 42
4.3.4 Other possible Case ........cocoueererieiirineiinecceee e 43

DISCUSSION ...ttt ettt 45
51 Importance and the contribution of the study...........cccccceviiininnne. 47
5.2 Reliability and validity.........ccoccoviiiiiiniiiiiiiccce 47

CONCLUSION ..ottt 49



REFERENCES .......cccoiiiiiiiiiiiiiiiiccc,

ATTACHMENT 1 LIST OF CHOSEN ARTICLES



1 INTRODUCTION

Data has become the crown jewelry of companies and is also claimed to be the
most important part of business (Redman, 2008). In data-based business, infor-
mation security is playing a very important role since information security inci-
dents have grown year by year due to criminals trying to get access to their data.
It is becoming increasingly difficult for companies protect themselves against
the information security threats. The information security literature in man-
agement systems literature often suggests or generalizes the users as the great-
est threat, or “the weakest link” in information security without any proof. In
chapter three, we can see that there are numerous articles which write about
human being the weakest link, even if the studies of information security inci-
dent causes are telling a different story.

The aim of the thesis is to provide new insight into the question: “Is hu-
man the weakest link information security?”, based on the systematic litera-
ture review. In order to find the answer to this question, the literature related to
the subject and the research question must be carefully and systematically re-
viewed. By answering this research question, companies can get valuable in-
formation on how they should be prepared for security attacks and which parts
of information security they should invest in. The results will help organiza-
tions determine if they are trusting the wrong assumptions in order to manage
their information security as well. This literature review also provides a critical
view of the current literature and challenges the generalizations made therein.
To address these problems in a systematic way, the study has been conducted
in the form of a systematic literature review.

This thesis consists of six chapters: 1. Introduction 2. Background of the re-
search 3. Methodology and the research process 4. Literature review 5. Discus-
sion 6. Conclusion. In this chapter the area and need of the research has been
described. The second chapter presents the background of the study and intro-
duces important terms for the research. In the third chapter the research meth-
odology and the research process is explained and the different stages of the
research are presented in more detail. The fourth chapter consists of the actual
literature and its analysis and in the fifth chapter the results of the literature
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review are discussed. The sixth and the final chapter summarizes the results of
the study, discusses different limitations and proposes future research topics.



2 BACKROUND OF THE RESEARCH

Security is one of the basic needs in human nature (Mitzen, 2006), but what
does it mean in the internet era? Bosworth and Kabay (2002 p. 4) defined securi-
ty as follows: “The state of being free from danger and not exposed to damage
from accidents or attack, or it can be defined as the process for achieving that
desirable state.”. To achieve that desirable state humans have produced differ-
ent solutions to keep them safe as long as they have been on the planet. The on-
ly difference is that the threats to security are changing and we have to adapt to
them. Only a couple hundred years ago, people were dying of plague because
we did not have advanced medicine. Now we are facing huge amount of threats
from the internet and we must find ways to protect ourselves from them to be,
or at least feel, secure. In this chapter, the concept of information security is ex-
plained along with other important terms for this study.

2.1 Information security

Information security can be defined in many ways. Von Solms (1998 p. 224)
defined information security thusly: “The aim of information security is to
ensure business continuity and minimize business damage by preventing and
minimizing the impact of security incidents”. Chellappa & Pavlou (2002 p. 359)
defined information security as “...the subjective probability with which
consumers believe that their personal information will not be viewed, stored or
manipulated during transit or storage by inappropriate parties, in a manner
consistent with their confident expectations”. Moon, Choi & Armstrong (2018)
defines information security as a practice of defending information from
unauthorized access, use, disclosure, disruption, or destruction. Although all of
these definitions are a bit different, they all have the same goal, which
Gulappagol & ShivaKumar (2017 p. 253) summarized: “Information security is
to protect the confidentiality, integrity and availability of information assets
that use, store or transmit information from risk”. Confidentiality, integrity and
availability are the most common way to define information security and also
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the worldwide standard ISO/IEC 27002 defines information security by those
three elements (Sahibudin, Sharifi & Ayat, 2008; Von Solms & Van Niekerk,
2013; Disterer, 2013). When defining information security, it is sometimes
confused with information system security, which is not the same thing.
Information system security has the same main elements as information
security (confidentiality, integrity and availability) but it includes also non-
repudiation, accountability, authenticity and reliability (Von Solms & Van
Niekerk, 2013). In this chapter we will be focusing on the information security
instead of information system security.

Confidentiality, integrity and availability, better known as the CIA triad, is
a model, which is commonly used in an information security context (Ning, Liu
& Jan, 2013; Agarwal & Agarwal, 2011; Cherdantseva & Hilton, 2013). Already
in 1975, Saltzer and Schroeder presented the concept of CIA, but it was more for
computer security and the terms were unauthorized information release,
unauthorized information modification and unauthorized denial of use (Saltzer
& Schroeder, 1975). The CIA triad term in itself was presented in late eighties by
NASA (Cherdantseva & Hilton, 2013). Since then, these requirements have
become widely used to describe the fundamental goals of information security
and the meanings for confidentiality, integrity and availability have changed
only slightly. Confidentiality determines that information cannot be
accidentally or purposefully encountered to people who should not have access
to it. Integrity ensures that the information is not changed during any form or at
any time when it is not meant to be changed and it stays the same. Availability
permits access to information when needed. (Ning et al.,, 2013; Agarwal &
Agarwal, 2011)

Risks and threats are always the other side of all security. Each of us
determines the risk ourselves, because experiencing risk is very personal but
there are still key elements which affect the definition of risk. Bosworth &
Kabay (2002 p. 4) defines risks as “the chance of injury, damage, or loss. Thus,
risk has two elements: (1) chance—an element of uncertainty, and (2) loss or
damage”. Another definition is “risk is a measure of the inability to achieve
overall program objectives within defined cost, schedule, and technical
constraints and has two components: (1) the probability of failing to achieve a
particular outcome and (2) the consequences of failing to achieve that
outcome.” (Simpleman, McMahon, Bahnmaier, Evans & Lloyd, 1998). Both of
these definitions rely on two things: uncertainty and loss or damage, and
together these create risks that have different probability and impact.

2.2 Information security threats

In information security it is very important to identify and prepare for the risks
because the “other side” will always find a way into the attack. The information
security risks also differ from the “traditional” risks since they are possible to
do online and physical contact is not needed. Information security threats can
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be classified in different ways. A common classification is to divide them to
outside threats and inside threats, and from there on into smaller pieces.
(Armbrust, Fox, Griffith, Joseph, Katz, Konwinski, Lee, Patterson, Rabkin &
Stoica, 2010; Jouini, Rabai & Aissa, 2014; Loch, Carr & Warkentin, 1992). Jouini
et al. (2014) and Loch et al. (1992) both have quite similar classifications. As we
can see from Figure 1 and Figure 2, both Jouini et al. (2014) and Loch et al.
(1992) have divided all threats to internal and external threats. After that, Jouini
et al. (2014) classification becomes a bit more specific since both internal and
external threats are divided to human, environmental and technological threats.
In turn, Loch et al. (1992) divide them only as human and non-human threats.
Human threats are classified by Jouini et al. (2014), which are divided into
malicious and non-malicious threats, and then both of these are divided to
accidental and intentional threats. The accidental and intentional threats are
divided to seven different types of threat impacts, which are: destruction of
information; corruption of information; theft, loss of information; illegal use;
disclosure of information; denial of use and elevation of privilege. (Jouini et al.,
2014) Environmental and technological threats are both non-malicious and
accidental but both can also be divided further into the same seven threat
impacts as previous threats, which were destruction of information; corruption
of information; theft, loss of information; illegal use; disclosure of information;
denial of use and elevation of privilege. In Loch et al.’s (1992) classification the
consequences or, as Jouini et al. (2014) calls them, “threat impacts”, are divided
to only four types: disclosure, modification, destruction and denial of use. Both
of these classifications have many similarities and the basic idea how
information security threats are divided to internal and external threats is
identical. Loch et al. (1992) have created the basis of which Jouini et al. (2014)
has continued and divided the elements more specifically.
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As we can see from the threat classification lists of Jouini et al. (2014) and Loch
et al. (1992), there are many different threats to information security and
human-related threats are only a part of them. Also, the causality of human
related threats can be very complex, and the main reason could be something
else than human. Consider, as an example, a situation where the user finds an
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USB stick from the street, installs it into a computer, and infects the computer
with a malware after the USB stick installation. In this case, is the real reason
behind the malware infection 1) the malicious actor that has set the infected
USB stick; 2) the computer which starts to auto read the USB stick; 3) the person
who installed the unknown USB stick to computer?

2.3 Human terms in information security

The human terms related to information security are not used consistently.
There are many definitions for the same term and different studies might use
the same term for different purposes. In addition to this problem, in
information security literature there can often be seen many different terms to
describe internal or external threats.

One of the most common terms in information security human threats is
“insider” and like Coles-Kemp & Theoharidou (2010 p. 47) said, “The broad
range of interpretations of the insiderness concept is reflected in the various
definitions that are used in information security literature”. The problem of
various definitions also applies to another common term “hacker”, which is
problematic. Crossler, Johnston, Lowry, Hu, Warkentin & Baskerville (2013 p.
92) opened in their article as follows: “The study of computer hackers is made
even more difficult with the various definitions of hackers that exist”. As we
can see from both of these statements, there are many different definitions and
because of that I argue in this thesis that these terms are not used consistently
across different scholars and often they mean different things in different
studies. In the following chapter the different definitions of these terms are
presented.

2.3.1 Insider and internal threat

Neumann (1999 p. 160) presents a definition for an insider as follows: “An
insider is someone who has been (explicitly or implicitly) granted privileges
authorizing use of a particular system or facility.”. Anderson, Bozek, Longstaff,
Meitzler & Skroch (2000 p. 21) had a similar definition for insider but they
assumed that an insider is always malicious: “Any authorized user who
performs unauthorized actions”. The problem with these definitions is that
there could be an insider in the organization who could but does not do any
malicious acts. The second problem is that someone might be an insider
without knowing it, for example in situations where someone has been fooled
to perform such actions that might put the organization at risk, but the person
does not realize it. To address these problems in the definitions, I would define
insider as a malicious or non-malicious person who has access to the
organization’s system or perimeter and is authorized but is not necessarily the
organization’s employee. (Neumann, 1999; Anderson et al., 2000)
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I also present definitions for the term “internal threat” to avoid confusion
with the terms “insider” and “internal threat”. Anderson et al. (2000 p. 21)
defined the term internal threat as “any authorized user who performs
unauthorized actions that result in loss of control of computational assets”. This
definition differs from an insider because according to Anderson et al. (2001)
internal threats are always malicious and performing some malicious acts. A
threat is usually something that has not happened yet and as Deutsch & Krauss
(1960 p. 182) define it: “threat is defined as the expression of an intention to do
something detrimental to the interests of another”. So, based on these
definitions I would argue that an internal threat has not necessarily performed
any malicious actions but is capable of doing so. Another definition for internal
threat is defined by Jouini et al. (2014 p. 494): “A threat can be internal to the
organization as the result of employee action or failure of an organization
process”. In this definition the problem is that it only counts employees as
internal threats, even if internal threat can be also someone else who has been
granted access to the organization.

To see the difference between these two terms it can be said, based on the
previous definitions, that an insider is not necessarily malicious before
unauthorized actions are performed. Thus, an insider can be both malicious and
non-malicious. However, at the point when insider turns malicious, it also
changes to an internal threat because a malicious insider has the opportunity to
do actions that may threaten the organization. When a malicious insider
performs these actions, the internal threat is being realized.

2.3.2 Employee

The employees are part of human threats and the threat that they pose can be
malicious or non-malicious, as we could see from the threat categorization list
by Jouini et al. (2014) Malicious employees are current employees who are
intentionally misusing their authorized access to the system or information, but
often in information security literature, malicious employees are seen as
malicious insiders (Cappelli, Moore, Trzeciak & Shimeall, 2009; Colwill, 2009;
Sarkar, 2010; Kandias, Virvilis & Gritzalis, 2011). Cappelli et al. (2009 p. 5)
define a malicious insider as someone who “has or had authorized access to an
organization’s network, system, or data and intentionally exceeded or misused
that access in a manner that negatively affected the confidentiality, integrity, or
availability of the organization’s information or information systems”. Sarkar
(2010 p. 124) wrote “Every employee in an organization may be a potential
threat agent if they possess the motivation to take advantage of their
capabilities and the opportunities they have while working for the organization.
The malicious insider’s motivation may come from personal gain, revenge,
competitive advantage, ideology or could be a combination of them”. Gandias
et al. (2011 p. 4) also saw malicious employees as insiders: “Insider threat in the
cloud provider: Where the insider is a malicious employee working for the
cloud provider”. Alberts & Dorofee (2002 p. 254) defined malicious/disgruntled
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employees as “people within the organization who deliberately abuse or misuse
computer systems and their information.”.

Non-malicious employees mean persons who accidentally or
unintentionally cause security threats, which Colwill’s (2009 p. 194) example
explained well: “non-malicious behaviour should also be targeted, for example,
those who attempt to cut security corners to meet business deadlines”, so
people could try to save time by turning the antivirus software off but they do
not realize or even think that it could compromise the whole computer and the
company for threats. Alberts & Dorofee (2002 p. 254) define non-malicious
employees as people “people within the organization who accidentally abuse or
misuse computer systems and their information”.

2.3.3 Hacker

While the term hacker has been used for a long time and it is in common use,
the scientific literature provides different definitions or characterizations for the
term hacker (Silic & Back, 2013). According to Silic & Back (2013), one of the
reasons why a hacker is difficult to define is because there are many different
types of hackers. For example, there are “bad” hackers, which are people who
commit cybercrime and other illegal activities (Silic & Back, 2013). In turn, there
are “good” hackers who try to prevent these illegal activities and help people to
improve their information security by searching security holes and providing
this info for them. (Silic & Back, 2013) Still, there is one problem with “good”
hackers, and the problem is it is illegal to hack into company systems even if it
is done with good intentions. Because of this phenomena, many big software
companies such as Google and Microsoft have designed “bug bounty
programs” where hackers are allowed to hack into their systems and if they
find major issues they are rewarded (Chatfield & Reddick, 2017). Of course,
these two definitions do not define all possible hacker types and it is hard to
categorize all hackers to only “good” or “bad” hackers. This is because there are
many ethical issues since legislation is always coming “behind” and some
activities might be legal even if they are ethically wrong (Smith & Rupp, 2002).

24 Causality

The concept of causality is hard to define since it is a very philosophical issue
and there are at least a dozen different theories and definitions of causality
(Cartwright, 2006). Causality has also changed over time as Illari, Russo & Wil-
liamson (2011, p. 4) write, “The concept of cause is changing, and the sciences
are forefront of these changes. In Aristotle’s time causality was understood as
explanation in general: the search for causes was search for “first principles”,
which were meant to be explanatory. However, now causal explanation is usu-
ally thought of as just one kind of explanation. In the modern era, causality be-
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came tied up with the notion of determinism, the prevailing scientific view of
world in Newtonian times”.

Cox (1992 p. 292) presented a simple but not very complete definition:
“One definition of causality used in the philosophical literature requires that, if
C is to be the cause of an effect E, then C must happen if E is to be observed.
This is clearly inappropriate in, for example, most epidemiological contexts,
settings where some probabilistic notion seems essential, involving usually also
some idea of multiple causes. Thus, smoking is neither a necessary nor a suffi-
cient condition for lung cancer”. As the author said, that definition has some
problems, but it still explains causality in a simple way. Cartwright (2006, p. 57)
summed up the problem of finding the perfect definition for causality:

The variety of theories of causal law on offer provides one of the major reasons in fa-
vor of this plurality view. Each seems to be a good treatment of the paradigms that
are used to illustrate it, but each has counter- examples and problems. Generally the
counterexamples are provided by paradigms from some one or another of the other
theories of causality. Usually in these cases we can see roughly why the one treat-
ment is good for the one kind of example but not for the other, and the reverse.
(Cartwright, 2006, p. 57)

From these findings I argue that causality cannot be defined perfectly but to
understand the concept we have to understand that the basic idea of causal
laws is that something will have an effect on something else, like in Cox’s (1992)
definition where C must happen for E to happen.

In information security, there are tens of different factors which might af-
fect the result, which might be for example a data breach from the organization.
In one example the data breach has been done from an employee’s computer,
which was forgotten in a restaurant. It would be easy to say that the employee
(A) who forgot the computer to the restaurant is the reason for this data breach.
But we have to take all the other factors into account as well; the intruder (B),
computer (C), restaurant (D), organization’s policies (E) and organization’s da-
tabase (F). Of course, A is one of the biggest reasons why this breach has hap-
pened, but it is not the only reason. If the intruder (B) would not have stolen
and accessed the computer, the breach would not have happened; if computer
(C) would have been secured properly it could not have been accessed; if the
restaurant (D) would have noticed the forgotten laptop and they would have
picked it up it would not have been possible for the intruder (B) to get it; if or-
ganization (E) would have had better security policies, employee (A) would not
have had the computer at restaurant in a condition that it can be accessed and if
organization’s database (F) would have had better restrictions, the intruder (B)
might not have been able to get into it or at least import all the data from there.
All of these are factors that have to be taken into account while evaluating the
complexity of similar situations as this. In this thesis, causality is used to ex-
plain similar situations, where the situation is very complex and it cannot be
said for sure what is the “right” answer.
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3 METHODOLOGY AND THE RESEARCH PROCESS

In this chapter, I will present the rationale for systematic literature review as the
research method and the reasons why, from all the different types of literature
review, I chose systematic literature review. Also, the study process is present-
ed, and the related steps are explained in more detail.

3.1 Why literature review

Literature review can be defined in many ways and many researchers see the
definition differently depending on the desired way of research. (Salminen,
2011) Miller & Yang (2007, p. 62) defined literature review as follows: “The lit-
erature review is a comprehensive survey of previous inquiries related to a re-
search question. Although it can often be wide in scope, covering decades, per-
haps even centuries of material, it should also be narrowly tailored, addressing
only the scholarship that is directly related to the research question. “. Baumeis-
ter & Leary (1997) found similar reasons for literature review and listed the five
goals for literature review. The first goal is to develop a new theory based on
existing literature. The second goal is to evaluate a theory based on existing lit-
erature. Third is to review the knowledge of particular topic based on existing
literature. Fourth goal is problem identification and more specifically, finding
problems or weaknesses from the existing literature. The fifth is providing his-
tory of theory development and more specifically how that theory has been de-
veloped in the past. (Baumeister & Leary, 1997) Miller & Yang (2007, p. 62) also
noticed that “the literature review also provides clarity on a given subject by
revealing long-standing conflicts and debates, reveals the interdisciplinary na-
ture of research on a subject, and places the work in a historical context.”.

The goal to this study is to find weaknesses and problems of the particular
area of humans in information security, which perfectly fits the fourth goal of
Baumeister & Leary (1997, p. 312): “A fourth category of literature review has
problem identification as its goal. The purpose is to reveal problems, weakness-
es, contradictions, or controversies in a particular area of investigation”. Based
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on these definitions and goals, I can say that literature review is the best possi-
ble research method to find an answer for the research question. The research
question “Is human the weakest link in information security?” is a very com-
plex question which includes a lot of causalities due to many different factors.
In a literature review, it is possible to get a good understanding of the infor-
mation security landscape in academic literature and see if the “general” opin-
ion that humans are the weakest link supported by any evidence. Literature
review also gives the “freedom” to follow article chains if needed and go “off-
track” if it helps to understand the bigger picture better.

3.2 Systematic literature review

Systematic Literature Review (SLR) is a literature review method which uses
systematic techniques to search and present existing literature to answer the
research question. Previously, the type of research has been held as “traditional”
and related to healthcare but lately it has also received support from other areas
of science (Salminen, 2011; Okoli & Schabram, 2010). There are many different
definitions for SLR but they all differ depending on the area of research. Pet-
ticrew (2001 p. 98) defines SLR as “a method of locating, appraising, and syn-
thesizing evidence”. Another definition for SLR by Kallio (2006, p. 26) is “a so-
cietal approach based on the ideology of the systematic review of source mate-
rial, aiming at generic visibility of a problem, topic, or discourse”. Both of these
definitions describe the main features of SLR and it can be seen that SLR is a
good method to investigate the inadequacy of previous studies and to evaluate
the reliability of the claims they contain. All in all, according to Salminen (2011,
p- 9) SLR “is an effective way to test hypotheses, present research results in a
close form, and evaluate their consistency”.

Okoli & Schabram (2010 p. 5) have expanded these definitions to address
SLR better in regards to information systems research by thinking the “system-
atic” term more as a qualitative adjective that “describes the nature of a thing in
a way that can be qualified by greater or less; that is, we can speak of a review
as being more systematic or less systematic, or very systematic”. Even if SLR is
conducted in a very systematic way it is helpful to see the base of the study
more as a mountain that can be approached from many different directions ra-
ther than just one.

Baumeister & Leary (1997) have presented nine points where the research-
er can make mistakes in SLR. These nine points are:

1. Inadequate Introduction

2. Inadequate Coverage of Evidence
3. Lack of integration

4. Lack of critical appraisal

5. Failure to Adjust Conclusions

6. Blurring Assertion and Proof

7. Selective Review of Evidence
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8. Focusing on the Researchers Rather Than the Research
9. Stopping at the present

To avoid these nine mistakes, I have taken actions such as research protocol and
accurate process, which helps to keep on track and thus avoid mistakes. Other
limitations and concerns of the study are discussed further in the discussion
part.

3.3 Research process

I have chosen to follow Okoli & Schabram’s (2010) SLR research process, which
is designed more to information system research and because of that it fits bet-
ter to an information security related study as well. Okoli & Schabram’s (2010)
process consist of eight steps:

1. Purpose of the literature review:
2. Protocol and training

3. Searching for the literature

4. Practical screen

5. Quality appraisal

6. Data extraction

7. Synthesis of studies

8. Writing the review

In the first step researcher clearly identifies the purpose of the literature review.
When researcher have clear purpose, it is usually easier to communicate to the
reader as well (Okoli & Schabram, 2010). In the second step, a detailed protocol
is made to ensure clear process tracking and if there is more than one writer it is
also adhered to by all participants. In the third step literature is searched and
the channels and the literature are justified (why that material has been taken
into study). The fourth step is the step where literature is pre-screened and the
material that does not fit the purpose is left out. In the fifth step all the material
that has passed the pre-screening will be evaluated and the literature used in
the actual review is chosen. In sixth step all the studies that have passed quality
appraisal are reviewed and the necessary information is extracted. In the sev-
enth step, also known as analysis, the synthesis is written based on the infor-
mation, which was found in data extraction. In the final step all the analysis and
findings from step seven is reported. (Okoli & Schabram, 2010)

3.3.1 Inclusion and exclusion criteria

In Okoli & Schabram’s (2010) second step “protocol and training” I have decid-
ed following criteria to as my protocol:
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Included:

1. Papers have to be published earliest 2000

2. Papers are from academic sources

3. Paper is related to information security

4. Paper is at least doctoral thesis level

5. Paper is published in English

6. Paper discusses humans or human factors in information security
7. Paper is free of charge

8. Reference articles can be used outside these criteria

Excluded:

1. Paper is published earlier than 2000

2. Paper is from non-academic sources

3. Paper is not related to information security

4. Paper is not from academic sources

5. Paper is not published in English

6. Paper do not discuss humans or human factors in information security
7. Paper is not free of charge

I have chosen to accept papers from 2000 onwards because the research ques-
tion is so broad that it needs longer-term information to support it. The year of
publishing has been limited to 2000, because I argue that older publications are
not relevant anymore, since the information security landscape has changed
rapidly and the research in publications before that day might not be relevant
anymore. In addition, almost 20 years is enough to find out whether the claim is
rooted in a long period of time or whether it has become common only in recent
years. In order to improve the reliability of the research, I will only accept pub-
lications that are from academic sources. However, if the paper from the origi-
nal selection refers to a non-academic source, this publication may be included
in the research based on criteria eight. All the papers that are used in the re-
search have to be related to information security because the research question
pertains only to information security. To improve the reliability of the research
even further I will only accept academic papers that are at least at a doctoral
thesis level. In order to find the answer for the research question, all the papers
must discuss the role of humans or human factors in information security, be-
cause otherwise they are not relevant to the study. This research does not have
funding or other sponsors, so literature that is not free of charge will not be
used. In order for the research to be carried out, it has to be possible to follow
the references from the original article. This is important for assessing the relia-
bility of the source of the statement.
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3.3.2 Research material gathering and critical assessment of search

In order to follow Okoli & Schabram’s (2010) process and step three “Searching
for the literature”, I have chosen to use Google Scholar as the main search en-
gine with the following keywords, presented in table 1. To choose the right
keywords some preliminary searches were made to ensure that there was
enough material. The starting point was to find the background material and
the general terminology of the research area; the broad keywords “information
security” and “information security threat” were chosen. Next the research
needed literature where authors have written about human’s role in infor-
mation security and also about being the weakest link. For this reason the key-
words “biggest information security threat”, “is human the weakest link”,
“humans as the weakest link”, “human factor information security”, “humans
in information security” and “weakest link in information security” were cho-
sen. To show all the different threat sources and to find the “real” threat sources
keywords “vulnerabilities in information security” and “information security
threat classification” was chosen. For the last keywords, I wanted to present
some example cases of data breaches and their complexity. For this reason the
keywords “data breach + human” and “information security accidents” were
chosen.

Biggest information security
threat Data breach + human Information security accidents

Information security threat classi-
Information security Information security threat fication

Human factor information securi-
Is human the weakest link Humans as the weakest link ty

Humans in information secu- | Vulnerabilities in information Weakest link in information secu-
rity security rity

TABLE 1 Keywords used in research

The following table 2 shows how many papers were found for each keyword
from Google Scholar before matching them to the criteria. Due to the Google
Scholar search system, only the first criteria could be set before doing the
searches.

Keyword Google Scholar
Biggest information security threat 2
Data breach 2
Information security accidents 88
Information security incidents cause 2
Information security human factor 30
Information security threat assessment 26
Information security threat categories 4
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Humans as the weakest link 35
Human factor information security 29
Humans in information security 22
Vulnerabilities in information security 66
Weakest link in information security 286
Total 592

Total relevant 96

Total selected 31

TABLE 2 Search results per keyword

From these 592 papers, I started the Okoli & Schabram’s (2010) fourth step
“Practical screen”, where the papers where pre-screened towards the including
and excluding criteria. In the pre-screening I found 96 relevant papers, which
pre-matched the criteria based on the info and title. With 96 papers I continued
to Okoli & Schabram’s (2010) step five “Quality appraisal” where I skimmed
the articles through and matched the actual content towards the matching crite-
ria. From this step the 31 papers + the references from these studies were select-
ed to the actual study. The reason for the over 300% exclusion rate was mostly
due to the wrong context; articles which did not fit the criteria and there were
also a few that were not academic papers. The results of Okoli & Schabram’s
(2010) steps six and seven are presented in the “Literature review” chapter.
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4 LITERATURE REVIEW

Information technology is one of the fastest growing areas in our society (Ace-
moglu, 2012). Information has become one of the most important things to our
life and also to organizations. In recent years most of the software organizations
are transferring from products to services and many traditional companies have
changed their business model from “traditional products” to internet and tech-
nology based business (Cusumano, 2008). This change has emphasized the im-
portance of information and data. Zins (2007 p. 480) defined data and infor-
mation as follow:

In computational systems data are the coded invariances. In human discourse data
are that which is stated, for instance, by informants in an empirical study. Infor-
mation is related to meaning or human intention. In computational systems infor-
mation is the contents of databases, the web, etc. In human discourse systems infor-
mation is the meaning of statements as they are intended by the speaker/writer and
understood/misunderstood by the listener/reader. (Zins, 2007 p. 480)

While the amount and need of data to organizations rises all the time, it is be-
coming a more and more valuable asset to organizations and as the European
Consumer Commissioner, Meglena Kuneva (2009), said, “Personal data is the
new oil of the internet and the new currency of the digital world”. When the
value of data increases, it has also increases the number of threats to it signifi-
cantly (Johnston & Warkentin, 2010; Yeh & Chang, 2007), which means that or-
ganizations have to pay more attention to their information security to keep
their data and information safe (Moon, Choi & Armstrong, 2018). Only in the
2000s have organizations began to understand how significant impact security
breaches could have to their business and economy.

Already in 2006, the companies that reported vulnerability breaches lost
an average 0,6% of stock market price, which is 860 million dollars on average
(Telang & Wattal, 2007), and that is only the daily stock loss. In addition to
stock loss organizations can face governmental sanctions, litigation and lose
their competitive edge (Goel & Shawky, 2009). A 2014 study predicted that
cyber security issues would cost 445 billion dollars annually (Janakiraman, Lim
& Rishika, 2018), which could even grow more in the future because data is be-
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coming more valuable in our society. The economical effect is so significant that
companies must improve their information security and to do that they need
toboth recognize the possible threats and try to prevent them. Organizations
often struggle with managing information security (Dhillon, 2001), which might
lead to a situation where organizations try to find answers from existing infor-
mation security literature. In this scenario, it is crucial that organizations can
understand the actual study results and do not act based on “generalizations”
where people just believe that something is true if enough people have said it.

In this thesis, the role of human will be about the end user. Of course, one
could say that human has built all the systems, which are used by humans and
even the criminals are, at least for the time being, still human. But, as we can see
from the literature the authors do not mean this by saying, “human is the
weakest link”. The reference is always towards end users, the ones who are ac-
tually using the system or working at the organization and for this reason I will
only deal with the subject from the perspective of end users.

4.1 Humans as the weakest link in literature

I argue in this thesis that while many of the articles stress that “human is the
weakest link in information security”, for example, Vroom & Solms (2004); Bul-
gurcu, Cavusoglu & Benbasat (2010), Chen, Medlin & Shaw (2008), they have
not justified that claim with any evidence. In the following subchapter, I am
going to examine these articles and see how they have used generalizations in
their text but have not justified their arguments in any way. In this thesis, cau-
sality is used to explain these complex situations where there are many factors
that can affect the situation and other factors.

Workman, Bommer & Straub (2008) discusses the topic of “knowing-
doing” gap and they create a threat control model to explain and understand
the gap better. A Knowing-doing gap means a situation where people know
how they should act in any situation but still they do not behave the way they
know would be for the best. (Workman et al., 2008) One can imagine this
phenomenon in the case of information security compliance. For example, an
organization’s employee knows that they are not allowed to download third
party applications from the internet but because the employee needs the
application to work, he/she does it anyway. While explaining this problem
Workman et al. (2008, p. 2800) writes, “The IS community has proposed to
circumvent the ‘weakest link” and thereby avoiding the knowing-doing gap by
using automated and mandatory security measures”. With this claim Workman
et al. (2008) suggest or assume that the humans in general or employees in
particular are the weakest link in information security. However, they haven't
justified this assumption that humans are the weakest link. The authors say that
“IS community has proposed to circumvent the weakest link” (Workman et al.
2008, p. 2800). Despite that the reference to “IS community” implies rather wide
generalizations, Workman et al. (2008) do not provide any references while
making this claim. I argue that by making this claim Workman et al. (2008) are
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implicitly committed to this claim, because they only talk about human
mistakes and how they cause problems to organizations. The reader is left with
the idea that humans are the weakest link.

Vroom and Solms (2004) discuss the problematic of information security
auditing and how human behavior and the “human factors” can affect the
auditing and also how to take these problematic parts into account. Vroom and
Solms (2004) note that previously human factors have not been taken into
account and the information security audits have been focusing only on the
technical side. When Vroom & Solms (2004, p. 193) start the section of human
factors they say “The role of the employees is vital to the success of any
company, yet unfortunately they are also the weakest link when it comes to
information security. Security incidents regarding insiders of the organization
exceed the amount of security breaches with outsiders, which demonstrates the
fact that the actual employees are an enormous threat to the well being of the
company”. The research that Vroom & Solms (2004) refer is an Information
security industry survey (Briney, 2001), which has been published in an online
magazine. In the research Briney (2001, p. 34) writes that “Overall, ‘insider’
security incidents occur far more frequently than ‘external’ incidents.
Nevertheless, the number one priority of security professionals is securing the
network perimeter against external attack.”. Vroom and Solms (2004) base their
claim that employees (insiders) are the weakest link because insiders create
more security threats than outsiders. However, Briney (2001), the source to
which Vroom and Solms (2004) cite and base their claim, suggests that the
number one priority is securing the network perimeter against external attack.
If we know that employees are the weakest link, then why we should focus our
resources to defend against external threats? A badly secured network could
lead to the situations where employees can do something that would cause a
security threat or give external threats access the organization more easily. But,
in both of these situations, the cause seems not to be human. The cause seems to
be the badly secured network and for that reason, we cannot say that in this
case human would be the weakest link in information security. The claim of
human being the weakest link in information security is a very complex claim
and for example in Vroom & Solm’s (2004) article the threat would also have to
be a “bad hacker” so that the risk would realize. This causes complex
phenomena because there is a causal relation between the bad hacker, the
employee and the network design. For example if the network is not designed
well enough to be secure it would still need the hacker to attack for risk to
realize, so there has to be cause C that E happens. Same kind of situation is if
employees” actions would leave the network unsecured, but it would still need
one of the following things to happen: network settings (A) have to allow the
employee (B) to do these actions. So, if B would not make it possible for A to
change settings the risk would never realize.

Safa, Solms & Futcher (2016) studied human aspects of information
security in organizations and in the beginning of their article they discuss
humans’ different roles in information security. In this context Safa et al. (2016
p. 15) say: “several studies have implicated people as a weak link in the
information security chain”, while referring to two articles, which are Safa,



27

Sookhak, Solms, Furnell, Ghani and Herawan (2015) and Safa, Solms & Furnell
(2016). However, neither of these articles have said that human is or could be
the weakest link. Safa et al. (2015) studied information security conscious care
behavior formation in organizations and how it affects the overall security. In
the article Safa et al. (2015) explained different behavioral models and how they
affect information security, where they come to the conclusion that security
awareness and policies are the most important things regarding information
security. In their conclusions, Safa et al. (2015, p. 76) state “information security
conscious care behavior decreases the risk of information breaches when the
area of weakness is human behavior.”. However, I do not find them saying in
their article that human is the weakest link. The other reference was Safa et al.
(2016) where they studied information security policy compliance in
organizations and built a model to explain and visualize this issue. In the
beginning of the article, Safa et al. (2016) wrote how human aspects of
information security should take into account along with the technical aspects,
and they saw these two factors as different parts that, at best, create a more
secure environment. Safa et al. (2016 p. 70-71) wrote “acceptable information
security behaviour should ideally be combined with technological aspects” and
they referred to Furnell & Clarke (2012 p. 983), where they wrote “however, it is
increasingly recognized that technology alone cannot deliver a complete
solution, and there is also a tangible need to address human aspects”. Although
the article is written from a human point of view and tries to find a means to
increase and improve information security policy compliance among
employees, the authors never say that human would be the weakest link in
information security.

Bulgurcu et al. (2010) studied rationality-based beliefs and information
security awareness in the information security policy compliance. Bulgurcu et
al. (2010, p. 523) began their article by saying “many organizations recognize
that their employees, who are often considered the weakest link in information
security, can also be great assets in the effort to reduce risk related to
information security.” However, later in the introduction Bulgurcu et al. (2010,
p. 524) note that the focus of information security is shifting more and more to
information security policies because of employees: “As the focus on
information security shifts toward individual and organizational perspectives,
employees' compliance with information security policies (hereafter ISPs) has
emerged as a key socio-organizational resource because employees are often the
weakest link in information security”. In this claim “employees are often the
weakest link in information security”, Bulgurcu et al. (2010) referred to two
articles. The first reference is Mitnick’s and Simon’s (2002), which discuss the
human element of information security and how vulnerable humans are in that
sense. The book is completely based on Mitnick’s experiences and it does not
have any references. In the book, Mitnick tells about his crimes and how he was
able to perform them. Mitnick and Simon (2002) say “the human factor is truly
security's weakest link.” but they have not provided any justification or
explanation for this claim. Mitnick and Simon (2002) note also in the book that:
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Despite the efforts of security professionals, information everywhere remains
vulnerable and will continue to be seen as a ripe target by attackers with social
engineering skills, until the weakest link in the security chain, the human link, has
been strengthened. (Mitnick and Simon, 2002)

Individuals may follow every best-security practice recommended by the experts,
slavishly install every recommended security product, and be thoroughly vigilant
about proper system configuration and applying security patches. Those individuals
are still completely vulnerable. (Mitnick and Simon, 2002)

Again, they do not provide any justifications or explanations for this claim. It
seems to me that these claims on the weakest link are in these examples are
Mitnick’s opinions, which unfortunately lack any evidence that humans are the
weakest links.]

The other reference, namely Warkentin and Willison (2009), discusses
behavioral and policy issues in information security and what is the threat of
insider. In the article Warkentin and Willison (2009) talk about endpoint
security problem, which refers to the employee who is the endpoint of
information systems. The endpoint security problem consists of the employee’s
activities that may increase the risk of creating an information system security
threat (Warkentin & Willison, 2009). After introducing the endpoint security
problem, Warkentin and Willison (2009 p. 102) explain the problem by saying
“It is sometimes said that the greatest network security problem - the weakest
link - is between the keyboard and the chair.”. By using the phrase “it is
sometimes said” Warketin and Willision (2009) are correct, because it is often
said, that human is the weakest link in information security. But the problem is
in what comes after that, and by not providing any alternative views to this
claim “the weakest link - is between the keyboard and the chair” (Warkentin &
Willison, 2009 p. 102), it gives reader the image that it this assertation is truth. I
argue that while Warkentin and Willision (2009) do not explicitly endorse the
claim that humans would be the weakest link, readers can get the impression
that they are implicitly committed to the claim. When Bulgurcu et al. (2010, p.
523) made the claim “employees are often the weakest link in information
security” they referred to this article and as we can see, Warkentin and Willison
(2009) do not confirm this on a reliable basis.

Chen et al. (2008) wrote an article of information security awareness
programs. Chen et al. (2008) studied how security awareness can affect
organizational security. While they discussed situational learning to improve
security awareness they said: “The ‘human’ factor is the weakest link in
information security and the cause of many security threats, according to NIST-
SP-800-50” (Chen et al., 2008, p. 362). NIST-SP-800-50 by Wilson and Hash
(2003) is the US National Institute of Standard and Technology’s special
publication that focuses on building information technology security awareness
and training programs. In the publication cited by Chen et al. (2008), Wilson &
Hash (2003, p. 1) wrote:

As cited in audit reports, periodicals, and conference presentations, it is generally
understood by the IT security professional community that people are one of the
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weakest links in attempts to secure systems and networks. (Wilson & Hash, 2003, p.
1)

But again, we face the question: does “generally understood” make the claim
true? For example, in 1912 it was generally understood that Titanic “could not
sink”, which even lead to the situation where many people refused to board the
lifeboats because they believed that Titanic was non-sinkable (Landesberg,
2001). The whole program is made on the basis that human is one the weakest
links and it should be strengthened. But as we saw in the sad Titanic case,
“generally understood” does not make it the truth and that’s why organizations
should never base their actions to factors that are “generally understood”.

Luo, Brody, Seazzu and Burd (2011) wrote an article about social
engineering and how neglected the human factor is in information security
management. In the article, Luo et al. (2011) studies the social engineering and
how vulnerable people are in the eyes of social engineering. The biggest reason
why social engineering is so dangerous is the trust that people have for each
other; in another words, people want to trust each other, and do not want to
assume that people would want to trick or harm them (Luo et al., 2011). In the
article Luo et al. (2011, p. 2) notes: “ SE [social engineering] is undoubtedly one
of the weakest links in the domain of IS security management, because it is
beyond technological control and subject to human nature.” So, Luo et al. (2011)
did not directly say that human is the weakest link, but instead that humans can
be used as the weakest link. Krombholz, Hobel, Huber & Weippl (2015) say:
“Social engineering is the art of getting users to compromise information
systems. Instead of technical attacks on systems, social engineers target humans
with access to information, manipulating them into divulging confidential
information or even into carrying out their malicious attacks through influence
and persuasion”. From this definition we can see that there is no social
engineering without humans, so if social engineering is one of the weakest links,
then I would argue that by saying social engineering is the weakest link, they
mean humans are the weakest link. Although the claim by Luo et al. (2011)
might be true, there is no evidence to confirm this. To understand the
complexity of blaming only humans in social engineering we can think of a
social engineering example where some people are able to access some other
people’s accounts by basic information they have been able to gather. In this
case we could argue that the system authentication is insufficient if it only
requires information that someone else can easily get. In cases like this, one of
the weakest links could be the system rather than human - of course the system
is designed by humans, but that is a whole other discussion.

Martins and Elofe (2002) wrote an article about information security
culture. According to Martins and Elofe (2002), the information security culture
consists of three different levels, which are organizational, group and
individual. While presenting this idea, Martins and Elofe (2002, p. 203-204)
presented two different claims: “The procedures that employees use in their
daily work could represent the weakest link in the information security chain”
and “At any given point users interact with computer assets in some way and
for some reason. This interaction represents the weakest link in information
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security”, in which they refer to Schneier (2000). In the first reference Martins
and Elofe (2002, p. 203-204) used the term “could represent”, which could be
true since humans are certainly one reason for information security incidents.
However, in the second quote they said, “interaction represents the weakest
link in information security”, which sounds very unconditional and, as argued
earlier, it isn’t necessarily true. Later Martins and Elofe (2002) present the model
of information security culture, which consist of inputs, different levels, and
outputs. The interesting part is that in change inputs, human is only one of the
six different inputs and as Martins and Elofe (2002, p. 207) say, “All processes
and structures start at organizational level”. Thus, if we say that human is one
of the six possible inputs to build information security culture and from which
the organization is responsible, can we say that a “normal” employee is the
weakest link if there are five other things that affect the information security
culture?

The Schneier’s (2000) book that Martin and Elofe (2002) refer to discusses
the phenomena of digital society and its information security problems.
Schneier (2000) recognizes humans as one of the reasons for security threats but
does not say that humans would be the weakest link. In the book Schneier
(2000) refers many times to “weakest link” or “security chain” but does not
claim that humans would be that weakest link. In the beginning of the book
Schneier (2000) writes: “Throughout this book, I argue that security is a chain,
and a system is only as secure as the weakest link. Vulnerabilities are these
weak links.” so as we can see from here it is “the vulnerabilities”. Later Schneier
(2000) writes: “The security of the system may not be better than it's weakest
link, but that generally refers to the individual systems. In a smart system, these
technologies can be layered in depth, and the overall security is the sum of the
links”. So Schneier (2000) believed more in overall security and the security of
all links rather than blaming humans as the weakest or the most common weak
link.

West, Mayhorn, Hardee & Mendel (2009) wrote an article that discusses
why users make poor security decisions from a psychological perspective. In
the article, West et al. (2009) did a case study where they analyzed the cases on
a system model approach, which consisted of three parts: user, the technology
and the environment. In the article West et al. (2009) found that all of these
three elements can increase the risk of security accidents, but still they are the
elements that can strengthen the information security if they are being taken
care of. In the conclusion West et al. (2009 p. 15) said: “Users are generally
considered to be the weakest link when it comes to computer security”, while
they explain the phenomena of human factors in information security. This
claim is quite generic and as I have argued before, “generally considered” is not
a reliable starting point for making assumptions. Even if West et al. (2009) do
not claim that this is necessarily true, they give such an idea to the reader. The
only time when West et al. (2009 p. 16) refer to a “weakest link” is while talking
of human factors and later in the conclusion they say “by conceptualizing the
system as an inter-related mechanism that relies on the interactions between
human, technology, and environmental factors, security professionals might be
able to develop interventions that work to strengthen the weak links”. By
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reading this, it is easy to understand that humans would be the weakest link
and that link has to be strengthened, even if the authors do not necessarily
claim that.

Grossklags and Johnson’s (2009) article studied the impact of bounded
rationality and limited information on user payoffs and strategies. The main
goal was to investigate the weakest link security problem from an economical
perspective (Grossklags & Johnson, 2009). In the article Grossklags & Johnson
(2009) discuss the human role in information security from multiple
perspectives. In the beginning of the article, Grossklags & Johnson (2009) note:
“On the one hand, technology and code quality are often the culprits of
(un)predictable weaknesses in the chain of defense”, but later on the same page
they note that “on the other hand, many observers argue that the “human factor
is truly security’s weakest link’”. Even if the authors did not necessarily make
the claim that humans would be the weakest link, they created the impression
and like Grossklags and Johnson (2009) continue, “an abundance of incidents
involving lost and stolen property (e.g., laptops and storage devices), as well as
individuals” susceptibility to deception and social engineering are evidence of
breaches characterizing weakest-link vulnerabilities”. In the first statement by
Grossklags & Johnson (2009) the authors also notice that technology can be one
of the weakest links. The technology is a huge part of information security and
of course when there is that much technology, there might be some problems
and threats. One problem with technology is that because “everything” is
coded, we actually do not always know what is happening inside the system.
As Grossklags & Johnson (2009) said, it is often unpredictable weakness. The
other statement that Grossklags & Johnson (2009) made is about human factors
being the weakest link. They referred to Mitnick & Simon’s (2002) book, which
has been already evaluated earlier and it leaves us with many questions about
the reliability of their claims. Also, in the third quote Grossklags and Johnson
(2009) say “characterizing weakest-link vulnerabilities”, which seems to be
based on the previous quote about human being the weakest link. Based on
these evaluations of the quotes I argue that the whole article is based on
assumptions, that even if Grossklags & Johnson (2009) do not say that those are
absolute truth they give the reader a strong impression of it.

Gupta (2008) wrote a book about social and human elements of
information security. The main idea of the book was to find out emerging
trends and countermeasures on information security issues. In the book, Gupta
(2008 p. xvii) attributed many of these problems to human problems and like
they say in the beginning of the book: “More often than not, it is becoming
increasingly evident that the weakest links in an information-security chain are
the people because human nature and social interactions are much easier to
manipulate than targeting the complex technological protections of information
systems”. Gupta (2008) did not justify this claim with any references or studies
and that is why we cannot say for sure that humans are much more easier to
manipulate humans than information systems. Gupta (2008) also used many
times the phrase about humans/employees being the weakest link without
evidence. For example Gupta (2008 p. xvi ; xxii) wrote: “The human element can
become the leaky faucet that spills sensitive information, as employees are often
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the weakest link when it comes to information security” and “In many cases,
people, not technology, form the weakest link in the security of an information
system”. Neither of these claims has any evidence behind them and later in the
book when Gupta (2008, p. 16) explained why human is the weakest link, he
writes: “While this information has not been judged against academic
standards, it is still relevant, because it is the information attackers will try to
use for their attacks and therefore important to know”. Gupta (2008) admitted
that there is no evidence to these claims and it only represents the author’s own
opinion. The whole book is based on the idea that humans would be the
weakest link and, perhaps worryingly, Gupta (2008) also gives
recommendations on how to be secure from attacks to information security
solely based on the idea that humans would be the weakest links. Gupta (2008,
p. 25) actually writes in the chapter “why humans are the weakest link” in the
following way: “The goal has been to give concrete examples of well-
established techniques and methods, together with practical uses.”. But all these
recommendations are based on a “fact”, which is actually more the author’s
own opinion and less a fact.

Gonzalez & Sawicka (2002) introduced a framework for human factors in
information security, which allows better understanding of people security
problem in designing robust security policies. In the beginning of the article
Gonzalez & Sawicka (2002) say: “Technological advances make the armory
more and more impressive, but it is becoming increasingly evident that the
human factor is the Achilles heel of information security”. The “Achilles heel” is
from a very well-known story of Achilles being dipped into the river Styx after
he was born, ensuring he was safe from attacks on all parts that the river
covered, which was his whole body except his one heel from which he was
held. His heel being the only vulnerable part on his body, it was targeted by his
foes and led to his death. Today, Achilles heel is usually used to describe the
weakest spot (Partridge, 2003), which would be the human factor in this
metaphor. Gonzalez & Sawicka (2002) did not provide any evidence to support
this claim about human or human factors being the weakest spot/link.
However, if we address this metaphor, the information security would be the
armor to protect the valuable information and as that armor becomes more and
more impressive, one small problem could lead to complete destruction. In
other words, it does not matter how good the security system is if there is a
back door or some other weakness that could bypass the whole system.

Huang, Rau & Salvendy (2007) did a survey of factors that influence
people’s perception of information security. In the survey Huang et al. (2007)
wanted to investigate factors that can influence people’s perception of threats in
information security. In the beginning of the article Huang et al. (2007 p. 906)
cited Gonzalez & Sawicka (2002): “Information security involves both
technology and people, and it is becoming increasingly evident that ‘the human
factor is the Achilles heel of information security’”. As it was seen earlier,
Achilles heel is used to describe the weakest point of something and, along with
Gonzalez and Sawicka (2002), Huang et al. (2007) used this metaphor to
describe the weakness of human factors in information security. Still, they did
not continue this claim with any evidence even if they used terms like



33

“becoming increasingly evident”, which could mislead the reader in the same
way as previous articles.

Parsons, McCormac, Butavicius and Ferguson (2010) wrote about human
factors and information security and how they appear in individual, cultural,
and security environments. In this publication Parsons et al. (2010) provided
recommendations on how to influence cultural and human factors and, through
those factors, make the information security environment more secure. In the
introduction Parsons et al. (2010 p. 1) writes: “Humans are consistently referred
to as the weakest link in security” and refers to Schneier (2000) and Huang et al.
(2007). I have earlier discussed both of these articles and neither of these articles
does not offer any evidence to these claims and as I have discussed before this is
a good example of how things can get adapted. In the article Parsons et al.
(2010) say, “consistently referred” and as the articles also show in this thesis,
that even if “consistently referred” is true, it does not make the claim true, like
it is used in this case. Even if Parsons et al. (2010) do not say that they agree
with this they neither say that they disagree with the claim, which leaves the
reader with the idea that it is true.

Kraemer and Carayon (2005) wrote a publication about computer and
information security culture. In the article Kraemer & Carayon (2005 p. 1483)
wrote “CIS [Computer and Information Security] culture is considered to be
closely related to user behavior and user behavior may be considered the
‘weakest link” of the CIS system” and referred to Sasse, Brostoff & Weirich
(2001) and Schneier (2000). Kraemer & Carayon (2005) said that humans “may”
be the weakest link and by saying this, they agreed to it since they continued
the article of how to influence these “weak” human factors. The references that
Karaemer & Carayon (2005) used also do not support the argument, which the
authors used the references for. Sasse et al. (2001) do not say that humans
would be or would be considered as the weakest link. Sasse et al. (2001 p. 122)
actually notes “The security research community has recently recognized that
user behaviour plays a part in many security failures, and it has become
common to refer to users as the ‘weakest link in the security chain’. We argue
that simply blaming users will not lead to more effective security systems”. As
we can see, Sasse et al. (2001) notices that this kind of claim has been made
earlier and users might be one reason for security incidents, but they do not
agree with this claim. Schneir’s (2000) book has already been evaluated before
and as I argued, Schneier (2000) never said that humans should be considered
as the weakest link.

Ifinedo (2013) wrote an article about information system security policy
compliance and effects of socialization, influence and cognition. Ifinedo stated
that while organizations are making huge investments in information security,
the security incidents and data breaches are still an increasing problem. The
only explanation which Ifinedo (2013, p. 69) named was “One of the reasons
why IS security incidents and abuses continue to plague organizations is that
organizational employees are the weakest link in ensuring IS security”. While
presenting this claim Ifinedo (2013) referred to four different articles: Guo, Yuan,
Archer & Connely (2011); Sasse et al. (2001); Stanton, Stam, Mastrangelo &
Jolton (2005) and Vroom & Solms (2004). Stanton et al. (2011) writes about end
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user security behavior but they do not say that humans/employees would be
the weakest link and they only studied the behavior with passwords. As I have
argued earlier, Sasse et al. (2001) do not actually claim that employees would be
the weakest link. In addition to that Sasse et al. (2001) have not made such a
claim; they also write about users and not especially about employees. The last
reference has also been evaluated earlier and while Vroom & Solms (2004) make
this claim they refer to Briney (2001) and as I have argued previously, the au-
thor does not agree with this claim. The study shows that users are not the
weakest link of security.

Ogiitcii, Testik & Chouseinoglou (2016) has written about information se-
curity behaviour and awareness. In the article Ogiitcii et al. (2016 p. 84) refer-
ences Abawajy (2014) while saying “no matter how many and how strong the
layers of technological defenses in an organization, the information security is
only as strong as its weakest link, and different tools, such as social engineering,
can been used to target individuals, who can be considered to be the weakest
link of the security chain” and referred also to: Arce (2003); Jansson & Von
Solms (2013); Shultz, Proctor, Lien & Salvendy (2001) and Zhang, Reithel & Li
(2009). In his own article Abawajy (2014 p. 240) studied security awareness but
never said that humans would be the weakest link, only that humans are one
link in the security chain: “Social engineering is an important problem to ad-
dress, because it specifically targets the “people link” that information security
officers are trying to strengthen.”. So, as we can see, Abawajy (2014) does not
say that humans would be the weakest link, but merely that humans are one of
the links, and that link is the one which social engineers try to target.

The first reference that Ogiitcii et al. (2016) used was Arce (2003), which
can be considered a bit odd since Arce (2003) actually defended humans and, as
a support to these claims, Arce (2003) compared penetration studies and IBM’s
Resource Access Control Facility system, where Acre noticed that the most
weakest security point was actually the internal operating system security and
not a human. Arce (2003 p. 72) also stated on the basis of the results in article:
“The weakest link could be defined as flaws in an operating system’s security
controls or as procedural weaknesses in its development and deployment pro-
cess”. Thus, I would argue that Acre (2003) defended humans rather than blam-
ing them as the weakest link, like Ogiitcii et al. (2016) imply.

The second reference that Ogiitcii et al. (2016) used was Jansson & Solms
(2013). Jansson & Solms (2013) studied phishing and made phishing activities to
gather data of users’ actions. In the discussion Jansson & Solms (2013 p. 591)
write: “From the data and findings discussed above, it may reasonably be con-
cluded that users can learn and positively adapt their e-mail behaviour - as a
result of simulated phishing exercises - together with embedded training.
Therefore, it may be deduced that simulating phishing attacks together with
embedded training can, indeed, contribute towards cultivating users’ resistance
to phishing attacks”. Jansson & Solms (2013) did not say at any point that hu-
mans would be the weakest link or even that they operated poorly in the exer-
cise. As we can see from the citation, Jansson & Solms (2013) actually found that
users can operate well, learn, and adapt to new situations.



35

The third reference Ogiitcii et al. (2016) used was Schultz, Proctor, Lien &
Salvendy (2001), who studied usability issues in information security methods.
While writing about human factors, Schultz et al. (2001 p. 621) wrote: “Users
have long been regarded as the weak link in information security”, but like
many other articles they did not offer any evidence to this. Schultz et al. (2001)
claim might be true since they say only “as the weak link” rather than “the
weakest link”. It can be agreed that every time human is related to information
security it plays a role in that chain and is somehow involved if there is an inci-
dent. So when Ogiitcii et al. (2016) referred to Shultz et al. (2001) the meaning of
the reference changed since there is a big difference between “weak link” and
“the weakest link”.

Zhang et al. (2009 p. 330) have also said that humans are the weakest link
in information security: “While organizations have applied many security tech-
nologies, e.g. anti-virus software, firewalls, access control, intrusion detection
techniques, encrypted login, biometrics techniques, etc. to protect their critical
information, humans remain the weakest link in the information security envi-
ronment and associated security processes”, but they haven’t justified this claim
with any evidence. Later in the article, Zhang et al. (2009, p. 331) refer to a
Deloitte (2009) security survey while saying, “According to a recent security
survey, 71 percent of surveyed companies provide security training to employ-
ees. However, 86 percent still acknowledge human errors as the greatest weak-
ness”. From Deloitte’s (2009) survey we can see that actually 86% of respond-
ents found the human errors as a root cause of information system failure. The
report has not specified if these failures lead to security incident or if they were
only misuses of system that caused an error, but had nothing to do with the se-
curity incident. In Deloitte’s (2009) survey, respondents were asked about inter-
nal breaches and the biggest reason were viruses / worms, which were also the
biggest threat in external breaches. Even if the employees or other internal party
have enabled the worm to enter the system, we can argue that is human really
the weakest link, or is it just a factor that may have increased the risk of a secu-
rity incident? Why did the antivirus software let the worm through, or why
were there no measures that would have noticed the worm before it got into the
system? The other interesting fact is that viruses are listed as both internal and
external threats because only internal viruses are usually the fault of employees,
and the category employee misconducts is listed separately. Another problem
with the Deloitte (2009) survey is that all of the participants consisted from fi-
nancial sector and cannot be used to describe the state of information security in
all sectors.

From all of these articles we can see that there is no evidence to Ogiitcii et
al. (2016) claim that humans would be the weakest link in information security.
Even though Ogiitcii et al. (2016) wrote that humans are considered to be the
weakest link, I would argue that by this claim and with that many references it
seems, to the reader, to be true. But after evaluating all of the references I argue
that not one of these articles confirm this. Because of that, it can be held as mis-
leading for the reader since it seems very much as though the subject is actually
studied and the references seem as solid evidence, even if they have used the
word “considered”.
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Talib, Clarke & Furnell (2010) wrote an analysis of information security
awareness within home and work environments. In the introduction Talib et al.
(2010 p. 196) wrote: “Unfortunately, it is also a well recognized fact that security
is only as strong as the weakest link; and the weakest link is frequently the end-
user” and while saying this they referred to Schneier (2000). As we have seen
earlier, Schneier (2000) has not made such claim or said, “the weakest link is
frequently the end-user”. Talib et al. (2010) used the word “frequently”, which
does not mean they say that it is the truth, but it is misleading for the reader. It
is easy for the reader to get the assumption that it would be the truth, or that
there is some study which shows that end-users are the weakest link frequently.

He (2012) wrote a review of social media security risks and mitigation
techniques. In the article He (2012 p. 175) noticed: “Studies show that the weak-
est link in security is the human link” and referred to Curry (2011) and Vroom
& Solms (2004). For the reader it is quite convincing if the author uses studies as
evidence to the claim and, like He (2012), make the claim that humans are the
weakest link and say that studies have shown it. The only problem with this is
that neither of these articles used as reference do not present any evidence to
support this claim. Curry (2011) noticed only in the internet article that humans
are the weakest link but did not provide any evidence to this: “So we come back
again, to the weakest link: The Human link. The best constructs and systems
that we build are actually most effective and focused when the Human beings
around it are focused and coordinated.” Unlike He (2012) said, there was no
study behind this claim or even behind the text; in actuality there were no refer-
ences used and the text was presented as Curry’s own opinion. The other refer-
ence that He (2012) used was Vroom & Solms (2004) which has been evaluated
before, but all in all it was based on Briney’s (2001) study that did not say that
humans would be the weakest link in information security.

The previous articles and publications reinforce the perception of how
such phrases can change little by little into a general understanding. Many
times someone has made an claim without justification or any evidence and
later someone else uses this claim in his text, which has resulted in a chain reac-
tion that ends to an general idea of that “everyone agrees with this”. None of
the previous articles have actually studied the phenomena or presented evi-
dence that is human really the weakest link and because of that we cannot say
for sure that human really is the weakest link in information security.

4.2 The actual threats

Many scholars indicate that the biggest reasons for security incidents in
organizations are due to something else than humans. For example, Bulgurcu et
al. (2010) see that employees can safeguard information and technology
resources by their own actions. Sasse et al. (2001) also agree that simply by
blaming users we will get nowhere; instead we must learn from them and hand
over these findings to security system designers. Sasse et al. (2001 p. 122) also
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notice “labeling users as the ‘weakest link” implies that they are to blame. In our
view, this is a repeat of the ‘human error’ mindset that blighted the
development of safety-critical systems until the late eighties”, so there is no
point to simply blame and label humans without thinking how we could avoid
problems with humans and how to decrease the possibility of human becoming
the threat to information security. Arce (2003) also argued that humans are not
the weakest link and also found studies, such as penetration to evidence that
support the claim. Arce (2003 p. 72;74) also said that: “Security solutions should
account for our IT infrastructure’s technological challenges and the particular
aspects of human and organizational behavior. It is in this context that we can
identify our current weakest link: the workstation”, and “the primary security
concern was internal operating system security. Therefore, the weakest link
could be de- fined as flaws in an operating system’s security controls or as
procedural weaknesses in its development and deployment process”.

From these articles we get the other side, compared to the others claiming
human is the weakest link. There are also many studies of the most common
information security incidents, which indicate that human errors are not the
biggest incident group. Earlier we saw Jouini et al. (2014) and Loch et al. (1992)
divide different types of threat groups, but to find the real problems we need to
divide the groups even more specifically. Whitman (2003) made a study of
threats to information security and created a threat category with a weighted
ranking. The categories were weighted based on respondents’ evaluation of
each one, where they could rank the threats from “very significant” to “not sig-
nificant” and then identify the five most important threats to their organization
(Whitman, 2003). From Whitman’s (2003) category we can see that the deliber-
ate software attack is the number one threat, and those attacks are targeted di-
rectly to software and its flaws. The second most important threat is technical
software failures, or errors that also do not fall on humans. Only the third one,
“act of human error or failure” is related to the human context. So, on the basis
of Whitman's (2003) categorization, human is not the weakest link, the software
is. Sumner (2009) also referred to Whitman’s (2003) study when talking about
five biggest threats in information security, which were the five most weighted
from Whitman's threat categories. Whitman (2003, p. 93) calculated the threat
weight in the following way: “The ranking is a calculation based on a combina-
tion of the respondents evaluating each category on a scale of “very significant’
to ‘not significant’ and then identifying the top five threats to their organiza-
tion.”. Slay & Miller (2007 p. 75) also found similar findings: “Infections due to
viruses, worms and Trojans were most common, accounting for 45% of total
losses in 2004. Other prevalent forms of electronic crime were fraud, followed
by abuse and misuse of computer network access or resources”.

Weighted
Threat Category Ranking
Deliberate software attacks 2178
Technical software failures or errors 1130
Act of human error or failure 1101
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Deliberate acts of espionage or trespass 1044
Deliberate acts of sabotage or vandalism 963
Technical hardware failures or errors 942
Deliberate acts of theft 695
Forces of nature 611
Compromises to intellectual property 495
QoS deviations from service providers 434
Technological obsolescence 428
Deliberate acts of information extortion 225

TABLE 3 Information security threat categories (Whitman, 2003)

In many of the articles that have claimed humans are the weakest link, the
authors have referred to the problems with insiders, e.g. Warkentin & Willision
(2009). In these articles two points should be considered: insiders are not the
only human threats that organizations have, and many studies also show that
insiders are actually not the biggest threat to all organizations (Whitman, 2003;
Whitman, 2004; Sumner, 2009; Subashini & Kavitha 2011).

Subashini and Kavitha (2011 p. 7) found that “external criminals pose the
greatest threat (73%), but achieve the least impact (30,000 compromised
records), resulting in a Pseudo Risk Score of 67,500. Insiders pose the least
threat (18%) and achieve the greatest impact (375,000 compromised records),
resulting in a Pseudo Risk Score of 67,500”. From this we can see that external
threats pose the greatest threats but their actual impact ranks the lowest, while
insiders pose the least threat but their impact is greatest. Breidenbach (2000)
shared the same idea and quoted Schultz, saying “Numerically, more attacks
come from the outside now, but one insider with the right skills can ruin your
company”. From these articles we can see that outside threats are numerically
higher, but threats from inside are more dangerous to organization. Slay &
Miller (2007) also studied the origin of attacks and found that 88% of attacks are
sourced externally. Colwill (2009 p. 187) summarizes the problem with insider
well: “A malicious insider has the potential to cause more damage to the
organization and has many advantages over an outside attacker: they have
legitimate and often privileged access to facilities and information, have
knowledge of the organization and its processes and know the location of
critical or valuable assets. Insiders will know how, when and where to attack
and how to cover their tracks”.

Often, when referring to human weakness, authors use third party
surveys as a reference. Many big consulting companies do their own studies on
the state of information security in the world. The most used surveys in
information security literature are from Deloitte, PwC, and Ernst & Young.
Deloitte’s (2009) survey has been used, for example, in Metalidou, Marinagi,
Trivellas, Eberhagen, Skourlas and Giannakopoulos’ (2014 p. 425) article in an
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information security threat context: “According to Deloitte (2009), human error
is overwhelmingly stated as the greatest security weakness in 2009 (86%),
followed by technology (a distant 63%)”. Deloitte’s (2009) survey has already
been discussed earlier and as I have argued, it contains many problems.

Ernst & Young's global information security survey (2008) has been
referred to by Warkentin & Willision (2009 p. 102): “In a global survey of nearly
1400 companies in 50 countries, researchers found that awareness and
personnel issues remain the “most significant challenge to delivering successful
information security initiatives’”, and Hu, Dinev, Hart & Cooke (2012 p. 616):
“A recent survey of IT managers of global companies indicates that people
remain the weakest link for information security in organizations”. In this Ernst
& Young (2008) survey the questions are not available, and they do not actually
tell what they have asked from the participants. They also do not provide
graphs from all of the questions and the section that Hu et al. (2012) cite has not
been validated with any evidence. The only part that Ernst & Young (2008 p. 16)
has told is “Organizational awareness was cited by 50% of respondents to be
the most significant challenge to delivering successful information security
initiatives - more significant than the availability of resources (48%), adequate
budget (33%) and addressing new threats and vulnerabilities (33%)”. This
summary does not give us enough information to blame it only on people, since
organizational awareness could mean many things beyond simply preventing
human errors.

From PwC, the most used survey was the information security breaches
survey (2006), which has been made in association with Microsoft, Clearswift,
Entrust and Symantec. Like the two other surveys, this one has a few problems.
The participants for the survey were all from UK, so this survey cannot be
generalized to the whole world. Also, it has been made in cooperation with
companies which offer information security services and might not want to
release information that is not beneficial to them. Despite that, the survey had
more interesting points compared to the other two. In this survey, it was
determined that only 2% of system failures or data corruption were because of
human errors. Later in the survey, participants were asked about the most
significant incidents to their business, and system failure was the most
significant with 17% of participants answering, “very major”. So only two
percent of the most significant incidents have been caused by human errors.

The 2005 CSI/FBI computer crime and security survey by Gordon, Loeb,
Lucyshyn and Richardson (2005) showed that top three types of attack were
virus, unauthorized access and theft of proprietary info. These three of thirteen
attack types accounted for 80% of financial losses to organizations. As we can
see, the top reason for financial losses have been viruses. The virus may have
been able to enter the company's systems because of human error, but that is
simply one explanation. There could be many other explanations as to how the
virus entered the system. Based on this survey we could say that human errors
can increase the risk of information security incidents, but we cannot say that
humans are the weakest link or the biggest reason for incidents. Australian
Computer Crime and Security Survey 2004 (AusCERT, 2004) had similar
findings as Gordon et al. (2005) when they found that the most common attack
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type were viruses, worms or trojans, which caused 45% of all financial losses.
Im & Baskerville (2005) analyzed several reports including Gordon et al. (2005)
and the 2003 AusCert survey to find different threat categories of information
security. After Im & Baskerville (2005 p. 69) had analyzed the studies, they
noted that “these reports suggest that intentional security threats such as
hacking, computer viruses, and computer theft are becoming a more severe
problem in relation to other security vulnerabilities”.

4.3 Case examples of data breaches

Data breaches are part of information security incidents. Sen & Borle (2015 p.
315) defines data breaches as follow: “A data breach incident involves unau-
thorized access to sensitive, protected, or confidential data resulting in the
compromise or potential compromise of confidentiality, integrity, and availabil-
ity of the affected data”. So, the definition is mostly the same as information
security, but usually when people discuss data breaches they mean it in the
sense that personal data has been breached from the company. In the following
chapter, I will show some examples of data breaches and discuss their root
causes. These cases are presented to show the problematically behind finding
the “root cause”. As we have seen before in many times human are blamed as
“the weakest link” without any evidence. These cases are good examples of
how the situation could appear to be a human fault, but in reality, there are
many causalities behind these cases. Many newspapers blamed human and
human factors in all of these cases as the one and only cause. Of course, humans
have been part of these incidents, but we must understand the other factors. So,
the key takeaway from these cases should be the fact that in information securi-
ty incidents it is incredibly difficult to determine the “root cause” and these
causalities should be taken into account when reading about these types of in-
cidents.

4.3.1 Case TJX

TJX is one of the biggest textile retailers in the US and their data breach in 2006
was one of the biggest breaches of that time. In the breach the attackers were
able to get the credit card information of more than 45 million individuals (Xu,
Grant, Nguyen & Dai, 2008; Fisher, 2012). The attack started in 2005 when at-
tackers were able to capture wireless transactions from the store with an exter-
nal antenna. The store’s wireless network used WEP security standard, which
was the earlier version of WPA, which is the current wireless networks security
standard (Xu et al., 2008). By monitoring the traffic in the wireless network, the
intruders were able to crack the security code of the network. With that infor-
mation intruders were free to gather the information of 45 million different
credit cards during May to December in 2006 (Xu et al., 2008). So the intruders
were able to track credit card payments for half a year without anyone noticing
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their presence, and in total they were in the system for 18 months (Fisher, 2012).
In December TJX had some problems with credit card payments, so they hired a
company to investigate the problem. It was then that they found out that they
had been breached. Still, it took quite some time to discover how the breach was
executed and what information they had lost (Xu et al., 2008).

Whose fault was this data breach? Like we have seen from the information
security literature, in many cases companies prefer to blame insiders. However,
as we have also seen they are not the reason in most cases and the same goes for
this. TJX confirmed that there were no internal employees involved with this
incident (XU et al., 2008). So, the two big questions are 1) why no one noticed
that intruders were in their network for 18 months, and 2) why it only took
couple of days for intruders to crack the security key for the wireless network.
According to Xu et al. (2008), a big information security company had offered
TJX an antivirus software that could detect incidents like this, but they decided
that they would not need it. If they would have taken the offer and implement-
ed the software, could it have prevented the whole data breach? That is a ques-
tion we do not know the straight answer for because the software may not have
noticed the intruders or maybe someone would have closed the warning. Find-
ing the root cause for this kind of breach is very complex because almost every
player in the event has some kind of causality. Is it the managers’ fault because
they did not purchase and implement the software, or is it the wireless network
router’s fault because intruders were able to access the network so easily? The
other question is also hard to answer because we do not know how the security
key was discovered. It sounds like the security key may have been quite poor if
intruders were able to crack in couple of days, because the password cracking
systems were not that developed in 2005 and, still today, a 16 characters ran-
domized password with upper and lower case letters combined with special
marks and numbers would be impossible to crack (it would take thousands of
years to try every combination). So, one might think that this is the fault of
whoever set up the (presumably) poor password, but there is always the other
side. Why is it possible to set a weak security key for a wireless network? Why
is it not mandatory to set strong, 16-character keys that could not be cracked in
a mere two days? The question is whether it is the fault of the person or the
software.

4.3.2 Case Target

In 2013 Target revealed that they had a massive data breach which consisted of
credit card information combined with personal information (Manworren,
Letwat & Daily, 2016). Target is one of the biggest retailers in United States and
a Fortune 500 company. What is the interesting part of this case is that Target
had just bought the best malware and virus detection tools available at the time,
but they still lost tens of millions of credit card numbers because of a “simple”
malware (Manworren et al., 2016). The actual attack was done by stealing the
credentials to Targets systems from a third-party contractor that ran Target’s
climate systems. With access to Target’s main system, the attackers were able to
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install malware, which stole the credit card information from the payment point
(Manworren et al., 2016). After that, the attackers could collect credit card in-
formation freely, and no one within Target was aware of the breach for a long
time.

Also, with this breach there are two big questions, 1) why did the third
party contractor have access to the entire Target system, and 2) why the state-
of-art malware detection tool not detect this malware? The first question is fully
Target’s fault since they had not complied with least access model, which
means that each employee can only access the systems that he/she would need
complete their job. Target should have limited the access of third party contrac-
tors and also set some measures to know if a third party is using them wrong.
In this case, a climate system contractor should never have access to payment
systems. The second question is a bit more complicated, since their new system
had a function that would automatically detect and delete malwares. However,
according to Manworren et al. (2016), Target's security team disabled that func-
tion. The reason for disabling the function was that it was too sensitive, as it
marked many emails and good software as malware too (Manworren et al,,
2016). So again, one might say that is was the security team’s fault, because they
did not restrict the access of third-party contractors and they disabled the mal-
ware function. But we could also argue that is the system truly functional if it
marks everything as malware? How would the company employees be able to
work if all their emails are marked as malware? Was there any other option
than to disable that function, save removing the system completely? Here we
can see another causality factor, which is that malware software has to be de-
signed for real use, because otherwise it does not matter how good it is if it can-
not be used in the situation it has been created and bought for.

If we compare this to the information security literature this goes within
the results found. This is mostly a software bug that allows an attacker to get
the payment data. Of course, employees are playing a big role in this incident
and we can see that they impacted this incident, but they are not only reason.
They might have increased the risk by disabling the malware function, but the
software should still have detected the malware. So, employees were merely
one part that increased the risk but the main reason is still the software, since
employees are not able to detect this kind of incidents without software.

4.3.3 Case Yahoo

In September of 2016 Yahoo announced that it had been breached in 2014 and
information on 500 million accounts had been stolen. Then, later in December
they released that in 2013 they had lost over billion accounts, making these two
breaches the world’s biggest data breaches (Trautman & Ormerod, 2016). Ac-
cording to the US government and Yahoo the breach was done by the Russian
government by exploiting vulnerabilities in Yahoo's security systems (Tra-
utman & Ormerod, 2016). There is not much technical information of what were
the vulnerabilities, but there are many reasons as to how this incident might
have been prevented.
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Trautman and Ormerod (2016) presented a few reasons on how Yahoo's
data breach was possible and why there were such vulnerabilities. The first rea-
son was that Yahoo did not establish a reward program for hackers until 2013.
In 2010 Google and Yahoo were both compromised by Chinese hackers and
Google immediately took very serious actions after the incident, the reward
program being one of those (Trautman & Ormerod, 2016). The second way
where Yahoo went wrong according to Trautman and Ormerod (2016) was that
Yahoo hired a new Chief Information Security Officer (CISO) but then denied
requested resources from him. For example, the new CISO insisted that Yahoo
should start using end-to-end encryption, but the senior management did not
agree with this. Secondly, the CEO refused to invest in information security and
even turned off the some of the security systems. The same CEO also rejected
the idea of an automatic password change after the breach, which could have
initially saved tens of millions of accounts from being breached (Trautman &
Ormerod, 2016). The third reason why the incident happened was bad monitor-
ing and reporting. In 2014 Yahoo's monitoring team brought up to the directors
that they might have been breached by hackers using cookies to steal account
credentials. The directors closed the investigation, claiming that it is not possi-
ble to steal Yahoo's account credentials through cookies (Trautman & Ormerod,
2016).

From here we can see that there were many different reasons that might
have led to the world biggest data breach. It is hard to name one root cause for
this breach, even if it eventually was the software where the vulnerability was.
Many employees made wrong choices or were forced to step down with their
good ideas. What if Yahoo had established a hacker reward program and
someone found the vulnerability before the big breaches, or what if there would
have been end-to-end encryption, which would have prevented the hackers
from getting the credentials? These are all questions that we cannot know the
answer for sure. Only thing that we know is that just like the previous cases,
these incidents are mix of humans, software and luck. So, we should find the
real causes and try to think ways to prevent them in the future rather than just
blaming the users or some other element, simply because it’s the easiest way.

4.3.4 Other possible case

Let’s think about one hypothetical case, which might well be true. A big corpo-
ration has identified the need for new information security system that covers
all the information security areas of their company. The system’s requirements
have been well-thought and after that the system has been built based on them.
After the system has been built and tested in the vendor environment and
found safe, it is implemented into the customer’s network and systems.

Some time after the system has been taken to use, the company notices
that they have had a data breach. After the company has investigated the issue,
they notice that there is a backdoor that has been activated by one of their em-
ployees. When they question the employee, they discover that the system has
asked the employee if he wants to disable one feature of the system. The em-
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ployee disables that feature, thinking it is useless, but by disabling that one fea-
ture, the poor employee has unwittingly opened the access to the backdoor to
the whole internet. Not long after that, a “bad” hacker finds this backdoor and
uses it access the company’s internal network and steals their valuable data.

Now, when the company investigates this issue they want to find out and
determine who is responsible for all this. Is it the employee who has disabled
the function and enabled the hacker to break into their network? Is it the system
vendor’s fault that they designed it in such a way that it was possible to disable
such a function? Is it the testers’ fault who did not find such a vulnerability
from the system? Is it the hackers’ fault that they took advantage of the vulner-
ability and committed a crime? All of the answers for the questions could be the
right answers and this is why these cases are so complex. For example, one
would think that it is the employee’s fault that the company had data breach,
but what if the hacker would not have exploited the backdoor? So we can see
the causality between all of these actors; for example if the tester or the vendor
would have found this error in the system, the employee would not have been
able to disable the function, and the hacker would not have been able to break
into the system. In another scenario, if the employee hadn’t disabled that func-
tion the hacker would not have been able to get into the system, at least from
that backdoor. Then if the hacker had not been a “bad hacker” and would not
have taken advantage of this situation, there would not have been a data breach
and, in the best scenario, the hacker would have informed the company of such
a vulnerability.
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5 DISCUSSION

As we can see from the analysis, it can be said that the phrase “human is the
weakest link in information security” or varieties of it are used without evi-
dence that would show this to be true. Many of the articles use the phrase with
some generalizations such as “generally considered”. By using the phrase “hu-
man is the weakest link in information security” and not criticizing it any way,
or at least not withdrawing themselves from such a claim, it can be argued that
the authors are committed to the claim (or at least the reader can believe or as-
sume so). A good example of this is Thomson & Nierkerk (2012, p. 39) who has
written: “It is commonly acknowledged that employees are often the weakest
link when it comes to protecting information assets”. So as time passes the
phrase moves to a situation where it is referred to as “commonly acknowl-
edged”, which implies that it has been proved to be that way. It is a short way
from “commonly acknowledged” to be a fact and Flores and Eksted (2016 p. 26-
27) actually wrote: “It’s a well-known fact that employees are the weakest link
in an organization’s defense against external information security threats”.
While saying this, Flores & Eksted (2016) did not present any evidence or refer-
ences to show this true. So all the discussion around this topic have changed the
“generalization” to “well-known fact” but I argue that it cannot be fact if there
is no evidence to support this claim.

As we can see in the figure 3, all of the articles used in the literature re-
view that claim human is the weakest link have used references that do not ac-
tually support this argument. It is interesting to see how many articles have
made that claim and refer to another article that does not actually make that
claim or does not support any evidence to this claim. Based on the figure 3 and
the previous text I argue that this phrase is used without any justification. By
claiming humans as the weakest links in information security, many organiza-
tions may have allocated resources to the wrong places and, in the worst case,
may have left some other important links without any protection at all. Based
on the literature review I also argue that humans are, without a doubt, one of
the (weakest) links in information security and many information security inci-
dents are caused directly or indirectly by humans. However, this does not mean
that they are caused only by humans, and most cases are too complex to blame
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only humans or some other one link. The causalities between different links are
strong in most of the cases, as we can see from the example data breaches, and
this is why we should always look at the “bigger picture” and not focus simply
on blaming the one link that seems to be the obvious choice.
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5.1 Importance and the contribution of the study

Many of the studies (which have been referred to earlier) offer advice to organi-
zations on how they should divide their resources in regard to the information
security area, e.g. He, 2012; Whitman & Mattord, 2012; Parsons et al., 2010 &
Gupta, 2008. Most of the advice and recommendations within these reports are
based on the “fact” that human is the weakest link and for that reason, based on
the literature, I argue that these evidence-lacking recommendations should not
be agreed to action if it is not in line with the organizations own strategy. This
study shows that these “generalizations” have been used in many studies and,
by its mere usage, the phrase “human are the weakest link in information secu-
rity” has been considered as a fact in some studies without evidence. This re-
search also challenges the general view on whether things can be stated without
evidence. On the other hand, this research also challenges the general illusion of
human being the weakest link based on research data.

Many of the articles taken into this thesis blamed human as the weakest
link. These results show us that it is not true, or at least not true on the basis of
this literature review. Many of the studies have not studied this exact thing (are
human the weakest link in information security), so this thesis finding does not
make those studies invalid, but it does show their grievances. For an infor-
mation security researcher, this thesis offers a critical viewpoint, and encour-
ages challenging existing generalizations and justifying the allegations made.
For a businessperson this thesis also offers the critical viewpoint and, as we
have seen before, many authors have suggested actions for organizations based
on this “false” information. So, with this info they can be more critical of this
knowledge and look for alternative ways to guide their actions. For a “normal
person” this thesis offers the humble suggestion that maybe we are not the
weakest link, and by developing ourselves we can become the strongest link in
the future. The positive atmosphere can make it easier for many people to rely
on their own abilities compared to the accusing atmosphere.

5.2 Reliability and validity

The study has been carried out as a SLR, which means the reliability is highly
dependent on the previous research. In this study, this problem has tried to be
negated by following Okoli & Schabram’s (2010) eight steps, which have given
a good framework for the research. The most important thing for validity and
reliability has been the protocol, which has determined the guidelines for
searching, picking and validating the literature used in the study. Since all ma-
terial that fulfills the criteria is included in the study, the result of the study
should be the same if it were carried out again. The literature used in the study
can be considered relevant for the study. Based on this material, it has been
possible to answer the research question to the fullest extent possible. Also
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guidelines such as choosing only academic literature and limiting the literature
to publications from 2000 and onward have improved the validity of the study.
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6 CONCLUSION

The aim of this study was to determine whether or not humans are the weakest
links in information security. This study was conducted as a systematic litera-
ture review to get the broadest possible understanding of the subject. The litera-
ture review itself consists more than 40 different studies in the area of infor-
mation security. The majority of these studies claimed or implied that humans
were be the weakest link, although the studies that have actually studied in-
formation security threats and information security accidents did not confirm
these claims.

The research topic itself proved to be very complex and no straight answer
to the research question was received. It can be said that humans are irrefutably
one part of the chain and, in some cases, they might even be the weakest link.
However, as it can be seen from the literature, it is not easy to determine the
actual reason for any information security incident. This study suggests that the
phrase "human is the weakest link in information security" is used without any
evidence and sometimes it is talked as though it is “fact”. This study proves that
human is not necessarily the weakest link and that there are large amount of
factors which could affect that.

Future research related to humans in information security should focus
more on the root causes and explaining the complexity and causalities between
different actors in information security incident. Future research topics could be
“The causalities between different actors in information security incidents” or
“The complexity behind finding the root cause in information security inci-
dents”. More qualitative research could be conducted on the area of threat
sources in information security. I also hope that, with this study, the literature
will not use general beliefs to support the authors” own argument, nor claims
without any evidence.

In regards to limitations, it can be said that the result of the study did not
answer the research question in a straight way and, due to the relatively small
amount of literature, the results are not generalized to the entire sphere of in-
formation security research. The study method of systematic literature review
also needs more use in the information security area, because many of the
frameworks were designed to support different areas in science, mostly
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healthcare. Regarding the study process it can be said that when you go
through hundreds of articles, there is always the possibility that an important or
less important article has been accidentally missed in pre-screening period. It is
also worth noting that only one search engine (Google Scholar) was used for
research, although it covers most of the scientific literature.
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