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With the development of emerging technologies, both large and small enter-
prises facing increased cyber security issues and challenges such as cyberattacks,
cyber breaches, security workforce, cyber threats and risks and so on. The objec-
tive of this thesis is to understand the big picture of global enterprises cyber
security practice by reviewing yearly information security surveys and search-
ing for most challenging parts in cyber security management. The research is
constructed based on general literature review method with the focus on
providing overview of the current state of research topic and give in-depth in-
formation on the finding results. The research questions are: 1) what are the
global enterprises information security practices situations from year 2008 to
2016? 2) what are the critical topics that have been addressed mostly by security
professionals? 3) what are the origins, components, obstacles and improvement
for critical topics?

The research reference consists of global cyber security practices surveys
published by consulting companies such as E&Y, PwC, Deloitte, KPMG and
security institutions such as SANS, McAfee Labs, CERT and so on. The analysis
of each year topics also combined relevant academic researches and industrial
studies.

The research has found nine sections that global enterprises have per-
formed less than expected: risk management, security policy, organization of
information security, human resource security, communication and operational
management, access control, information security incidence management, busi-
ness continuity management and compliance. These sections were extracted
based on ISO/IEC 27002 standard. The finding part has analyzed origins, com-
ponents, obstacles and improvement of these topics.

As for the contribution, this thesis has filled the gap between existing
knowledge of organizational security practices and suggestions for further im-
provement. It highlights the problems in information security management
during the past nine years and gives directions for organization to assess their
vulnerabilities and improve practices with specific focus. Meanwhile, the exten-
sive review also provides detailed figures in each year that can be served as ref-
erence for generating further cyber security investigation.

Key words: Information Security; Cyber Security; Computer Security, Digital
Business; Information Technology; CyberAttacks and Breaches; Cyber intelli-
gence
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1 INTRODUCTION

The global business is expanding rapidly due to the explosion of Information
and Communication Technology (ICT) innovations (Henderson & Venkatra-
man, 1999; Powell & Dent-Micallef, 1999; Brynjolfsson & Hitt, 2000; Melville et
al, 2004; Chaffey & White, 2010; Lu & Ramanurthy, 2011). On the one hand,
organizations have been largely supported and accelerated by Information Sys-
tems (IS); on the other hand, protecting sensitive information, valuable assets
and intellectual property in the organizations against external and internal at-
tacks become more sophisticated and difficult than ever before (Solms &
Niekerk, 2013; Martin & Rice, 2011). As one of the important components of
Information Technology (IT), information security focus on protecting infor-
mation from a wide range of threats in order to ensure business continuity,
minimize business risks, and maximize the return on investments as well as
business opportunities.

Prior to early 21st century, the main objective of information security was
to identify the potential risks and threats in critical business processes (Rok and
Borka, J-Blazic, 2008), protect the financial resources (Raymond, 1990; Yang et
al., 2005) as well as business reputation, and strengthen the internal compliance
with regulations (Qing, Tamara, Paul and Donna, 2002; Basie, 2005). With the
continuous improvement of IT and expanded globalized business, today’s in-
formation security is surrounded by a variety of topics such as Internet of
Things (IoT), cloud computing, social engineering, bring-your-own-device
(BYOD), threats intelligence programs and so on. The increased complexity of
computer science and expanded scope and scale of information security require
companies to obtain a comprehensive understanding about the critical cyber
security issues, problems and challenges in order to explore and mitigate their
vulnerabilities and effectively protect their confidential data and valuable in-
formation assets in this digitalized world.

With the purpose of understanding changes happening in cyber security
landscape and explore the impact of these changes to organizations, infor-
mation security institutions and consulting companies keep examining the
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computer security practices in global organizations with the intent of exploring
critical issues and encouraging efficient measurement, monitoring and man-
agement activities in information security. The published annual survey reports
presented organizational cyber security practices situation across different in-
dustries and addressed yearly issues, problems, challenges and opportunities
for further improvement.

However, since cyber threats are increasing in complexity and intensity,
there is no bulletproof organization or industry when it comes to data compro-
mise. It is worth noting, if an organization is increasing investment in detection
and defense capabilities without understanding the trend of security events and
the most harmful and critical security risks nearby. Meanwhile, most types of
business today are the Small and Medium Enterprises (SMEs) which are known
as the target of cyber criminals due to their vulnerabilities in defending cyberat-
tacks, protecting critical information assets, acquiring technical and human re-
sources and understanding popular security breaches than large enterprises
(Yildirim et al, 2011; Ng et al, 2013; Sultan, 2010; Dojkovski, 2010). Thus, it is
essential for them to put their focus on overall security health by checking the
security breaches trend in recent years, assess the potential threats embedded
with their business operation, IT infrastructure and industrial environment, and
look for efficient and effective methods to improve their information security
condition.

Based on these reasons, this thesis has been constructed with the purpose
of presenting a comprehensive overview about global enterprises information
security management and practices situation in recent years and searching for
topics and issues that have been addressed mostly by industrial security profes-
sionals. The reviewed materials mainly consist of yearly information security
survey reports that have been published by consulting companies and cyber
security research institutions. The analysis of each topic also includes relevant
academic researches and industrial studies.

The finding of this study presents the evolution and development of in-
formation security practices by worldwide organizations from year 2008 to 2016.
The sections that haven been addressed with most frequency is analyzed in the
discussion part. This enables readers to obtain in-depth knowledge about de-
mographics of cyber breaches source as well as understand the importance of
these topics for today’s digitalized enterprises. As for the industrial practition-
ers, the finding results can be served as primary source that facilitate the crea-
tion of current and future security crime defense strategies. Moreover, it also
provides condensed knowledge for creating new information security investi-
gations for cyber security practices.

In general, the study has been motivated by a need to obtain a holistic
overview about enterprises information security practices in recent years. All
the information and data that have been included and reviewed in this study
can also be used by further academic researches with the similar topic of inter-
ests.



1.1 Research background

To understand the research background of this study, this part presents
existing literature with similar or related research purpose. The table (table 1)
below presents related researches based on category and their main findings
towards organizational information security management. As we can see, main
aspects such as security policy, security awareness, security standards and
management have received great attention by the literature. They are certainly
playing significant role in organizational information security management. To
give a clear picture, the part below briefly introduces the main findings from
various aspects of management. Since they are the roots of organizational cyber
security management performance, the introduction will help reader to under-
stand relevance, even the causality of research results from this study.

Security awareness which directly affects the user behavior have been
addressed by literature from definition (Siponen, 2000), condition (Whitman,
2004; D'Arcy et al. 2009), measurement (Kruger, 2006), human activity (Hagen,
2008; Albrechtsen, 2010) and effect (Siponen, 2014) perspectives. Awareness
generally describes the feeling and consciousness towards importance of IT se-
curity, the condition of security in organization and personal responsibilities in
managing and operating information systems (Nakrem, 2007). It is the neces-
sary condition in formulating good security culture and sufficient compliance
with organizational information security policy (Kruger, 2006).

There are several conditions for achieving high-level security awareness.
Firstly, awareness should be formed by motivation and attitudes, which to-
wards security in information system (Siponen, 2000). However, this is not easy
if employees do not have pre-knowledge and sense about cyber security issues.
Based on this situation, the second part is to have more awareness creating ac-
tivity such as group learning and peer to peer talking about security in daily
work. Thirdly, evaluation and measurement of security awareness in organiza-
tion is a way to check effectiveness of security awareness training program
(Kruger, 2006). In the assessment, some preparation needed to complete in ad-
vance such as preparing comprehensive questions, implementing practical sys-
tem for data collection, and even implementing automated tool in the meas-
urement.

Apart from awareness, organizational factors such as budget, in-house
knowledge, techniques and workforce, management-level support, security cul-
ture and security policy are also important aspects in organizational infor-
mation security management.

Information security policy is the backbone of organization IT (Parker,
1998; Perry, 1985; Schweitzer, 1982, Warman, 1992). However, Siponen et al.
(2002) suggested that the existing literature do not pay much attention to the
policy formulation. Although IS security should always be considered at organ-
izational level and combine with real situation, but there is a call for high-level
framework. Siponen et al. (2002) has filled the gap by generating the meta-
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policy for emergent organizations. Existence of good policy without user com-
pliance is not effective. According to Hagen et al. (2008), policy compliance is
dependent on security awareness and training; awareness is associated with
attitude and the training is the way to improve and strengthen employees’ se-
curity attitude (Albrechtsen & Hovden, 2010).

In addition, compliance training plays significant role in awareness im-
provement. If the users do not comply with policy, then the policy and all other
security solutions lose its meaning (Siponen et al, 2010). Current research has
proposed some sanction-based compliance solution (Siponen et al. 2007, Straub
1990) but this theory-betrayed. The purpose of security compliance is to make
employee deeply understand the policy through training and education. There-
fore, Siponen et al (2010) proposed a two theories-based training program and
validated it. The program was practical, and effectiveness was positive. Since
the employee are the users of ISs mostly, so they have the access of critical data.
By educating and motivating them to follow the policy of using ISs will signifi-
cantly help the organization to avoid the internal threats (Rubenstein & Francis,
2008). Meanwhile, cultivating a good security culture has positive effect on or-
ganizational information security management since people are aware of securi-
ty behavior and their own responsibilities in protecting organization critical
information assets.

The other researches are more focus on risks management and security
program effectiveness measurement. For the risk management, existing re-
searches mainly focus on methodology. Since there are many security risks
management guidelines exist (mainly technology-focused), Alberts and Dorofee
(2002) suggested a strategy-based approach called OCTAVE (Operationally
Critical Threat, Asset, and Vulnerability Evaluation). This method assumes that
all security-risk-related employees participate the risk management program
design and responsible for it. It generally includes three parts. The first step is
to generate the threats profile based on the critical information assets. This
brings an overview from organizational perspective. Employees present their
ideas about critical information and discuss possible solutions for protecting
these data. The second step is to detect and mark vulnerabilities in the infor-
mation infrastructure. The third step is to generate the strategy and plan based
on explored vulnerabilities. This approach brings a non-technical solution espe-
cially for SMEs as they can adjust it toward their own business environment.
Another method called PCR (Perceived Composite Risk) was introduced by
Bodin, Gordon & Loeb in 2008. This method extended the Annual lose expec-
tancy (ALE) by bring the expected server loss and standard deviation loss in the
information security investment.

As for the security program effectiveness measurement. The existing ap-
proach are performance survey (technical-measure), internal and external audit,
self-checking based on standards and regulations. Besides Kankanhalli, Teo,
Tan & Wei (2003), which is about developed an integrative model of IS security
effectiveness, the existing literature has scientifically lacking proper and practi-
cal methodologies in this field.
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Category | Article Name Main findings related to this study
Security Siponen (2000) | Conceptual foundation of information
Awareness security awareness (nature of departure,

frameworks)

D'Arcy, Hovav | Certain controls can serve as deterrent

& Galletta (2009) | mechanisms for internal misuse of infor-
mation

Whitman (2004) | Information security management re-
quires higher- level of security awareness
from users

Kruger & Comprehensive questions should be pre-

Kearney (2006) | pared for measurement, important
weighting should be obtained from rele-
vant people, implementation of practical
system for data records and automated
tool should be used in measurement

Hagen, Al- Awareness creating activities were less

brechtsen & created, but awareness measurement has

Hovden (2008) | been commonly applied than all other
measurements

Albrechtsen & Employee participation and knowledge

Hovden (2010) | creation has positive effect on infor-
mation security awareness and behavior

Siponen (2014) | Awareness training has big influence on
policy compliance

Organizational | Qing, Paul & Two institutional forces (coercive and

factors (budg-
ets, in-house

Donna (2006)

normative) can break the inertia which
caused by low priority of security tech-

knowledge nology and internal policy to top man-
and tech- agement
niques, cul- Chang & Lin Examine the influence of organization
ture) (2007) culture on the effectiveness of implement-
ing
Chang & Ho IT competence of business managers, en-
(2006) vironment uncertainty, industry type,
and organization size affect ISM
Knapp, Mar- Top management support enforces signif-
shall, Rainer & | icantly culture and policy in organiza-
Ford (2006) tional cyber security practice
Kraemer, Information security vulnerabilities are
Carayon & Clem | not only created by technical problem but
(2009) also human factors
Security Policy | Baskerville & Meta-policy formulation
(formulation, | Siponen (2002)
compliance, Fulford & Information security policy is fairly in
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measurement) | Doherty (2003) | common nowadays, but the content and
dissemination are different
Bulgurce, Ca- Understanding compliance behavior
vusoglu from self-efficacy, attitude and normal
&Benbasat belief
(2010)
Chang & Lin A technical solution alone cannot keep
(2007) save the organizational information secu-
rity, good security strategy, adequate pol-
icy and compliance also important
Siponen, visibility of desired practices and policy
Mahmood & will strengthen people’s compliance with
Pahlina (2009) information security policy
Doherty, Ana- Security risks can be avoided by effective
stasakis & Ful- | security policy
ford (2009)
Moody, Siponen | Organization should improve employees
& Pahnila (2018) | believe in information security policy
which can prevent organization from
cyber breaches. The whole organization
can be at the risks if nobody aware of ISP
(information security policy)
Siponen & Liva- | Six design theories for IS guidelines in
ri (2006) exceptional situation
Security Kerry, Rossouw | Security behavior from employee accu-
culture & Lynette (2002) | mulate the security culture ensures effec-

tiveness of security management

Chang & Lin
(2007)

Strong oriented organizational culture
has strong effect on ISM principles of
confidentiality, integrity,

availability and accountability

Vroom & Solms
(2004)

Security awareness should be achieved at
three levels: individual, group and formal
organization because they influence on
each other

Lim, Chang, Organization with medium and high-risk

Maynard & profile should implement ISC (infor-

Ahmad (2009) mation security culture) to OC (organiza-
tional culture) towards better manage-
ment

Ruighaver, Framework of eight dimensions of cul-

Maynard & ture generated and explained specifically

Chang (2007)

how it related to security culture
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Lacey (2010)

Analyzed why awareness campaign fail
and discuss the nature of problem, solu-
tion space and practical issues and oppor-
tunities

Tang, Li &
Zhang (2016)

Information policy culture related to pre-
serving, disseminating and managing
information can help to improve infor-
mation security management

Security risks

Alberts and

Octave (Operationally Critical Threat,

management | Dorofee (2002) Asset, and Vulnerability Evaluation) ap-
proach for managing information security
risk
Warkentin Internal risks (human fault and policy
&Willison (2009) | issues) how they affect security practice
and how they influence interactively
Spears & Barki | User participation brings greater aware-
(2010) ness, better alignment between risks
management and business
Bodin, Gordon | Using PCR (perceived composite risk) to
& Loeb (2008) evaluate the investment proposal in in-
formation security program
Humphreys An exploration of benefits, practical re-
(2008) sults and implementation method of
ISO/IEC standard
Information Hagen, Al- Technical measures (security policy, pro-
security man- | brechtsen & cedure & methods) commonly implement
agement (ISM) | Hovden, (2008) | in ISM measurement
measurement | Kankanhalli, Developed an Integrative model of IS se-
Teo, Tan & Wei | curity effectiveness and empirically test-
(2003) ed the model

Table 1. existing literature in information security management

Through existing literature checking, one can see clearly that there is no
general review and information collection about realistic organizational infor-
mation security management practice. This exposes a significant shortage of
information, which should serve as the foundation of generating any organiza-
tion-based security solutions and theoretical methodologies. Therefore, this
study has filled the gap by reviewing recent years industrial information securi-
ty performance and searching for most vulnerable parts in organizational prac-
tice. I believe this study is meaningful and necessary as the findings from can be
either used as background information for optimizing current security methods
and generating advanced solutions from academical or industrial fields.
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1.2 Research questions and research tasks

Since the study is an extensive literature review which should starts with for-
mulating the problem and justifying the need for review, this study is going to
answer below research questions:

1) What are the global enterprises information security practices situa-
tions from year 2008 to 20167

2) What are the critical topics that have been addressed mostly by securi-
ty professionals?

3) What are the origins, components, obstacles and improvement pro-
posal for critical topics?

To explore these questions, this study has completed the following tasks (Figure
1): Firstly, reviewing the online-accessible information security survey reports
published by consulting companies and cyber security institutions during 2008
to 2016. Secondly, presenting the yearly global state of cyber security combined
with most addressed topics and issues. Thirdly, categorizing these topics based
on ISO/IEC 27002 standard with the purpose of identifying which part organi-
zation has encountered most problems. Finally analyzing these highlighted sec-
tions from origins, components, obstacles and improvement perspectives.

Reviewing online-accessible information
security survey reports

<

Presenting yearly global state of information

security practices
(the number of survey reports, survey methodologies, survey
demographics and topics addressed by most of survey reports)

A 4

Categorizing topics based on ISO/IEC 27002
standard

R0

Analyzing highlighted sections based on
origins, components, obstacles and improvement

Figure 1. Research tasks
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The process of completing these research tasks is presented as follows: the
preliminary step is to choose the population of studies (Cooper, 1982) which is a
group of potential survey reports to be reviewed in this research. According to
Mathieu and Guy (2015), researcher must identify a range of information
sources to ensure that “reviewers accumulate a relatively complete census of
relevant literature”. The second phase is to screen and assess the quality of re-
sources to determine whether the information provided is useful in regards of
completing the review purpose. Most of survey reports that have been selected
to review are either focused on annual global state of information security or
regional state of cyber security are industrial-focused, and all the survey re-
sponses are collected from investigated companies across different sectors;
Therefore, these trackable and reliable empirical statistics bring high quality of
review resources to this research. The third step is to select and extract data that
includes the most relevant and useful information that pertain the research ob-
jectives. Since there are several most-emphasized topics that have been extract-
ed based on the review of security practices reports in each year, thus, all the
selected information and data are retrieved based on these topics and used for
explaining those. Finally, the researcher needs to organize, categorize and
summarize the evidence “extracted from the primary study” to make a new
suggestion or contributions to the current knowledge (Jesson et al. 2011).

1.3 Structure of thesis

The thesis is divided into six chapters. The first chapter introduces the subject of
study and research background. It also presents the motivation and purpose of
conducting this research as to fill the gap in existing studies that have explored
the state of enterprises information security practices in recent years is some-
what in short supply. Meanwhile, the first chapter also states the outcome of
this study and describes the importance and necessity of this work.

The second chapter describes the literature review methodology and data
analysis methods. It also states the way of finding and selecting literature re-
view resources and retrieving the most relevant data towards the selected top-
ics by security practice survey reports in different years.

The third chapter constitutes the main part of this research which is the
review of enterprises cyber security practices based on a reversed timeline,
from 2016 back to 2008. This chronological review presents the development
and changes happened during this period and clearly reveals the most critical
and challenging problems in enterprises information systems security man-
agement and improvement.

The finding chapter categorizes the critical topics based on ISO/IEC 27002
standard in order to show the most criticized part by security reports and pro-
vide a relatively quick benchmark for relevant studies by industrial practition-
ers and researchers.
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The discussion part analyzes each section from perspectives such as ori-
gins, components, development trend and solutions.

The last chapter concludes this research, discusses the credibility and reli-
ability as well as suggests the possible direction for other similar topics of inter-
ests.

1.4 Definition of key concepts in information security

Information Security Management

According to Eloff and Solms (2000), the aim of information security is to pro-
tect the information systems and establish a framework by which organization
can run information systems operation as they are expected. Information securi-
ty management focuses in minimizing the risks of information systems in the
operation. There are number of steps included: first, a planning phase allows
company to set up security objectives, identify the assets to be protected and
choose the framework for implementation; second, implementation phase al-
lows the plan to be implemented. During this step, risk assessment and mitiga-
tion, training employees about security issues as well as assessment and audit
are constantly conducted. Finally, security management should be an ongoing
procedure. Managers, IT functions and employees should be constantly aware
of security issues and maintain this process to achieve a long-term benefit.

Principle of information security - C-I-A traid

There are three characteristics that constitute the principle of information secu-
rity: confidentiality, identity and availability; which are commonly called C-I-A
traid. These three characteristics are not necessarily connected or dependent on
each other, however, if there is problem occurring in any part of this traid, the
others are consequentially affected. Confidentiality guarantees that only author-
ized parties or processes with sufficient privileges could access to the infor-
mation. Integrity ensures that information is only created, modified or deleted
by authorized parties. Availability ensures that the information can be accessed
in a timely and reliable way when people or applications need it. These three
characteristics can also be goals or objectives of information security since they
together represent three very desirable properties of information system.
However, Anderson (2003) points out that the C-I-A triad is just the be-
ginning of information security. To extend the principles, he suggests some ad-
ditional properties such as authenticity, accountability, non-repudiation and
reliability. He provides a new definition of enterprise information security
which is also called “A well-informed sense of assurance that information risks
and controls are in balance”. This definition fills the gap which ignored by other
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definitions and shed light on the importance of governance and management
for achieving the security of ISs.

Cyber threats and cyberattacks or breaches

Cyber threats are defined as the potential risks towards information, life, opera-
tions and properties. They are brought by the adversaries or people who exhibit
the strategic behavior to exploit the cyber space with the purpose of gaining
benefits (Anderson et al., 2012). Cyberattack refers to the sabotage created
through using ICT towards confidentiality, integrity and availability of infor-
mation systems or the residence of information systems.

Information security policy

Information security policy is a well-written and clearly defined strategy to-
wards protecting information systems security and maintaining secure practices
to the resources and network of organization (SANS, security policy, 2007). A
general content of information security policy includes password policy, risk
assessment, user responsibilities, policies of using Internet, policies of using e-
mails, disaster recovery and incidence detection (SANS, security policy, 2007).

Information security governance

Cyber security governance refers to a set of responsibilities that are assigned to
those people who are responsible for governing and managing security practic-
es for protecting the information systems security in the organization (MITRE,
cyber security governance, 2010).

ISO/IEC 27002

ISO/IEC 27002 is an information security standard which has the objective to
“provide management direction and support for information security in ac-
cordance with business requirements and relevant laws and regulations”
(ISO/IEC 27002). It outlines fifteen sections that need to be addressed when
implementing security controls and security practice activities. A brief content
of each section can be found in finding part according to the official standard.
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2 RESEARCH METHODOLOGY

2.1 Literature review

Literature review is generally a review of all the existing literatures that related
to a specific topic. It can be either a background study for an empirical research
or a standalone piece of work that provides valuable contribution in the specific
field (Jesson, Matheson & Lacey, 2011). As to the background study, the review
provides “understandings of the topic, and what has already been done on it,
how it has been researched, and what the key issues are” (Hart, 1991). Moreo-
ver, a background research can also help the researcher justify the needs for
research and select the appropriate methods to conduct the research (Levy &
Ellis, 2006).

As for standalone literature review, it provides an “overview and analysis
of the current state of research on a topic” (Harvey, 2010). The objective of
standalone literature review varies in different research, for example, evaluat-
ing and comparing previous research on a topic and provides in-depth infor-
mation about what is known to “reveal controversies, weaknesses, and gaps in
current work” (Harvey, 2010), or synthesize the existing literature to a mature
level, or facilitates the theory development work” (Webster & Watson, 2002).
Cooper (1988) concluded taxonomy of literature reviews in which he catego-
rized the types of review based on characteristics of focus, goal, perspective,
coverage, organization and audience (Table 2).

Characteristic | Categories

Focus Research outcomes; Research methods; Theories; Practices or applications

Goal Integration: generalization; conflict resolution; linguistic bridge-building

Criticism; Identification of central issues

Perspective | Neutral representation; Espousal of position

Coverage Exhaustive; Exhaustive with selective citation; Representative; Central or pivotal

Organization | Historical; Conceptual; Methodological

Audience Specialized scholars; General scholars; Practitioners or policy makers; General

public




17
Table 2. Taxonomy of Literature Review by Cooper (1988)

According to Mathieu & Guy (2015), a high-quality standalone literature
review provides trustworthy information and insights knowledge of the past
research and enables the other researchers seek new direction on similar topics
of interest. Besides, the outcome of this research can also be used as the refer-
ences in the similar field or as a resource for other studies.

Since this thesis is conducted with purpose of obtaining a holistic over-
view of global state of enterprises cyber security practices in recent years and
concluding what topics have been investigated and discussed mostly by securi-
ty specialists and IT professionals, it can be considered as a standalone litera-
ture review with the focus on “research outcomes” and goal of “identifying cen-
tral issues”. In addition, due to shortage of studies with the same purpose, this
study also presents an important role in both academic and industrial field.

Although literature review can be conducted with different purpose and
methodologies, the general process of conducting a literature review is some-
what in common. The following part briefly introduces the general procedure
for conducting a literature review.

The first step is to formulate the research problem which the literature re-
view is going to answer. A research problem is significant for guiding the entire
study because it provides the direction of where to collect the resources, and
how to select the relevant data that is useful for the research. The second step is
to explore and select the review resources which is potential to be used for the
research. Researcher at this time should identify quantifiable amount of review
sources for screening and evaluating the quality and applicability for further
analysis. The third step is to screen for inclusion and exclusion. A set of rules
and selection criteria needs to be established for determining the relevance of
resources (Mathieu & Guy, 2015). After this, researcher should gather the appli-
cable information concerning to the research topics from each primary study
(Cooper, 1982). Okoli and Schabram (2010) emphasize that gathered infor-
mation should be mainly based on the research question. Meanwhile, research-
er should also pay attention to the methodology that the primary study has im-
plemented, as well as research design and methodology. Finally, with retrieved
data researcher must categorize, analyze and summarize the evidences in a way
that the research suggests a new contribution to the existing knowledge of the
topic.

Generally, literature review should present the researcher’s knowledge
about a specific field and demonstrate the researcher’s own interpretation con-
cerning the research topic through answering the research questions. Besides,
reliability and validity should also be emphasized through demonstrating the
reliable and trusted resources that included in the review. Researcher should
also criticize the purpose, scope, authority, audience and format of the literature
review (Brown, 2006).
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2.2 Research Strategy

This sub-chapter presents the research strategy that consists of data collection,
data screening, data quality assessing and data extraction method. Based on the
objective of this study which is to conclude the global state of enterprise infor-
mation security practice in recent years (2008-2016) and summarize the most
emphasized topics by industrial security professionals, the data in this literature
review mainly consists of enterprises information security practices and data
breaches survey reports published by consulting companies such as E&Y, PwC,
Deloitte, KPMG and computer science and security institutions such as Com-
puter Security Institute (CSI), SANS, McAfee Labs, Computer Emergency Re-
sponse Team (CERT). Meanwhile, data analysis part also includes relevant aca-
demic and industrial studies with the similar topic of interest for richening the
information about the critical topics from diversified perspectives.

The overall process starts by searching the relevant online-accessible cyber
security survey reports. Since most of these resources are not academic but in-
dustrial studies, Google search engine has been mainly used for collecting the
primary data. To avoid being overwhelmed by the volumes of data and obtain
accurate knowledge, keywords such as “computer security”, “information secu-
rity” and “cyber security”, and key words combination such as “computer se-
curity survey”, “information security survey report” “cyber security review”
have been used to limit the retrieval results. The data collection process has
ended when a point of saturation has reached, which is 2008 due to less availa-
ble relevant survey reports. However, it is likely that new articles focus on 2017
enterprises information security management will come after the data collection
phase in this study, but the analysis has only made based on current online ac-
cessible resources in order to achieve the scope by focusing on current state of
affairs.

The second step is to cull the most relevant and potentially useful infor-
mation from the collected articles and reports. Since this study is mainly fo-
cused on analyzing the topics that have been widely addressed by global cyber
security surveys, reports that made with specific focus such as regional or in-
dustrial cyber security situation are less relevant. However, they remain the
role in supporting topic analysis. The irrelevant data that are excluded from the
processes are reports that were generated by students for degree thesis, small-
scale research and pure technical report. The reason for excluding these is be-
cause they do not have strong validity to support the analysis within the global
context. They are either narrow-scoped or small scale to represents the global
enterprise population.

In the data evaluation phase, data has been extracted and evaluated based
on the scope of the study. The coding method has been used to record the ex-
tracted data based on several criteria: name of report, issued year, key findings
of survey, focus of report and discussion about topics among years. According
to Borg, Gall and Borg (1996), a coding method can facilitate the process by

i
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generating a narrative summary about the knowledge related to the research
questions. The process should be iterative and develop until the level of infor-
mation saturation has been achieved.

The goal of this process is to identify the information that serves as the in-
put data for the analysis process and provide evidence for the integrated and
synthesized review results. Meanwhile, by using the spreadsheet it is easy to
find the most relevant information to the research questions and observe the
summary of each year studies combined with key issues that have been dis-
cussed by different reports in specific years. The following part presents review
of each year cyber security situation.
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3 OVERVIEW OF INFORMATION SECURITY SUR-
VEY REPORTS RESULTS

3.1 State-of-affairs of 2016 information security surveys

From the time of data collection, there are 24 online-accessible information se-
curity reports in 2016. Among those, 11 reports focus on global state of cyber
security, 4 reports explored the security breaches and risks in United States dur-
ing 2016, 2 reports examined United Kingdom state of cyber security and the
rest were focus on the topics such as cloud security, BYOD and mobile security,
state of endpoint security, CIO survey and so on.

The number of participants in global survey is ranging from 234 to 10,000.
Most of respondents are from North America, Europe, Asian pacific and South
America. Nearly all the participants in the global survey are board level execu-
tives (CEOs, CIOs, CFOs, CISOs) and other IT and security professionals. Most
of companies in the investigations are large and medium size enterprises with
more than 2,000 employees and mainly operating in key segments such as fi-
nance, energy, business services, government, retail and healthcare.

Because of the enhanced understanding of organizational information se-
curity issues, improved cyber security awareness and developed enterprises
information security structure, 2016 global cyber security reports present an
encouraging atmosphere. SANS report about IT security spending trend reveals
that information security budget is increased in main industries such as finan-
cial services, technology, government, education and healthcare. PwC 2016
global state of information security survey report also presents that the average
information security spending rose 14% in this year. Besides, new emerging
technologies such as mobile data, cloud storage and big data are driving the
changes in accessing and organizing information. These technologies certainly
help the companies to avoid the damage from attack and its significant impact.
More than 60% of respondents in PwC survey run their IT function in the cloud
and use managed security services for company’s data security. More than 50%
of them employed the biometrics for authentication and big data for cyber secu-
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rity management. Although companies benefit from advanced techniques, the
potential risks brought by using high-techs also make them feel vulnerable and
weak regarding risk exposure. Indeed, there are still many things for business
to do to “adequately protect themselves” and fully incorporate the benefits
brought by technologies into data security management (Dell, 2016).

However, increased security budget and improved security management
did not significantly slowdown the growing number of cyber breaches. Syman-
tec report reveals that by the end of 2015, there was 318 data breaches occurred
during the year, 429 million identities exposed with average 1.3 million identi-
ties exposed per breach (Symantec, 2016). According to IBM and Ponemon insti-
tute “2016 cost of data breach survey”, the average costs of each data breach are
for example 355 dollars in healthcare industry, 246 dollars in education, 221 dol-
lars in financial, 208 dollars in services. Clearly, cyber breaches are going to
cause unprecedented damage to todays’ organizations. There are still existing a
big gap between security investment and effective protection solution for the
sensitive data. It is not enough to just build the firewall against the attack since
everyone can be victim of the cyber criminals and provide outsiders access to
the company’s internal information. A comprehensive and strategic framework
is required to strengthen the overall fundamental system.

Based on the review of existing 2016 cyber security survey reports, the fol-
lowing topics have been seriously addressed:

- Security as an enabler and protector of business

- Cyber threat intelligence for anticipating cyber risks

- Continuous training and education helps to implement new techniques
for protecting sensitive data

According to PwC’s survey, many information and business executives
nowadays understand the information security as a business enabler and pro-
tector instead of inhibitor or hindrance. For many years people understood
cyber security as costs from IT or unnecessary part since it cannot either against
the information threats or directly solve the business problem and boost the
growth. However, the expanded scope of business and the digitalized world
make more and more business practitioners realize the advantages and oppor-
tunities of information security. For example, today many products have inte-
grated the embedded value which offer the after-sale or customized services for
consumers through Internet. This requires company to proactively thinking
cyber security and privacy issues in order to deliver high quality customer ex-
periences and build the brand trust. However, although cyber security has
moved beyond cost to enabler, privacy and data security in external environ-
ment are still among the top security concerns when using new technologies to
maximize business benefits. For example, IoT brings the significant challenges
in protecting PII (personal identification information). Big data expose the sen-
sitive information to everyone. According to Dell’s report, 90% of respondents
in their investigation have big concerns about the data they have uploaded to
the clouds. In the working place, microchips and sensors implemented makes
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employee feel worried about their privacy. When the fear pervades along with
the security concerns, it is difficult to estimate whether new technologies indeed
bring advantages to business more than disadvantages.

Meanwhile, with the emerging of interconnected virtualized corporation,
different businesses are leveraging this global information infrastructure to
serve customers as “one company” and thus formulate the “network economy”.
This requires a well-organized information exchange system to enable secured
information collection and utilization by different stakeholders, business enti-
ties, customers and suppliers (Deloitte & Touche, 2003). There are many securi-
ty challenges in establishing this global coordinative infrastructure. For exam-
ple, the legacy system and different interfaces may result in difficulties in con-
sistent authentication; different regulations and legal requirements applied to
different information platform can also result in challenges in data protection
by information transformation. Understanding and structuring solutions to
these challenges require company to have clearly assigned accountabilities to
the people who access to the information. Besides, it also requires the system
designer to integrate the specific mechanism in order to detect the important
node or critical pathway for malicious attempts (Donnet, Gueye & Kaafar, 2010).

Generally, business operators should understand the whole picture and
find the solutions that integrate the information security in all the functionali-
ties, not only the major processes. Meanwhile, non-stop learning for new trend
in cyber security helps business to proactively protect themselves in the further
development.

The second addressed topic is about using cyber threat intelligence to an-
ticipate the potential risks. With the growing number of cyber threats and cyber
breaches, the analysis, discussion and self-learning around those cases are de-
veloping and organizing a database for anticipating more advanced and sophis-
ticated cyberattacks. In essence, threat intelligence helps company to proactive-
ly understand the strategy of cybercriminals and establish the plan for potential
risks that may exist in the future. Through the review, there are several notable
changes happened in 2016 and these highlights the importance of establishing
the CTI by organizations to fight back with defensive strategy.

According to “IBM X-Force Threat intelligence 2017”, 2016 is notable with
some “record-breaking metrics such as the number of previously leaked records
that surfaced during the year and an increase in the size and scope of DDoS
(denial-of-service attack) attacks” (Figure 2).
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Sampling of security incidents by attack type, time and impact, 2014 through 2016

Size of circle estimates relative impact of incident in terms of cost to business, based on publicly disclosed information regarding leaked records and financial losses.

Attack types —
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XSS Physical Brute force Misconfig. Malvertising Watering Phishing SQLi DDoS Malware Heartbleed Undisclosed
access hole

Figure 2. Sample of security attacks based on type, size, time and impact
from 2014 to 2016

Obviously, 2016 has more than double amount of the leaked records than
previous years combination. Among those security misconfiguration, malware
and DDos have increased in both size and impact. The results of those are visi-
ble in physical world, for example in 2015 winter, hundreds of thousands of
people in Ukraine have suffered the outage of electricity due to the malware
attack. Besides, the largest information leak, “Panama Paper” has hit thousands
of prominent people in commercial and political circles. To minimize the risks
of being attack, government and organizations must identify their positions in
the cyber environment and employ the defensive strategies in overall processes.

The other notable changes in 2016 compared to previous years is that data
breaches have shifted its focus from structured data to unstructured data (IBM
X-Force, 2016). For example, in previous years data breaches were often related
to password, credit card number, ID or personal health information (IBM X-
Force, 2016). However, in 2016, data that were exposed to outside were content
of emails, critical document were related to government or law, industrial fi-
nancial information and so on. For instance, 1.4 GB information about people
interests were leaked through Qatar national bank in 2016. In the same year,
Philippines voter registration system has been hacked and it resulted exposure
of 300 GB voters’ information such as fingerprints and passport information.
The shift on the structure of data reveals that the value of data becomes more
and more important and beneficial for cyber criminals who owns different pur-
pose. SANS reports (2016) point out that organizations should not only analyze
their past artifacts in order to secure the business, but also understand the rele-
vant information related to their business in terms of risks and value.

Because of the high volume of cyber breaches and unusual situation com-
pares to previous years, it is essential for decision makers to reevaluate their
investment in information protection and think beyond the scope of their busi-
ness information security. Taking advantage of up-to-date threat intelligence
can tremendously help organizations to improve its capabilities against cyberat-
tacks while strengthen its overall functionalities by nonstop learning and devel-
oping the security knowledge in worldwide context.
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The following part briefly discussed about how to use CTI in estimating
future trends in complex cyber security landscape combined with typical case
happened in 2016. Generally, there are two different types of data resource for
establishing organizational CTIL: External and Internal (SANS, 2016). Internal
source is basically built up from organization own cyber security assets, while
external data source consists of open-source (public blogs, tweets, feeds),
closed-source (underground information) and networking source (governmen-
tal and industrial sharing). As for the internal source, organization may lever-
age the past cyber breaches to which it has encountered, to train their employ-
ees cyber security awareness. Organization may also study the explored vul-
nerabilities and related indicators from same industry and relevant segment. To
achieve this, organization can create a threat profile as a checklist to avoid po-
tential risks which come from inside and proactively manage the incidence
which come from outside. As for the external resources, today organizations
may purchase commercial source of threat intelligence to strengthen their capa-
bilities with up-to-date information and early-discovered indicators. According
to EY report (2016) about how industrial practitioners look at the cyber intelli-
gence program, nearly 40% of them says that it is unlikely to detect sophisticat-
ed attacks by themselves. However, on the other hand these companies don’t
have CTI program implemented in their IT infrastructure. This may explain the
reason of high volume of vulnerabilities, which IBM X-force report has found in
2016. Meanwhile, in EY report (2016), only 10% of the companies described that
they have constructed their TI program by collecting internal and external re-
sources to analyze the relevant information in industrial cyber security envi-
ronment. One of the industrial accidence can approve this result. It is known
that spam email is listed among top toolkits for hackers to steal company’s in-
ternal information. Malicious malware attached with email also provides cyber
criminals chance to unlock the encrypted information. In December 2016, an
electricity transmission substation has de-energized for several hours, which
has resulted one fifth of Kiev out of electricity. This was then analyzed as the
attack by an industrial malware called “Industroyer”, which was invented with
the purpose of destroying Industrial Control System (ICS). Clearly, companies
without CTI implemented will not receive early warnings from external re-
sources and thus, decisions-makers will not place the security operations in ad-
vance to against cyberattacks.

Another important finding from threat intelligence report in 2016 is that
top industry such as financial, government, information and communication,
healthcare and manufacturing are the top targets in cyberattacks. As an exam-
ple, information and communication industry often suffered by stuck buffer
overrun (IBM X-Force, 2016). This is related to the weakness of programs which
provides possibility for overwrite the memory and give controls to the hackers.
In Financial industry, thousands of companies and banks were suffered by
cyberattacks to their messaging system that were designed for customer to
transfer the money around the world. Millions of US dollars were stolen or ille-
gally transferred to criminals account by this SQLi attack which is a code injec-
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tion technique for exploring the vulnerability of system (SQL Injection, Wikipe-
dia). Obviously, CTI program is a survival toolkit for companies to gain exper-
tise, methodologies and techniques in data and technology protection. It pro-
vides companies a proactive method to analyze cyber security issues and inter-
nal vulnerabilities, especially when CTI has combined with overall business
infrastructure. A powerful CTI not only deliver the insights of previous tailored
cases but also give a clear picture for decision-makers to invest in data security
operations.

The last topic that has been seriously addressed in 2016 reports is continu-
ous training and education for improving both security awareness and
knowledge of employees in implementing new techniques in their working life.
Although the quantity of cyber breaches continued growing in 2016, the sup-
port from executive level concerning enforcing the security policy, strengthen-
ing the education and training of cyber security awareness and investing more
budget on constructing security infrastructure enables organizations becoming
stronger in the cyberattacks. According to ISACA and RSA global report (2016),
nearly half of the directors were concerned about organizational cyber security
issues. Among those 63% are CIOs who oversees cyber security in the organiza-
tion. As to the executive support to the mitigation of cyber security risk, 66% of
executives enforced the security policy followed by 63% in providing appropri-
ate budgets and 58% in developing the security awareness training program.
While the security topic is getting more and more important in organizational
practices, still there remains problem of finding suitable professionals who has
advanced skills and knowledge in handling and managing sophisticated securi-
ty issues. The report reveals that more than half of the respondents do not be-
lieve their employee can handle anything else than simple cyber security inci-
dence. In 2015 (ISC)? report about global security workforce study, the shortage
of advanced security professional is widening. 62% of survey respondent states
that they have few experts working in their organization compares to 56% in
2013 ((ISC)?, 2015). This indicates that the reason for hindrance of improving
security performance is rather limited skilled resources than investment and
other subjects.

As mentioned previously, malware is among top cyber incidence sources
in 2016. Phishing emails, as a delivery method of malware remains popularity.
Email continues to be the primary communication method for most organiza-
tions nowadays. Phishing emails, messages or website links are designed for
stealing information when victims click the link or reply the email. In general,
most of phishing emails include grammar mistakes, spelling mistakes, trustable
party from no matter internal or external, and threats or rewards such as the
victim’s account will be permanently closed, or victim got reward from some
campaigns. If the employee has no ability to recognize the phishing emails, he
or she will provide the access to cyber criminals for company’s information
such as customer information, financial information, intellectual properties,
corporate management resources and so on. According to Telstra survey in 2016,
one third of business in Asia and Australia has suffered the malware attack by
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phishing emails and the impact has last over a month. APWG report about
phishing activity trend in 3rd quarter of 2016 also present that China (47.23%),
Taiwan (43.88%), Turkey (39.01%), Russia (37.86%) and Ecuador (37.21%) are
the top countries of phishing infection, while Scandinavian country such as
Sweden (20.33%), Finland (19.81%) and Norway (19.73%) has the lowest infec-
tion rate.

In general, organization should constantly train their employees about
cyber security breaches and suspicious manner resulting the internal infor-
mation leakage. Organization which has no plan for investing security training
should use other initiatives to control the privacy such as access control for the
suppliers, security audit for internal and external security vulnerabilities, cyber
security insurance, cyber security intelligence, application testing. Meanwhile,
for internal IT staff, enterprise should not rely upon “on-the-job training”, how-
ever, an intensive and skill-based training should be conducted constantly, and
the training result should combine with the performance analysis (ISACA, 2016).
Besides, the skill-based training should also focus on new techniques being em-
ployed by company.

3.2 State-of-affairs of 2015 information security surveys

There are 62 cyber security reports found in 2015. Among those, 15 reports fo-
cus on global information security situation, 4 reports focus on healthcare in-
dustry security practices, 11 reports focus on regional cyber security situation
(United States, United kingdom, East Asian countries, Australia and European
countries) and the rest were written with specific focuses such as cyber security
in boardroom (Veracode, 2015), Security Awareness Survey (SANS, 2015), the
State of Mobile Security Maturity (ISMG & IBM, 2015), Critical Infrastructure
Readiness Report (Aspen Institute, 2015) and Intel Security (2015) (Figure 3).

The number of respondents in information security survey in 2015
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Figure 3. The number of respondents in information security survey in 2015

As to the population of global survey, around 600 information security di-
rectors, board executives and IT professionals from different types of businesses
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across major industries (Finance, IT, Government, Industrial Manufacturing,
Telecommunication, Energy and Retail trade) have participated the surveys.
E&Y, Kaspersky, PwC and Ponemon institution have investigated over 1000
participants globally. Others have included around 200 to over 10,000 people
locally or regionally as sample population (Figure 4).
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Figure 4. Respondents by industry sectors

In 2015, cyber security is more sophisticated than ever due to digitalized
business and more advanced and complicated information technology. The at-
tacks which were previously mainly targeted on public sectors, broader organi-
zations with valuable assets and financial services, have extended to individual
and small corporation level (TiEcon, 2015). Cyber criminals have used ad-
vanced tools to get inside the organization’s networks even faster than most
businesses can react against. On the other hand, small businesses which often
think they are too small to draw attention from cyber criminals are under
cyberattacks due to consistent vulnerabilities and immature information securi-
ty program. With the growing number of cybercrimes and development of se-
curity intelligence, more and more corporations realize that they need to
strengthen overall cyber security infrastructure to improve ability in protecting
sensitive information and reacting to incidence in a short time (SANS, 2015).

According to E&Y (2015), only 36% of respondents at the anticipation
stage state that they are unable to detect the sophisticated threats compares to
56% in the previous year. Meanwhile, only 34% of companies feel vulnerable
compares to 52% in 2014. This is a notable improvement in terms of practices
and awareness of cyber security in organizations. However, companies still
need to design and implement cyber threat intelligence strategy and encompass
the security together with organizational business in order to understand its
position in cyber security war and get ahead of security crimes.

Because of the landscape of cyber security has changed and expanded
along with the digitalization, the main focuses of 2015 information security sur-
vey are:

- Inside threats
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- Internet of Things (IoT)
- Threats intelligence and
- Constrains of information security improvement

The following parts will explain each topic specifically by presenting the
statistics from 2015 combined with big cases happened in 2015.

The first addressed topic is about inside threats. According to Louis J.
Freeh who is the former FBI director in congressional testimony, “perhaps the
most imminent threats today come from insider”. The insider may use his or
her access to harm organizational security through unauthorized disclosure,
data modification, espionage or other related actions which will result the loss
or damage of the company’s resources, capabilities, business operation and cus-
tomer loyalty. Statistics from E&Y global survey in 2015 shows that more than
half of survey participants think employees are the most likely source of
cyberattack compares to 36% who think external cyber criminals as the likely
source. Meanwhile, Insider Threat Spotlight Report in 2015 presented by
Linkedin also shows that 62% of security professionals think inside threats have
become more serious and frequent in last 12 months and they are more difficult
to detect and prevent than the outside attacks. Obviously, internal threats are
far more harmful than external threats because they are associated with differ-
ent reasons such as organizational control and monitoring, human behavior,
financial incentives from outside criminal groups, business competitions, per-
sonal hobby and so on. One of the data breaches happened in 2015 can explain
the danger of insider attack. A former employee and contracted chiropractor of
Wisconsin-based Harel Chiropractic & Massage accessed and removed roughly
3,000 chiropractic patience from clinic. That information includes name, ad-
dresses, phone number, email number, social security number, birthday and so
on (scmedia.com, 2015). Another case from 2014 is the employee who worked
as internal audit in financial department in British Supermarket Morrison, has
stolen and leaked over 100,000 payroll databases to outside journalist due to the
company has found that he use a mailroom to sell market products on ebay
(ITproportal.com). This cyber breach resulted the company to spend more than
2 million to fix their database. Nevertheless, spotting the insider attack is more
difficult and tricky since perpetrator can have authorized access to the internal
sensitive information. However, there are numerous ways to avoid the harm of
insider threats such as access control, profile-screening before hiring the em-
ployee, continuous training, education and audit. Besides, companies should
establish a comprehensive security strategy and constantly measure and moni-
tor their practices in order to prevent data exfiltration at the early stage.

With the development and widely adoption of digital devices used at
workplace, it is urgent for organizations to know their internal and external se-
curity environment. They must identify the critical assets to their business,
check employees” background before signing them responsibility to handle sen-
sitive data and draw a picture of “what would hurt the most” when cyber
events happen. Luckily, we can see some positive situation in this counterattack.
Inside Threats Report presents that 75% of executives from information security
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function are constantly monitoring security configuration and controls of the
applications. More than half of the respondents in E&Y report define the data
leakage and data loss prevention as the highest priority tasks in the upcoming
months. Meanwhile, Governance of Cyber security 2015 report published by
Georgia Tech Information Security Center present that there is a significant in-
crease from 17% to 79% in cross-organizational committee during 2008 to 2015,
which implies that organizations have realized the benefits of cross-
organizational collaboration in identifying and addressing inside threats, com-
bating external cyberattacks and improving the governance effectiveness.

Indeed, human factors are the critical part of internal threats. No matter
what techniques implemented to prevent data loss, organization should never
stop “incorporate inside threat awareness into periodic security training for all
employees” and develop the inside threat program in order to proactively iden-
tify and mitigate the threats before it become mature (Common Sense Guide to
Mitigating Insider Threats 4th Edition, CERT program).

The next topic is about IoT. With the further development of Internet and
digitalized services and devices, IoT is getting more and more popular in dif-
ferent industries and businesses. It is more than catchphrase but a serious issue
to be discussed today.

While the digital world evolving, information network comprises of mo-
bile devices, telecommunications, sensors and physical objects, have extended
to a wider range. On the one hand, IoT accelerated the connection of devices
and enabled convenient access of information. On the other hand, unsecured
objects have been growing more and more with a greater exposure of risk and
potential to be attacked. According to a CTIA (the Wireless Association) white
paper about mobile cyber security and IoT, by the end of this decade, there will
be 50 billion devices connect with IoT, which means that around six devices per
person on the planet connecting to IoT. A recent study by HP found alarming
statistics in the IoT space: 70% of tested devices contain security exposure, 90%
of devices can be used to extract at least one piece of personal information,
nearly 80% of devices did not require strong password which has sufficient
complexity and length and 70% of devices allows attackers to identify valid ac-
count through account enumeration. With massive security issues coming along
with IoT, companies are urged to reconsider this rapier in digitalized world and
seek for advanced security strategy to face the challenges brought by IoT.

According to PwC global cyber security survey report, “the number of re-
spondents who reported exploits of operational, embedded and consumer sys-
tems increased 152% over the year before”. One third of survey’s populations
have security problems relate to IoT. However, only 42% of organizations in
E&Y’s survey have the department which focuses on impact of emerging tech-
nologies on company’s information security. 68% of survey respondents do not
realize that monitoring business ecosystem in IoT is a critical information secu-
rity challenge. It is obvious that companies have not yet prepared for this explo-
sion of devices and information. The rapid development and change on cyber
security requires digitalized business to formulate an in-depth defense and pro-
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tection approach against known and unknown attack, data loss and leakage,
information compromise, unauthorized access and other information security
threats (Cyber security and the Internet of Things by E&Y, 2015).

According to PwC’s report, some organizations start to realize the im-
portance of defining the common privacy and information security rules when
cooperating with other players in IoT world. Since the embedded systems are
most vulnerable to be exploited by cyber criminals in IoT, by doing so compa-
nies can ensure the stakeholders of IoT adhere to information security stand-
ards and protect the customer private information by deploying new tech-
niques and security protocols in this ecosystem. However, it is difficult to reach
balance between value of those systems and information security concerns.
Businesses that are striving for the success in digitalized information society
should be partnering with other players to sharpen their security intelligences
and against the outside threats together. E&Y’s report point out that there
should be a trusted security network between manufactures and consumers in
which both side can search for the value and achieve the win-win situation.

Another emphasized topic among 2015 cyber security surveys is the cyber
threat intelligence. According to a SANS survey “Who is Using Cyber Threats
Intelligence and How?”, threat intelligence refers to “the set of data collected,
assessed and applied regarding security threats, threats actors, exploits, mal-
ware, vulnerabilities and compromise indicators”.

There are sufficient information security challenges faced by today’s or-
ganizations. For example, large scale organization investment (e.g. without
good prioritization filter, many security alarms and operational chaos enough
expertise, one-fit-all solution and inadequate security tools rely) on past events
or signature. Although companies strive to be successful in managing different
innovations and controlling cyberthreats from inside to outside, continuously
increased cyber breaches their counter strategy. The essence behind threat intel-
ligence is to enable business to “recognize and act upon indicators of attack”
before it creates huge impact to the organizations (SANS, 2014).

According to E&Y 2014 global cyber security survey report, only 36% of
respondents do not have cyber threats intelligence program in their organiza-
tions. Half of the PwC survey respondents have invested in core safeguards for
example active monitoring and analysis of security intelligence to better defend
the evolving threats in ecosystem. 47% of survey respondents have leveraged
the cloud services for strengthening company’s cyber threats intelligence. These
statistics shows that companies have demonstrated an increased focus on cyber
threat intelligence. Based on SANS (2015) cyber intelligence survey report, there
is a notable improvement of company’s capability of incidence response. For
example, 51% of companies see more accurate and faster response to the
cyberattacks. Besides, 48% noticed the incidence deduction due to early preven-
tion by CTI. In addition, more than 50% have implemented CTI to some extent.
However, the evolving threat landscape also highlights the trend of threats
brought by emerging technologies which most of companies have not yet pre-
pared against. As mentioned previously, IoT was one of the main themes in
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2015 cyber security landscape. The features of IoT being seriously concerned are:
tirstly, IoT devices are everywhere, they are not only home devices but also
wearable and portable devices; secondly, all IoT devices are embedded with
mobile or cloud technology; thirdly, interaction of devices performs a key fea-
ture of IoT. Thus, communications between those interacted devices can be
misused by cyber criminals (ENISA, 2015). CTI program should provide critical
gateway which can detect malicious IPs and website and secure the network
devices.

E&Y (2015) emphasize that companies can explore the potential damage
of cyber threats and understand the value of identified potential risks by their
security operation center (SOC) and cyber threat intelligence program. The
deeper understanding of survival environment, the easier they can prioritize
their spending and avoid the waste investment in control techniques and
equipment (E&Y, 2015).

Ponenmon 2015 global cyber security megatrends report reveals that most
of countries involved in the survey believe their cyber security posture will be
improved for specific reasons such as implementation of CTI and advanced da-
ta protection techniques, sufficient support from board level executives and
valuable resources from cross-organizational collaboration. More than half of
the survey respondents think cyber intelligence activities are the critical part for
protecting information assets. 47% will strive for the improvement in cyber
threats intelligence in the next three years. Nevertheless, creating the profes-
sional cyber intelligence requires capabilities to transfer the raw data and unfil-
tered feed into processed and sorted information. Such information should also
be accurate, complete and actionable for employees to use. In addition, it is im-
portant for companies to understand the context which refers to the motivation
of attack in order to effectively prevent similar situation in the future (SANS,
2014).

The next topic is about several constrains for improving information secu-
rity management. According to E&Y 2015 global report, there is no significant
improvement from 2014 to 2015 in companies’ information security practices.
Only 12% of respondents think their security function fully meets the organiza-
tion’s needs. 67% are still in the progress of improvement. Meanwhile, 47% do
not have SOC, compared to 42% in the previous year. One third of participants
think they should invest to their security function up to 50% in order to support
the business development. Although there is no need to discuss about strength-
ening information in today’s companies, there are still many constrains that af-
fect the improvement progress. For example, insufficient human and technical
resources, less-structured plan and cyber threat intelligence, employee-related
issues and limited investment for information security solutions (Ponemon,
2015). The following part analyzes some of the constrains and highlights obsta-
cles in current cyber security practices.

The first constrain is information security investment. It is known that an
effective investment can significantly reduce the cyber threats and support the
need from business functions. Meanwhile, it also helps to maintain the compli-
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ance and ensure the cultural fit in the organizations since constant security
training and education can improve employees’ awareness and train their se-
cure behavior (Xiuyan Shao, 2015). Besides, investment for security policy de-
velopment can help organizations to establish effective governance structure
and define specific policy for internal and external environment. In general, the
purpose of information security investment is to generate a return which can be
tangible or intangible benefit (Tsiakis and Stephanides, 2005).

Since strong leadership is the critical part in building successful security
program, a sufficient investment is an essential requirement for achieving this
objective. Moreover, as mentioned above, cyber threats intelligence, risk man-
agement practices and incidence response management are the critical parts for
protecting organization against internal and external attack, information securi-
ty investment should spare no effort to ensure that these functions have been
created and constantly developed.

Based on statistics in E&Y 2015 global security survey, 84% of respondents
will spend the same or less investment on information security for IP in the up-
coming year. 70% will spend same or less amount investment on security oper-
ations such as antivirus, patching, encryption and so on. 62% will have same or
less amount of budget for improving organization’s incidence response man-
agement capabilities over the coming year. Indeed, less investment brings less
return benefits especially in performance improvement and security awareness
(Pauline & Elizabeth & Joan, 2007). However, most of organizations have not
realized that their investment in cyber security is just in the beginning phase.
The evolving digital world requires responsive investment in new security ap-
proaches and techniques to defend the versatile attacks (E&Y, 2015).

Luckily, we can see some positive situation in some industries such as fi-
nancial, health care and retail trade with together 93% of organizations identi-
fied their need to protect data and willing to increase the protection budgets
during the coming year (Vormetric Inside Threat Report, 2015). Meanwhile, it
has been observed that many companies have leveraged the big data to address
the security issues. Around 40% of companies in Ponemon’s study state that
their company is investing in big data analytics for cyber defense. Besides, 59%
in PwC’s report are implementing the big data analytics for security (PwC,
2015). Nearly 60% of security professionals in SANS'’s report said that their big
data play important role in detection and response efforts. Cyber threat intelli-
gence will combine with these naturally when analyze market matures (SANS,
2014). Indeed, a digitalized organization without a well-defined cyber security
investment plan can easily fall behind the trend and lose its initiative to control
the security situation. The dependency of organizational assets and operations
on information and technology requires companies to recognize information
“as a strategic enabler” and set up a strong governance and financial support
for protecting information security in daily business operations.

Another constrain for improving companies’ information security perfor-
mance is employee-related risks. Inside Report (Linkedin, 2015) reveals that 46%
of investigated security professionals think their regular employees pose big-
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gest insider threats to organizations. United State National Cyber Security Ex-
amination Sweep Summary found that 25% of broke dealers noticed that their
employees did not follow the firms’ identity authentication procedure have re-
sulted loss from fraudulent emails. Meanwhile, 55% of respondents in Vormet-
ric insight threat report said that privileged users have posed the largest risk to
organization, with 35% think ordinary employees are the main type of privi-
leged users. Since the inside threat have become more difficult to deal with, or-
ganizations should seek for “well-meaning” employees and strengthen the in-
side access controls to prevent the internal data breaches (Vormetric, 2015).

Today, all types of information business and even government have pos-
sibility to be the target of cybercrimes. Symantec 2015 Internet Security Threat
Report point out that there has been a steady increase in cyberattacks targeting
SMEs in 2015, which proves that all sizes of organizations are under attacks.
Although “no business is without risk”, human factor is always the weakest
part in security reviews (Symantec, 2015). Therefore, Symantec report suggests
that “every employee should be part of the effort to stay digitally healthy”. Be-
sides, boardroom should understand what risks they face and proactively man-
age the situation through CTI and other data analytics methods in order to
build a wall for customer data and customer loyalty before cyber criminal’s at-
tack (Symantec, 2015).

Concerning the human factor, many reviews also mentioned about insuf-
ficient skilled resources such as IT staff who has the skills to investigate the in-
ternal threats. They are constantly being demanded by market. According to
(ISC)2 2015 Global Information Security Workforce Study, 62% companies were
lacking cyber security professionals compared to 56% in 2013. 57% in E&Y sur-
vey and 47% in Ponemon’s study also admit that there haven’t been ample re-
sources to ensure security function to meet business requirements and contrib-
ute value to organization. With increased number of sophisticated cyber threats
and extensively developed new technologies, skilled security professionals are
highly demanded due to high priority of information security among organiza-
tional decisions.

Whether investment in personnel or technologies, organization need to
observe the changes in internal and external environment and highlight the crit-
ical part of data security that will eventually affect the business needs (E&Y,
2015). On the other hand, most of cyber breaches today are well-planned and
made by resourced cyber espionage group which may have a wide variety of
purpose as well as resources to conduct the simultaneous attacks (Symantec,
2015). This raise the question how companies can arm themselves against those
intelligent groups since today few organizations have sufficient in-house re-
sources to secure their information assets. E&Y report suggests that conducting
an effective objective assessment helps organization to understand its security
exposure. Organization should assess the maturity of security functions and
map the road for the future investment that can sustainably support the busi-
ness strategy. Meanwhile, the assessment should always be listed in the board-
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room memo so that everyone is informed of direction and way to reach the tar-

get.

3.3 State-of-affairs of 2014 information security surveys

There are around 26 security surveys reports found in 2014. Among those, 12
reports focus on global cyber security situation, 2 reports focus on health infor-
mation privacy and security issues, 9 reports have summarized the regional
security practices situation such as Japan, United States, Australia, United
Kingdom and North American countries. Other reports were written with spe-
cific focuses in information security, for example the governance in today’s IT
security department (Ponemon, 2014), insights about password security, cloud
security (Lieberman software, 2014), and cyber security audit process and capa-
bilities (Protivit, 2014).

Besides large consulting companies such as E&Y (n=1825) and PwC
(n=9700), most of organizations have examined around 500 enterprises in their
security practices survey across different industries. Figure 5 present companies
and institutions which have included the population size of their information
security survey. Finance (include insurance and real estate), technology, manu-
facturing and telecommunication are the top industrial sectors in the investiga-
tion since they are most prone to cyberattacks. Meanwhile, some surveys have
also included governance and public sectors in the investigations since breach-
ing government and national information can bring huge benefits for cyberat-
tackers nowadays.

The number of respondents in information security survey in 2014
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Figure 5. Population size in information security survey in 2014
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Figure 6. Respondents by industry sectors

Most participants in 2014 global cyber security surveys are SMEs in which
most of respondents came from board level executives such as CIO, CISO, IT
executives and other decision makers. This has ensured the quality of survey
results since they are familiar with their own IT infrastructure and organiza-
tional cyber security practices situation (Ponemon study about SCADA and ICS,
2014). More than half of the respondents came from EMEIA (Europe, Middle
East, India & Africa) areas and Americans, the rest were from Asia-Pacific coun-
tries.

According to Finra’s (Financial Industry Regulatory Authority) report on
cyber security practices in February 2015, the most significant cyber threats that
majority of companies considered in 2014 were: cyber risk of penetrating sys-
tem with the purpose of stealing financial information and data, operational
risks associated with physical environment and natural disaster, and insider
threats. E&Y’s report (2014) also presented the similar results. Security threat
that have increased the organization’s risk exposure in 2014 are: cyberattacks
with target of financial information and intellectual property (more than 25% of
respondents rated as top priority), disruption of organization’s business and
reputation (25% of respondents rated as top priority), internal attacks by dis-
gruntled employees and natural disasters (15% of respondents rated as top pri-
ority).

Not only are the threats growing, also company’s vulnerabilities and the
most vulnerable resources in cyber defense have been considered by nearly all
the survey reports. Ponemon’s study on cyber security in critical infrastructure
points out that database, applications, mobile devices and desktops possess
high-level vulnerability in the network area. Around 40% of respondents stated
that use of insecure network, cloud services and social network brings more
possibilities for cybercrimes. Given the fact that security risks cannot be elimi-
nated if companies rely on digital devices and information systems in business
management. They must have a comprehensive understanding of cyber threats,
incidences and breaches in order to estimate the security climate change and
improve their security management efficiently (PwC, 2014).
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Based on review of 2014 information security reports, the most cited and
investigated topics are:

- Risk management

- Technical controls

- Cyber security governance

- Incidence response management

- Human resource security management
- Cyber security insurance

The following part analyzes each topic by combining 2014 statistics and
big events happened in the same year.

The first topic is about risk management and this has been addressed by
nearly all the survey reports. It is known that today’s information security risks
associate with human errors, internal and external threats, advanced digital
technologies, company’s security infrastructure and management. How to iden-
tify, assess and treat risks in accordance with organizational overall security
infrastructure becomes a difficulty for most of digital organizations. According
to SANS “An Introduction to Information Security Risk Management” (2006),
the purpose of risk management is to “understand and response to the factors
that may lead to failure in the confidentiality, integrity and availability (C-I-A
triad) of an information system”. In general, company should ask questions
such as: What risks associate with our information systems? How these risks
will affect to our business? How to assess and manage these risks? What kind of
techniques and tools we can use to manage risks successfully? By answering
these questions organization can understand uncertainties and potential threats
in their business management and thus effectively improve their security strat-
egy.

Finra’s observation on firm practices in 2014 shows that nearly 90% of
firms have established information security risk assessment programs. Among
those, some firms have used one or more of the NIST, ISO 27001 /27002 or ISA-
CA framework. Others have implemented part of these standards in various
functions of their assessment program. The report also found that firms have
adapted a variety of risk assessment and management approaches in their secu-
rity activities. For example, some have devoted more resources on protecting
critical assets and information, some have conducted the risk assessment annu-
ally and generated the yearly summary and report. Trustwave (2014) suggests
that regular security risk assessment and penetration testing are critical since
they can help the business to understand the location of their critical assets and
information and whether those are vulnerable under an attack. Unisphere (2014)
emphasizes about the data professional expertise on understanding information
security risks and how they ultimately affect business. Generally, since the ever-
changing landscape of cyber security and IT bring difficulties in estimating and
managing uncertainties, companies should consistently maintain comprehen-
sive risk assessment in order to analyze and estimate the potential of danger
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and select the suitable tools and approaches to reduce the harm at maximum
level.

Another cited topic by 2014 cyber security survey reports is the technical
control, which refers to using technology to control the access and usage of crit-
ical and sensitive information in order to minimize the damage by cyberattacks.
Generally, it includes data encryption, identity and access management (IAM)
and penetration testing (Finra, 2014). Encryption ensures that only approved
users can access the data. It provides an effective countermeasure for compa-
nies to against data leakage and exposure (Finra, 2014). IAM facilitates the
management of access of information resources through “enabling the right
individuals to access the right resources at right time for right reasons” (Gartner
website). Penetration testing focuses on exploring the weaknesses and vulnera-
bilities of the information systems by simulated attack.

According to PwC'’s report in 2014, only 59% of respondents have secure
access control measures; 55% of respondents have encryption of e-mail messag-
es, intrusion detection and prevention tools, and unauthorized use or access
monitoring tools. Since the most vulnerable network areas to cyberattack are
applications, database, mobile devices while the least are access control system
and authentication system (Ponemon, 2014), it is significant to build and
strengthen the technology control in order to protect the critical information
that transferred between those systems and against the unauthorized access,
modification and disclosure. Meanwhile, some reports emphasized the technol-
ogy control especially when partnering with the third parties and acquiring
new information systems from them. Trustwave’s report mention that company
should only cooperate with those third-party system providers who have “de-
tailed and lock-down policies, perform ongoing and regular penetration test-
ing”, as well as “demonstrate the remote access controls”. This can ensure not
only the maintenance of those systems but also the isolation of company’s pri-
vate information from other customers. One of the best practices is the Lock-
heed Martin. This is an American global aerospace, defense, security and ad-
vanced technologies company and it provides all military products and services
to their clients such as military and intelligence department of local government
(Wikipedia.com). They have very pro-active assessment of all their suppliers’
security readiness. For example, they require their suppliers with whom they
provide sensitive data to fill the cyber security questionnaire for better under-
stand their capabilities of managing sensitive data and cyber security readiness
(ISACA, 2014). As cyber security capabilities evolve, suppliers should constant-
ly update the questionnaire. Moreover, they organize the collaboration session
for suppliers to discuss the newest cyber threats and best security practice in
order to bringing the gap between company internal and external resources for
better risk management.

According to ISACA’s report, even though technology controls can pre-
vent or delay the cyberattacks to some extent, constant educating and training
people, as well as improving their knowledge and awareness of cyberattacks
should not be ignored.
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Cyber security governance is a common addressed topic in all the years.
According to “Information Security Governance: guidelines for boards of direc-
tors and executive management” by IT Governance Institute (2010), a well-
established information security governance can reduce the uncertainties in the
business operation and support the efficient risk management and information
security decision making process. A governance structure that has clearly de-
tined roles and responsibilities of the individuals and information security ob-
jectives can provide guidelines for security practices and address security issues
in all the levels inside the company (Finra, 2014). GTISC (Georgia Tech Infor-
mation Security Center) report with the focus on information security govern-
ance emphasizes that how boards assign and organize the committee responsi-
bilities will largely affect the security management effectiveness. Their data
shows that around half of the investigated companies have separated audit
committee and risk committee, which is a big improvement compared to former
years: 8% in 2008, 14% in 2010 and 48% in 2012. PwC report shows that around
45% of respondents have their board executives involved in overall security
strategy. Deloitte reports shows that nearly 60% of respondents believe senior
management commitment can largely improve the organization information
security levels. Meanwhile, they also suggest that effective information security
governance should include both preventive and detective strategy so that com-
pany can avoid unwanted event from unauthorized access and identify the oc-
currence of unwanted event efficiently.

In today’s advanced technology world, security executives and board of
directors should not only be in charge of business management but also risk
management and information security governance in order to make wise deci-
sion to achieve the overall business objectives (PwC, 2016).

Another topic that has been addressed seriously in 2014 is the incidence
response management. No matter the extent of defense, it is evitable that inci-
dence will occur at some point. Therefore, incidence management and response
are very important capabilities for companies to decrease the impact of inci-
dence and prevent it happen again in the future.

Generally, it includes four critical steps: preparation, detection and analy-
sis, containment and recovery, and post-incidence activity (Higher Education
Information Security Council, 2014). On the preparation step, company should
gather resources for handling incidence as much as possible and develop a
communication platform for incidence response once it happens. On the detec-
tion and analysis phase, company should train and educate employees different
types of incidences and how to detect and analyze them in order to avoid those
in the daily work. Meanwhile, people also need to understand how to report or
escalate the incidence and use proper tools and methods to decrease the impact
at the maximum level. On the post-incidence level, company should learn from
the breaches, understand the weakness in their information security practices,
and seek for improvement. For example, create the incidence portfolio and
measure the effectiveness of policy and strategy.
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However, through the review, companies are often failed in this critical
part. Only 20% of respondents in Delotte’s survey have developed incidence
response plan. 33% of respondents in EY’s survey prepare to invest more re-
sources to strengthen their incidence response capacities. Less than 20% of re-
spondents have real time insights on cyber risks. About 14% of respondents in
PwC report have the plan to invest more in incidence management response
process in the next 12 months. Besides, Finra report also found that firms have
inadequate response to cyberattacks due to insufficient data protection, user’s
awareness training and supervision of the outsourcing management. Obviously,
the number of cyber incidences is growing rapidly in digital world, “ranging
from passive monitoring to close-in attack” (Deloitte, 2014). Organizations are
suggested to establish the security operation centre (SOC) to analyse the known
cases and constantly monitor the incidence response plan and procedure in or-
der to strengthen the response capabilities and decrease the amount of loss to
the minimum level (E&Y, 2014). The best practice of incidence response perhaps
come from national government, since they organize the prevention and re-
sponse to cyberattacks and establish contract between public and private sector
in order to prescreen the incidence before it is public to outside. It facilitates the
communication of detected vulnerabilities and stimulate the vigilance (ISACA,
2014).

The next topic is about human resource management which in most of
cases refers to employees’ training and education on security issues. According
to ISACA report, although technical and administrative controls can support
the prevention and detection of cyberattacks, insecure human behavior still re-
main weakest part in information security management. Training staff about
their secure behavior of using information systems and proper reaction when
encountering potential threats are significant for achieving good security results.

PwC report point out that “employees are the most-cited culprits of inci-
dence”. Their data about source of incidence in 2013 and 2014 shows that the
severity of inside threats is much higher than external threats. US state cyber-
crime survey also presents that nearly one-third of respondents in their report
admitted that inside crimes are more harmful than outside incidences. Besides,
ISACA report found that nearly 80% of companies have given mobile devices to
their employees, while 90% of them have experienced the big loss of mobile de-
vices assets in 2014. This implies that employees are unaware of protecting
company’s information assets, as well as unaware of damage from cyberattacks
to their company.

With development of advanced mobile technology, many companies are
choosing flexible way of working such as BYOD (bring-your-own-device) and
online working. However, this also create opportunity for cyber criminals to
steal company’s information and exploit the critical resources. For example, ma-
licious application, which usually cannot be removed fundamentally, can steal
information saved in the phone. In addition, loss of computer devices can create
internal information leak if the employee was using own devices in the work.
Thus, organizations should clearly defined information security policy in the
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trend of BYOD and social engineering in order to limit potential risks that come
from inside. Meanwhile, prescreening employees’ profile before hiring them is
another way to ensure the quality of human resources. In general, organization
should constantly measure their information security practices from employees
to alter the awareness of cyber security issues and potential risks in daily work-
ing life (E&Y, 2014).

The final topic in 2014 global cyber security survey is cyber insurance.
During the couple of years, cyber breaches and attacks have become more
common and the impact of them ranging from national level to individuals. A
data breach not only can create huge lost but also influence business reputation,
customer trust and even the whole business lifecycle (Lawrence et al, 2003).
Purchasing a cyber insurance is an effective way to recover from the damage.
Besides this, many cyber insurances also include notification to customer about
cyber breach, restoring customer data, recovering compromised data and re-
pairing damaged systems (Baer & Parkinson, 2007).

Through the review, there are lot of active purchases of cyber insurance.
GTISC report reveals that 48% of the respondents were reviewing their cyber
insurance for cyber-related risks in 2015, compared to 28% in 2012 and 27% in
2010. 61% of companies in Finra’'s review have purchased the standalone cyber
insurance. PwC report also states that respondents from South America lead the
purchase of cyber insurance, with 58% stated that they have purchased the poli-
cies. This implies that companies understood this as a necessary cost for
strengthening overall cyber security system. However, according to Reuter.com,
an article called “Insurers struggle to get grip on burgeoning cyber risk market”
reveals that insurance company feel hard to find suitable person to handle the
case since they are often requiring rigorous security evaluations. So, many
companies are paying more than they received. Those people who handle the
product often just conduct a limited questionnaire with questions like do you
have cyber security procedure in placed instead of a detailed assessment and
audit of overall process. This may affect the inappropriate evaluation of the
risks price and results in less attention to some potential threats that lie in the
current business model.

No matter the size of business, security breaches are inevitable for all the
companies in the information world. Organizations which have strong security
intelligence program and well-established security operation systems are cer-
tainly stronger than small business who has fewer resources in security war.
Therefore, it is more important for SMEs to consider purchase cyber insurance
to have more control over their cyber security situation.

3.4 State-of-affairs of 2013 information security surveys

There are 21 online-accessible information security surveys found in 2013.
Among those, 10 reports focus on global cyber security situation, 4 reports focus
on United States cyber practices, 2 reports have examined cyber security prac-
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tices in United Kingdom and the rest were focusing on Australia, Ireland, Neth-
erlands and Latin American countries.

Besides large organizations such as PwC (N=9300) and (ISC)2 (N=12,000),
most of surveys have investigated around 400 companies across different in-
dustries, only five surveys have included more than 1000 respondents. Re-
spondents came from finance, manufacturing, technology, government, public
sectors and energy industries (Figure 7). Meanwhile, several surveys have also
included respondents from professionals and personal services industries. This
is due to the labor market of IT professionals and information security profes-
sionals has expanded because of highly demand of advanced knowledge and
skills in information security field (ISC2, 2013).

According to PwC report, cyber security crimes have become more ad-
vanced and sophisticated during 2010 to 2013. On the one hand, information
companies have acquired more comprehensive and deep understanding of
cyber security issues; on the other hand, cyber criminals are developing their
expertise and investing resources to improve their skills in exploitation and at-
tack. IC3 (the Internet Crime Compliant Center) report presented that there are
262,813 complaints reported in total in 2013, with 119,457 reports concerning a
loss. The total loss reported are 781,841,611 dollars. Although there is no clear
scope of cybercrime, IC3 point out that cyber criminals are using different ways
to scam and defraud Internet users.
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Figure 7. Main industries of respondents in 2013 global cyber security survey

2013 was the year of mega breaches based on Symantec report. The total
number of breaches in 2013 is 62% greater than 2012 (253) and 2011 (208). Eight
breaches have resulted more than 10 million identities exposure compared to
one breach in 2012 which resulted same amount of exposure. Some famous cas-
es happened were: malware installed in Target Point-of-sales which affected 40
million payment cards. Hacked Adobe system provided access to encrypted
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credit card information of millions of customers and compromised the ac-
count information of millions more (Securityweek, 2013).

Among those, zero attack vulnerabilities bring more chances for hackers to
exploit the system. Symantec data shows that the amount of identified zero-day
vulnerabilities is double than 2012 and more than the total amount of two pre-
vious years. Meanwhile, social media scams and malware are flourishing on the
mobile devices. Norton report reveals that about 38% of mobile devices users
had experienced mobile cybercrimes in 2013. Although stolen and loss of devic-
es remain the biggest problems, insecure behavior of using mobile devices are
considerably affecting the data security and open the door to cyber criminals
(Symantec, 2013). Based on these situations, the critical security concerns in
2013 lie on below topics:

- Administrative and technical control of information security
- Security audit and control

- Incidence response plan

- Board involvement

- Technical skills of employees

- Information security awareness training

As mentioned in 2014’s chapter, security control not only can help compa-
nies to identify its own vulnerabilities but also govern the implementation of
organizational security policies in daily business operation and strengthen the
overall system through a series of laws, regulations, guidelines and techniques.
As for the administrative controls, Symantec report suggests that company
should define BYOD policy and make sure that it is in place to ensure that em-
ployees-owned devices are under control when access Internet and expose to
the network. Besides, company should also enforce an effective password poli-
cy in which rules of creating password has clearly defined. For instance, the
password should contain at least 8 characters, 2 digits and special characters.
This will significantly help the company to strengthen the access and avoid se-
curity breaches.

To avoid the zero-day vulnerabilities, companies should update their sys-
tems, applications and programs regularly, especially when the vendor has re-
leased the patches. SANS critical control, which is one of the security control
framework, also emphasizes the importance of continuous and proactive as-
sessment as well as remediation of system vulnerabilities in order to find the
“hole” and fix it before exploited by attackers. While technical controls can be
implemented in many ways from firewalls, anti-virus software to advanced
techniques to limit the Internet access and also defend the malware and spam.
Generally, company should establish security control based on its security ob-
jectives and scope. Meanwhile, they should regularly assess the vulnerabilities
of their operating systems in order to get ahead of the crimes.

IT security audit refers to “the examination of the practices, procedure,
technical controls, personnel, and other resources that are leveraged to manage
companies’ security risks and assures that they adhere to recognized best prac-
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tices and IT security mandates” (Tracysecurity.com). Statistics from AICPA
(American Institute of CPAs) report shows that about 87% of cyber incidence
can be avoided if company conduct information security audit. Meanwhile, UK
security breaches survey sponsored by PwC also point out that large corpora-
tions are more diligent to check the security information when partnering with
third party vendors. For instance, they obtained more times audit rights than
small businesses, which enabled them to evaluate the adequacy of security of
their business partners. Besides, HIMSS (Healthcare Information and Manage-
ment Systems Society) security survey also found that healthcare organizations
are likely to conduct audit to their IT security plan in order to proactively
measure the information security situation that might cause huge damage to
both customers and healthcare organizations. In addition, CSI (Computer Secu-
rity Institute) has also ranked the cyber security audit as the top weapon in cy-
bercrimes prevention and detection. AICPA report suggest that an effective au-
dit plan will significantly help the company to identify the potential security
risks and consequently avoid or decrease the damage from inside. In addition,
EY report concerning internal audit plan in 2013 also addressed this important
self-optimization a way to better combat with increased risks from both outside
and inside. In general, company should proactively and constantly conduct se-
curity audit, and those major risks that were identified by the audit must be
analyzed and sorted into CTI checklist (AICPA, 2013).

The next addressed topic is incidence response plan and management. As
mentioned above, incidence response consists of several steps with the purpose
of protecting company’s critical information, information systems and comput-
er assets when encountering to the computer incidence (Wikipedia, Computer
Security Incidence Management). Whenever cyber incidences happen, the secu-
rity team or IT staff should handle this event based on a clearly defined inci-
dence response plan (Computer Security Incidence Management, Wikipedia).
The plan should include the instructions to response to security incidence
meanwhile minimize the damage from breaches (TechTarget. com).

According to Bit9 report, nearly half of their survey respondents have ex-
perienced the cyberattack during 2013, among those 33% prioritized the busi-
ness disruption or employee downtime as the biggest impact that came along
with the cyber incidence. E&Y report also shows that nearly 31% of their survey
respondents noticed the increase of security incidences during last 12 months.
59% of respondents cited the increase of external threats to their company.
However, only 5% of respondents in E&Y examination have confidence on their
computer incidence response capabilities and important security approaches
such as threats intelligence program, data protection program and vulnerability
identification capability. UK government has issued “The Ten Step” in 2012 for
guiding the business to protect themselves in cyber security, however, the re-
sults from practices shows that incidence management step received less atten-
tion by SMEs.

Obviously, this important tool for remediation and correction has not re-
ceived enough attention by companies based on the survey results. Since the
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number of security incidences is increasing, organization that has not yet estab-
lished the response management are more vulnerable when cybercrimes oc-
curred. Thus, AICPA report suggests that it would be good to start the preven-
tion from security controls, which has been defined by security professionals as
the best practices to guide the company to identify its vulnerabilities and fore-
cast the potential breaches. Meanwhile, E&Y report also emphases that organi-
zation should invest less in maintenance but improvement and innovation for
self-optimization.

The following part discuss about board involvement in cyber security
practices. PwC report found that most of investigated companies still lack suffi-
cient support from board level executives. Their statistics shows more than half
of the respondents think the top-level is the biggest obstacle in improving in-
formation security effectiveness. Meanwhile, insufficient expenditure, in-house
technical skills, poorly integrated information systems are the other major ob-
stacles in building efficient organizational security program.

Why board level engagement is important for security practices? There are
few reasons behind. Firstly, cyber incidence can affect the overall business
chains, not only in single department or division. A cyber breach can leak com-
pany’s critical information such as customer data, financial information and
other sensitive information that may put the entire enterprises in a difficult sit-
uation. So, the decisions which are related to attack response must be instituted
by higher level executives. Secondly, with understanding of organizational
cyber security readiness, it is much easier for board level to comprehend their
business from a worldwide perspective. They are in the perfect position to
know how the competitors manage the security issues and where the enterprise
is today, and where it is tomorrow. Thirdly, mobile and cloud technology is
evolving, and information organization must identify the appropriate ones and
implement those into business process. Board level should always keep in mind
the risks and benefits from advanced techniques so that they can select the good
choices for company and avoid the risky options. Finally, the best security prac-
tice is always achieved by security culture, especially the orientation from
boardroom. Just like the punishment for Sisyphus in Greek mythology, the en-
tire organization must put the rolling ball back forever unless it gets support
from highest level. Nevertheless, worries for large scale business often come
from business operations, credits or customer perspectives, cyberattacks are
growing rapidly and developing toward all types of business. Board level exec-
utives should also put cyber security issues into their list and prepare for the
upcoming incidence.

Since most of reports show that the readiness security program is not yet
ready, higher level executives in those organizations should also be accountable
for achieving objectives of their security program. They must lead the team to
develop the policy and prioritize the assets to be secured from the attacks. Oth-
erwise, security will rather narrow down to the compliance checking, and pass
the test result to the regulators than block and response to the attack successful-
ly. Besides, executives need to support the information security function by de-
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fining the company’s security appetite, measuring the performance, aligning
the business strategy to information security strategy and integrating infor-
mation security decision into organizational decision-making process (E&Y,
2013). Since cyber security affect all the parts of business, board level executives
must have adequate knowledge and in-depth understanding of security goals
in order to make wise decisions.

The next found addressed topic is workforce with technical skills and
comprehensive understanding of information security. Obviously, this crew can
help the company to survive in the cyber security battle. According to a study
made by Frost and Sullivan business consulting, “Demand for security profes-
sionals in the Americas is increasing by 12% annually, with 164,000 jobs forecast
in the next year alone” (2012 ISC2 Global Information Security Workforce Study)
(Figure 8).
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Figure 8. Demand of cyber security professionals growing rapidly

From the table we can see that the market demand of security professional is
increasing not only in US but in all the regions. However, practically if the
company’s core business is not security, it is difficult to make any huge invest-
ment decision on searching security professionals. Yet, TechTarget.com also
mention that it is difficult for company to find the person who knows how to
drive the plane rather than explain to them how the plane flies. Statistics from
PwC’s report reveal that one of the biggest obstacles for company to build effec-
tive security function is the absence and shortage of in-house security profes-
sionals. Although colleges and universities are training and educating people
who are qualified to the entry-level position in security industry, IT security
professionals may end up being too senior for most enter-level positions (Tech-
Target.com) while fresh graduate don’t equip with sufficient knowledge and
hands-on experience to take equivalent security jobs.

Considering the obstacles in finding suitable human resources, below part
generally introduces a framework based on “Practical guide to manage cyber
security workforce” published by Council on Cybersecurity in 2014. It gives
guidelines for companies to manage cyber security workforce while integrate
with company’s investment strategy and cyber security goals.

The guideline starts by analyzing the workforce management lifecycle. All
types of business should consider their critical information assets protection
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strategy no matter they are small business or global corporations and govern-
ment institutions. The best practice should include three important factors:
People, Technology and Policy. The stating point can be everywhere depending
on which step company has performed already (Figure 9).
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Figure 9. Cyber security workforce lifecycle

Understanding risks and vulnerabilities is the first step when entering the man-
agement lifecycle. Statistics shows that corporation leader often understand the
big trend in cyber security landscape, but they are unaware of specific threats
and risks which are targeting to their business or industry. By analyzing the
vulnerabilities executives can obtain greater awareness of cyber security issues
and define security objectives based on current profile. This step does not re-
quire big investment since there are many available tools for basic vulnerability
assessment such as comprehensive questionnaire, internal audit and third-party
solutions. The second step is to develop a security strategy combined with en-
terprise business strategy and cyber security objectives. Company should in-
volve all important stakeholders and senior level executives to committee to
discuss the practical plan and responsibilities for each party. A common under-
standing of overall situation and target should be achieved at this stage. The
next process is to link the roles to units and personnel. A checklist of existing
roles for handling cyber security tasks is vital to explore the needed positions,
which gives the direction for the next step. After this, organizations should be
very clear about what kind of security workforce they need and what require-
ments should these people have in order to fulfill the gap and facilitate security
practices. When deploying the workforce, company should not only consider
the responsibilities but also the cost and reporting structure within the chain
since this person will be powerful in defending breaches and protecting sensi-
tive information. Meanwhile, a prescreening of employee’s profile can largely
affect the deployment success since internal threats remains biggest problem in
all the years. Once in place, corporation should constantly manage and
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strengthen the governance of security practice, capture the feedback from front-
lines and update security strategy regularly for achieve better performance. The
execution of these steps requires time and resources but helps the organization
to prioritize the tasks.

The next topic addressed in 2013 is insufficient security awareness training
and education. It is known that security awareness training should be conduct-
ed into entire HR process, from pre-employment, during employment to the
termination. Consistent training helps employees to refresh their knowledge on
cyber security issues and strengthen their awareness of responsibilities in daily
operation. However, many surveys found that companies do not seriously ad-
dress this topic. E&Y global survey report has used one chapter to present cyber
security training situation among investigated organizations and provides sug-
gestions for improvement. From their statistics, only 6% survey respondents
have very matured security awareness, training and communication. Around
half of respondents have developed the training program and one third of sur-
vey participants have not yet developed or even planed it. PwC (2013) report
also shows that nearly half of respondents do not have employee security train-
ing in their companies. This may explain why the security response plans are
not effective and why the most significant security threats come from inside of
the organization (PwC’s report). On the other hand, people tend to forget to do
tasks that are only done rarely. So, security awareness training which requires
expensive workforce may add obstacle to the progress. It is also difficult to find
appropriate person who could conduct the employee security awareness train-
ing internally. According to PwC (2013), year 2013 saw a decline of staff dedi-
cated to security awareness training program from 51% to 47%. There is also a
decrease on amount of security consulting services. E&Y suggest that organiza-
tion should never stop training their employees about what happened in the
past and what are the risks and potential attacks around the corner. Besides,
when entering a new market where all the factors such as security culture,
business process, suppliers and vendors might be different than previous ones,
employee should get familiar with security regulations, as well as policies in
order to comply with government and security environment (E&Y, 2013).

Generally, arming people with up-to-date knowledge and skills is vital for
the organization to become stronger internally. Information security awareness
is not only limited to know-how but also an accurate sense of cyber risks and
effective behavior towards cyber breaches.

3.5 State-of-affairs of 2012 information security surveys

There are 17 online-accessible information security surveys reports found in
2012. Among those, 4 reports focus on global information security situation, 1
report focus on health industry security situation, 2 surveys focus on smart grid
security and challenges and 4 reports have explored the regional cyber security
issues such as in Australia, Netherland, Kenya and Thailand. The rest have
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been written with specific topics such as cyber security survey for small busi-
ness (published by Lancaster University), employee security awareness survey
(Trenton Bond, 2012) and “a survey of computer and network security support
from computer retailers to consumers in Australia” (Patryk Szewczyk, 2012).

Most of security surveys have implemented similar survey methodologies
as previous years. E&Y and Kaspersky both have included more than 1000
companies, other surveys have investigated around 500 companies. Respond-
ents came from main industry such as finance, manufacturing, energy, technol-
ogy and government. SMEs are the major participants in both global and re-
gional surveys.

In 2012, the velocity and complexity of technology development brought
huge potential risks for different businesses. With the emerging mobile devices
uses in the workplace, companies are facing the challenges in security control
and compliance of regulatory requirements. Kaspersky global security survey
revealed that the serious problems such as software vulnerabilities and inap-
propriate use of corporate network triggered the security issues for instance
“malware, spam and wunauthorized attempts to penetrate the system”
(Kaspersky, 2012). Meanwhile, budget constraints, insufficient understanding of
security issues among employees also created obstacles for strengthening com-
panies’ information security capabilities and building efficient security pro-
grams. E&Y 2012 global survey concluded that although organizations have put
much more effort in improving their information security capabilities, they
failed to keep up with the trend.

Through the review of 2012 cyber security survey reports, the following
topics have been addressed seriously:

- Compliance management

- Security culture

- Training and education for improving understanding of security issues
- Data security (leakage and loss prevention) and

- Integrated strategy

The first topic is about company’s compliance with security policies and
regulations. According to E&Y (2012), “strong adherence to regulatory re-
quirements” is vital for managing organization’s information security risks.
Many organizations have security policies and regulations to ensure quality of
overall security practices and performance. However, having a written docu-
ment is not enough; contents must be implemented by the entire organizations
to enforce employees’ secure behavior in daily operation.

According to Kaspersky report, one-third of respondents have lack of se-
curity control over mobile devices. Besides, 10% of respondents admitted that
they have been experienced data leakage and loss during the last 12 months.
This emphasizes the importance of strengthening organization’s compliance
with security regulations and policies.

Statistics from PwC’s survey shows that less than half of respondents were
actively monitoring and measuring their level of regulatory compliance. In CSI
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report, 66% of respondents admitted that compliance with regulatory require-
ments has positive effect on their security program. Specifically, 64% of re-
spondents think their organization’s security has been improved. Around 48%
think it has affected the priority of security in the higher-level management.
E&Y also mentioned 80% of their global survey respondents are aiming for
compliance with regulations and it has become the important topic in board-
level operations since 2005. Obviously, compliance can help enterprises to pre-
vent the potential cyber threats through constantly measuring inside vulnerabil-
ities. This plays significant role in finance and government sectors since they
contain most valuable information from both business and nation side (E&Y,
2012).

Despite the fact that there are existing different laws, regulations, policies
for business cyber security, companies should evaluate and identify the suitable
ones and leverage them as a management tool to strengthen internal security
situation. Specifically, company should take a complete look at which industry
they are performing, what kind of information security regulations they are re-
quired to comply with, and what is their legal and contractual responsibilities
in that specific area. Meanwhile, company should also comprehend the practi-
cal operations which those policies and regulations instituted.

Besides compliance with standard security policy, companies should also
define an organizational information security policy for internal management.
According to Backhouse and Dhillon (2011), there is no point to measure IS se-
curity if users do not comply with IS security policies. However, user noncom-
pliance has become the big problem in today’s organizations and there is a need
to innovate new training approaches for improving this situation. Puhakainen
and Siponen (2010) have proposed a new training program which is based on
two theories for enhancing employees’ compliance. Their model suggests that
information security training should include both content and methods in order
to “motivate the learner to systematic cognitive processing of information they
receive during the training”. Meanwhile, it is important to understand how
employee perceives security issues before starting to improve the situation.

Another topic that has been discussed by most of cyber security survey in
2012 is the organizational security culture. It is known that information security
is far more than technology control over Internet and corporate information.
Yet, information security solutions have been developed to protect organiza-
tion’s information assets. However, organization may not be able to protect the
connectivity, integrity and availability of information system if employees do
not understand their roles and responsibilities in information security. Thus, it
is vital to adequately train employees as well as create organizational infor-
mation security culture in order to enforce the secure behavior in daily tasks.

PwC’s report points out that in 2012, 95% of large organizations have im-
plemented information security policy. By contrast, only 63% of small organiza-
tions have documented formal policy compared to 67% in 2010. Meanwhile,
small businesses are more likely to rely on word of mouth rather than a defined
policy. Only small amount of them ensure that their staff fully understand the
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security policy that has been designed for the organization (PwC, 2012). PwC
report emphasizes that formulating the organizational way in handling security
issues is essential for staffs to remind themselves their roles and responsibilities
in protecting organization’s information. Meanwhile, it can help them under-
stand what potential security risks lie in daily business operation and how to
deal with cyber breaches when they occur. Besides, constantly fostering and
driving a security culture will help the organization to achieve its business
goals efficiently and become stronger in the information security society (SANS,
2010).

Security training has been again addressed by 2012 cyber security surveys.
Kaspersky report revealed that limited budget, insufficient understanding
among senior managers and inadequate trained staff are constrains for achiev-
ing security objectives. Around 31% of respondents stated that senior managers
do not see cyber security as significant threats to their business. 37% cited
budget holders do not have adequate understanding of IT security. This implies
that information security specialists are not only facing the technical problems
but also responsible to convince the management and make them understand
the importance of corporate protection against cyber security breaches
(Kaspersky, 2012). Besides, PwC mentioned in their report that a customer of a
large telecom company has suffered computer virus, however, the service pro-
vider ignored the problem and viewed it as customer’s own mistake. After that,
customer was still affected by virus and was given only little assistance by the
company. This shows how senior management has poorly perceived cyber se-
curity issues, and how little they understood about the security policy (PwC,
2012). E&Y stated that resources alone couldn’t support information security
but also skillful personnel and profound understanding of cyber security issues
among board-level executives. Thus, security training must meet the evolving
changes and include all layers of employees in order to inform them about their
roles in keeping organizational information security safe (E&Y, 2012). Mean-
while, SANS report suggest that training should include specific topic such as
phishing and zero-day vulnerabilities in order to teach the internal staffs about
how to securely use IS in their daily work. This can limit the security problems
(SANS, 2012).

Today, huge amount of valuable data creates opportunities for businesses;
on the other hand, it also brings potential threats and challenges for companies
to keep their businesses secure. Data security refers to “protective digital priva-
cy measures that are applied to prevent unauthorized access” to sensitive data
which is normally saved in computers, databases and websites (Techope-
dia.com).

Kaspersky’s report reveals that data breaches and loss of data increased
from 30% to 35% between 2011 and 2012. Among those, 31% of respondents
stated that some of their staff’s action caused data leakage. 29% of respondents
have experienced the loss or theft of mobile devices from company in 2012. Ma-
nuel Giralt Herrero from IT risk and assurance service in E&Y said, “organiza-



51

tions need to readjust their thinking from protecting the perimeter to protecting
the data” (E&Y, 2012).

Indeed, the focus on data security protection can separate the companies
from their competitors. Statistics from E&Y shows that around 72% of respond-
ents have defined specific policy regarding the classification in handling sensi-
tive data. 68% of respondents have implemented security awareness training
and more than half of respondents have implemented additional security
mechanism such as encryption. However, when looking at other protection
methods such as using cloud services for saving company’s information, the
situation is worse than expected.

In PwC report, 73% of large organizations in 2012 have used Internet to
save both highly-confidential and confidential data, so does small organizations
(74%). Meanwhile, there is a trend for small company to save critical infor-
mation in third party cloud services. PwC concluded that large organization is
more likely to use outside resources to drive their business innovation. Mean-
while, with the emerging use of mobile devices in the workplace, companies are
facing more challenges in data protection. 82% of respondents in PwC report
allow personal mobile devices to connect to company’s system remotely and
this has dramatically changed over last two years. Cyber security assessment in
Netherlands mentioned that employee should be responsible and liable for
connected devices that are used only for personal and business purpose. Be-
sides, organization should design strict rules for mobile users in the workplace
to monitor the BYOD situation.

Whatever may be coming, organization should combine both technical
protective measures and non-technical prevention approaches to manage their
data security.

The final topic in 2012 is integrated security strategy which refers to an in-
tegration of company’s information security strategy and business strategy with
the purpose of obtaining holistic view of organization exposure (E&Y, 2012).
Symantec report “Integrated security: creating the secure enterprise” point out
that when the company’s business become more sophisticated and dependent
in the areas of business transaction, external data sharing and daily business
communications, the need to access corporate business information has in-
creased. Therefore, company must ensure authorized access to critical infor-
mation. Yet, current information security solutions typically contain multiple
products but lack of interoperability and manageability. So, it is essential to im-
plement an integrated security strategy that is comprised of multiple security
technologies which can be implemented to protect information in different
functions of business. This way organization can reduce the costs of purchasing
different security solutions while efficiently manage security issues in different
units.

Based on E&Y’s report, only 18% of respondents combined information
security with their organizational business strategy in 2008. By 2012, this num-
ber has increased to 42%, almost close to half of their survey population. Since
organization’s reliance on information security function will not increase as
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much as core business, security function and particularly, security strategy
should deliver maximum possible results to support the core functions and be-
come a part of overall strategy.

3.6 State-of-affairs of 2011 information security surveys

There are 8 online-accessible information security surveys found in 2011.
E&Y, PwC and CSI conducted their survey for exploring global cyber security
situation. Carnegie Mellon University has published 2011 cybersecurity watch
survey for United States, which shares the same regional focus with Ponemon
Institute’s survey. (ISC)2 has released global information security workforce
study and another survey from PwC focus on global economic crime. Besides
these, Cisco has published 2011 annual security report. The Parliamentary Of-
fice of Science and Technology in United Kingdom has released cyber security
overview in UK in September 2011.

As for the survey population, E&Y has included nearly 1700 organizations
in their survey across all major industries. CSI received 351 survey responds
mainly from consulting, education, financial services, information technology,
federal government and health services segments. PwC received more than
12,840 responses from CEOs, CIOs, CFOs and other directors in IT and security
function from 135 countries. Most participants in 2011 global cyber security
survey are large and small organizations.

With the recovery of global economy, more and more businesses start to
adopt the digitalized globalization triggered by emerging technologies. With a
significant increase in using mobile devices to carry and transfer data over the
Internet among business partners, the traditional boarder of organization start
to vanish, and the business world become more “borderless” and integrated.
However, such a profound effect has also brought unknown dangers to digital-
ized business and significant impact on their perception of information security
in this borderless environment (E&Y, 2011).

During this time, companies have witnessed a huge increase in both ex-
ternal and internal security threats. According to E&Y’s survey report, 72% of
respondents have seen an increased external threat. FBI reports in 2011 shows
that more than 350,000 complaints of cybercrimes have been received, those
have not even included unreported cases. Uscollegeresearch.org presents that
73% of United State and 65% of global Internet users have suffered victimiza-
tion from cyber criminals through June 2011. Correspondingly, more than half
of the respondents in E&Y’s survey will increase their investment in infor-
mation security function in the following 12 months.

Although evolving technologies are coming with unprecedented benefits
and opportunities, companies are required to equip themselves with a well-
thought security strategy to response to changes. Based on review of 2011 cyber
security survey reports, the following topics have been frequently investigated
and analyzed:
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- Security policies for using trending technologies in workplace (cloud,
social media, BYOD)
- Information security capabilities

The connected business world requires business to have right mixture of
technology and security policies in order to benefit from the combination (Cisco,
2011). The rapid adoption of mobile techniques, cloud and social media in to-
day’s organizations triggered a fundamental change in information security
policies. According to E&Y’s statistics, about 57% of organizations have made
policy adjustments in 2011 followed by 53% that have increased their security
awareness activities through the year. Since the trend of using mobile tech-
niques and digital devices in workplace cannot be avoided, Cisco annual report
mention that it is essential to “find a common ground” where company under-
stand individuals’ needs while enforce them to comply with organizational
rules in order to keep save of critical information and data.

Nowadays, an increasing number of companies start to support employ-
ees-own devices instead of providing preconfiguration for them (E&Y, 2011).
This creates potential risks that employees may unknowingly make changes in
those devices. Besides, mobile users may also remotely access to social media
and cloud services for work purpose. This contains possibilities to put compa-
ny’s data to public and thus result security in danger. Based on these situations,
Cisco suggests that no matter how enterprises perceive using emerging tech-
niques in business operation, it is all about “policy elements in the interaction”.
If data is secured with technical control and loss-prevention tools, and employ-
ees are aware of critical security issues, it is not an endpoint for businesses.
What's more, updating and adjusting security policies should also come along
with educating and training employees about the risks associated with different
devices. E&Y also suggest that organization should “perform attack and pene-
tration testing on mobile apps before deployment to help reduce the organiza-
tion’s risk of exposure”.

Cloud computing brought us new approach to save and backup data. The
number of users of cloud computing-based services has increased slightly from
23% in 2010 to 36% in 2011 (E&Y, 2011). 9% of enterprises in Ponemon’s survey
have plan to spend their most IT dollars in cloud security in following 18
months. This is understandable since cloud services are still evolving and most
of potential consumers have just started to recognize its efficiencies and conven-
ience. However, there is no doubt that this compelling technique will be soon
adopted by fast-evolving digital business and they must fundamentally change
their security policy and “appetite” of partnering with external service provid-
ers in order to deploy it successfully. Cisco suggest that companies should es-
tablish a classification system for the data such as “public”, “confidential” and
“high confidential” in order to be clear what information can be uploaded and
shared in cloud with others. Meanwhile, choosing a reliable service provider
who has strict security rules and who is critical about security issues can signifi-
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cantly strengthen the data security, since they assess vulnerabilities more seri-
ously than others.

Social media is an emerging way for business to connect with customers. It
not only allows company to keep contact with customers but also develop busi-
ness through media marketing and follow up customer feedback. However,
statistics from global survey shows different situation on adopting social media.

E&Y report presents that 53% of respondents have limited access or no ac-
cess to social media websites. Only 46% of companies have adjusted their secu-
rity policy for this new marketing approach. Some key findings from PwC’s
survey suggest that many companies are unprepared for the potential risks
brought by social networking. There are only 32% of respondents in United
Kingdom who have implemented some technologies for supporting Web 2.0
information exchanges such as blog, social networks, wiki and so on (PwC,
2011).

As a result, companies that are not equipped with profound understand-
ing and effective adoption on social network and other Web 2.0 platforms can
easily expose to cyber risks. (PwC, 2011). Besides, malware from social media
has also caused security breaches in 29% of companies in Ponemon’s survey.
Because of these reasons, it is more common to see some easy way or hardline
reaction towards social network than active adoption (E&Y, 2011).

Nevertheless, all these developing technologies are two-side sword. It is
more important to consider how to embrace and monitor these tools in new
digitalized business rather than totally avoid them. E&Y suggests that in order
to fully leverage the advantages of social media, organizations may reform their
perception of it and adjust the internal security policy to enforce personnel who
use this technology in secured manner.

The next topic is about cyber security capabilities in combating sophisti-
cated cyberattacks. No matter what size the company is, all should equip with
some cyber security capabilities to keep their information away from attack.
Large organization may have structured and well-organized security depart-
ment while small organization may have limited security resources and insuffi-
cient spending and workforce. With complete and matured cyber security ca-
pabilities, company can defend some breaches in advance and protect them
against large sabotage from cyberattacks. PwC report (2011) reveals that securi-
ty executives complained that their company has restrained the spending which
often result on degradation of fundamental security capabilities such as em-
ployee background check and use of vulnerability assessment tools. Hence,
both PwC and EY report addressed that in-house cyberattack defensing and
preventing capabilities are very weak among investigated companies. 60% of
companies in PwC report think their in-house capabilities to prevent and detect
cybercrime is adequate (PwC, 2011). Less than 4% in EY report stated they have
increased funding in incidence response capability development in the follow-
ing twelve months. On the government side, most of reports found focus on
building nation-level defensive cyber security capability. There was no com-
prehensive assessment defined for measuring cyber security capabilities ma-
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turity. This shortage does not help companies to compare themselves with oth-
ers nor to find their vulnerabilities. Meanwhile, decision maker also has no bet-
ter way to analyze what is vulnerable inside and decide how to support the ca-
pability development.

3.7 State-of-affairs of 2010 information security surveys

There are in total 12 survey reports focus on 2010 cyber security situation.
Among those, 7 reports focus on global cyber security situation, 3 reports focus
on regional computer crimes and security issues and other 2 reports have inves-
tigated data security and privacy situation in Indian bank industry (KPMG,
2010) and security issues in service delivery models of cloud computing
(Subashini and Kavitha, 2010). The number of participants is ranging from 500
to 7,000. E&Y, PwC, Symantec and CSI have received more than 1,000 feedbacks
from business and IT executives across major industries.

With recovery of economies from downturn and emerging technologies
blurring the lines of traditional business, companies start to embrace a new age
of technology, information, people and security.

According to Symantec Global 2010 SMB Information Protection Survey,
more than half of respondents rate the data loss as the risks which has greatest
significance to their organizations. Statistics from 2010 Inforsecurity Europe
shows that 92% of large enterprises had experienced security incident during
2010 compared to 72% in 2008. The average cost of incidence ranging from
280,000 pounds to 690,000 pounds. Meanwhile, small organizations that have
less than 50 employees also suffered from cyber breaches. 83% have experi-
enced cyber incidence and the average cost is double than 2008 which was
10,000 to 20,000 ponds. Around 40% of respondents in Symantec report think
enhancing their backup, recovery and ability to resume computing as quickly as
possible after cyberattacks are important IT improvement areas for 2010.

Given the fact that 2010 has been shaped by cyber breaches as a dynamic
year, companies are urged to take a holistic view on their security practices.
Based on review of 2010 cyber security survey reports, the following topics
have been addressed intensively:

- Data Loss Protection (DLP)
- Information security training and
- Compliance with security regulations and standards

E&Y defined data leakage or data loss prevention as “the combination of
tools and process for identifying, monitoring and protecting sensitive data or
information according to an organization’s policies or government and industry
regulations.” The primary focus of data loss prevention is preventing the critical
data leakage from organization by controlling the unauthorized access and
transmission of confidential information to other parties or individuals. Based
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on statistics in Infosecurity Europe report, 48% of respondents have suffered
few cyber incidences in confidential information loss and leakage. 54% have
experienced the staff-related incidence for example unauthorized access to sys-
tems or data. Similarly, Symantec report reveals that when respondents were
asked to rank different business threats, SMEs rated data loss and cyberattack
as the top priorities followed by traditional criminal activities and natural disas-
ters. In some cases, SMEs have even spent more in information protection than
other functional tasks (Symantec, 2010). This implies that crucial information
loss is a real threat facing the recovering business; and safeguarding the infor-
mation assets is the top mission for all types of enterprises.

DLP tools or solutions are the primary tools to help companies to deal
with information leakage problem. Securosis defines DLP tools as “products
that, based on central policies, identify, monitor, and protect data at rest, in mo-
tion, and in use, through deep content analysis”. Data at rest means documents
that have no usefulness and have been saved as backup resources. This is a
common case for businesses and government and those backups have high po-
tential to be stolen or accessed by authorized individuals. Data in use refers to
the active data which is stored on systems that users are currently interacting
with. Unauthorized activities can be easily found by DLP system such as
through screen-capture, analyze print or fax that include sensitive data. Data in
motion refers to those moving emails through a network to an endpoint. DLP
solutions ensure that the data reaches safely to the destination.

Statistics in Infosecurity Europe report presents that many organizations
have adopted strong authentication and encryption techniques to secure their
data. 75% of large organizations and 57% of small organizations have encrypted
laptop and hard disks. However, there are in total 23% of enterprises hold en-
cryption on virtual storage such as cloud services, which triggers the question
of how to control the data security when using third party services. Pwc reveals
that only 23% of organizations have ability to enforce provider security policies.
22% stated that they have insufficient training and inadequate IT auditing. Alt-
hough jumping into cloud and replacing server room can improve efficiency
but rushing without a specific security strategy can bring unexpected risks to
organizations (PwC, 2010). Chris Hoff from Cisco System recommend that both
customers and service providers should ensure that they understand risks asso-
ciated with new technologies and be aware of changes brought by these new
innovations to organization, technology and operation functions (PwC, 2010).

Based on this situation, Symantec report suggest that companies especially
SMEs should implement a comprehensive and complete DLP solutions in order
to keep their own right to customer privacy information and enterprise busi-
ness information. Besides, educating and improving employee awareness to-
ward security risks are significant for protecting data security internally.

Information security training has been again addressed by most 2010
cyber reports. It is a clear trend that technology controls are not enough to keep
company’s information security safe. A good combination of human resources,
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technology and strategy is now required to support entire business data securi-
ty.

42% of respondents in E&Y survey state that their employees’ awareness
of security has been a practical challenge followed by 39% who think skilled
resources are critical for security maintenance. Nearly 50% of large enterprises
in Infosecurity report have experienced leakage of confidential data, which was
caused by internal staff. However, the positive side is that 57% of investigated
companies in PwC survey have monitored employees’ behavior by using online
assets; and this figure has increased 20% between 2006 and 2009. Meanwhile, 36%
companies have checked what employees post on external website such as
blogs or social media websites.

As the mobile usage grows and internal threats increases, companies start
to realize the significance of security awareness training in preventing harmful
damage to them.

E&Y suggests that business should re-engineer their security strategy in-
corporated with innovation adoption plan so that employees can leverage these
resources to handle their tasks while encrypt the confidential data without be-
ing exploited by cyber criminals (E&Y, 2010). In addition, organizations should
never stop training and educating to ensure their employees fully understand
the security policy and bear in mind the insecure behavior for example misuse
of Internet or email, less update of IS, negligence of suspicious malware and so
on.

The next topic is security regulation compliance. Luckily, there is no doubt
to put compliance with regulation as one of the priority tasks in organization
security initiatives. 56% of respondents in E&Y report think achieving compli-
ance with information security regulation is important for supporting security
activities in organizations. In 2010 Financial Services Global Security Study, for
the first-time investigators have seen security compliance among top-five initia-
tives for gearing up organization’s security situation. Around 20% users in New
Zealand 2010 cyber security survey have adopted different security standards
such as ISO/IEC 27001/27002, SIGS (Security in the Government Sector),
AS/NZS ISO/IEC 17799 and vendor-specific standard.

Needless to say, compliance can make the overall organizational environ-
ment more under control which means guidelines, rules and practices proce-
dure are being followed by all the functions. Meanwhile, it can create a chain of
responsibilities so that everyone in this network have certain responsibilities to
enforce the compliance and testing the control. This can facilitate security cul-
ture and strengthen the internal security infrastructure against outside turbu-
lence.

3.8 State-of-affairs of 2009 information security surveys

There are in total 16 computer security survey reports captured in 2009. Among
those, 9 reports focus on global cyber security situation, others have explored
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the computer security from different perspectives such as crime victim, cyberat-
tack detection system, retail crime, identity fraud and so on. The number of par-
ticipants in global investigation is ranging from 90 to 1900. Respondents repre-
sented diverse industries and companies. Financial services, manufacturing,
telecommunication, technology, retail wholesales and distributions, energy and
media are the popularity in most of investigations. Most respondents come
from European countries, Asian pacific countries and American countries.
Middle East and African countries remain 4% to 9% in global surveys.

It is known that the year 2009 has seen the most difficult time for business
in 21st century. The global economic crisis hit many businesses hard and
brought them new challenges in finance, information security, human and
technical resources and customer loyalty. The increased pressure of reducing
business expenditure, protecting business and customer information, as well as
increased government and industry regulations force the companies to seek
new ways to work and reinvent themselves in this turbulent business environ-
ment (E&Y, 2009). Meanwhile, a bunch of new technology innovations jump
into the business-centric view and bring both opportunities and risks to organi-
zations.

Based on 2009 annual report published by PandalLabs, there has been a
new historical record of phishing and malware appeared in 2009. Their figure
shows that the most prevalent malware in 2009 was Trojans, with 66% cases
reported at PandaLad compared to 17.2% of adware, 6.61% of virus, 5.7% of
spyware and 3.42% of worm. Meanwhile, according to CSI Computer Crime
and Security Survey, 64% of respondents have suffered malware infection in
2009 compares to 50% in 2008. FBI identified that spear phishing attacks loss
was 100 million dollars in 2009 United States business (Quarterly Security Sta-
tistics Review, RSA). As for the global consequence of malware and phishing,
many countries from East Asia, Central Europe and North America have been
hit by the storm. Based on Pandalad report, Taiwan (62.20%), Russia (56.77 %)
and Poland (55.40%) are the top countries that have been infected mostly by
malware. Other countries such as United States, Brazil, Italy, France and Chile
have approximately 50% infection rate. Obviously, malware attacks are mostly
financial-oriented; it has been a quick and simple way for cyber criminals to
obtain money from stealing bank detail information (PandaLab, 2009). Besides,
the popularity of social website such as Twitter and Facebook have also become
the valuable tool for cyber-crooks to propagate the malware and spam over the
Web 2.0 users. Social networking, as an important tool facilitates people’s virtu-
al interaction, presents also many potential risks and threats to vulnerable busi-
nesses.

Based on this situation, information security leaders start to analyze and
understand the important factors that will influence the reshaping and recon-
structing of their companies” businesses. There has been a growing concern in
following topics among 2009 cyber security survey results:

- Privacy and personal information management
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- Technical and non-technical controls of cyber risks such as spam, mal-
ware, phishing and potential threats of social networking

With the crash of economy, the challenges of new technologies such as so-
cial media and cloud computing, protecting personal data and privacy of cus-
tomers became a focus in information security management. Today, organiza-
tions can explore potential markets and target groups by collecting personal
data through Internet. Meanwhile, millions of customer private data has been
received by companies through software applications and through websites
without any guarantee that this data will not leak to third parties. In response
to this situation, governments have passed privacy laws considering protecting
personal information from disclosure, transfer and sale. Companies are re-
quired to comply with these laws and build their information security infra-
structure to protect customers information (SANS, 2002).

According to E&Y 2009 global state cyber security report, 53% of respond-
ents state that managing privacy and protecting personal information are the
important activities supporting organizations. About 68% of their respondents
say that they have understood clearly the privacy laws and regulations which
may impact to their business. 63% have included privacy requirements that are
designed when partnering with external suppliers, vendors and contractors.
Although privacy issues are necessary part for businesses to consider especially
in today’s explosion of information and security crimes, E&Y report reveals that
only few of organizations have implemented a process to monitor and maintain
privacy-related concerns and problems (E&Y, 2009). Only 26% have concluded
the assessment for the personal information life cycles. Less than 40% of re-
spondents covered their inventory of critical data by privacy-related regulations
and requirements (E&Y, 2009).

On the other hand, security concerns among customers and a large
amount of stolen information from different websites, information systems and
software applications ring the bell in organizations. RSA 2010 global online
consumer security survey reveals that around 90% of customers worried about
their personal information being accessed or stolen by external parties from
online banking services. Nearly all the service consumers were expected moni-
toring measures from online bank on their online transactions. Moreover, based
on “Chronology of Data breaches” from Privacy Rights Clearninghouse which
is a non-profit organization that advocate consumer information, “260 million
personal records were reported lost or stolen since January 2005 just in United
States” (Cisco 2009 Midyear Security Report). Theft Resource Center (ITRC) also
reported that the amount of data breaches was doubled in 2008 than 2007, and
15 million personal records were reported to be stolen within the year 2008
(Cisco 2009 Midyear Security Report). Indeed, privacy concerns have expanded
widely and deeply into the worldwide organizations. How to bring confidence
to customers through companies” data security practices becomes a sophisticat-
ed challenge.

Needless to say, technology has made success in protecting data against
leakage and stolen by outside exploiters, however, concrete privacy rules, legal
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environment and effective security awareness training are also critical for pro-
tecting data. SANS report “Using security to protect the privacy of customer
information” pointed out that an effective privacy policy should be “clear, con-
cise and lawful to express the best interest of its customers”. The policy makers
should clearly explain in what situation customer data will be saved, for what
purpose and in which situation this information will be shared with other par-
ties for the purpose of products or services research (SANS, 2002). Customers
must obtain detailed information and own the right to make choice of what in-
formation can be shared, with whom and for what purpose. Since customers are
unaware of how companies deal with the provided information from them and
worry about this sensitive information being accessed by others without au-
thorization, companies must “identify all personal information and limit the
access on a need-to-know principle” (SANS, 2002). Besides, a legal environment
can influence the organizational infrastructure and information security prac-
tices in daily business operation. Currently, there are two most-known federal
legislations focusing on the transmission and storage of customers data: HIPAA
(Health insurance Portability and Accountability Act) and GLBA (Gramm-
Leach-Bliley Act). The first one is related to health information and health in-
surance data protection; the second one focuses on ensuring financial service
industries such as banking, investment institutions and insurance to protect
customer private information. Before information security professionals and IS
executives design and implement the IS security solution, organization must
clearly understand these legislations and the legal environment in which they
operate their businesses. Meanwhile, these acts also ensure that organizations
disclose their privacy policies to customers and describe how they use and
share the nonpublic data so that consumers can be informed about their privacy
and information security. Another important part is to promote the training and
education to employees concerning illegal and unethical behavior towards data
protection. Sometimes the case is that security professionals fully understand
those acts, regulations and requirements when handling sensitive information,
but employees are unaware of and underestimate those policies and legal pro-
cedures. Therefore, security professionals should safeguard the information
from both technical and non-technical parts.

Generally, defense of cyber threats today requires multi-layers initiatives.
Business should combine the policies with technologies to address the privacy
issues and maintain customer confidence especially in global economy turbu-
lent time.

The second topic that has been discussed mostly is the management of
cyber risks such as spam, malware, phishing and potential threats of social
networking by using both technical and non-technical methods. With the wide
adoption and use of Emails, a modern electronic communication tool for private
users, businesses, governments and other institutions, email system has been
also received attention by cyber-crooks. In recent years, huge volumes of spams,
bulk emails, fraud and other security threats have assaulted many email-users.
According to Email Statistics Report 2009-2013 published by The Radicatic
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Group, approximately 81% of total email traffic was spam emails in 2009. Pri-
vate users feel annoyed by spam, but for organizations it is considerable ex-
pense (The Radicatic Group, 2009). The report shows that organizations that
have 1000 email users might spend 1.8 million dollars a year to manage the
spam. Meanwhile, nearly all investigated users in ENISA 2009 spam survey
think that managing spam are “significant” part in their daily information secu-
rity operations. Indeed, spam can influence the user experience, and this is
harmful for company to deliver high quality products or services and maintain
customer relationships. However, due to the limited budget and size of busi-
nesses, anti-spam investments vary greatly, from 10,000 annually to millions in
some large enterprises (ENISA, 2009). How to manage this cyber risk efficiently
and effectively becomes a challenge for many service and product providers.
Beside spam, malware, phishing and virus there are other critical information
security problems faced by organizations. As mentioned above, technology
shift and downturn economy fueled the increase of external threats to business
between 2008 and 2009. Half of respondents in E&Y’s survey indicate that they
will spend more money on improving information security risk management in
next year followed by improving data loss prevention solutions. Since risk
management is an ongoing process and need to be supported by both technolo-
gy and human resources, some surveys mentioned following perspectives con-
cerning the better improvement.

ENISA report reveals that many originations see spam prevention with a
great significance. When a company successfully managed the spam and im-
plemented anti-spam prevention methods, this can become a selling point to
customers and a competitive advantage to its competitors. Meanwhile, there are
many technical measures for detecting and against spam messages; for example
providing network-based spam filtering to customers to prevent them receiving
the spam, using blacklist to measure and prevent sending of spam, analyzing
the spam resources based on receipt of customer complaints or using anti-spam
software. As for the non-technical approach, Freitas and Levene (2004) suggest
the legislative method to prevent spam in the future. However, this depends
largely on the agreement of all the nations in the world and collaboration for
enforcement.

As for malware and phishing, they often come together. For example, “the
phishing email may contain links to websites that are infected with malware”
(Wikipedia, Phishing). Besides, cyber criminals can entry into the IT systems
through phishing attacks and then spread out ransomware and impact the en-
tire IT infrastructure. US-CERT report “Technical Trend in Phishing Attacks”
listed several technical and non-technical solutions in response to this situation.
For example, awareness and education can raise both customers’ and employ-
ees’ attention of phishing. Particularly, employees can explain and answer to
customer’s question if they are knowledgeable about phishing threat. Besides,
leveraging the law enforcement to shut down the website can benefit all the
companies that have received the phishing emails from that website. Moreover,
a common way for normal users to prevent the phishing and malware is to a
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safeguard web browser toolbar which can identify if customer is viewing a pos-
sible phishing website.

Social network has been criticized by many survey reports in 2009 since it
became a new way for cyber-crooks to spread out malware. Based on Panda
Labs annual report, Twitter was used by cyber criminals as an information pool
to define the target. Since people can use the “Twitter Trends” function to check
the most popular topics on Twitter, their focus of interests might be used as
baits that link them to another website which contains malware. Meanwhile, it
has occurred that some other website has been imitating Facebook and de-
signed to steal user’s account information. Indeed, end-users are the most vul-
nerable part in information security chain. Besides using anti- software, both
private users and organizations are recommended to have strong awareness
and vigilance when encountering cyber threats. Employees should constantly
evolve their capabilities in identifying malware, phishing and virus attack and
customers need to be aware of increasing sophisticated technical deceits and
financial impact from installing the malware on their computer (US-CERT,
2012).

Generally, risk management requires company to understand the poten-
tial threats and risks, assessing the impact associated with those and exploring
suitable ways to remediate them over time. Acquiring more IT professionals
with the profound experience and knowledge in risk management can signifi-
cantly support this process and strengthen the internal IT infrastructure.
Meanwhile, increasing user awareness and following the trend of technology
development can decrease the likelihood of cyber breaches; and maintain prof-
itability.

3.9 State-of-affairs of 2008 information security surveys

There are around 15 online-accessible computer security survey reports in 2008.
Among those, 8 reports have explored global state of cyber security, 7 reports
focus on local information security situation in United States, United Kingdom
and Australia. Other reports have analyzed the HIPPA (Health Insurance Port-
ability and Accountability Act) compliance among the entities covered by poli-
cy which are health care providers, health plan and health care clearinghouse
(hhs.gov). The number of participants in global investigation is ranging from 20
to 7,000. Beside a survey from Deloitte that has investigated cyber security prac-
tices only in Technology, Media and Telecommunication (TMT) industries, oth-
er surveys have examined major industries such as financial services, infor-
mation technology, health services, government and manufacturing. Most par-
ticipants in global survey are medium and large size organizations with 1500 to
9999 employees and over 1 billion annual revenue. Most of respondents in
global surveys are CIOs and IT executives.

According to Cisco (2008), the “top concerns of 2008” was “blended
threats that combine email and websites and use social engineering techniques”.
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The downturn of economy has not only influenced business but also brought
new threats and risks towards corporates information security. Although many
reports reveal that the investment are not being reduced, organizations are un-
certain if these investments has been put in right place and how can business
case justify their expenditure. On the other hand, information security has im-
proved driven by technical threats, but organizations still struggle with aligning
security with business and achieving a strategic view of cyber security. Moreo-
ver, human factors continue being addressed by many surveys reports as “the
weakest link in the security chain” (E&Y, 2008). This implies that no matter how
much investment organization have made in technology, there still a need to
train people on what to do and how to do in order to achieve the investment
goal. In general, cyber security has gained sophistication with various new
types of threats, emerged techniques and obstacles in learning and understand-
ing how to implement technologies by organizations. These challenges require
companies to ensure the basic things done correctly, look beyond existing data,
plan for uncertainty and strengthen the capabilities for the upcoming battle
based on the review. The following topics haven been addressed mostly by 2008
cyber security surveys:

- Information security investment
- Human factors in security chain
- Management of information security outsourcing

As mentioned above, businesses are keeping investing in information se-
curity during the turbulence of world economy. According to E&Y’s report, on-
ly 5% of respondents state that they will reduce the annual expenditure in cyber
security. BERR 2008 information security breaches survey also shows that “the
average expenditure on information security continue rise” with 7% of IT
budget spending on information security by SMEs, compared to 4%-5% in 2006.
However, it is difficult to ensure a better security with only investment, and
many reports also indicate that companies are not specifically tracking their
security investment. For example, only about 29% of respondents in TMT sur-
vey published by Deloitte believe that their expenditure has been used in the
right target. Just about 20% of respondents have documented security invest-
ment strategy in E&Y’s report and less than half of them perform the risk anal-
yses activities to check the effects from security investment.

On the other hand, CSI 2008 computer crime and security survey reveals
that senior management do not easily approve the investment in cyber security
strategy, instead, some organizations like to use economic terms such as Return
of Investment (ROI), Internal Rate of Return (IRR) and Net Present Value (NPV)
to measure the benefits from investment in order to make wise decisions based
on the “fact”. Their figure shows that the number of respondents using financial
terms in their security decision has increased steadily from 2006 to 2008 (CSI,
2008). Obviously, decision maker can obtain detailed information by checking
the potential financial loss and the costs to preventing those, however, CSI re-
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port says that this cannot be the “predominant domain in the current decision-
making”.

Besides, the existing works in researching economics in information secu-
rity investment also present different aspects to determine weather the invest-
ment is worth to be made based on company’s risk appetite, financial resources
and business objectives. Gordon and Loeb (2002) point out that organizations
should focus on protecting the midrange vulnerabilities since the information
sets with highest vulnerabilities “may be inordinately expensive”. Huseyin,
Srinivasan and Wei (2008) suggest that traditional risk assessment is not suffi-
cient to support the investment decision-making. They proposed a “game theo-
ry for determining IT security investment levels on several dimensions such as
the investment level, vulnerability and payoff form the investment”. They also
found out that firms could learn from their prior experiences being hacked and
make decisions based on those.

Indeed, the view of information security investment varies in different
companies. In order to receive benefits at the maximum level, organization
should establish a long-term objective combined with clear information security
strategy and integrated risk management approaches (E&Y, 2008). Meanwhile,
PwC 2008 global state cyber report mentions that information security execu-
tives should understand well what contribution the organization expect from
information security investment and have they been achieved. If the answer is
no, then they need to find out if these investments has been properly aligned
with their business objectives.

In addition, PwC report also addresses that organizations have not fully
understood their investments in advanced technologies that are designed to
protect sensitive information. Although most of investigated organizations have
encryption of laptops, databases, file shares, backup tapes and removable me-
dias, as well as web or Internet content filters, different detection and protection
tools, they still do not know where the most critical and sensitive information is
located. This hinders them capturing the benefits from technologies that are
intended to support the business from security, privacy and compliance per-
spectives.

Therefore, increasing security investments can be a problem if the organi-
zation does not know where the critical information sets and what are real in-
formation security challenges faced by them, and not just those typical attacks
that are embedded with patterns which current developed technologies can
easily identify and recognize (CSI, 2008).

The next topic is about human factors in security chain. Since more and
more businesses start to realize that security issues, privacy risks and data
breaches are not only influenced by technical environment but also human fac-
tors such as behavior and security awareness of employees, 2008 security inves-
tigations have addressed this topic seriously. Based on a data breaches report
that has covered 500 breaches cases handled by the Verizon Business risk team
over four-year period (2004-2007), only 18% of security incidences was caused
by internal factors compares to 73% caused by external sources. However, this
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does not mean that internal threats are less significant than outside attacks, in
fact, the trends in data breaches sources during these four years clearly presents
that the rate of internal and external sources in security breaches have become
similar, both are close to 44% (Figure 10). Statistics from PwC report presents
that companies do not seem to know about the source of incidences. Nearly half
of respondents (42%) in their report were not sure about this question: whether
the cyber incidences are caused by internal staff, business partners, customers
or suppliers? Meanwhile, 50% of organizations did not conduct the personal
background check and about same amount did not monitor employee access of
Internet and information assets.

On the other hand, Verizon’s report discovered that IT administrators
(50%) and employees (41%) are the two major source group of internal breach
followed by executive (2%), agent or spy (2%) and anonymous (5%). As one
might suspect that IT administrators usually have more access opportunities
than any other employees in the business, this privilege enables them to open a
door to external groups and bring unpredictable damage to company’s infor-
mation assets and even business. Besides, the little amount difference between
IT administrators and employees also gives a reminder that higher level of ac-
cess is not the only reason for data breach. Employees” behavior and awareness
of insider threats also bring positive or negative impact to the security risks.
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Figure 10. Percent of breaches in caseload

Implementing security awareness training is one thing; verifying employ-
ee understanding of security policy and measuring the effectiveness of training
is another. According to CSI report, 36% of investigated organizations per-
formed the mandatory written or digital test in awareness training about securi-
ty risks and appropriate handling of data. However, also about same amount
(32%) of them did not measure the effectiveness of security training. E&Y report
shows that half of their investigated companies state that organizational aware-
ness training is the “most significant challenge to delivering successful infor-
mation security initiatives”. 85% of respondents performed regularly the Inter-
net testing but only 19% conducted the social engineering attempts to test their
employees. Many firms do not recognize the risks brought by new technologies
and therefore, are not aware of breaches involve from those (BERR, 2008).
Meanwhile, CSI report says it is surprising to see that most of today’s compa-
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nies spent less than 1% of budget on security training. The reason behind might
be the relatively low costs of awareness training; but on the other hand, it also
reflects companies’” “general cynicism about the necessity or effectiveness of
awareness training”.

Clearly, security training is a necessary part of the security agenda. With-
out training individuals with responsibilities of handling sensitive data about
what to do and how to do, it is difficult to achieve the information protection
objectives and long-term business goals. Meanwhile, E&Y suggest that organi-
zations should view employees as critical as any other components in infor-
mation security in order to control and prevent the incidences from inside since
they are most prone to allows outside exploiters access internal information.
Besides, a large number of researches on human behavior emphasize that be-
havior is the results from individual plus environment. However, without un-
derstanding employees’ perception and knowledge of security issues, as well as
their prior employment background, it is difficult to conduct an effective securi-
ty training that leads the IS security and personal mastery of security responsi-
bilities (Perry 1985).

Several surveys have included information security outsourcing topic in
their investigations. With increased pressure from different customer demands
in market place and limited financial, human and technical resources, many
organizations turned to outsource a part of or whole IT infrastructure to outside
service providers in order to leverage both costs and efficiency benefits. How-
ever, outsourcing is not as easy task as defining an outsourcing plan and strate-
gy, researching a suitable service provider and making a deal with them. In fact,
it associates with many potential risks and even problems; for example, the plan
may not work as the company expected or information leak to third party. So, it
is not just about calculating the costs savings, but also considering labor, tech-
nology and information privacy elements.

Based on BERR report, outsourcing remains common in 2008 with more
than half of their survey respondents having outsourced some of their IT func-
tions such as IS development, system administration and help-desk. Statistics in
E&Y report also shows that 23% of respondents plan to outsource or enlarge the
size of outsourcing in the following years. However, security issues were also
raised by the increasing amount of outsourcing companies which had access to
company’s internal sensitive information. According to TMT survey (Deloitte,
2008), 56% of survey respondents have experienced the external data breach
which was caused by “trusted” vendors. Verizon report also reveals that over
40% of cyber breaches were resulted by access and control and in most cases,
the account which was intended to be used by vendors, but internal infor-
mation was leaked to external parties. This implies that it is difficult for compa-
ny that has outsourced the services to know who is using the authorized ad-
ministration to access enterprise information assets and this vulnerability cre-
ates huge convenience for attacker to do their “jobs”.

Thus, many corporates do not trust in outsourcing information security
practices. Only a small amount of companies in E&Y have outsourced their in-
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cidence response activities (15%) and forensic investigations (19%). Even
though outsourcing may bring both advantages and disadvantages to organiza-
tions, security reports suggest that business should look for balance between its
own conditions and outsourced activities (E&Y, 2008). When preparing the out-
sourcing services, company should clearly define the outsourcing strategy, ob-
jectives as well as the security requirements such as what information can be
accessed by service suppliers and how the service provider handle the personal
and sensitive information. A service level agreement (SLAs) should be included
in contract in which expected performance in security control by service pro-
viders, measurable outcomes and incidence response approaches and remedies
are clearly defined (IT outsourcing security by the government of the Hong
Kong special administrative region, 2008). When engaging external service pro-
viders, organization should regularly perform the security control based on
their requirements and test and review the vendor’s security capabilities in or-
der to make adjustment before the occurrences stem (Deloite, 2008). Although
organizations can choose to outsource different IT operation and security activi-
ties to third party, “the responsibilities and liability of any breach to sensitive or
personal data remains entirely with organization” (IT outsourcing security,
2008). Meanwhile, organizations should also pay attention to employees who
have assigned with responsibilities in handling sensitive data in vendor com-
pany and ensure they have adequate skills and knowledge, as well as strong
awareness of cyber security incidences and breaches. Moreover, organizations
should plan for uncertainty no matter how the third party practices are under
control. Developing and rehearsing responses can effectively help organizations
to react against cyber breaches in a timely manner and control the damage at a
maximum level.
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4 Findings

The finding part presents the categorized cyber security topics based on
ISO/IEC 27002 standard. As mentioned previously, this thesis is a standalone
literature review that aims to provide a holistic overview and in-depth analysis
on critical cyber security issues in organizational security practices. Below chart
clearly present the most vulnerable part in which enterprises have encountered
cyber security problems. The outlined sections will be discussed in detail in the
discussion part (Table 3).

Table 3. Sections of ISO/IEC 27002 and highlighted parts based on review

Sections of ISO/IEC 27002 Standard

Sections Topics
- Risk assessment (2010: data loss
1. Risk management prevention)
- Risk analysis

- Risk mitigation (2012: data leak-
age and loss prevention; 2014:
risk management)

- Principles and standards (2011:

2. Security policy Policy for using trending tech-
nologies in workplace)

- Procedure

- Control and approval

- Internal structure (2013: board

3. Organization of information involvement; 2014: cyber security
security governance)
o Coordination and responsi-
bilities

o Agreement
o Reporting
- External Structure (2008: man-
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agement of information security
outsourcing)
o Risks with external partners
o Security issues with new cus-
tomer
o Third party agreement (2014:
third party management)

4. Assets management

Inventory

Ownership

Authorized use of assets
Classification

Information labeling and handling

5. Human resource security

Prior employment (2013: tech-
nical skills of employee; 2016: IS
constrain-insufficient IT security
resources)

o Roles and responsibilities

o Screening (2015: inside

threats)
o Terms for employment
During employment (2008: hu-
man factors in security chain;
2016: IS constrain-employee re-
lated risks)
o Management responsibilities
o Training and education
(2010: training; 2012: training
and education; 2013: aware-
ness training; 2014: human
resource management; 2016:
continuous training and ed-
ucation)
Termination
o Responsibilities
o Return of assets

6. Physical and environmental
security

Physical equipment security
Secure area
Protecting against external threats

7. Communication and opera-
tional management

Archives, logs, backups, patching,
monitoring and configurations
(2009: Social networking threats;
2015: 10T)

8. Access control

User access management (2009:
non-technical control; 2013: ad-
ministrative control)

User responsibilities (2009: non-
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technical control)

Network access control (2009:
technical control; 2013: technical
control; 2014: technical control)
Operating system access control
Application and information ac-
cess control

Mobile computing and telework-

mng

9. Information system acquisi-
tion, development and
maintenance

Requirement, design, develop-
ment, test, implement, mainte-
nance

10. Information security inci-
dence management

Reporting system (2013: incidence
response plan)

Responsibilities and procedure
(2014: incidence response man-
agement)

Learning from incidence (2015:
threats intelligence; 2016: cyber
threats intelligence for anticipat-
ing risks)

Disaster recovery (2014: inci-
dence insurance)

Collection of evidence

11. Business continuity manage-
ment

Including information security
into business strategy (2012: in-
tegrated strategy)

Business continuity and risk man-
agement

Implement security in business
continuity plan
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12. Compliance

Identification of applicable guide-
lines

Protection of organizational rec-
ords

Data protection and privacy
(2009: privacy management)
Compliance with security policy
and standard (2010: compliance;
2012: compliance with regulatory
requirements)

Technical compliance checking
Information system audit con-
trols (2013: security audit and
control)

Protection of information system
audit tools
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5 Discussion

The discussion part will analyze the outlined topics in finding part from origin,
components, obstacles and improvement perspectives combined with relevant
academic literature. The purpose of this chapter is to understand why enter-
prises have performed less in those sections in order to highlight the focus of
cyber security practices for industry practitioners for the future.

5.1 Risk management

Based on review, risk management is one of the most vulnerable parts in enter-
prises cyber security practices. The origin of risks comes from all kinds of inter-
action with people and access to the network (Lawrence et al, 2008). As men-
tioned in sub-chapter of 2014, today’s information security risks associated with
human errors, internal and external threats, advanced digital technologies,
company’s security infrastructure and management (Colwill, 2009; Stonerburn-
er et al, 2002; Lawrence et al, 2008).

The components of cyber security risk management are risk identification,
risk prioritization, risk mitigation and risk strategy (Landoll & Landoll, 2005).
Risk identification requires enterprise to understand the cyber security land-
scape, find out what cyber risks associated with company’s information and
operations, identify the capabilities and process to defend risks and estimate the
overall costs for recovery. This helps to prioritize the risks that are most critical
and significant for companies without blindly defending different attacks. Risk
mitigation can be achieved by improving cyber security awareness, continuous
training and education about trending technologies and potential threat, and by
keeping update the techniques such as encryption and strong authentication. By
including the risks strategy into business management, organization can benefit
from long-term support from higher level executives in security improvement.
Meanwhile, the strategy defines the key responsibilities for vital functions and
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important tasks for entire organization for improve its capabilities in defending
evolving cyberattacks.

However, through the review there are several obstacles in risks manage-
ment development. The first important factor is the emerging technologies that
brings both benefits and security issues to the companies when most of them
have not yet fully prepared to leverage this double-edged sword (Tipton &
Krause, 2007; Kuyoro et al, 2011). As mentioned in 2012 sub-chapter, many
large organizations use Internet to save both highly confidential and confiden-
tial data, so does small organizations. However, the volume of using cloud ser-
vices is putting data security at the risks. Although organization always keep
searching the trustable service provider, threats from data access management,
third party credentials evaluation and system vulnerability brings other securi-
ty concerns.

The second obstacle is poorly defined cyber exposure. As review present-
ed, today many companies are poorly identified their security appetite and in-
formation security assets from technology, database, intelligence and employed
cyber security experts. It is hard to obtain a frim view on critical dependencies
in long-term business without this information (Rok, 2008). Meanwhile, a lim-
ited understanding of potential risks will result in negligence of cyberattacks
damage, which is particularly harmful for SMEs.

The third obstacle is insufficient financial support from senior manage-
ment. It is observed that there will be no financial support arranged for cyber
security issues unless company’s main business is aligning with cyber security
(E&Y, 2010; Symantec, 2010; PwC, 2012). Indeed, cyber breaches are no longer
affect only IT functions but entire business. It is critical for decision makers to
take cyber threats into consideration and prepare defense strategy before attack
happen in order to keep company on the safe side (Rasmussen, 1997; Hong et al,
2003; Garg, 2003).

As for the improvement, according to IEC/ISO 27002 Standard risk man-
agement section, before treating the risks companies are required to have clear
picture of which area cyber security risks are accepted and where not. Risks can
be accepted if it has low impact to the business and cost of treatment is rather
higher than recovery cost (Zhang et al, 2010). Secondly, for those identified risks
company should make decision and plan for mitigating and controlling the im-
pact from it. On the one hand, appropriate solution should be defined; on the
other hand, insurance should be in placed to avoid disaster. It is also important
to assess the value of different countermeasure and avoid one-fit-all solutions.

5.2 Security policy

According to IEC/ISO 27002 standard, the objective of security policy is to pro-
vide management and operation guidelines in accordance with business devel-
opment goals and relevant information security standards, laws and regula-
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tions. Meanwhile, security policy should include clear management principles
for achieving security target and business development objectives.

A good information security policy should include following components:
a clear definition of security infrastructure together with security goal and re-
sponsibilities for each party, reference to other security policies, enforcement
and control, update and improvement (Baskerville & Siponen, 2002).

When building a security policy for internal use, it must have clear defini-
tion and scope, for example, the overall objective of cyber security policy is to
manage and control the security performance and strengthen internal security
capabilities (Baskerville & Siponen, 2002). The scope of policy is to keep critical
information assets safe while reduce the incidences, internal threats and risks
(Hone & Eloff, 2002; Lopes & S&-Soares, 2012). It should be made based on gen-
eral security principles in specific industry such as Health and Social Care Act
(2001), Regulation of Investigatory Powers Act (2000) and so on. This is because
company should always comply with these regulations, but the scope of policy
must combine with actual business development requirement. Once it is placed,
organization should desperately comply with it to enable the enforcement.
Practically, content can be enforced by effective security awareness program,
education and training, as well as internal audit (Siponen et al, 2009; Moody et
al, 2018). The security policy should also be reviewed constantly in order to suit
adjustment in management and security development direction (Knapp et al,
2009).

Based on 2011 sub-chapter, the evolving technologies vanishing the tradi-
tional working style, companies should make appropriate policy to define the
principle of using mobile devices in workplace and after work to prevent data
leakage (NIST, 2012; Kaspersky, 2013; Debbie, R, 2002). Besides, cloud compu-
ting and social media implemented in business operation requires company to
strictly classify their data as “public” “confidential” and “high confidential” in
order to be clear what information can be shared on those platforms without
harming the security (Kaufman, 2009; Ali et al, 2007). Meanwhile, people who
use social media or own devices in the work should strictly follow company
data security policy to decrease the internal threats possibility.

5.3 Organization of information security

The objective of management is to ensure the implementation of security policy
and program within organization (Dhillon & Backhouse, 2000). Based on
IEC/ISO 27002, organization of security consist of internal and external struc-
ture; internal structure defines the general scope, responsibilities, procedure
and governance, and the external structure consist of different external parties
which may access organization’s information and system but required to have
risk assessment by organization to determine the security implication and con-
trol implementation.
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Through the review, it has been found that coordination, responsibilities
and reporting in internal part, and third-party management in external part
have been addressed mostly.

For internal structure, information security issues should be solved by co-
ordination of different parties based on their roles and functions. In 2010, it has
been found that there are many security challenges in establishing global coor-
dinative infrastructure since legacy system and different interfaces may result
difficulties in consistent authentication; and versatile legal requirements ap-
plied to different information platform may create challenges to data protection.
As for the responsibilities, board level involvement exists less than expected.
Most of investigated companies are still lack sufficient support from board level
executives. As to the communication, few of organizations have very matured
security communication platform where incidences are properly reported and
escalated to critical groups.

To improve this situation, organization should introduce the leadership
and build company-wide measures so that all the functions knows the idea
from management level and establish information security structure based on
that specific focus. This also facilitates constructing consistent global infor-
mation sharing platform. Besides, board members should prepare proactively
to the cyberattacks and put the topic in board agenda since all types of compa-
ny can become victim today. As for communication, it should not only happen
when cyber issues occurred, all the parties should constant communicate on
regular basis about security issues to help them to avoid similar problems and
cases. To react efficiently to the cyber breaches, company should develop a
communication plan and practice with crisis team to improve the feasibility and
effectiveness.

In external part, third-party management plays important role in securing
company’s information while facilitating its business. The risks associated with
introducing third party should be identified and controlled before collaborating
with them. Meanwhile, security audit and measures should also be carried out
during the cooperation to avoid the breaches risks from outside.

5.4 Human resource security

There is never enough emphasis about human resources in cyber security since
human factor is the weakest part in security management. Given the fact that
most of cyberattacks were resulted by people who either do not have adequate
knowledge about cyber security or with intention of hack, company should
constantly train and educate their employees while measure their security per-
formance during prior-employment-termination period.

Based on IEC/ISO 27002, before employment, company should ensure
employee, or third party understand their responsibilities in protecting sensi-
tive information. All candidates” profile should be screened in order to check
the conditions for hiring them. Candidate should also sign contract with com-
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pany for keep save of critical information assets. Third party should implement
both technical and administrative control when accessing company’s infor-
mation system. During employment, employee or third party should be aware
of their responsibilities in protecting company’s information security and equip
with updated knowledge to support security performance. Organization should
keep training their employees in order to reduce the risks caused by human
factors. In the termination phase, employees or third party should return all
equipment, information and access back to the organization.

Through the review, we found some obstacles in information security
human resources. Both 2013 and 2016 have addressed the insufficient in-house
security professionals. Also, by end of 2017, organizations may have up to two
million unfilled cyber security positions according to McAfee. On the other
hand, fresh graduates have lack of consistency and capabilities for industrial
security positions since cyber security is developing all the time. Thus, it re-
quires student to growing their knowledge and skills to face the evolving chal-
lenges. This obstacle is also related to company’s investment in human re-
sources and training for future talents.

Another problem in organization’s information security is inside threats.
Nearly all the years reports have addressed the inside threats issues, when
comparing to external risks, as higher factor of cyberattack. Besides techniques,
most of inside threats are associated with human factors. Year 2016, 2015 and
2008 have revealed that the insider may use his or her access to harm organiza-
tional security through unauthorized disclosure, data modification, espionage
or other related actions, which will result the loss or damage of company’s re-
sources, capabilities, business operation and customer loyalty. However, spot-
ting them is very difficult compared to external risks since they associate with
different reasons such as organizational control and monitor, human behavior,
financial incentives from outside criminal groups, business competitions, per-
sonal hobby and so on.

The third obstacle is security training. Although most of companies real-
ized the importance of it but in practice there are some problems for example
who lead the training program and which level of security understanding he or
she should have in order to be qualified. In addition, the training content and
training effectiveness are hard to be decided and measured (Mcllwraith, 2006).

As for the improvement for in-sufficient security experts, industry should
gather a wide pool of students and train them as qualified security profession-
als to meet business requirements (Paulsen et al, 2012). Meanwhile, school edu-
cation should align practices to evolving security landscape to improve student
abilities and skills (Rezgui & Marks, 2008). As for the internal threats, compa-
nies should follow IEC/ISO 27002 standard human security part as well as con-
trol and manage risks from prior employment to termination (Klein & Luciano,
2016; Siponen et al, 2014). To achieve effective security training, organization
should get board level involvement by presenting them costs for cyber security
training versus costs for recovery from cyberattack (McFadzean et al, 2007). In
case of executive buy-in, enterprise should analyze what is the weakest part of
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their current systems and how much employees understand the security issues.
For example, employees may set up different passwords for systems without
awareness of phishing and scam emails which often occurred in their daily
works. Meanwhile, training program should be carried out more often than
once a year, and team members should help each other to learn and grow their
expertise from personal experience or real cases.

5.5 Communication and operational management

This part focuses on establishing communication and operation procedure for
managing information security issues within organizations. Since information
systems are processing large quantities of organization’s information, these sys-
tems such as computers, network; and mobile devices should be managed in a
way that information protection is efficiently facilitated in all business opera-
tions. Therefore, meeting this goal requires a clearly defined procedure, respon-
sibilities, strategic plan and measurement in operational management. IEC/ISO
27002 has defined procedures for third party service delivery management, new
information system implementation, protection against malicious and mobile
code, network security management, media handling, exchange of information
and electronic commerce. Among these, network security management has re-
ceived great attention since network information exchange become popular in
todays’ internet-based business.

Network information security refers to protecting information transferring
between different networks and platforms (Cisco.com-What is network securi-
ty?). As mentioned in 2015 and 2009 review, social networking sites are primary
tool for exchanging information nowadays. In the business, social network can
enable the direct communication with customers and end users and this helps
company to obtain feedback efficiently and solve customer problems in timely
manner (Kaplan & Haenlein, 2009). However, a large amount of information
exposed to social network creates cyber risks for companies and enable cyber
criminals to target on company’s information assets. For example, attackers
may hack company’s account on social network and send phishing emails to
customer which include malware. Obviously, customers will be hacked by
malware and it turns out that company will suffer huge trust loss from its cus-
tomers.

The components of network security include network controls and securi-
ty of network services (ISO/IEC 27002). Network controls means that network
should be controlled and managed adequately to avoid data corruption, ma-
nipulation and interception. Security of network service means that company
should understand and obligate to security policy offered by network services,
and on the other hand monitor the security level of the service to avoid data
breach.

In 2015 review, IoT has been address widely by industrial security profes-
sionals. This is a network that consists of mobile devices, home application and
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all kinds of physical devices that can use internet, connection, software and sen-
sors to exchange data. As an emerging technology, IoT has accelerated the con-
nection of devices and enabled convenient access of information; however, un-
secured objects have been growing more and more with a greater exposure of
risk and potential to be attacked in this network (Weber, 2010). Considering this
fact, it is necessary to establish a security mechanism throughout the ecosystem
to mitigate the increased risk in devices connection. For example, some basic
mechanism such as encryption, firewall, double-level password and advanced
mechanism such as cryptographic algorithms should be placed.

As for social network security, 2009 review mentioned that people that are
in charge of operating social network should be very careful about the infor-
mation posted online toward public. One should be equipped with high sense
of risk exposure and adequate knowledge to identify the threats from others.
Meanwhile, company should constantly monitor the security level of social
network and act before being attacked.

5.6 Access control

Access control is vital for business security because it provides gateway for au-
thorized parties while prevent the unauthorized access to internal information
(Sandhu & Samarati, 1994). Based on ISO/IEC 27002, access control includes
business requirement for access control, user access management, network ac-
cess control, operating system access control, application and mobile computing
access control. The first one means that management should define the access
control to information. For example, management should define, develop and
publish access control policy which meets business requirements. The key
things to consider is who has defined the access control and does the access
control support business by its scope? Has the access control been reviewed and
updated? What is the process to define access control? The user access man-
agement is corresponding to C-I-A triad, so, the use of information and user of
information facilities should be authorized by the management in accordance
with access control policy. For example, who is eligible to use information facili-
ties and what are the key things to perform when accessing information facili-
ties, such as setting up advanced password, log out when left the services, clear
desk and clear screen. The network access control defines user behavior when
using network services. For example, organization may not allow anyone to
connect network services remotely. The operating system access control defines
the authority for using core business functions applications. It requires special-
ized procedure for using operating system for example, log in procedure, user
identification, password management and time out session. The mobile and
application access control specifically defines the management of using other
services that support the core functions. Key things to consider are: Does the
organization allow employees to use mobile devices to save and transfer organ-
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ization information? Does organization allow remote access to organization in-
formation through mobile applications?

Through the review, access control has been addressed by nearly all the
years’ report. Generally, the discussion can be separated to technical control
and non-technical control. As for technical control, 2014 pointed out that only
half of the investigated companies have implemented strong technical control
to prevent cyberattacks. Meanwhile, when partnering with third party, organi-
zations have not implemented the technical control to limit access from outside
and require third party to have remote access limitation. As we know the
threats to organization can only be successful when the vulnerabilities are ex-
ploited, so technical control in system communications and configuration
should be strong enough to safeguard the gateway away from unauthorized
access. For non-technical control, basically administrative control, user respon-
sibilities play significant role in the security safeguard process (Colwill, 2009).
In the management level, for example Information Security Officer should work
in focal point for security compliance and security performance instead of
maintaining and developing budget. In the general employee level, organiza-
tional security policy should be understood well and implement in daily rou-
tine such as no password sharing, table clean and so on.

In general, since people are still the main reason of resulting security is-
sues, organization should give all necessary resources to strengthen this part to
decrease the internal risks.

5.7 Incidence management and business continuity

Cyber security incidence management means a process of identifying, manag-
ing, recording and analyzing cyber security incidence or threats (Wikipe-
dia.com-Computer Security Incidence Management). The objective of this pro-
cess is to ensure organization to be equipped with strong capability to manage
security events in a timely manner and prevent huge damages to organization
(ISO/IEC 27002). According to ISO/IEC 27002, incidence management general-
ly includes two main parts, incidence response and management of incidence
response and improvement. As cyber security events continue to grow in vol-
ume and complexity, organizations need to apply a series of practices to
strengthen their capabilities in rapid identification, response and analysis to
mitigate the incidence while become more resilient in the future. The following
part briefly introduces these two main parts.

Incidence response includes identifying and reporting security risks, de-
tining investigation and analysis objectives, take proper actions and recovery of
system data and information (ISO/IEC 27002). For many organizations, the
most critical part is to identify and assess cyber security incidence, whether it
has happened and what is the type, damage and extent (Munteanu, 2006).
When reporting security breaches, the process should go through appropriate
management channel as quick as possible (ISO/IEC 27002). A point of contact
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should be established for reporting. Correct behavior should be undertaken
when information security event happened, for example reporting all-
important details, contacting correct person instead of taking own personal re-
action to it. The second step is to investigate the situation in a proper manner.
Organization should form a professional team to understand as much as possi-
ble about the incidence with questions such as: Who has attacked us? What is
the purpose of this attack? How long it continues? How much damage we have
suffered from the attack? Why we didn’t detect this in advance? What are our
vulnerabilities in terms of incidence detection and measurement? What proper
action organization should take for recovering data and information from
cyberattacks? Undertaken action depends on different cases, for example isolat-
ing the damaged system with others and blocking all unauthorized access. It is
also necessary to check security insurance and report and claim the influence.
Generally, the whole process of responding cyber security incidence should be
well constructed to prevent disorder in situation.

It is also important to learn after every breach and constantly improve the
process. Management of incidence response ensures that responsibilities and
procedures are in place in order to efficiently manage the cyber events and re-
port the weakness once it has been found. As to the responsibilities, organiza-
tion should choose right person who has adequate knowledge in cyber security
field to response firstly to the incidence. He or she must identify quickly if any
applications need to be involved in the investigation and if organization has the
right resources. Meanwhile, incidence management people should constantly
learn beyond the current situation in order to prepare for potential upcoming
events. As to the procedure, it should be monitored, adjusted and improved
with the purpose of efficiently combat with cyber security breaches. Besides,
due to sophistication of security issues, procedure should be flexible and devel-
oped based on different cases such as information leakage, information system
failure, malicious attack. Generally, incidence response should be developed
within the scope of management, and people responsible for this procedure
should understand clearly the priorities in organization when encountering in-
formation security attack.

Through the review, it is obvious that many companies have not yet fully
prepared for cyber security incidence. In both 2013 and 2014, companies have
experienced different cyberattacks but only few of them have confidence on
their incidence response capabilities. There are many reasons may explain this
situation. First, small companies have very limited human and technical re-
sources (Atreyi et al, 2003). They often think they are not the targets of cyberat-
tacks so there are no resources and plan prepared for it. Secondly, some com-
panies have conducted the plan and structure for cyber incidence but never re-
ally faced the real attack, which leads to the degradation of incidence response
management. Thirdly, everything is written on paper but never developed
thoroughly in the company. Today many malicious attacks happen in “front-
line” employees who may have less adequate knowledge about cyber breaches
than higher level executives. They may have insufficient training on how to se-
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curely behave and react when cyber breaches happen, which results to bad per-
formance on incidence response. Last, incidence response often includes many
details in practice, for example, establishing threats intelligence may not appli-
cable for small business. It is hard for them to obtain a big picture and arrange
proper resources accordingly.

Because of above reasons, incidence response can be improved particular-
ly for SMEs from below perspectives. As mentioned above, since incidence
management is a large-scale project, which needs time, resources and effort,
companies must avoid desiring for everything in the beginning. They should
draw a map on current cyber security situation and understand what is the
company’s critical information that might be “valuable” for outsiders (Wheeler,
2011). Secondly, based on the value of data, they should decide if any tools or
workforce is needed for building incidence response management. In most of
cases, SMEs should have at least one technician to exam and update the system
regularly, and one decision maker to decide if incidence happened and what
should be done next. Thirdly, organization should constantly train their em-
ployees about backing up data, building safe and strong password to protect
the data, preventing malware and phishing software or emails and keep all the
smartphones away from unsafety use.

Generally, incidence management is rather a multi-angle project than line-
ar process. It starts with preparation phase and ends with recovery. However,
the most important part is to improve the process and prepare for the future
incidence. During this cycle, threat intelligence, human and technical resources
plays critical importance.

As for the business continuity management, the purpose of it is to mini-
mize the impact from cyber security event to organization and recover the loss
of data and information assets (Jarveldinen, 2012). It is required to involve in-
formation security into the business continuity plan since the consequence of
disasters, loss of information and business availabilities will impact business
tremendously (Virginia & Michael, 2006). Through the review, 2012 empha-
sized about this integrated strategy. It has mentioned that the increase of busi-
ness information sharing, and external communication have led to the increase
of authorized access to company’s critical information. Therefore, it is essential
to implement an integrated security strategy together with business continuity
management to fulfill the need of protecting information in different business
functions.

5.8 Compliance

Compliance with legal requirements and relevant cyber security regulations can
enable company to design and implement its own information security pro-
gram on standard and qualified level (Burcu et al, 2010). However, compliance
does not guarantee the long-term effectiveness of cyber security system; in fact,
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company should constantly measure the security performance and strengthen
the security program to meet the regulations.

The compliance generally includes identification of applicable guidelines,
compliance with security regulations and standards, data protection and priva-
cy, technical compliance and information system audit control.

The first step is to understand the regulations and choose the appropriate
ones for building and controlling internal information security management.
This requires a person or team who can ascertain the requirements and define
whether they are determining factors for current situation or for outside ven-
dors. According to IEC/ISO 27002, “all relevant statutory, regulatory, and con-
tractual requirements and the organization’s approach to meet these require-
ments should be explicitly defined, documented, and kept up to date for each
information system and the organization”. Besides, the personnel signed with
responsibilities should ensure that the organizations meet those requirements
by constantly checking the progress. When complying with security regulations
and standards, organization should always measure and update the environ-
ment it lives in to understand the changes and adjust the requirements. Data
protection and privacy policy should be developed in organization and involve
all persons who are responsible for privacy information issues. These people
should construct the management by giving the guidelines to managers, users
and third-party service providers about their responsibilities and duties in
managing personal privacy information. It is known that some countries have
defined legislation in this area, for example, the Personal Data Act governs the
processing of individual personal data in Finland, The Data Protection Act
(generated in 1978 and revised in 2004) is the main law that controls the data
privacy in France. Company should check and follow these laws when pro-
cessing the identical information. The technical compliance means that infor-
mation system should be regularly checked and updated to secure the infor-
mation in process. The checking shall be executed by experienced professional
test engineers with assisting tools, and she or he should generate the compli-
ance checking report. This process should also be executed by authorized per-
son who can access hardware or software under control by management. The
compliance checking may also include the penetration test or vulnerability as-
sessment for measuring effectiveness of current controls and system vulnerabil-
ities. Last, information system audit control means that there should be some
requirements in place when checking and auditing information system in order
to minimize the risks of disruption for business. For example, information sys-
tem checking should have limited and clear scope, and there should be re-
quirement that identify the resources for performing checking.

Through the review, one can see that data privacy remains problem in
many years. In 2009, many companies have clearly understood the privacy poli-
cy that has impact on their business, and many have constructed the privacy
policy for outside partners. However, only few of them have considered the
whole privacy data lifecycle or assessed and monitored the privacy related con-
cerns. On the other hand, users have provided their privacy information for



83

these company without knowing how they deal with it and who else they share
this information. Until today, we still see an explosion of privacy crisis occurred
in a global social media organization. Although technology strengthen the pro-
tection of personal information, the weakest part lies in company’s privacy
management (Belanger & Crossler, 2011). How to define and protect customer
privacy data become a critical process of gaining trust and user loyalty in the
market.

As for the compliance with security regulations, 2010 review present a
positive picture that almost all the companies have listed the security compli-
ance in organizations top-initiatives. However, in 2012 review, the security con-
trol on mobile devices usage seems less effective. Meanwhile, the security regu-
lation compliance performance has not been measured regularly. As mentioned
above, company should check the compliance performance in order to improve
the management results (Sommestad & Lundholm, 2014). For instance, if com-
pany is complying with ISO 27002, it can define measurement level as: 0. in-
complete, 1. performed, 2. managed, 3. established, 4. predictable 5. optimized
to check if the security policy is in place, whether it has documented and ad-
dress all areas and if each member of organization knows about those and are
complying with those.

As for the audit control, 2013 review emphasized that continuous and
proactive assessment of information system helps to identify the “hole” and fix
it before cyberattack happen. Besides, an effective audit plan will significantly
help the company to identify the potential security risks and consequently
avoid or decrease the damage from inside (Kayworth & Whitten, 2010; Cheryl
& Rossouw, 2004).
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6 Conclusion

Digitalized world is creating huge benefits for innovation, business, technology,
government and individuals. With the evolving new products, new markets
and new type of consumers, organizations are desperately looking for connec-
tions between these to share the benefits of digitalization. In this rush, many
companies have not yet fully prepared for risks brought by new wave. The way
they embrace the cyber security issues from digitalization defines how they
survive in new information age.

This thesis has provided an extensive review on global enterprises cyber
security performance from 2008 to 2016 and summarized the most vulnerable
pars in information security management based on ISO/IEC 27002. Through
the review, one can see fast development and improvement of organizations’
internal information security infrastructure; on the one hand, most of infor-
mation businesses have formalized process to manage information security is-
sues and events, on the other hand, security is no longer the concern of IT de-
partment but all functions. To elevate the standing, companies should continue
to enhance their security program especially on critical sections and improve
security capabilities to react to arising cyber risks and defend cyberattacks.

This study filled the gap between existing knowledge of organizational se-
curity practices and suggestions for further improvement. It also gives a
benchmark for companies to quickly check their practices in critical parts and
improve the situation with specific focus. In general, the study is valuable for
studying cyber security development progress among enterprises worldwide
during past 9 years, it highlights the changes in cyber security landscape and
presents how companies have been reacting to these changes while growing
and adapting new possibilities and challenges in digitalized world.
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6.1 Limitations

Due to the tight schedule, the extensive review has only extracted figures until
2016. It is important to understand that changes are happening in cyber security
landscape every day and situation in different companies” practices also varies.
However, the common vulnerable practice found by this research. During 2008
to 2016 still works significant in a way that companies can leverage this infor-
mation to strengthen their cyber security practice with specific focus. As one
can understand this is important for those who have limited budget and re-
sources for information security. Secondly, there are relatively small amount of
cyber security survey report made in global scale, which created limitation to
present the worldwide picture from main industry in different countries. How-
ever, as one can see most of existing global surveys have included sample over
500 respondents, and nearly all respondents were from high-level positions
such as ICO, ISO and related function’s directors, the quality of data is high
enough to serve the intent of study.

6.2 Future research

Nowadays, IoT become a trending topic for many industries. It is also a serious
topic from information security perspective since connected devices creates
large potential to cyberattacks. Therefore, it is significant to study the potential
risks related to IoT when developing network devices for different scenarios
combined with previously discovered vulnerability in both administrative and
technical parts. Besides, as the new technology arise, manufacturers, businesses
and end users are rushing into new things without consideration of security, it
is worth to find out bad factors in each sector so that the benefits of IoT can be
leveraged at maximum.
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