JYVASKYLAN YLIOPISTO
H UNIVERSITY OF JYVASKYLA

This is a self-archived version of an original article. This version
may differ from the original in pagination and typographic details.

Author(s): Nykanen, Riku; Karkkainen, Tommi

Title: A Knowledge Interface System for Information and Cyber Security Using Semantic Wiki

Year: 2018

Version: Accepted version (Final draft)

Copyright: © Springer International Publishing AG, part of Springer Nature 2018
Rights: |, Copyright

Rights url: http://rightsstatements.org/page/InC/1.0/?language=en

Please cite the original version:

Nykanen, R., & Karkkdinen, T. (2018). A Knowledge Interface System for Information and Cyber
Security Using Semantic Wiki. In S. Chatterjee, K. Dutta, & R. P. Sundarraj (Eds.), DESRIST 2018:
Designing for a Digital and Globalized World : 13th International Conference (pp. 316-330).
Springer International Publishing. Lecture Notes in Computer Science, 10844.
https://doi.org/10.1007/978-3-319-91800-6_21



A knowledge interface system for information and cyber
security using semantic wiki

Riku Nykénen and Tommi Karkk&inen

University of Jyvaskyla, Finland

Abstract. Resilience against information and cyber security threats has become
an essential ability for organizations to maintain business continuity. As bullet-
proof security is an unattainable goal, organizations need to concentrate to select
optimal countermeasures against information and cyber security threats. Imple-
mentation of cyber risk management actions require special knowledge and re-
sources, which especially small and medium-size enterprises often lack. Infor-
mation and cyber security risk management establish knowledge intensive busi-
ness processes, which can be assisted with a proper knowledge management sys-
tem. This paper analyzes how Semantic MediaWiki could be used as a platform
to assist organizations, especially small and medium-sized enterprises, in their
information and cyber security risk management. The approach adopts design
science research and service design methodologies in the derivation and evalua-
tion of the system.

Keywords: Information Security, Cyber Security, Design Science Research,
Knowledge Management, Risk Management.

1 Introduction

In the recent decade, the importance of information security (IS) has constantly in-
creased for all businesses. Proper management of IS provides competitive advantage,
whereas shortcomings can constitute a serious source of risks. Hence, risk management
activities are needed in all sized organizations, but small and medium-size enterprises
(SMEs) are still struggling to manage their information security and implement basic
security controls [33]. Information security management standards do exist, but the fo-
cus of the standards is the existence of policies and processes, and not how they can be
accomplished in practice [38]. It has been also noted that existing standards do not take
into account the special needs of SMEs [45].

Information security risk management is faced with multiple challenges, especially
related to assets, security-cost trade-offs, and cost estimation in general [10]. Security
knowledge management emphasizes the asset protection [32]. The asset availability,
i.e., proper identification and organization of the competencies, processes, and techno-
logical resources for 1S, was found to have the largest indirect effect on the organization
performance [14].

Humans still provide the most significant risks related to information security [11].
Information security policies and procedures have an important role for SMEs, who
with limited resources typically just focus on keeping the necessary technology up and



running in their everyday security management [4]. However, the technological choices
might not be the most effective ones [13]. Even two thirds of the risk reducing controls
in SMEs might not be designed properly or not operating as expected, mostly due to
underestimating the risk level [34]. To conclude, especially SMEs need support in their
IS risk management in order to select cost-effective countermeasures against increasing
cyber and information security threats.

Information security management system (ISMS) has become common practice to
define organizations’ information security management goals and practices. ISO/IEC
27001 [18] is a widely adopted international standard, which defines requirements for
ISMS and specifies security controls that an organization needs to implement. The con-
trols are described in detail in the ISO/IEC 27002 standard [19]. There exist also other
control catalogues, like NIST SP 800-53 [27] and BSI IT Grundschutz Catalogues [5].
All the three mentioned ISMS specifications establish risk-driven approach. ISO/IEC
27001 has been extended to support cyber security domain with the descriptive standard
ISO/IEC 27032 [20].

In the cyber domain, risk management activities are similar to information security
risk management (ISRM). One must identify assets; assess vulnerabilities and threats;
evaluate risk; and select appropriate controls and implement them [9]. Where infor-
mation security protects information assets, cyber security focuses protecting assets
reachable via cyberspace [44]. As information is in the modern organizations stored in
digital form, it is also reachable via cyberspace. Hence, information security and cyber
security overlap, but there are also physical assets, which can be compromised via cy-
berspace, for example, devices that can be controlled and monitored using SCADA
systems. Hence, it is more and more vital for SMEs to establish proper security risk
management procedures to understand and mitigate both information and cyber secu-
rity risks.

In the information security context, risk evaluation and control selection methodol-
ogies can be divided into three categories; quantitative, qualitative, and hybrid (semi-
quantitative) [37]. In the quantitative methods, one derives a numeric estimate of the
risk realization probability and cost and then selects optimal controls to mitigate the
risk based on the return of the investment. Qualitative methods, on the other hand, are
more knowledge-driven and the control selection is based on expertise of the stakehold-
ers [37]. Hence, risk management processes are knowledge-driven, so they can be re-
ferred as knowledge intensive business processes (KIBP). Availability of expertise and
knowledge is essential.

Our objective is to use design science research in developing an information and
cyber security knowledge management artifact that provides operational support for
organizations in the information and cyber risk management. To lower the adaptation
barrier, the artifact should respond to the existing challenges of especially SMEs. These
challenges include availability of resources, like money and knowledge. Hence, the ar-
tifact should especially tackle the knowledge gap of SMEs not utilizing the existing
information and cyber security baselines to support their risk management activities.
The solution should also be scalable and variable for different types of the organizations
to avoid limiting the users of the artifact to a specific business domain or size. The



artifact development encompasses an ongoing research activity, where all design sci-
ence research cycles have been executed at least once. Here, the role of KIBP in relation
to the rigor cycle [15, 16], as an existing knowledge-intensive process, is emphasized.
It is taken into account in the design cycle, by utilizing challenges of KIBP as identified
in [26] in the evaluation framework of the artifact.

2 Background

2.1  Information and cyber security risk management

There exists a number of reference models for information security risk management.
Fenz & Ekelhart [9] have identified the common information security risk management
phases from widely adopted models: i) System characterization: identification of the
scope of the risk management activities; ii) Threat and vulnerability assessment: iden-
tification of possible scenarios how a risk could be realized; iii) Risk determination:
evaluation of the probability of the risk and impact of the realized risk; iv) Control
identification: identification of possible countermeasures to mitigate the risks; v) Con-
trol evaluation and implementation: selection and implementation of the controls that
mitigate a risk to an acceptable level.

As a process, organization shall, after setting the scope of the risk management ac-
tivities, identify the assets that are needed in the operations. Asset is, by the definition,
something that has value for the organization [18]. For the risk assessment, organization
identifies possible threats targeting the assets. The risk determination focuses on the
evaluation of the likelihood and impact of the risks, which also includes valuation of
the assets for the organization. Also other properties can be evaluated to prioritize risks.
The control evaluation aims to select optimal controls to mitigate the one or more of
the risks. In the control evaluation, there are four ways to address a particular risk: i)
Accept: Organization understands the risk and its consequences, but decides not to ad-
dress it in other manner; ii) Avoid: Activities exposing organization to a risk are
avoided,; iii) Transfer: Consequences of the realized risk are transferred to other party;
iv) Mitigate: Countermeasures are implemented to reduce the risk to an acceptable
level.

In general, the risk management may fail in all phases [9]. Fenz et al. [10] highlights
that common failures are asset identification and valuation, risk prediction and control
selection. Especially asset valuation and risk prediction are critical phases for quantita-
tive methods. The quantitative methods require detailed information of the asset values
and incident likelihood [37]. Qualitative approach relies on judgments and perceptions
of the evaluated scenario and proposes suitable safeguards for it [40]. This highlights
the need for knowledge management and sharing. Although, neither of the methods is
superior to other, qualitative methods are less time consuming [40] and hence can be,
in general, more suitable for SMEs with limited resources.

Although, users are often noted as the “weakest link” of the chain of security, they
also have valuable information for security risk management process [39]. Collabora-
tion can be also seen as one factor to engage employees to security and its enhancement.



Vice versa, lack of knowledge sharing is one of the common challenges of the infor-
mation security risk management [9]. Knowledge sharing also increases security aware-
ness, which has direct impact on organizations capability to protect themselves against
cyber-attacks [23]. Therefore, knowledge management, and knowledge management
systems, hold an essential role in information and cyber security risk management pro-
Cesses.

2.2 On Knowledge-Intensive Business Services and Processes

The continuous increase of knowledge intensity in the digital economy was recognized
in [1] and the importance of knowledge in information security risk management was
pointed out in [7]. Knowledge-Intensive Business Services (KIBS) refer to a versatile
set of both professional and technology-based services, which are characterized by high
demands of professional knowledge and relevant information sources as the key ingre-
dients of service design [24]. As usual, one separates the explicit and tacit knowledge.
Note that in [1] it is noticed that KIBS are often developed and innovated by SMEs.
KIBS are utilized in knowledge-intensive business processes (KIBP).

Belsis et al. [3] point out that security management of information systems is a
knowledge-intensive activity that depends on professional knowledge. They also argue
that the knowledge dimension of the security management, e.g., transformation of raw
log or survey data into actionable knowledge, has been neglected. Hence, security man-
agement support requires KIBS. This is mostly addressed by the systems school of
knowledge management whose primary focus is on information and knowledge-based
systems [7], especially structure and usefulness of databases, repositories, and plat-
forms containing codified and accessible explicit knowledge about the domain of inter-
est [6].

A complex decision making is often not solved by a single user, but it is solved by
the collaborative contributions of multiple participants [2]. Conduct and execution of
knowledge-intensive business processes heavily dependent on knowledge workers per-
forming various interconnected knowledge intensive decision making tasks [41]. As
genuinely knowledge, information and data centric processes, IS risk management pro-
cess meets definition of KIBP. Characteristics of knowledge-intensive business pro-
cesses compared non-KIBP [17] are presented in Table 1.

Table 1. KIBP compared non-KIBP [17].

KIBP Non-KIBP
Mostly complex Simple or complex
Mostly hard to automate Mostly easy to automate
Mostly repeatable Highly repeatable
Predictable or unpredictable Highly Predictable
Need lots of creativity Need less creativity
Structured or semi/unstructured Structured




The challenges of information and cyber security risk management in [7, 10] em-
phasize the presence of KIBP characteristics compared to the non-KIBP characteristics.
Mundbrod & Reichert [26] represent eight challenges of Knowledge-Intensive Busi-
ness Processes:

o Meta-model design: design of the meta-model that supports required information and
tasks.

o Lifecycle support: KIBPs require both design and runtime flexibility, which applies
also tools used in the conduction of the processes.

o Variability support: KIBP results heavily depend on the knowledge used on the pro-
cess, which requires high variability.

e Context Support: related to lifecycle and variability support, KIBPs can be very spe-
cific for certain context, which requires support for contextual parameters.

¢ View support: when amount of activities and knowledge required in processes con-
duction and execution is high, requirement for personal views emerges.

e Authorization support: KIBP execution includes variety of tasks and information,
which include collaboration of people in various roles, authorization support is ne-
cessity from security perspective.

e Synchronization support: successful task execution requires that all the necessary
information is available on the time. Therefore, synchronization of the information
and documentation is required.

o Integration support: KIBP may directly correlate and initiate pre-specified and
standardized business processes. Hence, integration is required to receive status up-
dates and get outputs of the processes.

The presented KIBP challenges apply also to information and cyber security risk
management and we adopt these challenges in the evaluation of the presented artifact.

2.3  Knowledge Management Systems

Knowledge management systems are utilized in KIBP to support the execution of the
complex processes [17]. From risk management perspective, knowledge is considered
as an important resource for organizations to ensure the business continuity. Experience
and expertise of the employees will help organization to react in accurate manner when
incidents occur as people understand the complexities of the organization and its oper-
ations. Knowledge sharing is also a necessity in information security risk management
[10].

Wiki platforms are popular knowledge and information management tools especial
for intra-organizational collaboration, and have been applied in variety of business pro-
cesses [28]. Semantic additions, like Semantic MediaWiki (SMW), provide opportunity
to define and manage structured information in the wiki platforms, which are by nature
usually non-structured. Semantic wiki adds possibility to define properties for each wiki
page. This means, for example, that for each page describing a city, the number of in-
habitants can be defined. With semantic query, it is then possible to search cities with
more than 100.000 inhabitants as the queries support comparison operators for semantic



properties. With the non-semantic wiki, it is only possible to find pages by classification
(categories) or matching text. The semantic search is one of the emphasized functions
of semantic wikis and enables complex functions implemented with the wiki platform.

There is difference between managing security knowledge and securing knowledge
management. Jennex & Zyngier [21] discusses aspects how to secure knowledge man-
agement and related processes, while this paper focuses on management of security
information. Anyway, it is important to consider the security of the information security
knowledge management system and its service delivery to avoid lack of confidence to
system’s security as an adaptation barrier.

3 Research process

The research follows the Design Science Research (DSR) approach, which includes
development of a set of artifacts to solve a wicked problem [15]. DSR is composed of
the three related cycles: i) the relevance cycle, ii) the rigor cycle, and iii) the design
cycle. The relevance cycle ensures that technology-based solutions solve important and
relevant business problems. The rigor cycle provides the prior scientific knowledge and
theories as a foundation to the research [15, 16], but also ensures that rigorous methods
are applied in the construction and evaluation of the design artifact [43]. The design
cycle contributes as the construction and evaluation phase of the artifact. Note that
Peffers et al. [30] presented more refined composition of DSR steps as follows: i) iden-
tify problem, ii) define solution objectives; iii) design and development, iv) demonstra-
tion, v) evaluation, and vi) communication.

Based on the DSR approach, the goal of this research is to develop and evaluate an
artifact, the demonstrator consisting of multiple components, that provides a solution
to information and cyber security risk management challenges of, especially, SME or-
ganizations. We apply the criteria defined by Venable [42] to assess DSR applicability
for the research.

An overview of the methodologies for designing services is proposed by Morelli
[25]. He advises one of the three main directions “definition of possible service scenar-
ios, verifying use cases, and sequences of actions and actors’ roles in order to define
the requirements for the service and its logical and organizational structure”. Also,
Edvardsson [8] includes service system as part of the service design in addition to ser-
vice concept and service processes. The service system includes resources and infra-
structure enabling delivery of the service.

4 Artifact description

4.1  Artifact development

Development of a software system is newer confined to the successive steps [35]. Alt-
hough we adopt an existing software platform, the development of the information se-
curity knowledge management system is a combination of software development and
data migration. The development iterations follow the identified information and cyber



security risk management use cases. During each development iteration, the meta-
model for information security controls is extended as new wiki functions are intro-
duced. The changes of the meta-model also affect to the import of the knowledge in-
formation from public data sources.

Hence, we apply iterative design process in the construction of the artifact, which is
described in Figure 1. The iterative approach also corresponds to DSR cycles, although
there are multiple development cycles for a one design and evaluation DSR cycle. The
relevance cycle is focused on identifying the problems within the information and cyber
security risk management of the SMEs. Also common practices are evaluated and why
SMEs fail to implement them. In the rigor cycle, the main developed asset is the meta-
model, which is the basis for the system’s demonstrator. The design cycle implements
the actual functions on top of the SMW platform utilizing the meta-model. Also the
evaluation of demonstrator is part of the design cycle.

Relevance cycle |

Identification of need
e Common risk

management Rigor cycle

PraCt'_Ces Adoptation of existing IS
* Scarcity of resources knowledge

of SMEs

* Meta-model . Design cycle
e Usage scenations

- ¢ Build and evaluation
* Dat? import from * Implementation of
available knowledge the wiki functions

sources .
* Evaluation of

usability, coverage,
% suitability,

| modifiability

Fig. 1. lterative design process presenting DSR cycles with outcomes of the cycles.

Iterative development is applied to three main artifacts that are developed in parallel;
meta-model, data import and wiki functions. The meta-model is in the central position
as both, data import and wiki functions depend on it. The meta-model will evolve dur-
ing the development iterations as new functions are being introduced. Hence, the two
iterative development loops both affect the meta-model as shown in Figure 2. This is
similar approach as the concept of reciprocal shaping of ADR presented in [36], where
recursive cycles of decisions at finer levels of detail of the IT artifact and the organiza-
tional context.

Data import Meta-model Wiki
P [ — {———| functions

Fig. 2. Development cycles of the demonstrator.

In the development process, the wiki functions refer to the additional risk management
functionality implemented and added to the SMW platform. These functions are de-
rived from the common risk management process tasks, which are part of the common



risk management approaches. Such functions are, for example, asset identification, risk
evaluation, and control selection. For example, if user recognizes assets of a certain
type, the wiki queries can be used to propose security controls that mitigate risks for
the asset type and in addition these control implementation order can be prioritized
based on the priorities defined in NIST SP 800-53 specification. Common use cases are
identified following the service design principles. Each use case adds new incremen-
tally new functionality to demonstrator following the activities of demonstration and
evaluation by Peffers et al. [30]. The main required functions (see Sections 1-2) are
asset identification, threat identification, risk evaluation, control identification, and
control evaluation.

As a result of the asset identification, an organization should have recognized and
valued at least all the business critical assets. Valuation of the assets is important as all
assets don’t have similar importance for the organization. Assets valuation is usually
performed with numeric value in quantitative methods or with classification of assets
in qualitative methods [37].

Treat identification can be assisted using a threat catalogue. 1SO 27002 [19] or NIST
SP 800-53 [27] include only control catalogues, but BSI IT Grundschutz Catalogues
[5] includes also a threat catalogue in addition to control catalogue. The user should be
assisted to identify the threats, for example, by the asset types an organization is having.
This requires that threats are classified by the asset types. In this process, knowledge of
the assets within the organization is a mandatory requirement to perform successful
identification.

In the risk evaluation, the organization shall perform estimation on how a realized
risk may be handled. The common four ways to address the risk are accepting, avoiding,
transferring, or mitigating a particular risk (see Section 2.1). Regardless of the handling
method, the organization should document the actions and explanation for the decision.
The documentation of the rationale will increase knowledge sharing compared to the
tacit knowledge of undocumented decisions.

Control identification can be helped with the control catalogue [5, 19, 27]. When
controls are linked to threats they are preventing, the threat identification also generates
a list of potential controls. The organization shall select and document control imple-
mentation status of the selected countermeasures. Based on the risk assessment, organ-
ization shall have a list of the prioritized list of controls to be implemented. The prior-
itization is based on the priorities of security controls defined in NIST SP 800-53 base-
line. In the SMW platform queries are defined to provide views to list i) controls that
are implemented, ii) controls that are selected to be implemented, but implementation
is not completed and iii) controls that are for the time being excluded.

4.2 Artifact components

The research aims to create a knowledge-based system that helps especially SME or-
ganizations in their cyber risk management activities. As SMEs struggle with limited
resources for cyber security risk management, at the same time there exists variety of
publicly available information in multiple knowledge bases. Bringing this data with the



viewpoints that adapt to organization’s needs, is expected to help the organizations to
manage their cyber risks.
The developed artifact consists of the following components:

o Model of security concepts relevant for SMEs to create a security knowledge base
e Demonstrator of the information and cyber security risk management system
o Data-gathering templates

We adopt the roles of Knowledge Interface Systems (KIS) by Gregor et al. [12] in the
following diagram.

Default semantic wiki platform Organizational semantic
wiki instance

Knowledge Default functions Knowledge P

Interface System and views Interface System

User

Security catalogue

.

Knowledge-based _ Maintainéd securi.t\,i - Knowledge-based
System catalogue information System

Expert

information
source

" Security

Fig. 3. Role of knowledge interface system and knowledge base.

The system shall use information and cyber security knowledge from public sources
like NIST SP 800-53 control catalogue [27] as well as other control catalogues [5, 19,
20]. Each of the utilized control catalogues is mapped to the meta-model, which is de-
veloped as part of the system. Hence, organizations shall have publicly available infor-
mation ready in the knowledge-based system.

The common knowledge base updates are delivered by the service, which will also
maintain the platform itself. However, the SMW platform enables organizations to add
new functions also by themselves utilizing new templates and queries, if the supported
use cases don’t include all functions required by the organization. As an individual
organization operates with the separate wiki instance, the modifications are not dissem-
inated to other organizations.

The knowledge itself is not a solution to successfully accomplish cyber risk man-
agement activities. Therefore, knowledge platform needs to be extended with the func-
tions to enable to perform cyber risk management activities. The SMW enables adding
template pages and use queries to evolve knowledge base to a system that implements
functions of a risk management system. SMW also enables to extend the meta-model
based on the organization’s needs, unlike many other risk management tools. We have
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developed [28] a meta-model for security control catalogue with risk management func-
tions. The meta-model has evolved from security control catalogue meta-model to con-
tain also risk management elements. Further development iterations are required to sup-
port all the use cases identified in the rigor cycle.

4.3  Description of the demonstrator

Demonstrator is based on the Semantic MediaWiki (SMW) platform. MediaWiki is a
software mostly known by its use as the software platform of the Wikipedia. The SMW
is an extension to MediaWiki, which enables semantic functions to be used. Such func-
tions are structured pages and semantic queries.

Advantage of the MediaWiki is that users are familiar with the basic functions of the
platform. The SMW enables using MediaWiki as a knowledge management platform
[28]. With the forms, users can enter also new data, like assets and risk evaluations, in
the structured form. In addition to the structured data, the traditional wikitext descrip-
tions can also be used. Such semi-structured approach enables better variability for dif-
ferent purposes compared to a fixed data-model. More detailed description of the con-
trol catalogue and the basic risk management functions have been given in [28].

SMW Data Transfer plugin is used to import existing security controls specification
data into SMW platform. In the first iteration, NIST SP 800-53 control specification
[27], which is available in XML format, was transformed using XSLT to XML schema
defined by the developed meta-model. After the transformation, Data Transfer plugin
generates wiki-page for each control at the import.

Demonstrator is delivered for user organizations as own wiki instances. Each in-
stance will be delivered as a service, but could also be set up by the organization as own
in-premises instance of the wiki, if seen feasible, for example, for the security reasons.
The deliverable consists of the SMW platform, added functionality and templates as
well as imported data. When an organization takes the service into use, it shall define
users and apply roles. After that, the organization can start performing cyber and risk
management activities with the system.

5 Evaluation

5.1 Research evaluation

Evaluation of the research is performed following the evaluation criteria for assessing
DSR work defined by Venable [42]:

Relevance of the problem to industry/society clearly established

Significance of the problem to industry/society clearly established

Depth of analysis and clarity of understanding of the problem and its causes
Depth or profoundness of insight leading to the new design artefact

Novelty of the new design artefact

Size and complexity of the new design artefact

Amount of effort that went into the development of the new design artefact(s)
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o Elegance of the design of the new artefact(s)
o Simplicity of the design of the new artefact(s)
e Clear understanding of why the new artefact works

The significance and “wickedness” of the problem has been identified in the number
of the papers and reports [13, 14, 22, 45]. Also the causes of the problem have been
identified in those papers, which consistently highlight the lack of resources and suita-
ble methods and tools.

The profoundness of the artifact has been identified by following the common risk
management process activities as identified by Fenz et al. [9]. The developed artifact
must respond to activities in each phase of the process with appropriate manner.

The artifact approaches the information security risk management problem from
knowledge management perspective. The wiki-based knowledge management systems
have been utilized in multiple domains, as identified in [31], but in the domain of the
information security there does not exist similar artifacts.

The design of the artifact aims to be simple as it reuses existing knowledge manage-
ment platform, SMW, and extends its functionality. The simple approach provides us-
ers a familiar interface, but also the meta-model defining the data structure is modifia-
ble, if organization has special needs or requirements. With this approach, the adapta-
tion barrier should remain low as the artifact can respond to competence, usability and
modifiability requirements.

The service delivery of the artifact has also been covered in the artifact design as
proposed by [8]. The service delivery is especially important aspect in this research as
SMESs don’t have resources to take into use complex systems, only to support decision
making. This is the weakness of SMW platform as it is intended to be used for
knowledge sharing. Therefore, it lacks support to have multiple knowledge bases within
one instance of platform. Although MediaWiki provides concept of namespaces, it does
not sufficient functionality to separate confidential information of multiple organiza-
tions within one instance. There are multiple options to solve the lifecycle challenge as
deployment of new instance could be automated using container technologies. As this
is more technical issue, it is left outside of the scope of the research.

5.2  Response to KIBP challenges

Table 2 contains responses to the challenges of KIBP identified in [26] as presented in
Section 2.2.

Table 2. Response to KIBP challenges.

Challenge Response

Meta-model de- Meta-model is an integral part of the developed artifact. It is uti-

sign lized by the KIS when security information from the public
knowledge bases is mapped to the meta-model.

Lifecycle and SMW, as a platform, enables modification of the functions with-

variability sup- out platform modifications. Lifecycle and variability support

port shall be also considered in the meta-model. Deployment of the
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platform as a service can be considered as a weakness of the so-
lution. Each user organization must have a separate instance of
the SMW platform.

Context support Context support shall be considered in the meta-model, but can
be also implemented as part of SMW page definitions.

View support View support can be implemented with the semantic queries and
extendibility of the SMW platform. The platform enables users
to create pages that meet the personal needs.

Authorization SMW platform has built-in authorization functions. The built-in
Support functions may be extended to meet more complex authorization
scheme requirements.

Synchronization SMW platform has possibility to integrate other data sources as
and integration well as build functional integrations. Synchronization support
support must be taken into account in the meta-model design.

As can be seen from the responses, the meta-model and SMW platform with addi-
tional functions are in essential position to overcome these common challenges. To
avoid the challenges, the iterative research and development cycles are applied. The
most weakest response to KIBP challenges is with the lifecycle support, which is al-
ready covered in the evaluation of the service delivery.

5.3  Validation using data-gathering templates

Survey-based empirical evaluation among SMEs shall be performed utilizing data-
gathering templates. The evaluation shall include survey of SME users of the artifact.
Survey should request response to following topics, which are seen to be advantage of
the artefact.

¢ Did the artifact improve the resource usage and competence requirements in SMES?

e Were the proposed functions comprehensive for organization’s needs?

¢ Is a risk management system using SMW user interface easy to adopt in a SME
context?

e \Was organization able to find suitable security controls to implement based on the
suggestions made by the platform?

¢ Did the organizations modify the SMW meta-model or wiki functions? If yes, what
kind of modifications an organization made? The latter question should evaluate
completeness of the artifact.

Other survey topics can be introduced, when identified during the DSR development
cycle. Results of the evaluation shall be communicated as design science methods sug-
gest.
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6 Conclusions

Importance of information and cyber security risk management has become a necessity
for all-sized organizations. Especially SMEs have not implemented all the required se-
curity measures to protect themselves. Often the reason for this is the lack of compe-
tence and other resources required to implement proper risk management processes.

This paper represented a research process adopting design science research to de-
velop and evaluate novel knowledge based approach for information and cyber security
risk management. The developed artifact is based on the SMW platform, which is ex-
tended with the additional functionality for risk management and incorporated with the
information security information available in public specifications.

The research is currently in progress. In the initial cycle, as described in [29], the
initial meta-model with control inventory was implemented including import of the
NIST SP 800-53 control inventory. During the next cycle, we extended the meta-model
to support features critical for cyber resilience as well as basic risk management fea-
tures in [28]. In the future, the artifact is enhanced with the meta-model and risk man-
agement functions supporting the common risk management process phases supporting
all phases from asset identification to control implementation.

The research process involves characteristics of Action Design Research (ADR)
[36], where the ongoing nature of the development of the semantic wiki based artifact
has been depicted in the earlier publications [28, 29]. Moreover, the research problem
arises from the information and cyber security practices of SMEs, incorporating both
knowledge and risk management theories. Also, following the ADR principles, the re-
search is practice inspired seeking solution to problems of information and cyber secu-
rity risk management from intersection of IT and risk management domains.

Design science research provides an appropriate framework to identify relevant
foundations of the artifact as well as to develop and evaluate the artifact, being both
practice-inspired and theory-ingrained [36]. As described, there is practical need for a
system assisting SMEs in their information and cyber risk management activities. We
have argumented the potential of the knowledge-based approach to meet these needs.
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