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This thesis aims to have an overview of the current studies in the development
of information security policy. The research is based on a systematical literature
review. The study focuses on the development process of information security
policy and other relevant issues in information security policy development
within organizations. There are four research questions are proposed based on
this topic: 1) what are the functions of information security policy; 2) what kind
of stakeholders should be involved in the development of information security
policy; 3) what is the information security policy lifecycle; 4) what are the
methods in development of information security policy.

The research references were gathered based on a literature research
searching strategy. There are eighty-three reference gathered include scientific
papers, company documents, and actual information security policy documents
used in organizations. A conceptual analyze in multiple dimensions is accom-
plished to answer the research questions. Key conceptual descriptions with sim-
ilar opinions are gathered together for further processed.

The study summarized eight general functions which all the information
security policy should achieve within an organization: represent the security
strategy, plan the security requirements, define roles and responsibilities, define
rules and protocols, state punishment, reduce risk, assist decision making, and
provide the secured environment. Nine stakeholders should be involved in in-
formation security policy development phases: the user community, executive
management, legal& regulatory, the ICT specialist, security specialists, human
resources, business unit representatives, public unit representatives, public rela-
tions, and external representatives. A key outcome of this thesis is an integrated
information security policy development lifecycle from twenty-nine develop-
ment suggestions from different articles. According to the material analyzing,
there are five development stages in information security policy development:
formulate a security group, assessment, plan, deliver, and operate. Another es-
sential contribution of this thesis is that the research gaps which should be ful-
tilled but missing in current research are pointed out for the future study.

Keywords: information security policy; development methods; development
lifecycle; functions of information security policy; stakeholders of information
security policy
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1 INTRODUCTION

The “information revolution” provides a significant impact on all forms of hu-
man life. Especially with the quick spread of Information Technology in busi-
ness running; the “revolution” has altered the way people think and behave
compared to how they used to be in the working domain. Information commu-
nication technology and service have optimized the modern business operation
model. With the rising rate of ICT related investment, information is now con-
sidered an essential resource in organizational assets. Emails and other chatting
tools have increased the efficiency of communication. Enterprise Resource
Planning systems optimize the substance assignment and product chain. Addi-
tionally, with a powerful calculation and simulation capability, ICT products
reduce the waste and abuse of all enterprise resources includes solid resources,
human resource, and information resource while doing business.

There is no doubt that ICT assets produce opportunities and innovation,
as well as new strategies. ICT services promote efficiency and quality of organi-
zational services and products. However, the risk is embedded with opportuni-
ties. Information security should always be the priority concern in organiza-
tions since currently, information leakage is much easier and more harmful
than it used to be. Information security has already be the priority concern in
organizational strategy.

The definition of Information security, according to the book Information
Security (Edition 3.0), is the practical behaviors which ensuring information is
only processed (read, heard, changed, broadcast and etc.) by authorized people.
(Information Security, Edition 3) The key point behind information security is
protecting the information from unauthorized access. It considers information
security as a protecting process rather than an application of a single defense
tool such as the firewall. From an organizational perspective, information secu-
rity is a management issue. Therefore, it requires management approach to
achieve its goal.

Information security policy is one of the important controls needed within
an organization to ensure the effective of information security and to achieve
the implementation of information security management. It is a common choice
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for organizations to represent their security strategy. Information security poli-
cy is a document which declares in writing how an organization designs to pro-
tect the physical and ICT assets owned by the organization. Generally, an in-
formation security policy contains components like purposes, aims and com-
mitments, responsibilities, risk assessment and classification of information,
protection methods, compliance, and etc. Thus, the development of information
security policy is an issue faced by most of the security specialists within organ-
izations.

1.1 Background of the Thesis

1.1.1 Information Security Management

Information has proved its value by adding value to organizational products
and services, reducing costs, and reaching the demand of customers. Consider-
ing the important role of information acts in modern business, information se-
curity becomes an essential component in organizational planning and man-
agement. More than one IS security researchers point out that information secu-
rity is mainly a management and business matter rather than a technical prob-
lem. (Dhillon and Backhouse, 2002; von Solms and von Solms, 2004) Investment
(a survey provided by Information Security Magazine, 2004) shows that infor-
mation could not be secured only by security products or technology but also
by a good management and implementation plan. The plan focuses on econom-
ic, risk and financial management as well as the implementation of IS security
systems.

A common misunderstanding of information security in an organization is
that it aims to protect the confidential of information. Protection of information
resources is not that difficult, however, the objective of information security in
an organization is protecting the business. Based on the definition of company
objectives in the business dictionary, the purpose of organization usually focus-
es on its long range intentions for operating and its overall business philosophy.
All organizational actions, employees, and assets are gathering in order to sup-
port the continuous of business. The objective of information security manage-
ment is no difference.

Information security management could be defined as the protection of in-
formation security via a series of management activities. The contents of infor-
mation security management are different according to the understanding of
different researchers. Tudor (2001) suggested five components of information
security architecture which are: security organization and infrastructure; securi-
ty policy, standards, and procedures; security baselines and risk assessments;
security awareness and training programs; and compliance. ISO/ IEC 17799
have a different explanation on scope of information security management.
There are nine components of information security management provided by
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ISO/ IEC 17799: security policy establishment and assessment; security organi-
zation and responsibility; personnel management and training; computer sys-
tem security management; network security management; system access control;
system development and maintenance management; information assets security
management; physical and environment security management; and business
planning and management.

Von Solms and von Solms (2004) noticed ten factors about information se-
curity management and they are listed below:

¢ Information security is a corporate management responsibility

e Information security is a business matter rather than a technical matter.

e Information security management is a multi-dimensional discipline

e Information security plan starts with assessment of security risks

e International security standards play an important role in information
security management

e Information security policy is a key success factor in information secu-
rity management

e A decent information security management structure is key success
factor in information security management

¢ Information security management could not achieve its goals without
monitoring and compliance

e The priority of information security management is the security
awareness training

e The responsibilities of information security managers are supported
by authorized infrastructure, tools and mechanisms.

1.1.2 Information Security Policy

An essential part of information security management is information security
policy. An effective information security policy has been considered as the
foundation of information security management. The definition of information
security is varied from different researchers. The information Technology Secu-
rity Evaluation Criteria (ITSEC) determines a corporate security policy as:

The set of laws, rules, and practices that regulate how assets including sensitive in-
formation are managed, protected, and distributed within a user organization.

The definition of an organizational security policy is:

The set of laws, rules, and practices that regulate how an organization manages, pro-
tects, and distributes resources to achieve specified security policy objectives. These
laws, rules and practices must identify criteria for according individuals authority,
and may specify conditions under which individuals are permitted to exercise their
authority. To be meaningful, these laws, rules, and practices must provide individu-
als reasonable ability to determine whether their actions violate or comply with the

policy.
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Another definition of information security policy provided by Rees, Ban-
dyopadhyay and Spafford is:

A method by which a well-defined process is put into place so that all the require-
ments of dealing with information security are considered in a foolproof manner.

Gaston (1996) suggests the definition of information security is:

The broad guiding statements of goals to be achieved with regard to the security of
corporate information resources.

Despite the various definitions, the aim of information security policy is
similar. The purpose of information security policy is to give guidance about
how information security is management in an organization. To users, it is a
code of IT related behaviors in daily work. To junior managers, it is a manage-
ment manual of information security. To the top managers, information security
policy is the entity of representing the organizational security strategy.

The organizational document of Control Data (White Paper, 1999) points
out there is three natural weakness of information security policy. These natural
weaknesses are major courses of information security policies failure. Firstly,
security is the obstacle to development. It is human nature to obtain more in-
formation with higher access right and faster response. Security management
methods, even mild ones, reduce the organizational productivity. Secondly,
information security is long-term learning progress rather than instinctual be-
havior. Therefore information security policy needs the user awareness training
program to support. Thirdly, information security policy is an on-going project
rather than a one-time thing. Preparation, planning, and practice levels the se-
curity protection skills up and reduce the faults and loopholes.

1.2 Motivation of the Thesis

Since information security policy is such a significant fundamental layer of in-
formation security management within organizations. It is worthy to study the
relevant issues about information security policy. This Master’s thesis studies
the experiences and best practices related to information security policy devel-
opment.

The purpose of this thesis is to invest the current studies on information
security policy based on a conceptual review and determine the current meth-
ods in the development of information security policy. Firstly, I proposed four
research questions about information security policy. Secondly, a series of ref-
erence should be determined and categorized. Thirdly, useful reference should
be analyzed to answer the research questions. Finally, a discussion about the
current situation on the research of information security policy would be an-
nounced, with the suggestion of future studies on this domain.
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In this thesis, there are four research questions should be answered: 1)
what are the functions of information security policy; 2) what kind of stake-
holders should be involved in the development of information security policy; 3)
what is the information security policy lifecycle; 4) what are the methods in de-
velopment of information security policy.

In the end of this research, this thesis aims to increase audiences’ under-
standing about the definition of information security policy and its functions.
An integrated information security policy development lifecycle will be formu-
lated. This thesis will also provide an investigative document about current
methods in the development of information security policy with suggested
stakeholders. Based on this thesis, a clear view of current studies on infor-
mation security policy will be presented. This review study help pointing out
the research gaps which should be fulfilled in this domain.
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2 SYSTEMATIC LITEATURE REVIEW

This section offers an overview of systematical literature review and the re-
search methodology of the conceptual review used in this thesis. It explains the
definition and purpose of review based research.

2.1 Literature Reviews

A literature review is an important feature in any academic research. It simply
summarizes the existing study about a research topic. A literature review is a
secondary resource based which describes what other researchers have written
on this subject. Wester and Watson (2002) indicates that an effective review
states a solid foundation for academic knowledge. The objective of literature
review defined by MISQ is aimed to:

...promote MIS research by publishing articles that conceptualize research areas and
survey and synthesize prior research. These articles will provide important input in
setting directions for future research.

There are five steps for writing a review article based on the study of
Webster and Watson (2002). Firstly, there are three steps to begin a literature
review: introduce the topic and the motivation, define the key variables, and set
the boundaries on the work. The second step to write a literature review is to
identify the relevant references. The key success factor of a review article is ful-
ly focused on materials. Webster and Watson (2002) suggest a structured ap-
proach to search the relevant materials: 1) the leading journals are the major
provider for the major contributions; 2) the reference lists of the leading jour-
nals could be the prior articles; 3) relevant articles could also be identified from
the scientific digital libraries and the search engines. The third step for a litera-
ture review is to structure the review. Unorganized materials could not provide
any new value. A literature review should be based on a structured review.
There are two effective approaches: concept-centric and author-centric. The
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fourth step for a review based article is theoretical development. The forms of
the development include (but not limit) models, propositions, and justifications.
The theoretical development will identify the knowledge gaps and thereby en-
courage future researchers to continue this breach. The fifth step is to evaluate
the theory. Berm (1995) points out that colleagues’ review before submitting is
one way to evaluate your theory. However, evaluating is still difficult to
achieve. The last step for a literature review is to create the discussion and con-
clusions.

The key value of a literature review is to point out the essential issues
which are missing in the study domain. A reviewed based research studies
what have already done and what is missing about the research topic. The miss-
ing puzzle will lead the future research in this research topic.

According to the study by Webster and Watson (2002), an ideal review
based article should:

e Motivate the research topic and explain the review’s contributions

e Describe the key concepts

e Delineate the boundaries of the research

e Review relevant prior literature in IS and related areas

e Develop a model to guide future research

e Justify propositions by presenting theoretical explanations, past empiri-
cal findings, and practical examples

e Present concluding implications for researchers and managers.

2.2 Search Strategy

In order to search for available references, I have focused my research on search
engines like Google (scholar.google.fi) and scientific digital libraries such as
ScienceDirect and IEEE. There are also online documents from security compa-
nies which provide relevant information about information security policy. My
searching behavior is mainly focused on the professional and scientific online-
libraries; however, it could not ignore the value of organizational documents
such as London University policy or SANS security company documents.
Figure 1 shows the search strategy of the useful reference I used in my
thesis. This figure is a modification of the search strategy process provided by
Unterkalmsteiner and his colleagues (2012) for the identification of papers. This
flowchart shows the searching phases to determine the relevant reference. Fur-
thermore, it also includes the checking phase to identify its relativity and validi-

ty.
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Figure 1: Search Strategy

For the research purpose, I seek for the available references by key strings
such as “information security policy”, “security policy”, and added strings such
as “in organization”, “security management.” After gathering several scientific
articles, I tried to dig more useful references from the reference lists of the arti-
cles I had found. The reference lists of the previous articles show the value of
those references which are proved by the authors. I contained those references
in my literature review, either. It could be clearly identified that some articles
are quoted more than once in several articles by different authors. (e.g.: “Infor-
mation Security Policy - What International Information Security Standards
say”)

I would quickly review the abstracts and findings of every article to check
the relativity and validity. Since information security policy is an essential part
of information security management, some information security management
oriented paper will also mention information security policy. However, this
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kind of papers would not offer views with enough value under those research
questions. Thus I skipped these papers which have less relevant information,
only store the papers which their subjects are fully focused on information se-
curity policy. Finally, there are eighty-three articles are picked as the main re-
search reference of this reviewed based thesis.

2.3 Analyze Strategy

All eighty-three articles are categorized by its publication source in Table 1. The
main topic of all the articles is information security policy: its functions, its de-
velopment methods, its lifecycle, its scope and etc. In order to study the rele-
vant issues about information security policy in organizations, a research analy-
sis based on literature review is accomplished.

Table 1: Publishers of the Articles

Literature publishers Numbers of articles

A publication of EDUCAUSE 1

Business Computing 1

—_
—_

Computer & Security

Emerald Insight

IEEE

Information & Management

Information Management & Computer Security

Information Security Conference

Information Security Policy

Information System Security

Information Systems Journal

International Journal of Information Management

International Journal of Medical Informatics

ISSAI 5310

Journal of Information Technology & Politics

Journal of the Association for Information Systems

Logistics information management

Medical informatics and the internet in medicine

RiRrlRRRRRR[R|WR|GO| R[N~

National Computer Board

None resources 17

Organizational document 22

Security management practices 1

The office of management and enterprise service information | 1
services

Total articles 83

There is a content analyze about information security policy functions. All
the sentences, descriptions or paragraphs about information security policy’s
purposes or definitions were gathered for answering this research question. I
put the similar views together with their authors and year. It assisted in the
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generalization of consensus from different researchers. The functions of infor-
mation security policy are stated in Chapter 3.

For determine the methods in the development of information security
policy, I did my contextual review research in this order. First of all, I formulat-
ed a table to list the articles by their authors, titles, published years, and abstract
of this article. This would give an overall picture of what has to be reviewed.
Secondly, I collected all the development phases mentioned in the articles to
build an integrated information security policy development lifecycle. The de-
velopment lifecycle and development phases are analyzed in detailed in Chap-
ter 5. Thirdly, all articles which provided developing phases of information se-
curity policy, I searched the research methods applied in these articles. The re-
search methods were collected and explained in Chapter 7.
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3 FUNCTION OF INFORMATION SECURITY POLI-
CY

More than one author emphasize that the foundation of organizations” infor-
mation security management is an effective information security policy (Parker,
1998; Perry, 1985; Schweitzer, 1982; Warman, 1992). Every author emphasizes
the capability of information security policy to explain its importance in infor-
mation security management. However, they have different views and sayings
about what an information security policy could achieve. The diversity of un-
derstanding in the functions of information security policy is caused by its vari-
ety objectives. The functions of one security policy in an industry factory are
obviously different with a security policy in an educational institute. Different
expectations in security management lead to different functions.

Despite the variety functions described by different authors, the explana-
tion of information security policy functions is an essential section in a policy
document. The function description section formulates the limit lines of this
security policy document by policy writers. The limit lines will help policy
writers accomplish their jobs better. In the meantime, information security poli-
cy function section also explains the objective and capability of this policy doc-
ument to who this security policy document applied to. This section will help
employees understand the policy in order to increase their security awareness.
Furthermore, it will help them follow the security behavior guidance based on
the security policy in the organization.

In order to generalize the functions of information security policy, I ex-
tracted all the descriptions about purposes and capabilities of information secu-
rity policy. I gathered the sentences which discuss similar points and eliminate
the divergence. Based on the excerpts, eight functions were summarized. These
eight functions represent the major demands of information security manage-
ment which are expected from an information security policy. They are also the
main reasons why an organization needs the existence of information security

policy.
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3.1 Represent the Security Strategy

Most of the articles mentioned that information security policy represents the
security strategy of the organization. The authors use different forms to de-
scribe the organizational security strategy include (but not limit): the security
objectives, the objective of information security, security goals, statement of se-
curity management, and etc. Danchev (2003) points out that setting a compa-
ny’s security foundation is the main reason for an organization to develop an
information security policy. According to Corpuz (2011), information security
policy offers a security direction for organizations to implement their infor-
mation security management. Galletta and Hufnagel (1992) point out, based on
the definition of policy, a security policy refers to an organization’s plan or
strategy which defines its overall security goals and objectives. SANS security
document suggests that a well-designed information security policy is able to
define the objectives of the information system of an organization and outline a
strategy to achieve these announced objectives. According to ISO 17799 interna-
tional security standard, “information security policy provides management
direction and support for information security”. An effective information secu-
rity policy, mentioned by Hone and Eloff, assists in achieving the information
security objectives of the organization.

Information security policy is the most intuitive reflection of information
security management of an organization. For the management point of view,
information security policy is an announcement of organizational security strat-
egy. Senior management of an organization will implant the security strategy in
the process of developing information security policy. Meanwhile, a well-
designed information security policy is a detailed guidebook leading the em-
ployees to achieve the security goals of the organization.

For the purpose of representing the organizational security strategy, the
policy making group should have an accurate comprehension about the securi-
ty goals of the organization. Generally security goals are determined by the ex-
ecutive management group and the security specialists. Security specialists
could provide the professional security knowledge to assist the executive man-
agement personnel or team to integrate security strategy. Commonly, the secu-
rity strategies should protect the security of information assets in the meantime
guarantee the productivity.

3.2 Plan the Security Requirements

Information security policy proposes a plan of security requirements. Infor-
mation security policy documents often contain the purpose, scope, constraints
and applicability of information security policy .Tang (2003) points out that the
objectives of the information security policy are to plan the security require-
ments and to form consensus in an organization. According to Baskerville and
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Siponen (2002), a security policy acts as an overall plan in organizations which
aims to cover the security goals as well as acceptable procedures. Danchev
(2003) indicates that the security policy is a plan which pointing out the critical
assets within organizations and the methods to protect them. Based on the re-
port provided by National Computer Board Mauritius (2011), information secu-
rity policy outlines the organizational baseline on security.

The nature of policy is a plan. Information security policy is a security
plan within organizations. Information security policy plans what should be
protected and how to protect. Based on the definition of plan, information secu-
rity policy will give the structured process to achieve the objective, in this situa-
tion, the security goals of an organization. Information security policy will con-
tain tasks and sub-tasks which should be followed in an order. Planning is time-
saving and assists rational allocation of resources. Information security policy
as a plan in security management makes an appropriate arrangement on lim-
ited resources and personnel to protect the most valuable and vulnerable in-
formation assets. In order to achieve a succeed plan, the executive management
group, human resources, ICT specialists and security specialists should gather
together to allocate the resource, both physical/information property and hu-
man.

3.3 Define Roles and Responsibilities

Information security policy defines roles and responsibilities of organization
staffs when dealing with information. Galletta and Hufnagel (1992) point out
that information security policy identifies not only the responsibilities of IT
staffs but also the responsibilities of users. Lindup (1995) indicates that infor-
mation security policy determines the signatories’ rights and responsibilities.
Eloff (1998) suggests that information security policy defines the responsibilities
of all involvement parties. Whitman (2004) points out that information security
policy defines individual responsibility and determines the authorized and un-
authorized use of the systems. According to the report of National Computer
Board Mauritius (2011), information security policy authorizes security person-
nel to monitor, probe, and investigate. Based on the study of Whitty (2010), in-
formation security policy ensures that every employee had a clear understand-
ing of their responsibilities in protecting the information. Written in SANS secu-
rity document, information security demonstrates each employee how he or she
could contribute in maintain the security environment by fulfilling their re-
sponsibilities.

Information security policy clarifies the role and responsibilities of each
employee. This is based on employee’s security knowledge and their working
domain. In this security document, written authorities are given to individuals
who are in charge. Well-defined roles and responsibilities provide clear under-
standing about who is in charge and what to do. Authorized personnel has the
responsibilities to guarantee the safety of information they handled and the sys-
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tem they used. Information security policy also points out the roles of every
employee should fulfill to achieve the security strategy. The roles include moni-
toring, probe, investigation, and etc. For example, a security specialist could be
authorized to monitor the daily IT behavior. His or her responsibility is to check
the system and determine the unauthorized behavior. It is also his/her job to
report the unauthorized or unappropriated behavior to a senior management. It
is the senior management’s responsibility to decide the punishment.

3.4 Define Rules and protocols

Information security policy defines rules and protocols. The TCSEC states that
the definition of information security policy is the minimal set of laws, rules
and practices about how to manage and distribute sensitive information within
organizations. According to the report provided by National Computer Board
Mauritius (2011), information security policy stipulates the rules for expected
behavior by all stakeholders including end users, security personnel, ICT ex-
perts, and etc. Hu suggests that security policies also determine a series of rules
to supervise provided applications and services by their domains. Written in
SANS security document, information security policy should be a central doc-
ument that describes authorized behaviors in details with scope and applicabil-
ity. Ward and Smith (2002) point out that information security policy provides
security controls and protocols for guarantee the security of information system
security.

Rules and protocols defining is an important section in information securi-
ty policy. It is a guidebook of security behaviors. Unlike roles and responsibili-
ties, rules and protocols provided by information security policy are more focus
on the behavior itself rather than the personnel. Information security policy
gives clear guidance to its signatories about how to protect sensitive infor-
mation steps by steps. For example, information security policy about email
will state that “please log out your email when you are leaving your computer”.
It is a rule for employees to obey and whoever violates it should be punished.
Based on the standards and protocols provided by information security policy,
it is convenient and easy for all stakeholders to fulfill their responsibilities.

3.5 State Punishment

Information security policy also states the punishment for unauthorized use.
According to the report of National Computer Board Mauritius (2011), infor-
mation security policy determines and authorizes the consequences of violation.
Whitman (2004) points out that penalty for violations are defined by infor-
mation security policy. Written by SANS security document, information secu-
rity policy should include the penalty for misuse.
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Punishment is one of the key sections in information security policy. Pun-
ishment has a tight connection with responsibilities and standards. When the
authorization is given and the rules are set, all behaviors which are against it
should be punished. A reasonable punishment is one of the driven enforcement
for all stakeholders to obey the policy. Information security policy could not
achieve the security goals without punishments Punishment stated in the policy
document includes (but not limited) amercing, demoting, interdicting, and fir-
ing. The degree of punishment is depending on the consequence caused by un-
authorized behavior and how sensitive the information is. Information security
policy which declares the punishment is a warning for employees to under-
stand the consequence of ignoring the policy. It is also an instruction for senior
management to react after unauthorized behavior.

3.6 Risk Reducing

Information security policy reduces risk. It is not only the direct purpose of in-
formation security policy, but also the plain requirements or the security re-
quirement within organizations. Whitty (2010) points out that information secu-
rity policy mitigates the risks as well as ensures the protection of all sensitive
information. Written in SANS security document, information security policy
could identify how incidents will be handled.

Identifying risks and preventing systems from potential threats are the
basic capabilities of information security policy. It is also an early stage of de-
velopment phase in information security policy development lifecycle. Without
these, information security policy is valid to the organizations. Information se-
curity policy determines the potential risks and provides methods to avoid risks,
eventually reach the purpose of reducing risks.

3.7 Assist Decision Making

Information security policy assists in decision making. Cresson (1996) points
out that information security policy lead the product selection and development.
According to RSA security document, information security policy force to make
return-on-investment decisions. Also, it is written in SANS security document,
information security policy balances the protection with productivities.
Information security policy could not only guarantee the security of the
organization, it has the business value which aims to assist the decision making
on product producing. After all, the top goal of information security policy is
not ensuring the security of the system but guarantee the contingency of busi-
ness. By achieving the security goal, information security policy assists top
managers to make the right choice in order to extend the business in a secured
environment. It balances the security from productivity. An obvious example is
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how information security policy could assist purchasing daily products. Having
the assistance of information security policy, officers in the purchasing depart-
ment would choose the most secured applications and services after consider-
ing the funding. All top management who has the responsibility to make deci-
sions would consider security based on information security policy when mak-
ing a selection. Information security policy is their strong support for security
issues.

3.8 Provide Secured Environment

Information security policy offers a secure and safety working environment for
all users, according to Whitty (2010). A secure working environment is neces-
sary for employees to focus on their work and do not disturbed by unexpected
threats. Information security policy involved all the stakeholders within organi-
zation to systematically build a secure environment for a healthier business op-
eration process. It is a blueprint for building a secure environment for business.
However, no scientific paper could provide the evidence to support this func-
tion.

Obviously, there are more existing functions of information security policy.
These mentioned eight functions are the primary functions for general infor-
mation security policies. Information security policy which has special purposes
will have more functions than these eight. Such as information security policy
for the military is also protect national security. These peculiar functions remain
to the future research to generalize.
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4 STAKEHOLDERS OF INFORMATION SECURITY
POLICY DEVELOPMENT

During the development of information security policy, a series of stakeholders
should be involved in the development phase. Maynard, Ruighaver, and Ah-
mad (2011) did a research based on literature review and contextual interview
about which stakeholders should be involved in security policy development
process.

Due to the contextual reviews, there are nine synonyms of stakeholder
types are mentioned which are: executive management, business unit repre-
sentatives, user community, human resources, ICT specialists, external repre-
sentatives, legal and regulatory, security specialists, and public relations. Each
stakeholder synonyms may involve in information security policy development,
mentioned by Maynard, at different levels. Meanwhile, in every different or-
ganizational development stage, they may have different opinions and contri-
butions about policy. Thus, all possible stakeholders should be considered in
the development of information security policy. These nine synonyms will be
explained in details to help decision makers have an overall view while plan-
ning to develop a security policy for an organization. Table 2 is the summary of
nine synonyms of stakeholders which are provided by Maynard, Ruighaver,

and Ahmad (2011).
Table 2: Stakeholders of Information Security Policy Development (Maynard, Ruighaver,
and Ahmad, 2011)

Synonym Stakeholders

Executive Management Top Management (Abramsé& Bailey 1995)
Managers (Baaskerville 1988; Leinfuss 1996, Szuba 1998;
Tudor 2001)

Senior Management (Henderson 1996; State of Oregon
1998; Woodward 2000)
Corporate (Robinson 1997)

Business Unit Representatives | Group Management (Warman 1992)
Business Units (Anderson Consulting 1999)
System Owner (Baskerville 1988; Swanson 1998)
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Resource Owner (Tudor 2001)
Information Owner (Swanson 1998)
Data Providers (Szuba 1998)

Junior Management (Warman 1992)

User Community

End Users (Baskerville 1998; Warman 1992; Leinfuss 1996;
Swanson 1998)

Computer Users (Abrams & Bailey 1995)

Data Entry Staff (Szuba 1998)

Data Processor (Szuba 1998)

Information Collectors (Szuba 1998)

User Groups (Diver 2007)

Human Resources

Human Resources (Anderson Consulting 1999; Diver
2007)

ICT Specialists

Technical Computer Specialists (Warman 1992)
System Designer (Baskerville 1988)

IT People (Robinson 1997)

System Administrator (Swanson 1998)

IS Professionals (Anderson Consulting 1999)
IT Department (Woodward 2000)

Technical Writers (Diver 2007)

Technical Personnel (Diver 2007)

External Representatives

External Consultants (Gritzalis 1997)
Clients (Baskerville 1998)

Legal & Regulatory

Legal Department (Robison 1997)

Legal Counsel (Szuba 1998; Diver 2007)

Legal and Regulatory People (Anderson Consulting 1999)
Industrial Standards and Professional Licensure (Basker-
ville 1988)

“The State” (Baskerville 1988)

Audit and compliance (Diver 2007)

Security Specialists

System Security Manager (Swanson 1998)
Security People (Anderson Consulting 1999)
Information Security Team (Diver 2007)

Public Relations

Public Relations (Anderson Consulting 1999)

4.1 The User Community

Since it is provided by more than one article that human is the weakest point in
information security, information security policy is designed for human beings.
Mentioned in the multifunction of information security policy, it is a guidebook
for employees to follow. To achieve the purpose, user behavior and user under-
standing about information security should be studied. Thus, the user commu-
nity should be a stakeholder involved in the development of information secu-

rity policy.

The user community, often known as “‘end user’, composed of individuals
who execute a series of different functions. It could also be addressed in securi-
ty reference as computer users, user community, data entry staff, data proces-
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sors, and etc. (Maynard, et al 2011) Due to the fact that most of the security risks
are caused, intentionally or not, by end users in the organizations, the user
community should be involved in the development of information security pol-
icy. The other fact is that the end user is accounted for the largest proportion of
who the information security policy applied. The necessary of the user commu-
nity involvement is self-evident. As mentioned before, securing assets is a learn-
ing process. The development of information security policy continues after the
policy written completed and published. User awareness training is an essential
stage of information security policy lifecycle. Preaching the policy is a necessary
process of information security management.

4.2 Legal & Regulatory

Business crime is unavoidable in every commercial organization especially
large companies. Participants involved in business crime are not hesitating to
break the laws to achieve their purpose, stealing the secured information for
individual benefits. Despite the business crime, there are also other inappropri-
ate activities in the eyes of senior managers within organizations. Because of
those situations, companies included legal advance in their policy development
teams to make sure their information security policy is the legal explanation.

The main duties of the organizational legal department are analysis of the
legality of the organizational legal related risk management and control. The
responsibilities include decision-making, contract management, personnel
training, supervision, and compliance monitoring. The legal department should
be a compass in dealing with legal issues. Thus, the legal department provides
legal advices based on not only legal risks but also business strategy, organiza-
tional operation, as well as market changes. Since the legal department is an
indispensable part in decision making within organizations, information securi-
ty policy which as a representing of organizational security strategy should in-
volve the legal department. The legal department could offer professional opin-
ions on legal domain to guarantee the compliance of the policy document. Also,
they are involving in policy violation judgment including litigation, arbitration,
reviewing, and mediation.

4.3 The ICT Specialist

Nowadays, information is transmitted mainly through ICT services. ICT ser-
vices in the front line for protect the security of information. And the concept of
information security should be embedded in the design theory of ICT services.
Due to this fact, the ICT specialist with their professional background should
understand how to protect the information transmitted via ICT service. They
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normally act as one of the main driving forces of the information security policy
development.

The main jobs of ICT department are network management; information
management; e-commercial planning; ICT-related employees training; technical
updating; and assisting ICT-related issues. Their roles contain technical com-
puter specialist, the system designer, ICT specialists, the system administrator,
and etc. (Maynard, et al 2011) ICT specialists play an essential role in informati-
zation within organizations. Thus, information security could not achieve with-
out ICT specialists. The involvement of ICT specialist in developing process is
based on their technical knowledge on system design and security knowledge
of those systems. They know the best about the weak point and loophole in ICT
systems. This knowledge comes from their experience in building and main-
taining the computing infrastructure within an organization. It is also their re-
sponsibility to involve in user awareness training.

4.4 Security Specialists

The security specialists in the organization are employed personals who focus
on protecting organizational information, and on the development of security
policies. Most of the Security Specialists are preview ICT specialists, however,
change their career from designing and development of ICT systems to protec-
tion of information security. Thus, the security specialists possess the under-
standing in both ICT product and service innovation and security concerns.

Based on the review, the security specialists should be the leading role in
the development of information security policy. The security specialists explain
the importance of information security to the executive management to start the
development of information security policy. During the design and develop-
ment phases, the security specialists offer their knowledge in protection in or-
der to develop an effective security policy. Moreover, the security specialists
assist in design user awareness training program.

4.5 Human Resources

Information security policy defines roles and responsibilities for each partici-
pant. It is the responsibility of human resources department to help insist this
defining behavior with the security team. Human resources involvement is
most important to ensure that policy meets the requirement of the organiza-
tional standard. Human resource department is responsible for human resource
management within organizations. The main purpose of human resource de-
partment is providing and training qualified employees for the organization.
Human resource is in charge with recruitment, performance management,
training management, employee relations, and wages. Human resource de-
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partment plays different roles in the different development stage of an organi-
zation; however, it is the major management of connecting and interaction be-
tween employees to accomplish the business objectives.

Anderson consulting (1999) suggests that human resources should be in-
volved in the development phase to develop the communication plan and en-
sure the communication channel of information security policy. Their responsi-
bility in developing information security policy includes (but not limit) changes
to the job description, motivation, security awareness training and policy en-
forcement.

4.6 Executive Management

Since information security policy states the organizational security strategy and
assists decision making, it is important to involve executive management in the
development of information security. Kadam (2007) points out that involving
senior management is a key success factor in developing and implementing in-
formation security policy. The original driving force, according to Woodward
(2000), should come from senior management.

Executive management contains top management, senior management,
and other managers. This group should support the development of infor-
mation security policy on the management level. The executive management
should be in charge of planning, implementing as well as allocating resources.
It is also their responsibility to balance the information security with productiv-
ity. Executive management should define the priority task in information secu-
rity policy. Based on the description, executive management should be involved
in the development of information security policy from start to the end. Execu-
tive management should be fully in charge in every phase, formulating plans
and delivering authorities to relevant individuals. Executive management is the
leader of policy development team and adjusts development strategy based on
current situation.

4.7 Business Unit Representatives

Business unit representatives are often defined as the ownership of systems and
information. Tutor (2001) suggests that the resource owner should be involved
in the developing phase of information security policy since they understand
the importance of protecting the information. Swanson (1998) points out those
information owners have the responsibility to ensure the effective of their in-
formation’s security; therefore they should be involved in the information secu-
rity policy development.

Despite the owners of information, other business units like junior man-
agement units, business units, or group management should be involved in the
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development of information security policy. Business unit understands the val-
ue of information, the benefit which is brought by information, and the loss
which caused by information leakage and other relevant threats. This kind of
acknowledges is from the daily experience of business. Business unit assists the
development of information security policy by proving the business value of
information assets and calculating the loss caused by information risks. Busi-
ness unit explains the value of information to the end users better than ICT spe-
cialists because the explanation is based on their experiences. It is more persua-
sive and realistic for the business unit to show the damage of unsecured infor-
mation.

4.8 Public Relations

Information security is not only a security thing in the organization. It is also a
public relations issue. Organization would own their reputation if it is shown to
the public that the organization is committed to security. Customers will in-
crease the confident for the products and services provided by the organization
if their information is secured. Thus, development of information security poli-
cy should involve public relations.

Public relations suggested by Anderson Consulting (1999) to be involved
in the information security policy development process. Generally, there are
three functions of public relation department within an organization. Public
relation department promotes the achievement of corporate strategy, motivates
product sales, and participates in decision-makings. Public relation department
is a bright to connect customers with the organization. It is their responsibility
to create a trust relationship between customers and the organization and to
build a good corporate model. Therefore, it is public relations” responsibility to
present the organizational security strategy, include information security policy,
to the public.

4.9 External Representatives

With the unit of the business world, the value of information increases through
sharing. Under this circumstance, it cannot shape the individual organization
from cooperation in business while considering the information security issues.
It is necessary to ensure the security of information which translated via strate-
gic cooperation or supplier chain. The agreement should be reached among co-
operation participants to achieve the security strategy of all. Due to this pur-
pose, external representatives should be involved in the development phase of
information security policy. For this cooperation behavior, it is more complicat-
ed to develop an information security policy than within the organization. It is
not only because more participants are involved in, but also because infor-



28

mation will be transmitted through the internet instead of the intranet. The in-
formation security is difficult to monitor and to supervise.

External representatives include (but not limited) customers, suppliers, ex-
ternal consultants and other external entities. Baskerville (1998) points out that
it is also necessary to involve outside client who is relevant on organizational
systems in the development of information security policy. Policy development
involving external representatives will ensure the contingency of cooperation
by secure the shared information. It should be followed by all stakeholders in-
volved in the cooperation.
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5 DEVELOPMENT PHASE ANALYSIS

There are more than one articles mentioned about lifecycle or lifetime phase of
information security policy. It presents the phases or processes in the develop-
ment of information security policy. The information security policy lifecycle
gives a clear view of the preparation of policy creation to bringing of policy into
the organizations. Development lifecycle of information security policy is guid-
ance for the security team to create information security policy based on differ-
ent organizational requirements. It is essential to study the similarity and dif-
ferences of information security policy development phase.

To achieve the purpose of studying the commonality of difference infor-
mation security policy lifecycle, an analyzed framework is created. This chapter
presents the evolvement of an integrated information security policy lifecycle
from previews studies. In the beginning, I summarized initial information secu-
rity policy development phases from seven lifecycles providing by different
authors. Based on these phases and some literature reviews, I tested all the de-
velopment phases provided by the reference. This step is to check if there are
missing phases provided by other articles than these seven lifecycles. In the end,
an integrated information security policy development lifecycle was formulated.

Figure 2 is the first developing step of this section. Seven lifecycles or life
phases of information security policy are listed below in Figure 2. Similar de-
velopment stages are merged to one development phase. The last row inte-
grates four processes of the lifecycles and names each phase.
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Figure 2: Analyze of Information Security Policy Lifecycle

Even though the phase of formulating a security team is not mentioned in
any information security policy development, it is highly recommended in
some articles (Doherty and Fulford, 2005; State of Oregon, 1998). As the result
of this, I added the formulating a security team at the beginning of the infor-
mation security lifecycle.

Adding with the development phase “formulating a security team”, five
development phases become the phase analyzing of security policy in Table 3.
Table 3 is the table to analyze the development phases. There are three columns
in this table providing relevant information. The first column is the author who
provides the development phases. The second column is the main analyze of
phases of security policy development. Since PFIRES Lifecycle model (Rees,
Bandyopadhyay, and Spafford) provides a clear and logic sub-tasks under each
development phase, I use these sub-tasks instead of generalizing from the refer-
ence. The last column is the criteria whether the phases should be followed in
an order or not.
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Table 3: Analyze of development phases under Information Security Policy Lifecycle

Authors | Phase of security policy In
or-
der
or
not

Formulate | Assessment Plan Deliver Operate

a security

group
Policy Risk  as- | Policy = de- | Requirement | Control def- | Controls Monitor op- | Review
assess- sessment velopment definition inition implementa- | erations trend and
ment tion manage

Gritzalis, Answer a | Security Deontology Yes

1997 series  of | principles code

baseline
generic Security
question guidelines

RSA  Se- Assess Write  the Implement Imple- Yes

curity security security pol- the security ment the

require- icy policy security

ments Communi- policy
cate reassess
enforce the policy

Lindup, The prob- | Defines rules | Clarify  the The process- No

1995 lem ad-|and proto- | rights and es for verify-

dressed by | cols responsibili- ing compli-
the treaty ties ance
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The scope Sanctions
of the trea-
ty
Kabay, Procedue- | Proceduere3: | Procedue- Proceduere4: | Proceduereb: Yes
1996 rel: To | to form and | re2:To  ana- to implement | to maintain
assess and | draft a poli- | lyze infor- the policy the policy
persuade cy mation securi-
top man- ty require-
agement ments
Rees et, Policy Risk  as- | Policy = de- | Requirement | Control def- | Control im- | Monitor op- | Review Yes
al assess- sessment velopment definition inition plementation | erating trends
ment and oper-
ation
manage-
ment
Basker- Design pro- | Design  pro- Implementa- Yes
ville and cess: cess: tion: testing
Siponen, -creation of | -adjusting the
2002 policy and | levels of ab-
sub-policies | straction and
hierarch enforcement
needed
Doherty | Stepl. Step2. Step3. For- Step4d.  Im- Step5. Yes
and Ful- | Assemble Conduct mulate strat- plement Review
ford, strategy situation egy: create/ strategy: strategy
2005 team analysis modify in- review/
formation modify  in-
security pol- formation
icy strategy
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Tuyikeze Risk  as- | Policy con- Policy  im- | Policy moni- Yes
and Pot- sessment struction plementation | toring  and
tas, 2010 maintenance
Danchev, Step3. Stepl. Risk Setp2.Risk Step4.The Yes
2003 Security | analysis management implementa-
policy tion of policy
violation
Comput- 1. Deter- | 7. Draft a 8. Add a 9. User train- Yes
er tech- mine what | security pol- recovery ing
nology assets need | icy section  in 10. Respond
research protection the plan to incidents
group, 2. Deter-
1998 mine the
level of
protects

for each
assets

3. Deter-
mine in-
ternet us-
age

4.  Deter-
mine the
threats that
exists

5. Explore
how to
address
the threats
6. Conduct
an impact
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assessment
Walton, | Origina- Assess- Defining the Security Migration | Yes
2002 tion phase ment of the | security architecture planning
current standards develop- and inte-
environ- ment gration
ment
Lee, 2001, Defines  the | Construct Inform and Yes
SANS objectives of | the policy to educate the
the IS of an | reflect the organizations
organization corporate
and outlines a | culture
strategy to
achieve stated
objectives
Ander- Security Protection Standards Yes
son policy  de- mechanism
velopment
State of | Develop a Brainstorm Once final- Yes
Oregon, | working and develop ized, get top
1998 group policy points management
for review endorsement
Brief em-
ployees and
gain  signa-
tures  from

them
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DTI, 1999 Research Draft policy Obtain man- Yes
policy agement
content approval
Issues policy
to staff
Monitor and
maintain
MoCon- Security Security poli- No
nel, 2000- policy  de- cy assess- nee
2002, velopment: ment and d to
SANS 13 tips enforcement be
in
or-
der
for
tips
Hagen, et Security Procedures yes
al, 2008 policy and controls
Tools  and
methods
Awareness
creation
Olnes, Stepl. Sur- | Step3. Im- | Step2. Selec- Ste4. Mainte- Yes
1994 vey for | plementa- tion of coun- nance  and
require- tion of secu- | termeasures: daily opera-
ments: rity tion: change
Re- measures: in resources/
sources/ responsibili- organiza-
threats and | ties and tional chang-
risks/ spe- | documenta- es/ security
cial goals tion revision
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Talbot Stepl. Step3. Step4.  Re- Step4.  Im- YES
and Create an | Review write exist- prove policy
Wood- ITC edu- | existing ing policy enforcement
ward, cation policy Step5. Estab-
2009 program lish  policy
Step2. compliance
Create an checking and
ICT secu- reporting
rity policy Step6. Estab-
awareness lish non-
program compliance
report
Cosic Plan Do Check Act YES
and
Boban,
2010
Kadam, Stepl. Step4. Writ- | Step3. Identi- | Step4. Writ- Step5.  Im- Yes
2007 Threat ing  infor- | fying action | ing proce- plementa-
identifica- | mation secu- | plans dures and tion:
tion rity policy guidelines top/operatio
Step2. ns/ everyone
Vulnerabil-
ity assess-
ment
Knapp, Risk  as- | Policy  de- Policy  ap- | Policy Policy Yes
et, al., sessment velopment proval awareness& | review
2009 training Policy
Policy  im- | retirement
plementation
Policy  en-

forcement
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Canavan | Determine | Review | Determine | Write initial | Review cycles | Policy gap | Active com- | Regular re- Yes
and Div- | a compli- | existing | research draft Review with | identifica- munication | view and
er, 2007, | ance grace | policy materials | Style consid- | additional tion process | strategy update
SANS period Interview | erations stakeholders | Develop
SMEs communica-
tion strategy
Publish
National | Policy Develop- Introduction | Policy Yes
computer | develop- ment ap- of the policy | assess-
board ment team proach to employees | ment and
Mauri- Positive op- | review
tius, 2011 eration of the
policy
Wood- Study risk | Formulate Develop Get co- | Review Yes
ward, policy standards operation
2000 from  man-
agement
Ward Project Security Consulta- Disseminate | Security Yes
and initiation policy  de- tion and | policy awareness
Smith, velopment approval and  policy
2002 education
Corpus Stepl. De- | Step2.  De- Step3.  Im- | Step4. Assess Yes
termine velop securi- plementation | and update
enterprise | ty policy and security policy ac-
security control poicy cording to
require- structure evolving
ments business re-
quirements
Hone Develop- Presentation | Commitment | Dissemina- Yes
and Eloff ment tion
Maintenance

Styling
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Wood, Gathering | Defining a Preparing a Yes
CISA, key refer- | framework coverage

CISSp, ence mate- | for policies matrix

1995 rials

Based on Table 3, all the development phases provided from the relevant articles could fit into these five development
phases. It is safe to say that this five development phases could be formed to an information security policy development lifecy-
cle. Figure 4 is the version of an integrated information security policy development lifecycle. More details about each develop
phase are explained below.

Formulate A

Securit

Team
Figure 3: An integrated information security policy development lifecycle
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5.1 Formulation of a Security Group

The first phase of information security policy development is the formulation of
a security group. The security group is in charge with the following phases of
policy development. All the tasks and subtasks are launched around this securi-
ty group. The main responsibilities of a security group are to plan the develop-
ment and react based on changes. It is also their job to deliver authorities and
set roles to relevant individuals.

To formulate this response team, a group of relevant stakeholders in de-
velopment of information security policy should be gathered. Usually, the secu-
rity group contains the senior manager, the security specialists, ICT specialists
and human resources. In some special case, the group also contains the legal&
regulatory team, business units, and other relevant stakeholders. Members in
this security group might have different roles in information security policy
development due to their variable capability and professional knowledge.

5.2 The Assessment

The Assessment Phase is the second phase in security policy development. The
Assessment Phase identifies the potential risks and reviews existing policies in
the organization. The goal of the Assessment Phase is to evaluate the advance
alteration against the environment and policies existed in the organization. The
expected results of the assessment phase should be including an assessment of
existing policies; an organizational assessment about current situation; a poten-
tial risk assessment; a policy development plan; and a communication plan.

There are two steps to accomplish the Assessment Phase: policy assess-
ment and risk assessment. Policy assessment aims to determine the current sit-
uation about organizational policies through assessing the existing policies and
relevant documents such as standards, guidelines, and procedures. If this is the
first time for the organization to develop an information security policy, this
policy assessment could be replaced by definition strategic. Risk assessment
defines the business assets which the organization what to protect, and deter-
mines the potential risks embedded under those assets. Risk assessment docu-
ment aims to help the security group to make decisions whether to continue
information security policy development by moving to the next phase or not.
There are four sub-tasks suggested by PFIRES (Rees, Bandyopadhyay, and
Spafford) in the risk assessment: identify the assets, identify vulnerabilities,
summarize risk assessment results, and evaluate possible measures and con-
trols.
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5.3 The Plan

The third phase, the Plan Phase contains the policy development and the re-
quirement determination. The Plan Phase delivers the identification of current
needs and strategy to change. The expected results of the planning phase
should include the security strategy modified or updated from previews one;
an updating or new policy; a requirement document about what should be
changed; and in the meantime the execution of the communication plan. In the
end of the Plan Phase, there should be a completed information security plan
created for the organization.

There are two sub-steps under the Plan Phase which are policy develop-
ment and requirements definition. Policy development aims to offer a new se-
curity policy and strategy based on the assessment phase. PFIRES (Rees, Ban-
dyopadhyay, and Spafford) suggests two sub-tasks: create /update security
strategy, and create/ update security policy. A security strategy is an over-
viewed direction for future business which under security controls. To create a
security strategy contains tasks including determining security options; priori-
tizing security proposals and documenting the strategy. A security policy con-
tains creation includes: identifying applied areas of security policy, drafting,
reviewing, and publishing. On the other hand, the goal of requirements defini-
tion is to determine the requirements of the new security architecture based on
the analyzing of organizational security policy. PFIRES (Rees, Bandyopadhyay
and Spafford) suggests three sub-tasks: translate suggests to needs, exploit ex-
haustive security requirements, and confirm those requirements.

5.4 The Deliver

The fourth phase is the Deliver Phase which presents the situation after the
complement of the policy. It presents the process to introduce the implemented
policy document to daily security behavior. The expected results of the Deliver
Phase include guidelines, procedures, standards and security controls for an
implementation; and an enforcement plan for information security policy.

There are two tasks under this phase which are control definition and con-
trols implementation. The control definition refers to all the relevant processes
that reduce the risks. This step determines the compatibility between controls
and d the requirements of information security policy. PFIRES (Rees, Bandyo-
padhyay, and Spafford) suggests four sub-tasks under the controls definition
steps: design infrastructure, determine controls, evaluate solutions, and select
controls. Followed by the control definition is control implementation. The con-
trols implementation contains four sub-tasks, suggested by PFIRES (Rees, Ban-
dyopadhyay, and Spafford): create implementation plan; build; task; and pilot
and development.
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5.5 The Operate

The last phase of policy development is the Operate Phase. It presents the moni-
toring and controls of information security policy on a daily basis. It assists
identifying the upcoming risks and security requirements which force the mod-
ification of information security policy. Moreover, business and technology
trends are watched and analyzed.

There are two sub-tasks contained in the operate phase: monitor opera-
tions, and review trends& manage events. Monitor operations aim to identify
the daily activities within the organization to ensure the security enforcement.
There are five activates in monitor operation which are administration and op-
erations, communications, security services, investigation, and compliance. The
final sub-step of Operate Phase and the security development is review trends
and manage events. This step aims to determine the signal which represents the
security policy need to re-evaluate. PFIRES (Rees, Bandyopadhyay, and Spaf-
ford) suggests four sub-tasks: manage events; identify internal trends; identify
external trends; and escalate to assess phase.

Based on these five phases, it is analyzed by all the processes or methods
mentioned in the reference. All the processes mentioned could be fit into the
phases and sub-steps. Also, most of the processes should be executed in order.
Except for some tips under the subtasks such are using understandable words
in the policy document, orders are the emphasis by authors in security policy
development.



42

6 EXAMPLES OF EACH DEVELOPMENT PHASE

Based on the analyzing table, there are five phases in a development lifecycle of
information security policy. To increase the further understanding of each
phase, I picked a representative example in each development phase and give a
detailed explanation in this section. Each example represents one suggestion for
the author about what should be including in this phase.

e Formulating A Security Group

In the beginning of security policy development, a security group should
be formulated. It is important to identify the involved stakeholders in develop-
ment of information security policy. The security strategical team should be
involved in the whole processes of information security development. The secu-
rity team should be in charge with the overall responsibility for developing the
policy document.

The National Computer Board (2011), for example, states two kinds of in-
volvement in the phase of policy development team. It mentioned two kinds of
involvement in policy development team. The primary involvement includes
information security team and technical writer. The secondary involvement in-
cludes technical personnel, legal counsel, human resources, audit and compli-
ance, and user groups. In this paper, it is emphasized that information security
team is authorized to possess the overall responsibility for the policy docu-
ments’ development. There should be one person in full control with others
supporting.

e Assessment Phase

The second phase is the Assessment Phase. Two kinds of assessment are
accomplished in this phase. In the policy assessment, if the company has any
business policy or existing security policy, it is better to review the policy doc-
ument. For example, Canavan and Diver (2007) point out that the policy as-
sessment guarantees that development of new security policies will not be
against the organizational business strategy. Meanwhile, the security team will
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have a general understanding of current company attitude on a given issue or
technology. Existing guidelines or security policy could be the start point in pol-
icy document writing on the same domain.

In the risk assessment, Computer Technology Research Group (1998) as an
example suggests six steps. Those six steps are: identify what information assets
need to be protected, define the protecting level for each asset, identify internet
usage, determine potential threats, investigate on how to deal with the threats,
and deliver an impact assessment. The major goal of risk assessment is to iden-
tify the business assets the organization is willing to protect and the potential
risks are hidden inside those assets.

e Plan Phase

The third phase is the Plan Phase. For instance, RSA security Inc. suggests
that there are six domains should be involved in policy writing. A Cover letter
in the beginning written by CEO aims to emphasis the importance of infor-
mation security in the organization. The purpose section is an overview of secu-
rity policy document to explain the goals of this policy document. The policy
document also contains the responsibility and authority section. In this section,
it will be defined clearly about stakeholders” responsibility for developing and
enforcing the policy. Definitions of the technical terms should be included in
security document for non-technical readers to reduce the misunderstanding.
Information ownership and access rights are a general statement defining the
ownership and statement rights for the information on the company or trans-
mitted via the internet. At last, computer system usage section defines the pri-
mary purpose of organizational computer systems as being for organizational
business purposes only. For the requirement definition sub-tasks, there is not a
suitable example of guidelines for requirement definition; it remains for the fu-
ture study to accomplish the gap.

e Delivery Phase

The fourth phase is the Delivery Phase. Even though there are two sub-
tasks suggested in this phase, most of the development processes in the article
are focus on the control implementation sub-task. For example, Canavan and
Diver (2007) suggested a development of communication strategy, publish, and
active communication plan in this phase.

The communication strategy is just one example in delivery phase which
should be considered by the security team. It represents one delivery method of
the policy document to the end-users. There are few suggestions provided by
Canavan and Diver (2007), which are: make information security policy em-
bedded in a contract, involve information security policy to a training course;
and apply a subscription-based communication method. Organizational culture
and protection mechanism should also in the consideration of delivery phase to
develop and implement the control.
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e Operation Phase

The fifth phase is the Operation Phase. One example is the study of Ore-
gon (1998); there are three domains in maintenance and daily operation. These
three domains are change in resources, organizational changes, and security
revision. Since security is a lasting process, changes and improvement will
cause the updates. Another example is suggested by Talbot and Woodward
(2009), there are three sub-tasks suggested under the monitor operation: in-
crease policy enforcement, build checking and reporting system on policy com-
pliance, and establish non-compliance reporting.

These are the general consideration behavior of policy enforcement. The
most common example in review trend and management sub-task is reviewing
the policy (Doherty &Fulford, National computer board Mauritius, Woodward,
and etc.). If the result of reviewing shows that the policy doesn’t fit the current
security need, the development cycle should start from the very beginning,
from building a security team, in order to develop a new policy to suit the cur-
rent requirements.
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7 METHODS IN DEVELOPMENT OF INFOR-
MATION SECURITY POLICY

In this section, the research methods in the development of information security
policy are listed. Table 4 shows the number of articles which have “research
methods” provided, or at least give some suggestions in the development of
information security policy. The research methods are separated into two cate-

gories: qualitative research methods and quantitative research methods.
Table 4: Methods for Development of Information Security Policy

Methods used for information security policy development Numbers
Literature review 5
Qualitative Interview 4

Theory Deductive 2

Case Study 3
Quantitative Questionnaire Survey 7
Authors thought 49

7.1 Qualitative

Qualitative research is aiming to understand a certain phenomenon based on
qualitative data. The purpose of qualitative research is to explore the meaning
of people’s experiences, cultures, or their understanding of a particular issue.
The research questions of qualitative research are often started with “what” or
“how”. The analyzing of qualitative data is to create themes or theories.
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7.1.1 Interviews

The qualitative interview is one of the data gathering methods in qualitative
research. It is used in all kinds of qualitative researches includes positivist, in-
terpretive or critical. Myers and Newman (2007) point out that the qualitative
interview provides data with high-quality in case studies, action research,
grounded theory, and in ethnographies. The key success factors for a quality
interview is picking the right persons to interview and gathering the relevant
data from the interviewees. However, it is difficult to achieve.

The forms of a qualitative interview are diverse, but three are most used:
structured interview, unstructured or semi-structured interview, and group
interview. A structured interview often contains a complete script for preparing
beforehand. No space for change or improvisation in a structured interview. A
structured interview is usually applied in surveys. An unstructured or semi-
structured interview, however, contains an incomplete script. The researchers
should have some preparation, in the meantime, there is room needed for im-
provisation. A group interview is just a structured or unstructured interview
contains two or more people at once.

The qualitative interview is useful but embedded with potential problems,
difficulties, and pitfalls. Based on the study of Web and his colleagues (1966) on
the interviews, nine problems are summarized as typical examples of difficul-
ties and problems in interviews. The nine problems are: artificiality of the inter-
view, lack of trust, lack of time, level of entry, elite bias, Hawthorne effects, con-
structing knowledge, ambiguity of language, and the interviews can go wrong.
(Myers and Newman, 2007) Take “lake of trust” as an example, the interviewer
is a total stranger to the interviewee. Considering of security or privacy issues,
the interviewees may refuse to provide some information which they consider
as “sensitive”. If the “sensitive” information is the potential important infor-
mation for the research, this interview could consider as a failure.

There are four articles building their information policy theory based on
interviews. Interview, as one of the research methods in a qualitative study,
have the outstanding capability in building theories. Two target groups stand
out in the literature reviews which support to formulate the methods in devel-
opment of information security: information system security professionals and
senior management groups. The interviews of those people are a useful support
in the development of information security policy because they understand bet-
ter in information security domain. They could provide professional knowledge
and suggestions in information security management.

7.1.2 Theory Deductive

Theory deductive is a research strategy in scientific research. There are three
steps to accomplish a theory deductive research: find a grounded theory, obser-
vation, build a new theory. It is a research strategy to build a specific theory
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from a general theory. The aim of the theory deductive is to conform or test a
theory. The general theory usually guides the research process.

There are just two articles used theory deductive approaches to develop-
ing information security policy. Authors used IS design theory to develop the
security policy. The similarity and commonality of design purpose in infor-
mation system and information system security policy makes the IS design the-
ory perfect suitable for the design of information system security policy.

7.1.3 Case Study

A case study research is an empirical investigation of a contemporary phenom-
enon, based on the study of Yin (1994). Case studies should be based on multi-
ple resources of evidence. Case study research is one of the most commonly
used qualitative research method in information systems research. (Darke,
Shanks & Broadbent, 1998) The case study research is suitable for understand-
ing the interplay between IT-related innovations and organizational situations.
A case study is basically a combination of all data collecting technologies in-
cludes interview, observation, questionnaire, and document and context analy-
sis. All qualitative and quantitative data collecting and data analyzing methods
could be used in a case study research based on its research purpose. A case
study research could reach several research goals: to describe the phenomenon,
to develop a theory, and to test a theory.

There are three articles based on case study. There will be a real case such
are the development of an information security policy for health care estab-
lishments. Also, there are simulated cases for testing the policy development
method providing by the authors. The case study might not provide a generic
method which could be used in most cases, however, it provides a specific
point of view in concrete situation. The scope and applicability of information
security policy in a healthcare center differ to the policy designed for an educa-
tion institution. Case study method helps developing the proper information
security policy for the particular requirements.

To build a theory from case study research, Eisenhardt (1989) provides
eight steps. The suggested theory building phases are: getting started, selecting
cases, crafting instruments and protocols, entering the field, analyzing data,
shaping hypotheses, enfolding literature, reaching closure. These eight steps
might not all concluded in the development of information security policy,
however, these could be a guideline to start.

7.2 Quantitative

Qualitative research is aiming to examine the relationship between variables.
The research questions of a quantitative research are started not only “what”
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and “how” but also includes “does” to study the relationship. Qualitative data
often represents the statistics to crunch the numbers.

7.2.1 Questionnaire Survey

The questionnaire survey, invented by Sir Fransic Glaton, is a research tool to
seize responses form respondents to study a common behavior based on a set of
questions. The questionnaire survey consists structured or unstructured ques-
tions. A structured question provides respondents with a series of choice while
an unstructured question needs respondents to answer with their own words.
The questionnaire should be a series of questions designed to guide the re-
spondents to understand the survey and provides the useful and high-quality
data.

The most common used questionnaire survey is self-administered mail
survey. The same questionnaire would be sent to groups of potential target re-
spondents and willing respondents could finish the survey by themselves and
return it to the research. Another type of a questionnaire survey is group-
administered questionnaire. The questionnaire survey will be completed in a
common place or a room by a sample of respondents. The purpose of this kind
of survey is to limit the interactions between respondents. Recently, online or
web survey is replacing the place of self-administrated mail survey. It is nearly
the same as a self-administrated mail survey except the questionnaire form is
electronic. It is more convenient for respondents to complete the survey as well
as for researchers to analyze data. There are two major issues which obstruct
researchers to reach the high-quality data. The first one is how to design a high-
quality questionnaire which leads the respondents to give the needed data; the
second on is how to determine the sample of respondents which are qualified to
answer the questionnaire. In Chapter 9 Survey Research of the book Social Sci-
ence Research, authors give some suggestions on question content and wording,
question sequencing, and other golden rules for designing a questionnaire sur-
vey.

The questionnaire is the common used method to figure out the current
security scale in the organization. It will test the end users’ security behavior
and the security strategy compliance within the organization. It could also be
part of the risk assessment to analyze the need in protection of valid infor-
mation stored in the system and transmitted via internet. The questionnaire is a
nice start point in the development of information security policy.

7.3 Literature Reviews

The literature review is the method to study what have already existed in the
domain of developing information security policy. Webster and Watson (2002)
mentioned that “an effective review creates a form foundation for advancing
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knowledge”. The purpose and value of literature review have already ex-
plained in the previews section since this thesis is based on literature review.

There are five articles are pure literature reviews of information security
policy, however, there are more or less literature review studies included in
every articles. It facilitates theory development, closes areas where a plethora of
research exists and uncovers areas where research is needed. (Webster and
Watson, 2002) Despite the previous scientific articles in information security
management, there are some other documents which could be

7.3.1 Computer Security Document

SANS institution is a research and education organization established in 1989. It
is, according to its website, the most trusted and by far the largest source for
information security training and security certification in the world. Along with
other information security company, SANS provides numerous security docu-
ments for information security policy development and implementation. The
documents are formed by some literature reference and its security training
programs.

7.3.2 International information security standards

According to Hone and Eloff (2002), international information security stand-
ards are the public standards in order to provide the generic information securi-
ty above the world. It recognizes that information security policy is a major top-
ic and it is covered early on the different standard documents. To name some of
the information security standards as an example, there are BS7799, BSI, COBIT
and etc. It is easy to pick the common elements and characteristics mentioned in
the international security standards and use them as a start point in the devel-
opment of information security policy.

7.3.3 Policy document in organizations

There are also four policy documents from organizations such as information
security policy for London University. These policy documents are already ap-
plied in real life. They are a good example for studying the information security
policy development. Policy documents which are already used in the organiza-
tion give a realistic and reliable model for developing security policy in the
same domain.

It could be seen from the table that most of the articles providing guidance
for developing security policy are based on authors thought. At least none re-
search methods are mentioned in the article about how they formulate the theo-
ry. It mainly caused by two reasons. Firstly, there are some organizational doc-
uments in the reference lists. The findings or decisions mentioned in organiza-
tional documents such as SANS security paper could not reach the cautious atti-
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tude as a scientific paper published in a professional journal such as MIS Quar-
terly. Secondly, information security policy development studies in scientific
domain are still at the early stage. There is none systematical way to examine or
test the proposed theory like IS development method. Due to the nature of in-
formation security policy and its diversity, it remains to be discussing which
should be the effective method to develop information security policy with high
quality and suit the requirements of the organization.

In the meantime, more than half of the papers (forty-nine out of eighty-
three) are based on authors’ thoughts. No obvious or direct research method is
mentioned in those papers. The lacking of research methods are caused by two
main reasons. On one hand, there are a certain proportion of company docu-
ments and existing policy documents in the analyzing reference. Those docu-
ments do not need to provide research methods to support their views. On the
other hand, some authors of the scientific papers are security specialists who
have the knowledge authority to give suggestions on information security poli-
cy development based on their previews experiences without providing any
research methods.
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8 DISCUSSION

This section answers the research questions defined in the previews sections.
Also, some recommendations are given for the future research about the re-
search questions and other relevant issues about information security policy
development within organizations.

8.1 Functions of Information Security Policy

Based on the context analysis of descriptions of information security policy ob-
jectives and definitions, I summarized eight functions which should be
achieved by information security policy. Information security policy within or-
ganizations should fulfill at least these eight functions. Information security
policy is able to: represent the security strategy, plan the security requirements,
define roles and responsibilities, define rules and protocols, state punishment,
reduce risks, assist decision making, and provide a secured environment for
business. However, information security policy exists in different forms. Some
security policies are aiming to protect specific targets such as IT systems, emails,
and password. For these security policies, they will have more detailed func-
tions which are not included in this thesis. Also, functions of information secu-
rity policy will alternate based on organizational requirements. These will be
left to the future researchers to summarize.

8.2 Stakeholders of Information Security Policy

According to the study provided by Maynard, Ruighaver, and Ahmad (2011),
there are nine kinds of stakeholders should be involved in the development of
information security policy. The nine stakeholders are executive management,
business unit representatives, user community, human resources, ICT special-
ists, external representatives, legal &regulatory, security specialists, and public
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relations. These nine stakeholders are summarized by literature reviews and
tested by five security experts. Maynard, Ruighaver, and Ahmad (2011) point
out that for medium to large organizations, all nine stakeholders should be in-
volved; for smaller organizations, some of the stakeholder roles could be out-
sourced.

Despite the study provided by Maynard, Ruighaver, and Ahmad (2011),
there are none another solid study on this domain. Although there might be
several articles mentioned about stakeholders in sentences or paragraphs, it is
missing in most of the studies. This is a huge gap in information security policy
development study and should be fulfilled. For instance, there are no relevant
materials or studies aiming to specify how and in which developing phases the
stakeholders are involved. It is suggested by the authors to use the case studies
method to determine what involvement of every stakeholder roles.

8.3 Information Security Policy Development Lifecycle

In order to formulate the information security policy development lifecycle,
Table 3 is created to analyze the development phases provided in every article
which provides development phases of information security policy. A lifecycle
(Figure 3) is created by the generalization of the mentioned phases. There are
five phases summarized from the analyzing which are: formulating a security
team, assessment, plan, deliver, and operate. This lifecycle of information secu-
rity policy is a generalization form from varies of lifecycles. However, this inte-
grated information security policy development lifecycle is still remained to be
tested in practice domain. This lifecycle could only be applied if it fits the or-
ganizational needs. Also, this development lifecycle is suitable for a general size
organization. Depending on the size and business strategy, the development
phase could be ignored or extended. Thus, more research and practical study
should be done based on this development lifecycle to erase the limitations.

8.4 Methods in Development of Information Security Policy

According to the conceptual research, there are five methods to develop infor-
mation security policy within organizations. The five methods mentioned in the
literature review are: systematical reviews, interviews, questionnaire, theory
deductive, and case study. However, a lot of articles provides information secu-
rity policy development suggestions without any development methods. Forty-
nine articles are just offering guidance based on authors” opinion.

These five methods are supported by at least one case. A few are support-
ed by multiple cases. All five development methods prove their capability on
the development of information security policy. However, most of them are not
tested in practice domain. There are two major gaps missing in the methods of
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information security policy development. On one hand, these five methods
should be tested after the development phase to detect the effort of the methods.
On the other hand, the development methods should be categorized by the de-
velopment phases. Since the methods are focusing on different targets, the dif-
ferent development methods should be categorized by is capability and output.
This categorization will assist the security group to pick the right method to
develop information security policy for their own organization.

8.5 Implications for Practice and Research

From the practical perspective, this review based study gives a clear view of
how to develop information security policy within an organization. Firstly, it
elaborates the functions of information security policy. This assists decision
maker and employees within organizations to understand the importance of
information security policy and what it could be achieved by development of
information security policy. In the meantime, this study indicates all the stake-
holders who should be involved in the development phase of information secu-
rity policy. It depends on the organizational choice to select who should be in-
volved in their policy development. Moreover, this reviewed study proposed a
generalized information security policy development lifecycle. There are two
practical purposes for organizations. On one hand, this lifecycle could deter-
mine what development phase the organizational security policy is current at;
on the other hand, the lifecycle guides the following work of development in
information security policy. The last but not the least, this study generalized
tive development methods for the organization to choose. Decision makers
within organizations could choose one or multiple methods to develop the in-
formation security policy. All in all, the practical meaning of this reviewed
study is a guidebook for the organization to develop their information security
policy.

This study also has some contributions to research in information security
policy. This thesis aims to have an overview of the current research in infor-
mation security policy, and analyze the development phases of information se-
curity policy. For the research point of view, one essential contribution is that it
summarized the functions of information security policy based on a large quan-
titative of views. It gives clear function descriptions about information security
policy. Another essential contribution to the academic field is that it is one of
the first vary researches to analyze the development phases provided from dif-
ferent papers. It has been concluded 29 kinds of development phases from dif-
ferent authors and integrated an information security policy development
lifecycle. The study finding emphasized the essential position of information
security policy in information security management and the representative of
security strategy. It also detected the research gap which should be fulfilled but
missing in current studies. For the practical point of view, the study provided
five methods in the development of information security policy. It also integrat-
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ed a development lifecycle for the security team to follow. The development
lifecycle could lead the development steps by steps.

8.6 Future Research

The importance of information security policy is recognized by the executive
management within organizations. However, the study and research on infor-
mation security policy are just started. There are still many gaps need to be ful-
filled. Information security policy development is a continued work, so is the
study of information security policy.

Despite the researcher questions mentioned in this thesis, another research
domain of information security policy is the integration of organizations” busi-
ness strategy. As mentioned in the previews section, one of the information se-
curity functions is to represent the security strategy within the organizations.
Since the priority of the organizational purpose is to run the business, the or-
ganizational security strategy is aiming to support the organizational business
strategy. Thus, information security policy is one component to support the
business contingency.

However, the research on this domain is nearly blank. Research questions
like “What is the role of information security policy in the organizational busi-
ness strategy?” or “How could information security policy support the business
strategy?” are still remained to answer by professional researchers in the securi-
ty management domain. Understanding the interaction between business strat-
egy and the development of information security policy will assist creating an
effective and high-quality security policy within organizations. On the other
hand, studying of this interaction will help the organizations which already
have an existing policy to modify and suit the business requirement.

Another research direction is to study the cultural difference in develop-
ment of information security policy. Most of the studies on the development of
information security policy are aiming to provide a generalized framework as a
result for policy development. The organizational size and organizational cul-
ture are both considered as one dimension. Thus, the research results are more
an overall-suggestion than a specific guideline. However, it is obvious that cul-
tural difference and the organizational size while considering the information
security policy development.

Tsohou, Karyda, and Kokolakis (2006) information systems risk manage-
ment strategies could be formulated via cultural theory. Four cultural theories
are assisting formulating the risk management strategies which are fatalism,
hierarchy, individualism, and egalitarianism. These cultural theories should
also affect the development of information security policy, especially the con-
text of the policy. However, this is missing in the current study.

It is safe to announce that there are many researches should be accom-
plished in the future study. Information security management is a long-term
study and it alternates based on organizational requirements. As the foundation
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of information security management, information security policy is also a long-
term study with learning and development. Studies about information security
policy should keep going on as long as information owns the value in business.
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9 CONCLUSIONS

Information security management is an essential part of the organizational
management in the age of information. Information security policy, as one of
the foundation in information security management, has an unignorably state
in organizational management. It is not only a management method in infor-
mation security but also a representative of security strategy within an organi-
zation. There are series of studies on the topic of information security policy. In
order to have an overview on current studies in information security policy,
this thesis did a literature review on lists domains in information security policy:
functions of information security policy; stakeholders in information security
policy development; information security policy development lifecycle; and
information security policy development lifecycles.

This thesis answered all the research questions based on 83 relevant refer-
ences. It summarized the general functions of information security policy and
the stakeholders involved in development phases. Basically, there are eight
functions could be achieved by all kinds of information security policy. Mean-
while, nine stakeholders should be involved in the development phase of in-
formation security policy. It also integrated an information security policy de-
velopment lifecycle and explains the meaning of each development phases. The
information security policy lifecycle is formed by five development phases:
formulate a security group, assessment, plan, deliver, and operate. In the mean-
time, it has been summarized about all the development methods mentioned in
these articles. Five development methods are mentioned in the references. They
are interviews, questionnaire, theory deduction, case study, and literature re-
views. At last, research perspectives for the future are provided for the re-
searchers in the same domain. The study finding indicates there are valuable
studies in information security policy about the relevant domains. However,
there are still research gaps to fulfill in the same domains.
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9.1 Limitations

Like others, this thesis is not without limitations. One obvious limitation is the
limited numbers of the references. The more valuable views this paper could
provide based on the more reference I could access. However, as a master-
degree student, I have less access right to the research papers especially the lat-
est ones. It definitely affected the result of this thesis. In the meantime, some of
the references are company documents or other papers from organizations.
Thus, the views and suggestions provided in these documents are just based on
author’s opinions without any theories or data to support. The summarization
of this thesis, due to this reason, might be affected by personal thoughts.
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approaches to  infor-
mation security policies in
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Information security ma- | Dr Malik | 2011 | The paper proposed an information
turity model Saleh security maturity model to evaluate
the ability of organizations to meet
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Information security poli- | Bernd  Car- | 2012 | This paper tries to analysis infor-
cies in the UK healthcare | sten  Stahl, mation security policy by viewing
sector: a critical evalua- | Neil F. them through a critical theoretical
tion Doherty & lens in a case study of UK
Mark Shaw healthcare service
Information security poli- | Kenneth 2010 | The document contains a template
cy best practice document | Hestland, Per of an information security policy
Arne Enstad,
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Gunnar Bge
Information security poli- | Avinash ~W. | 2007 | This paper formulates an develop-
cy development and im- | Kadam ment approach for information se-
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Information security poli- | Avinash ~W. | 2007 | The paper tries to formulate an ap-
cy development and im- | Kadam proach to the information security
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Information security poli- | T. Tuyikeze | 2014 | A literature analysis about the chal-
cy development and im- | and S. Flow- lenges and approaches in develop-
plementation: a content | erday ment of information security man-
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Information security poli- | Malcolm  E. | 2001 | The META SeS information security
cy framework: best prac- | Palmer, Craig policy framework
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and Edward
P. Moser
Information security poli- | State of Okla- | 2015 | The document presents the mini-
cy, procedures, guidelines | homa mum information security policy,
procedures, guidelines and best
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cy’s impact on reporting | Wiant information security policy in re-
security incidents porting of computer incidents
Information security poli- | Sorcha  Ca- | 2007 | This document gives guidelines on
cy-a development guide | navan  and elements in information security
for large and small com- | Sorcha Diver policies includes the requirements,
panies SANS  insti- the users, types, topics and etc.
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Information security poli- | Karin Hone | 2002 | This paper reviews the international
cy-what do international | and JH.P. information security standards as a
information security | Eloff start point to develop information
standards say? security policy
Information system secu- | ISSAI 5310 1995 | This book describe what is infor-
rity review methodology mation security, then methods and
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Information systems secu- | Maria 2005 | This paper proposed a contextual
rity policies: a contextual | Karyda, framework of information security
perspective Evangelos policy in four dimensions which
Kiountouzis, affect their success adoption
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Kokolakis
Information systems secu- | Isabel Marja | 2010 | A development information securi-
rity policies: a survey in | Lopes, Filipe ty policy guideline for public ad-
Portuguese public admin- | de Sa-Soares ministration based on a survey in
istration Portuguese
Information  technology | Judith Borre- | 2003 | A survey research about the policy
security: key to success son Caruso development in institutions.
Installing an appropriate | Nick Gaunt 1998 | This paper shows the development
information security poli- and implementation of an infor-
cy mation and security policy in the
health care environment
Limitations of the infor- | Maria  Soto The paper analysis the current situ-
mation security manage- | Corpuz ation of security policy assessment
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policy assessment
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Methods and tools for the | Aleksandar This paper determines the actual
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review
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Information security- | and Rodney cy description and analysis
Computer and Network | Peterson
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rity policy London School of Economics and
Political science
Privacy policies and prac- | H. Jeff Smith | 1993 | It is a survey study for analyzing
tices: inside the organiza- the private policies and practices
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Producing your network | Frederick M. | 2007 | The process to creating a network
security policy Avolio, Steve security policy
Fallin
Security policies and se- | J. A. Goguen | 1982 | The paper described an approach
curity models and J. Me- based on modelling the information
seguer processing system, defining security
policy and verifying that a given
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Security policies in a | Gerald P. [ 2002 | A guideline to create information
global organizations Long security policy for a global organi-
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tute
Security Policy Simon Banks | 1990 | General information about security
policy in every domain.
Security policy analysis | Anu  Singh, | 2007 | This paper proposed a deductive
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Security policy: an indi- | John Harlow | 2001 | This paper describe the necessary of
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individuals could be drawn up and
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Stakeholders in security | S B. Maynard, | 2001 | The paper identified stakeholders
policy development A B. and their roles in information secu-
Ruighaver, A. rity policy development.
Ahmad
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for secure electronic | Earp requirements
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Technical writing for IT | ]. Patrick | 2001 | Five steps for writing IT security
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easy steps SANS  insti-
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The basics of an IT securi- | Jack G. Al-| 2002 | The components of a security policy
ty policy bright, SANS
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The development of ac- | Peter ~Ward | 2002 | The paper proposed a high level
cess control policies for | and Clifton L approach to implementing security
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The enterprise infor- | Maria  Soto The paper proposed alignment ap-
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The information security | Neil Francis | 2009 | A critical study of university poli-
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heather Ful- coherent approach to security man-
ford agement.
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son Wood,
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