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Tamad tutkielma keskittyy tietoturvainvestointien padtoksentekoprosessiin. Ta-
voitteena on tutkia miksi tietoturvainvestointipddtos hylatdaan. Tutkimuksen
teoreettinen tausta perustuu aiemmin suoritettuun tutkimukseen, mikd on paa-
osin kasitellyt tietoturvainvestointeja joko optimaalisen investointitason nako-
kulmasta, tai tehokkaan investointitason nikokulmasta. Aiempi tutkimus ei ole
késitellyt tietoturvainvestointeja epdonnistuneen padtoksenteon nakokulmasta,
eikd siten voi esittdd perusteluita paatoksenteolle. Taman tutkielman tuloksena
esitetddn teoreettisia vdittdmid, jotka tarjoavat mahdollisia vastauksia tutki-
muskysymykseen. Tamad tutkimus tdydentdd osaltaan akateemista kirjallisuutta,
ja tarjoaa kdytannon tietoa organisaatioille tietoturvainvestointien paatoksente-
koprosessiin vaikuttavista tekijoista.
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organisaation kulttuuri sekd asenne tietoturvaan liittyen vaikuttavat paatoksen-
tekoprosessiin, kuten myos johdon sitoutuminen ja tuki, sekd poliittiset tekijét.
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This thesis focuses on information security investment decision making process,
and the object is to investigate why decisions fail. The theoretical background of
the research consist of previous research, which are mainly conducted from the
optimal information security investment, and the efficiency of information se-
curity investment perspectives. Previous research have not addressed the prob-
lem why information security investment decisions fail, and thus cannot ex-
plain the reasoning. A key outcome of the thesis is to provide theory proposi-
tions which offers a feasible answer to the research question. This research fills
the research gap in the academic literature, and provides guidance to organiza-
tions about affecting drivers in the field of information security investment
management.

This research utilized a research strategy where theory is built from case
studies, including four case companies. The study material was gathered with
open interviews, and material was analyzed with the inductive content analysis
method. Analyzed material was further processed with stage model.

This study findings indicated, that the challenge of information security
investment management is multilateral. This thesis defined theory propositions
and related sub-propositions. According to the defined theory propositions the
likelihood of getting the information security investment proposal rejected re-
lates to organizations” methods and capabilities to define and argue an invest-
ment proposal, and to sufficient level of knowledge about information security
in management level. The organizational way of working and organizational
culture and attitude affect to decision making, as well as the management
commitment and support, and political aspects.

Keywords: Information security, information security investment, decision
making, knowledge, capability, method.
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1 INTRODUCTION

Security can only be achieved through constant change, through discarding old ideas
that have outlived their usefulness and adapting other to current facts.

(William O. Douglas, U.S. Supreme Court Justice (1898 - 1980)

This study offers a detailed case study of why information security investment
decision making process fail. In particular, it is examined which are the key
drivers behind the information security investment decision. By examining why
information security investment decision fail, it is attempted to extrapolate cer-
tain series of theory propositions, which are justified with empirical data.

In today’s business setting, business operations are enabled by technology.
Information technology enables the storage and transportation of the infor-
mation - which is most probably the company’s most valuable asset. The ulti-
mate purpose of the information security is to secure the continuous operation
of information systems and data networks which are crucial for business, to
protect the unauthorized usage of the data and information systems, unintend-
ed and intended data destruction or distortion, and to minimize the derived
damages. The management of the organization is in key role in organizing,
planning, maintaining and developing the information security. Information
security and its successful management requires managerial commitment to be
developed further (Andreasson and Koivisto, 2013). The key factor in getting
value from information security is to insure that technology investment protects
the right things. The financial returns from a successful implementation of a
security-enabled business process should justify the expenses of security in
terms of enabling business (Tsiakis and Stephanides, 2005). From information
technology point of view it is essential that in a competitive environment the
right information systems/technology investments are selected in order to sus-
tain corporate viability and prosperity (Bacon, 1994). According to Siponen et al
(2014), the information security investments are not keeping the pace with in-
formation technology investments. This has caused a problem of underinvest-
ment. One concrete level example of this could be that an organization has
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made information technology investments to establish email communication,
but has not invested in email encryption. According to Siponen et al (2014), the
underinvestment of information security is a highly ranked problem in practi-
tioners’ surveys.

The main objective of this thesis is to gather empirical data about the in-
formation security investment decision making process and understand the
reasons behind failed investment decisions. A key outcome of the thesis is to
provide theory propositions as there are no existing theory that offers a feasible
answer to the research question. Previous research have approached the infor-
mation security investment problems theoretically examining the optimal in-
formation security investment (for example Gordon and Loeb, 2002; Huang et
al., 2008; Kort et al., 1999) and the efficiency of information security investment
(for example Gordon and Loeb, 2006; Purser, 2004) (Karjalainen et al., 2014).
Previous research does not address the research question at all, or it is done in
inadequate way.

This study’s main research question is:
e Why information security investment decision fail?

This study utilized a research strategy where theory is built from case studies. It
involves using one or more cases to create theoretical constructs, propositions
and/or midrange theory from case-based, empirical evidence (Eisenhardt, 1989).
A data collection method used was an open interview. Case study can be seen
justifiable for this research, because it serves for both causes: the main research
objective and the research approach. Case study is an empirical inquiry, where
specific cases are examined for example by observing or interviewing in their
natural condition. The research material of the empirical part of the study were
gathered by interviewing pre-selected people having a key role in making in-
formation security investment management decisions. Interviewed people rep-
resented four different case companies, which are not detail level identified
within this study, as information security is case sensitive. The status of each
case company’s information security management is described with the stage
models by describing the process for managing information security invest-
ments from initializing the investment proposal until its decision making.

This study results indicated that the challenge of information security is
multilateral. There are several variables that determines how information secu-
rity is structured in an organization. This study results indicated, that the most
influential variables are both the organizational culture and attitude toward,
and management commitment and support to information security manage-
ment. This study also indicated, that appropriate level of reasoning of invest-
ment proposals, definition the value of security investments and finding an ap-
propriate criteria to argue the value of investment are challenges in the infor-
mation security investment decision making process. There are also challenges
that relates to decision makers’ different interests, and to political aspects.
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1.1 Thesis outline

In the introduction the study background and the basis for this research are
presented. This does include the research question and the motivations for con-
ducting the study. The purpose of the chapter two is to familiarize the reader to
the study subject and to the field of the information security management in
business operational setting. The second chapter gives a definition to infor-
mation security specific terminology, containing also information about the in-
formation technology and information security investment. The second chapter
also discusses what kind of challenges information security investment decision
makers are facing in managing information technology and information securi-
ty investments, which familiarize the reader in a concrete level. Third chapter of
this study walks through the previous research conducted within information
security investments. Chapter three defines also the stage theory model and
how it is utilized within this study. Chapter four defines the research methods
and the research progress. The fifth chapter provides the stage models for each
case company, provides the analysis of the interview findings with empirical
evidence and lastly defines the theory propositions and related sub-
propositions. The sixth chapter discusses the study findings, implications both
to the research and practice, and finally the chapter seven concludes the study
summarizing the study as a whole.
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2 OVERVIEW TO INFORMATION TECHNOLOGY
AND INFORMATION SECURITY INVESTMENT
MANAGEMENT

This chapter gives background to information security as a definition with also
presenting an overview to information security management, information tech-
nology, and information security investments. This chapter also discusses about
the key challenges of the information technology and information security in-
vestment management, which purpose is to provide concrete level information
to the reader about the key challenges that the information security investment
decision makers are facing within this study subject. This chapter also attempts
to describe the difference between information technology and information se-
curity investment.

2.1 Information security

Being secure is to be protected from the risk of loss, damage, unwanted modifi-
cations or other hazards. In an organization, security is normally achieved by
combining and implementing several strategies, where each strategy is concen-
trating on a specific area of security. Management of the organization should
take care that each strategy is properly planned, organized, staffed, directed,
and controlled. Information security includes several broad areas of infor-
mation security management, computer and data security, and network securi-
ty, which are illustrated in the Figurel (Whitman and Mattord, 2013). Whitman
and Mattord (2013, p. 4) defined information security as follows:

“Information security is the protection of information and its critical char-
acteristics (confidentiality, integrity, and availability), including the system and
hardware that use, store, and transmit that information, through the application
of policy, training and awareness programs, and technology.”
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Components of Information Security
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FIGURE 1 Components of information security by Whitman and Mattord (2013)

Whitman and Mattord (2013) further defined security as a continuous se-
ries or chain of projects, which comprise a process. They defined an information
security program chain, where each link could be a specific project. Still some
aspects of information security are not project based, they are managed pro-
cesses and called as operations. Such operations are for example the monitoring
of the external and internal environments during incident response, ongoing
risk assessments of routine operations, and continuous vulnerability assessment
and vulnerability repair. Projects are defined as discrete sequences of activities
both with defined starting and ending points. Although, each individual infor-
mation security project has an ending point, especially in larger organizations
information security improvement process never completely finish. In such cas-
es process is periodically reviewed and planning is realigned to meet business
and information technology objectives. This realignment can lead to new goals
and projects, but as well to modification, cancellation or reprioritization of exist-
ing projects (Whitman and Mattord, 2013). Also Andreasson and Koivisto
(2013), defined that information security is a process, which is constantly fol-
lowed and modernized. They defined, that the purpose of the information secu-
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rity is to secure the continuous operation of information systems and data net-
works which are crucial for business, to protect the unauthorized usage of the
data and information systems, unintended and intended data destruction or
distortion, and to minimize the derived damages. Andreasson and Koivisto
(2013), stressed that information security should be carefully considered espe-
cially in situations when information management and/or information technol-
ogy maintenance is outsourced, company takes new operating models into use
or is investing in information technology and defining requirements related to
it.

2.2 Information security management

Information security management is a management process, which defines how
information security specific issues should be managed in the company or/and
organization. Information security management should be organized and im-
plemented to support organization’s business operations and achieving its stra-
tegical goals. Information security management is partly execution of the law
requirements and good regime. Implementation of the information security
management should also be cost effective. Andreasson and Koivisto (2013) fur-
ther defined, that information security management should be natural part of
the organization’s daily operation and especially part of the risk management.
It should form a basis for continuous planning and operational reliability. With
a proper information confidentiality organization can protect its operational
environment and its customers’ trade secrets - and also provide privacy for cit-
izens (Andreasson and Koivisto, 2013).

The management of the organization is in key role in organizing, planning,
maintaining and developing the information security. Information security and
its successful management requires managerial commitment to develop it fur-
ther. There should be named a responsible person for information security
management, and he should be supported by sufficient resources to manage
and implement the organizational information security obligations. The respon-
sible person should report about the development and implementation status of
the information security to the management, whose responsibility is to ensure
that responsible person has access to all relevant information related to infor-
mation security. The responsible person should be informed for example about
the all relevant investment and development projects and he should also be in-
volved in decision making. Management team should take care that infor-
mation security is implemented in every level in the organization. Management
should ensure, that information security is taken into consideration and it is
implemented in essential administrative operations, for example in infor-
mation-, human resources-, financial- and in material management as well as in
procurement (Andreasson and Koivisto, 2013).

Organization’s information security policy defines the targeted level of in-
formation security. Information security policy defines in detail the company’s
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information security targets and the instructional factors, for example law based
requirements and industry specific requirements. It also defines the obligations,
commands and instructions for the company. Information security policy also
specifies the risk management procedure for information security specific issues
and guides the prioritization of them. It also states the information security re-
lated responsibilities and roles, and specifies how both the training and com-
munication about information security should be managed in the company.

2.3 Information technology investment

Tsiakis and Stephanides (2005) defined, that the concept of investment has one
purpose - to generate a return. This return can be seen in the form of capital,
time and benefits, which could be both tangible and intangible. The calculation
of intangible assets is more difficult and it is proper to be transformed into a
monetary equivalent. According to Bacon (1994), there is no uniform definition
of what constitutes an information technology investment, and not all invest-
ment in information technology is of a capital nature. There are current cost of
processing and operations, which are clearly not - as neither is “routine” sys-
tems maintenance. Bacon (1994) stated, that the outlays for hardware, network
facilities and externally developed software products are clearly capital expend-
itures. In addition to that, also in-house development projects involving new
systems and significant enhancements activities would also be seen as capital
expenditures. An investment in the form of salaries to pay for in-house infor-
mation systems development may not appear to fit in the capital definition, as it
may not involve the implicit external expenditure. Still, making the decision to
go forward with such a project generally commits the organizations to remark-
able internal expense, and the decision is based on a stream of expected benefits.
According to Bacon (1994), by giving a go-ahead decision for an in-house in-
formation system development project, nevertheless the absence of external ex-
penditure, it seems to have the economic nature of a capital investment decision.
Bacon (1994), stated that definition of capital investment for information tech-
nology purposes include any investment that looks beyond the short term,
which he saw to be anything beyond one year (Bacon, 1994). In a competitive
environment, selecting and effectively pursuing the right information sys-
tems/technology investments can be a key factor in sustaining corporate viabil-
ity and success (Bacon, 1994). Kambil et al. (1991) saw information systems in-
vestments enabler for companies to exercise their business strategies for future
growth and cost savings. They argued that strategic information system in-
vestments provide firms with managerial flexibility and real options to effec-
tively respond to changing business environments. Also Mithas et al. (2011)
studied how the information technology capabilities contribute to firm perfor-
mance. Mithas et al. (2011) derived the information management capability def-
inition from Marchand et al. (2000) research work, who defined information
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management capabilities to three sets of factors, which they saw to explain firm
success. These three factors are as follows:

1. The quality of Information Technology management practices (e.g. inte-
grating Information Technology into key operational and managerial
processes),

2. The ability to develop appropriate information management processes
to sense, gather, organize, and disseminate information; and

3. The ability to instill desired information behaviors and values (e.g. pro-
activeness, sharing, integrity) (Marchand et al., 2000).

Mithas et al. (2011) study results indicated that information management capa-
bility plays an important role in developing other firm capabilities for customer
management, process management and performance management. They point-
ed that these capabilities favorably influence customer, financial, human re-
sources, and organizational effectiveness measures of firm performance.
Among other key managerial responsibilities senior leaders must focus on cre-
ating necessary conditions for developing information technology infrastruc-
ture and information management capability because they play a foundational
role in building other capabilities and enablers for improved company perfor-
mance (Mithas et al., 2011).

2.4 Information security investment

The incidence of security breaches and cyber-attacks has become a major con-
cern in recent times. There has been attacks, which have been directed at a wide
variety of organizations, ranging from high-profile companies to prestigious
universities. According to Stamp et al. (2005), present-day hackers seem to ap-
pear more motivated by financial gains than by personal curiosity or thrill seek-
ing behavior. Liu et al. (2011) saw information security investment as a direct
way to increase company’s security, which should be made after carefully trad-
ing-off investment costs with the increase in information security that is
brought by the investment.

Tsiakis and Stephanides (2005) defined that the key factor in getting value
from information security is to insure that technology investment protects the
right things. They saw as critical that the business organizations evaluate the
security procedures for network infrastructure and information assets. The fi-
nancial returns from a successful implementation of a security-enabled business
process should justify the expenses of security in terms of enabling business.
Brink (2001), defined that financial returns are typically application-specific,
meaning that a security in the absence of a specific business process returns
nothing. For that reason, business organization has the responsibility to assess
the security investments versus the chance that an incident or security breach
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will happen, that could produce losses multiplied by the impact of the problem
will create.

Magnusson et al. (2007) evaluated information security investments from
business value point of view. They found at least two ways how information
security investment could create business value. As a first, they identified that it
can enhance company’s efficiency, by decreasing operational expenses due to
investments in information security. A security service will for example execute
controls which were previously carried out by back office personnel, thus in-
creasing back office productivity. Information security investments can also
increase efficiency by decreasing costs for business interruption, fraud and em-
bezzlement. Secondly, Magnusson et al. (2007) defined that information securi-
ty investment can increase company’s effectiveness by enabling new, superior
processes and products, and thus providing competitive advantage in the mar-
ket (Magnusson et al., 2007).

CISCO instead, has analyzed the concept of security from economic im-
pact point of view. In their estimation, organizations could have three different
impacts in case of security breach:

- Immediate economic impact - the cost of repairing or replacing sys-
tems and the disruption of business operations and cash flow.

- Short-term economic impact - the loss of contractual relationship or ex-
isting customers because of the inability to deliver products or services
and a negative impact on the reputation of the organization.

- Long-term economic impact - the decline in an organization’s market
valuation and stock prices (CISCO).

Wisely investments in information security can enhance and improve organiza-
tional performance. Making a good investment that will best satisfy all the nec-
essary decision criteria requires a careful and inclusive analysis. Usually the
expenses for any investment made are compared to the cost saved. The eco-
nomic justification of investments in information security is a basic issue for
information technology management. In a management level, strategic security
investments are to support business strategy. Information security should not
be seen as technological problem resolved only with technical means. Infor-
mation security should be part of the business approach and in risk manage-
ment that needs to identify significant costs (time, expense, reduced functionali-
ty, unavailability, etc. if a security incident take place) meaning economic rea-
soning that explains the investment in security (Tsiakis and Pekos, 2008). When
the investment decision relates to information security, it is essential to know
what areas of improvement are prioritized in the organization. There are multi-
ple stakeholders in a company, whose needs and demands should be taken into
account and who need to take appropriate actions. Like defined already earlier,
many information security initiatives provide value to the company by manag-
ing identified risks through decreased incident costs. Other security invest-
ments aim at improving governance effectiveness or meeting compliance re-
quirements. Despite what is the targeted outcome of the investments, they need
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to be clearly aligned to one or several business objectives in order to guide the
leadership team making the investment decisions (Tsiakis and Theodiosos,
2014).

Fenz et al., (2011) analyzed that information security investment decision
maker’s encounter with following questions:

What are potential threats for my organization,

What is the likelihood of these threats,

What is the potential impact of a particular treat,

Which vulnerabilities could be exploited by such treats,

Which controls are required to mitigate these vulnerabilities, and
What are the investments in security worth?

SRS N e

According to Whitman and Mattord (2013), information security exists in an
organization primarily to manage information technology risks. They defined
risk management as a process of discovering and assessing the risks to an or-
ganization’s operations and determining how those risks can be controlled and
mitigated. They further stated, that in well-organized business operational set-
ting both the risk identification and assessment, and the risk control are imple-
mented. In order to manage risk properly, organization need to have under-
standing how information is processed, stored and transmitted. In this context
it requires knowledge about which information assets are valuable to the organ-
ization, identifying, categorizing and classifying those assets, and understand-
ing how those assets are currently protected (Whitman and Mattord, 2013). Ac-
cording to Tsiakis and Pekos (2008), risk analysis is useful method for provid-
ing appropriate data input to the financial analysis and effectiveness measure-
ment of information security management. Tsiakis and Pekos (2008) stated, that
risk analysis is best performed as top-down scenario oriented, where for exam-
ple business units quantify costs of unavailability based on the duration and
costs due to loss of confidentiality while the information technology depart-
ment quantify costs due to loss of integrity and the probability of these security
issues. He saw this resulting in the business impact of security risks and allow-
ing determination of influence of security on necessary capital charge and the
expected losses (Tsiakis and Pekos, 2008).

When top level management makes investment decisions, it strives to find
a balance between risk and reward for the company to meet its overall goals
and ambitions. Decision making process contains many challenges, though
those differentiate between information technology and information security
investment. Following chapter will discuss in more detail the challenges in in-
formation technology and information security investment management.
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2.5 Challenge of information technology and information securi-
ty investment

Companies are facing increasing economic and competitive pressures. The im-
portance of aligning information technology strategy with business strategy is
essential (Ariyachandra and Frolick, 2008). In order to promote shareholder
value, every measure taken by the company management should maximize the
value creation, from strategic investments to procedures for managing the daily
operations (Magnusson et al., 2007). From information technology point of view
it is essential that in a competitive environment the right information sys-
tems/technology investments are selected in order to sustain corporate viability
and prosperity (Bacon, 1994). The challenge of information security is different.
There are several variables that determines how information security is struc-
tured in an organization. According to Whitman and Mattord (2013), the first
and most influential variable is the organizational culture. They saw it challeng-
ing, if upper management and staff does believe that information security is a
waste of time and resources, as then information security will remain small and
poorly supported. If information security is seen important and there exists a
strong, positive view of it - information security is likely to be larger and well
supported, both financially and otherwise. Whitman and Mattord (2013), saw it
critical, that information security and the culture of an organization is aligned.

Investments in information technology constitute a large part of firms’
discretionary expenditures, and managers need to understand the likely im-
pacts and mechanism to justify and realize value from their information tech-
nology and related resources allocation processes (Mithas et al., 2012). Bardhan
et al. (2004) discussed the challenge of information technology investment, and
they pointed that the valuation of information technology investment is chal-
lenging as it is characterized by long payback periods, uncertainty and con-
stantly changing business conditions. Traditional finance theories suggests that
tirms should use a discounted cash flow approach to analyze capital allocation
requests. According to Bardhan et al. (2004) this approach does not properly
account for the flexibility inherent in most information technology investment
decisions. As an example, an information technology project may have a nega-
tive net present value when evaluated on a stand-alone basis, but still it will
provide an option to launch future value-added services e.g. for application
development or customer interaction. Without taking the option value of flexi-
bility into consideration, firms will not be able to justify strategic investments in
information technology that provide an accurate representation of strategic
business value (Bardhan et al., 2004).

Goodhue and Thompson (1995) task-technology-fit theory was expanded
by Karim et al. (2007) to organizational level, meaning that information tech-
nology will only have a positive impact on organizational performance if it
matches the business processes. Karim et al. (2007) study also pointed, that de-
spite significant investments in information technology a considerable number
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of firms have not been able to derive full benefits due to their own inability to
effectively deploy information technology in their business strategies. By ensur-
ing that information technology is aligned with organization and that provides
support for organization’s business strategy is critical to business success
(Bleistein, Cox, Verner, and Phalp, 2006). Duh et al. (2006) defined that the
proper level of information technology investment is contingent on company’s
strategy and to other organizational resources which further interact with in-
formation technology and with the external environment. In addition to that, it
is crucial to understand that the information technology itself does not bring
any competitive advantage by itself; managers need to reengineer their core
business processes from a customer perspective. Trkman (2010), made a re-
search study about the critical success factors of business process management,
and one part of the study considered the fit between business processes and
technology. Trkman emphasized, that environment of an organization is an im-
portant contingent variable in the determination of the level of information
technology investment (Trkman, 2010).

Information security investment are seen more challenging than infor-
mation technology investments - both from the decision making point of view
and for measuring the efficiency of them. According to Whitman and Mattord
(2013), organizations of every size and purpose should prepare themselves for
the unexpected. Every organization’s ability to weather losses caused by an un-
expected event depends on proper planning and execution of such a plan.
Without proper plan, an unexpected event can cause severe damage to an or-
ganization’s information resources and assets which may not be able to recover
ever. Defining the value of security investments and efforts to find appropriate
criteria, which are used to evaluate information security investments, is chal-
lenging. If investments in information security are evaluated alongside other
investment projects, it may help to consider them on an equal footing, implying
the use of similar methods of calculating the financial costs and benefits. Bene-
fits that cannot be measured with quantitative values may mean less for com-
pany decision makers. This may lead to situation, that company’s management
see information security as an inhibitor to daily business operations if the in-
vestment is not well aligned with current business activities or is presented in
financial terms not relevant to their agenda (Tsiakis and Pekos, 2008).

Because information security field is so young, there is not much empirical
probabilistic data available. There are no information about who and when and
by what means is going to attack. And even this information would be available,
it would not apply to a specific organization and its unique security setting.
There are many different known and unknown factors, which influence the
prevailing level of information security in a specific setting. Wood and Parker
(2004) listed these unknown factors as following:

- budget for information security,

- attitude and attentiveness of technical staff,

- time staff devote to information security,

- management’s attitude about security and risk and,
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- security policies and safeguards currently deployed

One challenging aspect is that information loss experiences are often kept as
secret, as companies are not willing to cause risk for company’s reputation by
informing about a damage that a single information security incident has
caused. Information security projects are challenging also due to the fact that
they are not fitting into a traditional information-systems-related financial eval-
uation process. This is because they do not produce measurable loss reduction
benefits, for example what losses the increased security may have stopped from
happening.

Also Magnusson et al. (2007), discussed about the challenge of information
security investment. They also saw it difficult to identify and quantify the bene-
fit of information security investment, especially in translating it into economic
terms and via that show its potential profitability. They indicated, that the prob-
lem to motivate information security investments economically is partly a con-
sequence of the difficulties to generally produce correct calculations for infor-
mation technology investments while comparing to traditional investments.
Main reasons for this are:

- The lack of uniform working method to establish profitability.

- Information technology investments will often carry their expenses,
but not their benefits.

- The general difficulty to identify and quantify the yield of infor-
mation technology investments (Magnusson et al., 2007).

Information security investment distinguish from information technology in-
vestment by having specific challenges. Magnusson et al. (2007), listed follow-
ing challenging questions what comes to the problemacy of information securi-
ty investments:

- How can the argument be overcome that security investments do
not generate any revenue?

- How can an information security investment be established as cost-
effective, when the best that could happen is that “nothing” hap-
pens?

- How the optimal level of the total information security investments
be can determined (Magnusson et al., 2007)?

Fenz et al. (2011) found that the lack of information security knowledge at the
management level is one major reason for inadequate or nonexistent infor-
mation security risk management strategies. Smith and Spafford (2004), came to
a conclusion that information security risk management is one of the top ten
challenges in information technology security. Vitale 1986; Bandyopadhyay and
Mykytyn, 1999; Jung et al., 1999; Baker and Wallace, 2007 discussed about the
domain expert dependence in their studies, meaning that best practice guide-
lines provides excellent knowledge about potential threats, vulnerabilities, and
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controls, but without an information security domain expert, the company is
not always capable of considering complex relationships between all the rele-
vant information security concepts. This results to non-holistic information se-
curity approach, which endangers the company’s operations. Baker et al., (2007)
pointed the challenge of implementing abstract implementation suggestions
related to risk mitigation. They came to a conclusion, that information security
standards frequently only includes very abstract implementation suggestions
for risk mitigations, which lead to inefficient risk mitigation strategies (Baker et
al., 2007). Lander and Pinches, (1998) indicated the challenge of decision mak-
ing related to information security investments. They pointed, that manage-
ment decision makers, for example Chief Information Officer, has to cope with
the task of selecting the most appropriate set of information security investment
from a huge spectrum of potential information security investments. The results
of existing decision making methods provide decision makers with inadequate
or little intuitive and/or interactive decision support, which is not supporting
them in identifying an appropriate risk versus cost trade-off when investing in
information security solutions (Lander and Pinches, 1998).

To sum up the challenge of information security investment management,
there are several uncertainties. There is no information against what the com-
pany should be secured to, no information what is the expected loss from un-
known attackers against unknown vulnerabilities is after implementation of the
security project - nor information about the expected losses, which could have
been caused if the security project have not been implemented. There are also
many intangible factors related to security projects (for example the risk of pos-
sible reputation loss), which make the financial analysis even more problematic
(Wood and Parker, 2004). The measurement of information security invest-
ments is a business/organizational problem that must be formed and resolved
in the context of organizations strategic drivers. Protecting information assets is
technological and human management (management of security policy, users’
compliance, proper hardware and software solutions and qualified stuff) (Tsi-
akis and Pekos, 2008).
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3 PREVIOUS RESEARCH ABOUT INFORMATION
SECURITY INVESTMENT

This chapter reviews the previous research on the information security invest-
ment and describes how the existing researches have approached it. This chap-
ter also introduces the stage theory, which was utilized in this study as an ap-
proach to fulfill the identified research gap.

The importance of information security had been identified already a dec-
ade ago (Niederman et al., 1991). Small and large companies are investing heav-
ily in information and network security technologies to minimize the potential
dam-ages caused by security problem. Previous researches conducted by practi-
tioners and academics have concentrated to different aspects. The researches
have mainly approached the information security investment problems theoret-
ically examining the optimal information security investment (for example
Gordon and Loeb, 2002; Huang et al., 2008; Kort et al., 1999) and the efficiency
of information security investment (for example Gordon and Loeb, 2006; Purser,
2004) (Karjalainen et al., 2014). Also other aspects of information security have
been researched. Liu et al. (2011) studied the relationship between decisions
made to knowledge sharing and investment, Ioannidis et al. (2011) had a utility-
theoretic approach in their research related to information security investments,
and Karjalainen et al. (2014) have studied the information security investments
from the stakeholder theory perspective. Following chapters will introduce
these different research approaches by describing the key findings of these re-
searches.

3.1 The optimal information security investment approach

The researches with the optimal information security investment approach have
determined different methods to evaluate and or to determine the optimal
amount to invest on information security.
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In 1999, Kort et al. developed two models to evaluate optimal company
investment in information security. In the first model, the company has the pos-
sibility to invest in information security and decrease the possibility of losses
from criminal activities and hence capable of building up a security capital
stock. It means, that by these information security investments the discounted
stream of reductions of criminal losses is equal to marginal security investment
expenses. The second model considers the company’s reputation. According to
Kort et al (1999), the company that has been successful but not invested in in-
formation security is in a great danger of security breach, and at the same time
increase the future criminal losses (Kort et al, 1999). Both these two models have
an approach that decision-maker’s goal is to maximize the net cash flow stream
and that company can protect itself by investing in security equipment (Kar-
jalainen et al., 2014).

Gordon and Loeb (2002) proposed an economic model that determines the
optimal amount to invest to protect a given set of information. They based their
study approach with the assumption that the decision maker of a company is
risk-neutral. The key assumption of their study is that risk-neutral company
will maximize its expected profit from security investments (Karjalainen et al.,
2014). Gordon and Loeb (2002) model considers how the vulnerability of infor-
mation and the potential loss from such vulnerability affect to the optimal
amount of resources that should be dedicated to securing that specific infor-
mation (Gordon and Loeb, 2002). The mathematical model demonstrates that
the optimal amount to spend on information security never exceeds 37% of the
expected loss resulting from a security attack, and it would typically be far less
than even the expected loss from a security attack. Because extremely vulnera-
ble information may be too expensive to protect, Gordon and Loeb (2002) sug-
gest that a company may be better to off concentrating its efforts on information
with midrange vulnerabilities. They further suggest that in order to maximize
the expected benefit from investment to secure information, a company should
spend only a small fraction of the expected loss due to security attack (Gordon
and Loeb, 2002).

Huang et al. (2008) theory determines the security investment level that
maximizes the utility of the investment. Their approach determines optimal
level of investment while addressing multiple security threats and counteract-
ing technologies (Huang et al., 2008). They offer several findings into infor-
mation security practices, which are walked through in following. Huang et al.
approach the optimal security investment with the assumption that the decision
maker of a company is risk-averse (proposition 1.). This is the most significant
difference to Gordon and Loeb (2002) approach, as they adopted a risk-neutral
assumption. Huang et al. based their assumption to studies which have shown
that companies which performance is above the industry average are usually
risk-averse. Risk-averse decision makers are more willing to invest in-formation
security to reduce company risks, but at the same time they do not see every
security risks are worthwhile to protect from. Fiegenbaum and Thomas (1988)
and Jegers (1991) also presented that risk-averse decision makers tend to have
less capital constraints in decision making. Huang et al. (2008) saw a great po-
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tential in a risk-aversion model of security investment, which could offer valua-
ble managerial insight into process of how companies should make decision
while investing in information and system security (Huang et al., 2008).

Huang et al. (2008) proposed the expected utility theory, which defines the
optimum level of security investments (proposition 3). This specifically intends
that until the potential loss from a security breach obtain certain level, the com-
pany is not worthwhile to invest any money in protecting against such a risk.
They evaluated that optimal investment in information security does not al-
ways go up with the effectiveness of such investment. With these two proposi-
tion (1 & 3), Huang et al. (2008) suggest that:

“Managers should conduct careful evaluations of the vulnerabilities of
their information systems and the potential losses in case of a breach before de-
ciding whether specific investment to address these vulnerabilities is called for.”

They proposed also the finding that the optimal level of security invest-
ment does not necessarily increase with one’s aversion to risk (proposition 2).
This proposition suggest that company decision makers should carefully con-
sider the security risks against to other business risks in decision making pro-
cess related to level of investment in information security. Huang et al. (2008)
continued with the suggestion that for a firm trying to defend against targeted
attacks, optimal security investment would increase with system vulnerability.
Before determining the investments based on system vulnerability, a company
should carefully identify its main information security threat (Huang et al.,
2008).

Hausken (2006), used economic model under different scenarios to evalu-
ate the relation between the optimal level of information security investment
and the vulnerability of information. Hausken (2006) studied the effect of return
assumptions on the optimal information security investment level, which con-
cludes that the nature of returns is a critical factor in providing guidance in in-
vestment decision making process (Gordon and Loeb, 2006). Hausken (2006)
proposed a four classes of security investment breach functions that have dif-
ferent characteristics from Gordon and Loeb (2002). Hausken (2006) introduced
four types of marginal returns to information security investment, while Gor-
don and Loeb model defines only one. Wang et al. (2008) also extended Gordon
and Loeb (2002) model. They work propose probability-based model to calcu-
late the probability of insecurity of each protected resource and the optimal in-
vestment level with the help of two algorithms. The proposed API algorithm is
based on a threat flow model that models the probabilistic flow of possible se-
curity breach on information systems. The proposed OSI algorithm is based on
risk-neutral assumption that the optimal information security investment
should maximize the total expected net benefit (Wang et al., 2008).

Matsuura (2003) argues Gordon and Loeb (2002) model to fail as it is
based on a single decision variable. Matsuura (2003) proposed an extension for
integrating the investment optimization with the insurance decision making
Matsuura (2003). Also Tatsumi and Goto (2009) extended Gordon and Loeb
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(2002) model. They argue Gordon and Loeb (2002) model not considering any
aspect of dynamic theory (for example time value of money, or first mover ad-
vantage) and introduced a real options theory to achieve the optimal timing of
the information security investment level. Key findings of their research indi-
cates that positive drift of threat causes larger and later expenditure, but nega-
tive drift of threat causes lower and immediate investment expenditure. They
also found out that the efficiency of vulnerability reduction technology encour-
ages companies to invest earlier, which induces cost reduction. Tatsumi and
Goto (2009) also mentioned the importance of knowing the form of vulnerabil-
ity, as the effect of high vulnerability on timing and amount of the investment
expenditure is mixed (Tatsumi and Goto, 2009).

Cavusoglu et al., (2008), analyzed the problem of determining information
security investment level from decision theory and game theory perspective.
They argued that traditional decision-theoretic risk management techniques are
in-complete because of the problem’s strategic nature and proposed game-
theoretic approaches for the information security investment problem. They
considered both sequential and simultaneous games between company and
hackers and compared results along several dimensions such as the investment
level, vulnerability and payoff from investment. Their study showed that the
company realizes the maximum payoff when the company and the hacker play
a sequential game with the company and the hacker acts as a follower. In se-
quential setting company must communicate and commits its strategy to the
hacker. If there is no commitment and communication, the company still gets
higher payoff when the company and the hacker play a simultaneous game
compared to when the company assumes that the hacker is nonstrategic and
utilizes decision theory approach to determine investment level. Their study
also indicated that if company learns from prior observations of hacker effort
and utilizes these to estimate the future hacker effort, then the gap between re-
sults when decision theory is used and those when they play a simultaneous
game approach diminished over time. Cavusoglu et al., (2008) theory approach
assumes that vulnerability function is known both to the company and to hack-
ers. They argued model to be more realistic, when security investment problem
incorporate both targeted attacks as well as random attacks - i.e. the impact of
uncertainty about the vulnerability function is taken into account (Cavusoglu et.
al, 2008).

According Bandyopadhyay et al. (2012), hackers evaluate potential targets
to identify poorly defended companies to attack by creating competition in in-
formation security between companies that possess similar information assets.
Bandyopadhyay et al. (2012) utilized a differential game framework to analyze
the information security investment decisions in this targeted group of compa-
nies. Their study analysis showed that information security planning should
not be kept an internal company-level decision, but also incorporate the actions
of those firms that hackers considers as potential alternative targets. They also
showed, that in order to achieve cooperation between companies, the company
with highest asset value must take the lead and provide appropriate incentives
to elicit participation of the other company (Bandyopadhyay et al., 2012).
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3.2 The efficient information security investment approach

The researches with the efficient information security investment approach
have determined different measurements to evaluate and or to determine the
effectiveness of information security investment. Traditionally, the effective-
ness of a security investment is presented with return of investment (ROI) cal-
culation (Gordon and Loeb, 2006; Purser, 2004; Davis, 2005; Hausken, 2006).
This chapter will walk through the key finding of these approaches.

When evaluating the efficiency of information security investment, Gor-
don and Loeb (2006) focused on three different aspects in their ROI model: (1)
How much should an organization spend on information security, (2) How
should an organization allocate their information security budget to specific
security activities, and (3) what is the economic cost of information security
breaches? According to Karjalainen et al. (2014) the ROI-type metrics have the
same underlying assumption as studies in optimal information security in-
vestment approach (Gordon and Loeb, 2006; Huang et al. 2008), because the
higher the expected benefit / the less the expected costs, the higher the ROI
(Karjalainen et al., 2014).

There are several different studies done related to return on investment in
information security investment. Purser (2004), Davis (2005), Mizzi (2004) and
Sonnenreich et al. (2006) have presented an extended ROI models. Purser
(2004), discussed the challenge of ROI with information security investments.
From information security perspective, ROI definition is challenging, as ROI
kind of definitions do not take account the risk mitigation - whereas mitigated
risk is in many senses the primary deliverable of the information security pro-
cess. Purser (2004) has argued, that ROI provides only a partial image of the
true return of investment. Purser (2004) discussed that, ROI does not consider
the effect of the change in risk associated with business initiatives. Also Kar-
jalainen et al. (2014) argue that ROSI model provides only partial image of the
true return on investment. Purser (2004) states;

“The information security process add value to the enterprise by reducing
the level of risk that is associated with its information and information systems.”

Reduced risks profile is valuable to the company and thus should be seen as a
return on the investment that made it possible. Purser (2004), defined a new
term, the Total Return on Investment (TROI) in order to improve ROI of securi-
ty management process. TROI includes the financial impact of the change in
risk. According to Purser (2004), using TROI instead traditional ROI calculation
enables to put information security management initiatives on the same level as
other business initiatives as security management initiatives can be required to
produce positive TROI. Still, there is one exception; initiatives which must
comply with legal or other regulatory requirements must go ahead despite the
TROI status. Purser (2004) defined TROI as is presented in Figure2.
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Generated revenue + Generated cost savings - Value of change in risk

Total Return on Investment =
Investment

FIGURE 2 Purser (2004) Total Return on Investment

Purser (2004) states that the TROI provides more accurate understanding
of the overall business benefit of security investment as it contains a component
that reflects the associated risk. This means, that if risk is increased as a results
of the investment, this will result in a decrease of the TROI, whereas initiatives
that mitigate risk will be associated with the negative value for the change in
risk and thus add to the TROI. Purser (2004) differentiated the information se-
curity related initiatives to tactical and strategical initiatives. Tactical ones are
usually driven by short-term business opportunities and enable company to
quickly realize the associated business benefit. Strategical security initiatives are
driven by the requirements which are targeting to achieve a certain risk pro-file
for the company. The aim of those initiatives is to achieve a positive TROI and
mitigated risks. Purser also discussed about the importance of strategic ap-
proach and careful planning of information security management process. The
security management process should be business-driven and integrated to ex-
isting business framework as smoothly as possible (Purser, 2004).

Davis (2005) developed a ROSI, which is defined as the calculation of the
financial return from an investment in security. Sonnenreich et al. (2006) ex-
tended ROI model to consider risk exposure and risk mitigation. Sonnenreich et
al. (2006) ROSI model is illustrated in Figure 3. Mizzi (2010), extended ROI
model to analyze the mechanics of an information security program. Mizzi’s
(2010) return on information security investment (ROISI) model attempts to set
up a threshold value for the information security expenditure. ROISI model
considers different concepts (“Viability of Expenditure”, “Motivation to Attack”
and “Successfulness of an Attack”) and their relationship. According to Mizzi
(2010), organizations should adopt the model and adapt it to their circumstanc-
es by defining relationship among these variables according to the nature of
their organization (Mizzi, 2010). Mizzi indicates that an organization should not
invest more to information security than the total cost of the information assets
that may be lost by a security breach (Karjalainen et al., 2014).

(Risk Exposure * % Risk Mitigated) - Solution Cost

ROSI =
Solution Cost
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FIGURE 3 Sonnenreich et al. (2006) Return on Investment for Security Investment (ROSI)

Also Magnusson et al. (2007) challenged the ROI model(s) suitability for
information security investments. Their study objective was to investigate the
theoretical conditions for information security to become a part of value crea-
tion. As a result of their study, they argued economical models to be with lim-
ited value in calculating value creation or effectiveness. They saw that the fun-
damental reason is that the economic models are not stated explicitly, which
decreases their practical usefulness. They also argued that one further difficulty
to apply ROI models is that they all value advantage in terms of net benefit,
which cannot easily be transformed into cash flow (Magnusson et al., 2007).

3.3 The other approaches to information security investment

This chapter will walk through different than optimal or efficient research ap-
proaches to information security investment. Liu et al. (2011) studied the rela-
tionship between decisions made to knowledge sharing and investment in in-
formation security. Liu et al. (2011) indicated that the nature of information as-
sets possessed in the company - either complementary or substitutable - plays
a crucial role in influencing to investment decisions. In case of complementary
assets, the firms tend to have a natural incentive to share security knowledge
and due to that no external influence to induce sharing is needed. In case of
substitutable assets the firms tend not to share security knowledge in equilibri-
um, despite the fact that it is beneficial. Liu et al. (2011), recommends firms to
consider whether the information they are trying to protect is of value to a
hacker itself, or whether its value is realized only if the firm’s information is
combined with the information stored at another firm. The complementary cas-
es, where the information provides value to hackers only if it is combined with
other company’s information, provides a natural incentive to the company to
collaborate with each other on security intelligence, as sharing the security
knowledge makes both firms more secure. In substitutable cases, it is socially
optimal for two firms to share security knowledge, but in equilibrium the firms
engage in a sharing outcome to dilemma where each firm would like to its
partner to share, but the dominant strategy is not to share. This is both individ-
ually and socially harmful for the firms (Liu et al., 2011).

Ioannidis et al. (2011) had a utility-theoretic approach in their research re-
lated to information security investments. Their key target was to determine the
optimal timing of interventions in information security management. By utiliz-
ing utility theory, loannidis et al. (2011) derived the limiting condition under
which, given a potential or realized risk, a decision to invest, delay or even
abandon can be justified. Their focus was on decision making in deferring cost-
ly deterministic investments, when the costs associated with future security
vulnerabilities are uncertain. Ioannidis et al. (2011) outlined an investment func-
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tion with irreversible fixed costs which adduce a rigidity into the investment
decision making. Further, the rigidity causes delays in the implementation of
security measures, which results in cyclical information security investments,
while the decision maker(s) determines the optimal investment horizon.

Karjalainen et al. (2014) have studied the information security investments
from the stakeholder theory perspective, where they evaluated through in-
depth case studies the key participants’ information security investment deci-
sion making and how that was affected by their values. They found out that
information security investment decision making process involves more than
identifying the optimal investment level or justifiable return of investment.
Based on their empirical findings Karjalainen et al. (2014) formulated a prelimi-
nary stakeholder values theory of information security investment. Their theory
is both descriptive and instrumental. Theory is descriptive, as it identifies the
key stakeholders, describes their key values and identifies stakeholders” value
orientations towards information security investment decision making. Accord-
ing to theory information security investment decisions are mainly driven by
three different stakeholders (end users, information security specialists, and
organizational decision makers). All these different stakeholders have different
values, and if those are satisfied, they support information security investment.
End users are willing to support information security investments, if it does not
re-quire additional effort or new technical skills. Investment must also be clear-
ly connected to their work-related activities. Information security specialists
value the technical quality, but at the same time they prefer tradeoffs between
the users’” values and technical quality. Organizational decision makers value
the compatibility of information security investment to organizational envi-
ronment and its usability for the organization.

Karjalainen et al. (2014) theory is instrumental as it provides guidelines for
improving the success of information security investment. The key implication
of the theory is to recognize the key stakeholders and understand that they
have different values and expectations for information security investments.
The study identified that all stakeholders have one common expectation for in-
formation security investments, which is the efficiency. For that reason, it is crit-
ical to communicate to stakeholders, that information security investment does
not require the users learn new technical skills and its implementation is as
harmless as possible for users. Still due to different core values of different
stakeholders the usability of information security investment must be presented
differently depending on the target audience. Karjalainen et al. (2014) found out
that the stakeholders have different information technology security risk opin-
ions. These differences are critical to evaluate and understand, when promoting
information security investment, Karjalainen et al. (2014) stated:

“Information Technology security risks related to the information security
investment should be communicated to the different stakeholders in the man-
ner that suits their information technology security risk mitigation values, such
as risk minimization, risk taking, personal accountability, and worst-case sce-
nario thinking.”
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The study also identified, that in-formation security specialist should recognize
that users and high-level decision makers have different drivers for their deci-
sion making as security managers, and that users do not evaluate the infor-
mation security investment technical implementation with knowledge of exper-
tise. Finally, the study defines the best way to influence to decision making by
recommending showing to the decision makers the importance of information
security investment, users’ need for the information technology for work activi-
ties, and information about how much extra effort is needed due to solution
implementation (Karjalainen et al., 2014).

To summarize the previous research about the information security in-
vestments, it can be stated that previous research have not addressed why in-
formation security investment decisions fail in decision making process, and
thus cannot explain the reasoning behind the decision making. The previous
researches with the optimal information security investment approach have
determined different methods to evaluate and or to determine the optimal
amount to invest on information security, and the researches with the efficient
information security investment approach have determined different measure-
ments to evaluate and or to determine the effectiveness of information security
investment. Liu et al. (2011) studied the relationship between decisions made to
knowledge sharing and investment in information security, whereas loannidis
et al. (2011) utilized an utility theory, from where they derived the limiting
condition under which, given a potential or realized risk, a decision to invest,
delay or even abandon can be justified. Karjalainen et al. (2014) studied the in-
formation security investments from the stakeholder theory perspective, where
they evaluated through in-depth case studies the key participants” information
security investment decision making and how that was affected by their values.
This study address the research problem why information security investment
decision fail by understanding the information security investment decision
making process and by understanding the decision makers” experience of deci-
sion making in terms of stages. The stages have stage-specific factors, which
address the research problem. Following chapter describes the stage theory
model utilized in this research.

3.4 Stage theory

Van De Ven and Poole (1995) stated, that process is used as a sequence of events
describing how things change over time and why they change in this way. Ac-
cording to Schwarzer (2008), stage theorists” have made an attempt to consider
process characteristics by proposing a number of qualitative stages. The stage is
a theoretical construct, which is useful in understanding the development path
for how behavior evolves over time. Stage theories have been used to investi-
gate human behavior, for example health behavior (Weinstein et al 1998). Ac-
cording to Weinstein et al (1998), every stage theory needs a set of rules that
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assign each individual to one of the limited categories. By defining the stages
and specifying their sequence are initial steps towards demonstrating the stage
process.

Chowdhury (2002) defined, that there are three critical requirements of a
stage theory, which are incident, event and concept. Incident is a recurring ac-
tivity, which can be empirically observed in one or more stages of the process
model. Incident can be comprised using terms such as actions, indicators and
occurrences. An incident change in terms of form, direction, quantity, quality or
state must be compliant to direct observation (Van de Ven, 1995). Event can be
seen as an abstract conceptual entity, which explain the pattern of critical inci-
dents and their temporal order. An event is a construct, which are not compli-
ant to direct observation and thus events cannot be seen, heard or felt; they are
inferred. Concept describe the progression of the whole phenomenon. In order
to be able to identify events to be observed and incidents to be recorded, it is
important to identify a core concept that represents each stage of the process
model (Chowdhury, 2002).

Stage theory seem appropriate for this study as information security in-
vestment decision making process involves dynamic change, and any dynamic
phenomenon can be seen as a combination of sequential events over period of
time and can therefore be fruitfully viewed as a process (Chowdhury, 2002).
Stage theory perspective gives an approach, which can explain how and why a
chronology of occurrences play out over time and finally lead to rejected deci-
sion in information security investment decision making process. The status of
each case company’s information security management is described with the
stage model in chapter 5 by describing the process for managing information
security investments from initializing the investment proposal until its decision
making.
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4 RESEARCH METHODOLOGY

This qualitative research utilized a research strategy where theory is built from
case studies. It involves using one or more cases to create theoretical constructs,
propositions and/or midrange theory from case-based, empirical evidence (Ei-
senhardt, 1989). Case studies are rich, empirical descriptions of particular in-
stances of a phenomenon that are typically based on a variety of data sources
(Yin, 1994). This qualitative research utilized a data collection method named an
open interview. The research data was analyzed utilizing the method called
inductive content analysis. An inductive approach was chosen due to fact that
there is not enough former knowledge about the phenomenon. This chapter
defines in more detail both the concept of the qualitative research, theory build-
ing from cases, open interview, content analysis, and also how the empirical
research within the study was performed and analyzed.

4.1 Qualitative research and theory building from cases

The main principle of the qualitative research approach is to be as descriptive as
possible (Hirsijarvi et. al., 2009). Qualitative research methods are both descrip-
tive and inferential in character. According to Gillham (2010), description and
inference are necessary in scientific research. One may have significant statisti-
cal results, but those have to be described and interpreted: “Tact’s do not speak
for themselves - someone has to speak for them” (Gillham, 2010). Qualitative
research methods focus primarily on the kind of evidence (what people tell you,
what they do), that will enable one to understand the meaning what is going on.
One great strength of qualitative research methods is that they can illuminate
issues and turn up possible explanations (Gillham, 2010).

Qualitative research is always related to certain time and place. The pur-
pose of the qualitative research is to find new, realistic and fact based infor-
mation about the research object. It is a diverse and comprehensive method for
gathering information in natural conditions. In interview the information is
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gathered from interviewee(s), and for that reason it is typical that interviewees’
personal aspects affect to the study results. Qualitative research aims to gather
information about specific occasion (single case) or from small group of cases
(multiple cases) which are related to each other (Hirsijdrvi et al., 2009). Gillham,
(2010) specifies that qualitative research methods enable:

- To carry out an investigation where other methods - such as exper-
iments - are either not practicable or not ethically justifiable.

- To investigate situation where little is known about what is there or
what is going on. More formal research may come later.

- To explore complexities those are beyond the scope of more “con-
trolled” approaches.

- To get under the skin of a group or organization to find out what
really happens - the informal reality which can only be perceived
from the inside.

- To view the case from the inside out: to see it from the perspective
of those involved.

- To carry out research into the processes leading to results (for ex-
ample how reading standards were improved in a school) rather
than into the “significance” of the results themselves (Gillham,
2010).

According to Eisenhardt (1989), building theory from case studies is a research
strategy that involves using one or more cases to create theoretical constructs,
propositions and/or midrange theory from case-based, empirical evidence.
Case studies are seen as rich, empirical descriptions of particular instances of a
phenomenon that are typically based on a variety of data sources (Yin, 1994).
The central notion of this research strategy is to use cases as a basis from which
to develop theory inductively. Theory can be seen as emergent as it is situated
in and developed by recognizing patterns of relationships among constructs
within and across cases and their underlying logical arguments (Eisenhardt &
Graebner, 2007). Eisenhardt (1989), defined that the central to building theory
from case studies is a replication logic. It means, that each case serves as a sepa-
rate experiment that stands on its own as an analytic unit. Multiple cases as dis-
crete experiments serves as replications, contrasts, and extensions to the emerg-
ing theory (Yin, 1994). Instead of using only single-case within the study, mul-
tiple-case studies typically provides a stronger base for theory building - mean-
ing, that theory is better grounded, more accurate, and more generalizable.
Multiple-cases also enable comparisons in order to clarify whether an emergent
finding is characteristic to a single case or consistently replicated by several cas-
es (Eisenhardt, 1991).

Yin (1989), emphazised that in order to gain good case study results,
research design need to be well planned. Yin (1989), stressed following five
steps in research design phase :

1. Research questions
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Research propositions (if any)

Analysis unit for research propositions

Logic how the research results are connected to research proposition
Criteria for analyzing the research results

AR

4.2 Open interviews as a data collection method

Case studies can accommodate a rich variety of data sources, including inter-
views, archival data, survey data and observations. But because research incor-
porates more cases and moves away from everyday phenomena such as work
practices to intermittent and strategic phenomena such as acquisitions and stra-
tegic decision making, interviews are easily selected as the primary data source.
Interviews are a very efficient way to gather rich and empirical data (Eisenhardt,
2007). According to Jarvinen & Jarvinen (2011), researcher need to be able to
state good questions, and also has an ability to analyze the responses. Research-
er should have proper understanding about the study subject, in order to make
questions in changing environment. Researcher should also have a good ability
to listen and also to read between the lines. Researcher should be flexible and
able to change his study plan if needed - but still able to remain with the study
subject. Researcher should also be able to receive and recognize contradictory
information (Jarvinen and Jarvinen, 2011).

This qualitative study utilize an open interview as a data collection meth-
od. Interview is an interactive conversation between two or more people where
questions are asked by the interviewer to elicit facts or statements from the in-
terviewee. The interview can be divided to three different types. An open inter-
view is the most informal type of the interview. The questions are open and the
response choices are not specified beforehand. Open interview is a conversa-
tional kind of situation, where exist a certain topic. Open interview is guided
through according to study themes. People selected to participate to an inter-
view, are the ones who have the best knowledge about the study subject. The
amount of interviewees can be increased by searching them during the study
process, in order to gain best possible understanding about the subject. This
phenomenon is called as a snow-ball effect. In a structured interview the exact
questions and often also the answer choices are defined ready before the inter-
view. A structured interview conducts according to the form and all the inter-
viewed persons respond to same questions. In structured interview, the ques-
tions are related to research hypothesis. Third type of the interview is the theme
interview. This interview method is also called as a semi-structured interview.
Theme interview conducts according to predefined themes, but the interviewer
has also some room to the changes. Theme interview is very close to the open
interview, and the interview includes both open and closed questions. The
themes are same to all interviewed persons (Jarvinen and Jarvinen, 2011).
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421 Preparation of the open interviews, execution and analysis

The research material of the empirical part of the study were gathered by inter-
viewing pre-selected people having a key role in making information security
investment management decisions. The target of the interviews were to gather
proper information to produce theory propositions which could answer to the
research question. The people interviewed within case study represented four
different cases. Cases or interviewed people are not detail level identified in this
study due to the information sensitivity.

The Case A is a company providing frozen vegetables, frozen ready meals
and fresh fish and its products are renowned for their taste and home-grown
content. Largely based on Finnish raw materials, the frozen vegetables and fro-
zen ready meals are produced at Western Finland, and frozen pizzas at Central
Finland. Company’s product range is constantly developed to suit Finnish
tastes, meet nutritional recommendations and respond to changing trends in
eating habits. The Case B represent a large-size Finnish municipality union,
which consist of one large size town and seven smaller municipalities around of
it. Case B is located in the western Finland. This specific municipality union has
cooperative organization for the information management, and for example all
the eight members of the municipality union have approved and implemented
the one common information security policy. The Case C is a privately-owned
medium-sized company, which key business is to provide customer services as
outsourced service for small- and mid-size companies. The business processes
of the case C are heavily tied to information technologies, and its services are
provided via different channels, for example via phone, chat, internet and email.
It provides its services to circa 200 different clients in Finland. The Case C is
located in western Finland. The Case D is a privately-owned small-sized com-
pany, which key business is to provide information technology solutions both
for the consumers and businesses. Company’s product portfolio contains for
example following products: web services (customer can set up its own website
or online store), cloud services (virtual data centers, virtual servers, data back-
up) and data center services (maintenance and supervision of customer virtual
servers). Also the Case D is located in western Finland.

The case organizations were contacted in November 2014 via phone and
email. Also other possible case organizations were contacted, but these defined
case companies were selected on the basis of their own motivation to the re-
search subject. The interviews were started in December 2014 with the plan,
that from case organization A will be interviewed four persons, from case or-
ganization B three persons, from case organization C two persons and from case
organization D one person. As targeted in the beginning of the study phase, the
amount of the interviewees increased during the empirical part of the study,
and the total amount of interviewees is presented in Table 1. The amount of in-
terviewed persons per Case Company.
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TABLE 1 The amount of interviewed persons per case companies

CASE COMPANY AMOUNT OF INTERVIEWED PEOPLE
CASE A 5
CASEB 6
CASE C | 2
CASE D 1

All the interviews were open interviews, supported by very flexible framework
which is presented in Appendix 1.

All the interviews were recorded permitted by the interviewees. All the in-
terviews were littered afterwards in order to proceed to the data analysis phase
of the study. The purpose of the analysis was to analyze the gathered study da-
ta and produce theory propositions for research problem - why information
security investment decisions fail? Theory was developed by distinct proposi-
tions in such a way, that each is supported by empirical evidence from at least
some of the cases.

4.2.2 Progress of the study and background information about the inter-
viewees

Like described earlier, the case organizations were contacted in November 2014
via phone and email. Also other companies were contacted, but due to lack of
their own interest and motivation they were not selected to the study. With the
selected case organizations, there were discussed who and which roles from the
organization could be contacted and interviewed. Target was to find people
with roles and responsibilities, in where they involve with information security
investment management decision making. In the beginning of the study phase,
there were contacted eight persons from the case organizations. With these se-
lected persons, it was agreed an individual time for interview. Interviews were
executed in interviewees’ premises or via phone, and time reserved for one in-
terview was approximately one hour. Interviewees were confirmed, that inter-
view results will be treated sensitively and case organizations, nor interviewees
will not be identified within the study. All the recorded interview material were
promised to be destroyed after the analysis work. One additional target of the
interviews was to get further contacts who could be interviewed within the
study. Due to that, in total 14 people were interviewed along the study. Inter-
views were performed within the time scale January - February, 2015. Analysis
of the interviews were started right after each interview. Following Table 2 In-
terviewees’ roles in organization defines the interviewees’ role in the case or-
ganizations.
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TABLE 2 Interviewees’ roles in organization

INTERVIEWEE CASE ROLE

1 Case A Risk Manager

2 Case A Chief Financial Officer

3 Case A Chief Information Officer

4 Case A Real Estate Manager

5 Case A Controller

6 Case B Chief Information Officer

7 Case B Information Security Manager
8 Case B Investment project manager

9 Case B Chief Financial Officer, municipality
10 Case B Project Manager

11 Case B Manager, Internal audits

12 Case C CEO

13 Case C Chief Technical Officer

14 Case D CEO

4.3 Content analysis as a data analysis method

Content analysis is a method of analyzing written, verbal or visual communica-
tion messages (Cole, 1988). Content analysis method can be used to analyze
both qualitative and quantitative data, and it can be used both an inductive and
deductive way. Lauri & Kyngads (2005) recommended, that if there is not
enough former knowledge about the phenomenon or if knowledge is fragment-
ed, inductive approach should be chosen. This study analysis utilized an induc-
tive approach.

Inductive content analysis process contains three different phases; open
coding, creating categories and abstraction. In open coding, notes and headings
are written in the text while reading it. The written material is read through
several times, and as many headings as necessary are written down to describe
all aspects of the content (Hsieh & Shannon, 2005). The headings are gathered
and grouped expressions are freely generated at this stage (Burnard, 1991). Af-
ter open coding, the lists of grouped expressions are created under higher order
headings. The purpose of this is both to reduce the number of categories in ab-
straction phase by collapsing those that are similar to each other and to provide
means of describing the phenomenon, to increase



understanding and to generate knowledge (Cavanagh, 1997). After creating categories phase, the abstraction starts. In abstraction
each category is named using content-characteristic words. Categories with similar incidents and events are grouped together as
main categories (Kyngds & Vanhanen, 1999). The abstraction phase can continue as far as it is reasonable and possible. Table 3
Content analysis illustrates how the study data is processed thorough the content analysis phases.

According to GAO (1996), the analysis process and the results should be described in sufficient detail so that readers could
get proper understanding how the analysis was carried out. Dey (1993), defined that creating categories is both empirical and a
conceptual challenge, as categories must both be conceptually and empirically grounded. In order to succeed in content analysis,
the researcher must be able to analyze and simplify the data and form categories that reflect the subject of the study in reliable
manner (Kyngas & Vanhanen, 1999). In order to increase the reliability of the study, it is necessary to demonstrate a link between
the results and data. This study utilized an authentic citations to increase the trustworthiness of the research and by that points
out to readers from where or from what kinds of original data categories are formulated. Authentic citations are presented in
chapter 5. Study Findings and Theory Propositions.

Table 3 Content analysis

Original expression Headings Grouped expression | Category Main category

..we cannot define the value of in- | capability to define invest- | capability to define | Methods and capa- | Information security
formation security investment. It | ment with business argu- bilities to define and | competence to defi-
should be evaluated from risk ma- | ments argue  investment | ne and argue infor-
nagement point of view. So far, there proposals mation security in-
has not been any risk related to in- vestment proposals.

formation security.

...the arguments for IS investment | capability to argue with suf- | capability to argue
are not enough - investment is not | ficient reasoning
seen worthwhile - company prefers
to take the risk.

Small investments are more easily | small investment are easy to | capability to define
put through get approval
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...there are no substance level know-
ledge in decision making level. De-
cisions are not based on knowledge,
and decision makers are no able to
understand their decisions’ conse-
quences.

sufficient subtance knowled-
ge

sufficient substance
knowledge

...decision is made on the basis of
the maturity, common language and
common knowledge about the in-
vestment. All these things affect to-
gether. Sometimes the criticality of
the investment proposal remains
unclear.

different level of knowledge
used in analyzing the need
for investment

different level of
knowledge

...substance knowledge about the
Information Security is very low.
That tied with low amount of re-
sources put a lot of pressure to IT
department.

no sufficient resources with
substance knowledge

sufficient substance
knowledge

...information Security investment
are not approved / implemented,
because they cause usability issues
among the employees; e.g. encrypti-
on of laptops, email encryption.

IS investment is seen to cause
usability problems

sufficient substance
knowledge

Sufficient informati-
on security specific
knowledge




5 STUDY FINDINGS AND THEORY PROPOSITIONS

This chapter presents the stage models, which are defined on the basis of the
empirical findings of the study, and describes shortly how the information se-
curity investment management is organized in each case study company. This
chapter also presents the study findings in detail, and theory propositions and
related sub-propositions, which are supported by an authentic citations to
increase the trustworthiness of the research. The theory propositions and study
findings, are both categorized according to the stage model phases. The theory
propositions comprise a theory framework which affect behind of the infor-
mation security investments decision making process through the stages: ini-
tialization, definition and decision making.

5.1 Within case analysis of the information security investment
process

The status of each case company’s information security management is de-
scribed with the stage models by describing the process for managing infor-
mation security investments from initializing the investment proposal until its’
decision making with stage model. In each case company, stage model contains
following process stages:

1. Initializing of Information Security Investment Proposal,
2. Definition of Information Security Investment Proposal,
3. Information Security Investment Decision Making and,
4. Decision (Rejection).

Like defined, stage theory perspective gives an approach, which can explain
how and why a chronology of occurrences play out over time and finally lead
to either rejected decision in information security investment decision making
process. Stage models contain different phases, which are illustrated with or-
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dered stages. Each ordered stage has stage specific influential factors, which are
defined in figures. Influential drivers explain things that are important in each
stage, and which affect to managing the investment proposal. There are also
defined, which sources could initiate the information security investment pro-
posals (in stage Initializing of IS investment proposal), and who are the key
stakeholders both in Defining the information security investment proposal and
in IS Investment decision making phase. The arrows between stages illustrates
changing from one stage to another. In the first stage, the information security
investment proposal is initialized. It means, that an idea for investment pro-
posal can be initialized by different stakeholders, as illustrated in following
stage models. In initializing phase, the investment proposal is evaluated by in-
formation security responsible stakeholders, who considers is it further pro-
cessed to second stage of the process or is it rejected. If the investment proposal
is seen reasonable and valuable, it is moved to next phase where the definition
of the information security investment proposal starts. In the second phase the
investment proposal is detail level defined and evaluated by relevant stake-
holders. They can both reject the proposal at this stage or prepare it for the
management decision making. In the last stage of the process, the investment
proposal is managed by the stakeholders who either reject or approve the in-
vestment. Investment proposal is presented to decision makers by relevant
stakeholder, whose main target is to argue the value of the investment proposal
to the business operation and organization.

The Figure 4 illustrates an information security investment decision mak-
ing process of the case company A. The case A is a company providing frozen
vegetables, frozen ready meals and fresh fish and its products are renowned for
their taste and home-grown content. There are approximately 350 employees
using information technology within the company. In general, the company A
has a relatively slight information security policy. It defines the password poli-
cy, which seem to be well implemented in the company. Company A has also
invested in employees’ awareness program, which aims to increase the aware-
ness about the information security. It is a web based learning, which does in-
clude also a test for each individual employee. Company A has taken also other
actions which improve the level of information security. It has taken into use
the Microsoft SharePoint application and discontinued to use old file system,
which lacks of proper admin control. It is also in process of upgrading its cash
management solution, which is outsourced from external service provider.
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- Internal Audit Directors
\ Y € Y € 4 Case A

FIGURE 4 Case Company A, information security investment management process.

In a case company A information security investment decision making, follow-
ing roles are involved: Chief Financial Officer and Chief Information Officer. In
case of high expenditures, the board of directors process the decision making.
Also other relevant roles can affect to the decision making, for example Risk
Manager. Information security investment proposals can be initiated by infor-
mation technology department, business units, risk management or internal
audits. Also other individual sources exists. The foundation for proper infor-
mation security investment management lacks non-existing business continuity
planning, which in concrete level is visible in a fact that the company’s key as-
sets are not identified. Another challenge is that case company A does not have
information security resources with specialist level skills. They also lack of time
and resources to process further valuable information technology or infor-
mation security investment proposals, and to follow up existing information
security trends. They also find it challenging to define information security in-
vestment proposal in a way that they can argue the economic value of it. Infor-
mation security investments are rarely initiated by risk management, meaning
that scenario modeling is not utilized in the company, at least from information
security management perspective. During the past eight years, there have been
only few information security investment proposals, as most of the information
security specific investments are part of bigger entirety, like upgrading the
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computer operating system from Windows XP to Windows?7. Also many infor-
mation security specific services are outsourced, for example firewall and anti-
virus programs. When the information security investment proposals ends up
to the stage of decision making, there are several drivers which affect to the de-
cision making.

Most often the information security investment is rejected due to unavail-
able time and resources. This altogether indicates the level of implementation of
the information security agenda in the company. It seems also that organiza-
tional culture is not information security oriented and attitude towards it is at
least slightly immature. One concrete level example is that the value of encrypt-
ing the laptops is not seen critical for the business (because of the usability
problems), though the Windows?7 operating system is very easily hacked and
severe damage could be caused to the business continuity. Organizational cul-
ture and attitude towards information security management is seen also in how
well the company has considered its business continuity. So far, the company A
has not identified what are the key assets of the company - or what kind of in-
formation could severely damage the company’s brand and image, in the case
of information leakage. According to the study results, there also exists chal-
lenge to argue the information security investments. As the information securi-
ty investment cannot be economically presented, the proposal easily lacks
proper arguments. Proper arguments are difficult to state, as there does not ex-
ists specialist level knowledge about the information security.

The Figure 5 illustrates an information security investment decision mak-
ing process of the case B. The case B represent a large-size Finnish municipality
union, which consist of one large size town and seven smaller municipalities
around of it. Case B is located in the western Finland. This specific municipality
union has a cooperative organization for the information management, and all
the eight members of the municipality union have approved and implemented
the one common information security policy. Each municipality have its own
information security manager. They do have also one common policy for mo-
bile phone security. In this municipality union, there are approximately 600 dif-
ferent information technology systems in use, and circa 35000 users. Infor-
mation technology services are outsourced from approximately 70 different ex-
ternal service providers, from which the major ones also actively take part to
the operational development actions. According to the study interviews, the
most important information technology investment during the year 2015 is the
competitive tendering of the existing service agreements. During the past years,
there have been done several information security investments - either specific
ones or investments which have partially improved the level of security. Up-
grading the operating systems from Windows XP to Windows7, during which
also the Windows XP support was separately continued are examples of these
kinds of investments.
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FIGURE 5 Case Company B, information security investment management process.

In the case B, the cooperative organization of the information management has
a responsibility to define information security investment proposals to adminis-
trative and financial board of directors. There are several roles and organiza-
tional representatives, which are involved within the information security in-
vestment decision making process, for example; Chief Information Officers, In-
formation Security Managers, Chief Financial Officers, Chief Administrative
Officers, Director of administrative and financial board and Director of internal
audits. Information security investment proposals are initiated by various dif-
ferent stakeholders. Different business units initialize ideas, internal audits
propose development ideas and also deviations to existing policies and proce-
dures, service providers come up with development ideas and of course infor-
mation technology department follows-up existing trends and develops con-
stantly the information infrastructure of the municipality union to meet laws
and regulations, and among all - process the ideas further to actual investment
proposals.

There are several challenges, which affect to initializing stage of the in-
formation security investments. In general, information technology is still seen
mainly as costs and attitude towards information security is immature - at least
by some members of the municipality union. According to the study interviews,
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there are lot of room for cultural change and the maturity of information securi-
ty is in a quite low level as a whole. This indicates, that organizational culture
does not support information security. Information technology costs are circa 2%
of municipality union operational costs, which are seen very low and which
should be increased in order to enhance the operation of municipality union. It
was also stated that in municipalities management level there exists no
knowledge, nor clear statement who has the ultimate responsibility of the in-
formation security.

Most often information security specific requirements are bundled togeth-
er with other information technology investments, and this is seen workable
way to get investment proposals approved. There are also information security
specific investments, which are evaluated towards the existing policies. In stage
of decision making, several challenges exists. Organizational culture naturally
affects also in decision making phase. Information security specific issues are
seen differently in different municipalities and municipalities are concerning
the investments proposals different way. This partially is due to unawareness
about the information security specific issues meaning that there are not
enough information security specific knowledge at decision making level. Also
the attitude towards information security specific investment affects to decision
making, especially in municipalities where information security is in contempt-
ible agenda. There are also lack of capabilities to utilize economic arguments for
information security investment proposals, and costs versus the achievable val-
ue is challenging to argue. One challenge seems to relate to the budgeting. If
and when there are no separate “not ear-marked” money for information secu-
rity specific investments, they are challenging to get approved as decisions are
made under strict budget control. Some investments costs are divided accord-
ing to municipalities” population, which causes also challenge as some munici-
palities are not willing or able to pay high costs. In decision making stage there
exists also challenge related to prioritizing practices. Decision makers may have
individual priorities, and investment proposals might be managed in some cas-
es in non-relevant way. There exists no clear principles how the investment
proposals should be evaluated and prioritized towards each other. This makes
existing prioritizing practices questionable. In municipality level, also political
aspects affect to decision making. Decisions might be evaluated for example
from the perspective how much the implementation of the investment proposal
affect to employment level. In stage of decision making, it is also seen critical
that the investment proposals are presented with the same language as with the
decision makers’ use - meaning that investment proposals cannot contain too
specific technological information. Related to that, it was also pointed that in-
formation security investment proposals are more easily approved if they are
presented as a risk.

The Figure 6 illustrates an information security investment decision mak-
ing process of the case company C. The case company C is a privately-owned
medium-sized company, which key business is to provide customer services as
outsourced service for small- and mid-size companies. The business processes
of the case C are heavily tied to information technologies, and its services are
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provided via different channels, for example via phone, chat, internet and email.
It provides its services to circa 200 different clients in Finland. According to
study interviews, there exists no definition of information security policy from
management level, though some information security specific working practices
are implemented, for example a password policy. Company has also imple-
mented some other information security specific issues, like utilizing Secure
Sockets Layer within their internet connections where they transfer people spe-
cific information. In general, the development actions are customer driven, oth-
erwise company C is in reactive working mode, which means that they prefer to
react in case of problems. Company C has neither not evaluated the company’s
key assets, nor implemented the continuity planning or risk management prac-
ticalities. In general, company management level commitment - or non-
existence of it seem to affect heavily into information security management.

Gage specific factors of\ @ge specific factors of\ @age specific factors ON / \

initializing: definition: decision making;:
- Lack of management
- ISlacks of management - IT & IS seen as costs commitment
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FIGURE 6 Case Company C, information security investment management process.

Both the stages of initializing and defining the information security investments
are heavily on the responsibility of one person. There seems to be both lack of
time and information security specific knowledge in identifying the investment
proposals. Definition of information security investment proposal was found
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challenging, as it is difficult to argue from economic point of view. Its value was
seen difficult to state because of small company. In the stage of decision making,
information security investment face several challenges. As there exists no im-
plemented agenda for information security, investment proposals are challeng-
ing to argue to management team. As organizational culture and organization’s
working practices support reactive way of working, investment proposals
which are seen kind of insurances are not seen appropriate proposals to ap-
prove.

The Figure 7 illustrates an information security investment decision mak-
ing process of the case D. The Case D is a privately-owned small-sized company,
which key business is to provide information technology solutions both for the
consumers and businesses. Company’s product portfolio contains for example
following products: web services (customer can set up its own website or online
store), cloud services (virtual data centers, virtual servers, data back-up) and
data center services (maintenance and supervision of customer virtual servers).

étage specific factors om @ge specific factors of\ étage specific factors oh / \
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- IS lacks of management - IT & IS seen as costs - Lack of management
commitment - No budget & resources commitment
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Sources for investment Key stakeholders: Key stakeholders: * Interviewed within
proposals: case study

- IT Department - CEO*
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Directors

\ N\l N\l 4 Case D

FIGURE 7 Case Company D, information security investment management process.

In general, the organizational culture and attitude supports information securi-
ty management. There is no information security policy defined, nor continuity
or risk management practicalities defined. Organizational working method is to
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solve problems case by case when they occur. Still, CEO seems to be infor-
mation security oriented, and willing to enhance the level of company infor-
mation security. As the company’s key business solutions are closely tied to
information systems, company has considered also information security re-
quirements. Challenge is that board of directors are not committed to infor-
mation security, and investment proposals are approved mainly from total
costs point of view. There have not been any specific information security in-
vestment proposals, and information security requirements are normally bun-
dled together with other information technology solution requirements. When
arguing information security investment proposals, the CEO find it difficult to
state the value of investment towards the value achieved.

5.2 Cross-cases analysis of the information security investment
process

As a result of the study material content analysis, there were composed two
separate main categories from the study findings, which are the followings -
and which are utilized as a basis for theory propositions.

1. Information security competence to define and argue information se-
curity investment proposals.
2. Organizational security culture.

In following text study findings are organized according to stage model and its
phases: 1) Initializing an investment proposal, 2) Definition of investment pro-
posal, and 3) Decision making. These defined categories are supported with
empirical evidence gathered during the study phase of this thesis work.

5.2.1 Information security competence to define and argue information se-
curity investment proposals

Organizational capabilities to define and argue information security investment
proposals was defined as a main category within content analysis phase, and it
was onwards divided to following sub categories; Methods and capabilities to
define and argue investment proposals, and Sufficient information security spe-
cific knowledge (Figure 8.).
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/ INSUFFICIENT
KNOWLEDGE

METHODS &
CAPABILITIES

* Capability to argue
with business
arguments

* Capability to argue
with common
language

+ Capability to state the
reasoning for high

priority

* Insufficient substance
knowledge

* Different level of
knowledge in decision
making

FIGURE 8 Sub-categories for Information security competence to define and argue infor-
mation security investment proposals.

Methods and capabilities

There were lot of challenges in utilizing business arguments in both in defining
and arguing the investment proposals.

In defining the investment proposal phase, the information security invest-
ment proposals were seen unmanageable via economical calculations, and stat-
ing the investment value against estimated costs was seen problematic.

..we cannot define the value of information security investment. It should be
evaluated from risk management point of view. So far, there has not been any risk
related to information security. (Case A)

...investment proposal should be presented as a risk. Management team have dif-
ferent approach to risks than investment proposals. (Case B)

...there is a high level criteria even to propose information security investment.
There is always something more important. (Case A)

...there are no economical methods to define the information security investments.
(Case B)

In decision making phase, it was seen that there are no proper way to prioritize
the proposals, as each stakeholder is willing to support the one which is im-
portant to himself/herself. In some cases, decision making was unsuccessful
due to lacking common language. Decision makers consist of people having no
specialist level skills about information security and the investment proposals
should be stated with common language. In some cases, information security
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investment proposals were presented as a risk, which were seen appropriate
way to get investment proposal approved.

...small company vs. costly investment for something that might not even happen
- mission impossible. (Case D)

...there were no proper arquments for the investment proposal. Investment pro-
posal was seen too expensive, and there were no visibility what will be achieved
with it. (Case B)

...decision making is challenging, as decision makers have difficulties to under-
stand what they are deciding. Investment proposals should be presented with
common language. (Case B)

...everyone is willing to drive their own interest. There are no clear principles,
how prioritizing should be done among the investment proposals. (Case B)

...there should be some kind of golden mean in doing decisions, but there is not.
(Case B)

Insufficient knowledge

There were lot of variation, how much - or how little there exists knowledge
about the information security. It seems, that the knowledge is tight to certain
roles and responsibilities.

In initializing of investment proposal phase, the insufficient knowledge about
the information security affect to fact that investment proposals are not even
initialized or processed further to definition phase.

...why bother to use email encryption, our email system is secure. We have never
had any problems. (Case A)

...there are no information security specialist in the company, who could advise
which way to go. (Case A)

...there are no risks from information security point of view. Who would harm us?
(Case C)

Some top level managers seem to lack even basic level knowledge about the
information security. In decision making phase there exist different level of
knowledge, which affects directly to decisions made.
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...this certain investment (encryption of laptops) would most probably cause more
burden to IT support, than enhance the security. And are there even somebody
who is interested about our business? (Case A)

...there are no substance level knowledge in decision making level. Decisions are
not based on knowledge, and decision makers are no able to understand their deci-
sions’ consequences. (Case B)

...even management level does not know who has the ultimate responsibility
about the information security. They don’t know it, and they seem not to be even
interested about it. Until something happens. (Case B)

5.2.2 Organizational security culture

Organizational security culture was defined as a main category within content
analysis phase, and it was onwards divided to following sub categories; Organ-
izational way of working, Organizational attitude, Commitment & support for
information security, and Politics (Figure 9).
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FIGURE 9 Sub-categories for Organizational security culture.

Organizational way of working

In several cases, there seem to exist drivers which directly affects to initializing
of the information security investment proposal. There seem not to be con-
stant continuity planning of business operations. Risk management practicali-
ties were somehow implemented, though information security issues were not
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considered. Some organizations work on reactive mode, and prefer to react only
in case of problems. Greatest challenge seem to be non-existence of knowledge-
able information security resources, who could follow up existing trends, define
requirements and proposals - and convince the management team about the
relevancy of information security investment proposal.

...our culture does not support proactive way of working. We react in case of
problems. (Case C)

...we have not yet considered continuity planning of our business operations.
Target of this year is to identify the key assets of the company. (Case C)

...we have enough challenges to cope with existing problems. No time or resources
to consider what kind of problems we could have in future. (Case C & D)

...we lack of information security specialist. (Case A)

...there is no time and resources. (Case A & B)

In decision making phase, organizations lack of proper principles for prioritiz-
ing investment proposals, which cause misunderstanding what really is im-
portant. Investment decisions are also done under strict budget control, and if
there is not “ear-marked” money available, investment proposal gets easily re-
jected. Information security investment are most often bundled together with
bigger information technology investments, and this is seen a proper way to get
proposals approved. Greatest challenge seem to be non-existence of knowl-
edgeable information security resources, who could follow up existing trends,
define requirements and proposals - and convince the management team about
the relevancy of information security investment proposal.

...there are no principles how the investment proposals should be prioritized. Eve-
ryone drive their own interest. (Case B)
...we obviously lack of proper way of working! (Case A)

...if there are no ear-marked budget for investment proposal, it is really difficult to
get the proposal approved. Decisions are done under strict budget control. (Case B)

...easiest way to get investment proposal approved is to tie information security
requirements part to some other bigger investment proposal. (Case B)
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Organizational attitude

One of the most influential aspect to information security investments is the
organizational attitude. Within study it came obvious that in organizations
where information security agenda was not strong, the investment proposals
are randomly initiated. In some cases, the attitude towards information security
was very immature. There exists understanding, that there exists no security
risks. Information security was also seen as a responsibility area of somebody
else. In case of third party service providers, it was seen that service provider
takes care of the information security. In case of own business operations, the IT
department was seen as responsible stakeholder.

...there are no agenda for information security. (Case C & D)

...there should happen some cultural change in this organization. Attitude to-
wards information security is so old-fashioned. (Case A)

...we still live in the 1990’s century! (Case A)

...maturity level of information security is very low. (Case D)

Non-existence of strong information security agenda affect also to decision
making phase. It came obvious, that the information security investment pro-
posals lack of approval in decision making phase when organizational culture
does not support information security. Attitude seem to be also immature and
negative, as information security investment are mainly seen as costs.

...why somebody would harm us? (Case A)

...information security — it always mean costs, and what we will get from those
investments? (Case C)

Commitment and support for information security

In commitment and support for information security category, there are several
drivers which seem to affect directly to initializing of investment proposal
phase. There seem to exist un-clarity of roles and responsibilities, even top
management does not know who has the ultimate responsibility of information
security. Information security policy and related procedures might exist, but
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their implementation is not deployed nor followed up properly. In some cases,
there exists no separate policy or procedures for information security.

...nobody is interested about the information security. It is always somebody else
responsibility. (Case B)

...information security, that’s something IT department takes care of or...? (Case
)

...there are some policy and procedures written, but the deployment lack of time
and resources. They are not supported, there is always more important things to

work with. (Case A)

...I must say, that our information security policy is quite weak. It contains only
password policy. (Case A)

..I think we should have some kind of policy about information security. We do

consider environmental affairs, maybe we should consider also information securi-
ty? (Case A)

Management level commitment and support for information security affects
heavily also to investment proposals decision making. There are organizations
who seem to lack totally the commitment and support for information security
from management level.

...management is not interested about the information security. (Case D)

...even top level management does not know who has the ultimate responsibility
of information security. (Case B)

...I feel like fighting against wind mills when discussing about information secu-
rity with management team. (Case D)

...decisions are cost-driven, despite the other facts. (Case D)

...information security, my top favorite! (Case C)

Politics

There are also political aspects, which affect to decision making. Decisions
might be considered for example from employment point of view.

...some stakeholders are not willing to invest, as it might affect to the level
of employment. (Case B)
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...investment is considered from our point of view, they should understand how
that affect to our IT department and its employment. (Case B)

5.3 Theory propositions

This chapter describes the key outcome of the thesis, the theory propositions
which aims to offer a feasible answer to the thesis research question:

e Why information security investment decision fail?

The theory propositions and related sub-propositions are categorized according
to stage model and its phases 1) Initializing an investment proposal, 2) Defini-
tion of investment proposal and 3) Decision making of investment proposal.

5.3.1 Theory proposition related to initializing phase of the information se-
curity investment proposal

The first theory proposition relates to initializing phase of the decision making
process of information security investment proposal. The theory proposition
has four sub-propositions, which all are defined in following.

Theory propositionl: The likelihood of getting the information security in-
vestment proposal rejected in initializing phase of the decision making pro-
cess will be higher when (1) organization lacks of information security compe-
tence, and (2) organizational security culture does not support information se-
curity.

The theory proposition1 is further divided to following sub-propositions:

Sub-propositionl: The likelihood of getting the information security invest-
ment proposal rejected in initializing phase of the decision making process
will be higher when organization lacks of capabilities of business operations
continuity planning.

Sub-proposition2: The likelihood of getting the information security invest-
ment proposal rejected in initializing phase of the decision making process
will be higher when there exists (1) insufficient knowledge and (2) insufficient
resources for the information security.

Sub-proposition3: The likelihood of getting the information security invest-
ment proposal rejected in initializing phase of the decision making process
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will be higher when (1) information security agenda is not strong and (2) atti-
tude towards information security is negative.

Sub-proposition4: The likelihood of getting the information security invest-
ment proposal rejected in initializing phase of the decision making process
will be higher when (1) there exists un-clarity of roles and responsibilities and
(2) management is not aware of their responsibility towards information securi-

ty.

5.3.2 Theory proposition related to definition phase of the information se-
curity investment proposal

The second theory proposition relates to definition phase of the decision mak-
ing process of information security investment proposal. The theory proposi-
tion has three sub-propositions, which all are defined in following.

Theory proposition2: The likelihood of getting the information security in-
vestment proposal rejected in definition phase of the decision making process
will be higher when (1) organization lacks of information security competence
to define investment proposal, and (2) organizational security culture does not
support information security.

The theory proposition?2 is further divided to following sub-propositions:

Sub-propositionl: The likelihood of getting the information security in-
vestment proposal rejected in definition phase of the decision making process
will be higher when (1) organization lacks of capabilities to define the monetary
value of investment proposal.

Sub-proposition2: The likelihood of getting the information security in-
vestment proposal rejected in definition phase of the decision making process
will be higher when (1) organization lacks of information security specific re-
sources, time and knowledge.

Sub-proposition3: The likelihood of getting the information security in-
vestment proposal rejected in definition phase of the decision making process
will be higher when (1) information security lacks of management commitment
and support in prioritization of tasks.
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5.3.3 Theory proposition related to d phase of the information security in-
vestment proposal

The third theory proposition relates to decision phase of the decision making
process of information security investment proposal. The theory proposition
has five sub-propositions, which all are defined in following.

Theory proposition3: The likelihood of getting the information security in-
vestment proposal rejected in decision phase of the decision making process
will be higher when (1) organization lacks of information security competence
to argue an investment proposal, (2) organizational security culture does not
support information security, and (3) political aspects affect to decision making.

The theory proposition3 is further divided to following sub-propositions:

Sub-propositionl: The likelihood of getting the information security in-
vestment proposal rejected in decision phase of the decision making process
will be higher when (1) organization lacks of methods, (2) proper capabilities
and (3) knowledge both to prioritize and argue the monetary value of invest-
ment proposal.

Sub-proposition2: The likelihood of getting the information security in-
vestment proposal rejected in decision phase of the decision making process
will be higher when there exists (1) no common knowledge within decision
makers about information security, and (2) no common understanding who has
the ultimate responsibility of information security.

Sub-proposition3: The likelihood of getting the information security in-
vestment proposal rejected in decision phase of the decision making process
will be higher when (1) organization lacks of business continuity management,
(2) organization lacks of strong information security agenda, and (3) attitude
towards information security is immature.

Sub-proposition4: The likelihood of getting the information security invest-
ment proposal rejected in decision phase of the decision making process will
be higher when (1) information security lacks of management commitment and
support, and (2) information security is not part of the organization’s business
approach.

Sub-proposition5: The likelihood of getting the information security invest-
ment proposal rejected in decision phase of the decision making process will
be higher when (1) there does not exist deployed security policy and proce-
dures within the organization, and (2) political aspects affect to decision making.
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6 DISCUSSION

The purpose of this study was to understand why information security invest-
ment decision making process fail in its different stages. This study findings
indicated, that the challenge of information security investment management is
multilateral. The key factor in getting value from information security is to in-
sure that technology investment protects the right things. The financial returns
from a successful implementation of a security-enabled business process should
justify the expenses of security in terms of enabling business (Tsiakis and
Stephanides, 2005). From information technology point of view it is essential
that in a competitive environment the right information systems/technology
investments are selected in order to sustain corporate viability and prosperity
(Bacon, 1994). According to Siponen et al (2014), the information security in-
vestments are not keeping the pace with information technology investments.
This has caused a problem of underinvestment. In this study, it was examined
which are the key drivers of the decision making, and why information security
investment decision fail.

By examining why information security investment decision fail, it was
extrapolated certain series of theory propositions, which were justified with
empirical data. This chapter discuss and evaluate the findings of the case study,
which are organized according to stage model and its phases. Also the implica-
tions for research and practice will be discussed in this chapter.



6.1 Research question and main findings

The main objective of this thesis was to gather empirical data about the information security investment decision making process
and understand the reasons behind failed investment decisions. This study utilized an open interview as a data collection meth-
od. The research material of the empirical part of the study were gathered by interviewing pre-selected people having a key role
in making information security investment management decisions. Interviewed people represented four different case compa-
nies.

This study’s main research question was:
e Why information security investment decision fail?

To provide answer to this research question, this study utilized a research strategy where theory is built from case studies. This
thesis defined three theory propositions and related sub-propositions according to the study findings. These study findings are
summarized in table 4 and discussed further in the following text. Study findings are categorized according to stage model and
its phases 1) Initializing an investment proposal, 2) Definition of investment proposal and 3) Decision making. Study findings are
also categorized either to new findings, which are not identified by previous literature, or to existing findings, which are already
identified by previous research and literature.

TABLE 4 Categorized findings affecting to failed investment decision

Category Main affecting findings to failed investment deci- New Existing Initializing Definition  Decision
sion finding finding phase phase phase

Methods and e Organization has no capability to define X X X X
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or/and argue with business arguments
Organization has no capability to define and
argue with common language

Organization has no capability to state the rea-
soning for high priority

Organization lacks of sufficient level of
knowledge about information security

No continuity planning of business operations
No clear principles for investment proposals’
prioritization

Strict budget control

Organization is on reactive mode; fire fighting
No resources, no IS specialist in the organiza-
tion

No agenda for information security

Negative, immature attitude; information se-
curity and information technology is seen as
costs

Information security is on the responsibility of
IT department

Service providers take care of information se-
curity

No management commitment & support for IS
No clear roles & responsibilities

Information security policy & procedures
poorly implemented

Political aspects affect to decision making

X X X

< = X

> X X



According to the study findings the likelihood of getting the information
security investment proposal rejected in initializing phase relates to organiza-
tion’s methods and capabilities of continuity planning of the business opera-
tions and to the level of knowledge about information security. Also the im-
portance of information security might be unclear within the management team.
The management of the organization is in key role in organizing, planning,
maintaining and developing the information security. Information security in-
vestments should be supported by the management, and they should be
aligned with business objectives. In a management level, strategic security in-
vestments are to support business strategy. Study findings also revealed, that
organizational culture and attitude towards information security, and man-
agement commitment and support affect to initializing phase. The organiza-
tional culture and attitude seem actually to be one of the most influential aspect.
If there are no information security agenda implemented in the organization,
information security management targets are not existing or they are not
aligned with business strategy, investment proposals are more likely not even
to be initialized. This was one of the new findings within this study. This find-
ing reflects directly to the management commitment, attitude and support to-
wards the information security. If management does not see information securi-
ty important or is having for example immature or negative attitude towards it,
the implementation of it in organizational level is challenging. These findings
can partly be supported by previous studies. Fenz et al. (2011), found that the
lack of information security knowledge at the management level is one major
reason for inadequate or nonexistent information security risk management
strategies. According to Whitman and Mattord (2013), the first and most influ-
ential variable is the organizational culture. They saw it challenging, if upper
management and staff does believe that information security is a waste of time
and resources, as then information security will remain small and poorly sup-
ported. If information security is seen important and there exists a strong, posi-
tive view of it - information security is likely to be larger and well supported,
both financially and otherwise.

Also understanding the responsibility of information security is one affect-
ing aspect to initializing phase of the information security investment proposal,
which was analyzed to be a new finding within this study results. There seems
to be attitude that information security is only on the responsibility of infor-
mation technology department, or in case of outsourced service, the service
provider is the responsible one. This again reflects back to management com-
mitment and support, as the management should understand that they have
ultimate responsibility of business operations and its information security. This
relates also directly to general awareness and knowledge about the information
security, meaning that the information security is not something that can be
managed only by means of the information technology department or third par-
ty service provider.

If organization lacks of constant continuity planning of business opera-
tions and for example the risk management practicalities are not effectively im-
plemented, investment proposals are more likely rejected already in initializing
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phase. In this kind of situations, organization is most probably on reactive
mode and prefers to react problems when they occur. These findings are also
partly supported by previous studies and literature. According to Tsiakis and
Pekos (2008), information security should not be seen as technological problem
resolved only with technical means. Information security should be part of the
business approach and in risk management that needs to identify significant
costs (time, expense, reduced functionality, unavailability, etc. if a security inci-
dent take place) meaning economic reasoning that explains the investment in
security (Tsiakis and Pekos, 2008). Tsiakis and Theodiosos (2014), also discussed
about the importance of information security investments’ alignment to busi-
ness objectives. When the investment decision relates to information security, it
is essential to know what areas of improvement are prioritized in the organiza-
tion. There are multiple stakeholders in a company, whose needs and demands
should be taken into account and who need to take appropriate actions.
According to the study findings the likelihood of getting the information
security investment proposal rejected in definition phase relates to organiza-
tions” methods and capabilities to define an investment proposal, and to suffi-
cient level of knowledge about information security. By organizational methods
and capabilities is meant the organization’s tools, resources and processes -
how the organization manage information security investments. Study findings
indicated, that there are lot of challenges in utilizing business arguments in de-
fining the investment proposals for decision makers. Information security in-
vestment proposals are seen unmanageable via economical calculations, and
also defining the investment value against estimated costs is seen challenging.
According to Tsiakis and Pekos (2008) benefits that cannot be measured with
quantitative values may mean less for company decision makers. They saw that
to lead to situation, that company’s management see information security as an
inhibitor to daily business operations if the investment is not well aligned with
current business activities or is presented in financial terms not relevant to their
agenda. Also Magnusson et al. (2007), stated it difficult to identify and quantify
the benefit of information security investment, especially in translating it into
economic terms. They indicated, that the problem to motivate information secu-
rity investments economically is partly a consequence of the difficulties to gen-
erally produce correct calculations for information technology investments
while comparing to traditional investments (Magnusson et al., 2007). The great-
est challenge seem anyhow to relate to resourcing, which was one of the new
findings of this study. There are non-existence of knowledgeable information
security resources, who could follow up existing trends, define requirements
and proposals - and convince the management team about the relevancy of in-
formation security investment proposals. To definition phase affects also the
management commitment and support. If information security lacks of priority,
there are no dedicated resources and time for investment proposal’s definition.
The study findings indicated that the likelihood of getting the information
security investment proposal rejected in decision making phase also relates to
organizations’ methods and capabilities to argue an investment proposal, and
to sufficient level of knowledge about information security in management lev-
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el. Study findings indicated, that there are lot of challenges in utilizing business
arguments in arguing the investment proposals for decision makers. As infor-
mation security investment by its natural character is not returning any profit,
its arguing should be carefully considered. Information security investments
are in some organizations considered as a risk or an insurance for business op-
eration and its continuity, which seemed to be effective way of arguing it for
decision makers. Similar findings can be pointed out from previous studies.
Fenz et al. (2011), found that the lack of information security knowledge at the
management level is one major reason for inadequate or nonexistent infor-
mation security risk management strategies. Tsiakis and Pekos (2008) defined,
that if investments in information security are evaluated alongside other in-
vestment projects, it may help to consider them on an equal footing, implying
the use of similar methods of calculating the financial costs and benefits. Bene-
fits that cannot be measured with quantitative values may mean less for com-
pany decision makers. They saw that to lead to situation, that company’s man-
agement see information security as an inhibitor to daily business operations if
the investment is not well aligned with current business activities or is present-
ed in financial terms not relevant to their agenda. Magnusson et al. (2007), also
stated it difficult to identify and quantify the benefit of information security
investment, especially in translating it into economic terms. They indicated, that
the problem to motivate information security investments economically is part-
ly a consequence of the difficulties to generally produce correct calculations for
information technology investments while comparing to traditional invest-
ments (Magnusson et al., 2007). According to Lander and Pinches (1998), the
results of existing decision making methods provide decision makers with in-
adequate or little intuitive and/or interactive decision support, which is not
supporting them in identifying an appropriate risk versus cost trade-off when
investing in information security solutions.

Study findings revealed as a new finding that organizations are not utiliz-
ing a proper way and processes to prioritize the investment proposals - or at
least the processes to prioritize investment proposals are not straight forward
and each stakeholder can promote proposals which have the greatest value for
themselves. In prioritization, it should be critical to evaluate which proposals
are business critical and can value and support the business continuity. Deci-
sion making can fail also due to lack of common language, which was pointed
out as a new finding of the study. Most often the decision makers are people
having no specialist level skills about information security. For that reason, in-
vestment proposals should be stated with common and understandable lan-
guage.

Study findings also indicated that the organizational way of working and
organizational culture and attitude affect to investment proposals’ decision
making. The organizational culture and attitude seem to be one of the most in-
fluential aspect. If there are no information security agenda implemented in the
organization, information security management targets are not existing or they
are not aligned with business strategy, also the investment proposals are more
likely to be rejected. This reflects directly again to the management commitment,
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attitude and support towards the information security. If management does not
see information security important or is having for example immature or nega-
tive attitude towards it, the implementation of it in organizational level is chal-
lenging, as the investment proposals will not get priority in decision making.
The level of knowledge about information security - and its importance might
be unclear within the management team, which affects negatively to decision
making process, as the management of the organization is in key role in organ-
izing, planning, maintaining and developing the information security. Man-
agement should have proper understanding in general about the information
security and especially how the information security investment proposal’s im-
plementation - or non-implementation of it affect to organization. These find-
ings are partly supported by previous studies and literature. For example ac-
cording to Whitman and Mattord (2013), the first and most influential variable
is the organizational culture. They saw it challenging, if upper management and
staff does believe that information security is a waste of time and resources, as
then information security will remain small and poorly supported. If infor-
mation security is seen important and there exists a strong, positive view of it -
information security is likely to be larger and well supported, both financially
and otherwise.

Also understanding the responsibility of information security is one affect-
ing aspect to decision making phase, which is a new finding of the study. There
seems to be attitude that information security is only on the responsibility of
information technology department. This again reflects back to management
commitment and support, as the management should understand that they
have ultimate responsibility. This relates also directly to general awareness and
knowledge about the information security, meaning that the information securi-
ty is not something that can be managed only by means of the information
technology department or third party service provider. If organization lacks of
constant continuity planning of business operations and for example the risk
management practicalities are not effectively implemented, investment pro-
posals which main target is to guarantee the business continuity, are more like-
ly to be rejected in decision making. In that kind of situations can be said, that
management does not support investment proposals, which are seen more as
costs than as enablers for business, and especially for business continuity in
case of security breach. This might be due to fact that organization is working in
reactive mode, meaning that problems are solved as they appear. It was also
analyzed as a new finding, that for information security investments, there are
no budgeted, so called “ear-marked” money available, which naturally affects
to decision making, as investment decisions are made under strict budget con-
trol. It appeared to be quite common to bundle the information security re-
quirements together with bigger information technology investments, as they
are planned and budgeted beforehand and thus most often approved in deci-
sion making phase. These findings are also partly supported by previous stud-
ies and literature. According to Tsiakis and Pekos (2008), information security
should be part of the business approach and in risk management that needs to
identify significant costs (time, expense, reduced functionality, unavailability,
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etc. if a security incident take place) meaning economic reasoning that explains
the investment in security (Tsiakis and Pekos, 2008). Tsiakis and Theodiosos
(2014), also discussed about the importance of information security investments’
alignment to business objectives. When the investment decision relates to in-
formation security, it is essential to know what areas of improvement are priori-
tized in the organization. There are multiple stakeholders in a company, whose
needs and demands should be taken into account and who need to take appro-
priate actions.

Also political aspects affect to decision making, which is a new finding of
the study. If investment proposal’s implementation for example decreases the
amount of workplaces, it might be considered negatively within decision mak-
ing process.

6.2 Implications on research and practice

From the perspective of research and theoretical understanding, this research
produces new theory propositions, which comprise a theory framework for in-
formation security investment decision making. The previous research have not
addressed specifically why information security investment decisions fail in
decision making process and what are the key drivers behind the decision
making. This study could be replicated with broader amount of case companies
and interviewed stakeholders in order to re-consider the study findings. As this
research provide as an outcome theory propositions, future research could test
the theory propositions defined. This research neither addressed specifically
why information security investment decision succeed in decision making pro-
cess, which could be studied as well. Study results strongly indicated the lack of
understanding about the ultimate responsibility in the organization of the in-
formation security. Future research could study, by what means the infor-
mation security policy and procedures, including the defined responsibilities
should be deployed in organization in order to increase both the knowledge
and understanding about the information security and key responsibilities re-
lated to it. Study findings also indicated the importance of organizational cul-
ture and attitude from information security point of view. Future research
could research, how the importance of information security and its implementa-
tion could be enhanced in organizations. Future research could also concentrate
on small and medium sized companies, as it seems that smaller the company is
the less importance the information security gets in the management level. Also
utilizing the third party service providers in information technology services
opens interesting research approaches within information security management,
as especially small- and medium sized companies seem to have persuasion that
they can outsource also the ultimate responsibility of information security. Fu-
ture research could also study further the approach how to manage information
security investment proposal, as according to the study results the investment
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proposals which are presented as a risk are more often approved in decision
making process.

From the practical perspective this study findings elaborate the challenges
related to information security management decision making. Presented study
findings and composed theory propositions formulate a theory framework,
which affect behind the information security investment decision making pro-
cess. By becoming aware of these affecting drivers, organization can develop its
operation and contribute to successful decision making process of the infor-
mation security investments. At the same time, the information security agenda
in the organization would get more importance and visibility within the organ-
ization. According to the study findings, organization should consider how to
increase the level of information security within the management team, and at
the same time in the whole organization. Organization could for example or-
ganize an information security awareness program, and via that promote the
importance of information security, share information about roles and respon-
sibilities and deploy different information security specific ways of working,
like a password policy. As important is also to make sure, that information se-
curity investment proposals are communicated with the common language to
decision makers, and that they are aware of the consequences of rejected deci-
sions. As the information security investment proposals are challenging to ar-
gue with economical methods and calculations, organization could evaluate
them for example through risk management process. Organization should also
define a clear and straight forward process for prioritization of the investment
proposals. Prioritization should not be based on the individual stakeholder own
interest, it should be considered from the business criticality point of view.

From the practical perspective this study findings indicate that organiza-
tion should have proper process for business continuity management, risk
management and prioritization of information security investment proposals.
By implementing information security awareness program and promoting the
importance of information security, organization can affect to organizational
culture and attitude towards the information security. Organization could have
the most powerful tools and techniques in place to protect information security,
but it must be remembered that humans are the weakest link. By ensuring, that
employees understand the criticality of information security, organizational
culture and attitude towards positive thinking of information security can be
achieved. The study findings also indicated the importance of management
commitment and support. Like defined, the management of the organization is
in key role in organizing, planning, maintaining and developing the infor-
mation security. The successful management of information security requires
managerial commitment to develop it further. Information security investments
should be supported by the management, and they should be aligned with
business objectives. Management should drive the cultural change to organiza-
tion and promote information security as a key enabler of business continuity.
The theory propositions defined by this research gives guidance to organiza-
tions what different drivers affect in the field of information security manage-
ment, and in especially in information security investment decision making
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process. These drivers should be considered in developing the information se-
curity management in organization.
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7 CONCLUSION

This chapter presents the conclusions of this study by summarizing the research
outcomes. This chapter also presents the contributions for research and the limi-
tations of this study.

The focus of the research was to analyze the information security invest-
ment decision making process, and understand why information security in-
vestment decisions fail. The aim was to discover the influential drivers, which
affect to decision making and create theory propositions which aim to answer
to the research question. The research was executed as a qualitative case study.
There were four case companies included, and in total fourteen stakeholders
interviewed. Interviews were open interviews and interview results were ana-
lyzed utilizing inductive content analysis method. Study phase of thesis utilizes
stage theory approach, which provided an approach to explain how and why a
chronology of occurrences play out over time and finally lead to rejected deci-
sion in information security investment decision making process.

This study findings indicated, that the challenge of information security
investment management is multilateral. In the phase of initializing of the in-
formation security investment the challenge relates to organization’s capabili-
ties of continuity planning of the business operations and to the level of
knowledge and understanding about the information security and responsibili-
ties related to it. In the phase of defining the information security investment
proposal, the organizations’ capabilities to define an investment proposal, and a
sufficient level of knowledge about information security affects strongly. Still,
the greatest challenge in definition phase seem to relate to resourcing. There
seem to be non-existence of knowledgeable information security resources, who
could follow up existing trends, define requirements and proposals - and con-
vince the management team about the relevancy of information security in-
vestment proposals. In the phase of decision making, there are several affecting
drivers. The study findings indicated that the likelihood of getting the infor-
mation security investment proposal rejected in decision making phase relates
to organizations’ capabilities to argue an investment proposal, and to sufficient
level of knowledge about information security in management level. Study
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findings also revealed that organizations are not utilizing a proper way and
processes to prioritize the investment proposals and decision making can fail
also due to lack of common language. Study findings further indicated that the
organizational way of working and organizational culture and attitude affect to
investment proposals” decision making, which seem to be one of the most influ-
ential aspect. Also understanding the responsibility of information security at
management level and political aspects are affecting to decision making phase.

By examining why information security investment decision fail and ana-
lyzing the study findings, it was extrapolated certain series of theory proposi-
tions, which comprise a theory framework affecting behind of the information
security investments decision making process. The theory propositions and re-
lated sub-propositions were categorized according to stage model and its phas-
es 1) Initializing an investment proposal, 2) Definition of investment proposal
and 3) Decision making of investment proposal.

7.1 Contributions to research

This research has some contributions to research. This research aims to improve
the understanding of information security investment management, and espe-
cially the decision making process from the failed investment proposals per-
spective. From the research point of view, one key contribution to the academic
field is that this is one of the very first researches to examine the reasons behind
the failed information security investment decisions, and thus fills the research
gap in the academic literature. This research findings provide original infor-
mation about reasons to explain failed decision making. In addition to that, this
research also supports the previous literature by stating that the challenge of
information security investment management is multilateral. From the perspec-
tive of previous researches, which have mainly approached the information
security investment problems theoretically examining the optimal information
security investment (for example Gordon and Loeb, 2002; Huang et al., 2008;
Kort et al., 1999) and the efficiency of information security investment (for ex-
ample Gordon and Loeb, 2006; Purser, 2004) (Karjalainen et al., 2014), this re-
search findings indicated that information security investment management
should be studied more from the perspective of risk management, as according
to the research findings investment proposals which are presented as a risk are
more likely to get approval in decision making process. This relates directly to
the organizational methods and capabilities to manage information security
investment proposals, as this study results indicated that organizations are lack-
ing proper methods and capabilities both to define and argue investment pro-
posals. This research findings revealed clearly as a new finding that, if there are
no information security agenda implemented in the organization, information
security management targets are not existing or they are not aligned with busi-
ness strategy, investment proposals are more likely not even to be initialized.
Research findings also indicated as a new finding that the non-existence of un-
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derstanding and awareness about the responsibilities of information security,
and lacking continuity planning of business operations are key affecting aspects
in initializing phase of the information security investment proposal decision
making process. According to the study findings the likelihood of getting the
information security investment proposal rejected in definition phase relates to
organizations’ methods and capabilities to define an investment proposal, and
to sufficient level of knowledge about information security. The greatest chal-
lenge seem to relate to resourcing, which is presented as a new finding of this
study results. There are non-existence of knowledgeable information security
resources, who could follow up existing trends, define requirements and pro-
posals - and convince the management team about the relevancy of information
security investment proposals. From the perspective of the decision making
phase, the study results indicated that organizations are not utilizing a proper
way and processes to prioritize the investment proposals, which is presented as
a new finding. Decision making can fail also due to lack of common language,
as most often the decision makers are people having no specialist level skills
about information security. This is also new finding of the study. Study results
further indicated as a new finding, that for information security investments,
there are no budgeted, so called “ear-marked” money available, which natural-
ly affects to decision making, as investment decisions are made under strict
budget control. Lastly, this study results indicated as a new finding that politi-
cal aspects affect to decision making.

7.2 Limitations

This research has some limitations. First of all, according to the researcher
knowledge, this was a very first study of why information security investment
decision fail in decision making process. The study findings are based on the
empirical data, and the data coverage can be seen as limited, as there were only
four case companies and in total fourteen interviews conducted. Case compa-
nies did represent different business operations and the size of the organiza-
tions varied, but still the sample size can be considered small. Also it must be
taken into account that interviews were conducted in Finnish and afterwards
during the analysis phase translated into English. This might have affected to
the original meaning of the participants, as chosen words and terms might have
altered during that process. It is also possible, that the study results may have
been affected by interviewees” low level of knowledge and capabilities about
information security investment management. Also due to the fact that infor-
mation security is case sensitive, the data gathered during the interviews might
be inadequate.
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APPENDIX 1 OPEN INTERVIEW SCHEME

Why information security investment’s decision fail or pass?

General questions:

- Interviewee’s role in the case organization?
- Size of the organization?

Short case example(s) definition:
- Background information about the case example?
Case example:

-  How do your work involve with information security investment deci-
sion making?

- From where does the information security investments come to your ta-
ble?

- Process to manage information security investments?

o How?

o Why?

o Who involved in decision making?

o Why they pass?

o Why they fail?

Further information:

- Other relevant contacts in the case organization who could be inter-
viewed?
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