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ABSTRACT

Kilpi-Chen, Xinying

Secure Transmission Strategies in UAV-Assisted Wireless Networks
Jyvéaskyla: University of Jyvdskyld, 2024, 62 p. (+included articles)
(JYU Dissertations

ISSN 2489-9003; 861)

ISBN 978-952-86-0443-3 (PDF)

As the fifth /sixth generation (5G/6G) wireless transmission has become increas-
ingly ubiquitous and inevitable, ensuring information security becomes more
crucial than ever. Therefore, this dissertation focuses on achieving transmission
security in unmanned aerial vehicle (UAV)-assisted wireless networks via physi-
cal layer security (PLS) and covert communication techniques while also enhanc-
ing energy efficiency, transmission performance, and secrecy throughput. First,
an energy-efficient UAV data collection and transmission scheme is proposed to
prevent eavesdropping. This research aims to maximize the energy efficiency of
UAV data collection and secure performance via optimizing the trajectory, flight
duration, user scheduling, UAV transmit power, and blocklength simultaneously.
Simulation results prove that the proposed scheme can enhance energy efficiency
and guarantee information security. Next, a secure intelligent reflecting surface
(IRS)-on-UAV network is designed and optimized to defend against an eaves-
dropper. The beamforming vectors of confidential signals and artificial noise
signals, as well as the phase-shift matrix and location of IRS, are jointly opti-
mized to maximize the secrecy rate while constraining the eavesdropping rate
within its limit. Simulation results validate the effectiveness and security of the
proposed approach. Finally, PLS is introduced into covert communication to in-
crease secrecy throughput. The purpose of this research is to provide more secure
data transmission in covert communication using PLS technology to avoid eaves-
dropping even if Alice fails and Willie detects her. Simulation results confirm the
significant improvements in security performance.

Keywords: Beamforming, covert communication, joint optimization, physical
layer security, unmanned aerial vehicle



TIIVISTELMA (ABSTRACT IN FINNISH)

Kilpi-Chen, Xinying

Turvalliset tiedonsiirtostrategiat UAV-avusteisissa langattomissa verkoissa
Jyvéaskyla: University of Jyvaskyld, 2024, 62 s. (+artikkelit)

(JYU Dissertations

ISSN 2489-9003; 861)

ISBN 978-952-86-0443-3 (PDF)

Viidennen/kuudennen sukupolven (5G/6G) langattomasta lahetyksestd on tul-
lut yhé yleisempada ja vdistamadttomampad, joten tietoturvan varmistamisesta tu-
lee entistd tarkedmpdd. Tastd syystd tamad vdaitoskirja keskittyy tiedonsiirtovar-
muuden saavuttamiseen miehittimattomissa ilma-alusten (unmanned aerial ve-
hicle, UAV) tukemissa langattomissa verkoissa fyysisen kerroksen turvallisuu-
den (physical layer security, PLS) ja suojattujen kommunikaatiotekniikoiden avul-
la, samalla kun parannetaan energiatehokkuutta, ldhetyksen suorituskykya ja sa-
lassapitoa. Ensinndkin esitetddn energiatehokasta UAV-tiedonkeruu- ja -siirtojar-
jestelmad salakuuntelun estamiseksi. Tassd tutkimuksessa pyritddn maksimoi-
maan UAV-tiedonkeruun energiatehokkuus ja turvattu suorituskyky optimoimal-
la lentorata, lennon kesto, kdyttdjamaarittely, UAV-ldhetysteho ja eston pituus sa-
manaikaisesti. Simulaatiotulokset osoittavat, ettd ehdotettu jdrjestelma voi pa-
rantaa energiatehokkuutta ja varmistaa tietoturvan. Toisekseen suojatun dlyk-
kddn heijastavan pinnan (intelligent reflecting surface) omaava IRS-UAV-verkko
on suunniteltu ja optimoitu suojaamaan salakuuntelulta. Luottamuksellisten sig-
naalien ja keinotekoisten kohinasignaalien keilanmuodostusvektorit sekd IRS:n
vaihesiirtomatriisi ja sijainti on optimoitu yhdessd maksimoimaan salausastet-
ta ja samalla rajoittamaan salakuuntelua sen rajoissa. Simulaatiotulokset vahvis-
tavat ehdotetun ldhestymistavan tehokkuuden ja turvallisuuden. Lopuksi PLS
otetaan kayttoon suojatussa viestinndssa salassapitokyvyn lisddmiseksi. Taman
tutkimuksen tarkoituksena on tarjota suojattu tiedonsiirto salaisessa viestinnés-
sd PLS-tekniikoiden avulla, vaikka Alice epdonnistuisi ja Willie havaitsisi hdnet.
Simulaatiotulokset vahvistavat merkittavat parannukset tietoturvassa.

Avainsanat: Aaltoryhman muodostus, suojattu viestintd, yhteisoptimointi, fyysi-
sen kerroksen turvallisuus, miehittaméaton ilma-alus
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1 INTRODUCTION

With the applications of the fifth generation (5G) wireless communication into
commercial service, wireless data transmission has advanced to speeds of up to 1
Gbps, millisecond-level delay, support for high-speed mobility up to 500 km/h,
as well as ultra large capacity of over 1 M/km? (ITU 2017; Shafi et al. 2017).
Meanwhile, it also fueled the development of auto-drive, vehicle-to-everything
(V2X), and telemedicine, which, on the other hand, are driving the evolution of
the next generation wireless networks, i.e., the sixth generation (6G). The vision
of 6G includes intelligent, deep, holographic, and ubiquitous, which cannot be
achieved merely through the terrestrial communication networks (W. Jiang et al.
2021). Therefore, the integration of non-terrestrial networks, including low Earth
orbit satellites and unmanned aerial vehicles, will play an important role in the
forthcoming wireless communications.

1.1 Research Background and Motivation

The unmanned aerial vehicle (UAV) has been studied extensively due to its high
mobility and easy deployment, especially in fulfilling the air-space-ground-sea
full coverage in 6G (Geraci et al. 2022). The integration of UAVs into wireless
communications can improve communication quality via establishing line-of-
sight (LoS) channel connections and achieve better transmission performance.
However, the broadcast characteristic of LoS links can meanwhile result in in-
formation leakage and enable malicious eavesdroppers to obtain confidential in-
formation from the transmitters (Papa et al. 2024). This risk will become more
pronounced in the upcoming 6G networks, where the Internet of Things (IoT)
contains more confidential personal or location information. Therefore, ensuring
secure transmission is a critical issue required to be addressed in 6G (Aggarwal,
Kumar, and Tanwar 2021).

Information security has always been crucial and its importance has surged
with the growing prevalence of wireless communications in daily life, ranging
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from biological data or financial accounts to industrial data or national security
information (Bloch et al. 2021). Due to the widespread accessibility of wireless
communication, its transmission security has become a critical study area and
received significant research attention, where the prevalent solutions are cryp-
tography, physical layer security (PLS), and covert communication (X. Chen, An,
et al. 2023). The cryptography encrypts data with keys before sending to pro-
vide protection, which requires the corresponding decryption key to interpret
the ciphertext (Ke et al. 2020). However, the ciphertext is still vulnerable and
can be cracked by brute force. Therefore, this thesis focuses on providing secure
transmission through PLS and covert communication methods in UAV-assisted
networks. The conceptual system models of PLS and covert communication are
illustrated in Figure 1 (X. Wang et al. 2024).
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FIGURE 1 System model of PLS and covert communications

As shown in Figure 1 (a), PLS leverages the diversity, heterogeneity, and
time-variability of channel links, combined with channel coding and signal pro-
cessing to achieve secure transmission for legitimate users. PLS prevents ma-
licious eavesdroppers from intercepting the transmission by reducing their re-
ceived signal-to-interference-plus-noise ratio (SINR) lower than the decoding
threshold (Kihero et al. 2024). In addition, PLS can also improve the commu-
nication performance as well as guarantee the security by introducing artificial
noise (AN) or applying beamforming, i.e., enhancing the channel capacity. On
the other hand, referring to Figure 1 (b), covert communication randomizes confi-
dential signals and embeds them into environmental noise to avoid being noticed
by wardens, where the malicious wardens monitor and compare the received
signal power with the preset power detection threshold to decide whether the
transmitter is transmitting or not (Z. Liu, J. Liu, et al. 2018). In covert communi-
cations, the randomization methodologies for legitimate users include transmit
power randomization, AN randomization, location randomization, and Gaus-
sian signaling. The ultimate objective of covert communication is to maximize
transmission performance while guaranteeing stealth.
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Integrating UAV into wireless communication can leverage its mobility, fast
deployment, and cost-efficiency to achieve higher quality of service (QoS), en-
hanced network coverage, and flexible configuration. However, the inevitable
security hazard should also be taken into consideration and alleviated (H. Wang
et al. 2018). A significant amount of research work has focused on secure trans-
mission in UAV-assisted wireless communication networks, where the PLS and
covert communication methods have been proven to be effective (X. Chen, An,
et al. 2023; Khan et al. 2022). Typical PLS-related work applies power allocation
(PA), beamforming, AN, or intelligent reflecting surface (IRS) to obtain a higher
security rate while keeping the eavesdropping rate below the decoding thresh-
old. Recently, covert communication has gained significant attention for its abil-
ity to enhance the security in wireless networks by concealing signals in noise.
Owing to the “no detection, no decoding” policy at wardens, covert communi-
cation is no doubt robustly secure protection for wireless signals. Additionally,
the cooperation of PLS and covert communication techniques can achieve more
comprehensive security.

Inspired by the effectiveness of PLS and covert communication in obtain-
ing security for wireless networks, this thesis proposes several novel schemes to
ensure secure transmission for UAV-related networks via both PLS and covert
communication. The objective of this thesis is to provide secure transmission so-
lutions for mobile UAV-assisted networks across various scenarios, contributing
to the development of wireless secure transmission solutions via PLS and covert
communication techniques.

1.2 Research Aims

This thesis focuses on enhancing transmission security in UAV-assisted wireless
networks through PLS as well as covert communication technologies. The ap-
plication of UAVs can provide flexible network configuration, high mobility, and
extensive coverage for wireless communications. UAVs can extend wireless com-
munication from terrestrial coverage to air-ground communication, thereby im-
proving user transmission performance thanks to its high probability of LoS links.
However, these advantages also heightens the threat to user information security
by increasing vulnerability to eavesdropping and detection. Therefore, the secure
transmission in UAV-related wireless networks is of crucial importance. Unlike
upper-layer encryption methods, PLS offers benefits such as lightweight imple-
mentation, easy scalability, and resistance to cracking (J. Wang et al. 2022). On
the other hand, covert communication fundamentally conceals the transmission
(X. Jiang et al. 2021).

Considerable amount of research has been conducted on PLS-based wire-
less secure transmission with various techniques employed to enhance the secu-
rity. The security improving techniques include PA, multiple antennas, AN, and
beamforming/precoding (Kihero et al. 2024). Nevertheless, most existing studies
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focus on traditional communication networks without accounting for the impor-
tance of short-packet transmissions, which is of extreme importance in the IoT
of 5G/6G (Feng and H.-M. Wang 2021). Additionally, IRS has gained tremen-
dous interests due to its flexibility manipulation of channel state information
(CSI). However, utilizing IRS to improve UAV-related network security is rela-
tively overlooked. Consequently, in order to tackle the security problems of finite
blocklength and IRS-based solutions in PLS, the following issues are investigated:

— How to improve the transmission performance for legitimate users while
ensuring the security?

— How to improve the energy efficiency in a UAV-assisted energy constrained
network?

— How to characterize the secure metrics and ensure confidentiality in time-
intolerant UAV networks?

— How to utilize the channel reconfiguration characteristic of IRS to provide
secure transmission?

Indeed PLS can provide secure wireless transmission by reducing the received
SINR of legitimate user’s signal at eavesdroppers. This can be achieved by ei-
ther lowering the received power of legitimate signal or increasing interference
at the eavesdroppers. However, the comprehensive protection cannot be assured
as the improvement of decoding algorithm. The recent emerging covert commu-
nication can prevent wardens from detecting the existence of legitimate trans-
mission, which leads to a more comprehensive stealth. In this way, the warden
will not attempt to decode confidential information as he remains unaware of the
transmission (An et al. 2024). Thus, to achieve a more comprehensive security,
covert communication can be applied alongside PLS. And the following ques-
tions should be taken into account:

— How can PLS and covert communication be integrated, and how can their
security metrics be quantified?

— How can randomness be introduced in UAV-related LoS channels?

— How can the mobility of UAV be leveraged in covert communication sce-
narios?

The principle goal of this research is to propose secure transmission schemes for
UAV-related networks via PLS and covert communication methods under spe-
cific scenarios. The secure transmission schemes proposed in this thesis aim to
address the security problem of time-intolerant UAV-network, utilize IRS to en-
hance secure wireless transmission, and, for the first time, integrate PLS with
covert communication for enhanced security.

1.3 Contributions

To achieve the secure transmission objectives outlined in Section 1.2, this disser-
tation investigates several key scenarios.
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First, a secure UAV-assisted finite blocklength data collection and transmis-
sion scheme is proposed in Article I to address and alleviate the risks associ-
ated with LoS channels and long-distance communications. The energy efficiency
problem is tackled via joint UAV trajectory and user schedule optimization. Ad-
ditionally, the proposed scheme utilizes PA to reduce the eavesdropping rate and
guarantee information security.

Next, multi-antenna and IRS are leveraged to accomplish transmission secu-
rity and improve legitimate user performance in Articles Il and III. The reconfigu-
ration of IRS and the mobility of UAV are exploited in Article III to maximize the
secrecy rate while maintaining the eavesdropping rate lower than the required
threshold. Additionally, the above-mentioned scheme is extended in Article II,
which exploits the advantages of AN and beamforming to further boost the se-
cure performance for legitimate users.

Last, inspired by the effectiveness of covert communication and PLS, an
novel enhanced secure covert communication scheme is proposed in Articles IV
and V, where covert communication and PLS techniques are initially integrated to
provide a more comprehensive protection. Traditionally, PLS and covert commu-
nication target different phases to prevent malicious eavesdropping or detection.
The secrecy covert rate is first introduced to quantify the security performance
after combining the two techniques. Gaussian signaling and zero-forcing tech-
niques are exploited to introduce randomness at the warden while eliminating
interference at the legitimate receiver.

1.4 Dissertation Structure

This dissertation aims to enhance the secure transmission in UAV-assisted wire-
less networks via PLS and covert communication methods. It is organized into
tive chapters as follows:

Chapter 1: This chapter introduces the background and motivations for the re-
search conducted in this thesis. Research problems are discussed and sum-
marized, followed by the contributions of this research. Finally, the struc-
ture of this thesis is outlined.

Chapter 2: This chapter discusses the relevant technologies and theoretical knowl-
edge critical to this dissertation. It begins with explaining the preliminary
communication principles of UAV communications, followed by an explo-
ration of secure transmission technologies and an introduction of the inter-
ference management techniques.

Chapter 3: The related state-of-the-art research on wireless UAV-assisted secure
transmission is comprehensively reviewed and discussed, where the lim-
itations and shortcomings are addressed. Additionally, a detailed review
concerning wireless secure communication is demonstrated, including both
PLS and covert communications. IRS-related work is also reviewed and
compared.
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Chapter 4: The proposed UAV-assisted secure transmission schemes are illus-
trated, and the effectiveness of the proposed schemes is evaluated. Research
results are discussed under three specific scenarios, i.e., energy-efficient se-
cure UAV data collection and transmission, multi-antenna IRS-on-UAYV se-
cure transmission, and joint secure transmission via PLS and covert com-
munication.

Chapter 5: Innovative contributions of this research are summarized, and the po-
tential future research directions are discussed.



2 RELATED PRINCIPLE TECHNOLOGIES

This chapter briefly outlines the key concepts and principles relevant to the dis-
sertation. First, the fundamental communication theory in UAV-assisted net-
works is explained. Then, The secure transmission techniques are categorized
into PLS and covert communication, providing a clear narrative on both of them.
Following this, the fundamentals of interference management are explained. Last,
the main points of this chapter is concluded.

2.1 UAV Wireless Communications

Benefiting from the characteristics of high mobility, low energy cost, and easy de-
ployment, UAV plays important roles in both current and next-generation wire-
less communications (Y. Bai et al. 2023). In addition, due to the advantages
of lightweight structure and multifunctionality, UAVs can be utilized for cov-
erage extending strategy by serving as a small aerial platform to temporarily
enlarge user access capacity in high-density communication networks. Further-
more, UAVs can also be controlled remotely as a terminal user to collect data
efficiently.

To sum up, the advantages of UAV-assisted wireless communication can be
listed as follows.

LoS Links: UAV can adjust its hovering location or trajectory to establish LoS
channel links between itself and other users, which can reduce the path loss
and improve transmission performance.

High Mobility: Owing to its small size, UAVs can be remotely controlled for
rapid deployment in emergency communications. The flexibility and small
volume enable UAVs to adjust swiftly according to emergency situations.

Low Cost: The characteristics of mobility and easy configuration allow UAVs
highly adaptable to various communication scenarios. In addition, the low
cost and flexibility also allow for the construction of UAV swarm system
rapidly and with network setup cost-effective.
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Compared with other communication systems, the UAV-related communication
offers significant advantage of establishing LoS channel links, which can enhance
the overall communication performance. Particularly, the links in UAV-related
communication can be categorized into UAV-to-UAV links and UAV-to-terrestrial
user links.

UAV-to-UAYV Links

The communication links between UAVs are primarily established as LoS links
(Burhanuddin et al. 2022). Nevertheless, complex communication scenarios may
involve multiple propagation paths, such as direct(LoS), reflected, and scattered
paths. The corresponding non-line-of-sight (NLoS) components remaining are
extremely small and negligible compared with the LoS components. Therefore,
the channel coefficient i for UAV-to-UAV links can be modeled as LoS channel,
which can be expressed as

= [ s M
uu
where p( represents the reference power gain at 1m, dyj; represents the distance
between two UAVs, ay; is the large-scale path loss exponent between UAVs. g7 is
the complex LoS component, which follows |g | = 1.

UAV-to-Terrestrial User Links

Different from the UAV-to-UAV communication links, the channel links of UAV-
to-terrestrial users subject to more complex environmental factors, which is also
highly related to the altitude of UAVs (Y. Liu, Huang, et al. 2024). Without loss
of generality, research work assumes these channel links follow a large-scale path
loss and a small-scale Rician fading, which can be described as

_ Po Ko 1

where dyy7 and at represent the distance and the large-scale path loss exponent
between the UAV and the terrestrial user, respectively. Kj is the Rician factor
related to surrounding environment. Similar to (1), g1 represents the LoS com-
ponent. gy is the NLoS component, following unit complex Gaussian distribu-
tion gy ~ CN (0,1). In some cases, the channel links within UAV-to-terrestrial
users consist mostly with LoS channels, where the channel coefficients of UAV-
to-terrestrial users follow (1).

In summary, the CSI in UAV-related networks typically follows either LoS
or Rician fading. Although legitimate users can obtain better performance ben-
efiting from air-to-ground channel links, it can also be leveraged by malicious
users, such as eavesdroppers and detecting wardens. The primary approaches
of achieving secure transmission in wireless networks involve cryptography, PLS
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and covert communications. This dissertation primarily focuses on providing se-
cure transmission against eavesdropping through PLS and detection via covert
communications.

2.2 Principles of Secure Transmission

Both PLS and covert communications leverage the inherent characteristics of phys-
ical layer to ensure secure transmission. On the one hand, PLS focuses on reduc-
ing the SINR at eavesdroppers or improving the secrecy rate at legitimate re-
ceivers via exploiting the differences of CSI between legitimate users and eaves-
droppers. On the other hand, covert communication aims to achieve the non-
existence of transmitter at the wardens by embedding the transmission into envi-
ronmental noise.

2.2.1 Physical Layer Security

Unlike the complicated encryption schemes, PLS exploits the physical random
characteristics of channel links, i.e., time variability, reciprocity, and disparity,
combined with coding and signal processing techniques to realize secure trans-
mission. Owing to its lightweight, compatible, and resistance to crack, PLS has
gained significant interest in wireless secure transmission. The primary concept
of PLS is to interfere eavesdropper as much as possible while guaranteeing the
performance of legitimate users, and thereby achieve transmission security (Cao,
Zhao, et al. 2020).

We introduce the principles of PLS briefly via an example, as shown in Fig-
ure 2. A transmitter Tx communicates with a target receiver Rx securely with the
assistance of a jammer | to avoid being eavesdropped by an eavesdropper E. The

FIGURE 2 Jamming-assisted PLS transmission system
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transmit power of transmitter is P,;, and the jamming power of ] is P;. The channel
coefficients between the transmitter and receiver, transmitter and eavesdropper,
jammer and receiver, and jammer and eavesdropper can be denoted as hy, ke, h]'b,
h., respectively. The secrecy rate between the legitimate transmitter and receiver

can be expressed as
log Palhb’2 — log Pa|he’2
2\ Pilhjp[? + o 2\ Plhe* + 02

where 07 and 07 represent the noise variance at the legitimate receiver and the
eavesdropper, respectively. It is defined that [x]* = max (0, x). From (3), we can
see that the jamming signals not only interfere with the SINR at the eavesdrop-
per, but also influence the performance of the legitimate receiver. Therefore, the
jammer should be properly designed and optimized in practical networks. For
example, the jamming location can be strategically optimized to pose worse jam-
ming channel conditions at legitimate receiver than the eavesdropper, which can
result in severe interference at eavesdropper and lead to larger secrecy rate.

_|_

, (3)

2.2.2 Covert Communications

Since the milestone research conducted by Bash, Goeckel, and Towsley (2013)
was published, covert communication has gained significant interest. This tech-
nique conceals the transmitted signals to avoid being detected by wardens, where
the wardens cannot detect the existence of transmission then will not attempt to
decode the secure information, and thus leads to the security of wireless commu-
nications.

The typical research process in covert communications can be divided into
two steps, which are the covert transmission by Alice and the detection by Willie.
In one aspect, Alice transmits stealthy signals x[i] with probability 7r; to Bob,
aiming to avoid being detected by Willie while maintaining transmission perfor-
mance. Alice remains silent in the remaining 71y probability time. It is commonly
assumed 711 = 7p = 0.5 in practical research to maximize the uncertainty at
Willie and reduce his correct detection probability for Alice’s transmission (Bash,
Goeckel, and Towsley 2013). In another aspect, Willie enhances his correct de-
tecting probability of Alice’s transmission via properly adjusting his detection
parameters, such as power detection threshold and his location. Assume the re-
ceived environmental noise at Willie is n[i]. There are two possible status of Al-
ice’s transmission, which leads to two corresponding cases of the received signals
at Willie

Ha ¢ yuli] = nli,

Ho : ywli] = x[i] + nli], @

where H; represents that Alice transmits to Bob, and # represents that Alice
keeps silent. In covert communication, Willie compares his received signal power
with the preset power detection threshold ¢ to determine whether Alice is trans-



25

mitting D; or keeping silent D;. The decision rule can be described as follows

= = Z |yw[l (5)

where 7 is the transmission channel links utilized by Alice. According to the
decision rule in (5), Willie makes his decision based on the averaged received
power P,. Willie determines that Alice is transmitting when P, > ¢, and con-
cludes Alice keeps silent when P, < ¢. From the decision rule, it is obvious that
the power detection threshold ¢ has significant impact on Willie’s correct detec-
tion probability. Figure 3 summarizes the process of decision making in covert
communications.

—
e
oA ..?.. Decoding
ﬁgi
A Bob
Alice
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FIGURE 3 Decision process for covert communications

There are two types of mistakes that Willie may make during his detec-
tion, namely false alarm (FA) and miss detection (MD). The probability that Willie
makes FA mistake can be described as « = IP {D;|H,}, which represents the like-
lihood that Willie mistakenly believes Alice is transmitting while she is actually
silent. Conversely, the MD probability that Willie may make can be described
as p = P {Dy|H;}, which indicates that Alice is transmitting but Willie assumes
she is silent. The objective of Willie is to minimize his error detection probability
« + B by optimizing his power detection threshold ¢. Based on the constructive
conclusion given by Bash, Goeckel, and Towsley (2013), the error detection prob-
ability of Willie satisfies

1
& p=1-Vr(Po,P1) =1/ SD(Po|[Py), ©)

where Py and IP; are the probability density functions of the received signals at
Willie when Alice is silent or transmitting, respectively. In addition, V1 (IPy, IP;)
is the total variation distance between Py and P1, and D(IPy||IP;) denotes the
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relative entropy, also known as the Kullback-Leibler divergence, between [Py and
IP;.

By optimizing Willie’s power detection threshold ¢, the minimum error de-
tection probability in (6) can be achieved. Further combining with the decision
rule in (5), the optimal ¢ can be derived through the following function.

P, D>1
B, 50 1. (7)
Consequently, Alice needs to introduce sufficient uncertainty at Willie to en-
sure that even with his optimal detection strategy, the error detection probability
of Willie remains no less than 1 — ¢, i.e,, « + > 1 — €. In the existing research,
the common methods of introducing uncertainty to Willie include utilizing small-
scale fading, randomizing transmit power (of Alice, jammer, and relay), Gaus-
sianizing the transmit signals, and randomizing locations, where the goal is to
randomize the received power at Willie and thus confuses his decision-making
process (X. Chen, Chang, et al. 2024).

2.3 Interference Management Techniques

Introducing artificial noise into wireless communication can not only interfere the
malicious eavesdroppers or wardens, but also influence the transmission perfor-
mance of legitimate users. However, the above-mentioned risks can be mitigated
by properly managing the artificial noise, which aims to maximize the disrup-
tive effects on illegal users while minimizing the interference on legitimate users.
Benefiting from its efficient in enhancing the communication reliability and per-
formance, the interference management can be widely used in wireless networks
(Jameel et al. 2019).

In this section, we briefly introduce the interference management techniques
of AN related to PLS and covert communications, which are illustrated in Figure
4 and can be listed as follows.

Beamforming When the CSIs between jammer and eavesdroppers are avail-
able, a multi-antenna jammer can perform maximum ratio transmission (MRT)
towards malicious users, which enables the jammer focus its interference signals
directly pointing at the eavesdroppers and maximize the noise interference corre-
spondingly. In addition, the beamforming can also be employed at a transmitter,
which adjusts its signal beam to align it into the same subspace with legitimate
users and realizes MRT to reduce information leakage and improve security.

Power Allocation Power allocation involves the optimization and distribution
of transmission resources, which is closely linked to interference management.
Improper resource allocation can lead to conflicts in resource usage, resulting in
significant interference. Optimizing transmit power allocation for specific users,
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FIGURE 4 Typical applications of interference management

based on the requirements of network topology and service demands, has trans-
formed interference from a limiting factor into a valuable resource. For example,
by adjusting the power allocation between secure signals and jamming signals,
the trade-off between the transmission performance and security can be balanced.

Zero-Forcing By designing the precoding vector at the jammer, the received
signals at the receiver can be orthogonal to the decoding matrix after passing
through the fading channel. This enables the received jamming signals to be ef-
fectively zero-forced, and thus eliminates the interference at the legitimate re-
ceiver. However, the effectiveness of zero-forcing technique heavily relies on the
acquisition of perfect CSI. With the imperfect CSI, zero-forcing technique may
not achieve satisfying and optimal results, which may leave residual noise at the
legitimate users, reducing its effectiveness.

Full-Duplex Interference Self-Cancellation Regardless utilizing the external
jammer, the legitimate receiver can also be exploited as a full-duplex jammer by
further equipping with transmit antennas. It can simultaneously emit jamming
signals with transmit antennas and receive signals from the transmitter with its
receiving antennas. With the parameters setting of its own jamming signals, the
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full-duplex receiver can effectively cancel out its self-interference. However, due
to the limitation of cancelation technology, the self-interference cannot be fully
eliminated, which still requires careful design of the network to optimize the full-
duplex performance.

Effectively utilizing the interference in wireless networks can improve both
communication quality and performance. In addition, leveraging interference
can also enhance the transmission security in both PLS and covert communica-
tions.

Chapter Summary

This chapter outlined the key techniques in secure transmission of UAV-related
wireless networks. The basic concepts of UAV networks were discussed and the
channel in UAV-assisted communication were classified as well. Then, the prin-
ciples of PLS and covert communication were briefly introduced. At last, the
interference management techniques were discussed.



3 CURRENT STATE-OF-THE-ART RESEARCH

This chapter provides a state-of-the-art research overview and comprehensive
literature review. The current research and related work are elaborated upon in
the areas of UAV communications, PLS, IRS-assisted wireless communications,
and covert communications.

3.1 Research on UAV Communications

As an unmanned remotely or software controlled aircraft, UAV has been widely
applied in fields such as aerial photography, precision farming, traffic control, re-
search & rescue, intelligent logistics, and emergency communications. Although
the development of UAVs is still constrained by battery capacity, their market
has been developed rapidly in the past decade, and is estimated to reach 67.64
billion dollars by 2029. As key technique to unlock the potential of drones, wire-
less communication has gain significant attentions from researchers. Figure 5
demonstrates the typical scenarios of UAV-related communications in 6G. Zeng,
R.Zhang, and Lim (2016b) discussed the fundamental network architecture, chan-
nel settings, opportunities, and challenges in UAV-related wireless communica-
tion networks, providing valuable insights for future research directions. Khawaja
et al. (2019) summarized the state-of-the-art channel measuring and modeling
methods related to UAV-assisted wireless communication, which provides im-
portant references for UAV-related network design.

Benefiting from the rapid development of 5G and the emergence of 6G,
UAVs have been exploited in various applications (Mozaffari, Lin, and Hayes
2021). On the one hand, the reliable communication links provided by 5G net-
works enable UAV to be controlled remotely to fly safe and efficiently. This has
fueled the flourish of UAV videos and live streaming, which requires fast trans-
mission rate in air-to-ground links and highly rely on the reliable channel links
and bandwidth (Song et al. 2024). The dense deployment of base stations and
the development of wireless communication technologies in 5G and 6G enable
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FIGURE 5 Typical scenarios for UAVs in 6G.

the functionality to fulfill these requirements. On the other hand, the volume
of UAVs and other communication equipments have become smaller, profiting
from progress made in manufacturing industry and device miniaturizing, and
thus base stations and relays have become light weight and can be installed on
drones (Wilson et al. 2022). As new aerial communication platforms, UAVs can
provide data access through air-ground links when terrestrial infrastructure is
damaged or the base stations cannot provide enough access points, which can
improve the QoS of terrestrial users (Cao, Luo, et al. 2024).

The mobility of UAVs brings new opportunities and challenges for air-to-
ground network design, which include the algorithms for UAV to adjust flying
altitude to avoid obstacles or link blockages. In addition, UAV can also be ex-
ploited in IoT sensing networks to collect sensing data, which includes UAV tra-
jectory design to improve the communication throughput as well as reduce the
energy consumption (T. Wang et al. 2024). However, while trajectory optimiza-
tion can increase the communication throughput of the network, which may also
result in a larger delay and cannot satisfy the requirement of ultra-reliable and
low-latency communication (URLLC) scenarios (Wu and R. Zhang 2018). The
trajectory optimization is critical for the performance of UAV-related networks,
i.e., mobile sensing (S. Zhang, H. Zhang, et al. 2019), mobile relays (Jeong, Sime-
one, and Kang 2018), mobile cloud computing (Zeng, Xu, and R. Zhang 2018),
and mobile multicast (Zeng, R. Zhang, and Lim 2016a). Wu, L. Liu, and R. Zhang
(2019) explored a strategy to balance the trade-off within transmission delay, en-
ergy consumption, and throughput.

The LoS channel links in UAV-related networks contribute significantly to
the advanced transmission performance, but also introduce potential risks of in-
formation leakage (Ye et al. 2024). Literature has proved that UAV communi-
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cations can enhance system capacity, frequency efficiency, transmission rate, and
resource allocation by leveraging the advanced characteristic of above-mentioned
technologies (Azari et al. 2022; X. Chen, Z. Yang, et al. 2020; Deng, Fang, and X.
Wang 2023). However, secure transmission must be considered when integrating
UAV communications with other advanced techniques, such as non-orthogonal
multiple access (NOMA), terahertz (THz) communication, massive multiple-input
and multiple-output (MIMO), IRS, and artificial intelligence (AI). PLS and covert
communication techniques can be adopted in wireless UAV communications to
avoid information leakage.

3.2 Research on Physical Layer Security

Transmission security can be earliest traced back to the pioneering research con-
ducted by Shannon in 1949, where he discussed the information security from
the perspective of information theory (Shannon 1949). Additionally, Wyner first
proposed the eavesdropping model in 1975, realizing information security by
leveraging the channel variability of physical layer characteristics between legit-
imate channels and eavesdropping channels (Wyner 1975). Based on the above-
mentioned pioneer, Csiszar and Korner (1978) applied the eavesdropping chan-
nel on the broadcast channels and discussed the secrecy capacity. On the other
hand, the fast development of channel coding also enables PLS gain more atten-
tion.

3.2.1 Conventional Physical Layer Security

The research regarding to PLS can be divided into two categories:

1. The research on secrecy rate and secrecy capacity from the perspective of
information theory.

2. The research on system design from the perspective of optimization and
signal processing.

The former one focuses on the secrecy capacity and achievable secrecy rate while
the later one devotes to design practical systems through signal processing tech-
niques and optimization strategies. D. Wang, B. Bai, et al. (2019) surveyed the
optimization methods in PLS, and summarized the primary corresponding tech-
niques including resource allocation, beamforming, relay selection & coopera-
tion. In addition, this work also categorized the latest literature to four types
regarding to their optimization objectives, namely maximize the secrecy rate,
minimize the secrecy outage probability, minimize the power consumption, and
maximize energy efficiency.

The channel fading in wireless PLS networks is often utilized to achieve
secure transmission. The goal is to create more favorable channel conditions for
legitimate receivers than for eavesdroppers through signal processing techniques
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(Trappe 2015). These techniques include multiple antennas schemes, AN genera-
tion, cooperative jamming/relay strategies (L. Sun and Du 2017). Kapetanovic, G.
Zheng, and Rusek (2015) discussed the challenges and opportunities associated
with MIMO in PLS, where passive eavesdropping attack was pointed to have
limited influence on secrecy capacity but was harmful for channel estimation pi-
loting, and three effective schemes of detecting active attack were proposed as
well. Jameel et al. (2019) surveyed the strategies of cooperative jamming/relay
for PLS and discussed the network designs, which also pointed out the multi-
antenna technique can achieve its upper secrecy limit via enlarging the signal
disparity between secure user and eavesdroppers. Y. Liu, H.-H. Chen, and L.
Wang (2017) summarized the well-known multi-antenna-related secure transmis-
sion techniques including beamforming, zero-forcing, AN precoding, and convex
precoding. In addition, examples of the state-of-the-art research are listed and
summarized in Table 1, where the techniques employed to achieve secure trans-
mission and the objectives of the proposed schemes are outlined.

TABLE 1 Research status on PLS-related work

Reference Secure Techniques Objective

Zhao et al. (2020) Beamforming, power alloca- Common user transmission
tion, NOMA rate maximization

W. Zhang et al. (2019) AN, beamforming Secrecy rate maximization

T. Zheng et al. (2024) NOMA, power allocation Energy consumption mini-

mization

Nimi and Babu (2024)  Cooperative relay, full- Secrecy outage probability

duplex jamming, NOMA minimization

3.2.2 UAV-Related Physical Layer Security

Integrating UAVs into wireless communication systems can extend transmission
range, improve performance, and introduce new communication dimensions.
However, the open accessability and highly favorable air-to-ground LoS links
result in significant security risks in wireless communications. On the one hand,
the signals sent by UAVs via their LoS channels can be intercepted by malicious
eavesdroppers easily, which may increase the risk of information leakage. On
the other hand, UAV is vulnerable to be attacked by malicious jammer with ac-
tive interference, which also needs to be addressed crucially. To mitigate these
risks, PLS techniques can be adapted to UAV-related wireless communications to
ensure secure transmissions and prevent information leakage.

The advanced characteristics of UAV, i.e., high mobility and flexible deploy-
ment, can be combined with resource allocation technologies to enhance secure
performance. Specifically, UAV can dynamically adjust its power to improve se-
curity (Z. Liu, Zhu, et al. 2024). Cui et al. (2018) exploited the mobility of UAV
to prevent eavesdropping via optimizing the trajectory and dynamic transmit
power. The transmit power will be lowered or shut down when UAV is close to
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an eavesdropper to prevent eavesdropping, on the contrary, it will be increased
when the UAV is close to a legitimate user to achieve better performance. When
only the location of eavesdropper and its statistical CSI is available, Y. Chen and
Z. Zhang (2019) proposed an incorporating AN beamforming and friendly UAV
jammer assisted scheme to achieve secure transmission. When the location of
passive eavesdropper is unknown, a cooperative multi-antenna UAV jammer can
be leveraged to emit jamming signals into the null space of legitimate user while
posing significant interference on malicious eavesdropper, where the system se-
crecy capacity can be increased and the security can be guaranteed (Y. Zhou et al.
2018). On the other hand, the multi-antenna-based beamforming and IRS can
also be exploited to guarantee secure transmission in UAV-assisted networks.
Ouyang et al. (2022) proposed an energy-efficient secure beamforming scheme
to maximize the worst case secrecy energy efficiency in a millimeter-wave UAV
network. S. Li, Duo, Renzo, et al. (2021) proposed an IRS-assisted secure scheme
under imperfect CSI of eavesdropping channels, where the trajectory of UAV, the
transmit power of transmitter, and the phase-shifting matrix of IRS were jointly
optimized to maximize the averaged secrecy rate under the worst case. Apart
from the security issue in UAV-related communication, another critical challenge
required to be account for is the energy efficiency, which is resulted from the en-
ergy constraint of UAVs.

3.3 Research on IRS

Due to the inherent randomness of wireless channels, receivers often experience
significant random fading resulting from multi-path, which can be successfully
solved by the reconfiguration of an IRS. The increase of distance between source
transmitter and destination receiver correspondingly results in a greater path loss
at the received signals, which has become a major bottleneck in improving the
frequency and energy efficiency in wireless communication systems. To over-
come this limitation, IRS has gained considerable attention as a potential solu-
tion to improve the wireless transmission channel quality and boost the overall
transmission performance (Gong et al. 2020). Consisted with numerous recon-
tigurable passive elements, i.e., printed dipoles with low-cost, forming a large
array of metasurfaces, IRS has the characteristics of low energy consumption,
cost-effectiveness, and low complexity. Each reflection element adjusts the phase
and the amplitude of incoming signals independently to shape a determined re-
flected signals realizing intelligent design of wireless channel links. IRS adjusts
the reflection coefficients of its elements in order to superimpose the reflected
signals with those after other channel paths, enlarge the desired signals, and re-
duce the interference (Y. Liu, X. Liu, et al. 2021). However, the additional distance
introduced by IRS also results in a reduction of received signal power.
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TABLE 2 Related work of UAV-assisted IRS communications

Reference Scenario Optimization =~ Maximization
Parameters Objective

S.Li, Duo, Yuan, et Single antenna UAV down- Trajectory, ®  Average capacity

al. (2020) link serves a terrestrial user

Ge et al. (2020) Multiple IRSs assist UAV Trajectory, ®, Average received
downlink transmission BF matrix signal power

Pang et al. (2022) IRS-assisted UAV secure Trajectory, ®, Secrecy rate
transmission BF matrix

Jiao et al. (2020) IRS-on-UAV secure trans- BF matrix, ®, Strong user rate
mission with two users Lirs

Q. Zhang, Saad, Energy harvesting based O, Lirs Capacity

and Bennis (2019)  IRS-on-UAV mmWave net-
work

Wei et al. (2023) IRS-on-UAV secure trans- BF matrix, @, Sum secrecy rate
mission against multi- Ljgs
eavesdropper

Benefiting from the lightweight and compact size, an IRS can be installed
on building exteriors, roofs, or UAVs to be integrated into wireless networks to
assist terrestrial communications (S. Zhang and R. Zhang 2020), enhance indoor
communications (Mei et al. 2022), provide higher PLS (J. Chen et al. 2019), and
boost signals (Lian et al. 2023). Table 2 reviews the IRS-related studies in UAV-
assisted networks, where the considered scenarios, the optimized parameters,
and the objective of the proposed schemes are summarized. In this context, @
represents the phase-shift matrix of IRS, Ljrs denotes the location of IRS, and BF
matrix stands for the beamforming matrix of the transmitter, respectively. Apply-
ing IRS in UAV-related communications can benefit the mobility, better CSI, and
the adaptive coverage. However, the increased security risks resulting from the
air-to-ground or air-to-air links also need to be considered and mitigated.

3.4 Research on Covert Communications

Spread spectrum communications were widely applied in military telecommuni-
cations in the early 20th century, which hides the confidential signals by utilizing
a wider transmission bandwidth. The spread spectrum communication trans-
mit confidential signals over a wide bandwidth By, that is significantly broader
than the required bandwidth B,, e.g., B, < By, , in order to effectively reduce the
power spectral density (PSD) of transmit signals lower than environmental noise
PSD and thus hide the information. Although the spread spectrum communica-
tion had been rapidly developed at the beginning, the fundamental performance
threshold was still missing, resulting in the difficulties of evaluating its effective-
ness and thus hindered the further development. Covert communication was
first proposed by Simmons in 1983, where he illustrated the well known prison



35

model of Alice, Bob and Willie (Simmons 1984). However, this novel concept of
hiding information without being noticed and thus guaranteeing the security did
not gain a lot of attention. Until covert communication was proposed again on
the first Information Hiding Workshop, where researchers recognized the poten-
tial of this technique and began conducting studies on it (Anderson 1996). Bash,
Goeckel, and Towsley (2013) published a revolutionary paper and presented the
square root law (SRL), which brings the new era of covert communication re-
search. Following this milestone work, researchers have built upon the funda-
mental principle of SRL and conducted research under three scopes, namely the
SRL-related theoretic performance limits, encoding schemes, and practical sce-
narios.

By introducing uncertainty at Willie, covert communication can randomize
his received signal power and conceal the transmission behavior of Alice. The
primary techniques adopted by covert communication to introduce uncertainty
at Willie can be categorized as follows.

Channel fading: The randomness of channel fading and environmental noise
can be leveraged to confuse Willie. The small-scale channel fading can intro-
duce randomness at Willie to prevent him from correctly deciding whether
Alice is transmitting or not (H.-M. Wang et al. 2020; L. Wang 2021).

Power randomization: The transmit power and jamming power can be ran-
domized to introduce uncertainty at Willie, where the transmitted signal
power still follows random distribution after arriving at Willie, enabling it
hide into environmental noise and avoid being noticed (R. Sun et al. 2021;
C. Wang et al. 2021).

Gaussian signaling: Leveraging Gaussian signaling can randomize the ampli-
tude and phase, which leads to the random distribution of the received sig-
nal power at Willie (Y. Li et al. 2022; W. Yang et al. 2021).

Location randomization: The transmitter randomizes its location to introduce
uncertainty at Willie. This method utilizes the distance randomization,
which consequentially leverages the channel fading, to provide covertness
(T.-X. Zheng et al. 2019; X. Zhou et al. 2019).

The high mobility, fast deployment, and flexibility of UAV enable it highly suit-
able to be integrated into covert communication networks and develops critical
functions. As for the role of UAV, it can serve as Alice, Bob, Willie, or jammer
in covert communications. While the LoS channels inhering in UAV communi-
cation can enhance transmission performance for legitimate users, they can also,
on the other hand, lead to a more precise detection of Willie, thus resulting in
the failure of covert communication. Thus, the challenge of maintaining stealth
in UAV-based covert communication is an important research area. Yan, Hanly,
and Collings (2021) investigated a covert communication between an UAV Alice
and a terrestrial Bob, where the impact of UAV’s locations on the covertness of
legitimate user are considered under six scenarios. It was concluded and proved
that the closest location can provide better transmission performance, but may
not always be the optimal choice for covert communications. D. Wang, Z. Zheng,
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et al. (2021) studied a covert network where UAVs serve as Bob and Willie. Per-
fect and imperfect Gaussian signaling were adopted at the host transmitter and
Alice respectively to realize covert transmission. Rao et al. (2022) introduced an
UAV jammer to assist the terrestrial covert communication. The trajectory of the
UAV jammer was optimized to minimize the interference on legitimate Bob while
guaranteeing the covertness, where the optimal trajectory was obtained via a ge-
ometric method.

Both covert communication and PLS can provide secure transmission mech-
anisms for wireless networks. They guarantee the security from different aspects,
and thus can be combined to provide a more secure transmission. While both of
PLS and covert communication have been extensively researched individually,
the combination of them to achieve a even more secure transmission remains un-
explored.

Chapter Summary

This chapter provided a comprehensive discussion of the research landscape and
detailed review of the state-of-the-art literature. We investigated conventional
and UAV-related PLS work, and proposed potential research area for future ex-
ploration. In addition, we also narrated the research status and presented a thor-
ough review in UAV, IRS, and covert communications.



4 RESEARCH RESULTS

This thesis primarily advances secure transmission in UAV-related networks
through three key contributions including enhancing energy efficiency in UAV
data collection, improving secrecy performance by leveraging IRS, and boosting
secure data throughput by integrating PLS and covert communication.

4.1 Energy Efficiency in UAV-Assisted PLS Networks

Included articles

I Xinying Chen, Nan Zhao, Zheng Chang, Timo Hamaldinen, and Xianbin
Wang (2023), UAV-aided secure short-packet data collection and transmis-
sion. IEEE Transactions on Communications, 71(4), 2475-2486, https:/ /www.
doi.org/10.1109/ TCOMM.2023.3244954.

Objectives

The characteristics of high mobility and flexible deployment enable UAVs to be
widely applied in wireless communications, particularly in IoT networks, where
the data collected by remote sensors can be gathered efficiently and transmitted
rapidly via a drone. Additionally, benefiting from the LoS channels introduced
by UAVs, the transmission performance can be significantly enhanced. On the
contrary, the information leakage risk also increases due to the perfect LoS links.
Therefore, ensuring the security in UAV-assisted communications is crucial, and
the characteristic of low computational complexity makes PLS ideally suiting for
the UAV-IoT networks. The performance metrics of IoT short-packet commu-
nications are different from the conventional information theory, necessitating
specific adaptations. On the other hand, the limited energy endurance of UAVs
caused by the battery capacity is also a critical bottleneck problem in UAV-related
communications. One of the primary solutions to enhance UAV endurance is
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improving its energy efficiency through trajectory design. To address the above-
mentioned challenges, we proposed a PLS-based energy-efficient short-packet se-
cure data collection and transmission scheme.

Model & Optimization

The system model is illustrated in Figure 6. A UAV collects finite blocklength data
from a group of randomly distributed terrestrial sensors, and then pre-codes the
collected data and transmits it to a base station receiver while avoiding being
eavesdropped by a terrestrial eavesdropper, where the nearest estimated location
of the eavesdropper is provided. LoS fading is considered between the sensors
and the UAV due to the openness of the area. First, in the data collection phase,
we aim to maximize the energy efficiency of UAV by jointly optimizing the data
collection trajectory w of the UAV, the user slot assignment t, and the entire du-
ration T are jointly optimized to improve the energy efficiency.
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l Sensor
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A Base station

FIGURE 6 System model of energy-efficient UAV short-packet data collection and
transmission
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The optimization problem can be summarized as follows:

rv??)T( e (8a)
such that
w[1] = w[N], (8b)
AUAV [7’1] S Atvrnax/ (8C)
Auyav(n] < 0H, (8d)
N
Y ti[n]PAt < Ej, (8e)
"N
Y Ri[n]At > B;, (8f)
n=1
S
Y tin] <1, (8g)
i=1
0<tn <1 (8h)

The term rs represents the energy efficiency of the data-collecting UAV. Con-
straints (8b), (8c), and (8d) ensure that the UAV returns to its original location af-
ter data collection, the displacement between time slots does not exceed its max-
imum flight velocity, and is relatively small compared to its altitude. Constraint
(8e) guarantees that the energy consumption of each sensor remains within its
battery capacity. Additionally, constraint (8f) ensures that the UAV collects all the
data that each sensor required to transmit. Finally, t is a boolean variable, where
(8g) and (8h) constraint only one sensor can transmit data within each slot. With
the expression of r¢. in (8a) and some of the constraints being non-convex, the
constructed optimization problem is non-convex and difficult to tackle. To ad-
dress this optimization problem, we adopt the first-order Taylor expansion and
successive convex approximation (SCA) to iteratively obtain the suboptimal tra-
jectory, flight duration, and user slot assignment. Since each subproblem is solved
optimally in each iteration with 74, non-decrease, which guarantees the iterative
process at least converge to a local optimal solution.
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Subsequently, the UAV adopts MRT precoding to improve the transmission
performance, and adjusts the transmit power P, as well as the blocklength N,
to achieve a higher sum secrecy rate Z,Ile Rs[n], ensuring security against eaves-
dropping. The optimization problem can be summarized as follows:

N
g}aN): ,;1 Rs[n] (9a)
such that
P, <P.., (9b)
Ny < Ny, (9¢)
Re[n] <, (9d)
Pout[n] < Cz (96)

where constraint (9b) limits the maximum allowed transmit power of the UAV,
while (9¢) restricts the blocklength transmitted by the UAV to the base station.
Constraint (9d) ensures secure communication by preventing eavesdropping, and
(9e) imposes a transmission outage probability limit for legitimate users. To solve
this optimization problem, monotonicity analysis and traversal algorithm are
combined to derive the optimal value P, and N,,.

Results

In Figure 7, the trajectory of proposed energy-efficient data collection scheme is
compared with that of the benchmark, where the UAV flies directly over each
node to collect data sequentially. From the results, we can see that the trajec-
tory of proposed energy-efficient scheme is shorter than that of the benchmark
in order to save energy. Furthermore, Figure 8 compares the performance of the
proposed scheme and the benchmark in terms of energy efficiency and sum col-
lected data, under varying data requirements and transmit power of each node.
From the results, we can see that our proposed scheme surpasses the benchmark
in both energy efficiency and the sum collected data metrics. From Figure 9, we
can conclude that both the optimal P, and R increase as the eavesdropping rate
threshold gets larger. Additionally, we can also see that the corresponding opti-
mal blocklength N of UAV first increases then stabilizes as r rises.
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Conclusion & Discussion

This research proposed a secure data collection and transmission scheme in short-
packet UAV-assisted wireless communication aiming to enhance the energy effi-
ciency and guarantee the security via optimizing the trajectory, user slot assign-
ment, flight duration, transmit power, and data blocklength. The simulation re-
sults have proved that our proposed scheme can achieve greater energy efficiency
compared with the benchmark and guarantee the eavesdropping rate below the
acceptable threshold.

Contribution

Xinying Kilpi-Chen is the primary author of the article, contributing to manuscript
writing&revising, system model design, problem optimization, and performance
evaluation. Zheng Chang supervised the work and contributed to the system
model validation as well as manuscript refinement. Nan Zhao and Timo Hamailai-
nen supervised the work and revised the manuscript.
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4.2 Security Enhancement in IRS-on-UAV Networks

Included articles

I Xinying Chen, Zheng Chang and Timo Hamaldinen (2024). Secure transmis-
sion for IRS-on-UAV-assisted wireless networks. IEEE Transactions on Com-
munications, submitted.

II Xinying Chen, Zheng Chang, Nan Zhao and Timo Hamaldinen (2023). IRS-
based secure UAV-assisted transmission with location and phase shifting
optimization. 2023 IEEE International Conference on Communications Work-
shops (ICC Workshops), pp. 1672-1677, IEEE. https:/ /www.doi.org/10.1109/
ICCWorkshops57953.2023.10283558.

Objectives

Wireless communication security is a crucial issue due to the broadcasting nature
of channels, which becomes even more critical with the involvement of UAVs.
UAV-aided transmission can leverage the perfect LoS channels to achieve higher
rate at legitimate users, which, on the contrary, can also be exploited by malicious
users. Therefore, the security is an essential parameter in UAV-aided transmis-
sions. Similar to UAVs, IRSs also have the advantages of flexible deployment,
easy configuration, and compact size. Moreover, IRS can also modify channel
fading properties by programming the amplitude and phase-shift of its passive
reconfigurable reflection elements, which can be utilized to improve the perfor-
mance of legitimate users and increase the fading at malicious eavesdroppers. By
combining IRS and UAYV, the mobility of UAV can be leveraged to further improve
the transmission rate at legitimate users through location optimization. Further-
more, the multi-antenna beamforming and AN jamming can be adopted to fur-
ther improve both network performance and security. Inspired by the above-
mentioned advanced techniques, we propose a PLS-based IRS-on-UAV assisted
secure transmission scheme, which leverages AN, beamforming, and IRS to im-
prove the performance and security of legitimate user and reduce the eavesdrop-
ping rate.

Model & Optimization

The system model is shown in Figure 10, where IRS-on-UAV is utilized to en-
hance the received confidential signals at legitimate Bob while weakening them
at eavesdropper Eav. In this system, the BS transmits confidential information to
Bob while also emitting AN to prevent eavesdropping. Meanwhile, beamforming
is also utilized by base station to improve the received confidential signal power
at Bob and enhance the received jamming signals at Eav. An IRS is mounted on
a UAV to assist the secure transmission, by enhancing/suppressing the received
signals at Bob/Eav.
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FIGURE 10 System model of IRS-on-UAYV assisted secure transmission

To improve the secure transmission performance at legitimate Bob while
maintaining a constrained eavesdropping rate at Eav, the beamforming vectors
f; and f, including transmit/jamming power split ratio, phase-shift matrix ®
and location L, of IRS are jointly optimized to maximize the secrecy rate R with
the eavesdropping rate constraint satisfied. The optimization problem can be
summarized as follows:

max Rg (10a)
f1,£,,0,L;
such that
Rb 2 Rminr (1Ob)
6; € [0,2m), (10c)
e, + £, < P,__, (10d)
R, <, (106)

where (10b) ensures that the transmission rate exceeds the required threshold to
maintain transmission performance, while (10d) limits the transmit and jamming
power of the precoding vectors. Additionally, (10c) imposes restrictions on the
phase-shift matrix. The eavesdropping rate is constrained in (10e), which pro-
vides an additional layer of security beyond Rs. Given the non-convex objective
function and constraints in (11), it is evident that this optimization problem is
non-convex and challenging to solve. To address this, we alternately optimized
(f1,f2), ® and L,, treating the other two parameters as constants until reaching
convergence. Furthermore, we employed SCA, semidefinite relaxation (SDR),
and first-order Taylor expansion techniques to iteratively solve the problem.
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Results

In Figure 11, the impact of beamforming vectors at base station on the transmis-
sion performance is analyzed and compared with two benchmark schemes. One
scheme sets transmit power equals to jamming power, while the other does not
employ any jamming signals. From the results, we can see that the proposed
precoding vector optimization scheme can achieve higher secrecy rate compared
with other two benchmark schemes. In Figure 12, our proposed scheme is com-
pared with benchmark schemes that IRS employs MRT and direct reflection, re-
spectively. The results show that our proposed scheme leads to a higher secrecy
rate. The influence of UAV’s location optimization on security performance of
the proposed scheme is also compared with other fixed locations in Figure 13. It
is observed that the location optimization of proposed scheme can achieve bet-
ter security performance. Lastly, the proposed scheme is compared with other
benchmark schemes of without location optimization and without phase shift op-
timization respectively in Figure 14. It is evident that our proposed scheme can
offer superior secrecy performance with the same setting compared with other
two benchmark schemes.

Conclusion & Discussion

This research proposed a secure transmission scheme leveraging an IRS-on-UAV
to reconfigure the channel links and improve the security performance against
an eavesdropper. The secrecy rate between legitimate users was maximized via
jointly optimizing the precoding vectors of both AN and confidential signals, the
phase shift matrix of IRS, and the location of UAV while satisfying the eaves-
dropping constraint. Article II extends the optimization parameters and adjusts
to a more practical channel setting from Article III. Simulation results have exten-
sively compared the proposed scheme with other benchmark schemes, demon-
strating its effectiveness and reliability in providing more secure transmission.

Contribution

Xinying Kilpi-Chen is the primary author of the articles, responsible for manus-
cript writing&revision, system model design, problem optimization, and perfor-
mance evaluation. Zheng Chang supervised these the work, contributing to sys-
tem design and manuscripts revision. Timo Hamadildinen also supervised the
work and revised the manuscripts.
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4.3 Security Improvement in Covert Communications via PLS

Included articles

IV Xinying Chen, Zheng Chang, and Timo Hamaldinen (2024). Enhancing covert
secrecy rate in a zero-forcing UAV jammer-assisted covert communication.
IEEE Wireless Communications Letters, accepted for publication.

V Xinying Chen, Zheng Chang, and Timo Hamalédinen (2024). Achieving im-
proved security in UAV-assisted covert communication networks. IEEE Inter-
national Conference on Communications in China Workshops (ICCC Workshops),
pp- 323-328, https:/ /doi.org/10.1109 /ICCCWorkshops62562.2024.10693776.

Objectives

PLS has been proved to be effective in enhancing security in wireless commu-
nications due to its low computational complexity and adaptability. However,
it cannot fully eliminate the risk of information leakage, which becomes more
serious as eavesdroppers can improve their decoding ability with advanced tech-
nologies. As long as the eavesdroppers can intercept the confidential signals from
the broadcast channels, secure transmission design is required. The flourish of
covert communication shed a light on secure wireless transmission, which can
hide the transmission behavior and thus lead to a complete safety for confiden-
tial information. Since PLS and covert communication address security from dif-
ferent perspectives, the first challenge is establishing the performance metric to
evaluate the effectiveness and security.

Model & Optimization

The system model is shown in Figure 15, where Alice intends to transmit con-
fidential information Bob while avoiding the detection from Willie with the as-
sistance of a UAV jammer. Multi-antenna Alice applies MRT to maximize the
transmission rate at Bob and meanwhile utilizes the Rayleigh fading to introduce
uncertainty at the warden. The multi-antenna jammer adopts Gaussian signaling
to introduce uncertainty at the warden and employs zero-forcing to avoid inter-
fering the transmission performance at Bob. If Willie’s location is known, the
jammer can hover above him to achieve maximum jamming. To evaluate the se-
crecy performance in the novel PLS-enhanced covert communication, we define
the covert secrecy rate, which is the sum of the secrecy rate when Willie correctly
detects Alice’s transmission and the transmission rate when Willie MD. Alice’s
security can be guaranteed under both of the cases. This approach accounts for
the fact that even if Alice’s transmission is detected, security can still be main-
tained within the secrecy rate capacity. In addition, the key in covert communica-
tions is to introduce uncertainty at the warden to confuse its detection, and how
to effectively introduce uncertainty in UAV-assisted LoS links remains an open



49

0
>ﬁ:§$< Jammer

hjs
hjw
?
ha

- al -

(S &9
Alice Bob

haW
Willie

FIGURE 15 System model of UAV-assisted security enhanced covert communication

challenge.

The optimization goal is to maximize the covert secrecy rate R.s while en-
suring that the error detection probability p; exceeds a given threshold and the
eavesdropping rate R, stays below a specified constraint via jointly optimizing
the transmit power of Alice P, and the jamming power of the UAV jammer P;.
The optimization problem can be summarized as follows:

max R (11a)
P,,P;
such that

Pe > €, (11b)
R, <, (11c)
Ry >, (11d)
P, <Py, (11e)
P]- < ijax, (11f)

where constraint (11b) ensures the success of covert communication, while (11c)
prevents eavesdropping. The transmission performance of legitimate users is
maintained through (11d). Constraints (11e) and (11f) set the transmit and jam-
ming power limits, respectively. Probability theory was employed to derive the
optimal error detection probability and its corresponding power detection thresh-
old. The classification and discussion method was used to determine the upper
limit of P,/ P; concerning covertness. Finally, the optimal transmit and jamming
powers were jointly obtained through monotonicity analysis.
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Results

The influence of the power detection threshold of Willie on his error detection
probability is investigated and compared between Monte Carlo simulation re-
sults and theoretical calculation results in Figure 16. It is observed that the Monte
Carlo simulations match perfectly with our theoretical results. The results show
that there exists an optimal detection threshold to minimize the error detection
probability. In Figure 17, the impact of jamming power limits on the optimal
transmit power of Alice and the achievable covert secrecy rate is illustrated. From
the results, we can see that with the given minimum allowed error detection
probability constraint, the optimal transmit power increases with the jamming
power upper-limit and thus lead to the increase of achievable covert secrecy
rate. Figure 18 compares the performance of proposed scheme with other bench-
mark schemes, namely without MRT optimization (M = 1), without zero-forcing
(N = 1), and without transmit power optimization (P, = 0.1 W). The results
show that our proposed scheme can achieve higher covert secrecy rate than other
benchmark schemes while maintaining the covertness.
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FIGURE 16 The impact of power detection threshold ¢ on error detection probability p,



51

9 T
—O— =08
—A— =085
st e=0.9
—O—¢=0.95
"
¥
@ —-O- - =08,P%°
5 8 a/ 02|~ A - =0.85,P% a
" Ic]
= 045 5=o.9,PgZ: Oe,or
—_ — e
5| s <)~ - e=0.95P} a’d AAZ
T 01|—O-- PUF‘e A
=4 * © -
o A»A’ﬁweé-
0.05
il &@ 3 eeeew;
0
3 L L L L Pimax (W)‘
0 0.5 1 1.5 2 25 3
P (W)
jmax

FIGURE 17 Impact of the jamming power upper-limit Pj;,, on the achievable covert
secrecy rate Res

14
12 | 1
AN AN al
10% 4 Y
L 1
@2
3
8 6 1
« —O—M=1,N=8
—A—M=8, N=1
4 Optimal Pa from the proposed scheme 1
—Q— P_=01W
a
ZZM\A 1
O L L L
0.8 0.85 0.9 0.95 1

FIGURE 18 Comparison of proposed more secure covert scheme and other benchmarks



52

Conclusion & Discussion

The results have proved the effectiveness of our proposed zero-forcing UAV
jammer-assisted scheme in enhancing secure performance of covert communi-
cation. The Gaussian signaling and small-scale channel fading can successfully
introduce uncertainty at Willie and hide the transmission of Alice. In addition,
the zero-forcing technique applied at the UAV jammer can effectively interfere
Willie’s eavesdropping without affecting Bob’s reception. The secure transmitted
data is significantly increased compared with conventional covert communica-
tion schemes. Article IV further extends the conclusion and results from Article
V.

Contribution

Xinying Kilpi-Chen is the primary author of the articles, who is responsible for
manuscripts writing&revision, system model design, problem optimization, and
performance evaluation. Zheng Chang supervised the work, and contributed to
the system model validation, manuscripts refinement, and crafting responses to
reviewers comments. Timo Hamadildinen also supervised the work and revised
the manuscripts.

Chapter Summary

This chapter offered a brief overview concerning to the objective, system models
& optimization, and related results of the included publications. In addition, the
contributions related to the listed publications were also highlighted.



5 CONCLUSION

This dissertation has been dedicated to improving the security and transmission
performance in UAV-related networks. The key findings of the dissertation are
summarized to provide a clear and concise overview, along with insightful direc-
tions for future research.

5.1 Key Findings

To improve the security of UAV-assisted wireless communications, this disserta-
tion proposed and discussed several PLS and covert communication schemes to
improve transmission secrecy. Specifically, PLS-based schemes were proposed to
achieve secure and energy-efficient data collection as well as boost transmission
performance with the assistance of an IRS. Furthermore, PLS was integrated with
covert communication for the first time to enhance secrecy performance.

The research highlighted that UAV-related wireless communications are in-
herently more vulnerable to eavesdropping or detection. Both PLS and covert
communication can promise secure transmission with specific techniques, such
as power allocation, AN, beamforming, IRS, and Gaussian signaling. The key
outcomes of the included articles can be concluded as follows.

— To achieve security as well as improve energy efficiency in a UAV data col-
lection IoT network, a joint optimization of trajectory and data collection
strategy, along with a power allocation secure transmission scheme, was
proposed.

— To guarantee the information confidentiality and improve the transmission
performance, an IRS was introduced to enhance the transmission and secure
performance. Meanwhile, beamforming and AN were utilized together
with the IRS to achieve a higher secrecy rate.

— To boost the security performance of covert communications, PLS was ini-
tially incorporated into covert communications, where the covert secrecy
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rate was defined and the transmission strategy was designed to further im-
prove the securely transmitted data throughput under both correct and in-
correct detection of the warden.

5.2 Limitations and Future Work

This dissertation provided several effective solutions for secure transmission in
UAV-related wireless communications using PLS and covert communication tech-
niques. While the proposed schemes yielded promising results, there remain sev-
eral potential directions for future research to further extend and enhance this
work, which could be listed and discussed as follows:

Imperfect CSI Scenarios Acquiring accurate CSI in wireless communications
demands substantial resources, and the precision of CSI cannot be guaranteed.
Therefore, enhancing transmission and secrecy performance in CSI-based secure
transmissions under imperfect CSI conditions remains a critical challenge. Ma-
chine learning methods can also be leveraged to improve the accuracy of CSI
estimation.

Advanced Uncertainty Introduction Methods The pivotal reason for covert
communication to successfully obscure the existence of transmission is the un-
certainty introduced to Willie. Most existing research relies on AN to hide the
confidential signals, which raise up the trade-off between covertness and resource
efficiency. Therefore, investigating more efficient uncertainty introduction meth-
ods is critical.

Unequal Prior Probabilities Integrating PLS-related secure transmission meth-
ods into covert communication is still at the early stage of the research. Inves-
tigating whether unequal prior probabilities could further enhance uncertainty
and improve security performance is worth exploring.

Extensibility of Schemes for Complex Networks The schemes proposed in this
dissertation are mostly focusing on illustrating a relatively simple network struc-
tures and demonstrating the secure transmission. Future work could explore how
these schemes can be extended to more complex and incorporate scenarios, which
involve multiple transmitters and receivers. Therefore, our proposed strategies
can better reflect practical network applications.



YHTEENVETO (SUMMARY IN FINNISH)

Miehittdiméattoman ilma-alusavusteisen (unmanned aerial vehicle, UAV) langat-
toman viestinndn turvallisuuden parantamiseksi tdssd véitoskirjassa ehdotettiin
ja késiteltiin useita fyysisen kerroksen turvallisuuden (physical layer security,
PLS) ja piiloviestintimenetelmid ldhetyssalaisuuden parantamiseksi. Erityises-
ti ehdotettiin PLS-pohjaisia jdrjestelmid turvallisen ja energiatehokkaan tiedon-
keruun saavuttamiseksi sekd tiedonsiirron tehostamiseksi dlykkddn heijastavan
pinnan (intelligent reflecting surface, IRS) avulla. Lisdksi PLS integroitiin suojat-
tuun viestintddn ensimmadistd kertaa salassapitokyvyn parantamiseksi.

Tutkimus osoitti, ettd UAV:hen liittyvd langaton viestintd on luonnostaan
alttiimpi salakuuntelulle tai havaitsemiselle. Seka PLS ettd suojattu viestintd voi-
vat luvata salatun tiedonsiirron tietyilld tekniikoilla, kuten tehon allokoinnilla,
keinotekoisella kohinalla (artificial noise, AN), keilan muodostamisella, IRS:114 ja
Gaussin signaloinnilla. Mukana olevien artikkeleiden keskeiset tulokset voidaan
tiivistdd seuraavasti.

— Liikeradan ja tiedonkeruustrategian yhteisoptimointia yhdessa suojatun te-
honjakojérjestelman kanssa ehdotettiin UAV-tiedonkeruulle IoT-verkon tur-
vallisuuden ja energiatehokkuuden parantamiseksi.

— Tietojen luottamuksellisuuden takaamiseksi ja ldhetyksen suorituskyvyn pa-
rantamiseksi otettiin kdayttoon IRS, joka tehostaa tiedonsiirtoa ja turvallista
suorituskykyd. Yhteisoptimointia ja AN:ta kaytettiin yhdessa IRS:n kanssa
korkeamman salassapitoasteen saavuttamiseksi.

— Suojatun viestinnédn turvallisuussuorituskyvyn parantamiseksi PLS sisélly-
tettiin alun perin suojattuun viestintddn, jossa méaéariteltiin suojauksen salai-
suusaste ja ldhetysstrategia suunniteltiin parantamaan edelleen turvallisesti
valitetyn tiedon kulkua seké vartijan oikean ettéd virheellisen havaitsemisen
yhteydessa.
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Abstract— Benefiting from the deployment flexibility and the
line-of-sight (LoS) channel conditions, unmanned aerial vehicle
(UAV) has gained tremendous attention in data collection for
wireless sensor networks. However, the high-quality air-ground
channels also pose significant threats to the security of UAV-aided
wireless networks. In this paper, we propose a short-packet
secure UAV-aided data collection and transmission scheme to
guarantee the freshness and security of the transmission from the
sensors to the remote ground base station (BS). First, during the
data collection phase, the trajectory, the flight duration, and
the user scheduling are jointly optimized with the objective of
maximizing the energy efficiency (EE). To solve the non-convex
EE maximization problem, we adopt the first-order Taylor
expansion to convert it into two convex subproblems, which are
then solved via successive convex approximation. Furthermore,
we consider the maximum rate of transmission in the UAV data
transmission phase to achieve a maximum secrecy rate. The
transmit power and the blocklength of UAV-to-BS transmission
are jointly optimized subject to the constraints of eavesdropping
rate and outage probability. Simulation results are provided to
validate the effectiveness of the proposed scheme.

Index Terms—Data collection, finite blocklength, resource
allocation, secure transmission, short-packet transmission,
unmanned aerial vehicle.

I. INTRODUCTION

ONSIDERED as a flexible network entity in the beyond
fifth generation and the sixth generation (B5G/6G)
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mobile communications [2], [3], the unmanned aerial vehicle
(UAV) aided networks have recently attracted significant atten-
tion. The benefits of high mobility, low cost, easy deployment,
and line-of-sight (LoS) links allow UAVs to be utilized in dif-
ferent scenarios to improve the wireless network performance
[4], [5]. With these advantages, UAVs can be deployed as high-
mobility users, fast-configured base stations (BSs), or long-
range relays [6]. Specifically, the flexibility of UAV enables
efficient data collection for BSG/6G Internet of things (IoTs)
[71, [8], [9], which can tackle the challenge of collecting data
from remote or extreme environments. Instead of exhaustively
collecting data from each user randomly, the energy efficiency
(EE) of UAV can be improved via the proper design of
trajectory and user scheduling [10], [11], [12]. Wang et al. pro-
posed an efficient data collecting scheme for a non-orthogonal
multiple access (NOMA) UAV network to minimize the flight
duration in [10] via jointly designing the trajectory, scheduling,
and transmit power. To keep the data freshness of wireless
sensor networks, Liu et al. proposed an efficient data collection
scheme in [11] to minimize the age of information of all the
sensors via properly designing the trajectory of UAV collector.
In [12], an energy harvesting wireless sensor scheme was
studied by Liu et al., where the UAV transfers energy to
support the sensor nodes and minimizes the outage probability
of data collection.

However, information security threat resulting from the LoS
channels cannot be ignored during the UAV data collection
process [13], [14], [15], [16]. In [13], Zhang et al. proposed
two secure schemes to enable the information security via
cooperative dual UAVs with the energy limit of UAV consid-
ered. To preserve the privacy of devices, Yang et al. proposed
a federal learning based scheme for UAV-assisted networks
in [14] to provide reliable and efficient data collection. In [15],
Xu et al. utilized blockchain in a UAV-assisted data collection
IoT network to guarantee the information security and improve
the EE. In [16], Xu et al. investigated the secure transmission
in a dual UAV mobile edge computing system under both time
division multiple access and NOMA. To tackle the security
challenges, many studies have been focused on improving the
security in UAV-related systems [17], [18], [19], [20]. In [17],
Chen et al. proposed a resource allocation scheme to realize
the secure transmission in circular-trajectory UAV-NOMA
networks. Wang et al. introduced the simultaneous wireless
information and power transfer into NOMA-UAV networks
in [18] to provide secure transmission while guaranteeing the
energy supplement for passive receivers. In [19], Zhong et al.
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leveraged the power and trajectory control over both the
UAV transmitter and a friendly UAV jammer to avoid being
eavesdropped. Kang et al. integrated the blockchain into UAV
communications in [20] to share data securely.

In addition, because of the short packets used in the UAV
data collection, the conventional performance analysis based
on infinite blocklength cannot characterize the system accu-
rately [21], [22]. This motivates new research to investigate
the performance of short-packet transmission, which mainly
focuses on improving the reliability and reducing the time
delay [23], [24]. When evaluating the performance in typical
wireless communications, the infinite blocklength (or sufficient
large blocklength) is commonly considered, where the critical
performance parameter can be accurately modeled. However,
data transmission in IoT applications usually consists of a large
amount of time-intolerant and error-intolerant information,
where the length of message is short. Thus, applying short
packets to UAV-related communications could make the infor-
mation transmission more effective [25], [26], [27]. In [25],
Ranjha and Kaddoum utilized the UAV and reconfigurable
intelligent surface to achieve a short-packet IoTs system aim-
ing to minimize the decoding error rate. Ren et al. studied the
short-packet communication in UAV-assisted networks [26],
where the achievable finite blocklength data rate is investigated
under three-dimension channel models. In [27], the block-
length and hovering location of UAV relay were optimized
by Pan et al. to minimize the decoding error probability at the
receiver.

As observed, using finite blocklength to explore the physical
layer security of UAV-aided networks is still under investi-
gation, and the security for IoT networks is also of critical
importance. The finite-blocklength security for UAV-assisted
data collection and transmission has not been well studied in
the aforementioned literature. Thus, in this paper, we propose
a short-packet secure UAV data collection scheme to guarantee
the information secrecy and freshness. We summarize the main
contribution of this paper as follows.

o To our best knowledge, this is the first work considering
the secure transmission of short packets for UAV-assisted
data collection. Specifically, user scheduling, flight dura-
tion, and trajectory are jointly designed to achieve higher
EE in the data collection via UAV. Then, in the data
transmission to BS, the finite blocklength and transmit
power of UAV are jointly optimized to maximize the
secrecy rate while restricting the eavesdropping rate and
the secrecy outage probability.

o During the first phase of data collection, the trajectory
and user scheduling problem is formulated as non-convex,
which cannot be solved directly. Thus, we utilize the
successive convex approximation (SCA) and first-order
Taylor expansion to transfer the non-convex problem into
two convex subproblems and solve them iteratively to
derive the optimal solution for higher EE.

o We jointly analyze the monotonicity of the lower bound
of secrecy rate, the eavesdropping rate and the outage
probability to derive the optimal transmit power and the
optimal blocklength for the second secure short-packet
transmission phase. Without awareness of the channel
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Fig. 1. UAV-assisted short-packet data collection and secure transmission.

state information of the eavesdropper, we perform sta-
tistical analysis on the eavesdropping rate to derive the
optimal solution for the secure transmission.

The rest of this paper is organized as follows. In Section II,
we describe the system model. The EE maximization problem
is formulated and optimized in Section III. Then, the secrecy
rate maximization for short-packet secure transmission is given
and solved in Section IV. We present the simulation results in
Section V, and conclude the work in Section VI.

Notation: Boldface lowercase and uppercase letters identify
vectors and matrices, respectively. CM > represents the M x
N complex matrix. aff and ||a|| are the conjugate transpose
and Euclidean norm of vector a, respectively. Pr {z} and E [z]
are the probability and the expectation of the random variable
x. CN (u, 0?) denotes the complex Gaussian distribution with
mean g and variance o2. Io(*) represents the first-kind and
the zero-order Bessel function. x2(k,\) represents the non-
central chi-square distribution with £ degrees of freedom and
the non-centrality parameter of \.

II. SYSTEM MODEL

In the network, a UAV collects data from randomly dis-
tributed sensors, and then transmits them to the BS, as shown
in Fig. 1. The data transmission consists of two parts, namely
the data collection phase and the secure transmission phase.
The sensors, the BS, and the eavesdropper are all assumed to
equip with a single antenna. The UAV is assumed to have a
single receiving antenna and multiple transmitting antennas.
In the data collection phase, the UAV flies according to
its designed trajectory w and collects data from the sensors
according to their scheduling variable ¢;[n]. After data col-
lection, the UAV transmits the received data via precoding
to the legitimate BS while avoiding being eavesdropped by
the eavesdropper. The distributed area of sensors is assumed
to be much smaller compared with the distance between the
UAV and BS, which leads to a tiny impact of the UAV
trajectory on the transmission performance towards the BS
in the second phase. Therefore, in the proposed scheme,
we first design the trajectory of UAV, and then characterize
the secure transmission to the BS, which is described as
follows.
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A. Data Collection Phase

There are S sensors randomly distributed in the square
area with the length of each side as L, where the location
of the i-th sensor can be expressed as L;(x;,y;,0) € R'*3,
Vi € {1,---,S}. During the data collection, the UAV flies
over the area with a fixed height H. The data collection
phase is conducted for a duration 7', which is equally divided
into N slots. Therefore, the duration of each time slot can
%. Then, the trajectory of UAV
can be simplified as w = [w[l], -+ ,w[n], -, w[N]], where
wln] = (z[n],y[n], H) € R¥>3 ¥n = {1,---,N} is the
location of UAV in the n-th slot. Besides, the UAV can
adjust its trajectory w and speed v < V4, to achieve
better transmission performance, where V., is the maximum
achievable speed of UAV. Assume that the UAV returns to its
original location after finishing the data collection within 7',
and we have

be expressed as At =

w[1] = w[N]. (1)

In addition, the duration of each slot is small. Thus,
Ayav[n] = ||w[n]—w[n—1]|| can be approximately unchanged
compared to H, which is expressed as

Auav [n] < Atvmamy ) N7 (2)

er:27
and

Auav[n]geHa n:27 7N7 (3)

where 0 < 0 < 1.

In the data collection, the i-th sensor should transmit at least
B; bits to the UAV during its assigned time slots. Consider
that the UAV adopts time-division multiple access, which
indicates that the UAV only serves one user within each
time slot. Define a boolean symbol t;[n], Vi € {1,---,S}
and Vn € {1,---, N}, to describe the scheduling variable
for all sensors, where t;[n] = 1 represents that the i-th
sensor can send data to the UAV during the n-th slot and
t;[n] = 0 indicates that the i-th sensor keeps silence. The
scheduling variable ¢;[n] can be described as

tl[n}:{ovl}v ViE{l,'-~7S}, Vn6{1,~~-,N}, (4)

and
S
d tiln]<1, Vne{l,-- N} (5)
i=1

Assume that the channel coefficient g, between the i-th
sensor and UAV follows the large-scale LoS channel, which
can be described as

.gSzuzwldeov VZ€{1775}7 (6)

where pg is the path loss reference at 1 m for LoS, and «
represents the path loss exponent. dg,, denotes the distance
between the ¢-th sensor and UAV, which can be denoted as

dsyu = ||Li —w(n]l],  Vie{l,---, S} ™

The blocklength of each sensor is assumed to be N,. Apart
from the traditional data rate in an infinite system, the capacity
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TABLE I
PARAMETER DEFINITIONS IN (12)
Parameter || Definition

Pyig Profile power of blades

Vg Tip speed of rotor blades
Tdrag Fuselage drag ratio
Pair Density of air
hrtor Solidity of rotor
Srtor Disc area of rotor
Pipa Induced power when A%;’["] =0

v Mean induced speed of motor

should take the decoding error probability €, at the UAV into
consideration. Thus, the transmission rate of the ¢-th sensor
during the n-th slot can be described as

Vl[n] Qil(GS)

Ri[n] = ti[n]logy | (1 + v[n]) — N e |

®)

where Q~1(x) represents the inverse Q-function. The signal-
to-noise ratio (SNR) v;[n] can be described as

7[”] _ Pspg
' dgiqu’

®

where o2 represents the variance of the Gaussian noise and
P is the transmit power of each sensor. In addition, V;[n] in
(8) can be defined as

Viln] =1 — (1 4+ y[n])~2 (10)

Thus, the total transmitted data D,.,, from the distributed
sensors within the whole duration 7" can be defined as

S N
Deen =Y Y Ri[n]At.

1=1n=1

an

The UAV is assumed to be rotary-wing, and its propulsion
power is much higher than the communication part. Thus,
we only consider the propulsion energy in the trajectory design
when maximizing the EE. The power consumed by the UAV
during the n-th time slot to support flying can be described
as (12), shown at the bottom of the next page, where its
parameters can be referred to Table I.

Based on (12), the total propulsion energy consumption
FE.q, of UAV can be calculated as

N
Buaw =Y, Puav[n]At. (13)
n=1
Then, the EE r;. can be defined as
DSETL
.= . 14
Tt E’U.(L’U ( )

We also constrain the consumed energy of the i-th sensor
to be smaller than its total energy F; as

N
> tiln]P.At < B, (15)
n=1
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and the transmitted data of the i-th sensor to be no smaller
than its sensed data B; as

(16)

B. Secure Short-Packet Transmission Phase

After receiving the data from the sensors, the UAV transmits
them to the BS with M antennas in blocklength N,,, where the
BS locates at Ly (zy, yp, 25) € RY*3. Assume that the channel
coefficient g, [n] in the n-th time slot between the UAV and BS
follows the large-scale LoS path loss, which can be expressed
as

g,[n] = (17)

where dy[n] £ ||Ly —w[n]||,¥n € {1,---, N}, is the distance
between the UAV and BS at the n-th slot, and hy[n] =
{he, [0, hey [n]} € CYM represents the LoS channel
components between the M antennas of UAV and the BS,
where V|hy,[n]] = 1 for ¢ € {1,---,M} is the channel
coefficient for the i-th antenna.

In addition, there exists a terrestrial eavesdropper located
near the BS, and the UAV does not know its accurate location.
Thus, we analyze the secure transmission under the worst
situation, where the closest location of the eavesdropper to
the UAV is estimated at L.(zc,y.,0) € RY™3. Assume
that the channel coefficient g, [n] during each time slot between
the UAV and eavesdropper follows a large-scale path loss and
a small-scale Rician fading as

Po

_Po 14
do[n]® [,

7d6[n]o‘he n
(18)

g.[n] = (cther[n] + enhen[n]) =

which cannot be obtained by the UAV. d.[n] = ||L. —
wln]||,¥n € {1,---, N}, is the distance between the UAV and

eavesdropper during the n-th time slot. ¢, = 4/ HLK and cy =

ﬁ are the LoS and non-LoS (NLoS) channel coefficients
of Rician fading, where K is the Rician factor. The LoS chan-
nel component h.r[n] £ {her,[n], -+, her, [n]} € CXM
follows |h.r,[n]| = 1,Vi € {1,---, M}, and the Rayleigh
fading component h.x[n] = {hen,[n], -, heny 0]} €
CY*M satisfies hen, [n] ~ CN(0,1),¥i € {1,---, M}.

Assume that the UAV performs the maximum ratio trans-
mission (MRT) via precoding towards the BS, where the
precoding vector u[n] during each slot at the UAV can be

described as
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The UAV precodes the transmitted signal of blocklength N,
with transmit power P,, where the received SNR at the BS
during the n-th slot can be described as

P.po|hy[n]uln]|? _ P,poM
o?dp[n]® o2dy[n]e

Similar to the SNR at the BS, the SNR at the malicious
eavesdropper can be described as

Yo[n] = (20)

o2de[n]® @D

Ye[n] =

Similar to (8), the channel capacities from the UAV to

both the BS and eavesdropper are smaller than the traditional

infinite blocklength transmission. The maximum achievable

transmission rate R,[n] of each slot can be expressed
as

_ wln](veln] +2) Q1 (e)
Ry[n] = log, (1 + y[n]) — &mﬁﬂﬂ)z 2

(22)

where n € {1,---,N}. € is the maximum allowed error
decoding probability. The maximum achievable eavesdropping
rate at the eavesdropper can be demonstrated as

Yeln](veln] +2) Q71 (de)
Ny(Yeln] +1)2 In2 7’
(23)

Re[n] = logy (1 4 7e[n]) —

where n € {1,---,N}, and 0. is the information leakage
probability.

Based on [28], the lower bound to the secrecy rate Rg[n]
during each time slot can be described as (24), shown at the
bottom of the next page.

The secure transmission outage occurs when the transmis-
sion rate Rg[n] of the n-th slot is larger than the secrecy
rate capacity. To guarantee the security, we define the secrecy
outage probability p,,:[n] in each time slot as

Pout[n] = Pr{Rs[n] < Ro[n]}, (25)

In the following, the EE maximization for data collec-
tion is investigated in Section III, while the secrecy rate in
short-packet transmission is maximized in Section IV.

III. ENERGY EFFICIENCY MAXIMIZATION

Owning to the energy limitation, the maximum flying dura-
tion of UAV is limited. To balance between the flight duration
of UAV and the amount of collected data, we optimize the

ufn] = hf:{ [n] (19) trajectory of UAV and the scheduling variable of each sensor
~hy[n]|| to achieve higher EE for data collection in this section.
%
3Auav [’I’L] 2 1 Auaﬂ) [n]S Auav [TL]4 Auuv [’I’L]2
Puav [TL] - Pbld <1 + W + irdragpairhrtorsrtorT + P)ind 1 + 4@4At4 - 2172At2 . (12)
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A. Problem Formulation

The trajectory w of UAV and the scheduling vector
{ti[n],¥i={1,---,S},Vn={1,--- ,N}} are opti-
mized. In addition, we also optimize the total flight duration
of UAV to achieve a higher EE. By optimizing the trajectory
w of UAYV, the scheduling vector t, and the flight duration 7,
we aim at maximizing EE 7;.. The optimization problem can
be formulated as

P1: max 74 (26a)
w,t,T
s.t. w[l] = w[N], (26b)
Au(w [’I’L} S At‘/max, (260)
Aavln] < 0H, (26d)
N
> tiln]P.AL < B, (26€)
n=1
N
> Ri[n]At > B;, (26f)
n=1
s
S hln) <1, (269)
i=1
0<t;n] <1, (26h)

which has a non-convex structure and is difficult to solve.
Thus, we propose an iterative algorithm to solve the proposed
problem via SCA. We first optimize the scheduling vector t
and flight duration 7" with a given trajectory w. Then, with
the optimized t and 7', the trajectory w can be updated.

B. Optimization of Scheduling and Flight Duration

According to the definition of At¢, we reformulate P1 as the
optimization of At instead of T, since 1. is the expression
of At. Thus, for a given trajectory w of UAV, the problem P1

2479
described as
Eycvz(AL) ﬁ: Pyq <At + W)
+%Tdragpairhrto7°srtor :1 Au%t[zn]?’ (28)

Eunev:(At) is the non-convex component in F,q, with
respect to At, and can be described as

1
uav [nyl Auav [TL] 2\’
uchm (At zndz < At4 4@4 - 2@2
(29)

From (27), we can see that ZZ 1 En 1 Ri[n]At is
non-concave and FE, ey (At) is non-convex, which makes
P1.1 mathematically unsolvable. Therefore, we introduce an
auxiliary parameter Ry [i] as

ZR

to transfer the non-concave (27a) into a different version, the
numerator part of which can be changed into

ZRN

In addition, we introduce another auxiliary parameter z[n]
to upper bound a complex component in F,ncyp, as

Ryi)? (30)

(3D

9671

Au(l'U [n]4 A?MJ’U
4% 202
By performing the simple algebra transformation on (32),
we have

z[n)? >/ Atd + (32)

L. 2
can be simplified as At* < z[n]* + Aut;l;[”] 2[n)?, (33)
S Sy Riln)At . o

P1.1: =2 == 2
rggi{ Frono (A 1 Funens (B0 (27a)  which changes Fyncve(At) in (29) into
s.t. AW, < AtVimas, 27b N
[ ] ( ) Euchz(At) S Pind Z zn (34)
Zt |P,At < E;, (27¢) n=1
n—1 Then, P1.1 can be transformed as
S 12
Z Ri[n]At > B, (27d) Pl.l.a: max 2iz1 Bn ]
oounc CALRN 1200 By (AL) 4+ Pina Y0, 2[0]
s (35a)
Z (27¢) ,
P s.t. (27b) (27e), (27]) (35b)
0<tln] <1, 27
tin] < 70 Zt < At (35¢)
where Euay = Fyevs (At) + Eyunevs (At). Eyevs (At) is the n=1
convex component in E,,, with respect to At, and can be Ryli } > B;, (35d)
Rl = og, (1l — logs (1-+.[a]) — | 20000 GBI e
+ 1 ln 2\/ + 1 ln 2/ N,
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N
> <) RinjAt (35¢)
n=1
2
Att < z[n)t + Mz[nf (35f)

,172
To ensure that (35) is mathematically solvable, we need to
change (35¢) and (35¢) into concave ones with respect to At.
Also, (35d) and (35f) need to be changed into concave ones
with respect to Ry [é] and z[n], respectively.

We apply the first-order Taylor expansion to change the
above-mentioned functions into their concave versions. Then,
iteratively performing SCA, the optimal values of t, At, Rx|i],
z[n] can be achieved.

The first-order Taylor expansion of (35¢) with a given point
At("can be expressed as

E; 1 1 2 N
N T R (N _A+M) | > .
0> E; ( e ( ne) ) (At At )) > 321 ti[n]P.
(36)

where At(") is assumed to be the optimal value of At in (35)
from the r-th iteration.
Similarly, (35d) can be expanded at a given point RE\?) [i] as

Ryli? = R + 2R1i) (Ruli] - RY) = Bi, - (37)

where RS\T,) [i] is assumed to be the optimal value of Ry[i] in
(35) from the r-th iteration.

Also, according to the hyperbolic constraint [29], we have
(35e) if and only if

2Ry [i]?

P

We can replace (35e) with (38). The expansion of (35f) at a
given point z(")[n] can be changed to

Auaf) [n]Q
> 2M[n)* 4+ 42 [n)? (z[n] — 2 [n])

Bt 1o 12 20 (afo] - 20l ] 2 A,

v
(39)

(38)

N
H < " (Rifn] - Av).

n=1

~AY)

z[n)* + 2[n)?

where 2(")[n] is assumed to be the optimal value of z[n] in
(35) from the r-th iteration.

Thus, P1.1.a can be changed into a mathematically solvable
problem as

R + 280 (Rwli] - Bl

P1.1.b: max

t.AL Ry [i],2[n] Eucvr(At) + Ping anl z[n]
(40a)
s.t. (27b), (27¢), (27/), (40b)

1 1\’
N — At
E (At(r) (At(r)> (at-at ))
N

> tin]P (40¢)

n=1

IEEE TRANSACTIONS ON COMMUNICATIONS, VOL. 71, NO. 4, APRIL 2023

RO + 2R [i] (RNH R%)[ﬂ) > Bi,
(40d)
- XN: Riln (40¢)
Buanlnl” T 49 200 COREID)]

(40f)
2 [n)* 4 42 [n]3 (z[n] — 2 [n]) > At

[l i ao | < -
. (40g)

which is convex, and can be solved by existing convex
programming tools such as CVX.

C. Optimization of UAV Trajectory

Then, we optimize the trajectory w of UAV with the given
scheduling vector t and flight duration 7. The optimization
problem can be reformulated as

Ziszl 25:1 R;[n|At

PL2Z: max 2 (8D + Buvens (8 41
s.t. w[1] = w[N], (41b)

Auau [TL] S Atvmamy (410)

Ayaw[n] < 0H, (41d)

ZR At > B;, (41e)

where the numerator of (41a) is non-concave, Fynevr(At) is
non-convex, and (41e) is non-concave with respect to w. Thus,
we need to transform them into a mathematically solvable
problem. The first-order Taylor expansion is utilized to change
them into a mathematically solvable convex expression.
First, R;[n] can be expanded at a given point w(™)[n] to

R;[n] > RY[n], 42)

where
R'n) = B[] + RO ] (Jlwfn] - L]
]~ Li]|*)

w(") [n] is assumed to be the optimal value of w[n] in (41) from
the r-th iteration, and RZ(-O) [n] = R;i[n](w™[n]). Rz(-l) [n] is the
first-order derivative of R;[n] with respect to |||w[n] — Li]||*
which can be derived as
Ollw™n] — Ly~

07" [n] Q" 99V, [n]
E)(Hw(”[n] Li~ ) A([lw™ [n]—Li|~)

(44)

(43)

RV n] =

= ti[n]
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where
e —Pypo s)
A([lw™n] — Lll*) o2 (lw™[n] — Li||*)
and
8Vi(r) [n] B —2P;po
O] = Lill?)  o2(1 4~ [a)® (] = Li*)
(46)
Then, (41e) can be changed into
N N
> RilnJAt > > RP[n]At > B, (47)
n=1 n=1
Similar to (32), we have
Att o Auau[n]?
_— < _— 48
p ST T “®

where the right hand is non-concave with respect to z[n],
which can be expanded into

Autw [n]2
@2

> (z(r) [n])2 +2 2 n] (z[n} -z [n])

+v% () = w 1])T (wln] — wln — 1))
B R R i

z[n)? +

49
v 02 “9)
In (49), 2(")[n] is assumed to be the optimal value of z[n] in
(41) from the r-th iteration.

Finally, (41) can be changed into a mathematically solvable

problem as

Sr S RV ) At

Pl.2.a: max N (50a)
w,z[n] Eucvx(At) + Pind Zn:l Z[n]
s.t. w[l] = w[N], (50b)
Auav [n] S At‘/’(fLa.'L‘7 (SOC)
Aavln] < 0H, (50d)
S N
> .Y R’WjAt> B, (50e)
s=1n=1
2 T

=l (w(’“) [n] —w™ [n — 1]) (w[n]—w[n—1])

+ (z(r) [n])2 +2 2] (z[n] — 20 [n])
el w12 At

02’

(50f)

which can be solved by existing convex programming tools
such as CVX.

Then, the optimal trajectory w*, flight duration 7%, and
scheduling vector t* can be obtained by iteratively solving
P1.1.b and P1.2.a.

Accordingly, Algorithm 1 is summarized to solve P1.

The computational complexity of the proposed scheme
can be concluded as follows. There are N — 1 linear matrix

02
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Algorithm 1 Iterative Algorithm to Solve P1

1. Initialization Initialize w(©, ¢(9) A¢(©),

2: Set iteration index r = 0.

3: repeat

4 Obtain t+1) and AtC*+D from (40), under the
given w(").

5 Obtain w"+1) from (50), under the given t"+") and
A+,

6: Setr =r+ 1.

7: until Convergence

8 Set t* =t At* = At("), and w* = w(r),

inequalities (LMI) of dimension 1, N LMI of dimension 1,
2S LMI of dimension N, I LMI of dimension 1, I LMI
of dimension 1, N LMI of dimension 1, S second-order
cones (SOC) of dimension 3, and S SOC of dimension
2 in Step 4. In addition, the total number of variables is
2S5 + N + 1. Then, the number of iterations is O(SN),
and the complexity of each is O (N2S(N?+ 52 + SN)).
Accordingly, the total computational complexity of Step 4
is O (N4'551'5 +N2.553.5 +N3.582.5). Similarly, the
computational complexity of Step 5 can be calculated as
O (VN + S(N? 4+ SN?)). Thus, the overall computational
complexity of Algorithm 1 can be expressed as
O <N4'551'5 + N2'5S3'5 + N3'552'5>.

IV. SECRECY RATE MAXIMIZATION

During the data collection, the UAV also transfers the
received data from the sensors together with its own data to
the BS. Meanwhile, it should prevent the adversarial eaves-
dropping, with the secrecy outage probability requirement
satisfied. Therefore, we should optimize the transmit power P,
and the information blocklength N,, to maximize the secrecy
rate, while keeping the secrecy outage probability and the
eavesdropping rate lower than the constraints.

Thus, the optimization can be formulated as

N
P2: max ; R[n] (51a)

st. P, <P, .., (51b)

Ny, < Ny, oo (51c¢)

Re[n] <, (51d)

Pout[n] <&, (51e)

where P, . is the maximum allowed transmit power of UAV,
N,,... represents the maximum allowed information block-

length, and r and & denote the thresholds of eavesdropping
rate and outage probability, respectively.

The environmental noise is usually smaller than the signal
power. In the rest of this paper, we consider the large SNR

o [n](ve[n]+2)
(7p[n]+1)2

approach to 1. Thus, we have

L+l Q7' +Q7 () _ =
- = R;[n].

1+ 7e[n] In2v/N,

Ye[n](ve[n]+2)

and (eln]+1)?

situation, where both

&MZb&(
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Then, the expression of p,,:[n] is derived in Proposition 1.
Proposition 1: The detailed expression of pu,:[n] in (25)

follows
A (b v q["}> dgln].  (53)

+oo 1
In] = / 1
Pout () @° a’

Proof: The pyu:[n] defined in (25) can be changed into
(54), as shown at the bottom of the next page, where g[n] =

|h.[n]u[n]|, and f (P,) can be expressed as
f(Pa)
R
- Papo
(55)
Since c¢phep[njuln] in g¢[n] is a constant while

cnhen[njuln] is a random variable, we transform g[n]
for analysis simplicity as

qn] = |az + ]|, (56)

where b = cphep[n]u[n], a = ¢y, and & = hey[njuln]. It is
proved in [30] that h.y[n]u[n] ~ CA(0,1). According to [31],
q[n] ~ x2(2,b%) and the probability density function of g[n]
can be expressed as

falaln]) = e 57)

1 _anjte? (b\/q[n]>
FERN ) 5 .
a
Therefore, pou:[n] in (54) can be changed into (53).
Proposition 1 is proved. [ |
Then, since the trajectory is optimized in P1, the maximiza-
tion of 22;1 Rs[n] is equivalent to maximizing each Rg[n].
Thus, P2 can be reformulated into

P21:  max R[] (58a)
st. Py <P, | (58b)

Ny < Ny s (58c)

Re[n] <, (58d)

Pout[n] <&. (58e)

To derive the optimal transmit power P of UAV and
the optimal blocklength N, we analyze the monotonicity of
R, [n], Re[n], and poyu:[n] with respect to P, and N, in the
following propositions.

Proposition 2: R4[n] monotonically increases with respect
to P, and N,.

Proof: From the expression in (52), we have the first-order
derivative of R,[n] with respect to P, as

ORs[n] _ Mpo/In2 [heu|?py/In2
OP, ~ (dp[n]®c2+MP,py)  (de[n]®c? + [heu|2P,p0)
poo? (de[n]*M — [heu?dy[n]*) /In2
(dv[n]*o? + M P,po) (de[n]*o® + [heu|? Papo)”
(59)

With the definition of each parameter in (59), it is easy to con-
clude Q%P["} > 0, which indicates that R,[n] monotonically

a

increases with the transmit power P, at the UAV.
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In addition, we have the first-order derivative of R,[n] with
respect to N, as

OR,[n)
AN,

from which, we can conclude that R, [n] monotonically
increases with N,,.

Proposition 2 is proved. [ ]

Therefore, to achieve higher Rs [n], we need to set larger N,,
and P,. Then, the first-order derivative of eavesdropping rate
R.[n] with respect to P, and N,, is analyzed in Proposition 3.

Proposition 3: R.[n] monotonically increases with P,
and N,,.

Proof: First, in the large SNR scenario, the first-order

derivative of eavesdropping rate R.[n] with respect to P, can
be derived as

_Q9+Q Nt

212 (60)

ORe[n] _ polhe[n]u[n]® > 0.

0Py (1+7e[n]) In2 de[n]*

Then, the first-order derivative of eavesdropping rate R.[n]
with respect to IV,, can be derived as

aRe[n] _Q_l(‘s) -3
ON, ~ 2lng Nu >0

Thus, we can conclude that the increase of P, and N, will
both result in a larger R.[n].
Proposition 3 is proved. |
Furthermore, we have the first-order derivative of pyq:[n]
with respect to P, and N, in Proposition 4.
Proposition 4: poyt[n] monotonicially decreases with P,
and N,.
Proof: The first-order derivative of R.[n] with respect to
P, can be described as
. 2 vy
Opout[n] _ T VIR o1 (py) 63
oP, a? opr, ’ (63)
where we can derive the first-order derivative of f (P,) with
respect to P, from (55) as

(QC[n] [(db[n}gig’%&% . 1} +1) o2d,[n]®

(61)

(62)

9 (Pa) _
8Pa ngo
In c[n]M P, po 24 [ ]a
(dy[n]®02+ M Papo)n2? Gell

>

> P2po >0, (64)
where
M P,po Q') +Q7"(%)

=1 1 — — .
eln] = log, < + Jde[n]O‘) In2y/N, Roln]
(65)

From (63) and (64), we can see that 8”%}{}“ < 0, which
indicates that p,,:[n] monotonically decreases with P,. Thus,
to achieve a smaller p,,:[n], we need to increase the transmit
power at the UAV.

Besides, we have the first-order derivative of p,,:[n] with
respect to N,, as

e (b«/g(N"))
@ 0 o2
ON,, a? ON, '’
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where we set (V) = f (P,). ag(N ) can be derived as

89(Nu) 1(6)+Q ( de)
ON, 21In2

_ oelinl 1y 29 N %>0. (67)
Thus, we can conclude that 22 T ("l ~ 0, which indicates that
we should increase N, to achieve a smaller secrecy outage
probability poy:[n].
Proposition 4 is proved. |
Then, the solution to P2.1 can be derived in Proposition 5.
Proposition 5: The optimal transmit power P, and block-

length N, at the UAV for P2.1 can be derived as
Py =min{P,,,., Ren] " (Nj, )},
where N

+ can be derived via the traversal algorithm to
maximize R [n](PNv, N,).

Proof:  To satisfy (58d), we need to keep the trans-
mit power P, and the blocklength N, small. However, the
decrease of both P, and N, will result in the decrease of
R,[n] and the increase of p,y:[n]. Therefore, we set P, and
N, as large as possible with (58d) satisfied.

We first derive the upper bounds of P, and N, with
(58d) taking the equality, and then figure out the optimal
pair of (P*, N*) to maximize R,[n] while guaranteeing (58e).
However, there exists a trade-off between P, and N, owing
to that both of their increase can improve the performance.
Since N, is an integer, we derive the expression of the upper
bound of P, from R.[n] = r as PN« = R.[n]=Y(Ny,7),
where R.[n]~!(x) is the inverse function of R.[n]. However,
since we cannot obtain h,[n] in R.[n], we replace R.[n] with
its mean value of R,[n]. Thus, PN« can be derived as

P = Re[n] ™! (Nu, 7).

Proposition 5 is proved. [ ]

Remark: According to (68), P, should be reduced to P,
when R.[n|"Y(Nz,r) > P, ...
adjusted accordingly by maximizing R, [n](P,

Amazx

(68)

max

(69)

max

Then, N,;; should also be
Ny).

V. SIMULATION RESULTS AND DISCUSSION

Simulation results are provided to demonstrate the effective-
ness of the proposed scheme. There are six sensors randomly
distributed within a square ground with each side of 1500 m.
The UAV is flying above the square area with a fixed altitude
H = 100 m. The maximum velocity of UAV is set as V40 =
50 m/s, and the flight duration 7" is divided into N = 60 time
slots. For the aerodynamic propulsion parameters of UAV, the
profile power of blades P;q = 79.86 W, the tip speed of rotor
blades vy = 120 m/s, the fuselage drag ratio 74,4y = 0.6,
the density of air pg; = 1.225 kg/m3, the solidity of rotor
hrtor = 0.05, the disc area of rotor S, = 0.50 m?, the
induced power Pj,q = 88.61 W when Auavin] _ () and the
mean induced speed of motor v = 4.03 m/s according to [32].
The number of antennas at the UAV is set to M = 8. Assume
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Fig. 2. Comparison of trajectories under different minimum collected data
B; of the proposed scheme and the benchmark.

that the BS locates at L;(7000,0,100) and the estimated
closest location of eavesdropper is at L. (7500, 0,0) in meters.
In addition, the environmental noise power variance is set as
0% = —110 dBm. The large-scale channel fading reference at
1 m can be set to pg = 1075. The channel fading parameters
are assumed as K = 5 and o = 2. According to [33],
N, > 100 is usually set. In the simulation, we also examine
the case when N,, < 100 to show the influence of blocklength.

A. Data Collection Phase

The trajectories of UAV are compared in Fig. 2, when the
lower bound of collected data for each sensor is set to B; =
40 bit/Hz, B; = 60 bit/Hz, B; = 80 bit/Hz in the proposed EE
algorithm, and B; = 40 bit/Hz for the benchmark, respectively.
The transmit power P; at each sensor is set to 0.1 W. The
proposed scheme focuses more on the EE. In the benchmark,
the UAV boosts to its maximum velocity V., to fly to each
sensor and then hovers above it to collect 40 bit/Hz data in
each round. We use different colors to represent the time slots
assigned to different users during the collection. From the
results, we can see that the trajectories of the proposed scheme
in different settings tend to be shorter, and the UAV tends to
hover above the two central users for a longer time. This is
because a shorter path can reduce the energy consumption of
UAV and thus increase EE. Hovering around the centered users
can also save energy. In addition, we can see that the UAV
tends to fly closer to other edge users when B; increases.

In Fig. 3, the EE r,. and sum collected data are compared
between the proposed EE scheme and the benchmark with
different B;. The transmit power Ps in each scheme is set as
0.1 W. From the results, we can see that the proposed scheme
is superior in both EE and collected data. Specifically, the
collected data of both schemes increase with ;. On the other
hand, the EE of the proposed scheme decreases with B; while
that of the benchmark monotonically increases with B;. This
is because higher data requirement results in a longer flight
duration for the proposed scheme, which increases the energy
consumption of UAV and thus reduces the EE.

() +Q”
In 2+/N,,

MP, -1
Dout[n]=Pr <10g2 <1+ po >— Q

o2dy[n]”

1
(%) —log, (1 +

=Pr(gn]=f(P)). (54

arzaln]) < Rali)
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Fig. 4. Comparison of EE and sum collected data between the proposed
scheme and the benchmark with different transmit power Ps at the sensors.

The impacts of the transmit power P at each sensor on the
EE and collected data are plotted in Fig. 4, where the proposed
scheme is compared to the benchmark. The minimum collected
data in both schemes is set as B; = 40 bit/Hz. From the results,
we can observe that regardless of the values of transmit power
Ps, the proposed scheme can achieve better performance of
both EE and collected data. Moreover, the collected data of
the proposed scheme decreases with the incremental of the
transmit power Ps. This is due to the fact that the increase of
P of each sensor results in a higher transmission rate, which
can satisfy the minimum collected data B; with a shorter flight
duration.

B. Short-Packet Transmission Phase

Fig. 5 shows the impact of P, on the average achievable
eavesdropping rate R., transmission rate R, and secrecy rate
Rs. We set B; = 40 bit/s, P, = 0.1 W and N,, = 20. From
the results, we can see that although the eavesdropping rate
R, increases with P,, the transmission rate R, towards the
BS increases more rapidly, which enables the secrecy rate R,
to increase with P,. This is because the MRT can result in
higher SINR at the legitimate receiver.

The impacts of the blocklength N,, on Ry, R., and R are
investigated in Fig. 6. We have P; = 0.1 W, B; = 40 bit/Hz
and P, = 0.1 W. From the results, we can see that R., Ry,
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Fig. 5. Comparison of the average achievable eavesdropping rate R,

transmission rate R and secrecy rate Rs with different transmit power P,
of UAV.
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Fig. 6. Comparison of the average achievable eavesdropping rate Re,
transmission rate Ry and secrecy rate Rs with different blocklength N,.

and R all increase with the blocklength N,,. This is because
the MRT can bring a higher SINR at BS, which enables R,
to increase faster than R..

Then, the impact of P, and NN, on the secrecy outage
propability p,,; is shown in Fig. 7. We have P; = 0.1 W,
B; = 40 bit/Hz and Ry[n] = 1.8 bit/s/Hz. From the results,
we can see that the secrecy outage probability p,,; decreases
with P,. In addition, the increase of IV, can also lead to the
reduction of p,,:. Thus, a smaller p,,; can be achieved by
either a higher P, or a larger N,,.

Finally, the impacts of the blocklength V,, and eavesdrop-
ping rate threshold r on the maximum achievable secrecy rate
R and R, are investigated in Fig. 8. We have B; = 40 bit/s
and P, = 0.1 W. The transmit power P, is derived from (68).
From the results, we can see that I; decreases with N,, with
a given r, which indicates that the optimal transmit power P,
also decreases with V,. This is because there is a trade-off
between the maximum allowed transmit power P, and the
blocklength N,, under a given threshold r. In addition, the
maximum achievable R, first increases with V,, sharply, and
then reaches a saturation level. This is because increasing the
blocklength can enlarge the achievable secrecy rate, however,
bounded by Shannon capacity. To evaluate the effectiveness
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of the proposed scheme, we investigate the optimized P and
N;* under different values of the eavesdropping rate threshold
r in Fig. 9, where 100 < N,, < 200. From the results, we can
see that P increases as r, while NV;; equaling to the smallest
value when r is small but increases when r gets bigger. This
indicates that N, has more impact on R, compared with
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Ry when r is small, and smaller N, can achieve larger R;.
However, larger N, is preferred when r increases.

VI. CONCLUSION

A secure short-packet data collection and transmission
scheme for UAV-assisted wireless networks has been proposed
in this paper. First, the trajectory together with the flight
duration of UAV and the user scheduling are jointly designed
to maximize the EE in the data collection phase. The formu-
lated optimization problem is non-convex and mathematically
unsolvable. We utilize the first-order Taylor expansion to
convert it to two convex subproblems, which are solved via
SCA. Then, in the data transmission phase, with the derived
optimal trajectory of UAV, we optimize the transmit power
and the blocklength of the secure short-packet transmission
from the UAV to BS against the malicious eavesdropping
to achieve a maximum secrecy rate while guaranteeing the
reliability. Finally, simulation results are presented to evaluate
the effectiveness of the proposed scheme.
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Wireless Networks
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Abstract—Combined with the unmanned aerial vehicle (UAV),
intelligent reflecting surface (IRS) can leverage the adjustable
mobility and flexible deployment, thus enhancing the quality of
wireless transmission via line-of-sight (LoS) links. However, IRS-
assisted UAV network may also encounter security issues in the
physical layer. To realize the secure transmission and improve
transmission performance, we investigate an IRS-assisted UAV
network against an eavesdropper in this paper, where the IRS
is mounted on the UAV to leverage its mobility. Our goal is
to maximize the secrecy rate while improving overall transmis-
sion performance by jointly optimizing the transmit/jamming
beamforming vectors, phase shifting matrix, and the hovering
location of IRS. Owing to the non-convexity of the summarized
optimization problem, we decompose the optimization problem
into three subproblems and solve them alternately to derive the
optimal beamforming vectors, UAV location and phase shifting
matrix. First, transmit/jamming beamforming vectors are derived
with given IRS location and phase shifting matrix. Then, we
adopt the first-order Taylor expansion to change the non-convex
location optimization subproblems into a mathematical solvable
convex version, and then solve it through successive convex
approximation (SCA) with given phase shifting matrix and
beamforming vetors. Next, with given UAV hovering location and
and beamforming vetors, the phase shifting matrix is optimized
via semidefinite relaxation (SDR) and SCA. Simulation results
are provided to evaluate the effectiveness of our proposed secure
IRS-on-UAV transmission scheme.

Index Terms—Intelligent reflecting surface, location optimiza-
tion, secure transmission, transmit/jamming power split, un-
manned aerial vehicle.

I. INTRODUCTION

The intelligent reflecting surface (IRS) has attracted tremen-
dous intention owing to its flexible deployment, easy configu-
ration, and channel capacity improvement [2]. Consisting of a
number of two-dimensional artificial electromagnetic surfaces,
IRS is able to change the channel electromagnetic properties
through its scattering elements [3], [4]. Technically, IRS can
realize the re-design of channel fading via programming the
amplitude and phase shifting of the passive reconfigurable
reflection elements without extra high power consumption [5],
[6]. The total received signals can be enhanced or reduced
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with the directly transmitted signals at specific receivers by
properly designing phase shifts of the IRS units [7]. In [8], You
et al. investigated the effectiveness of active and passive IRS
in wireless communications, where they concluded that the
passive IRS can achieve better performance with a sufficiently
large amount of elements. IRS is able to be leveraged to
migrate interference in a wireless network as well. In [9], Pang
et al. exploited IRSs in a cellular connected UAV network
to migrate/eliminate the interference caused by line-of-sight
(LoS) channels in both uplinks and downlinks. In addition,
the utilization of the IRSs can also improve the transmission
security through its reconfigurable channel property. Wang et
al. utilized beamforming and jamming to realize the secure
transmission in IRS-assisted non-orthogonal multiple access
(NOMA) networks in [10]. They alternately solved the non-
convex optimization to derive the optimal beamforming, jam-
ming, and phase shifting vectors to maximize the sum rate
of legitimate users while constraining the eavesdropping rate
under the limit. Although IRS can leverage channel design to
realize the enhancement of desired signals and suppressant of
undesired signals, the deployment of IRS still confronts some
critical problems [11]. First, IRS can occupy a large surface,
which results in the difficulty of deployment practically be-
cause the IRS can block a considerable area if attached to
the building surface. Then, the fixed attached-to-building IRS
has some non-avoidable blind zone, which causes transmission
inefficiency.

On the other hand, the unmanned aerial vehicle (UAV)
emerges with the advantages of high mobility and flexi-
ble deployment [12]-[14], which can solve the deployment
blocking problem of IRS. In the past few years, UAVs have
been endowed with tremendous values in both academic and
industry owing to their characteristics [15], [16]. Benefiting
from flexible mobility, convenient deployment, and low-cost
reusability, UAVs are widely utilized in emergency network-
ing, data collection, and remote cargo delivery. In addition, the
introduction of UAV-aided wireless communication improves
the transmission performance via superior LoS channels. Thus,
lots of research effort related to UAV-aided wireless networks
utilizing mobility and perfect LoS channels have been done.
In [17], Chen et al. applied UAVs as both the relay and
the warden in a long-range covert communication network.
The authors considered the mobility trade-off of both the
warden and the relay to maximize the transmission rate of
the transmitter while maintaining the covertness. In addition,
Zhu et al. proposed a UAV trajectory design and cluster heads
(CHs) assignment scheme to minimize the energy consump-
tion for a wireless sensor network (WSN) in [18], where a



novel deep reinforcement learning (DRL) was applied to solve
the optimized problem. Chen et al. utilized the mobility of a
UAV to achieve energy efficiency via data collection trajectory
optimization and guaranteed security via properly designing
the transmit parameters in [19].

Attaching the IRS to an UAV can solve the deployment
bottleneck of IRSs and further utilize the potential of LoS
channels [20], [21]. IRS can be deployed easily and be
engaged with mobility during its service [22]. On the other
hand, the phase reflection design can migrate the security
issues in UAV LoS channels. Few works have been conducted
concerning to secure IRS-mounted UAV communications. In
[23], Jiao et al. jointly optimized location and phase shifts of
the IRS-on-UAV to maximize the transmission rate of strong
link users while maintaining the minimum required rate of
other users in a NOMA network. The authors improved energy
efficiency of the system by jointly designing phase shifting
matrix of the IRS relay and beamforming vector at the base
station in [24]. The secrecy performance of an IRS-aided UAV
network was analyzed by Wang et al. in [25], where the signal-
to-noise ratio was statistically derived for both the legitimate
receiver and multiple cooperate or independent eavesdroppers.
Indeed, security is still critical in IRS-on-UAV networks owing
to the air-ground channel links. Pang et al. designed a secure
IRS-assisted UAV network in [26], where the trajectory, the
transmit beamforming of UAV base station, and the phase
shifts of relay IRS were jointly optimized to achieve the
maximum averaged secrecy rate against an eavesdropper. In
[27], Wei et al. attached an IRS on a UAV to assist direct links
blocked secure transmission against several eavesdroppers,
where the transmit beamforming for each access point, the
location of UAV, and phase shifts of IRS relay were jointly
optimized to maximize the sum secrecy rate of legitimate users
under the worst secure case.

Unlike most of the research works on IRS-on-UAV only
focusing on transmission performance, this paper investigates
secure transmission in an IRS-assisted UAV network. Al-
though [25] analyzed secrecy outage probability (SOP) in
an IRS-in-UAV network, it primarily focused on evaluating
security performance rather than directly optimizing the secure
metric. Different from [27], which considers the particular
situation of direct link has been blocked, we consider a more
general case where each receiver can receive signals from both
the direct link and the reflection link. In addition, we further
apply the transmit/jamming split and beamforming solution
to improve the secrecy performance. Moreover, the location
and phase shifting are also jointly designed to maximize
the secrecy rate. The main contributions of this paper are
summarized as follows.

o We investigate the secure transmission in an IRS-on-UAV
wireless network, where the mobility of UAV and the
reconfiguration of IRS channel links are combined to
achieve better communication performance and security.
In addition, the transmit/jamming power split and beam-
forming are also adopted to avoid eavesdropping and
achieve better transmission performance within legitimate
users.

e We also jointly considers beamforming, artificial jam-
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Fig. 1. IRS-on-UAV-assisted Wireless Network.

ming, IRS phase shifting, and UAV location to optimize
the secrecy rate while avoiding eavesdropping. The sum-
marized optimization problem is non-convex and math-
ematically difficult to solve. Therefore, we decompose
it into three subproblems and solve them iteratively and
alternately.

 First, the transmit/jamming power split and beamforming
vectors are jointly optimized with given phase shifting
matrix and location of IRS. With the optimized beam-
forming vectors and a given IRS location, the phase shifts
can be optimized to achieve a more considerable secrecy
rate. The location of the UAV is optimized with given
phase shifts and beamforming vectors to maximize the
secrecy rate under the constraints. Finally, the maximum
secrecy rate can be achieved by iteratively optimizing the
three above-mentioned subproblems.

The rest of this paper is organized as follows. Section II
depicts the system model and defines the key metrics used
in the rest of this paper. In Section III, the secrecy rate
maximization problem is formulated and alternately optimized.
Simulation results are demonstrated in Section IV to evaluate
the effectiveness of the proposed scheme. Section V summa-
rized the conclusion of this work.

Notation: Boldface lowercase letter a and uppercase letter A
identify vector and matrix, respectively. The M x N complex
matrix can be represented by CM*¥N_ |a| is the absolute
Euclidean norm value of a complex variable a, and ||a|| stands
the Euclidean norm value of vector a. diag(a) denotes the
diagonal matrix that stems the diagonal elements from vector
a. CN(0,1) stands for the complex Gaussian distribution
with zero mean and unit variance. The Hermitian operation
is denoted by (x)X. Tr(A) represents the trace of a square
matrix A.

II. SYSTEM MODEL

In our considered system a base station (BS) a transmits
confidential information to a receiver Bob b with the assistance
of an IRS » mounted on an UAV while avoiding eavesdropping
from an Eav e. The BS performs precoding to optimize the
power allocation between the transmit and jamming signals,
enhancing both security and overall performance. Additionally,



the phase shifting matrix and the location of the IRS are opti-
mized to mitigate eavesdropping and improve the transmission
rate for legitimate users. We assume that the BS is equipped
with M antennas and the IRS has N reflection elements,
Bob and Eav each has a single antenna. The locations of
BS, IRS, Bob, and Eav are assumed at L, = (24, Ya, H),
L, = (xr,yr,2r), Ly = (5, yp,0), Le = (Te,Ye,0), Where
the height of BS is set to H. The channel coefficients from
the BS to Bob, and Eav are denoted as h,, € C'*M | and
h,. € CY*M and follow large-scale path loss and a small-
scale Rician fading, which can be described as follows

L [ 1
\/7 <1+Kb ot VK, gr) -
_ o, fpo (Kb [ 1N

- \/;g daf <V1+Kbsg“+V1+Kbsg“ @

where d,;, and d,. are the distance from BS to Bob and Eav,
and can be defined as

dab = ||La - LbH: (3)

dae:||La_LeH~ (4)

po 1is the path loss reference at 1 m and o represents
the large-scale path loss exponent. K3 denotes the Rician
factor between BS and terrestrial users. gZ,, gZ. are the LoS
components of Rician fading and follow |g%, | = 1, and
lgk..| = 1. gl gll. are the NLoS components of Rician
fading, where gé\gi € gé\g, and gé\; € g follow complex
Gaussian distribution with zero mean and unit variance. For
both LoS and NLoS components ¢ = {1,--- , M}.

In addition, the channel coefficients from IRS to BS, Bob
and Eav are denoted by H,, € CN*M h,, ¢ C™*VN and
h,. € C**¥, which also follow a large-scale path loss with a
small-scale Rician fading, and can be described as

po { Kp1 L AN
Har Gar a'r Gar I 5
a'r’ ( +KBI 1"‘[(BI ) ( )
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where d,., d,, and d,.. are the distance from the IRS to BS,
Bob and Eav, respectively. They can be defined as

q

T

dar = ||Lr - Lll||7 (®)
dry = || Lr — Lyl )
dre = ||Ly — L. (10)

In addition, Kp; and K;pg represent the Rician factors
for the IRS BS and IRS-terrestrial user links, respectively.
GL, gl gl are the LoS components of Rician fading and
follow |G%.| = 1, |gh,| 1, and [gk | = 1. G

ar?

g/, gV are the NLoS components of Rician fading, where

Go., € Gl. g, € g, and g¥ € g follow complex
Gaussian distribution with zero mean and unit variance.

We use ® = diag(e’?t,--- i) to denote the diagonal
phase shifting matrix of IRS, where 6; € [0,27),Vi €
{1,--+,N}, is the phase shift of the i-th element on the
IRS. As for the IRS undergoing the passive reflection, we
assume that IRS applys the time-division-duplexing (TDD)
protocol. In addition, we also assume that the channel state
information (CSI) within this network is known, which can
be obtained through channel sounding, CSI feedback, and
fast CSI reporting techniques'. The BS uses precoding vector
f, € CM*! and jamming vector fy € CM*! for independent
confidential signals s[t] ~ CAN(0,1) and jamming signals
jlt] ~ CN(0,1), where £7f; + £, < P,,.4., respectively.
Pamaz 1s the maximum allowed total transmit power at BS.
Thus, the received signal at Bob and Eav can be respectively
described as

Yo = (hap +hyyOHy,) (Fr5[t] + £o5[1]) +nplt], (1)

and
Ye = (hge +hcOHy,) (frs[t] + f25[t]) + nelt],

where n,[t] and n[t] denote the noise received at Bob and
Willie, respectively. Without loss of generality, we assume
both n[t] and n.[t] follow Gaussian distribution with zero
mean and variance of o2. Therefore, the maximum achievable
transmission rate at Bob and the eavesdropping rate at Eav
can be described as

12)

h, + h,, ©OH,,) f; |
Ry = log, (14 — e & ey OHer) T L)
|(hab+hrb®Har)f2‘ +o
and
h, +h,.©H,,)f;|°
R.=log, [ 1+ [(hae + )21| . (14
|(hae + hre@Ha'r) f2| + 02

Then, the secrecy rate at Bob can be defined as

Ry = [Ry — R.]", 15)

where [#]T represents max(x, 0).

III. PROBLEM FORMULATION

We aim to achieve a higher secrecy rate via jointly designing
the precoding vector fi, jamming vector fo, phase shifting
matrix ® of IRS, and the location L, of UAV while con-
strained by the phase angles at IRS, and the total emit power
P,mas at BS. Correspondingly, the optimization problem can
be formulated as

P1: max R (16a)
f1,f2,©,L,

sit. Ry > Rpin, (16b)

6; € [0,2n), (16¢)

1781 + £565 < P, (16d)

R, <re, (16e)

IThe results with perfect CSI provide an upper bound for scenarios with
real, estimated CSI, highlighting the potential performance limits.



where (16b) guarantee the transmission performance of le-
gitimate receiver, and (16e) provides an additional layer of
security beyond Rg. (16) has a non-convex structure and is
difficult to solve. Thus, we propose an iterative algorithm to
solve the considered problem by alternately optimizing fi, fo,
®, and L,.

As observed from (16), L, is constrained by (16b) and
(16e), © is only constrained by (16¢) and fi, fo are only
constrained by (16d). Thus, we can solve the optimization
problem via alternately optimizing L,., ®, f;, and f>. First, we
optimize f; and f» with given L, and ®. Then, the optimized
©® can be derived from P1 under given L,., f;, and f5 . Finally,
we optimize L, with given ©, f;, and f; .

A. Optimization of f1 and fo With Given L, and ©

First, we optimize f; and f> under the given L, and ®. To
make the expression of R, clearer, we change h,,©H,, and
h,.©H,, to

h'rb(-)Har = Odiag(hrb)Har - 0H;1rb7 (17)

hre@Har - ediag(hre)Har - 0Hare7 (18)

where @ = [O11, 099, ,0Onn], Hypy = diag(hy,)H,,, and
Hare = diag(hre)Har~

Furthermore, by setting (0H .5 +hap)? (OH,,+hey) = Hy,

and (6H,,c + h,.)? (6H,,. + h,.) = H., the expression of
Ry, and R, can be altered into

H
Ry, = log, (1 + m) , (19)
and o ;
R, = log, (1 + W) . (20)
By applying the semidefinite relaxation (SDR) on R}, we have
£ H,f, = Tr(Hufif)), 1)
and
T Hf, = Tr(Hufof). (22)

This also applies to R.. Therefore, with given L, and ©, P1
can be changed into

TI‘(I’IbFl) TI‘ (HCFQ)
P1.1: 1 -1 "= 2
{_111%)2( 0g2<+Tr(HbF2)—|—02 082 +Tr(HCF2)—0—02 (232)
TI‘(I’IbFl) >
. log (14— V s p 23b
s Og2< T‘I‘(HbFQ)"‘O’Q - ( )
Tr (Fl + F2> S Pamaxa (230)
Tr (HeFQ)
logo(lt—o 2/ ) < p, | 23d
ol nmryes) < 0

where F; = flf{{ and Fy = fgfg. Nonetheless, P1.1 is still
non-convex and thus mathematical unsolvable. We utilize the
following Lemma 1 to convert (23a) to a simpler version [28].

Lemma 1: For a given function f(t) = —tx+Int+1,Vz >
0, we have

r£1>ag<f(t) =—lInz,

24)

where the optimal value is t* = %

Based on Lemma 1 and let z = % + 1, Ry can be

changed into

(ln (W n 1) “—In (% + 1))
In2
" (Tr(Hb glwz»H)_ t (“(E;F‘z) +1>+1ntb+1
= max '

ty In2

Ry=
(25)

TY(HE(JF21+F2)) + 1a -

Similarly, by setting z = R¢ can be re-

written as
_te<n(He((TIZH—Fz))_i_l)_._lnte_._l_i_ln(ﬁ(?gl“z)_'_l)
~Rommax 3 (0
According to Lemma 1, the optimal ¢; and ¢} can be
described as
1 -1
ty = LQTr (HpF2) + 1} , 27)
and
1 -1
th = LQTr (He (F1 +F2)) + 1] ; (28)
Accordingly, the achievable maximum R, and R. can be
expressed as
In (Tf(Hb((TF21+F2))+1)_tb (Tr(f;Fz) —'r1)+1ntb+1
R = 29
b In2 (29
tz(Tr(Hel(Jl;rl'Fﬁ)_‘_l)_lntz_l_ln (Fr((I;I;Fz)_i_])
R = o (30)

Then, P1.1 can be changed into

1 1 .
Pl.l.l. ]Ig}%); E {ln <O_21‘I' (Hb (F1 +F2))+1> +1n tb +1

1 1
- tz <O_2TT (HbF2)+1) +In <0’2Tr (HeF2)+1>

1
_t;<2Tr(He(F1+F2))+1>+1nt;f+1} (31a)
a

1 1 .
Y an!
—ty (02Tr(HbF2)>} > Roin, (31b)
TI' (Fl + FZ) S PamaX7 (31C)

1 1 .
IHQ{_ In (O_QTI' (HeFQ) + 1) — lnte —1

+1 (;Tr (H. (F) +Fy)) + 1) } (31d)

P1.1.1 is a convex problem and mathematically solvable, and
the optimal F;, Fo can be derived via toolbox, i.e., cvx. Then,
f; and f5 can be re-constructed from Fy, Fs.
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B. Optimization of © With Given L., fi, and f» where © = 9176 ¢ CIN+DX(N+1) G and S can be derived

In this subsection, we derive the optimal ® with given f;,
f5, and L, for the optimization problem P1.

The channel gain from BS to IRS and then to Bob can be
denoted as h,,®H,, refering to (17). In addition, we further
define 6 and H, to simplify the expression of R; as

6= 1],

] Har
H, - <h bb)

Then, Ry in (13) can be altered into a simpler expression as

(32)

(33)

Ry = log, ; (34)

Let Hy = Hyf it H and Hy, = Hyfof HY . Then, R,
in (34) can be changed into

(35)

20 H,, 6"
Ry =logy | 14+ —2

LOH,»01 +1

Similarly, by letting Ho,e = diag(hye)Ha,, we can also

define H, as
r Hare
He = <h)

_Then, we also define IEIel = INJeflf{JI:IeH and ﬁeg =
Hefgngf. Thus, R, in (14) can be changed into

L6H.,6"
LOH.,01 +1

(36)

R. = log, (1 + (37)

However, the optimized problem is still non-convex. By ap-
plying SDR, R can be changed into
Tr(ﬁ\)lé) ﬁTr(ﬁelé)
In (TTY( 2O} “) —In <ﬁTr(I:I92é)+1 +l
Ry= o . (38)

Additionally, given f, f2, and L,., and following the expres-
sions for R; in (29) and R} in (30), the achievable optimal
secrecy rate R} can be expressed as (39) at the top of this
page. Then, P1 can be turned into

P1.2: max R} (40a)
)
st. © =0, (40b)
O,, =1, (40c)
1 #TT ﬁel é)
—1In +H| <7, (40d)
In2

according to Lemma 1 as

* 1 ] o (r -
S = [UQTr (Hb2@< >) +1} , A1)

and

S* = [;Tr ((H1 + f{e2) (Z)<r>) + 1} (42)
O is the optimal value derived from the r-th iteration.
To this end, P1.2 is convex and mathematically solvable by
alternately optimization via tool box, i.e., CVX. To obtain ©
from ©, we can apply eigenvalue decomposition via Gaussian
randomizing.

C. Optimization of L, With Given fi, f2, and ©

With the given fy, f5, and ©, the optimization problem P1
can be changed into

(d;r% dr_b% g+ hab) f

P1.3: max log, +1|—

Lym,n,z,y

a

e _a 2
dar2 drb2 8ab + hab) fQ‘ +02

/N

2

(dar dr? &+ bac ) 11

log, S— 1| (43a)
(dm e +hae) fQ‘ o2
s.t.Ry > Ropims (43b)
d?. <m, (43¢)
d?, < n, (43d)
D (43e)
a2, >e™, (43f)
R, <re, (43g)

where R,,;, denotes the minimum required transmission rate.
m, n, x, and y are four introduced auxiliary variables, which
guarantee the convexity by (43c), (43d), (43e), (43f).

Furthermore, g, and g _ are defined to simplify the ex-
pression of the optimization problem as

ab = 084OGar, (44)

and

gZe = pOg»,-e@GaT‘- (45)

However, (43a) and (43b) are still non-convex and mathe-
matically intractable, both of which are required to alter into
concave with respect to m, n, =, and y. We apply the first-
order Taylor expansion on (43b) to change it into concave with
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respect to m and n. The first-order Taylor expansion of Ry in
(43b) at a given point (my,ny) can be expressed as

Ry(m,n) =Rp(my,ng) + Rg”/(mk, ng)(m — mg)
+ R (mye, i) (n—ng) +o(m—mg, n—ny)
> Ry(mp, i) + Ry (mp, ) (m — my,)

+ R?l (mpg,ng)(n —ng) = Ré(m7 n),

(46)

where R} (my,ng) and R} (my,ny,) represent the first-order
derivative of Ry(m,n) with respect of m and n, respec-
tively. o(m — my,n — ny) is the higher-order infinitesimal
of Ry(m,n). R (my,ny) is demonstrated in (47) on the top
of this page.

In (47), By, = n;~ 7. And T'F is defined as
|(me™%ng, =58, + hay) 1 ’2

Ik = o 5
|(mk_znk_zgzb+hab)f2’ + o2

+ 1.

(48)

In addition, Ry, IT*, Ra, I, R5', I5*, R4, and Iy in (47)
can be defined as

Bigfi = R +4l7", (49)
hypf1 = Ry +ilo, (50)
Bigl fo = Ry + 413", (51)
hopfs = Ry +ily, (52)

where ¢ represents the imaginary unit in a complex number.

On the other hand, R} (my,ny) can be demonstrated in
(53) at the top of this page, where A, = m; . We further
define RY, IT', R, and I3 in (53) as

Argl f1 = RY +4I7, (54)

ARglh by = RY + I} (55)

Thus, according to (46) and Taylor’s theorem we can
conclude

Ry(m,n) > R (m,n). (56)

Then, the first part in (43a) turns to concave and mathemat-
ically solvable. With R, further altered into a convex version,
(43) becomes solvable.

By utilizing the first-order Taylor expansion, d2, and d?,
can be changed into

dap > ||L{ = La| P+2(L{ = La) (L = L{P)T > 7%, (57)
and

die > ||V = Lel P+2(LY) = Le) (L = LM)T > €7, (58)
which are convex. By defining

| ((ef")*% (e*Y)f%gze—kh,w) f, ’2
((e*x)—% (e*Y)—%gZe-Q—hae) f2‘2_|_02

Re(x, y)=10g2<J +1>7 (39)

we can conclude R, < Rc(z,y). The first-order Taylor
expansion of R.(z,y) can be demonstrated as

R, y) = Re @,y +RE @royr) (=i HHRY @, yx) (y—yi) , (60)

where R* (zy,y;) represents the first-order derivative of R,
with respect to = at (zx, yx), and RY (xy, yx) is the first-order
derivative with respect to y at (zy,yx). Similar to (47), the
detailed derivation can be referred to from Appendix A.

Thus, the optimization subproblem P1.3 can be transformed
to a convex version as follows.

P1.3.1: L max R!(m,n) — R (61a)
s.t. RL(m,n) > Roin, (61b)

dz, <m, (61c)

2, <n, (61d)

4, >e™, (61e)

d?, >e™, (61f)

Re > Rlz,y), (612)

which can be solved easily via existing tool box, i.e., CVX.



D. Overall Algorithm

The proposed algorithm improves the secure performance
effectively in an IRS-aided network via alternatively solving
sub-problems alternatively until reaching convergence with
another two parameters given. The overall algorithm can be
summarized in Algorithm 1. In Algorithm 1, each subproblem

Algorithm 1 Proposed Algorithm

1: Initialization: Initialize fgo)’ féo), @(0), Lv(no) and set itera-
tion index ¢ = 0.

2: repeat

3: Step 1: Optimize Beamforming Vectors

4: repeat

5: Given ©© and L"), find the optimal fgj ) and fgj )

by solving P1.1.1.
6: Update j = j + 1.
7: until Convergence of P1.1.1 is reached.
g0 Set £ 7, £ £
9: Step 2: Optimize IRS Phase-Shifting Matrix
10: repeat

1 Given £” £, and L"), find the optimal ©(™
by solving P1.2.

12: Update m =m + 1.

13: until Convergence of P1.2 is reached.

14 Recover and update ®©) + @(™),
15: Step 3: Optimize UAV Location

16: repeat

17: Given f§°), £ and ©©), find the optimal L by
solving P1.3.1.

18: Update n =n + 1.

19: until Convergence of P1.3.1 is reached.

200 Set LY « L™,

21: Update 7 =7 + 1.

22: until Convergence of P1 is reached.
23: Output: fgo)’ féo), O, and L.

is solved optimally at each iteration, ensuring that the overall
R either increases or remains the same. Due to the convexity
of the transformed sub-problems, this approach guarantees a
non-decrease in the objective function value. As a result, the
iterative process converges to at least a local optimal solution
after a finite number of iterations. The time complexity of
Algorithm 1 mainly results from outer iteration as well as the
inner iteration of step 5, 11, and 17. For step 5, the complexity
of solving P1.1.1 is O(log(-L)M*?), where €/ is the solution
accuracy for convergence [£9]. For step 11, the complexity
of solving P1.2 is O(log(L)N*?), where ¢; is the solu-
tion accuracy. For step 17, the complexity of solving P1.3.1
is O(log(%)), where ey is the solution accuracy. There-
fore, the overall computational complexity of Algorithm 1 is
@] (1og(%) (log(é)M“’ +log(L)N*? + 1og($))), where
e is the overall solution accuracy.

IV. SIMULATION

Simulation results are presented and discussed in this sec-
tion to evaluate the effectiveness of the proposed scheme.

45
—O— Rb: Optimized

—H— Rs: Optimized

4 Re: Optimized
-©--Rb: Pa:Pj

-Rs: Pa=Pj

-Re: Pa:Pj

-Rb: No Jamming
-Rs: No jamming
-Re: No Jamming

@)

Rate (bit/s/Hz)

Fig. 2. Comparision of the Ry, Re, Rs among the f; f2 optimization, equal
transmit-jamming power allocation, and no-jamming scheme.

Without further stated, simulation parameters are set as fol-
lows. The location coordinates of BS, Bob, and Eav are
assumed at L, = (0,0,20), L, = (200,0,0), and L, =
(200,100, 0) in meters, respectively. The channel gain refer-
ence at 1 mis set to pg = —30 dB, and the large-scale path loss
exponent is set to o = 3. Rician factors are set to Kpg = 2,
Kpr = 4, and K;rs = 4. Then, the numbers of antennas
on BS and the reflection elements on IRS are assumed to be
M = 8 and N = 25, respectively. In addition, o2 = —110
dBm.

In Fig. 2, the influence of the maximum transmit power
Pamaz On transmission rate, eavesdropping rate, and secrecy
rate are presented. The experiment investigates R;, R., and R,
under three cases, i.e., our proposed precoding and jamming
vector and allocation optimization scheme, the transmit power
equals to the jamming power, and no jamming scheme. From
the results, we can see that Ry, R,., and R, all increase with
the maximum allowed BS sum power P4, Re slightly
increase with P4, in both our proposed scheme and equal
transmit-jamming power scheme indicates the effectiveness
of beamforming in suppressing R.. Although R} in the no-
jamming scheme is higher than our proposed precoding and
jamming vector optimization scheme, the R in our proposed
scheme is much higher than the other two schemes. This is
because all power budget at BS in the no-jamming scheme
can be used to transmit signals, and there is no interference
at the legitimate receiver. However, the high transmit power
also results in a higher R, without the protection of jamming.
This, on the other hand, proves that our proposed scheme
is optimized to balance the influence between transmit and
jamming signals to achieve higher Rj.

Fig. 3 plots the transmission rate, eavesdropping rate, and
secrecy rate under the influence of transmit antenna numbers
at BS. The maximum allowed transmit power at BS is set
to Pymae = 10 W. The reflection elements number is set
to N = 50 during this experiment. It is observed that the
eavesdropping rate R. barely increases with transmit antenna
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Fig. 4. Comparision of the achievable R}, Re, and R in our proposed ©
optimization, MRT optimization, and reflection scheme.

number M, where the subtle changes indicate improved secure
transmission as the number of antennas increase. However,
the transmission rate R; and secrecy rate R, both increase
with antenna numbers. This is consistent with our conclusion
that properly designing precoding and jamming vectors can
leverage the directional characteristic of antennas to achieve
better transmission performance. Therefore, the network per-
formance can be improved by increasing the antenna numbers
at BS.

The achievable transmission rate R;, eavesdropping rate R,
and secrecy rate R, are compared under our proposed phase
shifting matrix optimization, the maximum ratio transmission
(MRT) optimization, and the direct reflection scheme in Fig.
4. The transmit antenna number at BS is set to M = §, and
the reflection elements number of IRS is set to N = 25. We
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Fig. 5. Comparision of the achievable R, Re, and R under different IRS
reflection elements number N.

assume that UAV hovers at L,.(200, 0, 50). It can be observed
that all rates increase with the maximum allowed sum transmit
power Pgpuq., Which is consistent with common knowledge
that higher transmit power leads to a higher achievable rate.
In addition, we can also conclude from the results that our
proposed phase shifting matrix can lead to a higher R and
R, than the other two benchmark schemes.

The impact of different IRS reflection elements number N
on the achievable transmission rate R;, eavesdropping rate
R,, and secrecy rate R are presented in Fig. 5. The transmit
antenna number is set to M = 8§, and the maximum power
limit at BS is set to Pymer: = 10 W. The phase shifting
matrix is optimized according to Section III-B. The simulation
results show that all of R}, R., and R increase with [NV getting
larger. IR, slightly changes with IV increasing, which benefits
from the successful eavesdropping suppression. Ry increases
significantly and thus leads to a bigger R, which indicates
that the increase of reflection elements N can improve the
secrecy performance.

The impact of different IRS locations L, and maximum
total allowed transmit power P,,,q, on the secrecy rate R,
are investigated in Fig. 6. We have the IRS locating at the
optimized location, L, = (160,0,100), L, = (50,250,50),
and L, = (150,—50,50) considered. The optimized IRS
location is derived from Algorithm 1 listed in Table 1. The
transmit antenna number is set to M = &, and the reflection
elements number is set to N = 25. From the results, we can
see that the secrecy rate R, with L, derived by our proposed
scheme is higher than other random locations. This proves
the effectiveness of our proposed scheme in optimizing IRS
location. In addition, the secrecy rate R, also increases with
the rising of Pyaz-

In Fig. 7, the effectiveness of the proposed scheme is
investigated. The achievable secrecy rate R is compared over
the proposed scheme, no IRS optimization, and no location
optimization. The transmit antenna number is set to M = 8
and the reflection elements number is set to N = 25. The
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location of IRS is set to L, = (200, 100, 50) when there is no
location optimization. We only consider the direct link when
there is no optimization of ®. From the results, we can see that
the proposed scheme can achieve a higher R compared with
when there is no ® optimization and no L, optimization. This
proves the effectiveness of our proposed scheme by optimizing
the precoding and jamming vector f; and f5, phase shifting
matrix ®, and IRS location L,. In addition, we can see that
the secrecy rate increases as the maximum allowed transmit
power Py,q, increases.

V. CONCLUSION

A secure IRS-on-UAV-assisted wireless network is investi-
gated to maximize the secrecy rate against an eavesdropper in
this paper. The beamforming vectors, transmit-jamming power

split, reflection elements gain of IRS, and the mobility of UAV
are simultaneously optimized to provide secure transmission.
In the proposed scheme, we optimize the transmit-jamming
power split ratio and beamforming vectors, the location of
the UAV, and the phase shifting matrix of IRS to maxi-
mize the secrecy rate while avoiding eavesdropping, where
the optimization problem is non-convex and mathematically
intractable. We alternately optimize the beamforming vectors,
UAV location, and IRS phase shifting matrix to solve the
problem. Simulation results are demonstrated and discussed
to evaluate the effectiveness of our proposed scheme. In our
future work, we will focus on the secure and robust design
of an IRS-on-UAV network serving more legitimate users and
against multiple eavesdroppers.

APPENDIX A
DETAILS OF R.(z,y)

Based on (60), the first-order derivative of R, with respect
to x can be illustrated as (59) on the top of this page, where
Y, = eTV< and X, = e 7%k, F’e" is defined as
. 2

[ X0V + o fo
r* —

+ 1. (60)

e o 2
’XkYkhaefQ n haefg‘ e

In addition, we define RY, IT, RS, I5, RS, I35, Rg, and If
in (59) as R

Yih, f1 = RY +iI7, (61)

hy.f1 = RS + 1415, (62)

Yih £, = RE +il%, (63)

h, fo = R; + il (64)

On the other hand, R};" (2, yr) can be expressed as (65) on
the top of this page.
We further define RY, I}, RY, and I¥ in (65) as

Xphl f; = RY 4iI?, (66)
Xph £, = RY 4 ilY. 67)

Till now, the details of RZ (zj,y:) and RY (zy,yx) of
Re(x,y) in (60) are both demonstrated.
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Abstract—An intelligent reflection surface (IRS) can actively
design the propagation channel via designing the phase shifting
matrix to provide more secure transmission. Being mounted on
the unmanned aerial vehicle (UAV), IRS is able to further lever-
age the mobility and flexible advantages of UAV. In this paper,
we investigate the secure transmission of an IRS-assisted UAV
network against an eavesdropper, where the IRS is mounted on
the UAV. The secrecy rate is maximized by jointly optimizing the
phase shifting matrix and the hovering location of IRS. Owing
to the non-convexity of the optimized problem, we decompose
it to two subproblems and alternatively solve them to derive
the optimal UAV location and phase shifting matrix. First, we
adopt the first-order Taylor expansion to change the non-convex
UAV location optimization subproblem into a mathematical
solvable convex version, and solve it through successive convex
approximation (SCA) with a given phase shifting matrix. Then,
with a given UAV hovering location, the phase shifting matrix is
optimized via semidefinite relaxation (SDR) and SCA. Finally,
simulation results are provided to evaluate the effectiveness of
our proposed secure IRS-assisted wireless transmission scheme.

Index Terms—IRS, Location optimization, Secure transmis-
sion, UAV.

I. INTRODUCTION

The intelligent reflecting surface (IRS) has attracted
tremendous intention owing to its deployment flexibility, easy
configuration, and link capacity improvement [1]. Consisting
of many two-dimensional artificial electromagnetic surfaces,
IRS can change the electromagnetic properties of signal
through its scattering elements. Technically, IRS can realize
the re-design of channel fading via programming the phase
shifting of passive reconfigurable reflection elements without
extra high power consumption. The total received signals can
be enhanced or reduced with the directly transmitted signals
at specific receivers by properly designing phase shifts of the
IRS units. In [2], You et al. investigated the effectiveness
of both active and passive IRS in wireless communication-
s. They conclude that the passive IRS can achieve better
performance with a sufficiently large amount of elements.
In addition, the utilization of IRS can also improve the
security of transmission owing to its reconfigurable channel
property. Wang et al. utilized beamforming and jamming
to realize the secure transmission in an IRS-assisted non-
orthogonal multiple access (NOMA) networks in [3]. They
alternatively solved the non-convex optimization to derive the
optimal beamforming, jamming, and phase shifting vectors to
maximize the sum rate of legitimate users while constraining
the eavesdropping rate under a specific limit. Although IRS
can leverage channel design to realize the enhancement of
desired signals and suppressant of undesired signals, the

deployment of IRS still faces some critical challenges [4].
First, IRS can occupy a large surface and may result in the
difficulty of deployment authentification practically, which is
because IRS will block a considerable area if attached to
the building surface. Then, the fixed attached-to-building IRS
has some non-avoidable blind zone, which will result in the
inefficiency of transmission.

Meanwhile, the unmanned aerial vehicle (UAV)-aid net-
work emerges with the features of high mobility and flexible
deployment [5]. Thus, considerable works have been done
to the UAV-aided networks, which utilize the advantages of
mobility and good quality of line-of-sight (LoS) channels
has been conducted. In [6], Chen et al. applied UAVs as
both the relay and the warden to investigate long-range
covert communications. The authors considered the mobility
trade-off of both the warden and the relay to maximize
the transmission rate of Alice while keeping the covertness.
In addition, Zhu et al. proposed a UAV trajectory design
and cluster heads (CHs) assignment scheme to minimize the
energy consumption for a wireless sensor network (WSN) in
[7], where a novel deep reinforcement learning (DRL) was
applied to solve the problem optimization.

Being mounted IRS on UAV can solve the deployment
of IRS and take further utilization of the LoS potentials
[8]. On one hand, molding IRS on a UAV can omit the
troubles caused by the occupation authority issues. IRS can
be deployed easily and be engaged with mobility during
work. On the other hand, the phase reflection design can
make up for the lack of security in UAV LoS channels.
Few works related to secure IRS-mounted-on-UAV commu-
nications have been conducted. In [9], Jiao ef al. jointly
optimized the location and phase shift of a UAV to maximize
the transmission rate for strong link users while maintaining
the minimum required transmission rate of other users in a
NOMA network. The authors improved the energy efficiency
of the system by jointly designing the phase shifting of the
IRS relay and the beamforming vector at the base station in
[10]. However, security is still critical in IRS-UAV networks.
In this paper, we investigate the secure transmission in
an IRS-mounted-on-UAV network. The location and phase
shifting are jointly designed to maximize the secrecy rate. To
achieve this purpose, we propose an alternative optimization
algorithm to solve the non-convex optimization problem with
low computational complexity.

Unlike most previous works, this paper investigates the
secure transmission in an IRS-mounted-on-UAV network. We
jointly optimize the location and phase shifting of IRS to
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maximize the achievable secrecy rate while avoiding being
eavesdropped. First, the location of the UAV is optimized
with a given phase shifting of IRS to maximize the secrecy
rate under the constraints. Then, with the optimized location,
the phase shifting matrix will be optimized to achieve a bigger
secrecy rate. Finally, by alternatively optimizing the location
and phase shift of IRS, the maximum achievable secrecy rate
can be obtained.

II. SYSTEM MODEL

Consider a secure wireless communication system, where
a base station (BS) a transmits confidential information to a
terrestrial Bob b with the assistance of an IRS » mounted on
a UAV while avoiding eavesdropping from a terrestrial Eav
e. Assume that BS is equipped with M antennas and the IRS
has N reflecting elements, while both Bob and Eav have a
single antenna. The locations of the BS, IRS, Bob, and Eav
are assumed at L, = (24,Ya, H), Lr = (T, Yr,2r), Ly =
(b, Y,0), Le = (xe,Ye,0), where the height of BS is set
to H. Suppose that the channel fading coefficients from the
BS to Bob, and Eav are denoted as h,; € C'*M and h,, €
C'*M _Both of h,, and h,, follow large-scale path loss and
a small-scale Rayleigh fading, which can be described as
follows

hy, = ——a8ub (D
Dab
Po

hae = —— PP 2
D;eag 2

where D, and D,. are the distances from BS to Bob and
Eav. pg is the path loss reference at 1 m and « represents the
large-scale path loss exponent. gy, € 84, and gue, € 8.,
denote the Rayleigh fading components with zero mean
and unit variance. In addition, the air-to-ground channel
coefficients from IRS to BS, Bob and Eav are denoted by
H, € CN*M p . e C**N and h,. € C*N, which follow
a large-scale path loss with a small-scale Rician fading, and

can be described as
Ho— [P G [ po < | K GN)

3)

ar—\/D ar—\/D;T 1+K 1+ ar)]

[po po [ | K 1
grb_\/D 8= \/D \/H_Kgrbﬂ/ +Kgrb @

[0 ﬁ(ﬁ +ﬁgw>, -

_\/D agre \/Dre \/1+Kg7€ Vl"‘K

where D,,., D, and D, are the distance from IRS to BS,
Bob and Eav. K denotes the Rician factor. Gfr, gfb, gTL,e are
the LoS components of Rician fading and follow |GaLTij| =

M, g, gl are the NLoS
components of Rician fadlng, where G(J,\; €GN, g,b € gl

and gre € gV follow complex Gaus31an distribution with
zero mean and unit variance.

Apply ® = diag(el?t, .-, e/) to denote the diagonal
phase-sifting matrix of IRS, where 0, € [0,27),Vi €
{1,---,N}, is the phase-shifting of the i-th element on
the IRS. As for the IRS undergoing the passive reflection,
we assume that IRS is applying the time-division-duplexing
(TDD) protocol. In addition, we also assume that the channel
state information (CSI) within this network is obtainable. The
BS applies precoding vector f; € CM*! and f, € CMx!
for independent confidential signals s ~ CAN(0,1) and
jamming signals j ~ CN (0, 1), where £7f; +£5'f, < Popnass
respectively. Pynq, 18 the maximum allowed total transmit
power at BS. Thus, the received signal at Bob and Eav can
be described as

Yo = (hab + hrbeHaT) (fls + f2]) + ny, (6)

and
Ye = (hae + hreeHar) (fIS + f2]) + ne, (7)

where n;, and n. denote the noise received at Bob and the
eavesdropper, respectively. Without loss of generality, we
assume both n; and n, follow Gaussian distribution with zero
mean and variance of o2. Therefore, the maximum achievable
transmission rate at Bob and eavesdropping rate at Eav can
be described as

h,, + h,,©H,,) ;|
Ry, =log, |1+ [(hay + by )21‘ G
‘(hab+hrb®Har)f2| +0—2

and
h,. +h, OH,,) fi|”
R, =log, [ 14+ —tac * )21| )
|(hae + hreGHar) f2| + 02
Then, the secrecy rate at Bob can be defined as

Rs = [Rb - Re]Jr;

(10)

where [x]T represents max{*,0}.

III. PROBLEM FORMULATION

We aim to achieve a higher secrecy rate via jointly de-
signing the location L, and phase shifting matrix @ of IRS
while constrained by the phase angles at IRS. Thus, the
optimization problem can be formulated as



P1: max R (11a)
s.t. Ry > Roin, (11b)

0; € [0,2m), (11c¢)

Re > e, (11d)

P1 has a non-convex structure and is difficult to be addressed.
Thus, we propose an iterative algorithm to solve the proposed
problem by alternatively optimizing ® and L, with the other
variable given.

Considering L, and ® are not coupled with each other, we
can solve the optimization problem via alternately optimizing
L, and ©. First, we optimize L, with a given ©. Then, the
optimized ® can be derived from P1 under a given L,.

A. Optimization of L, With A Given ©

With a given ©, the optimization problem P1 can can be
changed into

—a __a . 2
(Dar2 Drb2 g+ hab) f;
P2: maxlog, — 5 +1] -
b ’ (D;ri D, g, + hab) fz‘ + 02
a _ao 2
(D;ri DT62 gge + hae) fl
log, PR p +1
’ (D;F Dy.2g.. + hae) fg‘ + 02
(12a)
s.t. Ry > Riin, (12b)
R, >re, (12¢)
Dy < m, (12d)
Dy <m, (12e)
Dy > €77, (12f)
Dye >e™7, (12g)
where D,,, D,p, and D,.. are defined as
Dar - HLT - La||27 (13)
Dy = ||Lr — Ly| %, (14)
Dre = [|Ly — LelP?, (15)

In addition, in (12) R,,;, denotes the minimum required
transmission rate. m, n, x, and y are four introduced auxiliary
variables, where the convexity of (12d), (12e), (12f), (12g)
can be guaranteed.

Furthermore, g/, and g__ are introduced to simplify the ex-
pression of the optimization problem, which can be expressed

as

g;b = \//Togrb@Gary (16)
and ‘

g:ze = \//TOgre@Gar' (17)

However, (12b) and (12a) are still non-convex and math-
ematically unsolvable, both of which need to be altered into
concave with respect to m, n, x, and y. We apply the first-
order Taylor expansion to (12b) to change it into concave

with respect to m and n. The first-order Taylor expansion of
(12b) at a given (mg,ny) can be expressed as

R (m, n)=Ry(my,, npH- {,”/(mk,nk)(m—mk)—ﬁ—RZ’/ (M, ng) (n—ny).

(18)
Ry (my,ng) and Ry (my,ny) represent the first-order
derivative of Rp(m,n) with respect of m and n, respectively.

Thus, according to Taylor’s theorem we can conclude
Ry(m,n) > Rl (m,n). (19)

R{)"/ (myg,ng) can be described as (20) at the top of next

page.
In (20) B, = nj,~ % and I,,, is defined as

’(mk’%nkf%ggb + hab) f1|2
|(mk_%nk_%g2b + hab) fz{z + 02

In addition, RY", I{", Ra, Is, RY', I3, Ry, and I, in (20)
can be defined as

I, =

+1, (@D

Bigyf = RY +il7", (22)
hapfl = Ry +ily, (23)
Bigl fo = R + I3, (24)
hgfy = Ry +ily, (25)

In addition, RZ}/ (mg,ng) can be demonstrated in (26) at
the top of next page.

where A;, = my,~ 2. We further define R”, I, R%, and
I3 in (26) as

Apgpfi = RY +4l7, (27)

Argl fo = RY + i}, (28)

Then, the first part in (12a) turns to concave and mathemat-
ically solvable. (12a) becomes solvable, if R, altered to a
convex version, .

By utilizing the first-order Taylor expansion, D, and D,.,
can be changed into

Dar > [|L®) = La||* + 2(L¥) — Lo)(Ly — L#)T > e
(29)
Dye 2 [|[LF) = Le|P+2(LF = Lo) (Lo~ L) T > ™ (30)

Then we define R.(z,y) as

|((e*")*% (e*y),%gge + hae) f; |2 )
(=)~ % (e ) 4 & hae) | 02

Re (ZL’, y)ZIOgZQ

(3D
We can have R, < R.(x,y). The first-order Taylor expansion
of R.(x,y) can be demonstrated as

Ree,y) =Re(er, yotREln, y) @ — e+ RY @e, y)by — )
(32)
where R? (zy,yx) represents the first-order derivative of R,
with respect to x at (xg, yi) and RY (v, yx) is the first-order
derivative with respect to y at (xg, yx). Similar to (20) and
(26), the detailed derivation can be refered from Appendix
A.
Thus, the optimization problem P2 can be changed to a
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(Ry? + I7°) By + (R Ry + I 14) By + Ry* + I + 02
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b In2r,, (Ry? + I3%) Ak® + (R} Ry + IP1y) Ay, + Ry + 1% + 02
[(R?? + I7%) (Ra® + Is° + 0%) — (RY? + I3?) (R2® + 1)) Ay 6)
(R;}2 + I§L2) AR+ (RERa+ I14) Ay + R+ I,% + o2
(RP? +I7?) (Ra® + 1> + 0%) — (R3 Ry + I} 1) (B2 + I,°)
(R§f2 +I§l2) AR + (RY Ry + I314) Ay, + Ry® + I, + 02 .
convex version as follows. which R; in (38) can be changed into
P2.1: max R (m,n) — R, (33a) L oH,, 6"
L,.,m,n,z,y,Re b( ) Ry, = ].Og2 14+ % . (38)
s.t. RL(m,n) > Ryin, (33b) -z0H 0" +1
Dyr < m, (33¢)
Drp <, (33d) Similarly, by letting H,,. = diag(hye)Ha:, we can also
Dar > efx’ (336) define He as
Dy >e™, (33f) H, — (ﬁ) . (39)
R. < Riz,y), (33g) o
which is mathematically solvable, and can be solved easily
via CvX. _Then, we further define I-Nlel = I:Ieflf{iI:IeH and I:Ieg =
Hefgngf. Thus, R, in (9) can be changed into
1 4% .pH
B. Optimization of ® With A Given L, R, =log, [ 1+ & , (40)
LOH 67 +1

Then, we derive the optimal ® with a given L,.. The chan-
nel gain of BS-IRS-Bob link can be denoted as h,,©H,,,
which can be changed into

hrb@HaT:[@lla 6227’ t ,GNN]diag(hrb)HarzeHarbv (34)

where 6 = [@11, @22, tee 7@NN]~
In addition, we further define 0 and H, b as

6=16 1], (35)
and
H, = (ﬁ{“’“”) . (36)
ab
Then, Ry in (8) can be altered into
T
’BHbfl‘
Ry =logy | 1+ — 5 37
0Hbf2’ e

Let ﬂbl = lfIbflf{{f{lfI and ﬁbg = ﬁbfgffﬁlfq, based on

However, the optimization problem is still non-convex. By
applying the semidefinite relaxation (SDR), P1 can be turned
into

P3: max

Lo m Ve :
max {ln LﬂTr (Hb1 + Hb2> O+ 1] +InS; +1

—SZ[;Tr (ﬁbgé)—s—l} +1HL_12Tr (ﬁe2é)+1]

I I 2 N .t
s LTQTr (He1 n HeQ) @+1}+1n S€+1} — @1
st. © =0, (41b)
é)nn =1, (41C)

where © = 076 € CN+1*N+1 and Tr(x) is the trace of .
Sy and S} can be derived according to [11] as

1 o -1
Sp = LQTr (Hbg@(r)> + 1] , 42)



and

-1
Sr = [;Tr (et +Tiez) @) + 1] 43)
where ©(") is the optimal value derived from the r-th deriva-
tion. Till now, P3 is convex and mathematically solvable
through alternative optimization.
To obtain ® from O, we can apply eigenvalue decom-
position via Gaussian randomizing. The overall algorithm
summarisation can be found in Algorithm 1.

Algorithm 1 Secure data transmission

Initialization Initialize (), 1.{*.

Set iteration index ¢ = 0.
repeat
Set iteration index i = 0. @) = g7 9.
repeat
With given ©©), find the optimal L™ by solving

SANIAE S ey

P2.1.
Update k = k + 1.
until The objective value of P2.1 reaches conver-
gence.
o.  Update L\ = L.
10: Set interaction index j = 0.
11: repeat
12: With given L&"), find the optimal o) by solving
P3.
13: Update j =7 + 1.
14: until The objective value of P3 reaches convergence.
15:  Update ©©) = @),
16: until The objective value of P1 reaches convergence
17: Recover © from ©(©)

® 3

IV. SIMULATION

Simulation results are presented and discussed in this
section to evaluate the effectiveness of the proposed scheme.
The location coordinates of BS, Bob, and Eav are assumed to
be L, = (0,0,20), L, = (200,0,0), and L. = (200, 100, 0)
in meter, respectively. The path loss reference at 1 m is set
to po = —30 dB and the large-scale path loss exponent is set
to a = 3. The Rician factor K is set to 5. Then, the antennas
on BS and the reflection elements of IRS are set to M =8
and N = 25, respectively. Pyar = 1 W and 0% = —110
dBm.

In Fig. 2, the effectiveness of the proposed scheme is
investigated. The achievable secrecy rate is compared over
the proposed scheme, when there is no IRS optimization,
and when there is no location optimization. The location of
IRS is set to L, = (0,100,50) when there is no location
optimization. We only consider the direct link when there
is no © optimization. From the results, we can see that the
proposed scheme can achieve a higher R, compared with
when there is no ® optimization or no L, optimization. In
addition, we can see that the secrecy rate increases with the
maximum allowed transmit power. The achievable secrecy
rate is higher in the No IRS optimization scheme compared
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Fig. 2. Comparision of the achievable secrecy rate among the proposed

scheme, without IRS optimization, and without location optimization.
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Fig. 3. Comparision of the achievable secrecy rate with different transmit
power when the IRS is at different locations.

with the No location optimization scheme. This is because
there are two path losses considered in the No location
optimization scheme, which are BS-IRS and IRS-Bob, which
will introduce a higher loss in the transmitted signals.

The impact of different IRS locations L, and transmit
power P,.,... on the secrecy rate R, are investigated in
Fig. 3. We have the IRS locates at the optimized loca-
tion, L, = (160,0,100), L, = (50,250,100), and L, =
(150, —50, 100). The optimized IRS location is derived from
Algorithm 1 listed in Table 1. From the results, we can see
that the secrecy rate with L, derived by the proposed scheme
is higher than the other locations. In addition, the secrecy rate
R, also increases with the rising of the maximum allowed
transmit power Py.qz-

V. CONCLUSION

A secure IRS-on-UAV assisted wireless communication
network is proposed and optimized in this paper. We proposed
a secure transmission scheme to leverage both IRS and
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precoding to maximize the secrecy rate while preventing X kflzefg = RY +I3. (52)

eavesdropping. In the proposed scheme, we optimize the
location and phase-shifting matrix to maximize the secrecy
rate, where the optimization problem is non-convex and
cannot be solved via a mathematical method. The location
and phase-shifting vector are alternatively optimized to solve
the problem. The SCA and first-order Taylor expansion are
leveraged to optimize the hovering location of the UAV. Then,
SDR is applied to derive the optimized phase-shifting matrix.
With alternative optimization, both the phase shifting matrix
and location are optimized to achieve a maximum achievable
secrecy rate. Finally, simulation results are demonstrated
and discussed to evaluate the effectiveness of our proposed
scheme. In future work, multi-antenna will be designed and
utilized to further improve the performance of this algorithm.
APPENDIX A
DETAILS OF Rc(z,y)

Based on (32), the first-order derivative of R, with respect
to x can be illustrated as
where Y}, = e2¥% and X, = 2%, F’g is defined as
o 2
‘XkYk.haefl T haefl’
k=

+1, (45)

e ~T 2
’XkYkhaefg n haefQ‘ 1 o2

In addition, we define R, IT, RS, IS, R5, I3, RS, and I§
in (44) as .,

Yih, f1 = RY +iI7, (46)

h..f1 = RS +il5, 47)

Yih, £, = RE +il%, (48)

hoofs = R +il5, (49)

On the other hand, Rg/ (zk, yr) can be expressed as (50).
We further define RY, I{, RY, and I in (50) as

Xyh, £, = RY +ilY, (51)

Till now, the details of R, (z,y) are demonstrated.
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Enhancing Covert Secrecy Rate in A Zero-Forcing UAV Jammer-Assisted
Covert Communication
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Abstract—Covert communications can hide confidential signals
in environmental noise to avoid being detected and provide com-
prehensive security for wireless transmissions. However, there still
exist significant risks in wireless transmission once being detected.
In this paper, we propose a more secure covert scheme, where a
multiple antennas transmitter, assisted by a multi-antenna UAV
jammer, maximizes the covert secrecy rate under the scenarios of
both correct and incorrect detection by a warden with both error
detection probability and eavesdropping rate limitations satisfied.
The transmitter and jammer adopt maximum ratio transmission
(MRT) and zero-forcing, respectively, to maximize the transmis-
sion rate and minimize the interference at the legitimate receiver.
First, we analyze the monotonicity of error detection probability
to determine the optimal power detection threshold and the
corresponding smallest error detection probability. Then, under
this worst case, we jointly optimize the transmit and jamming
power to maximize the covert secrecy rate while guaranteeing
the covert and eavesdropping limits meet their requirements,
respectively. Finally, simulation results are presented to prove
the correctness of the theoretical conclusion and evaluate the
effectiveness of our proposed scheme.

Index Terms—Covert communication, Gaussian signaling, se-
cure transmission, UAYV, zero-forcing.

I. INTRODUCTION

Wireless communication has brought tremendous conve-
nience and enabled fast connections to everyone. However, the
characteristic of broadcasting in wireless networks also posts
confidential messages under the risk of leakage. Therefore,
transmission security becomes more and more important, es-
pecially when the messages contain personal data or sensitive
information [1]. There are two typical methods to achieve
secure wireless communications, i.e., physical layer security
(PLS) and covert communications [2]. PLS attains secure
transmission by utilizing the randomness of wireless channels
combined with precoding and signal processing, which aims to
reduce the eavesdropping rate [3]. However, PLS can still be
exposed to a higher risk of being eavesdropped as the wireless
techniques develop. Different from PLS, covert communi-
cations provide concealment via hiding confidential signals
in environmental noise, where the warden does not decode
the signals without detection, and thus provide transmission
security [4]. Nevertheless, the covert communication cannot
provide secure transmission once the transmission behavior is
correctly detected.

The unmanned aerial vehicle (UAV), widely exploited in
wireless communications, has plenty of advantages, e.g., fast
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Fig. 1. System model of a zero-forcing UAV jammer-assisted covert com-
munication network.

deployment, light volume, and high mobility, among which
it can also leverage the air-to-ground line-of-sight (LoS)
channels [5]. Channel randomness has been exploited to offer
secure transmission in PLS and covert networks, which also
brings the difficulties of obtaining channel state information
(CSI). In one respect, the difficulty of acquiring CSI makes it
hard for malicious users to eavesdrop; in another respect, it is
also difficult to obtain CSI for legitimate users while utilizing
channel uncertainty [6]. The introduction of UAVs changes this
predicament. Although the characteristic of the LoS channel
increases the risk of information leakage, on the other hand,
benefiting from the UAV employment, it also enables legiti-
mate users to obtain CSI easily within the network [7]. The
easy obtainment of CSI in LoS channels proliferates the study
and application of the multi-antenna technique. The multi-
antenna technique, which leverages channel multiplexing, has
been broadly exploited in PLS and covert communications
to achieve better transmission performance [8]. The multiple
antennas can be used to realize maximum ratio transmission
(MRT), where the precoding vector is designed according to
the CSI to achieve a maximum signal-to-interference ratio
(SINR) [9]. It can also be employed in jamming-assisted
networks to realize zero-forcing, which can minimize the
undesired interference at specific users [10].

Unlike most of the existing research works on covert
communications, which primarily focuses on improving the
performance during miss detection phase, i.e., maximizing
the transmission rate, this paper investigates a covert network
that aims to provide comprehensive security protection for
both correct and incorrect detection cases [4], [7], [9]. We
jointly optimize the transmit and jamming power to maxi-
mize the covert secrecy rate while avoiding being detected
and eavesdropped, thereby ensuring secure transmission even
when the transmission behavior of the transmitter is correctly
detected. First, the optimal power detection threshold and the
corresponding minimized error detection probability at the
warden are derived. Then, the transmit and jamming power
are optimized to achieve a higher covert secrecy rate while
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guaranteeing both the optimal error detection probability and
the eavesdropping rate are within the limits.

II. SYSTEM MODEL

Consider a covert communication system where Alice trans-
mits confidentially to Bob while avoiding detection by Willie,
aided by a UAV jammer emitting jamming signals constantly,
as shown in Fig.1. The locations of Alice, the jammer, Bob,
and Willie are L, (%q,Ya,0), Lj(2j,vy5, H)". Ly(xp, ys,0),
Ly (Zw, yuw,0), respectively, where H is the fixed hovering
altitude of the drone jammer. Assume that Alice is equipped
with M antennas, the jammer is equipped with N antennas,
while both Bob and Willie are equipped with single receiving
antennas. The channel coefficients for ground users from Alice
to Bob h,, € C*M and to Willie hy,, € C**M are assumed
to follow a large-scale path loss and a small-scale Rayleigh
fading, which can be described as

hay, = \/po/dyy 8aps (D
haw = \/po/dais 8o 2

where d,, = ||L, — Lp|| and dyw = ||La — Lu|| are the
distances from Alice to Bob and to Willie, respectively. pg
is the reference power gain at 1 m and « denotes the large-
scale path loss exponent. In addition, each Rayleigh fading
component g,y and gg;y, Vi € {1,--- , M}, in both g, and
g,., 15 independent and identically distributed (i.i.d), which
follows complex Gaussian distribution with zero mean and
unit variance, i.e., gq,5 ~ CN(0,1) and gq, ~ CN(0,1).

The air-to-ground channels from the jammer to Bob hy;, €
C™N and to Willie h;,, € C™V are assumed to be LoS
channels. They can be denoted as

hj, = \/po/d; 80, 3)

hjw = \/p0/d;. 080 )
where dj, = [|[L; — Ly|| and dj, = ||L; — Ly|| are the
distances from the jammer to Bob and to Willie, respectively.
Vi € {1,---,N}, we have [g;, |9j,w| = 1, where
9jib € 85, and gj,u € By
In order to achieve higher uncertainty and avoid being
detected by Willie, Alice selects time slots with a probability
of m = 0.5 to transmit baseband signal z[k] with transmit
power P, to Bob. Suppose the CSI among legitimate users is
known to each other, which can be obtained through channel
sounding, CSI feedback, and fast CSI reporting techniques.
Alice adopts MRT towards Bob to achieve better performance,
where her precoding vector u € CM*1 can be defined as
u = go /|8l (5)
Additionally, the jammer constantly emits jamming signals
to assist Alice in avoiding being detected by Willie. In order to
introduce uncertainty at Willie, the jammer applies Gaussian
signaling Jx;[k] ~ CN(0, P;). With CSI g, obtainable at the
jammer, it can employ zero-forcing precoding towards Bob,
where the precoding vector v € CV*!can be described as

gj bV = 07
(6)
[v]|> = 1.
Therefore, the received signals at Bob in each time slot can
be denoted as

IThe jammer can adjust its location and track Willie for optimal jamming
once Willie’s location is obtainable.

= \/Fahabux[k} + np[k], (7)
where n;[k] is the additive white Gaussian noise (AWGN)
received at Bob, and it follows complex Gaussian distribution,
i.e., nplk] ~ CN(0,0%). Correspondingly, the transmission
rate R, at Bob can be expressed as

Ry, = log, (1+ Pupolg,,ul?/(d%o7)) - ®)

Since the zero-forcing is designed towards only Bob, Willie
receives signals from both Alice and the jammer, which can
be denoted as

Yulk] = v/ Pohgpuzlk] + Thj,ve;[k] + ny k], (9)

where n,,[k] is the i.i.d AWGN received at Willie in each
time slot and follows n,,[k] ~ CA(0,02). The corresponding
eavesdropping rate R, at Willie can be calculated as

P, 2/d
p0|gjwv‘ Pj/d]w + Tw

ITI. THE OPTIMAL DETECTION OF WILLIE
Willie needs to decide whether Alice is transmitting 1 or
silent Hy according to his received signal power, and then
decide whether to decode the received signals or not. The
received signals of the two above-mentioned cases can be
denoted as

volk {q]]hjq,,vmj (k] + nw (K],

11

V/ Puhguz k] + Jhyy, v (k] + ng [k, 7—[1 S av

Willie measures his received samples N times and derives

the averaged received signal power P, to compare with

his preset power detection threshold &, and then makes his
decision. The decision rule can be described as

Z |yw[F]

where N is the number of samples Wllhe decides that Alice
is transmitting D; when P, is larger than &, and Alice keeps
silent Dy when P, is smaller than &.

We consider the interference limit network, i.e., o7 and o2,
can be ignored in Willie’s detection. As the signal samples get
larger, i.e., N — oo, the averaged received power P, can be
rewritten as

Ho,

P, = J
v S+J, Hi,

where J and S represent the jamming and signal power,
respectively. They can be summarized as

= [T (k][ v, (14)

S = P,|hgul? (15)

According to the decision rule in (12), there are two types of

mistakes that Willie may make, which are the false alarm (FA)

and the miss detection (MD). The FA mistake indicates that

Willie believes that Alice is transmitting while she is silent.

MD indicates that Willie believes that Alice is silent while she

is transmitting. The error detection probability p. is defined as

the probability that Willie makes FA and MD mistakes, which
can be described as

R. =log, (1 +

(12)

13)

pe=PartPap=P(D: [Ho)+P(Dy [ Hi)= PU=9+P(U+S<). (16)

On the other hand, the correct detection probability of Willie
can be expressed as

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Wireless Communications Letters. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/LWC.2024.3465871

P(D1|H1) =P(J+ 5 >§). (17
Owing to Jz;[k] ~ CN(0,P;), |Jz;[k]|* follows a chi-
square distribution with 2 degrees of freedom, which equiv-

alents to exponential distribution. Thus, we can conclude
J ~exp(Aj), Aj = ot
eXp( i) Aj Pjpo‘gjwvlz.

As for g, ~ CN(0,1) and g,, ~ CN(0,1) are i.i.d and

follow the same distribution, we can conclude that |h,,ul? ~

exp(1). This further leads to S ~ exp(\;), where denote Ay =

aw

Pa

gloorrespondingly, Pe in (16) can be changed into

3
pe= 1= €+ Fs(O) =+ | B e

I (e e A = ), A #E N
I D W Ao = Aj.

(18)

Similarly, the correct detection probability P(D;|H1) in (17)
can be altered to

P(Dy|H, )= (e M= Xe ) JAa=A)), Au£A
(1+ As&)e ¢, A,

From the definition of Aj;, A, and the expression of p. in
(18), we can see that p. is related to £&. Willie can achieve a
smaller p. by properly choosing his power detection threshold.
The optimal £ to minimize Willie’s error detection probability
De 1s derived in Proposition 1.

Proposition 1: The optimal power detection threshold at
Willie can be expressed as

5*: (ln)\s—ln)\j)/()\s—)\j), )\s#)\j,
1/, As = Aj.

and the corresponding minimized error detection probability
pi can be derived as

As
. {1—(A5/Aj)‘w,

(19)

(20)

. A £ N
o l1=1/e, As = Aj.

Proof. We first analyze the general case when A\, # A;.
The impact of £ on p. can be obtained by analyzing the
monotonicity of p.. The first-order derivative of p. with
respect to £ can be derived as
p'e(f) = —)\j (—)\jei)\jg + /\seixsg) /(>\9 - )\])
The zeros of p(§) in (22) can be derived as &y = %
Based on the definition of A, and A;, we can have ')\S 7> 0
and A\; > 0. We discuss the monotonicity of p, with respect
to £ under two cases, i.e., Ay > Aj and Ay < A, to derive the
optimal &.

2

(22)

e As > Aj: In this case, we can conclude that p,(§) > 0,
when € > &; and p.(§) < 0, when £ < &. This indicates
that p. monotonically decreases with £, when & < &p;
and monotonically increases, when £ > &. p. obtains its
minimum at &.

e g < Aj: We can also have p.(§) > 0, when & > &3
and pL(£) < 0, when & < &. This also indicates that
pe monotonically decreases when & < &y, and increases
when £ > &. p. reaches its minimum at &, as well.

Both cases lead to the same optimal detection threshold &*
as shown in (20). Based on (18), the corresponding p} is

presented in (21). The conclusion for case A; = A; can be
derived similarly. O

With the optimal power detection threshold £* in (20), the

correct detection probability in (19) becomes
i

As J
P*(D1H1)_{ (As/Nj) 279 (A /) 7N, As# N, (23)
€, )\5 = )‘j'
IV. TRANSMIT AND JAMMING POWER OPTIMIZATION FOR
A MORE SECURE COVERT COMMUNICATION

A. Problem Formulation

We aim to provide a more secure transmission for covert
communication between Alice and Bob against Willie. In this
section, we jointly optimize transmit and jamming power to
maximize the covert secrecy rate while guaranteeing Willie’s
optimal error detection probability is larger than the limit
and the eavesdropping rate is lower than the limit. The
optimization problem can be summarized as

P1: Irjnax R (24a)
s.t. pL >, (24b)

R, <re, (24¢)

Ry >, (24d)

Py < Pumax, (24¢)

P < Pimax, (241)

where ¢ is the lower limit of Willie’s error detection proba-
bility, 7. represents the upper limit of Willie’s eavesdropping
rate, r is the lower threshold of transmission rate, P,,.. and
Pj 4. are the maximum allowed transmit and jamming power,
respectively. In addition, the covert secrecy rate R, is defined
as the secrecy rate in covert communication when Alice is
transmitting. It includes two cases: 1) Willie decides Dy when
‘H,. Willie does not attempt to decode Alice’s signals when
he believes she is silent. 2) Willie decides D1 when H;. Alice
is still possible to transmit securely without the risk of being
eavesdropped on. Therefore, R.; can be denoted as

Res=RyP(Do|Hi H Ri—Re)P(D1|H1) = Ry—P (D1 |H1)R.. (25)
B. Impact of Constraint € on P, and P;

According to Proposition 1, Willie can obtain his minimum
error detection probability p} by setting the power detection
threshold as (20). To guarantee that p} satisfies the constraint,
the requirement of P, and P; is shown in Proposition 2.

Proposition 2: To guarantee (24b), the transmit and jam-
ming power should satisfy

Py _ dg, g,V #5 (1 - €)In(l — ¢))

2 <
P, — s, In(1 —¢)

(26)

Proof. With the expression of p} in (21) and in order to satisfy
the constraint in (24b), we haxve

)\ 4‘)\]*
As g
S Xj

5y <1-e 27)
Lett = ’A\— and we ha\]/e t > 0. Then, (27) can be altered to

t 1
In- <In(l—e).
t—1 ¢t

To further obtain the limitation of P, and P;, we need to
discuss t by classifying ¢ > 1 and 0 < t < 1.

(28)

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in IEEE Wireless Communications Letters. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/LWC.2024.3465871

o Caset > 1:
With ¢ € (1,00), (28) can be changed into
1 t—1
In- < ——1In(1—¢)
L 9)
S < o M n(1-e)
t
Owing to In(1 — €) < 0, (29) can be altered to
1 1 - n(l—e
In(1 — e)eln(l_e) < yel < 0, (30)

which satisfies the form of the Lambert W function.
Therefore, we can have

In(1l —¢)

; < #_1(In(1 — e)e(1=9)),

€2V
or

Wo(In(1 — 6)eln(lfe)) < w

<0, (32)
where #;(*) is the principle branch of Lambert W
function, and %1 (x) represents the negative branch.
Practically, the error detection probability limit € is close
to 1. Therefore, from (31) we can have
As In(1l —e¢)
0<—<
A T H1((1—¢)In(l —¢))
which is against the initial assumption of ¢ > 1.
From (32), we can have

As - In(1 —¢)

A T P ((1=e)n(l—¢)
Then, we can further derive the upper limit of P,/P; as
shown in (26).

e Case 0 <t < 1:
Similarly, when ¢ € (0, 1), (28) can be changed into

1 1
In- > (1) In(1 —¢)
t t

% S e 1:;(1;5) eln(lfe)

em 7 <In(l—e)emt9,

=1, (33)

(34)

35)

According to Lambert W function, the solution to (35)
can be derived as
In(1 —€) As In(1—e)
A= (1) ~ X~ A1) In(1—e)]

(36)

. In(1—e¢)
Owing 1o o=y

assumption of ¢ € (0,1)

The overall constraint of P,/P; is demonstrated in (26).
O

1, (36) is against the

C. Optimize P, and P; to Maximize R

To maximize the covert secrecy rate R, the transmit power
P, and jamming power P; need to be adjusted properly while
satisfying constraints in (24). The objective function (24a) is
non-convex and mathematically difficult to solve. Based on
the expression of P(D;|H1)* in (23) and R, in (25), we can
further conclude

Res > Ry — Re = R,

where Rcs can be defined as

(37

Pllp0|gawu‘2/dgw
p0|g]ulv|2PJ/dgw+O—2

~ Pa
RCS: 10g2<1+p0gabu| _10g2(1+ (38)

o 2
dgyo,

Thus, maximize R, is equivalent to maximize RCS. Then, We
analyze the monotonicity of R, with respect to P, and P; to
derive the optimal transmit and jamming power.

The first-order derivative of Rcs with respect to P, and P;
can be demonstrated respectively as

_ [Ihatl P |°Pj+072) — [hau|* o7
In 2 (Pl |hae/ |2 +07) (haw1| 2Py +|hjv| 2P 4-02)
- (JhjwV[*P; 4 02) [hawul?|h;,v[2 P,

Py = : 2 (L
In 2(Py/[ha| "’Ul?)(‘haw“‘ P+ [hjuv|?Pj+03)

Ry (F.)

» (39)

5. (40)

From (39), we can see that RCS monotonically increases with

P,. To achieve larger R.s, P, needs to be set to its maximum.

However, P, is still constrained by (24b), (24¢), (24d), and

(24e). From (40), we can see that 12, monotonically increases

with P;. A larger R.; can be achieved by setting P; to its

maximum, where P; is constrained by (24b), (24¢), and (24f).

To meet the constraints (24d) and (24e), the transmit power
P, needs to satisfy

(2" —1)o?
——s < P a S P amazx -
[[hay >~

To comply the constraints (24c) and (24f), the jamming
power P; needs to satisfy

lhoul?P, — (27 — 1)02,

< P; < P; .

CEEV AT

From (42), we can further conclude the constraints for P, as
P27 = Dhjuv|* + (2™ = D)od, _ Lupe
lhgul? ‘o

In addition, according to the constraint (24b) and the corre-
sponding conclusion in Proposition 1, we can further conclude
p < L8 #o (1 - )In(1 - o))

¢ = 5,y In(1 —¢)

(41)

42)

P, < (43)

P; = PUre. (44)

Overall, we can set P; as its maximum and P, satisfy
constraints of (43) and (44) to obtain the optimal transmit
power P and jamming power P} as

J
P; =
Py

Therefore, the maximum R.s can be achieved by setting P,
and P; according to (45).

ijaz‘v

45
min{ PVfe pUrey, )

V. SIMULATION

In this section, simulation results are presented and dis-
cussed to evaluate the effectiveness of our proposed covert
communication scheme. We assume that Alice, Bob, Willie,
and the jammer are located at L, = (0,0,0), L, = (200, 0, 0),
L, = (200,100,0), and L; = (200,100,130) in meters,
respectively. The large-scale path loss exponent is set to
o = 2.6, and the reference power gain at the distance of 1
m is set to pg = —30 dB [1], [11]. Without loss of generality,
we set the AWGN variance received at Bob and Willie as
02 = 02 = —120 dBm, since both Bob and Willie are on the
ground.
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Fig. 2. (a) Error detection probability versus power detection threshold at Willie; (b) Achievable covert secrecy rate versus maximum allowed jamming power;
(c) Achievable covert secrecy rate versus error detection probability limit in different schemes.

In Fig. 2(a), the impact of power detection threshold £ on
the error detection probability p. is investigated under different
transmit power P,. The transmit and jamming antennas are
set to M = 8 and N = 8, respectively. Pjpq, = 1 W.
From the results, we can see that the Monte Carlo simulation
results match our theoretical calculation results as shown in
(18). In addition, we can also see that p. first decreases then
increases with &, which indicates there exists the optimal
power detection threshold to minimize p.. The results also
show that the ¢* derived from (20) corresponds to the simula-
tion results and leads to the minimum p., which agrees with
Proposition 1. We can further see from the results that the
error detection probability p. decreases as P, increases. This
is because larger transmit power leads to a higher risk of being
detected. Therefore, Alice can reduce her transmit power for
better covertness.

Fig. 2(b) demonstrate the influence of the maximum allowed
jamming power Pj,, on the achievable secrecy rate R.s un-
der different error detection probability limits €. The transmit
power at Alice and jamming power are set according to (45).
The transmit and jamming antennas are set to M = 8 and
N = 8, respectively. From the results, we can see that R
increases as Pjy,q, gets larger. This is because the transmit
power P} increases as Py, q, Tises, and thus results in a larger
R.s. Additionally, it also indicates that R.; decreases with ¢,
however, ¢ = 0.8 and ¢ = 0.85 result to the same R . This is
because when e = 0.8 and € = 0.85 we have PV < pUre,
therefore, P* in both cases are set to PU%,

The effectiveness of our proposed covert scheme is com-
pared in Fig. 2(c) with No MRT, no zero-forcing, and fixed
transmit power of P, 0.1 W scheme. In our proposed
scheme, the transmit and jamming antennas are set to M = 8
and N = 8, respectively. Pj,,q, = 1 W. From the results, we
can see that the covert secrecy rate R.; decreases with the
error detection probability limit e. This is because a larger
€ requirement leads to stricter covert constraint, and thus
the allowed transmit power P, gets smaller. We can further
observe from the results that our proposed scheme is much
more effective in covertness compared with other schemes,
which is more obvious when there is no zero-forcing applied.
This is because the jamming signal inevitably reduces the
transmission rate when there is no zero-forcing adopted.

VI. CONCLUSION
In this paper, we proposed a more secure UAV-assisted
covert communication scheme, where a multi-antenna MRT

This work is licensed under a Creative Commons Attribution 4.0 License.

transmitter transmits covertly against a warden assisted by a
multi-antenna zero-forcing UAV jammer, to achieve a higher
covert secrecy rate while guaranteeing the covertness. The
security and performance can be improved with more antennas
applied. In addition, this scheme also guarantees the security
when the transmission is correctly detected by the warden.
Under the worst case of the warden’s optimal detection, we
jointly optimized the transmit and jamming power to maximize
the covert secrecy rate in both detected and undetected situ-
ations while guaranteeing the error detection probability and
eavesdropping rate both under their limits. Simulation results
prove the correctness and effectiveness of our proposed covert
scheme. In our future work, we will focus on adapting our
scheme to a more complex multi-receiver scenario with the
location uncertainty of the warden considered.
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Abstract—Covert communication can hide confidential signals
in environmental noise to avoid being detected and provide
comprehensive security for wireless transmission. However,
there still exists significant risks in the wireless transmission
once being detected. In this paper, we propose a more secure
covert scheme, where a multiple antennas transmitter assisted
by a multi-antenna UAV jammer maximizes the covert secrecy
rate under the scenarios of both correct and incorrect detec-
tion by a warden with both error detection probability and
eavesdropping rate limitations satisfied. The transmitter and
jammer adopt maximum ratio transmission (MRT) and zero-
forcing to maximize the transmission rate and minimize the
interference at the receiver, respectively. First, we analyze the
monotonicity of error detection probability to determine the
optimal power detection threshold and the corresponding largest
error detection probability. Then, under this worst case, we
jointly optimize the transmit and jamming power to maximize
the covert secrecy rate while guaranteeing the covert and
eavesdropping limits meet their respective requirements. Finally,
simulation results are presented to prove the correctness of
the theoretical conclusion and evaluate the effectiveness of our
proposed scheme.

Index Terms—Covert communication, Gaussian signaling,
secure transmission, UAV, zero-forcing.

I. INTRODUCTION

Wireless communication has brought tremendous conve-
nience and enabled fast connections to everyone [1]. How-
ever, the characteristic of broadcasting in wireless networks
also posts confidential messages under the risk of leakage
[2]. Therefore, secure transmission becomes more and more
important, especially when the messages contain personal
data or sensitive information [3]. There are two methods of
achieving security in wireless communications, i.e., physical
layer security (PLS) and covert communications [4]. PLS
attains secure transmission by utilizing the randomness of
wireless channels combined with precoding and signal pro-
cessing, which aims to reduce the eavesdropping rate. In
[5], Chen et al. investigated the secure transmission of an
UAV data collection network, where the trajectory, the user
slot schedule, and the flight duration are jointly optimized to
achieve a higher energy efficiency. Then, the authors adjust
the transmit power and the blocklength to maximize the
secrecy rate after the data collection phase. However, PLS
can be exposed to higher risk of being eavesdropped as
the wireless techniques develop. Different from PLS, covert
communications provide concealment via hiding confiden-
tial signals in environmental noise, where the warden will
not decode the signals without detection, and thus lead to
transmission security. Chen et al. designed the strategies

of covert communication under three perspectives in [6],
i.e., the standpoint of Alice, the jammer, and the global
system, where they derived the minimum jamming power
to maintain the covertness and proved the effectiveness of
the proposed probabilistic jamming strategy. Nevertheless,
the covert communication cannot provide secure transmission
once the transmission behavior is correctly detected .

The unmanned aerial vehicle (UAV), widely exploited in
wireless communications, has plenty of advantages, e.g., fast
deployment, light volume, and high mobility, among which
it can also leverage the air-to-ground line-of-sight (LoS)
channels [7]. Channel randomness has been exploited to offer
secure transmission in PLS and covert networks, which also
brings the difficulties of obtaining channel state information
(CSD). In one respect, the difficulty of acquiring CSI makes
it hard for malicious users to eavesdrop; in another respect,
it is also difficult to obtain CSI for legitimate users while
utilizing channel uncertainty. In [8], Yu er al. proposed a
new framework where two deep learning models are adopted
to obtain the performance degradation resulting from CSI
acquisition. They also trained the proposed deep learning
model by continual learning to improve the adaptability. The
LoS channels benefited from employing the UAV, enable
legitimate users to obtain CSI within the networks. Chen et
al. optimized the transmit power and the IRS phase shifting
matrix to maximize the covert transmission performance in
[9] while guaranteeing the error detection probability no less
than its constraint, where the LoS channels are considered and
thus simplify the CSI acquisition for IRS. However, the LoS
channels, on the contrary, increase the risk of information
leakage.

In addition, benefiting from the utilization of channel
multiplexing, multi-antenna technique has been broadly ex-
ploited in PLS and covert communications to achieve better
transmission performance [10]. The multiple antennas can be
used to realize maximum ratio transmission (MRT), where
the precoding vector is designed according to the CSI to
achieve a maximum signal-to-interference ratio (SINR). In
[11], Lv et al. studied covert communication under random
and MRT beamforming schemes, where the transmit power
allocation is optimized to achieve the maximum covert rate
in a multi-antenna relay network. Multiple antennas can also
be employed to realize zero-forcing, which can minimize the
undesired interference at specific users. Cao et al. analyzed
the secrecy performance of a cooperative non-orthogonal
multiple access network aided by a multi-antenna full-duplex
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Fig. 1. System model of a zero-forcing UAV jammer-assisted covert
communication network.

relay in [12], where the jamming signal is zero-forced at
the legitimate user via relay beamforming to eliminate the
undesired interference.

Different from most of the existing research work on
covert communications, which only focuses on improve the
performance during miss detection phase, this paper inspects
covert networks aiming to provide comprehensive, secure
protection for both correct and incorrect detection phases. We
jointly optimize the transmit and jamming power to maximize
the covert secrecy rate while avoiding being detected and
eavesdropped. First, the optimal power detection threshold
and the corresponding minimized error detection probability
at the warden are derived. Then, the transmit and jamming
power are optimized to guarantee that both the optimal error
detection probability and the eavesdropping rate are within
the limits.

II. SYSTEM MODEL

We consider a covert communication system where Alice
transmits to Bob confidentially with the assistance of a UAV
jammer to avoid being detected by Willie, as shown in Fig.
1. The locations of Alice, the jammer, Bob, and Willie are
La(xa7 Yas O), L] (mja Yj, H)9 Lb(xlzn Yo, 0)’ Lw(xwa Yw, 0)9
respectively, where H is the fixed hovering altitude of drone
jammer. Assume that Alice is equipped with M antennas,
the jammer is equipped with N antennas, while both Bob
and Willie are equipped with single receiving antennas. The
channel coefficients from Alice to Bob h,, € C'*M and
Willie h,,, € C'*M are assumed to follow a large scale
path-loss and a small scale Rayleigh fading, which can be

described as
| Po
hy=,/—g.., 1
ab da_ba gab ( )

Po
- , 2
dgg g(l'll) ( )

where dyp, = ||Ly — Ly|| and dgy = ||Loe — Ly|| are the
distances from Alice to Bob and Willie, respectively. pg is

and
haw =

the reference power gain at 1 m and « denotes the large-
scale path-loss exponent. In addition, each Rayleigh fading
component gg,p OF ga,w, Vi € {1,--+, M}, in both g, and
€., 18 independent and identically distributed (i.i.d), which
follows complex Gaussian distribution with zero mean and
unit variance, i.e., g, ~ CN(0,1) and g4, ~ CN(0,1).

The air-to-ground channels from the jammer to Bob hj;, €
C™*N and to Willie h;, € C'™*N are assumed to be LoS
channels. They can be denoted as

Po
Egﬂn 3)
J

Po
h;, = | /ngwa 4)
jw

where dj, = ||L; — Ly|| and dj,, = ||L; — Ly|| are the
distances from the jammer to Bob and to Willie, respectively.
Vie {l,---,N}, gjp € g, and gj,00 € &;,,, and we have
|gj'ib| = Igjiw| =1

In order to achieve higher uncertainty and avoid being
detected by Willie, Alice selects a time slot with a probability
of # = 0.5 to transmit baseband signal x[k] to Bob, where
the transmit power is P,. Suppose the CSI among legitimate
users is known to each other. Alice adopts MRT towards Bob
to achieve better performance, where the precoding vector
u € CM*1 at Alice can be defined as

u= ab .
|Igasl
On the other hand, the jammer constantly emits jamming

signals to assist Alice in avoiding being detected by Willie. In

order to introduce uncertainty at Willie, the jammer applies

Gaussian signaling Jz;[k] ~ CN(0, P;). With the CSI g,

obtainable at the jammer, it can employ zero-forcing precod-

ing towards Bob, where the precoding vector v € CV*'can

be defined as
2V = 07
{g]b (6)

h;, =

and

®)

Ivl[* = 1.

Therefore, the received signals at Bob in each time slot
can be denoted as

yp[k] = v/ Pahgpuz[k] + ny[k], )

where nlk| is the additive white Gaussian noise (AWGN)
received at Bob, and it follows complex Gaussian distribution,
i.e., np[k] ~ CN(0,0%). Correspondingly, the transmission
rate R, at Bob can be expressed as

Pap0|gabu|2
d3,op .

R, = log, (1 + (8)

Since the zero-forcing is designed towards only Bob, Willie
receives signals from both Alice and the jammer, which can
be denoted as

Yuw k] = V Pohgwuz[k] + Jhj,va; (k] + n, k], (9)
where n,,[k] is the i.i.d AGWN received at Willie in each



time slot and follows n,,[k] ~ CN(0, 02)). The corresponding
eavesdropping rate . at Willie can be calculated as

Pap0|gawu|2/dgw )
p0|gjwv|2pj/dgw + 2

III. THE OPTIMAL DETECTION OF WILLIE

R. = log, (1 + (10)

Willie needs to decide whether Alice is transmitting #; or
silent H( according to his received signal power, and then
decide whether to decode the received signals. The received
signals of the two cases mentioned above can be denoted as

yulkl= {Jh Vi [K] + nw k]

\/> P.hyuzxlk

Willie measures his received samples N times and derives
the averaged received signal power P, to compare with
his preset power detection threshold &, and then makes his
decision. The decision rule can be described as

1 N 2D1
szﬁ;ww[k” D% 5;

0

05 (11)
| + Jhj,va;[k] + ny k], Hi.

12)

where IV is the sample numbers. Willie decides that Alice is
transmitting D, when P, is larger than &, and Alice keeps
silent Dy when P, is smaller than &.

We consider the interference limit network, i.e., 07 and 2,
can be ignored in Willie’s detection. As the signal samples
get larger, i.e.N — oo, the averaged received power P, can
be rewritten as

Ja HOa
P, =
{S—i— J, Hi,

where J and S represent the jamming and signal power,
respectively. They can be summarized as

= |Ja; [k]|* [y, v]?,

13)

(14)

and

S = P,|hg,ul* (15)

According to the decision rule in (12), there are two types
of mistakes that Willie may make, which are the false alarm
(FA) and the miss detection (MD). The FA mistake indicates
that Willie believes that Alice is transmitting while she is
silent. MD indicates that Willie believes that Alice is silent
while she is transmitting. The error detection probability p.
is defined as the probability that Willie makes FA and MD
mistakes, which can be described as

Pe =Pra +Pyup =P(D1|Ho) + P(Do|H1)
—P(J>€)+P(J+5<¢).

On the other hand, the correct detection probability of
Willie can be expressed as

P(Dy[H,) = P(J + S > €).

Based on the distribution of jamming signals Jx;[k] ~
CN(0, P;), we can conclude

(16)

A7)

(03
Jw )

_w 18
Pjpolg;,vI? (1%)

J ~ exp(

d<
J— jw
Denote A; Biolg,

As for g,,, ~ CN(0,I) and g, ~ CN(0,1) are i.i.d and
follow the same distribution, we can conclude that |hg,ul? ~
exp(1). This further leads to

dOL
S ~ ex v 19)
p(PapO)
Denote A gi
Correspondlngly, Pe in (16) can be changed into
Pe=1=F;() +Frs(8)
3
= e M8 —|—/0 Fj(€—2) fs(x)de (20)
s
Sl D (e NE gAY
o <)

Similarly, the correct detection probability P(Dq|H;) in
(17) can be altered to

1
P

From the definition of A;, A, and the expression of p, in
(20), we can see that p, is related to £. Willie can achieve a
lower p, by properly choosing his power detection threshold.
The optimal £ to minimize Willie’s error detection probability
pe is derived in Proposition 1.

Proposition 1: The optimal power detection threshold at
Willie can be expressed as

¢ = InAs —In A
PV

and the corresponding minimized error detection probability
pi can be derived as

P(D1|H1) =

(Ase™ 298 = Njer4). (1)

(22)

As

As ) XN
A .
Pe (Aj>

Proof. The impact of £ on p. can be obtained by analyzing
the monotonicity of p.. The first-order derivative of p, with
respect to & can be derived as

)\ .

(23)

/ — —A;€ As
pe(§) = )\_)\()\e Fae )L 2d)
The zeros of p/,(£) in (24) can be derived as
InA; —In A
= ——. 2
€o N, (25

Based on the definition of A; and );, we can have A\, > 0
and A\; > 0. We discuss the monotonicity of p. with respect
to & under two cases, i.e., As > A; and Ay < A; to derive
the optimal &.
o Mg > )\jl
when £ >

InAs—In )\j
As—Aj

creases with & when ¢ <

In this case, we can conclude that p/,(¢) > 0

InAs—In \;

P v and p,(§) < 0 when ¢ <

This indicates that p. monotonically de-

In As—ln )\
3 =x~, and monotonically
J

In A, —InA;
increases when £ > %

at &o.

P. obtains the minimum



e A\; < Aj: We can also have p_(§) > 0 when { >
In As—In X; InAs—In ) .
“/\Sf.;jf, and pl(§) <0 when ¢ < H)\Sf)tf This
also indicates that p. monotonically decreases when
InAs—In Ay . InAs—In Ay
6 < S Y and increases when 5 > B v want
s j s J

pe reaches its minimum at &y as well.
Both cases lead to the same optimal detection threshold &*
as shown in (22). Based on (20), the corresponding p} is

presented in (23).

With the optimal power detection threshold £* in (22), the
correct detection probability in (21) can be expressed as

As Aj

)\S T Xs—X; )\S T Xs—X;
J J

IV. TRANSMIT AND JAMMING POWER OPTIMIZATION
FOR A MORE SECURE COVERT COMMUNICATION

(26)

A. Problem Formulation

We aim to provide a more secure transmission for covert
communication between Alice and Bob against Willie. In this
section, we jointly optimize transmit and jamming power to
maximize the covert secrecy rate while guaranteeing Willie’s
optimal error detection probability larger than the threshold
and the eavesdropping rate lower than the limit. The opti-
mization problem can be summarized as

P1: max R (27a)
P,,P;

st pr >, (27b)

Re < e, (27¢)

Ry >, (27d)

Py < Pamazs (27e)

P; < Pjmaxs (271)

where € is the lower limit of Willie’s error detection proba-
bility, . represents the upper limit of Willie’s eavesdropping
rate, r is the lower threshold of transmission rate, P,,,qx
and Pjy,q, are the maximum allowed transmit and jamming
power, respectively. In addition, the covert secrecy rate R.s
is defined as the secrecy rate in covert communication when
Alice is transmitting. It includes two cases of Willie deciding
that Alice is silent Dy and Alice is transmitting D;, when
Alice is transmitting ;. Willie does not decode Alice’s
signals when he believes Alice is silent. R.s can be denoted
as

R.s = RbP(D0|H1) + (Rb — Re)P('Dl‘Hl)

= Ry, — P(D1|H1)R..

B. Impact of Constraint € on P, and P;

(28)

According to Proposition 1, Willie can obtain his minimum
error detection probability p} by setting the power detection
threshold as (22). To guarantee that p} satisfies the constraint,
the requirement of P, and P; is shown in Proposition 2.

Proposition 2: To guarantee (27b), the transmit and jam-
ming power should satisfy

P, d3,|g,V]> # (1 —e)In(1 — ¢))

— <
P, ~ s, In(1 —¢)

(29)

Proof. With the expression of p in (23) and in order to
satisfy the constraint in (27b), we can have

As
X

— J
—)\S %71 <1-—c¢
/\j - ’

and we have ¢ > 0. Then, (30) can be altered to

(30)

— s
Lett = )\7]"

t 1
——In- <In(l —e).
t—1 t
To further obtain the limitation of P, and P;, we need to
discuss t by classifying ¢ > 1 and 0 < ¢t < 1.

€29

e Case t > 1:
With ¢ € (1,00), (31) can be changed into
1 t-1
In- < In(1 —¢)
ot (32)
- < efin(t_e)eln(lfe).
t
Owing to In(1 — €) < 0, (32) can be changed into
1 1 - n —€
In(1 — )eini-9 < ML= =0 0 5

t
which satisfies the form of the Lambert W function.
Therefore, we can have

In(1 —¢)
t

<#_i(In(1 — e)e™1=9)), (34

or
In(1 —¢)
t

where #4(x) is the principle branch of Lambert W
function, and #_1(x) represents the negative branch.
Practically, the error detection threshold ¢ is close to 1.
Therefore, from (34) we can have

As < In(1 —¢)

Wo(In(1 — €)e™179) < <0, (35)

0< — =1 36
N SV a-omi—g) 9
which is against the initial assumption of ¢ > 1.
From (35), we can have
A In(1 —
. n(l — ¢ (37)

= > .
N~ (- (Il —0)
Then, we can further derive the upper limit of P,/P; as
shown in (29).
e Case 0 <t < 1:
Similarly, when ¢ € (0, 1), (31) can be changed into

1 1
In= > (1 — ) In(1 —¢)
4 4
% > e -9 (38)
ln(lt— 2 e < In(1 — €)em=9),

According to Lambert W function, the solution to (38)
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can be derived as
In(1l —¢) As
< =<
Ha((1—e)In(1—e€)) A,

. In(l1—e
Owing t0 1n)(1%))

assumption of ¢ € (0, 1).

In(1—e)
(=€) In(1—€))

= 1, (39) is against the

(39)

Thus, the overall constraint of P,/P; is demonstrated in
(29). O

C. Optimize P, and P; to Maximize R,

To maximize the covert secrecy rate R.;, the transmit
power P, and jamming power P; need to be adjusted
properly while satisfying constraints in (27). The objective
function (27a) is non-convex and mathematically difficult to
solve. Based on the expression of P(D;|H1)* in (26) and
R, in (28), we can further conclude

Res > Ry — Re = Res, (40)

where RCS can be defined as (41) on the top of this page.

Thus, maximize R, is equivalent to maximize Rcs. Then,
We analyze the monotonicity of R.s with respect to P, and
P; to derive the optimal transmit and jamming power.

The first-order derivative of RCS with respect to P, and P;
can be demonstrated as (42) and (43) on the top of this page,
respectively.

From (42), we can see that }NECS monotonically increases
with P,. To achieve higher R.s, P, needs to be set to its
maximum. However, P, is still constrained by (27b), (27¢),
(27d), and (27¢). From (43), we can see that R.; monoton-
ically increases with P;. A larger R., can be achieved by
setting P; to its maximum, where P; is constrained by (27b),
(27¢), and (27f).

To meet the constraints (27d) and (27¢), the transmit power
P, needs to satisfy

T 2
(2 1)Jb < P, £ Pomaz-

Al (44)
|y |[?

To comply the constraints (27c¢) and (27f), the jamming
power P; needs to satisfy

|hgul?P, — (27 — 1)o
@ — Dy v]?

2
© S Pj S ijaw- (4’5)

From (45), we can further conclude the constraints for P, as

b B DI + @ = 1)0d g,
a = |hawu‘2 a N

In addition, according to the constraint (27b) and the
corresponding conclusion in Proposition 1, we can further
conclude
A%, 185,V #6 (1 — €)In(1 — ¢))

s, In(1 —¢)

(46)

P, < P; = PUPe. (47)
Overall, we can set P; as its maximum and P, satisfy
constraints in (46) and (47) to obtain the optimal transmit

* . . *
power Py and jamming power P as

{P; = ija;ta

48
Py = min{P/"¢, pUPe}. @

Therefore, the maximum R.s; can be achieved by setting
P, and P; according to (48).

V. SIMULATION

In this section, simulation results are presented and dis-
cussed to evaluated the effectiveness of our proposed covert
communication scheme. We assume that Alice, Bob, Willie,
and the jammer are located at L, = (0,0,0), L, =
(200,0,0), L, = (200,100,0), and L; = (200,100,130)
in meters, respectively. The large-scale path-loss exponent is
set to a = 2.6, and the reference power gain at the distance

of 1 m is set to pg = —30 dB. Without loss of generality,
we set the AWGN variance received at Bob and Willie as
02 = 02 = —120 dBm, since both Bob and Willie are on
the ground. In addition, the jamming signal variance is set to
Pi=1W.

In Fig. 2, the impact of power detection threshold & on the
error detection probability p. is investigated under different
transmit power P,. The transmit and jamming antennas are
set to M = 8 and N = 8, respectively. From the results, we
can see that the Monte Carlo simulation results match our
theoretical calculation results as shown in (20). In addition,
we can also see that p. first decreases then increases with
&, which indicates there exists the optimal power detection
threshold to minimize p.. The results also show that the &*
derived from (22) corresponds to the simulation results and
leads to the minimum p., which agrees Proposition 1. We can
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Fig. 2. Comparison of the error detection probability pe under different
power detection threshold £ for the simulation and the calculation results.

Three cases of transmit power P, = 0.1 W, P, = 0.2 W, P, = 0.3 W are
considered.
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Fig. 3. Comparision of the achievable covert secrecy rate R.s under different
error detection probability limit among our proposed scheme, no MRT
scheme , no zero-forcing scheme, and fixed transmit power scheme.

also see from the result that the error detection probability
pe decreases as P, increases. This is because higher transmit
power leads to higher risk of being detected. Therefore, Alice
can reduce her transmit power for better stealthy.

The effectiveness of our proposed covert scheme is com-
pared with other schemes in Fig. 3. The impact of error
detection probability lower limit € on the covert secrecy rate
R.s is examined over our proposed scheme, without MRT,
without zero-forcing, and fixed transmit power of P, = 0.1
W. In our propose scheme, the transmit and jamming antennas
are set to M = 8 and N = 8, respectively. From the results,
we can see that the covert secrecy rate R.; decreases with
the lower error detection probability limit e. This is because
higher € requirement leads to stricter covert constraint, and
thus the allowed transmit power P, gets smaller. We can

further observe from the results that our proposed scheme
is much more effective in covertness compared with other
schemes, which is more obvious when there is no zero-
forcing applied. This is because the jamming signal inevitably
reduces the transmission rate when there is no zero-forcing
adopted.

VI. CONCLUSION

In this paper, we proposed a more secure UAV-assisted
covert communication scheme. The covert communication,
where a multi-antenna MRT transmitter transmits covertly
against a warden assisted by a multi-antenna zero-forcing
UAV jammer, is assured to achieve a higher covert secrecy
rate while guaranteeing the error detection probability is
larger than the limit. In addition, this scheme also guarantees
the security when the transmission is correctly detected
by the warden. The optimal power detection threshold and
the corresponding minimum error detection probability are
discussed and demonstrated. Under the worst case of the
warden’s optimal detection, we jointly optimized the transmit
and jamming power to maximize the covert secrecy rate in
both detected and undetected situations while guaranteeing
the error detection probability and eavesdropping rate both
under their limits. Simulation results are presented to evaluate
the correctness and effectiveness of our proposed covert
scheme.
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