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ABSTRACT

Nykénen, Riku

Supporting control selection in information security

Jyvaskyla: University of Jyvdskyld, 2024, 80 p. (+included articles)
(JYU Dissertations

ISSN 2489-9003; 826)

ISBN 978-952-86-0304-7 (PDF)

Numerous organizations face challenges in determining the best way to
ensure sufficient security measures to protect their operations and assets. Various
standards and frameworks for information security management systems define
sets of security controls to mitigate security risks. These security standards outline
common security measures to be implemented, but only account for limited orga-
nizational variations. There exists a variety of different risk management methods
to select optimal security controls; however, these methods usually require the use
of resource-consuming assessments and expertise, which small and medium orga-
nizations often lack. Because information and cyber-security breaches are daily
news, there is a need for practical approaches to risk management and security
control selection.

This work uses design science research to develop a set of artifacts to pinpoint
the most appropriate security controls based on the assets and security priorities of
an organization. The included articles represent developed artifacts that support
the selection of essential security controls, especially for SMEs. The results indicate
that the use of preconditions for organizational aspects and priorities can support
the selection of security controls to reduce the resource requirements for risk anal-
ysis and allow organizations to focus on the implementation of security controls.
As part of this research, the design science research methodology is evaluated as a
research method to develop information and cyber security assets. Overall, these
results indicate that design science research provides efficient methods to develop
practical artifacts for information and cyber security, but lack domain-specific
validation criteria for developed artifacts.

Keywords: Information Security, Cyber Security, Risk Management, Risk Analysis,
Security Control Selection, Design Science Research, Semantic Wiki,
Knowledge Management
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Useat organisaatiot kohtaavat haasteita valitessaan riittdvia tietoturvallisuuden
hallintakeinoja suojatakseen toimintaansa ja omaisuuttaan. Erilaiset standardit
ja viitekehykset tietoturvallisuuden hallintajdrjestelmille méérittelevat joukon
tietoturvallisuuden hallintakeinoja riskien hallitsemiseksi. Nama turvallisuus-
standardit kuvaavat yleisid turvatoimia, joita organisaatioiden oletetaan yleisesti
toteuttavan, mutta ne ottavat huomioon organisaatioiden erilaiset ominaispiir-
teet vain rajallisesti. Hallintakeinojen valitsemiseksi on olemassa useita erilaisia
riskienhallintamenetelmid, mutta niméa menetelmaét vaativat yleensa resursseja
ja asiantuntemusta, joita pieniltd ja keskisuurilta organisaatioilla usein puuttuu.
Koska tietomurroista on tullut arkipdivaa kaikenlaisille organisaatioille, tarvitaan
kaytannonldheisid menetelmia riskienhallintaan ja tietoturvallisuuden hallintakei-
nojen valintaan.

Tutkimuksessa kdytettiin suunnittelutiedettd menetelméana kehittaméaan jouk-
ko artefakteja, joilla sopivimmat tietoturvallisuuden hallintakeinot voidaan valita
organisaation suojattavien kohteiden ja turvallisuusprioriteettien perusteella. Si-
séllytetyt artikkelit esittelevat kehitettyja artefakteja, jotka tukevat tietoturvalli-
suuden hallintakeinojen valintaa, erityisesti pk-yritysten nakokulmasta. Tulokset
osoittavat, ettd huomioimalla organisaatioiden ominaispiirteet ja prioriteetit, voi-
daan tukea hallintakeinojen valintaa resurssivaatimusten vihentdmiseksi riskiana-
lyysissd ja mahdollistaa organisaatioiden kohdistaa resurssinsa varsinaisten hal-
lintakeinojen toteuttamiseen. Tutkimuksessa myos arvioidaan suunnittelutiedetta
tutkimusmenetelména tieto- ja kyberturvallisuuden kentdssa. Tulokset osoittavat,
ettd suunnittelutiede tarjoaa tehokkaita menetelmia kdytannonldheisten artefak-
tien kehittdmiseen tieto- ja kyberturvallisuuden alalla, mutta toimialakohtaiset
arviointikriteerit vaativat edelleen kehittadmista.

Avainsanat: Tietoturvallisuus, kyberturvallisuus, riskienhallinta, riskien arviointi,
hallintakeinojen valinta, suunnittelutiede, Semantic Wiki, tiedonhal-
linta
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1 INTRODUCTION

All organizations need to manage their information and cyber-security risks to
ensure business continuity. For effective risk management, the essential question
is which security controls an organization should implement to mitigate these se-
curity risks, as no organization has infinite resources to implement all the possible
security controls. Small and medium enterprises (SMEs) even struggle with the
implementation of fundamental information and cyber-security controls [18, 78]
and therefore need practical support to achieve their objectives in information and
cyber-security.

Design science research (DSR) has been used in information system research,
but has rarely utilized information security artifact development, such as security
control catalogs used to support information and cyber-security risk management.
This thesis approaches the topic of the development of information and cyber
security, especially in the SME context, using DSR methodology from a practical
point of view. This chapter discusses the background and motivations, presents
the research questions, and further explains the structure of this dissertation.

1.1 Motivation for research

Information security has been considered one of the most important issues on
a company’s agenda for more than a decade, because the increasing number of
security breaches is a major threat to business operations and continuity [18, 28,
78]. The increase in security threats and vulnerabilities, combined with the lack
of time and resources to effectively mitigate them in the business environment,
highlights the importance of prioritizing risks and addressing the most critical
ones [62]. In a survey by the European Union Cybersecurity Agency (ENISA),
over 80% of SMEs stated that cyber-security issues would have a serious negative
impact on their business within a week after the event, with 57% stating that they
would most likely go bankrupt or out of business [78]. SMEs understand the need
for information and cyber-security protection, but often lack the competence and
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other resources to mitigate information and cyber-security threats [12]. The recent
results of a survey by the Australian Cyber Security Centre indicate that almost
half of SMEs spend less than 500 Australian dollars on cyber security per year
[17]. In the same study, almost half of the SMEs rated their understanding of cyber
security as "average" or "below average" and had poor cyber-security practices.

The efficiency of risk management and the security controls implemented
are important not only to ensure an organization’s own information and cyber
security, but also to protect the privacy of personal data handled and to comply
with privacy regulations, including the General Data Protection Regulation (GDPR)
[69]. The GDPR requires organizations to implement appropriate technical and
organizational measures to protect the personal data they process, necessitating a
robust information security risk management process.

To protect their assets, such as information, information systems, or reputa-
tion, organizations implement security controls, also known as countermeasures.
As early as 1970, the foundational Ware report [95] stated that comprehensive
security requires a combination of hardware, software, communications, physical,
personnel, and administrative procedural safeguards. Software itself cannot en-
sure the security of information if the operational environment is not otherwise
secure; however, all mentioned aspects need to be taken into account. SMEs know
they are struggling with security practices, but often do not know where to start
[17]. Information security controls can be administrative, technical, or physical.
Administrative controls include processes, policies, and, for example, security
training. Technical controls include firewalls, endpoint protection software, and
vulnerability management. Physical controls include, for example, physical access
control and alarm systems. As no organization has infinite resources to implement
all possible security controls, organizations need to select the security controls that
suit their business needs and provide the best return on investment (ROI).

The number of security control catalogs, such as ISO/IEC 27002 [51] and
NIST SP 800-53 [80], defines sets of security controls that organizations must eval-
uate and, if feasible, implement to ensure the protection of their assets. Although
baselines exist, not only are SMEs struggling to implement important security
controls, but also organizations in safety and cyber-security critical domains such
as aviation [61] or public administration [89]. Although some investment in infor-
mation security is good, more security is not always worth the cost [32]. It is not
feasible for all organizations to have the resources to implement all the security
controls defined in baseline standards but select only the controls providing a
sufficient ROI. Especially for SMEs, it is not evident that they have the resources
to implement a wide range of security controls, as even cyber-security-critical
organizations struggle with implementation.

As SMEs struggle with resources, even low-cost controls can be an unattain-
able investment, especially if there is no executive management support for in-
formation and cyber-security protection [12]. However, information and cyber-
security research rarely focuses on SMEs, despite the fact that they represent a
large proportion of businesses [13]. SMEs represent 99% of EU companies and
occupy two-thirds of private sector employees, and the sector generates 58,4% of
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the gross value added [60]. However, in SME organizations, there is rarely a dedi-
cated staff to continuously maintain and monitor information and cyber-security,
leading to personnel multitasking and a lack of time to focus on security activi-
ties, contributing to security weaknesses [78]. The importance of SMEs to society
has also been noted in the recent EU Cyber Security Directive NIS2 [23], where
one of the requirements for national cyber-security strategies is to strengthen the
cyber resilience and cyber hygiene baseline of SMEs. In response to increasing
cyber-security regulations, SMEs expect the public sector to provide funding and
resources to implement cyber-security measures [75].

Because no two organizations are the same, modern approaches to infor-
mation and cyber-security risk management require organizations to utilize risk
management methodology to analyze assets, threats, and risks. Based on the
results of the assessment, organizations select the security controls they need to
implement to mitigate risks to an acceptable level. There exist a variety of quan-
titative security risk management methods that support organizations in their
selection of security controls. However, these require the existence of numeric
input data, such as risk realization statistics, life-cycle costs of controls, and proper
asset valuation, to provide accurate results [81]. SMEs often lack the competence
and input data required to select optimal security controls based on risk assess-
ment without external assistance and expertise [13]. It is not merely a question
of resources, because even security professionals can realize different results in
risk assessment due to human factors [79]. In addition, cyber-security analytics
solutions cannot take into account the specific needs of SMEs such as the limited
ability to invest in security solutions [83]. SMEs also have problems correctly
implementing the selected security controls [2].

1.2 Research questions and main contributions

This dissertation approaches information security risk management from a prac-
tical point of view to develop a demonstrator to support organizations in their
information security risk management. The research questions combine the evalu-
ation of the artifact and the DSR methodology used.

RQ1 How can security control catalogs be enhanced to support SME organiza-
tions” information and cyber security, especially in security control selection,
without a complex risk assessment process?

RQ2 Under what conditions can the DSR methodology be utilized in the develop-
ment of information security artifacts?

Instead of finding complex metrics, it is more critical to focus on security risk
management and identify assets that have an impact on an organization’s business
continuity. This research represents a practical demonstrator for an enhanced
security control catalog, which especially supports SMEs in identifying relevant
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security controls based on a simple analysis of their assets and related risks. Com-
pared to the traditional control catalog approach with no or limited prioritization
between controls, the demonstrator supports organizations to identify potential
controls from a more limited set of controls and focus their security risk manage-
ment work more efficiently.

The results of the demonstrator were used in the development of the Julkri
criteria [6]. Julkri was developed in coordination with the Finnish National In-
formation Management Board (IMB) to assess compliance with the Act on Infor-
mation Management in Public Administration [1]. Compared to its predecessors,
Julkri contains a new type of selection logic of essential and optional security
controls for assessment. This is required because Julkri needs to scale from the
smallest Finnish municipalities and their service providers to ministries and large
cities, which have varying needs and resources for information security.

As the focus of the research was the development of new demonstrative
artifacts, the design science research methodology (DSRM) was found to be suit-
able for the evaluation of the artifacts, although it has been used only concisely in
information security research. As part of the research, the suitability of DSRM for
information security research was evaluated.

Analysis of security risk . ; .
[ management and } [ SMW artifact } [ Design science research }

controls development evaluation

( en PV )

FIGURE 1 Visualization of the main themes of the articles included

The included articles compose three pairs, each pair having a specific theme.
Articles I and II cover the background analysis of the risk management require-
ments and security controls required to support the further research and develop-
ment of the artifacts. Articles IIT and IV cover the development of the wiki-based
information security knowledge base and the risk management tool. The last two
articles, Articles V and VI, focus on the evaluation of artifacts and the evaluation
of the DSR methodology in information and cyber-security research. Figure 1
presents the main themes of the articles included.

1.3 Structure of the thesis

This dissertation is structured as follows. Chapter 2 provides an introduction to
information and cyber-security risk management and security controls. Chapter 3
represents the used research method, and Chapter 4 contains a summary of the
included articles. Chapter 5 presents additional results not included in the articles.
Finally, Chapter 6 concludes the dissertation.



2 BACKGROUND

Information security risk management is a systematic approach to identifying,
assessing, prioritizing, and mitigating risks that could compromise the confiden-
tiality, integrity, and availability of an organization’s information assets.

2.1 Basic concepts in information security risk management

It is essential to understand the terms of information security risk management and
their relationships. There exist several different information security ontologies,
however, Common Criteria (CC), also known as ISO/IEC 15408 [48], concepts
have been widely adopted for use in ISO/IEC and other standards. Key concepts
are as follows:

Definition 1. An asset is an item, thing, or entity that has potential or actual value to
an owner [46].

Definition 2. A risk is the effect of uncertainty on objectives [46].
Definition 3. A control (countermeasure) is a measure that modifies risk [49].

Definition 4. A threat is a potential cause of an unwanted incident, which may cause
harm to a system or organization [49].

The relationships of the most important concepts are presented in Figure
2. Typically, the organization is the owner of the assets, where the assets range
from intangible entities such as competence or software to tangible assets such
as physical devices. As in information and cyber security, the concept of an asset
includes everything that has value for its owner, which is a more generic definition
than in risk management, where some taxonomies use a three-level definition
of a business, service, and asset [81, 76]. In information and cyber-security risk
management, business and service entities are also assets if they provide value to
the owner.
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FIGURE 2 Security concepts and relations according to Common Criteria [48]

There exist several generic and domain-specific threat taxonomies, which cat-
egorize information and cyber-security threats [54, 76]. The German information
security specification IT-Grundschutz includes the Compendium [52], which is a
unique information and cyber-security specification as it contains, in addition to
security controls, lists of typical threats and assets. It also includes a cross-reference
to map elementary threats to the security controls that mitigate the threats. Threat
taxonomies can be used in risk assessment to verify that specific threats are not
ignored. In general, threat catalogs can be organized as a hierarchy of threats
where threats are also associated with one or more information security attributes:
confidentiality, integrity, or availability [29].

The risk is an entity between an asset and a threat. The common understand-
ing of risk in the security community is captured by the so-called three-factor
perspective, which aggregates the value, threats, and vulnerabilities of the asset
[5]. This does not include the element of uncertainty as in the definitions of ISO
standards [49, 46], which is usually taken into account as the probability of the
realization of the risk. In ISO/IEC 27005, a security risk is measured as a tuple of
impact of the realized risk and the probability of risk realization.

Security control is a countermeasure to mitigate security risks. Security
controls can be divided into three groups and general levels [53]:

* Management: actions taken to manage the development, maintenance, and
use of information systems, including policies and procedures.

* Operational: everyday mechanisms to protect operational systems and the
environment, including awareness training, configuration management, and
incident response.

¢ Technical: hardware and software controls used to protect systems and infor-
mation.
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From the point of view of impact and likelihood, security controls can be classified
as preventive, detective, and corrective [51]. Preventive controls reduce the proba-
bility, and detective and corrective controls reduce the impact of the realization of
the risk.

Security control catalogs are collections of security controls. In information
security management, security control catalogs are often used to demonstrate
compliance. Compliance can be described as the act of fulfilling expectations and,
more precisely, compliance is verifiable consistency with clearly defined rules [21].
Information security assessment is the evaluation process to verify compliance
with the set of rules. The evaluation criteria used in the assessment to establish
the set of rules. Information security audits can have multiple types or targets,
from organizations to specific products. Where the widely used ISO/IEC 27001
Standard is the audit requirement specification for an information security man-
agement system (ISMS), other specifications originate from different backgrounds
like, for example, from regulation or technology. Hence, it is important to select a
control catalog that is appropriate for the goals of the organization.

2.2 Information security risk management

Modern ISMS standards and specifications, such as ISO/IEC 27001 [50] and NIST
SP 800-53 [80], are risk based, meaning that there is no specific information security
control set to implement, but organizations select the security controls that are
optimal for their risk landscape. The optimal selection of security controls is also
the main goal of most risk management methods [25]. Optimal security control
selection requires organizations to identify their security risks and threats and,
based on the results, select the security controls to be implemented.

To support the implementation of the security risk management process,
there are multiple widely adopted security risk management methodologies, such
as ISO/IEC 27005 [47], which is related to the ISO/IEC 27001 Standard. Fenz and
Ekelhart [27] have identified the common phases and outcomes of five different
security risk management methods: CRAMM, NIST SP 800-30, OCTAVE, EBIOS,
and ISO 27005. The generic phases and outcomes are presented in Table 1.

As the generic phases show, organizations need to identify the assets they
wish to protect, identify the threats (risks) related to the assets, and select security
controls to protect the assets. Sufficient asset identification and valuation in the first
phase can be seen as a prerequisite for the successful completion of the following
phases [29]. If the organization does not identify the assets, it cannot reliably
identify the risks facing the assets and can fail to select the mitigating controls
effectively. In addition, if the organization fails to value the asset incorrectly for its
operation, effective control selection can fail or lead to infeasible investments. The
security risk management process is usually not linear but iterative, as reviewing
threats and potential controls may help identify new assets to be protected and
can result in the assessment of new risks.



22

TABLE 1 Security risk management process phases [27]

Phase Output

System characterization List of assets that need to be protected and their ac-
ceptable risk level.

Threat and vulnerability as- | Inventory of threats and associated vulnerabilities that

sessment endanger identified assets.

Risk determination Quantitative or qualitative risk metrics and levels of
identified threats.

Control identification A list of possible controls that can reduce risks to an

acceptable level.
Control evaluation and im- | A list of cost-effective security controls that must be
plementation implemented to mitigate risk to an acceptable level.

A risk analysis is performed to assess risk characteristics, such as probability
and impact, and to assess potential security controls. Risk analysis methods are
quantitative, semiquantitative, or qualitative techniques to determine the level of
risk. The common way to perform a risk assessment is to use a qualitative risk
matrix approach. In traditional qualitative analysis, the risk score is the result of
the evaluation of the probability and impact tuple. Although the goal is to identify
risks with a risk score that exceeds the acceptable risk appetite, risk matrices also
have potential problems, as they have limited ability to correctly reproduce the
risk ratings implied by quantitative models [16]. For example, failed estimates
of the occurrence or impact of the risk will cause organizations to ignore critical
risks and focus on irrelevant risks. In addition, qualitative risk analysis is always
the result of human opinions, which tend to lean toward overoptimism and an
unbalanced focus between probability and impact [71]. There are multiple studies
on optimism bias in risk assessment in which people discount the likelihood of
negative security events [63]. Common challenges also include risk prediction, a
lack of understanding and the overconfidence effect, knowledge sharing, and risk
versus cost trade-offs [29].

Various quantitative or semi-quantitative risk assessment methods also exist.
In quantitative risk assessment, the risk of each scenario is estimated numerically
using a quantitative model and measures. The use of quantitative methods usually
requires complex metrics, and therefore, simple qualitative methods are often
preferred. Moreover, many of the self-described quantitative methods are semi-
quantitative methods that use numerical values based on the expert’s opinion,
which can be subjective and unrepeatable [25]. For example, a reliable analysis of
the impact of a realized risk in a supply chain would require a complex model that
takes into account multiple characteristics of modern supply chains. In addition,
such an analysis would need to have clear and adequate quantitative measures
to provide reliable results [7]. Due to limited data and challenges with modeling
the dynamic aspects of threats and vulnerabilities, many quantitative methods
to determine security risks are also inherently flawed [25]. Quantitative methods
must balance efficiency and accuracy, which favors either of them [94]. When



23

preliminary and high-level risk assessment is required, efficient quantitative meth-
ods are more suitable, and more complicated methods need to be used when the
priority is the accuracy of results.

In addition to qualitative and quantitative risk management methods, there
are also maturity model-based approaches to security control selection [79]. For
example, the COBIT framework enables us to assess the prevailing security situa-
tion in an organization. The Finnish national Cybermeter [59] developed by the
National Cyber Security Centre (NCSC-FI), the NIST Cybersecurity Framework,
and the Cybersecurity Capability Maturity Model (C2M2) [19] are also maturity
model based. In maturity model-based assessments, organizations assess the
maturity level of important operational security capabilities, usually per domain
and objective. A maturity model provides a reference point for the current level of
organizational practices, processes, and methods and sets goals and improvement
priorities. Many of the capabilities evaluated are the existence of common security
processes such as the risk management or implementation status of common se-
curity controls, for example, vulnerability management. Hence, maturity models
do not reinvent the wheel, but provide another approach to assess and develop
information and cyber security. From an SME point of view, the maturity model
requires similar resources, especially information security knowledge, to provide
meaningful assessment results.

Security controls may be administrative, such as policies and training, or
technical, such as endpoint protection software and backup. In their conclusion
of the systematic review of the literature, Bekkevil et al. [8] noted that effective
information security requires not only appropriate technical solutions, but also
sound information security practices. Training and organizational collaboration at
different organizational levels are the two most discussed types of security initia-
tive. Although many organizations have administrative and technical controls in
place, these organizations must also consider employee attitudes, knowledge, and
behavior when selecting appropriate security controls [8]. Furthermore, technolog-
ical developments have an impact on the security controls that organizations need
to implement, and evolving technologies can cause problems, especially for SMEs
[2]. Cloud services have become more popular during the last decade and possess
different types of threat than the on-premise services they are replacing [90]. From
a security risk management perspective, organizations must adapt their security
controls to changing asset outlooks.

2.3 Security control selection

The goal of selecting security controls is to identify the controls that will provide
the best expected ROI for the organization to mitigate the identified risks. There
exist different methods to select security controls, where simple methods include
ordering the security controls from the best to the worst using pairwise comparison
[64]. For optimal security control selection, a predictive model is needed to identify
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how a control modifies all risks and threats [71]. As risks and controls have
complex dependencies and difficult-to-observe effects, it is not realistic to expect
that control selection would be optimal even if an organization has the necessary
resources, since control efficiency is expected to change over time [71]. As all
organizations are different, risk-based methods aim to find the optimal security
controls for the current organization, for current protectable assets, and/or for a
more strictly specified use case. For large organizations, it might not be feasible to
implement an organization-wide security control, but only for selected valuable
assets.

In compliance requirements, the common approach is to review the reference
control set. ISO/IEC 27001 requires organizations to “determine all controls that
are necessary to implement the information security risk treatment option(s) chosen”
and compare those controls with Annex A that so no necessary controls have
been omitted [50]. Annex A refers to the annex of the standard that contains
security control objectives and controls presented in detail in the ISO/IEC 27002
Standard. Furthermore, it is noted that “control objectives and controls listed in Annex
A are not exhaustive, and additional control objectives and controls may be needed.”
Such a situation could be the usage of recently emerged technologies such as, for
example, artificial intelligence (AI), which is not covered by the controls of the
latest version of ISO/IEC 27002. The risk-based approach of ISO/IEC 27001 can be
characterized as a risk assessment based substantially on a review of the control
catalog. In addition, measuring the efficiency of a security control can be difficult
and require overly simplified numeric estimations [71]. For technical security
controls, it is often easy to detect that the control is working and protecting assets.
However, the evaluation of organizational controls, such as security training, is
harder, especially before training implementation, as it will depend on multiple
factors such as personnel motivation, training quality, and coverage [12].

It has been identified that large amounts of control options and the amount
of information become counterproductive, basically making things worse that
is, less secure [36]. The term Fog of More is used to describe the state in which
organizations have so many options, policies, and services that it is easy to become
paralyzed. Many organizations have too many security solutions to effectively
manage them all, leading security professionals to have too much noise to distin-
guish critical security alerts from systems [77].

The available resources of the organization also have an impact on the se-
lection of security control. Where organizations with better resources are able to
implement partially overlapping controls to ensure the principle of defense in
depth to prevent security breaches, even single security controls would fail, or
there would be cases of human errors [15]. Conversely, organizations with limited
resources struggle to implement even the most critical controls due to a lack of
resources and management commitment [12]. The more limited resources an orga-
nization has, the more important it is to select the security controls that mitigate
the overall risks to the greatest extent. To identify these controls, organizations
can review different options in different security control catalogs.
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2.4 Security control catalogs

There exist a number of different information and cyber-security management
frameworks and control catalogs. Selecting the relevant applied framework, in-
cluding the security control catalog, is primarily a business decision based on the
organizational context and risk profile, which needs to consider the applicable
laws and regulations [58]. Next, five security control catalogs used in the in-
cluded articles are presented, after which catalogs are compared from a statistical
perspective.

NIST SP 800-53

The Special Publication (SP) 800-53 "Security and Privacy Controls for Informa-
tion Systems and Organizations" from the National Institute of Standards and
Technology (NIST) has been primarily created to help US federal agencies, but
is also applied by the private sector [80]. It is currently in its fifth revision (rev5)
published in September 2020.

From a structural point of view, NIST SP 800-53 consists of 20 control fami-
lies. SP 800-53 has a two-level control structure, where controls can have control
enhancements as subelements defining additional details. NIST SP 800-53 contains
four security baselines: low, moderate, high, and privacy. The security baselines
are used to classify systems and organizations based on their criticality and to
filter the control set to the appropriate level to meet the required security level.
The definitions of low, moderate, and high baselines are based on the security
impact levels defined in the federal standard FIPS PUB 199 [87]:

Definition 5. The potential impact is low if the loss of confidentiality, integrity, or
availability could be expected to have a limited adverse effect on organizational operations,
organizational assets, or individuals.

Definition 6. The potential impact is moderate if the loss of confidentiality, integrity, or
availability could be expected to have a serious adverse effect on organizational operations,
organizational assets, or individuals.

Definition 7. The potential impact is high if the loss of confidentiality, integrity, or avail-
ability could be expected to have a severe or catastrophic adverse effect on organizational
operations, organizational assets, or individuals.

The privacy baseline defines the security controls to be applied when per-
sonal data is processed. In such a case, the relevant set of controls is the union of
the appropriate impact level controls and privacy baseline controls.

The NIST Risk Management Framework (RMF) includes the Security and
Privacy Control Overlay Repository (SCOR) [66], which provides stakeholders
a platform for sharing control overlays. An overlay is a set of controls that are
applicable to a specific system or situation. The overlays are created by subject
matter experts to help reduce the duplication of effort and share best practices for
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specific use cases. An overlay may include controls from more than one catalog,
and therefore, overlays are not limited to utilize controls only in NIST SP 800-53.
SCOR contains overlays, for example, for physical access control systems, federal
PKI Systems, and ICT supply chain risk management.

The NIST SP 800-53 release 5 security controls catalog is available in XML
format, which follows the Open Security Controls Assessment Language (OSCAL)
schema. OSCAL defines machine-readable representations of control catalogs,
control baselines, system security plans, and assessment plans and results. OSCAL
is a set of formats expressed in XML, JSON, and YAML [68]. These representations
can be used to efficiently transform specifications to other data formats compared
to specifications that are released only in document format, such as ISO/IEC
27002.

ISO/IEC 27002

ISO/IEC 27002, titled "Information Security, Cybersecurity and Privacy Protection
— Information Security Controls", is an international standard that provides guid-
ance on the normative security controls defined in Annex A of ISO/IEC 27001 [50].
ISO/IEC 27001 defines requirements for the Information Security Management
System (ISMS), and the organization can obtain certification against the require-
ments. As a part of the information security risk treatment requirements, ISO/IEC
27001:2022 states that an organization shall compare the controls it has determined
to implement to the control in Annex A and verify that no necessary controls have
been omitted.

In ISO/IEC 27001 Annex A, the control listing contains only the control
identifier, a title, and a short description. ISO/IEC 27002 provides more detailed
guidelines and other relevant information to support the control implementation.
The security controls are grouped in to four clauses:

¢ Organizational controls
* People controls
¢ Physical controls

¢ Technological controls

In the latest version, ISO/IEC 27002:2022 has added five new attributes to the
controls compared to the previous version: control type, information security
properties, cybersecurity concept, operational capabilities, and security domains.
The attributes are designed to enable the creation of customized perspectives of a
control catalog to support the selection of suitable subsets of controls. The new
attributes are represented in Table 2.

Each of the controls has one or more values for each attribute. New attributes
are especially encouraged to be implemented to speed up the risk treatment
process [51]. ISO/IEC 27002:2022 states that organizations can not only omit the
attributes but also introduce their own attributes and assign controls with the
relevant values.
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TABLE 2 New control attributes in ISO/IEC 27002:2022 [50].

Attribute View point Possible values

Control type | Attribute provides the perspective of | Preventive, Detective, and
when and how the control modifies the | Corrective.
risk.

Information | Characteristic of information the control | Confidentiality, Integrity,

security prop- | will contribute to preserving. and Availability

erties

Cybersecurity | Cybersecurity concepts defined in the | Identify, Protect, Detect,

concept cybersecurity framework described in | Respond, and Recover.
ISO/IEC TS 27110.

Operational | Practitioner’s perspective of information | *

capabilities security capabilities.

Security do- | Information security domains. Governance and Ecosys-

mains tem, Protection, Defense,

and Resilience.

* Possible operational capability values are Governance, Asset_management,
Information_protection, Human_resource_security, Physical_security,
System_and_network_and_vulnerability_management, Continuity,
Supplier_relationships_security, Legal_and_compliance,
Information_security_event_management, and Information_security_assurance.

Annex A also provides a list of possible organizational attributes:

a) maturity (values from the ISO/IEC 33000 series or other maturity models);

b) implementation state (to do, in progress, partially implemented, fully imple-
mented);

) priority (1, 2, 3, etc.);

d) organizational areas involved (security, ICT, human resources, top manage-
ment, etc.);

e) events;

f) assets involved;

g) build and run, to differentiate controls used in the different steps of the
service life cycle; and

h) other frameworks the organization works with or can be transitioning from.

Compared to previous versions of ISO/IEC 27002:2022, the new attributes and
related guidance improve the support of the control selection. However, the prior-
itization of controls still remains the responsibility of the user as new attributes
support the filtering of the controls.

The widely used international standards ISO/IEC 27001 and 27002 have also
been a basis for different specific guidelines. In the SME context, an interesting
application is the SME Guide on Information Security Controls [86] by Small Busi-
ness Standards (SBS). SBS is the association representing European SMEs’ interests
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in standardization. Although the guideline was published in 2022, it refers to the
ISO/IEC 27002:2013 version, from which it recommends the implementation of
16 controls to ensure minimum effective protection of enterprise’s data. Controls
and other recommendations aim to reduce the risks assessed and therefore pro-
vide guidelines for applying the ISO/IEC 27001 risk management process [85].
Although the guidelines provide a starting point to implement security controls,
they only provide a limited roadmap to develop information security, since the
only prioritization aspect is the type of organization as an SME and therefore does
not solve the scalability problem of ISO/IEC 27002.

CIS Controls

The author of CIS Controls [14] is the community-driven nonprofit organization
Center for Internet Security (CIS). CIS Controls does not have the status of a
national or international standard, but is widely adopted as a reference control set.
The origin of CIS Controls is in expert community work in mapping summaries
of attacks into the required defensive controls. CIS Controls is available as a PDF
document and in Excel format.

From a semantic point of view, CIS Controls” current Version 8 has 18 con-
trols. All of the controls contain more detailed safeguards. Therefore, a control
is similar to a control family in NIST SP 800-53, a concept to group safeguards,
although it contains an explanatory section. Each control has a short overview and
two sections with a description: "Why is this control critical?" and "Procedures
and tools." CIS also provides a mapping of CIS Controls to other numerous speci-
tications, including ISO/IEC 27001, ISO/IEC 27002, NIST SP 800-53, and the NIST
Cybersecurity Framework (CSF) [30].

To prioritize the implementation of the safeguards, the safeguards are di-
vided into three implementation groups. Implementation groups have been in-
troduced to fight against the fog of war, that is, having too many controls to
implement that lead to overlapping and infeasible investments instead of building
security based on the maturity of the organization [77]. Although prioritization is
simple, it is complemented by two safeguard attributes. The asset type describes
the kind of asset that the safeguard primarily protects. It contains only a single
value for each safeguard, where possible values include users, data, applications,
devices, and networks. In addition, some safeguards do not have a specific pri-
mary protected asset type, for example, security awareness-related safeguards.
The second attribute is the security function, which also has one value per safe-
guard. The security function values are derived from the NIST CSF and include
identify, detect, protect, respond, and recover.

Unlike other specifications presented, CIS has published a separate imple-
mentation guide for SMEs [31], which includes guidance on implementation group
1 (IG1) safeguards. By definition, IG1 contains the essential safeguards and repre-
sents a minimum standard of information security for all enterprises. The guide is
divided into six phases, each of which contains a set of instructions, lists of actions
to take, and references to supporting material and additional guidance. However,
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the phases or guidance is not directly mapped to the CIS Controls safeguards, but
following all phases will eventually lead to the implementation of the majority of
the IG1 safeguards.

Katakri

The Information Security Audit Tool for Authorities (Katakri) is aimed to assess
the protection of national and EU classified information [55]. It has been created
in close cooperation between Finnish governmental security authorities and the
private sector. Katakri is used mainly for three purposes: to meet the requirements
of international treaties, to improve the procurement and operation of critical
government systems, and to assess the reliability of the government supply chain
[55, 72]. It covers the national and corresponding EU security classification levels
Restricted, Confidential, and Secret. Requirements to process the information
classified with the highest Finnish national security classification, Top Secret, are
excluded from Katakri.

As Katakri defines requirements to process security classified information,
it uses the term requirement instead of security control. However, requirements
often relate to the security control definition in ISO/IEC 27002 and NISP SP 800-53.
The requirements are prioritized according to the security classification of pro-
tected information. The latest version, Katakri 2020 [55], categorizes requirements
into three subdivisions: security management, physical security, and information
assurance. Structurally, Katakri contains long description text for each control,
which may include multiple requirements for different security levels. As Katakri’s
background is in national regulation, each requirement also contains a reference
to the corresponding legislation.

Katakri is available in document and Excel formats, which is more structured
than document specifications. In the Excel version, it is possible to filter require-
ments based on the security classification level. For control selection, Katakri is
the most limited as the security classification is basically only the attribute use
in addition to three sections of the specification. However, requirements have
been established to allow different implementation options and to facilitate in-
terpretation. Examples of implementation have been compiled in the Additional
Information field of each criterion. The field contains examples of procedures to
meet the minimum protection requirements in most cases [55].

Julkri

Julkri criteria were initially published in 2022 to support compliance assessments of
the Act on Information Management in Public Administration [1]. The Act defines
obligations relating to information security measures that apply to information
management units and authorities as well as their service providers also in the
private sector. Julkri describes the assessment criteria for information security
in public administration (Julkri) and provides instructions for using them. It
also supports compliance assessments of the Government Decree on Security
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Classification of Documents in the Central Government [34].

The initial content of Julkri is based on Katakri. However, compared to it,
Julkri introduced a new approach to security control selection using preconditions.
Where control selection in the predecessors of Julkri has been based only on the
security classification of the information, Julkri contains more preconditions to
select effective audit criteria and an applied set of controls. As Julkri users include
the smallest municipalities and their service providers in Finland, the control
selection logic needed to scale from all differently sized public and private sector
entities. Therefore, it was expected that all Julkri users would not be information
security experts but have limited information and cyber-security competence. In
Julkri’s development, considerable effort was invested into developing a new
kind of selection logic that would also suit organizations with limited security
expertise. Figure 3 represents the Julkri metamodel as a UML model, where the
class "Assessment criteria" comprise the preconditions.
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Security class Il
Security class Il

Security class |
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Integrity
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Name

Requirement
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Implementation guidance
Confidentiality level
Integrity level
Availability level
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Legislation
References

Julkri reference
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is inherited by
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Parent criterion

Confidentiality level
Integrity level
Availability level
Privacy level

Use case

Use case

Name
Description

Use case criterion

Obligation level

<<Enumeration>>

Obligation level

Optional

Special category of personal data Essential

FIGURE 3 The Julkri metamodel

The Julkri user defines preconditions to select essential and optional crite-
ria. The preconditions include an information security classification following
Finnish national security confidentiality levels as well as information integrity and
availability requirements. The preconditions also include the privacy aspect if the
assessment target processes personal data. There is also an optional precondition
that defines the use case, which is a similar concept to OSCAL overlays. In ad-
dition to four predefined use cases, user organizations can define their own use
cases, for example, to assess service providers. Table 3 presents the preconditions
and their possible values.
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Property Description Possible values
Confiden- Confidentiality levels are Finnish | ¢ Public
tiality national security confidentiality lev- | ® Secret
els. e TLIV
o TLIII
e TLII
e TLI
Availability | Availability level refers to how infor- | ® Minor
mation, an information system, or | ® Normal
a service can be used at the desired | ¢ Important
time and in the required manner. ¢ Critical
Integrity Integrity is a characteristic of infor- | ¢ Minor
mation that means that the infor- | ¢ Normal
mation has not been altered with- | ® Important
out authorization or that it has not | ® Critical
been altered accidentally and that
any changes can be verified.
Personal data | Personal data level contained by the | ® None
system or service. ¢ Personal data
* Special categories of personal
data
Use case Predefined set of criteria suitable for | ¢ Administrative security
a specific situation. assessment of the information
management unit
¢ Assessment of an SaaS cloud
service
® Procurement of expert work
* Assessment of the production of
information system services
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The Julkri tool uses preconditions to select effective criteria for specific se-
curity assessments. Initially, the Julkri tool was released as an Excel worksheet,
but later was released also as an SaaS service to Finnish national public sector
organizations required to comply with the Julkri requirements. Figure 4 represents
the selection logic of essential and optional criteria.

Public
S n PROPOSED
ecre CRITERIA
TLIV =
m
TL Administrative <
TL security JZ> N
= 4
Confidentiality . TLI o
of information Physical >
Personal data security x
Special categories o 5
. 1]
Integrity and of personal data Techm.cai % S E
availability of security 3|5 =
information ‘ Minor ele =
| Information | S
Normal Preparedness > |3 m
o & =
Important and continuity S = =
Critical management | 5 | @
Use case = g
Py Dot > 12
protection =4

FIGURE 4 The Julkri selection process of essential and optional criteria [6]

Julkri contains a similar two-level structure in which criteria can have sub-
criteria for NISP SP 800-53 control and control enhancement. The criteria are
divided into five sections: (1) administrative security, (2) physical security, (3)
technical security, (4) preparedness and continuity management, and (5) data
protection. If the preconditions state that the assessment target does not process
personal data, then no criteria from the data protection section are selected. The
effective criteria contain relevant and optional criteria. The relevant criteria are
expected to be met, or compensatory controls must be presented to comply with
the criteria. The optional criteria leave room for organizations” own risk assessment
whether to implement them or not.

2.5 Comparison of security control catalogs

The security control catalogs presented originate from different backgrounds
and, as shown, have structural differences. Moreover, the number of controls is
different. Table 4 represents statistics on controls in the four presented control
catalogs, also showing the number of controls at different priority levels.

Julkri contains 768 different alternatives to define preconditions with four
predefined use cases. Therefore, Table 4 contains only the minimum and maximum
subset values. NISP SP 800-53 is the most extensive control catalog with a total
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TABLE 4 Security control statistics

Specification Statistics
NIST SP 800-53 20 control families containing 298 controls and 709 control
enhancements

Low Profile: 131 controls, 18 control enhancements
Moderate Profile: 177 controls, 110 control enhancements
High Profile: 188 controls, 182 control enhancements
Privacy Profile: 75 controls, 21 control enhancements

CIS Controls v8 safe- | 18 controls containing 153 safeguards

guards Implementation Group 1: 56 safeguards
Implementation Group 2: 130 safeguards
Implementation Group 3: 153 safeguards

ISO/IEC 27002 4 clauses containing 93 controls (in the previous 2013 version,
14 clauses containing 114 controls)
Katakri 42 criteria items containing 122 requirements

Restricted Level: 89 requirements
Confidential Level: 103 requirements
Secret Level: 109 requirements

Julkri 83 criteria and 139 sub-criteria

Minimum Subset: 50 essential, 47 optional
Maximimum Subset: 222 essential

of 298 controls and 709 control enhancements. From a prioritization point of
view, even with a low profile, it already contains 131 controls and 18 control
enhancements, which is more controls than ISO/IEC 27002 contains in total. This
can be explained with the control specification, where SP 800-53 controls are more
atomic, whereas ISO/IEC 27002 controls contain more broader definitions, as the
cross-references in the NIST SP 800-53 document indicate. Therefore, SP 800-53
seems to be more applicable to situations where small subsets of controls are
prioritized for different use cases.

However, all of the catalogs presented, excluding Julkri, have a fairly large
number of controls even at the initial level. Even the lowest percentage of CIS
Controls includes 36% all safeguards in the first implementation phase. Therefore,
prioritization focuses on the least critical controls, where more than a third of the
controls are counted as the highest priority controls. As mentioned previously,
many organizations struggle with implementation with basic controls. Therefore,
prioritization should be taken into account even in the most critical controls.

2.6 SME challenges in information security

Limited resources have been consistently identified as the most critical constraints
to invest to information security [2, 37]. In particular, the lack of financial resources
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has been identified as the most critical issue preventing SMEs from managing
information security risks [37]. The irregular revenue streams of SMEs also affect IT
security investments [37]. Decision-making on security investments also depends
on understanding the threat, organizational behavior, and awareness of available
countermeasures. Increasing awareness of information and cyber security at the
managerial level of SMEs supports security investments [2]. Usually in SMEs,
decision makers in the organization have several roles, which can lead to biased
decisions when considering, for example, supply chain security when selecting
potential contractors or service providers [2]. Where most large companies review
cyber risks from their suppliers, this activity is much less common for SMEs,
leading to increased supply chain risks [18].

SMEs often lack the input data necessary quantitative risk assessment models
[13]. Lack of input data can lead to incorrect risk assessment results, again leading
to incorrect security investments. Information security risk management is not
trivial, as even security professionals can get different results [79]. Especially
small companies do not have the financial possibility to have a hired security
professionals but need to rely on external support or their own limited competence.
As medium sized companies tend to outsource IT security management more than
small companies, outsourcing can also lead to knowledge gaps in which security
measures are being implemented to protect the business [17].

In SMEs, technical information and cyber security controls are often man-
aged by IT personnel, who need to perform other tasks [17]. SMEs also have
difficulty implementing the selected security controls correctly or implementation
is not optimal [2]. Although the technological evolution of machine learning and
artificial intelligence introduces new controls and strengthens existing technical
security controls, it is not clear that such advances will be widely used by SMEs
before the cost of the technology is reduced [83].

Organizational behavior and culture have an impact on security investments
and decision-making. In SMEs, employees attitudes have a negative impact on
the management decision making to implement new security solutions. Also, lack
of cybersecurity knowledge and awareness of employees causes low motivation
to improve the cybersecurity posture of SMEs [37].



3 RESEARCH METHOD

This chapter represents design science research method and how it has been used
in the information and cyber-security research. The chapter also describes the
role of design knowledge in security risk management and how design science
research uses existing knowledge as a foundation and contributes new knowledge
as result of the research.

3.1 Design science research

Design science research aims to develop and evaluate innovative artifacts or
systems to address identified problems, emphasizing both the creation and the
utility of these solutions [41]. Its primary objectives are to advance knowledge
through the design and evaluation of practical solutions and to contribute to
the improvement of real-world practices or environments [70]. Venable and
Baskerville [92] define DSR as “research that invents a new purposeful artefact to
address a generalised type of problem and evaluates its utility for solving problems of that
type.” Hevner [39] constructed three cycles to describe the DSR process represented
in Figure 5.

Environment Design Science Research Knowledge Base

Build Design Artifacts Foundations

& Processes

Application Domain

s People Relevance Cycle Rigor Cycle = Scientific Theories &
i Methods
» Organizational . A
Sygtems « Requirements Design + Grounding |« Experience &
« Technical Systemsy  « Field Testing Cycle . ?d:gﬂﬂs Eﬂxpergief
» Problems & 0 » Meta-Artifacts
Opportunities (Design Products &

Evaluate Design Processes)

FIGURE 5 Design science research cycles by Hevner [39]
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The DSR cycles are as follows [40]:
1. the relevance cycle,
2. therigor cycle, and
3. the design cycle.

The relevance cycle initiates design science research with an application context
setting the requirements for the research as input and receiving developed artifacts
to be evaluated in field tests as output. The relevance cycle can be repeated to
complement requirements and collect feedback from new field testing iterations.
The results of field testing will indicate are additional relevance cycles needed in
DSR project. Field testing may also point out that the original requirements for
research have been incorrect or incomplete, with the result of an artifact satisfying
the requirements but still inadequate to respond to the initial problem [40]. Hence,
the relevance cycle is important not only for verifying produced artifacts but also
to verify that the defined requirements and evaluation criteria for the artifacts
meet research goals.

Where the relevance cycle binds design science research to practice, the rigor
cycle provides experiences and expertise that define the state-of-the-art as well as
existing artifacts in the application domain of the research [40]. The rigor cycle uses
the known design processes and the known relevant design artifacts to guarantee
the innovativeness of the research project. When comparing a DSR project with a
generic IT system development project, the rigor cycle is what differentiates a DSR
project utilizing scientific theories that can be combined to a creative design. The
rigor cycle also includes the risk of utilizing inappropriate theories, which may
lead to limited development of the artifacts.

Between the relevance and rigor cycles, the internal design cycle is the heart
of any DSR project. The research activities in this cycle alternate between con-
structing and evaluating the artifact, followed by feedback to enhance the design.
A design cycle must maintain the balance between construction and evaluation
of the evolving design artifact. The design cycle consists of multiple internal
iterations of development and testing before the contributions are outputted to
the relevance and rigor cycles [40].

Peffers et al. [70] also presented a more refined composition of the DSR steps
as follows:

Step 1. Problem identification,

Step 2. Definition of solution objectives,
Step 3. Design and development,

Step 4. Demonstration,

Step 5. Evaluation, and

Step 6. Communication.
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Although the steps are presented in sequential order, the process may actually start
from any of Steps 1-4 and then move outward. For example, objective-centered
research could start from Step 2, and design- and development-centered research
would start with Step 3 [70]. In the evaluation phase, a commonly used assessment
criterion for a DSR work consists of the following elements [91]:

* Relevance of the problem to industry/society clearly established

¢ Significance of the problem to industry/society clearly established

* Depth of analysis and clarity of understanding of the problem and its causes
* Depth or profoundness of insight leading to the new design artifact

* Novelty of the new design artifact

¢ Size and complexity of the new design artifact

¢ Amount of effort that went into the development of the new design artifact(s)
* Elegance of the design of the new artifact(s)

* Simplicity of the design of the new artifact(s)

® (Clear understanding of why the new artifact works

Depending on when the DSR artifact is evaluated, ex ante and ex post evaluations
are distinguished. Ex ante evaluations are performed before artifact instantiation,
while ex post evaluations occur after artifact instantiation [93].

3.2 Knowledge in security risk management

DSR aims to generate knowledge about how artifacts can and should be con-
structed or designed to achieve a desired set of goals, called design knowledge
(DK) [9]. DK includes information on the important problem, the designed solu-
tion, and the evaluation, which are conceptualized in Figure 6.

The DK produced in a DSR project can be richly multifaceted [9]. In DSR
projects, two forms of knowledge are created: descriptive knowledge (denoted
(), or omega) and prescriptive knowledge (denoted A, or lambda). Descriptive
knowledge, or ()-knowledge refers to the "what" knowledge concerning natural
phenomena and the principles and patterns among these phenomena, and pre-
scriptive A-knowledge is the "how" knowledge of human-built artifacts [35]. DSR
projects typically contribute to the A knowledge base by providing new insights
into technological advancements that directly affect individuals, organizations, or
society while also allowing the development of future innovations.

The A-knowledge has two subcategories. The new knowledge of the design
theories related to these solutions is collected in the Solution Design Theories
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FIGURE 6 Components of design knowledge for a specific DSR project [9]

knowledge base. Solution Design Entities collect prescriptive knowledge as repre-
sented in tangible artifacts, systems, and processes designed and applied in the
problem solution space [35].

Figure 7 contains six arrows, which correspond to six design theorizing

modes. Each of them indicates the different knowledge types, either by using the
knowledge in a DSR project to produce project design knowledge or by contribut-
ing selected knowledge back to a distinct part of the knowledge bases. It is also
possible that an actual knowledge contribution draws on more than one mode at a
time. The theorizing modes are as follows:

1. O-knowledge enhances the comprehension of a problem, its context, or the

design of a solution entity.

2. The design and real-world application of solution entities or knowledge

improve our understanding of the world.

. The solution design knowledge informs the design of a solution entity, a

design process, or a design system.

. The effective principles, features, actions, or effects of a solution entity or

a design process or system are abstracted and documented in the solution
design knowledge.

. Previously effective solution entities, design processes, or design systems are

reused for or inform future designs of new entities, processes, or systems.

. Effective solution entities, design processes or design systems contribute to

A-knowledge.

The design theorizing modes presented emphasize the different knowledge contri-
butions that a DSR project can make to (2 and A [24]. Theorizing modes are later
utilized in the presentation of research contributions of this research.



39

[ Production of

DSR Project Design Knowledge Project Knowledge
including

fProbIem Space ! Summative Evaluations fSqulIon Space i » conjectural
! . . H » untested

temporary
knowledge

= Solution Entities
= Search Criteria
« Build and Evaluation Actions

= Context
= Problem
« Goodness Criteria

-

» Fitness for Use
« Fitness for Evolution -

{L}@’ """ {ﬂ} | ﬁ N Haman Knowldge.

5
Bases containing
A-knowledge

;. ; = more accurate

D-knowledge

« mora reliable
» more lasting
knowledge

Phenomena (natural, ot
artificial, human) iSolution Design Knowledge

« Meta-artifacts
o Constructs

+ Knowledge for action

Observations .
o Technological rules

Classification

o Design techniques

theoties of the & Intervention

;
:
'
i
:
* H
:
: M t i o Maodels
N CeaTurgmen « Knowledge for entity realization i = Methods
« Cataloging o (Meta-)Requirements | ! o Dther
Meta-)Principles 1 + Artifact instances
Sense Making o |
o (Meta-)Features : o Systems
:
* i i H
« Regularities : K:)%:;‘Lgseafgé iogilgﬂ:lsdeslgn : o Processes
« Principles P ¥ 1 + |-Processes
« Patterns ° E!esearch methodhsd : o Instantiation
« Theories (including o Engagement methods | o Implementation
'
:
'
'
:

]
|

i

H ]
! 1
B ]
H 1
! i
B ]
! 1
' i
H ]
! 1
H i
H [
! i
B ]
! 1
' i
H ]
! 1
H i
Natural Laws ! o Products '
B ]
H 1
' i
H ]
! 1
H i
H ]
! 1
B ]
H 1
' i
H ]
! 1
' i
H ]
! 1
B ]
H 1
! i
B ]
! 1

problem) . Other « Arifact evolution processes
iSolution Design Processes and
iDesign Systems Design
mmmmmmmoomemmemoooeooeoooooooooo PTTTTTTTTTTTTTTTTTTmmommmmeTs ! 4 ; Theorizing
low Knowledge applicability to real-world problems high Modes

FIGURE 7 Knowledge utilization, production, and contribution to DSR [24]

3.3 DSR in information and cyber-security research

As shown, there is no information systems research that is domain specific in
general on the DSR. However, considering the widespread usage of DSRM in
information systems research, there has been a relatively limited number of publi-
cations in which it has been used in information and cyber-security research.

In the domain of information and cyber-security management and gover-
nance, DSR has been used in the development of the national cyber-security
framework [22], the development of the resilience governance framework and de-
sign aspects for resilient cyber-physical eHealth systems [74], and the development
of information security governance recommendations and road maps [96]. DSR
has been used in the development of a privacy impact assessment methodology
[67] and a framework for assessing the privacy impact of maritime surveillance
systems [73]. Govender et al. [33] have used DSRM in the development and
evaluation of an information security assessment tool. DSR has been used in the
development of technical artifacts in cyber-threat detection and threat communi-
cation artifacts [26] and in the generic framework for the continuous monitoring
and benchmarking of the cyber-security status of an organization [57].

There are multiple publications in which DSR has been used in the de-
velopment of information and cyber-security competence and cultural artifacts,
including the definition of requirements for cyber-security training platforms [38§],
the conceptual framework for increasing cyber security in higher education insti-
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tutions [3], and the gamification and development of information security training
[82]. It has also been used in the SME context in the development of the model to
present the artifacts of an IS security culture and to verify the model in the SME
context [45]. As the presented publications show, the focus of DSRM research in
the information and cyber-security domain has been more on artifact development
than on developing DSR practices for information and cyber-security research,
which highlights the potential research gap in the area.

3.4 Knowledge-intensive business processes

Modern information-driven work involves knowledge workers using their dis-
tinguished skills, experiences, and expertise to cope with sophisticated and non-
routine tasks. These processes are called knowledge-intensive business processes
(KIBP) [65]. Although there is no unambiguous definition of which processes
are KIBP, the characteristics of KIBP include creativity, eligibility for automation,
and level of complexity [44]. Information security risk management is KIBP, as it
is not only based on professional knowledge but also serves as a critical source
of information for an organization. KIBP are utilized in knowledge-intensive
business services (KIBS). The characteristics of KIBS include that they rely heavily
on professional knowledge or are themselves primary sources of information and
knowledge. Mundbrod and Reichert [65] have discerned eight challenges that
KIBP should address:

1. Meta-model design: creation of a meta-model that accommodates necessary
information and activities.

2. Life cycle support: KIBPs require flexibility during both the design and
run-time phases.

3. Variability support: the results of KIBP are significantly influenced by the
knowledge applied during the process, which requires a high degree of
variability.

4. Context support: in relation to lifecycle and variability support, KIBPs can be
highly tailored to particular contexts, necessitating the inclusion of contextual
parameters.

5. View support: when there is a large volume of activities and knowledge
needed for process conduction and execution, the need for personalized
views arises.

6. Authorization support: authorization support is essential from a security
standpoint, as the execution of KIBPs involves a diverse set of tasks and
information, necessitating collaboration among individuals in different roles.

7. Synchronization support: for tasks to be executed successfully, it is crucial
that all required information is available in a timely manner.
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8. Integration support: KIBPs can directly interact with and trigger predefined
and standardized business processes. Therefore, integration is necessary to
obtain status updates and the results of these processes.

The challenges presented can also be applied to the information and cyber-security
risk management process and the systems that support the process.



4 SUPPORTING SECURITY CONTROL SELECTION

The included articles are divided into three pairs following the structure of the
research in the sequence of background, development, and analysis. The first
two articles focus on analyzing the existing security controls catalogs at the time
of publication and provide background information required in the following
articles. These articles provide the knowledge about problem space and existing
solutions at the time. The second pair of articles, Articles III and IV, represent
the development of the SMW-based artifact to support security control selection
and information security risk management. From the DK point of view, these
articles focus on the development of artifacts in the solution space. The last pair of
articles analyzes the process and produced artifacts on the DSR point of view. In
detail, Article V analyzes the development of SMW-based artifacts from the DSR
perspective, and Article VI evaluates Julkri development using DSR principles as
Julkri development takes into use results of Articles III-V.

The articles are included in chronological order. Nonetheless, it should be
noted that the timeline of the articles is reasonably long. Therefore, the versions of
Katakri and ISO/IEC 27001 and 27002 in Articles I and II were already updated
twice before the publication of Article VI.

4.1 Security control semantics

4.1.1 Article I: Information security management system standards: A gap anal-
ysis of the risk management in ISO 27001 and KATAKRI

Nykénen, R., & Hakuli, M. Information security management system standards: A
gap analysis of the risk management in ISO 27001 and KATAKRI. In Proceedings
of the 12th European Conference on Information Warfare and Security (Vol. 1, pp.
344-350). 2013.
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Research aims

The aim of this article was to evaluate the risk management requirements of two
different information security management specifications. The article analyzes dif-
ferences and gaps in information security risk management requirements between
these two approaches.

Data and methods

The analysis included a comparison of the widely used international ISO/IEC
27001:2005 Standard and the Finnish national Katakri Version II. Both specifica-
tions were at the time of analysis the latest versions of the specifications, but have
since been updated. The risk management process requirements of ISO/IEC 27001
have not changed significantly in the newer versions although the Plan-Do-Check-
Act cycle has been removed. However, Katakri and its content have evolved more
structurally in newer versions.

Main results

The results of the analysis indicate some gaps in the requirements of the informa-
tion security risk management process between these two specifications, though
the general requirements are similar. Minor deviations include, for example, trig-
gers of a risk assessment process and management approval of implemented

controls. Both frameworks follow a common information security risk manage-
ment process, which is defined in more detail in ISO/IEC 27005 [47].

Research contributions

Although security risk management requirements have minor deviations between
ISO/IEC 27001 and Katakri, the requirements are analogical at the general level.
Additionally, there was no notable variation in requirements based on organi-
zational differences. In Katakri, risk management requirements were similar
regardless of the security classification of information. Based on the findings, a
research gap was identified to evaluate specifications from the security control
perspective, which was conducted in Article II.

4.1.2 Article II: Comparison of Two Specifications to Fulfill Security Control
Objectives

Nykénen, R. & Karkkdinen, T. Comparison of two specifications to fulfill security
control objectives. In the 13th European Conference on Cyber Warfare and Security,
ECCWS-2014 (p. 150). 2013 Academic Conferences International Limited.
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Research aims

The objective of the research was to analyze the security controls of Katakri Ver-
sion II and the ISO/IEC 27002:2013 controls specification in continuation of the
comparison of risk management requirements conducted in Article I.

Data and methods

Research was conducted analyzing both structural and content differences of
Katakri Version II to ISO/IEC 27001:2013 and 27002:2013. As ISMS requirements
are specified in ISO/IEC 27001 and security controls in ISO/IEC 27002, a com-
parison was conducted to combine these two standards as Katakri contains both
requirements in one specification.

Main results

Both specifications contain an exhaustive set of information security controls to
protect the assets of organizations. The comparison results indicate that although
the security controls in both specifications are mostly similar, there are controls
and concepts that exist only in either of the specifications. For complementary
controls, it is typical that these controls are specific to a particular use case, but
not common to all organizations. An example of such a control is the TEMPEST
countermeasures required by Katakri to protect information at the highest levels
of national security classification. Other Katakri complements to ISO/IEC 27002
controls include specific national requirements for the recruitment process, such
as the use of drug tests and probationary periods used in recruitment, which may
not be allowed in the recruitment process in all countries.

Complementing controls from ISO/IEC 27002 include, for example, controls
related to information systems development, the reporting of security incidents,
and the gathering evidence in case of security incidents. It should be noted that
many of the differences in Katakri Version II and the ISO/IEC 27002:2013 version
have been changed in the later versions of both specifications.

The results also show that there is no common taxonomy for information
security requirements and security assessments. The lack of a common vocab-
ulary is not supporting the usage of the specifications, especially in the case of
nonprofessional users.

Research contributions

As a conclusion of the comparison, both analyzed specifications mostly include
overlapping security controls. However, there are also complementary areas. The
results also highlighted the limited prioritization of control in both specifications,
which would especially help SMEs or other organizations with limited resources
and security competence. In Katakri, controls were prioritized based on the
information confidentiality classification. In ISO/IEC 27002:2013, there was no
prioritization of controls or attributes to limit or search controls. Based on the
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findings, the development of an enhanced security control catalog was started
to develop new artifacts to support security control selection and the security
development road map-type of approach.

It should be noted that the OSCAL framework was introduced since the
publication of Article II and has provided the common taxonomy and vocabulary
for the definition of security requirements and assessments. However, the OSCAL
framework has been adopted only by the NIST standards and frameworks.

4.2 Enhanced control catalog

4.2.1 Article III: Tailorable Representation of Security Control Catalog on Se-
mantic Wiki

Nykénen, R., Karkkdinen, T. (2018). Tailorable representation of security control
catalog on the semantic Wiki. In: Lehto, M., Neittaanmaéki, P. (eds) Cyber Security:
Power and Technology. Intelligent Systems, Control, and Automation: Science
and Engineering, vol. 93. Springer, Cham.

https:/ /doi.org/10.1007 /978-3-319-75307-2_10

Research aims

The article evaluates the adequacy of the semantic wiki as a security control
catalog platform to build an information security knowledge base that would
especially help SMEs develop and maintain their security postures. At the time of
the research, security control specifications, such as ISO/IEC 27002 and NIST SP
800-53, were mainly published as documents. NIST SP 800-53 was also available
as a website where controls could be filtered based on the security baseline and
family, though no advanced functions were available to find potential controls.
Therefore, the objective of the research was to analyze how a wiki platform could
be used to introduce advanced features.

Data and methods

Research represents the first design iteration of the development of the DSR artifact.
MediaWiki, the platform used by Wikipedia, with the Semantic MediaWiki (SMW)
extension was selected to be the platform. As standard MediaWiki limited features
to define structural elements for the wiki, SMW adds semantic annotations to
enable structural elements on wiki pages and, for example, advanced search
functions.

The process of developing the initial artifact can be summarized in the
following steps:

1. Analysis of the NIST SP 800-53 structural model.

2. Mapping of the model to semantic wiki concepts.
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3. Building transformations to create structured documents from NIST SP 800-
53 content that was imported into a wiki.

4. Validation of the semantic model and transformation results.

5. Definition of additional views of data using semantic wiki features.

NIST SP 800-53 was selected to be used as an initial control catalog, as it was
publicly available in XML format free of charge. NIST SP 800-53 has one of the
highest number of security controls and control enhancements, which would allow
a better evaluation of performance of a platform with a large data set.

Main results

As a key result, it was demonstrated that the SMW can be used as the basis for
creating a common security knowledge base ontology for an information security
knowledge management system. Although there were some issues with data
structures, all of them can be resolved with minor adjustments.

As a constraint, the created ontology is based on only one specification, and
hence, it does not provide a universal security control catalog ontology, but repre-
sents common elements of security control semantics. However, no limitations
were detected to extend the object model to support multiple or combined security
control catalogs, although some issues, such as the unique page naming constraint,
need to be addressed in the object model.

The implemented SMW instance also provided the possibility of utilizing a
semantic search to gather the statistics of the control catalog. A semantic search
also enabled the analysis of internal relationships of security controls better than
document or Excel spreadsheet presentations. For example, controls having a high
number of references from other controls can be seen as more fundamental, which
would increase their implementation priority.

Research contributions

This research iteration was important to verify that SMW can be used as a platform
for the enhanced security control catalog. The article lists a number of potential
enhancements, which are considered in the second design iteration. As the article
introduced the initial version of the artifact, the following article, Article IV, imple-
mented additional functions to support common risk management functions and
to support control selections.

4.2.2 Article IV: Supporting Cyber Resilience with Semantic Wiki
Nykénen, R., & Kérkkdinen, T. Supporting cyber resilience with semantic wiki. In

Proceedings of the 12th International Symposium on Open Collaboration (pp. 1-8).
2016.
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Research aims

The article presents the second iteration of the design of the SMW-based platform
to manage information security in organizations. The objective was to create
an initial version of a security control catalog and extend it with security risk
management functions.

Data and methods

The research utilized DSR to create an enhanced security control catalog to support
organizations’ in risk management actions. The artifact presented in Article III
was used as a baseline for further development. The article analyses the artifact
against six common information security risk management challenges [29]:

1. To establish an asset and control inventory.
2. To assign values to assets.

To predict the risks correctly.

To avoid overconfidence on the ISMS.

To share knowledge.

AL

To balance the risk vs. cost trade-offs.

New functionality and schema additions were introduced to respond to the chal-
lenges presented.

Main results

In the second iteration of the design, additional functions were introduced to
the security control catalog combined with the knowledge management system
as a design artifact. A semantic MediaWiki-based approach also allows one to
manage information security risk knowledge within organizations. We utilized the
Semantic MediaWiki platform as it supports the structured content required for the
formal presentation of a control catalog, but can be adapted to an organization’s
specific needs for knowledge management systems better than domain-specific
applications.

Semantic MediaWiki supports a feature called page templates, which create
a specific structure for a wiki page. In the demonstration, a number of new page
templates were defined for the structural elements of risk management concepts.
In addition, a semantic search was used after the initial version to create features
to browse the control catalog and find relevant controls.

The metamodel was extended with the risk taxonomy based on the taxonomy
defined by Cebula et al. [10]. The security control and control enhancement
were enhanced with CIA properties to allow for select suitable controls based
on information security properties, as well as to have statistics based on the
properties.
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Research contributions

The article presented a second design iteration to create a wiki-based representa-
tion of the security control catalog to support risk management activities, especially
the selection of security controls. The artifact created indicated that SMW can be
used as the foundation for creating functions to support organizations’ in security
risk management tasks.

In response to the presented risk management challenges, the prototype was
found to partially solve the problems, especially with knowledge sharing, and
the proposed approach increased the overall understanding of risks and their
relationships.

The results also indicate that there are multiple potential ways to support
the selection of security controls using different types of attributes and semantic
searches. Moreover, the lack of an asset inventory was seen as a deficiency as risks
or controls could not be linked to assets.

4.3 Evaluation of artifacts

4.3.1 Article V: Knowledge Interface System for Information and Cyber Security
Using Semantic Wiki

Nykénen, R., & Karkkdinen, T. A knowledge interface system for information and
cyber security using semantic wiki. In S. Chatterjee, K. Dutta, & R. P. Sundarraj
(Eds.), DESRIST 2018: Designing for a Digital and Globalized World: 13th Interna-
tional Conference (pp. 316-330). 2018. Springer International Publishing. Lecture
Notes in Computer Science.

https:/ /doi.org/10.1007 /978-3-319-91800-6_21

Research aims

This article presented the evaluation of how to use design science research to
assess the knowledge base of information security. As DSR has been used merely
in information system research projects, it is beneficial to analyze in detail which of
the DSR evaluation approaches are valid for different types of compliance criteria
that also include standards and other specifications.

Data and methods

To evaluate our artifact, the criteria for assessing DSR work by Venable [91] is used.
Furthermore, the SMW platform to support information security risk management
was identified as an instance of KIBS, and therefore, the second objective of the
research was to analyze artifacts as a KIBS instance. The article evaluates the
artifacts according to the eight KIBP challenges presented in [65]. The data used in
the artifact’s development are the same as in Article IV, with minor enhancements
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to the SMW platform.
Main results

The DSR process is composed of three related cycles: i) the relevance cycle, ii) the
rigor cycle, and iii) the design cycle [40]. The three cycles and outcomes in the
research are presented in the Figure 8. The relevance cycle ensures that technology-
based solutions solve important and relevant business problems. The relevance
cycle of the research was based on the prior research in Articles I and II. The rigor
cycle provides the prior knowledge as a foundation for research [43], where the
research utilized common risk management processes and the NIST SP 800-53
security controls specification. The design cycle contributed to the construction of
the SMW instances and evaluation of the artifact.

Relevance cycle I ™
Identification of need
« Common risk
management
practices
» Scarcity of resources Rigor cycle
of SMEs Adaptation of existing IS
knowledge

P + Meta-model \ /

= Usage scenarios
= Data importation from Design cycle _
available knowledge Building and evaluation

sources .
+ Implementations of

the wiki functions
= Evaluation of
usability, coverage,

suitability, and
\_ ( modifiability

FIGURE 8 DSR cycles with outcomes

From an artifact life cycle point of view, the KIBP evaluation indicated that
the created artifact required further development if it were to be provided to SMEs
as a risk management platform. Where single instances of the SMW-based wiki are
easy to deploy for an IT professional, for SMEs without sufficient IT competence,
it would be an unobtainable task. As this would also be the target audience of the
tool, the service delivery model should be developed further and should be taken
into account in the meta-model of service.

Research contributions

The results indicate that the artifact developed in Articles III and IV satisfies the
criteria for DSR work. The evaluation of the artifacts as KIBP show weaknesses
in service delivery, which has been excluded from the design. The identified
weaknesses should be addressed in case of commercializing the enhanced control
catalog to a product, but are outside of the scope of this research.
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4.3.2 Article VI: Analysis of the Next Evolution of Security Audit Criteria

Nykédnen R., Kelo T., and Karkkédinen T. Analysis of the next evolution of security
audit criteria. Journal of Information Warfare, vol. 22, issue 4, pp. 25-39, 2023.

Research aims

The focus of the article was to evaluate the development of the Julkri criteria
[6] and if the Julkri criteria provide enhancements compared to existing security
control catalogs.

Data and methods

The research utilized the Framework for Evaluation in Design Science (FEDS)
[93] to evaluate Julkri as a DSR artifact. The FEDS evaluation episodes were
derived from the evaluation principles of a security audit criteria of Kelo et al. [56].
The evaluation principles include the design, implementation, and utilization of
security audit criteria. Some of the utilization phase principles were outside of
the scope of the Julkri development project and were, therefore, ignored in the
evaluation.

Main results

The research results indicate that security audit criteria and security control se-
lection can benefit from a use case-driven approach where an applied subset of
security controls is selected from an exhaustive list of security controls. Figure
4 represents the process by which effective criteria are selected in Julkri. The
number of essential and optional security controls adapts to security goals based
on preconditions. Additionally, enhancing the meta-models of existing control
catalogs with new features can support catalog users in their control selection and
efficient utilization of the risk-based approach.

Other results indicate that the use of an existing control catalog is a good
starting point for the development of the new audit criteria. As comprehensive
security control catalogs exist, the process should merely consider if updating and
validating the coverage of the catalog is sufficient. The development of technolo-
gies used by organizations needs to be addressed when updating security control
catalogs, which was noticed when the draft version of Julkri was published for
commentary. In the case, the feedback concerned how requirements adapt to the
services using the zero trust principle instead of traditional network perimeter
protection. This highlights the principle that security control catalogs and security
requirement specifications should focus on the objective and not the implemen-
tation. Implementation options can be provided as support information, but not
as requirements, for example, in the case of security awareness versus security
training.
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Research contributions

Julkri utilizes multiple aspects of control selection from the results of the previous
Articles IV and V. Julkri had also focused on supporting differently sized public
sector organizations with different resource levels. The article also includes the
structural analysis of four security control catalogs, including their recent advance-
ments. In the analysis, it is shown that some of the enhancements presented in
Article IV have been implemented in ISO/IEC 27002 in the recent update.

The development of Julkri also indicates that expert knowledge can be used
to define security control sets for specific use cases, which will reduce the compe-
tence requirements of organizations using the security control catalogs. As use
case and other preconditions can be used to filter and prioritize security control
implementation, organizations can more efficiently focus on security control im-
plementation instead of assessing the feasibility of different security controls and
their implementation options.

Julkri, which was initially not developed as a design science research, aligns
with the characteristics of the DSR artifact according to its outcomes. In addi-
tion, results indicate that the security control catalog or security audit criteria can
be evaluated according to DSR principles complemented with domain-specific
evaluation criteria. However, if Julkri would have been evaluated during the
development phase utilizing the FEDS framework [93], different evaluation strate-
gies could have been considered in addition to the simple evaluation strategy,
which was found to be the most suitable for summative ex-post evaluation. In
summary, when defining the evaluation criteria for information and cyber-security
DSR artifacts, the following considerations should be taken: i) DSR evaluation
strategy, ii) generic DSR evaluation criteria, and iii) domain-specific evaluation
criteria.



5 DERIVED ARTIFACTS

This chapter presents derived artifacts that are generalized and developed further
from the artifacts presented in the included articles. The chapter also contains an
aggregation of the DSR artifacts created in the research to summarize the research
results.

5.1 Risk assessment process utilizing an enhanced control catalog

The combined object model consists of a security control catalog with generic
information and an organizational security knowledge base. The knowledge base
initially contains generic enhanced security control catalog. When an organization
starts use the knowledge base, the organizational information including security
goals and control implementation status is collected to the knowledge base. Later
on this information is used to prioritize the control implementation suggestion to
the organization. Figure 9 describes a process to utilize the knowledge base and
the control catalog in combination with organizational information.

As in the first place, the organization shall define preconditions, similar to
Julkri. Using the complete object model, the selection shall also include attributes
such as asset types owned by the organization and potentially identified threats.
From a user’s point of view, this phase includes the setting of security objectives
and the identification of organizational assets at a high level. Based on precon-
ditions and control catalog information, controls are scored, and a prioritized
set of controls is proposed to the organization. In this phase, the user should be
able to filter out controls that are irrelevant or out of scope for the organization.
An organization should be able to provide a control implementation status if a
proposed control is already implemented or is infeasible to implement. When an
organization implements the control, the knowledge of the implementation status
and details should be recorded in the organizational knowledge base.

As in risk management in general, the process is expected to be continuous
and iterative. An organization should re-evaluate preconditions on a regular
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FIGURE 9 Proposed process to utilize the knowledge base and the enhanced control
catalogue

basis to identify potential changes in the proposed actions. Moreover, the im-
plementation status of the controls should be reflected in the proposed control
list.

5.2 Control catalog object model

To support the presented process, an enhanced control catalog metamodel is
required, as current control catalog metamodels do not support the required
semantics. The artifacts presented in Articles III-VI, including Julkri criteria,
all contain subsets of a proposed security control meta-model. However, the
presented model is not included as a whole in the articles.

The core of the enhanced control catalog object model is presented in Figure
10 in UML notation. The core of the model is adapted from the OSCAL schema,
where security control and control enhancement combine to form a two-level
hierarchy for controls. This also enables the use of NIST SP 800-53 controls as a
basis for the control catalog. Controls and control enhancements are categorized
using control families. The security controls have a two-level approach, where
control enhancements as sub-elements of a control can refine. This allows the
control definitions to be more atomic rather than consisting of long descriptions.
Security control and control enhancement have identical structures, excluding the
parent reference to security control in control enhancement.

Security control implementation cost estimates do not exist in any of the
current control catalogs at present. However, from a quantitative risk management
point of view, the cost of control implementation is one of the key attributes, to
distinguish which controls are feasible for implementation in the organization and
which are not. The meta-model supports the definition of initial and recurring
annual running costs of security controls. This knowledge allows organizations
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FIGURE 10 Core meta-model of the enhanced control catalogue

to have an initial estimate of the potential costs of the control implementation. It
also allows SMEs with limited budgets to rule out the security controls that have a
high initial investment cost, which advanced technical solutions typically do.

The control implementation option also contains detailed guidelines. The
lack of detailed guidelines to implement security controls has been identified as
one of the challenges in information and cyber security for SMEs [78]. The security
control versioning is excluded from the metamodel for simplification, though it
contains the control status attribute, as NIST SP 800-53 retains the identifier of
retired controls to avoid conflicts between versions. However, the meta-model can
be enhanced to support control versions. As the presented core of the meta-model
only supports simple control filtering, next previously unpublished additions to
the control scoring model are presented the next.
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5.3 Control scoring model

In addition to the combined presented process and aggregated models, a design
iteration has been executed to enhance the control selection from a multi-criteria
decision-making point of view. The results of this design iteration are not included
in the presented articles but provide an additional artifact of the research.

To support the prioritization and selection of security controls, all security
controls are scored based on preconditions provided by the user. In Julkri, control
prioritization was implemented using simple rule-based logic, but similar results
could have been achieved with the scoring approach. This approach will calculate
a priority score for each control based on the preconditions defined by the user.
Figure 11 represents the UML model for the essential elements for control scoring.
The classes presented complement the UML model of the previous control catalog
in Figure 10.

Confidentiality Score Organization Size Score
|z extended by.
+ level: Confidentiality Levels \\ + level: Organization Size Enum
Extends;
) Extends
Integrity Score Control Score ,ls extandad by
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+ level: Integrity Levels + control: Control <]—
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FIGURE 11 Control scoring classes

The Control Score is an abstract base class that is inherited by the scored
attribute class instances. Each scoring class refers to a security control or a control
enhancement. Each scoring class also has a numeric score impact. The scoring
classes with explanations are presented in Table 5.

The object model does not include the definitions of the CIA property scales,
which are typed into the UML model Confidentiality, Integrity, and Availability
Levels. As mentioned, Julkri used the confidentiality scale derived from Finnish
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TABLE 5 Scoring class explanations

Scoring class Description

Confidentiality, integrity, | Confidentiality, integrity, and availability levels should

and availability scores correspond to the organizational priority of information
security properties.

Privacy score Privacy levels should correspond to the levels of personal

data that the organization is processing. In EU, this should
reflect the two levels of personal data defined in the GDPR.

Use case score The use case score reflects the control importance in the
specific use case.
Organization size score The size of the organization has an impact on the feasibility

of certain controls. If certain controls should be favored for
specific organization sizes, Organization Size Score values
should reflect those priorities.

Asset type score Different controls are suitable for different asset types. The
asset type score shall emphasize the suitable assets for
specific asset types. When the organization selects in the
preconditions the asset types it has, the score shall priori-
tize relevant controls.

national information security classification levels. At any rate, such an approach is
not suitable for a control catalog intended to be used by all kinds of organizations.
For confidentiality, integrity, and availability, levels can be derived from FIPS 199,
which defines for all attributes the same three possible values: low, moderate, and
high. In addition, the level has the option not to be applicable. Whichever scale
is used, it is essential that organizations are able to select the level that applies to
their needs.

As an example, for a single control, one could define the numeric confiden-
tiality impact for low 0.1, medium 0.3, and high 1.0. All relevant security controls
are associated with each scoring class or have a numerical impact value for all
enumeration values. Scoring each control for each scoring class is not mandatory
if the scoring class does not have an impact on the specific controls. For example,
purely availability-protecting controls, such as the backup of data, are not scored
for confidentiality. As a backup can be used to verify the integrity of data, the
control can have lower numeric scoring for integrity.

The additions include an information security property (CIA) to provide
controls based on organizational preferences. For example, an organization that
handles a great deal of personal data can prioritize controls that protect confiden-
tiality and integrity. Vice versa, a company having a limited amount of confidential
data assets may prioritize the information availability and controls preserving it.

The score for each security control is calculated using the Weighted Sum
Model (WSM) as the sum of the selected values for each control score attribute.
WSM is a weighting method in MCDM [84]. Other weighting methods should
also be considered based on the testing in the relevance cycle. When using WSM,
denote the numeric score value associated with the jth option of the ith attribute
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as v j, and let s; represent the index of the option selected by the user for the ith
attribute. Then, the formula to calculate the control score would be as follows:

n
Score = ) vjs,
i=1

where:
¢ 71 is the total number of attributes,

* v;; is the numeric value associated with the jth option of the ith attribute,
and

* s; is the index of the option selected by the user for the ith attribute.

Each control will eventually have a score that emphasizes the organization’s
priorities defined using preconditions. The controls with the highest scores are
those that an organization should prioritize in the order of implementation of the
controls. As a result, the scoring model will create a proposal for the organization’s
roadmap to enhance information security. Compared to the resource requirements
of the traditional risk management approach to review all controls in a control
catalog to find the relevant ones, the scoring model provides a roadmap with
which to begin development.

The scoring model can be further developed in several ways. The new
preconditions scored relevant to user organizations can be added to the model.
However, this always requires analyzing the impact of new precondition attributes
on the scoring results. Furthermore, the formula for calculating is very simple.
It could be enhanced with statistical models to normalize the impact of different
values. Especially, if the same controls are included in multiple use cases with
high score values, the controls may obtain a score value where use case scores are
overemphasized compared to other attribute values. Furthermore, the scoring
model does not take into account the values of different asset types for organi-
zations. This would require a model for asset valuation that would be suitable
for organizations of all sizes and different financial appetites for risk realization.
For information assets, asset-type scores can also be inherited from organiza-
tional information classification and labeling [4]. However, this requires either
an organization-specific scoring model or a common information classification
scheme such as national confidentiality levels.

5.4 Summary of artifacts

DSR aims to generate knowledge about how artifacts can and should be con-
structed or designed to achieve a desired set of goals [9]. During the research
multiple iterations of rigor, relevance, and design cycles were executed.
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The major development iterations of the SMW based artifact were presented
in Articles III-V. Within each major development iteration, multiple rigor, rele-
vance, and design cycles were performed to introduce new functionalities. A good
example of the relationship of rigor and relevance cycles was the introduction of
a risk taxonomy to classify identified risks in Article IV. In the relevance cycle,
the need to group the risks in a hierarchy was identified. In rigor cycle, potential
different risk taxonomies were analyzed and tested in wiki platform. Before the
final solution was ready, both the rigor and relevance cycles were visited multiple
times, and the design cycle was run continuously. Similarly, in Julkri develop-
ment, precondition options for integrity and availability required various rigor
cycle executions to identify the possible scales to measure required integrity and
availability levels.

Articles III-V present the SMW-based platform, which organizations can
use to select appropriate controls and collect information security risk details.
The development started from the transformation of NIST SP 800-53 controls to
SMW platform, but after several DSR cycles platform supported security control
selection and risk management activities. Even the demonstrator produced was
the concrete artifact created in the research, the research knowledge generated
during the development was more significant artifacts. Where the demonstrator
was used by a limited number of users, the research knowledge contributed to
the development of Julkri, which has a more significant impact on society, which
highlights the importance of the knowledge generated in DSR research.

The included articles represent the knowledge in a number of design artifacts
as the result of research iterations. Some of the design artifacts are generalized and
developed further as presented above. Table 6 summarizes the most important
artifacts presented in the included articles and the derived artifacts. The derived
artifacts are marked as "DA." To emphasize the different types of contributions
to design knowledge, artifacts are categorized based on design theorizing modes
according to the knowledge contributions that make () and A.

The contribution of ()-knowledge (comprising descriptive and explanatory
knowledge [24]) includes comparisons of commonly used specifications, as well
as statistical metadata. This knowledge was mostly created at the beginning of the
research as part of the Articles I and II

Contributions to A-knowledge (prescriptive [24]) are divided into solution
design entities and solution design knowledge. The solution design entities
contributed by the research include the SMW-based control catalog instance and
other artifacts required to import the data and add new functionality. These
instances were developed in relevance cycles to evaluate different approaches to
support the selection of the security control.

The contributed solution design knowledge consists of more abstract artifacts
derived from solution design entities and the research process. These include the
evaluation principles used and knowledge about their applicability. Julkri plays a
specific role in research results. Although it is not a direct artifact of the research,
the knowledge created by solution design in Articles III and IV was utilized in the
development of the Julkri. In addition, improvements proposed to the security
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TABLE 6 Summary of the artifacts created in the research

Knowledge type Contributed artifacts
: Knowledge about | ¢ Comparison of ISO/IEC 27001:2013 and Katakri risk
phenomena management requirements and their gaps (Article I)

Comparison of ISO/IEC 27002:2013 and Katakri security controls
and their gaps (Article II)

Statistics of control relationships of NIST SP 800-53 controls
(Article IIT)

A: Solution design en-
tities

SMW-based security control catalog including semantic page
templates (Article III)

Transformations of NIST SP 800-53 in OSCAL format to the SMW
wiki object model (Articles III, IV)

Integration of a risk ontology into the control catalog object
model (Article III)

Addition of security attributes to the control catalog (Article IV)
SMW page templates for risk management functionality (Article
V)

A:  Solution design
knowledge

Meta-model for an enhanced control catalog for SMW (Article IV,
DA)

Communication SMW artifact research process and results
(Articles III, TV, V)

Evaluation of SMW artifacts according to DSR principles and
KIBP challenges (Article V)

Assessment of Julkri criteria as a DSR artifact (Article VI)
Enhancements to security audit criteria design guidelines
(Article VI)

Process to utilize the enhanced control catalog (DA)

Control scoring model (DA)

audit criteria design principles are included in the contribution of solution design
knowledge. The derived artifacts included further abstractions and aggregation of
the knowledge gained from the development of the SMW artifacts and the Julkri
development and evaluation process.




6 CONCLUSION

This chapter represents the results of the research, the limitations of the research,
and the potential future work. Furthermore, the epilogue analyzes current poten-
tial of Al to support the security control selection.

6.1 Results

In this dissertation, the topic of security control selection as part of information and
cyber-security risk management was approached using design science research
methodology. Specifically, the idea was to evaluate and enhance security control
catalogs to support SMEs in their selection of critical security controls for their
operational environment. The first question to ask is: What did we have before?

When this research was started more than a decade ago, the security control
catalogs contained lists of security controls suitable for organizations at that
time. Organizations were expected to browse through all controls to select the
most suitable to mitigate their threats as part of the risk management process.
Security control catalogs have since been updated to respond to the current threat
landscape. However, in a decade only limited enhancements have been made to
support optimal security control selection. Recent versions of control catalogs have
provided methods for filtering controls to reduce the competence and resource
requirements of information and cyber-security risk management.

This dissertation includes six articles; the first two, Articles I and II, compared
information security risk management processes and security control catalogs.
Existing information security risk management methods and control catalogs have
similarities, but also minor deviations. Based on the results of Articles I and I,
hypotheses were made that security control selection can be enhanced to overcome
competency and resource requirements.

Article III introduced the initial design iteration of an SMW platform-based
security control catalog with advanced features. This design iteration provided
an initial response to RQ1 by introducing new filtering and search functions



61

to the control catalog. At the time, the only publicly available control filtering
solution was the NIST SP 800-53 supplementary website, where the user could
filter out security controls based on the selected security baseline. The created
artifact provided the basis for executing DSR rigor and relevance cycles to develop
artifacts further in Article IV.

The improved version of the SMW-based artifact was developed further,
and the results were presented in Article IV. In the enhanced version, information
security risk management functions and an enhanced object model was introduced
to support risk management activities. In particular, security controls were linked
to the operational cyber-security risk taxonomy defined by Cebula et al. [10]
to support the finding of security controls to mitigate specific risk categories.
Additionally, to support control selection, CIA attributes were added to all controls.
It should be noted that the enhanced version was developed before ISO/IEC
27002:2022, which includes a similar approach, was under development. The
enhanced control catalog also included risk management features. Semantic forms
were specified to add, modify, and retire risks, which allowed the user organization
to manage risks within the wiki instance. While combining all features of the
enhanced security control catalog, it allowed the user organization to find potential
security controls based on risk taxonomy and information security attribute-based
prioritization as well as maintain an organizational risk knowledge base. The
artifact provides a partial answer to RQ1 that security control attributes support
control selection, which was later confirmed with the development of the control
catalogs, similar to the latest version of ISO/IEC 27002.

Article V focused on evaluating the development of the artifact presented in
Articles IT and IV from the DSR point of view. At the time of publication of the
article, there was a very limited number of publications related to information and
cyber security that applied the DSR methodology. As a result of the assessment,
it was determined that the artifacts developed met the common requirements of
DSR work that provide solutions to wicked problems. In general, the research
process implemented has been design and development centered to follow the
steps of the DSR of Peffers et al. [70], where the steps executed included design
and development (Articles I-IV and VI), demonstration (Articles II-V), evaluation
(Articles V-VI), and communication (all articles and this dissertation).

The second question to ask is the following: What we have now? Article VI
answers this question and concludes this research by combining RQ1 and RQ2.
First, the development of Julkri adapted many results published in Articles III and
IV, providing novel approaches to select and prioritize security controls from the
control catalog using preconditions defined by the user. This approach requires
the user to be able to provide basic information on organizational information
and cyber-security priorities and asset types, but as a result, it reduces resource
requirements to assess potential security controls. Especially Julkri use cases or
similar NIST RMF overlays provide an efficient mechanism to select subsets of
security controls from exhaustive control catalogs. It would also be applicable
to use even attributes in combination with use-case definitions, as Julkri does, to
prioritize controls even more in specific scenarios. Second, Article VI analyzes
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Julkri as a DSR artifact. As a result of the evaluation, Julkri makes significant
improvements as a security control catalog compared to its predecessor and
other commonly used security control catalogs. However, it points out that the
DSR methodology could be expanded to support domain- and artifact-specific
evaluation criteria to the information security domain.

The first research question (RQ1) was to analyze how security control cat-
alogs can be enhanced to support SME organizations’ information and cyber
security, especially in security control selection, without a complex risk assess-
ment process. As a conclusion in Articles III, IV, and VI, from a security control
implementer point of view, it is easier for non-security-oriented organizations
to identify security goals and use cases as preconditions for a control set than
reviewing lists of hundreds of security controls, trying to identify the relevant ones.
Where the common approach has previously been that the organization should
familiarize itself with all controls and then select the appropriate ones, the recent
development of ISO/IEC 27002, which advises the filtering of exhaustive security
control catalogs, is required to be developed further. As the results show, there are
a number of attributes that can be used to prioritize security control selection and
to focus on relevant security controls. The scoring model presented as a derived
artifact will work similar to a security consultant asking organizational properties,
goals, and priorities and then providing suggestions based on the preconditions
and expert knowledge embedded in the knowledge base. As Article VI highlights,
attributes were used in the Julkri criteria to apply the knowledge of information
security experts to prioritize security controls without a complex quantitative risk
management approach.

The second research question (RQ2) asked under what conditions can the
DSR methodology be utilized in the development of information security artifacts.
As the response to the research question RQ2, DSRM is a suitable research method
for conducting design-oriented information and cyber-security research; however,
there is a research gap for information security domain-specific evaluation frame-
works. As DSR has been used modestly in cyber and information security research
compared to information systems (IS) research, a research gap was identified
to determine how DSR could be used better in information and cyber-security
research. As DSR originates from IS research, there are IS-related DSR theories and
evaluation methods, which the information and cyber-security research domains
lack. As has been shown, DSR is a suitable method to create practical solutions
to wicked information and cyber-security problems, though there is still more to
develop from the methodology point of view.

The outcome of this dissertation is a set of artifacts and design knowledge
supporting the selection of information and cyber-security controls. SMW knowl-
edge base versions provided features at the time of publication that were not
available in common security control catalogs. Although Julkri is not an immi-
nent artifact of the research, multiple results and ideas from preceding artifacts
were utilized in the development of Julkri. Another artifact is the process and
learning from: it, as often in DSR work. Research shows that there is a place for
design-oriented information and cyber-security research to produce new artifacts
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for practical use cases.

6.2 Limitations

There is one limitation of the research that is common to many other DSR projects;
the long-lasting testing of the artifacts. All of the developed artifacts could have
been tested more in real use by performing more relevance and design cycles. As
noted in Article VI, the Julkri criteria were also not comprehensively tested during
development and, therefore, lacked the real-world testing of all potential use
cases during the time of publication. The same applies to artifacts developed in
Articles III and IV, which have not been extensively tested in real-world scenarios;
only common risk management process use cases were employed in the testing.
Although functionality is based on common risk management activities, and
hence, basic verification is performed, it is possible that some deficiencies could
be detected in extensive real-world verification.

The limitations of DSR research evaluation include the development of new
evaluation criteria for information security assets. Although the evaluation criteria
of Kelo et al. [56] used in Article VI were found to be not sufficient for assets, the
article did not present an updated version of the design principles and evaluation
criteria. This is a topic for further research.

6.3 Future work

In design science, the research process will never be completed. There is always
something to develop, either from the application domain or in the scientific
foundation. Hence, the last question to ask is: What will happen in the future?

As there have been some recent developments from the standards perspec-
tive, such as the OSCAL format and the new version of ISO/IEC 27002:2022, there
is much potential advancement in research and tool development in the future.
Further research is required to evaluate how practitioners utilize the new attributes
of ISO/IEC 27002 and Julkri. Where Julkri forces the use of preconditions, it would
also be essential to evaluate how consistently preconditions are set for different
assessment targets.

Another future practical study area is the analysis of CIA properties, which
would provide a basis for consistent risk assessment results. Confidentiality levels
have been defined in various approaches, including generic-level definitions in
FIPS 199 [87]. In addition, availability definitions have been based on acceptable
system downtime. However, integrity is an information security property that
does not have such scales available. During Julkri development, a limited number
of scales were found, but they were not as descriptive as confidentiality and
availability metrics. Therefore, they were suspected to result in inconsistent
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assessment results.

It was also identified that to reuse security control catalogs, it is important
that specifications are available in a structured, machine-readable format such
as OSCAL. Publicly available and structured information allows the develop-
ment of new solutions to manage information security risks and compliance.
Where ISO/IEC 27002 is one of the rare widely used security catalogs that is not
freely available, NIST SP 800-53 is the opposite, being freely available in multiple
machine-readable formats. As OSCAL is a newly introduced approach, there are
not yet many tools to support it. The future will show how it will be used and will
provide a common format for compliance assessment tools and criteria.

During the development of Julkri, the topic of psychological issues of in-
formation security risk management, especially control selection, was raised,
especially if the regulatory pressure of government authorities forces the imple-
mentation of security controls that lack a reasonable cost-benefit ratio. Psycho-
logical issues of risk management have been researched [63], but not human
factors related to the selection of security controls. An interesting aspect would
be to research excessive control selection, which conflicts with the common risk
management objective to implement controls with a positive ROL

During the research, it was identified that all control catalogs have over-
lapping definitions with only minor differences. Additionally, recent versions of
control catalogs contain cross-references to others to help verify that the contents
are similar. However, there has been very little criticism about which security
controls actually provide the most cost-effective protection. As the contents of
new catalogs are almost always based on previous versions and other catalogs, a
critical objective analysis of each control should be performed to avoid keeping
controls with a low cost-benefit ratio in the common catalogs.

Finally, the scoring model presented in Section 5.3 provides the next design
iteration of the control selection logic utilized in Julkri. It combines characteristics
of multi-criteria decision making to provide practical solution for information se-
curity risk management. Although this design iteration is still under development,
it also highlights the nature of the continuous development of DSRM.

In conclusion, during the research, security control catalogs modestly devel-
oped to support the selection of security controls during the last decade. However,
as presented, there are still practical opportunities to develop new approaches
to support the selection of security controls and help organizations improve in-
formation and cyber security and business continuity. DSR provides a design
methodology to further develop these opportunities to create practical solutions
for all organizations. Although information security is still considered an essen-
tial problem for SME organizations, there is still a need for the new evolution of
solutions.
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6.4 Epilogue

Al represents a technological leap that transcends traditional computing paradigms,
offering unprecedented capabilities in problem solving using natural language

[11, 88]. It will and already has changed information and cyber security on both

sides, as new threats emerge and as mitigation methods to respond to existing and

emerging threats. It will also provide new means for security control selection

and decision support. Chat-based interfaces provide a security consultant-like

experience, which can be used to analyze organizational security postures and

select potential security controls. In AI and machine learning, a flawless and accu-
rate training data set is essential for consistent and valid results [42]. To analyze

the current performance of Al platforms, an additional test was performed using

ChatGPT 3.5 by OpenAl and Copilot by Microsoft. The test aimed to analyze the

prioritization capabilities of the security controls of Al platforms. Details of the

test setup and the results are presented in Appendix 1.

As the results show, there are significant differences in the responses of these
two Al platforms to the eight questions presented. Where ChatGPT’s answers to
questions include 38 different security controls, Copilot’s answers include only 16
different controls. ChatGPT’s responses change significantly when the questions
highlight different priorities for the user, whereas Copilot’s changes are very
limited and focus mainly on changing the priority order of the same control set. In
ChatGPT’s responses, there is a significant difference based on which information
security property, confidentiality, integrity, or availability, is prioritized. Copilot
is more transparent and shows the training data for each control as a reference,
whereas ChatGPT does not provide references. Microsoft Copilot’s references for
the controls provided are from only two sources: mainly from the SME Guide
on Information Security Controls [86] and the Cybersecurity Guide for SMEs
[20] by ENISA. Due to transparency, it is easy to assess that Copilot’s results
are very limited, although both primary sources are still relevant on a general
level to all SMEs. Amending the question of minimal resources indicates that the
actual implementation costs of the security controls are not covered in the learning
data, as the results of the questions include multiple controls that are not feasible
for organizations with minimal resources. One reason for this is that the actual
implementation costs of even widely used security controls are not available.

In summary, the results of this dissertation can also be used to develop Al
language models further and find deficiencies in learning data. It can also improve
the quality of decision making as learning data can include information that is cur-
rently too resource consuming to analyze during risk assessment. At the moment
of this writing, Al can provide a starting point for information development for an
SME, but requires careful validation of the provided guidance. Especially in the
chat user interface, the response quality depends on the prompting capabilities of
the user. When language models and learning data are further enhanced, Al-based
solutions can provide a cost-effective security consultant to support SMEs in the
development of information security.



YHTEENVETO (SUMMARY IN FINNISH)

Tietoturvallisuuden hallintakeinojen valinta

Nykyaikaisessa toimintaympaéristdssa kaikkien organisaatioiden on huomioita-
va tieto- ja kyberturvallisuus toiminnan jatkuvuuden varmistamiseksi. Tieto- ja
kyberturvallisuuden riskienhallintaan on olemassa useita menetelmid, mutta ne
soveltuvat kuitenkin yleisesti ottaen huonosti pienille ja keskisuurille yrityksille
edellyttimiensd resurssien vuoksi. Tehokkaassa tieto- ja kyberturvallisuuden hal-
linnassa korostuu organisaation kannalta oikeiden hallintakeinojen valinta, jolloin
kaytettdvissd olevat resurssit kohdistuvat tehokkaimmin organisaation kriittisten
kohteiden suojaamiseen. Hallintakeinot ovat niitd hallinnollisia, teknisié ja fyysi-
sen turvallisuuden menetelmid, joilla organisaatio varmistaa tietoturvallisuuden
eli tiedon luottamuksellisuuden, eheyden ja saatavuuden.
Viitoskirjan tavoitteena on vastata seuraaviin tutkimuskysymyksiin:

RQ1 Kuinka tietoturvallisuuden hallintakeinojen luetteloita voidaan kehittda tu-
kemaan PK-yritysten tieto- ja kyberturvallisuuden hallintakeinojen valintaa
ilman monimutkaisia riskienarviointiprosesseja?

RQ2 Milléd edellytyksilld suunnittelutiedettd voidaan hyodyntéa tieto- ja kyber-
turvallisuuden artefaktien kehittdmisessa?

Tutkimuksen kahdessa ensimmadisessa artikkelissa I ja II arvioitiin tietoturva-
riskienhallinnan menetelmia ja hallintakeinojen luetteloita. Ndiden perusteella
kehitettiin Semantic MediaWikiin perustuva artefakti tietoturvallisuuden hallinta-
keinojen valintaan, jota on esitelty artikkeleissa III ja IV. Tutkimuksessa aineistona
kaytettiin NIST SP 800-53 hallintakeinojen luetteloa, joka on vapaasti saatavis-
sa rakenteellisessa koneluettavassa muodossa. Se on yksi laajimmista yleisesti
kaytetyistd hallintakeinojen luetteloista sisdltden yli tuhat tietoturvallisuuden hal-
lintakeinoa ja hallintakeinon laajennusta. Hallintakeinot tuotiin wiki-jarjestelméén,
jossa tietomallia laajennettiin erilaisilla méaritteilld hallintakeinojen valinnan hel-
pottamiseksi. On huomattava, ettd tutkimus on tapahtunut ajallisesti pitkalld, yli
kymmenen vuoden, aikavililld ja tutkimuksen ensimmadisten artikkeleiden jul-
kaisuaikana tunnetuimmat hallintakeinojen luettelot, kuten ISO/IEC 27002, NIST
SP 800-53 ja CIS Controls, eivit tukeneet hallintakeinojen valintaa kuin enintdan
yksinkertaisella priorisoinnilla. Uusimmissa versioissa luetteloissa on kuitenkin
huomioitu jo vastaavia médritteitd kuin néditd ennen tuotetussa artefaktissa.
Tutkimuksessa kaytettiin suunnittelutiedettd menetelmdné arvioimaan tuo-
tettuja artefakteja. Artikkelissa V arvioitiin aiemmissa artikkeleissa esiteltya tieto-
turvallisuuden hallintakeinojen luetteloa. Suunnittelutiedettd on kéytetty yleisesti
tietojdrjestelmien kehittimiseen liittyvdssd tutkimuksessa, mutta tietoturvalli-
suuden menetelmien kehittimisen tutkimuksessa sitéd ei ole juurikaan kaytetty.
Osana tutkimusta arvioitiin suunnittelutiedettd menetelména tietoturvallisuuden
artefaktien kehittamisessa. Tutkimuksen ensimmaisessd artefaktissa kehitettyja
ominaisuuksia kdytettiin hyvéksi Julkri-kriteeriston kehityksessd, jota arvioitiin
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suunnittelutieteen kriteerein osana tutkimusta artikkelissa VI. Julkri on kehitetty
arvioimaan tiedonhallintayksikoiden ja niiden palveluntuottajien tietoturvallisuu-
den tasoa julkisen hallinnon tiedonhallinnasta annetun lain mukaisesti. Kehitys-
tyossd pyrittiin kehittdmé&an arviointikriteeristo, joka soveltuu kaikenkokoisille
tiedonhallintayksikdille alkaen pienimmistd kunnista ja niiden palveluntuottajista
aina suurimpiin julkishallinnon yksikoihin.

Ensimmadisen tutkimuskysymyksen RQ1 osalta Julkri-kriteeristossa toteutet-
tu laadulliseen riskienhallintaan perustuva malli perustuu aiempia menetelmia
enemman riskildhtdiseen hallintakeinojen valintaan, jolloin olennaisia toteutetta-
via hallintakeinoja on vdhemman. Olennaisten hallintakeinojen lisdksi kayttéjalle
annetaan riskitasoon perustuvia ehdotuksia mahdollisista hallintakeinoista arvioi-
tavaksi. Siten esiehtojen perusteella laajasta hallintakeinojen luettelosta voidaan
osoittaa pienempi, asiantuntijatietoon perustuva osajoukko organisaation itsen-
sd arvioitavaksi toteutusta varten. Tutkimuksen tuloksena voidaan osoittaa, etta
erilaisiin esiehtoihin ja kadyttotapauksiin perustuvilla ennakkotiedoilla voidaan
helpottaa hallintakeinojen valintaa ja vdhentdd hallintakeinojen luettelon kaytta-
jalta edellytettavda tietoturvaosaamista. Priorisoinnin perusteella organisaatiot
voivat kohdistaa kdytettdavissd olevat resurssit todenndkoisemmin parhaimman
hyotysuhteen antaviin hallintakeinoihin.

Toisen tutkimuskysymyksen RQ2 osalta tulokset osoittavat, ettd suunnit-
telutiedettd voidaan kdyttdd myos muiden tietoturvallisuuden artefaktien kuin
tietojdrjestelmien kehityksessd. Artefaktien arviointia varten kuitenkin tulisi ke-
hittdd edelleen arviointikriteerejd, jotka soveltuvat erityisesti tieto- ja kybertur-
vallisuuden artefaktien arviointiin suunnittelutieteen yleisia arviointikriteereja
paremmin.

Tutkimuksen osalta tunnistettiin myds mahdollisuus hyodyntéa tutkimuk-
sen lopputuloksia ldhitulevaisuudessa tekodlyn kielimallien kehittdmisessd. Kayt-
tamalla hyvaksi tunnistettuja ominaispiirteitd osana kielimalleja, voidaan teko-
dlyalustat saada tuottamaan kysyjdn tilanteeseen paremmin sopivia vastauksia.
Naiilta osin tulee kuitenkin huomioida, ettd on ehdottoman tirkedd varmistua
opetuksessa kdytettdvan aineiston eheydestd, jotta tekodlyalustojen tuottamat vas-
taukset ovat oikeita kyseisessd tilanteessa. Opetusaineiston tulee siis perustua
asiantuntijatietoon eikd vain vapaasti saatavilla olevaan yleiseen tietoon, jotta
hallintakeinojen valinta perustuu muihinkin ndkékulmiin kuin aiempien hallinta-
keinojen luetteloiden sisaltoon.
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APPENDIX1 CONTROL SELECTION USING AI

To test how current Al platforms respond to different questions and provide
suggestions to select the 10 most important information security controls in priority
order, the question is amended with the addition of the organizational priorities
of CIA properties and the addition of the minimal resources of the organization.
Based on the additions, eight questions are formed to be asked from by Al chat
interfaces:

Q1. What are in priority order the ten most important information security
controls for SMEs?

Q2. What are in priority order the ten most important information security
controls for SMEs having minimal resources?

Q3. What are in priority order the ten most important information security
controls for SMEs who prefer high information confidentiality?

Q4. What are in priority order the ten most important information security
controls for SMEs who prefer high information confidentiality but have
minimal resources?

Q5. What are in priority order the ten most important information security
controls for SMEs who prefer high information availability?

Q6. What are in priority order the ten most important information security
controls for SMEs who prefer high information availability but have minimal
resources?

Q7. What are in priority order ten most important information security controls
for SMEs who prefer high information integrity?

Q8. What are in priority order the ten most important information security
controls for SMEs who prefer high information integrity but have minimal
resources?

The results of the questions are presented in the following tables. The first column
indicates the suggested control name, and the priority order for the control is in
the column of each question. Controls have been combined in the response if the
content of the control is similar and even the control name would not have been
an exact match.

The following Table 7 contains results of ChatGPT 3.5, and Table 8, the results
of Copilot. In Copilot’s settings, the response style was set to exact.
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TABLE 7 ChatGPT 3.5’s responses to questions

Control

Q1

Q2

Q3

Q4

Q5

Q6

Q7

Q8

Risk assessment and management

1

Access control and authentication

2

Regular software updates and patch
management

3

Employee security awareness training

10

Data encryption

a1

Firewalls and intrusion detection/
prevention systems (IDS/IPS)

Backup and disaster recovery

Incident response plan and recovery
procedures

Secure configuration management

Vendor risk management

10

Strong password policies

Access control and least privilege

Basic firewall protection

Secure configuration management

Security monitoring and logging

O || Ul =[N

Access control and role-based permissions

Endpoint security

Q1

Secure communication channels

Data loss prevention (DLP)

Secure storage and backup

Incident response and forensics

Q| \J| U1 =] W DN

Regular security audits and assessments

10

Redundant and reliable infrastructure

Fault tolerance and failover mechanisms

Monitoring and alerting

Capacity planning and resource
optimization

1| = Q| =

N[ | W —

Network segmentation and redundancy

o]

Service level agreements (SLAs)

\O

Business continuity planning

10

Collaboration with service providers

Regular testing and evaluation

10

Data validation and validation controls

Change management process

Audit trails and logging

Q1| i~ W

Digital signatures and integrity checks

Database security controls

Secure software development practices

O

Data backup and recovery

O| R[N |G| | W




TABLE 8 Copilot’s responses to questions
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Control

10
=

Q6

Asset management

Policies, standards, and guidelines

Incident management

Access control management

Network security and data exchanges

N =

Vulnerability management

Fighting malware

Backup management

10

Safeguards management

ORI | Q1| =W N| -

ICT readiness for business continuity

—_
e}

@ooummm»—\»bgwig

»-\@Noouwoxﬁgcn?g

\000\10\01NH4>800?9

Develop good cybersecurity culture

Publish cybersecurity policies

Conduct cybersecurity audits

Remember data protection

Provide appropriate training

O | 0| ]| & O1

OO \J| | G| —

O |0 \J| S| U1

Ensure effective third-party management
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Abstract: An information security management system (ISMS) provides controls to

protect organizations their most fundamental asset, information. Risk management is an essential part
of any ISMS. 1ISO27001 is a widely adopted ISMS standard that sets specific information security
requirements for the management system. Organizations that claim to have adopted ISO27001 can
be formally audited and certified to comply with the 1SO27001 standard. KATAKRI is a Finnish
national security auditing criteria that is based on several ISMS standards and best

practices. It was initially intended to be used by public sector to audit private sector service providers,
but it has been adopted also as a baseline of requirements for private sector security standards. Since
many organizations have claimed 1SO27001 certification, it is beneficial to analyse the gaps between
ISO 27001 and national KATAKRI certifications. This paper explores structures of ISO 27001 and
KATAKRI and presents results of gap analysis of risk management requirements between ISO 27001
controls for information security management and KATAKRI requirements.

Keywords: information security management system (ISMS), risk management, 1SO 27001,
KATAKRI

1. Introduction

Risk management is an essential part of all major information security management systems. One of
the key objectives of risk management is to identify and secure key assets to enable business
operations and their continuity. The information technology causes a number of risks in performing
operational activities and these risks are expected to continue to escalate as new technologies
emerge (Pereira and Santos, 2010).

Information security helps to mitigate the various risks through the application of a suitable range of
security controls (Posthumus and von Solms, 2004). Each industry operates in different risk
environment. In addition to common risks each organization has its own unique risks. Hence
organizations continuously struggle to choose and implement the cost efficient set of security controls
that mitigates the risks to acceptable level. (Baker and Wallace, 2007)

Many organizations apply certification for their ISMS to convince their stakeholders that security of
organization is properly managed and meets regulatory security requirements (Broderick, 2006).
Security aware customers may require ISMS certification before business relationship is established
(KATAKRI, 2011). As there is a variety of different ISMS approaches available, organizations may
even be requested to have multiple certifications.

ISMS standards are not the silver bullet and they possess potential problems. Usually guidelines are
developed using generic or universal models that may not be applicable for all organizations.
Guidelines based to common, traditional practices take into consideration differences of the
organizations and organization specific security requirements. (Siponen and Willison, 2009)

In this study we compare the internationally widely used ISO/IEC 27001 to Finnish national ISMS
approach called KATAKRI. Comparison is limited to risk management requirements of ISMS. The
paper is structured as follows: in the section 2 an overview of risk management as part of ISMS and
overview of selected standards are presented. In section 3 we briefly present need for gap analysis
and present a model of how the requirements were divided into phases for analysis; section 4
presents summary of the results of the gap analysis; conclusions of the results of the gap analysis are
presented in section 5; discussion and future work are presented in section 6.



2. Risk management as part of information security management

21 Risk components in security ontology

Area of security involves people with different roles within organizations. This emphasizes the role of
common understanding of the used terminology. Comprehensive study of security ontologies (Blanco
et al., 2011) denotes that security community, including risk analysis community, lacks common
ontology thus there exist many domain specific ontology definitions.

Risk components should be identified in Certification and Accreditation (C&A) process requiring risk
management (Gandhi and Lee, 2007). ISO/IEC definitions are commonly used for terms asset,
vulnerability, threat and control. Assets are something having value for the organization and what
needs to be protected. Countermeasures can mitigate or reduce vulnerabilities to acceptable level.
Control (countermeasure) is a mean of managing risk, including policies, procedures, guidelines,
practices or organizational structures. Threat a potential cause of an unwanted incident, which may
result in harm to a system or organization. Vulnerability is a weakness of an asset or group of assets
that can be exploited by threats. (ISO/IEC 27002) In this paper we use previous ISO/IEC definitions
unless otherwise stated.

2.2 Definition of requirements for ISMS

Desirable and “complete” security requirements cover seven facets: who, where, what, when, why,
which and how? Structured requirement definitions with well-designed requirement attributes provide
clearer, concise, and informative requirements compared to natural language requirement definition.
(Lee et al., 2006)

C&A requirements are generally written in natural language instead of structured requirements
(Gandhi and Lee, 2007). According to Lee et al. (2006) natural language requirements suffer from
range of problems related to, for example, consistency, completeness and redundancy. Natural
language requirements are often long and verbose, but decomposing a requirement may change the
meaning or context of the requirement. However, decompositions ease requirement compliance
evaluation. Another problem is varying requirement abstraction levels. Decomposition and
restructuring is a solution for this problem also. The third addressed problem in the natural language
requirements is that requirements suit to multiple requirement categories. The last of the presented
problems is having redundant requirements. The same requirement may be expressed even within
same document using different terminologies.

23 ISO/IEC 27000 standards family

ISO/IEC 27001 is an information security standard published by the ISO/IEC standardization
organization in 2005. It specifies the requirements for establishing, implementing, operating,
monitoring, reviewing, maintaining and improving a documented Information Security Management
System. ISO/IEC 27001 specifies requirements for the management of the implementation of the
security controls. The controls and implementation guidelines than an organization may use are
presented in ISO/IEC 27002. Controls represented in appendix of ISO/IEC 27001 and in ISO/IEC
27002 are normative. Organization defines which of the controls it shall implement. Organization may
request certification against ISO/IEC 27001 for implemented ISMS. ISO/IEC 27001 contains definition
of the term and definitions. Definitions refer to other ISO/IEC standard documents. Hence all ISO/IEC
27000 family standards share a common ontology.

ISO/IEC 27001 describes four-phase cyclic process known as “Plan-Do-Act-Check” (PDCA).
e Plan: establish security policy, objectives, processes and procedures.
e Do: implement the security policy and relevant procedures.
e Check: assess and measure the process performance.
e Act: take corrective and preventive actions.

Applying PDCA model, organization adopts a process approach for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving an ISMS. ISO/IEC 27000 Information
Security Management System standards family includes also ISO/IEC 27005 standard for risk
management. Its purpose is equal to ISO/IEC 27002 as it provides implementation guidance that can
be used when planning risk management activities.



Boehmer (2009) claims that ISMS based on ISO 27001 is equivalent to risk management, which
again is equivalent cost/benefit management. Risk approach is in the interest of organizations that
want to avoid wasting investments in information security, and to find cost-efficient, risk mitigating
controls.

24 KATAKRI - Finnish national security auditing criteria

Another approach to manage corporate security is Finnish national security auditing criteria,
KATAKRI. It is published by the ministry of defence, but Confederation of Finnish Industries, Finnish
Communications Regulatory Authority, ministry of foreign affairs and ministry of the interior have also
participated in the preparation of the criteria. Initial version was published in 2009 and the updated
version Il in 2011.

The first goal of national security auditing criteria is to harmonize official measures while assessing
organization security level. The second defined goal is “to support companies and other organizations
as well as authorities with their service providers and subcontractors to work on their own internal
security”. Therefore criteria contain unofficial recommendations to help users to apply useful security
practices. (KATAKRI, 2011)

KATAKRI is organized as requirements compliance questionnaire. It defines a number of
requirements in form of questions. Each question consists of a tripartite classification of criteria,
corresponding to the security level concepts: the base level (level IV), the increased level (level 1lI)
and the high level (level Il). For KATAKRI certification the organization shall select the pursued
security level. Based on selection, every criterion defined for the selected security level must be
complied in each question. The questions and criteria are defined in natural language.

Criteria are divided into four main areas:
administrative security

personnel security
e physical security
e information security

Areas are not meant to be used independently. It is instructed to take all four areas into account when
performing accreditation audit using KATAKRI. (KATAKRI, 2011)

KATAKRI does not include definition of terminology that is used. Each question contains, in addition to
requirements to all security levels, two columns; “‘recommendations for the industry” and
“source/additional information”. For the questions having sources defined, definitions of terms can be
derived from defined requirement sources. Lack of the common ontology can be seen as major
weakness of KATAKRI compared to other ISMS standards.

3. Risk management compliance gap analysis

In this research we focus on ISO/IEC 27001 and KATAKRI risk management requirements.
Organization may request certification for implemented ISMS against both standards. They both
define their own specific set of requirements that ISMS must fulfill to be compliant.

In the preface of KATAKRI it is stated that “the criteria have been created from the perspective of
absolute requirements and they do not include a marking system which is used in some criteria”. Also,
ISO/IEC 27001 states that “excluding any of the requirements specified in Clauses 4, 5, 6, 7, and 8 is
not acceptable when an organization claims conformity to this International Standard.” As both
approaches present absolute prerequisite to meet all requirements with yes/no satisfaction criteria,
results are comparable by comparing requirements as results are in same scale. Both KATAKRI and
ISO/IEC 27001 use the scale of being full compliance or non-compliance. Partial compliance is not
accepted. As Karabacak and Sogukpinar (2006) state that the official certification can be difficult as it
is “all-or-nothing” design.

The main research question was to analyze is the ISO/IEC audited risk management process
compliant with KATAKTRI requirement for risk management. Analysis method was selected to support



bidirectional analysis to see compliance to both of the directions. As result of the analysis we
expected to see gap analysis of risk management requirements of ISO/IEC 27001 and KATAKRI. We
hope to see that results of this analysis will help organization having either of the certifications to
evaluate easier amount of actions required to pursue the other certification.

The risk management requirements are covered in ISO/IEC 27001 in section 4.2.1. There are six
main requirements. Three of these requirements contain ten more specific requirements for the
corresponding main requirements.

In KATAKRI, risk management requirements are covered in the first part, administrative security. In
this part there is subdivision A400, “Identifying, assessing, and controlling risks”. This part contains 12
questions, which each contain several requirements. Risk management requirements are not only
limited to section A400, but there are risk management requirements also in other subdivisions of the
administrative security main part.

Fenz and Ekelhart (2011) have analyzed five commonly used ISRM methodologies and derived a
generic ISRM view out of the selected methodologies. They have created five phases for risk
management. Phases and their outputs are represented in table 1.

Table 1: Information security risk management phases and their outputs by Fenz and Ekelhart (2011).

ISRM phases and outputs

Phase Output

System characterization Inventory list of assets to be protected, including their acceptable
risk level.

Threat and vulnerability List of threats and corresponding vulnerabilities endangering the

assessment identified assets.

Risk determination Quantitative or qualitative risk figures and levels for identified
threats.

Control identification List of potential controls that can mitigate the risks to an acceptable
level.

Control evaluation and List of cost-efficient controls that have to be implemented to reduce

implementation the risk to an acceptable level.

We identified the risk management requirements from ISO/IEC 27001 and KATAKRI and categorized
them into ISRM phases. Content of each category was analysed to find gaps between requirement
definitions. Both ISO/IEC 27001 and KATAKRI define requirements to establish risk assessment
procedure, which is outside of the scope of ISRM phases. Hence these requirements were analysed
as separate set of requirements.

4, Results

This chapter represents key results of the requirement analysis. In the following tables 2 and 3,
requirement criteria without corresponding criteria in other specification is presented in jtalic style.
Tables don’t include all requirements for clarity, but the most important requirements for all phases are
included.

Requirements outside of the scope of ISRM phases set the prerequisites to implement risk
assessment methodology, which shall implement requirements categorized into phases. Table 2
represents identified requirements for risk assessment procedures.




Table 2: Risk assessment procedure requirements mapping

Risk assessment procedure requirements mapping

KATAKRI ISO/IEC 27001

e Define a risk assessment procedure (A401.0) e Identify a risk assessment

e Results of the risk assessment procedure are documented methodology suited to
(A401.0) requirements (4.2.1c1)

e Measure risk assessment process (A407.0) e Develop criteria for accepting

e Risk assessment is performed annually or when significant risks (4.2.1c2)

changes occur (A403/level Ill) or risk assessment is part of
management process (A403/level Il)

e Results of risk assessment are considered when setting
goals of the security work (A404.0)

Identified risk management requirements from ISO/IEC 27001 and KATAKRI were mapped to the
presented ISRM phases. Results of the mapping are presented in table 3. Corresponding security
level is presented in KATAKRI requirements. In addition table includes ISO/IEC 27005 mapping (Fenz

2011).

Table 3: Information security risk management phase mapping

Information security risk management phase mapping

Phase KATAKRI ISO/IEC 27001 ISO/IEC 27005 (Fenz
2011)
System e Asset identification e Identify e Asset identification
characterization (A401.1) acceptable levels
e |dentify owners of of risk (4.2.1c2)
assets (A401.1) e Asset
identification
(4.2.1d1)
e |dentify owners of
assets (4.2.1d1)
Threat and e Threat assessment o [dentify threats e |dentify threats
vulnerability (A401.1) (4.2.1d2) e Identify
assessment e |dentify vulnerabilities e |dentify vulnerabilities
(1706.0) vulnerabilities
(4.2.1d3)
Risk e Assess risks (A401.2) e Identify impact e Identify impact

determination

e Risks are prioritised
(A405.0)

(4.2.1d4, 4.2.1e1)
o Assess threat

o Assess threat
likelihood

e Likelihood risk likelihood e Assess vulnerability
estimation (A405.0/level (4.2.1e2) e Likelihood risk
1)} e Assess estimation
e Risk assessment vulnerability
covers at least security (4.2.1e2)
management and e Likelihood risk
personnel, information estimation
and premises security (4.2.1€4)

(A402.0)

e Risks relating to
external actors are
identified (A402.0,
A409.0)

e Risk assessment
influences to security
training (A405.0)




Control (No requirements) e [dentify and e Evaluate existing
identification evaluate options and planned
for the treatment controls
of risks (4.2.11)
Control evaluation | ¢ Controls are e Select control e Information security
and proportioned to the objectives and risk treatment (risk
implementation assets and the relevant controls (4.2.1g) avoidance, risk
risks (A401.1) e Management transfer, risk
e Management approved approval for reduction, or risk
chosen controls residual risks retention)
(A401.2) (4.2.1h)
e Management approval
for residual risks
(A401.2)

As seen from table, KATAKRI does not explicitly require identify and evaluate possible options to
mitigate the risks. Rationale for this can be found from the other sections of KATAKRI documentation.
Criteria itself contains mandatory controls for each defined security level. Therefore it is not
mandatory for organization to evaluate other possible risk treatment options or controls. As ISO/IEC
27001 does not set any specific controls, but only defines normative controls, it is mandatory for
organization itself to identify and evaluate appropriate options for risk treatment.

5. Conclusions

Comparing natural language requirements has exposed variety of problems. Many of the analyzed
requirements have problems with the completeness. KATAKRI also contains several redundant
requirements. Mutual ontology between compared standards facilitates analysis. While KATAKRI is
lacking definition of terms, its definitions must be extracted from referred documents. In subdivision
A400, “Identifying, assessing, and controlling risks” both ISO/IEC 27001 and 27002 are among the
referred documents. Hence risk management terminology is coherent in both documents, but
problems exist in other parts of the KATAKRI.

Gap analysis indicates that the KATAKRI certified ISMS implements the most of the risk management
requirements of ISO/IEC 27001, but some exceptions exist. As presented in previous chapter,
KATAKRI does not have requirement to evaluate and identify possible options for risk treatment.
Rationale for this is that KATAKRI itself defines minimum set of controls for each defined security
level. ISO/IEC 27001 does not define any mandatory controls, but all controls defined in ISO/IEC
27002 are under considered as normative. The second ISO/IEC 27001 requirement missing from
KATAKRI is risk likelihood analysis, which is required by the KATAKRI only on the high security level
(level 11). KATAKRI requires grouping risks by the importance, but this is not exactly same requirement
as likelihood analysis, because risk importance may comprise other risk attributes such as impact.
The third difference is the identification of the vulnerabilities. KATAKRI does not require risk
management process to identify vulnerabilities, but has requirement to identify the technical
vulnerabilities in section of information assurance.

ISO/IEC 27001 certified ISMS does not automatically fulfill all KATAKRI risk management
reguirements. Following requirements from KATAKRI are not included in ISO/IEC 27001:

1. Risk management process is measured.

2. Risk assessment is performed annually or when significant changes occur (A403/level IlI) or
risk assessment is part of management process (A403/level Il).

3. Risk assessment results drive security work.

4. Management has approved chosen controls.

5. Risk assessment is also required, when relevant, from external actors like subcontractors
and service providers.

6. Risk assessment influences to security training.

When organization implements ISMS using PDCA model, the requirements for measurement, periodic
assessment, results driving security work and management approval for security controls, should be




fulfilled. These are part of “check” and “act” phases of PDCA model to measure results and achieve
continuous improval of ISMS.

The other two deviating requirements, “assessing external parties” and “assessment influence to
security training” are covered by normative controls in ISO/IEC 27002. Requirement assessing
external parties is analogous to “Addressing security in third party agreements”. In ISO/IEC 27002,
control “Information security awareness, education, and training” has guideline to include known
threats in security training. If this control is implemented, ISMS procedure should also fulfill the
KATAKRI requirement.

In this study our target was to compare contents of risk management requirements between ISO/IEC
27001 and KATAKRI. As results show, some deviations between requirements exists to both
directions and requirements are not completely overlapping. Major deviation between models is the
identification possible options for the risk treatment. Where ISO/IEC 27001 requires organizations to
implement a process to identify potential options, KATAKRI defines itself a minimum set of controls for
each of the three security levels. Most of the KATAKRI requirements missing from ISO/IEC 27001 are
fulfilled when ISMS is implemented using PDCA model. Other deviations in the risk management are
minor and a well implemented ISMS should cover these requirements.

6. Discussion

This research was limited to analyzing KATAKRI and ISO/IEC 27001 requirements for risk
management. For organizations having either of certifications, it would be meanful to have analysis of
complete requirement definitions. Comparison structure should compare each security level from
KATAKRI to combination of ISO/IEC 27001 and 27002. As we have seen that some of the KATAKRI
requirements are covered in the normative controls of ISO/IEC 27002, which should be included in
comparison even it is normative document.

In this study we have identified some problems that KATAKRI currently comprises. One of them is the
lack of common ontology over the document. This leaves possibility for interpretation instead of
having exact requirements for ISMS. Another identified problem is the natural language requirements.
As long as KATAKRI is structured as requirements compliance questionnaire, the problem can only be
mitigated enhancing requirement definition quality.

Future research is continued on evaluating existing risks for IT companies and how current ISMS
certification models correlate to existing risks. One of the goals is to study if the ISMS certificate will
help organizations to find cost-efficient, risk reducing security controls or does certification just cause
additional costs for the organization that doesn’t reduce actual risks at all.
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Abstract: Assuring information security is a necessity in modern organizations. Many recommendations for
information security management (ISM) exist, which can be used to define baseline of information security
requirements ensuring that an organization has implemented the selected practices. ISO/IEC 27001
prescribes a process for ISM system and guidance to implement security controls is provided in ISO/IEC
27002. Finnish National Security Auditing Criteria (KATAKRI) has been developed by the national authorities
in Finland to verify maturity of information security practices. KATAKRI defines both security control
objectives and absolute security controls to meet an objective. ISO/IEC 27001 requires selection of valid
security controls whereas KATAKRI may force organization to implement controls that are not feasible from
risk management or cost-benefit ratio point of view. In our work, we study differences of the security control
objectives and the actual controls of ISO/IEC 27002 and KATAKRI to analyze completeness and mutual
coverage between the two specifications. The results reveal the different scope and the lack of some of the
controls of KATAKRI compared to ISO/IEC 27001 and ISO/IEC 27002.
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1. Introduction

Assuring information security is a necessity in modern organizations. There exists variation of viewpoints in
information security management (ISM) concerning ‘what’ should be done (ISO/IEC 27000 and COBIT; IT
management), ‘how’ it should be done (ITIL; service management), and ‘who’ should do it (SFIA;
competence management), see (Armstrong 2013). These recommendations are used to define baseline of
information security requirements ensuring that an organization has implemented the selected practices.
Some of the recommendations provide the possibility for organizations to request certification, which is can
then be granted if the implemented practices fulfill the audition criteria.

Widely adopted ISO/IEC 27001 prescribes a process for ISM system whereas guidance to implement
security controls is defined in ISO/IEC 27002. Hence, together they comprise minimum criteria of controls
and their objectives, providing also non-normative guidance for control implementation. Finnish National
Security Auditing Criteria (KATAKRI) has been developed by the national authorities in Finland to verify
maturity of information security practices. Approach in KATAKRI is different compared to ISO/IEC 27000
standards. As national security auditing criteria, KATAKRI defines both security control objectives and
absolute security controls to meet an objective. Implementation of controls is mandatory whereas ISO/IEC
27001 leaves responsibility of the selection of controls and their implementation to organization itself by
defining only the control objectives. Use of ISO/IEC 27001 is always subject to completeness of risk
assessment and selection of valid security controls. On the other hand, KATAKRI may force organization to
implement such controls that are not feasible from risk management or cost-benefit ratio point of view.

In our work, we study differences of security control objectives and actual controls of ISO/IEC 27001 and
KATAKRI requirements to analyze completeness and mutual coverage of KATAKRI and ISO/IEC 27001.
The actual comparison also takes into account ISO/IEC 27002 security control implementation guidelines,
creating links between them and the security requirements in KATAKRI. First of all, however, the two
specifications are united in their terminology and structure, but whereas ISO/IEC 27002 focuses on
existence of security controls to meet the security objectives, KATAKRI defines different levels of
requirements that shall be fulfilled. Barlette & Fomin (2008), Fomin et al (2008), Yeniman Yildirim et al
(2011), and Siponen (2006) all criticize that information security management standards focus on security
process, not how well activities are carried out or how objectives are achieved. To cope with these ISMS
hindrances, we create an explicit linking between a process-oriented standards and (normal) operative mode
assessment in an organization.

Our analysis of KATAKRI and ISO/IEC 27002 specifications is focused to see the amount of shared common
security aspects. In addition, we are interested in differences of the specifications to see the potential gaps in
them, especially in the relatively new KATAKRI.


mailto:riku.t.nykanen@student.jyu.fi
mailto:tommi.karkkainen@jyu.fi

The contents of the paper are as follows: After the introduction, we provide background information on the
two specifications and comparative approach in general in Section 2. Then, in Section 3 a structural
comparison of specifications and high level comparison of contents of the both specifications is provided. In
Section 4, we present more detailed comparison results including intersection and complements of the
specifications. In Section 5 we have discussion on the results and further research.

2. Background

2.1 Basic concepts

ISO/IEC definitions are commonly used for terms asset, vulnerability, threat, and control. Assets are
something having value for the organization and what needs to be protected. Risk is a combination of the
probability of an event and its consequence. Control (countermeasure) is a mean of managing risk, including
policies, procedures, guidelines, practices, or organizational structures. Threat is a potential cause of an
unwanted incident, which may result in harm to a system or organization. Vulnerability is a weakness of an
asset or group of assets that can be exploited by threats. (ISO/IEC 27002, 2005)

2.2 1SO 27000 standards

ISO/IEC 27001 is an information security standard published by the ISO/IEC standardization organization in
2005. It specifies the requirements for establishing, implementing, operating, monitoring, reviewing,
maintaining, and improving a documented Information Security Management System. ISO/IEC 27001
specifies requirements for the management of the implementation of the security controls. The controls and
implementation guidelines than an organization may use are presented in ISO/IEC 27002.

Appendix of ISO/IEC 27001 and ISO/IEC 27002 itself contain comprehensive list of controls and their
objectives. Although ISO/IEC 27001 states that also additional control objectives and controls may be
needed and identified from other sources. Organization defines which of the controls it shall implement.
Organization may request certification against ISO/IEC 27001 for implemented ISMS. For both ISO/IEC
27001 and 27002 updated versions were released on October 2013.

2.3 KATAKRI = Finnish national security auditing criteria

Another approach to manage corporate security is the Finnish national security auditing criteria, KATAKRI. It
is published by the Ministry of Defence, but Confederation of Finnish Industries, Finnish Communications
Regulatory Authority, Ministry of Foreign Affairs, and Ministry of the Interior have also participated in the
preparation of the criteria. Initial version was published in 2009 and the updated version Il in 2011.

The first goal of the national security auditing criteria is to harmonize official measures while assessing
organization security level. The second defined goal is “to support companies and other organizations as
well as authorities with their service providers and subcontractors to work on their own internal security”.
Therefore criteria contain unofficial recommendations to help users to apply useful security practices.
(KATAKRI, 2011)

2.4 Comparing standards and models

Comparing standards or methodologies may reveal several hindrances. One is the lack of widely adopted
common ontology containing definitions of the basic concepts and relationships. Ramanauskaite et al. (2013)
have identified that major information security management standards utilize only partially comparable
security ontologies. Hence, even if standards and methodologies should lead to harmonized ontology
definition, there does not exist a single widely adopted ontology definition.

Pardo et al. (2011) emphasize that in comparison it is possible to, using relationships of the models, find out
how different the compared models are. Pardo et al. defines that “in the model comparison the need to know
the level of equality and proportion between the things being compared should take the priority”. One part of
comparison is terminology analysis. Pardo et al (2011) divide terminology analysis into two subtypes;
syntactic analysis and semantic analysis. Our study uses only semantic analysis as the contents of the
compared documents is defined in natural language and require qualitative analysis.

Multiple models can have various types of connections between them. Pardo et al (2011) have identified four
operations: union, intersection, difference, and complement. Intersection contains elements that are common



in all the models and union combines together the shared contents. Difference comprises elements that the
compared models do not have in common. Complement is a set of elements that are not included in one of
the compared models. When comparing only two models, both complements are equal to the difference of
the models.

3. Structural view

From structural point of view both ISO/IEC 27001 and KATAKRI controls are divided into logical groups.
Following definitions are equal in both, 2005 and 2013, ISO/IEC 27002 standard versions. In ISO/IEC 27002
standard the highest level of grouping is called clauses. Each of these clauses contain “one introductory
clause introducing risk assessment and treatment” and a number of security categories. Each security
category contains one control objective and one or more controls. ISO/IEC 27002:2005 defines that control
objective states what is to be achieved. The security controls in the security category can be applied to
achieve the control objective. Again ISO/IEC 27002 versions 2005 and 2013 state: “control defines the
specific control statement to satisfy the control objective”. Each control is attached with the implementation
guidance, which provides instructions on control implementation to meet the control objective. Definition of
the implementation guidance also states that guidance may not be suitable for all organizations and other
implementation options can be more appropriate. For each control there is also other information included
such as references to other standards or legislation.

KATAKRI is organized as a requirements compliance questionnaire. It has four major sections called
divisions, which are divided again into subdivisions. Each subdivision contains number of questions. It
defines a number of requirements in the form of questions. Each question consists of a tripartite
classification of requirements, corresponding to the security level concepts: the base level (level 1V), the
increased level (level Ill), and the high level (level 1l). These levels correspond to international security level
concepts restricted, confidential, and secret, respectively. KATAKRI does not contain requirements for the
highest security level, internationally known as top secret (level I).

For the KATAKRI certification the organization shall select the pursued security level. Based on selection,
every requirement defined for the selected security level must be complied in each question. In addition to
three security levels, there is additional set of requirements as recommendations for the industry. It contains
useful security requirements recommended to all businesses to implement. For each level and industry
recommendation, a number of requirements is attached. These requirements may be the same for all levels
and industry recommendations, they may differ depending on the level, or higher security levels may add
more requirements to the base level requirements. The questions and requirements are defined in natural
language. For each question there is additional information, containing, for example, references to
standards, including ISO/IEC 27002:2005, and implementation guidance.

Where KATAKRI requirements are merely ones that can be answered yes or no, ISO/IEC 27001 auditor has
to evaluate that the identified set of security controls is comprehensive and implemented according to the
qualitative requirements of the security controls.

ISO/IEC 27002 and KATAKRI both share the same approach grouping security concepts first on high level
and then on the secondary level. In ISO/IEC 27002, highest level of grouping is division of security clauses.
On the other hand, KATAKRI is divided into four divisions, which are further divided into subdivisions. Table
1 represents ISO/IEC 27002 security clause and the KATAKRI divisions and their subdivisions. ISO/IEC
27002 states that the security clauses are not in specific order concerning prioritization of the security
clauses or controls. In KATAKRI prioritization is implemented in dividing security controls based on pursued
security level, where the primary controls are defined at the base level. Hence, KATAKRI divisions and
subdivisions do not relate to prioritization.

Table 1: ISO/IEC 27001 standard versions 2005 and 2013 security clauses and KATAKRI divisions and
subdivisions.

Logical groups of security controls

ISO/IEC 27001:2005 ISO/IEC 27001:2013 KATAKRI
1. Security policy 1. Information 1. Administrative security
2. Organization of security policies 1.1. Security policy, the measures guiding
information 2. Organization of security action and definitions
security information 1.2. The annual security action programme
3. Asset security 1.3. Defining the goals of security




management 3. Human resource 1.4. ldentifying, assessing and controlling risks
4. Human resources security 1.5. Security organisation and responsibilities
security 4. Asset 1.6. Accidents, danger situations, security
5. Physical and management incidents and preventive measures
environmental 5. Access control 1.7. Security documentation and its
security 6. Cryptography management
6. Communications 7. Physical and 1.8. Security training, increasing awareness
and operations environmental and knowhow
management security 1.9. Reports and inspections by the
7. Access control 8. Operations management
8. Information security Personnel Security
systems 9. Communications 2.1. Technical criteria
acquisition, security 2.2. Securing sufficient competences
development and 10. System 2.3. Other suitability of the candidate for the
maintenance acquisition, task
9. Information development and 2.4. Measures after the decision to recruit
security incident maintenance 2.5. Measures for concluding the contract of
management 11. Supplier employment
10. Business relationships 2.6. Measures during employment
continuity 12. Information Physical Security
management security incident 3.1. Security of area
11. Compliance management 3.2. Structural security
13. Information 3.3. Security technical systems
security aspects 4. Information assurance
of business 4.1. Data Communications Security
continuity 4.2. Security of Information Systems
management 4.3. Security of Information
14. Compliance 4.4. Security of Information Handling

UML class diagram of the structures of the both documents is presented in the Figure 1. ISO 27002
standards structure is equal in both version of the standard and it contains definition of terms and their
relationships. KATAKRI, on the other hand, does not contain ontology definition at all. Hence, we identified
basic structures of the KATAKRI document.
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Figure 1: UML class diagram presenting structures of ISO/IEC 27002 and KATAKRI




Even if ISO/IEC 27002 and KATAKRI both share the same approach of grouping security concepts on high
level, the actual structures have significant differences at lower levels. ISO/IEC 27002 standard defines
control objective, which shall be achieved by implementing the defined controls. KATAKRI, on the other
hand, has a question that is answered, fulfilling requirements defined for the question of the corresponding
security level. Hence, KATAKRI question and ISO/IEC 27002 control objective both set goal, which is
achieved by implementing defined controls or requirements.

ISO/IEC 27002 contains implementation guidance for each control that it defines. Actual implementation of
the control can be done as specified in the implementation guidance or organization can select an approach
that suits to its needs and characteristics (ISO/IEC 27002:2013). KATAKRI does not contain implementation
guidance but provides additional information such as references to standards, legislation, and security
guides.

We analyzed all requirements of the KATAKRI and identified matching definitions from ISO/IEC 27002:2005.
In addition we also counted number of references from KATAKRI to ISO/IEC 27002:2005. As KATAKRI
defines also requirements for risk management, we included risk management requirements of ISO/IEC
27001:2005 in the analysis.

In general, the results reveal that KATAKRI had in total 432 connections to the ISO/IEC 27002:2005. From
these connections 91 were direct references to ISO/IEC 27002:2005. One of these direct references is to
security clause, 16 to security categories, and 74 to security controls. KATAKRI requirements had semantic
equality with 21 controls. The most of the connections were semantic equality of KATAKRI requirements to
implementation guidance, which we identified 320. In addition, we found out 20 connections from KATAKRI
requirements to risk management section of ISO/IEC 27002:2005 and risk management requirements in
ISO/IEC 27001:2005. Hence total number of identified connections was 452. Summary matrix of the
connections between ISO/IEC 27002:2005 security clauses and the KATAKRI divisions is included in the

appendix 7.1 and Figure 2.

4. Operational view

We have divided the more specific results into four groups. First we present intersection of the two
specifications. These are security controls that exist in both documents. Then we present complements of
both ISO/IEC 27002 and KATAKRI, which discloses differences of the documents. More precisely, Section
4.2 contains security topics that are contained in ISO/IEC 27002 but not in KATAKRI and Section 4.3
contains the ones that are in KATAKRI but not in ISO/IEC 27002. We close the section by presenting other
findings from the documents.

4.1 Intersection of specifications

In the general documents have sections that contain same topics, which can be seen as high number of links
between security clauses and KATAKRI divisions as presented in the Figure 2: Number of connections
between ISO/IEC 27002:2005 security clauses and KATAKRI divisions. Numbering is as presented in Table
1, not as security clauses are numbered according chapters in ISO/IEC 27002:2005 specification. The
general security management in ISO/IEC 27002:2005 as defined in the security clauses (1-4) and (10-11) is
strongly linked to KATAKRI's first division 'Administrative security'. Similarly, 'Personnel security' in KATAKRI
and 'Human resource security' in ISO/IEC 27002:2005 are linked but not very strongly. Also the areas of
physical security (6 in ISO/IEC 27002:2005 and 3 in KATAKRI) are connected. The fourth division,
‘Information assurance' in KATAKRI is much dispersed related to ISO/IEC 27002:2005 covering both
concrete areas in security operations (6-9) as well as higher level operations management (11-12).
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Figure 2: Number of connections between ISO/IEC 27002:2005 security clauses and
KATAKRI divisions.

In detail, several common topics that were covered by both ISO/IEC 27002 and KATAKRI were identified.
Following Table 2: Intersection of ISO/IEC 27002 and KATAKRI presents intersection of the specifications
divided into four domains defined by the KATAKRI.

Table 2: Intersection of ISO/IEC 27002 and KATAKRI

Common topics of information security in ISO/IEC 27002 and KATAKRI

Common topics

Administrative e Security policy (22 connections)

security Risk management (52 connections)

Security organization and responsibilities (26 connections)
Incident management (8 connections)

Business continuity management (32 connections)
Security training (36 connections)

Contracts with employee (8 connections)

Termination of contract (6 connections)

Structural security (19 connections)

Physical access control (26 connections)

Communication security (31 connections)

Information access control (26 connections)

Malware prevention and vulnerability management (12 connections)
Logging (10 connections)

Unauthorized devices (7 connections)

Encryption (6 connections)

Security of executable code (9 connections)

Handling of classified information (24 connections)
Systems management (10 connections)

Remote work/teleworking (28 connections)

Separation of production and development environments (8 connections)
Backup (10 connections

Personnel security

Physical security

Information security




The highest number of connections was in risk management as both methods require same approach to
identify assets and threats to assets to perform risk mitigation. Both specifications keep security training and
rising of the security awareness as an important aspect of information security.

4.2 ISO/IEC 27002 complements

We identified that KATAKRI contained in total only nine connections to ISO/IEC 27002:2005 security
categories “12.1 Security requirements of information systems” and “12.2 Correct processing in applications®.
These two security categories contain requirements for new information system development and only nine
links is relatively small amount to cover all requirements for the information system development. In the
ISO/IEC 27002:2013 “12.1 Security requirements of the information systems” has been updated and
category number has been changed to 14.1. Section “12.2 Correct processing in applications® and controls
of it in ISO/IEC 27002:2005 have been removed from version 2013. These have been complemented with
two new controls in section 14.1 of the 2013 version, but KATAKRI don’t have wider correlation to either of
these. Rationale for this is that KATAKRI is not meant to provide requirements for information system
development, because it is audition criteria. Actually a security guideline for information system development
in the state institutions, called “VAHTI 1/2013 Sovelluskehityksen tietoturvaohje®, has been published. This
guideline covers security requirements for the information system development. Problem has been identified
also in Finnish Defence Forces in the thesis by Liitsalo (2013) where she concludes that VAHTI 1/2013 has
fulfiled the lack of common national guideline of generic information system development security
requirements.

ISO/IEC 27002:2005 contains one security category, “10.9 Electronic commerce services”, where we did not
identify any links from KATAKRI. This category and contained controls have been removed from ISO/IEC
27002:2013. At the time ISO/IEC 27002:2005 was published electronic commerce was emerging and it was
seen as an important domain to cover. As time passed, there are many other information systems available
through the internet. Hence, electronic commerce services have become only a one type among other
services provided in internet, which all need to consider security in the cyber age.

ISO/IEC 27002:2013 contains controls to gather evidence in case of security incident. In KATAKRI one finds
very limited requirements to cover evidence collection in case of security incidents. The KATAKRI
requirements merely focus to protect audit trails, but don’t include additional requirements to collect and
secure the evidence.

Further complementing area in ISO/IEC 27002, compared to KATAKRI, was reporting of security
weaknesses. The ISO/IEC 27002 has a specific control (13.1.1 in version 2005 and 16.1.3 in version 2013)
to emphasize employee responsibility report observed or suspected security weaknesses and vulnerabilities.
KATAKRI does not contain requirement that would highlight employee responsibility to report weaknesses,
even if it clearly states that for each employee the security responsibilities must be defined in their job
description.

The compliance was an area where the level of details varied between specifications. Where ISO/IEC 27002
provides implementation instructions types for compliance and how to achieve compliance, KATAKRI has
only the basic requirement that all operations must be compliant according to legislation.

4.3 KATAKRI complements

KATAKRI has some topics that are not part of ISO/IEC 27002 standards. On the administrative security
KATAKRI contains the concept of annual security action programme, which is covered in KATAKRI
subdivision A200. It is an annual plan how security will be developed comprising measures, responsibilities,
schedules, and measurable results. The results of the implementation of the plan are expected to be
monitored by the management as continuous process. It is notable that there are no requirements for annual
security programme at the base level, but they are included in the recommendations for the industry.

We identified number of requirements in KATAKRI that require documentation of the performed actions, but
did not find equal control from ISO/IEC 27002 control objective or implementation guidance. One such topic
was training, where KATAKRI requirement define that the arranged trainings must be documented, including
training material and participants. ISO/IEC 27002 controls have similar control to raise awareness, but
implementation guidance does not cover documentation of training. Similar widely used documentation
requirement was is a job description, which is in several KATAKRI requirements referred as written definition
of the responsibilities of an employee.



KATAKRI complements ISO/IEC 27002 on high security requirements. KATAKRI contains requirements that
must be fulfilled to be able to handle material that is classified secret by the Finnish national definition. For
the organizations that don’t consider information security as competitive advantage, these controls may not
be feasible to implement. These controls don’t have high cost-benefit-ratio and are valid only in security
critical businesses.

Hence, KATAKRI is Finnish national security audition criteria and it contains also requirements that may be
illegal in other countries. Such requirements are drug tests and probationary period used in recruitment.
KATAKRI also contains national requirements for physical security alarms. Such requirements are not
included in the ISO/IEC 27002 standard.

4.4 Additional results

We found out also more than 20 major translation errors in KATAKRI (original version is in Finnish, which is
translated to English), where a translation error caused difference in requirements. For example, in some
criterions there was for certain security level “No requirements” in English version, but the original Finnish
version did contain requirements.

5. Discussion

In our study we analyzed ISO/IEC 27002 versions 2005 and 2013 and compared them to Finnish security
audition criteria, KATAKRI. We found out that both contain largely same security controls that security aware
organizations should implement, but under a completely different structural division. Analysis also illustrates
evolution of information security management trends. Results can be applied in upcoming versions of
KATAKRI to evaluate the overall scope and boundaries of the security controls. They are equally relevant for
ISO/IEC standardization, even if a refined version already appeared in 2013.

We identified number of common security topics that we covered by the both of the specifications. The
results reveal the different scope and lack of some of the controls of KATAKRI compared to ISO/IEC 27001
and ISO/IEC 27002. Moreover, normative controls of the KATAKRI were detected, which are not included
even as implementation guidance in ISO/IEC 27002.

It has been noticed that SMEs have to focus more on development of their information security procedures,
but most of the ISMS standards are not usable from SME organization point of view. For example, ISO/IEC
27001 has been criticized being too large and complicated to be adopted with the resources of SMEs. While
SMEs struggle with limited resources, but increasing threads, it is important to develop new approaches that
suit especially for SMEs. Majority of modern information security management systems are developed for at
least medium sized enterprises. One question driving our future study is: “we have firewall and antivirus
software, but what next?”

KATAKRI contains basic prioritization of the security requirements as all the requirements have been defined
for three information classification levels and in addition there are recommendations for the industry. ISO/IEC
27002 in the other hand states in the document that security controls are not in any means prioritized. In the
KATAKRI, even at the lowest security level (or only even the recommendations for the industry), amount of
controls is out reach for SMEs where security is not strategic competence area. For example, the NIST
standard 800-53 (2009) defining recommended security controls for the federal information systems and
organizations, contains prioritization of the security controls.

In addition we plan to include viewpoints for organization types and personnel roles to security tools. Where
current document-based approaches are rigid to separate interesting topics of different job functions, some
modern presentation methods, like wiki-format, may be more usable.
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Tailorable Representation of
Security Control Catalog on
Semantic Wiki

Riku Nykénen and Tommi Kérkkiinen

Abstract Selection of security controls to be implemented is an essential part of
information security management process in an organization. There exists a
number of readily available information security management system standards
including control catalogs that could be tailored by the organizations to meet their
security objectives. Still, it has been noted that many organizations tend to lack
even the implementation of the fundamental security controls. At the same time,
semantic wikis have become popular collaboration and information sharing
platforms that have proven their strength as an effective way to distribute
domain-specific information within an organization. This paper evaluates
adequacy of the semantic wiki as security control catalogue platform to build the
information security knowledge base that would help especially small and medium
sized enterprises to develop and maintain their security baseline.
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Introduction

Taking care of information and cyber security is a must for modern organizations
to guarantee the business continuity. Especially small and medium enterprises
(SME) struggle with the limited resources and lack of knowledge (Yeniman
Yildirim et al. 2011). Information security management system (ISMS) is a
commonly applied approach to develop, validate and maintain information
security in organizations. Availability of information security management
systems that would have been designed to cope with the SMEs is still scarce
(Barlette & Fomin, 2008; Lyubimov et al. 2011).
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The major information security management systems, including ISO/IEC 27001
(2013) and NIST SP 800-39 (2011), are based on a risk management approach.
Hence, organizations perform risk analysis to determine the threats on their assets.
In addition to detecting the threats, risk analysis should also reveal the likelihood
and impact of the threats to the assets, which are used to prioritize the risks. Based
on the prioritization, organization shall implement security controls to mitigate
risks or eventually accept the residual risk.

Security control is a countermeasure that mitigates risks caused by the threats.
Depending on the characteristics of the organization, different security controls
can be beneficial. There exists a number of security control catalogues, including
ISO/IEC 27002 (2013), NIST SP 800-53 (2013) and BSI IT Grundschutz Catalog
(BSI, 2013), that organizations can use to determine appropriate security controls
to meet the organizational security objectives. Security control catalogues are
usually presented in the document format, where NIST SP 800-53 makes an
exception because it is also available in the structured XML format.

In this article, we propose to establish a tailorable security control catalogue using
a semantic wiki. The main research question is to evaluate whether semantic wiki
provides a usable platform to construct an organizational knowledge base for
information security. Such a knowledge base could provide a platform for SME
organizations to reuse and utilize existing public security control catalogues as a
service. The contents of the rest of the article are as follows: the next chapter
represents necessary background on security controls and semantic wikis. The
second chapter states the main research objective and describes the steps of the
research process. In the third chapter, results of the research are displayed. The last
chapter includes the discussion and ideas for the future work.

Background

Security controls

Some ISMS standards, like ISO 27001 (2013), define the security baseline that
sets minimum objectives that the ISMS of the organization shall meet.
Organization shall then select security controls that are appropriate for the
organizations functions and assets that will mitigate risks to the acceptable level.
Fenz et al. (2014) point out that successful control selection is one of the top
challenges in the information security management.

There exists a number of approaches to security control selection. For example,
widely applied and established ISO/IEC 27001 (2013) defines that organization



3

shall determine all necessary controls from any source and compare them to
comprehensive list of controls defined by the ISO/IEC 27001 Annex A so that no
necessary controls are omitted. On the other hand, German BSI IT-Grundschutz
Catalogues (BSI, 2013) defines an exhaustive list containing over 1400 security
controls where organization can select appropriate controls. For an SME, this is an
overwhelming task.

NIST Special Publication 800-53 revision 4 (2013) defines security and privacy
controls for federal information systems and organizations. Although this is a
specification for federal organizations, it is applicable for enterprises as well
(Ross, 2007). The actual control catalogue defines three baselines that could be
used; low-impact, moderate-impact and high-impact information systems.

In addition to the baselines, NIST SP 800-53 (2013) defines priority for controls to
help an organization to sequence the control implementation. Priority is also
defined in the three level scales: P1 (first), P2 (next) and P3 (the last). The
specification highlights that priority should not be applied to the control selection,
but only in the implementation order of the controls. The security controls that
don’t belong into any baseline use priority PO.

Because of its structure and availability, NIST SP 800-53 release 4 (2013) was
selected as the information security management specification baseline to be used
here. The controls of the specification have been published in the XML format.
The XML presentation of NIST SP 800-53' is an available document containing
security controls in the structured format. Other security baseline documents or
their control catalogues, like ISO/IEC 27001 (2013) and ISO/IEC 27002 (2013),
are not freely available in such a structured format.

Semantic wiki

A wiki is a website that allows one to create, modify and share hypertext content
(Lahoud et al. 2014). Wiki systems are becoming more popular knowledge and
information management tools. As pointed out by (Kleiner et al. 2009) “wikis are
often used as internal collaboration tools in companies or projects in order to
facilitate knowledge management between coworkers.” Semantic wikis extend
basic wiki platforms with the ability to represent, query and manage structured
information. Here our focus is on structured information security knowledge
management of the security controls.

In a non-semantic wiki, pages are classified using categories. This means that each
page can belong to zero or more categories, which can be used to create

! https://nvd.nist.gov/static/feeds/xml/sp80053/rev4/800-53-controls.xml
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hierarchies of pages. Categories are not usable to perform searches with
conditions, but only to classify pages. Hence, semantic wiki can implement more
functions dynamically based on the semantic search, which is not possible in the
non-semantic wiki platforms.

Semantic wiki adds possibility to define properties that are set on the page. This
means, for example, that for each page describing a city, we can include the
information on the number of inhabitants. With semantic query it is then possible
to search cities with more than 100.000 inhabitants as the queries support
comparison operators for semantic properties. With the non-semantic wiki, it is
only possible to find pages by classification (categories) or matching text. The
semantic search is one of the emphasized functions of semantic wikis and it has
been utilized, e.g., by Lahoud et al. (2014), Kleiner et al. (2009) and Garcia et al.
(2010), as part of the work to be described next.

Semantic wikis can and have been used in organizations to improve their general
knowledge management. Lahoud et al. (2014) propose a dedicated knowledge
management system based on a semantic wiki to integrate the views of different
business actors in product design projects. A semantic framework for managing
IT systems monitoring information, the configuration items, on hosts, services,
and network devices was described in Kleiner et al. (2009). In software
engineering, a semantic platform to store best practices related to initiation and
closing phases of software projects was presented in Elkaffas and Wagih (2013).
Garcia et al. (2010) advanced the quality management of software projects by
developing an externally audited tool (according to ISO9001:2008) for the quality
management system of the project documents. This work is closest to the present
work, focusing on the security management. Moreover, Khanom et al. (2015) used
the Semantic MediaWiki to construct their demonstrator for the empirical
evaluation of their icon-based requirements management approach. A dated
summary of possible scenarios is provided by Geisser et al. (2008). To conclude,
especially software engineering, systems management, and knowledge base needs
have been addressed using semantic wikis, but, as far as we are aware of, this is
the first work that proposes to utilize them in the field of information security
management.

Technically Semantic MediaWiki (SMW) is an extension to MediaWiki, the
platform used by the Wikipedia. It adds semantic annotations to MediaWiki
platform that can be used, for example, to organize, tag and search wiki’s content
(SMW website). SMW will be used here as the basic wiki technology. Note that
the same enlarged platform was also used by Elkaffas and Wagih (2013) and
Garcia et al (2010).



Construction of security control knowledge base

We propose to transform and manage the security controls of the NIST SP 800-53
specification appendix F on a semantic wiki. Using features of the semantic wiki,
we add new viewpoints to the specification to help an organization (especially
SME) in selection of the security controls. These views are not available as such in
the document format specification or NIST National Vulnerability Database
website 800-53 catalogue. (https://web.nvd.nist.gov/view/800-53/home)

To be more specific, we utilize the search functions to create dynamic views of the
controls where organization can sort and filter controls by the baseline and the
priority. In addition, we’ll modify the control views to display wider information
of the related controls to help an organization in the assessment and selection of
the relevant controls.

The realized research and development process was composed of the following
steps:
1. Analysis of the NIST SP 800-53 structural model.
Mapping of the model to semantic wiki concepts.
3. Building transformations to create structured documents from NIST SP
800-53 contents that was imported into wiki.
4. Validation of the semantic model and the transformation results.
5. Definition of additional views to data using semantic wiki features.

The presented process follows the method for semantic knowledge base
construction as presented by Yao et al. (2014). However, the method by Yao et al.
(2014) was extended with the additional last step to define new views to the
security control catalogue in order to validate the usability of the SMW as the
security control knowledge base.

Structural model

Our first step was to analyze the basic structure of the NIST SP 800-53
specification. Analysis was made based on the XML representation of NIST SP
800-53 revision 4 controls. The structural model of the security controls is
presented in Figure 1 using UML.
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Fig 1. NIST SP 800-53 structural model.

At the highest level of the specification, security controls are grouped into 18
control families. Control families themselves don’t have any other property than
their title, but they have identifier consisting of two letters. In the XML schema,
each security control contains the control family in textual format without any
specific datatype for the family.

Security control is identified by a hierarchical identifier, which is the unique for
each control. It contains abbreviation of the control family together with the
number of the control that is unique within the control family. Each control
belongs to only one control family. The security control has a name, defined in the
attribute title. Actual description of the control is within the statement, which can
contain sub-statements. The most of the controls have also the supplemental
guidance that can provide additional implementation considerations or explanatory
text (NIST SP 800-53, 2013).

Security controls are divided into three baselines; low, moderate and high impact.
A security control can belong to one or more baselines, but some of the
compensating controls might not belong to any baseline. The organization shall
select pursued baseline based on, first, “strength of security functionality”; and,
second, “degree of confidence supported by the depth and coverage of associated
security evidence, that the security functionality is complete, consistent, and
correct”. Where low baseline contains controls that are essential for all
organizations, high baseline sets minimum assurance in cases where high security
is required. The controls within baselines are not definitive and the baselines can
be tailored to suit the organizational requirements. In the beginning of the
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tailoring process, it is expected that all controls of the selected baseline are
implemented, but during the tailoring process some controls may be eliminated or
replaced with the compensating controls. (NIST SP 800-53, 2013)

The priority code is attached to each security control, which is meant to help
organizations to control the implementation order of the controls. Security controls
with priority code 1 are intended to be implemented first, controls with priority
code 2 should be implemented next and controls with the priority code 3 at the
last. Priority code 0 implies that the security control is not selected in any baseline.
Priority codes are intended to be used only to define the implementation order of
securing the available resources of the organization, not as the control selection
criteria. (NIST SP 800-53, 2013)

Some security controls have one or more control enhancements, which provide
additions to the main control. Control enhancements have separate baseline
definition and, hence, all enhancements may not be applicable on the same
security baseline where base security control belongs to. For example, security
control “AC-2 Account management” belongs to baseline low, moderate, and high,
but some of its enhancements belong to moderate and high baseline or only to the
high baseline. Like security controls, control enhancements are described within
the statements, which can contain sub-statements.

The security controls can also have references to other specifications, like other
NIST special publications, and external information sources. The references have
name and URL properties.

Control catalog ontology for SMW

Gruber (2009) states that “ontology defines a set of representational primitives
with which to model a domain of knowledge or discourse”. Primitive concepts in
the definition of an ontology are classes, properties (also called attributes) and
relations between the classes. The ontology models knowledge of a topic area
using the presented primitives.

Table 1 represents the ontology of the security control catalogue for the semantic
wiki. It contains four classes that are extracted from the NIST SP 800-53
specification, properties for the classes and relationships between classes.
Relationships are presented through property references.

Table 1. Ontology of the security control catalog for semantic wiki.

Class Property Type Constraints Refers to

Control family Name Page



Security control

Control
enhancement

External reference

Name
Identifier
Priority

Baselines

Family
Sortkey
Description
Guidance

Related controls

External references

Retired
Incorporated

Name

Identifier

Baselines

Control reference
Sortkey
Description
Guidance

Related controls

Retired
Incorporated
Name

Link

Page
Text
Text

Text array

Text
Text
Text
Text

Text array

Text array

Text
Text array

Page

Text

Text array

Text
Text
Text
Text

Text array

Text
Text array
Page
URL

Allowed values
PO, P1, P2 and P3.

Allowed values
Low, Mod and
High.
Control family - Name
2)

Security control -
Identifier

External reference -
Name

D

Allowed values
Low, Mod and
High.
Security control - Name
2)

Security control -
Identifier

D

1) Array elements can refer to a security control or a control enhancement

identifier, but there can be also other text.
Unique string format key based on the control identifier that is generated in

2)

the transform. It is used to maintain the logical ordering, when searching wiki

pages.

In the definition of the ontology, the data model of the Semantic MediaWiki was
taken into account. In the SMW, data is organized to wiki pages having a number
of properties. In the SMW, wiki page is identified by the name. From wiki user
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point of view, it does not make sense to define pages with the single sentence
textual content. Therefore, in the ontology, we combine statements, which are just
short textual definitions, into single textual property called ‘Description’ instead of
creating a separate wiki page for each statement. Utilizing this approach, we are
able to produce wiki pages that include similar representation of security controls
and control enhancements than the document format specification.

In the SMW information is organized into pages. Like in the non-semantic wiki,
pages can belong to categories, which are used to group similar pages. Categories
match to classes of the definition of the ontology by Gruber (2009), when category
is used to group all pages having certain content like a movie, a book or an actor.
In a non-semantic wiki, page is usually defined as formatted free text and search
operations try to find certain text from the page. In the semantic wiki, each page
can define a set of properties that describe contents of the page. As semantic wiki
has properties, semantic queries can be implemented to find the pages containing
certain values for the properties. Where non-semantic wiki can be search only
using free-text search and categories, semantic wikis have more elaborated search
options to find the specific content and avoid the problems of free-text search.

In the SMVW, it is possible to aggregate information from multiple pages using the
semantic search. In the definition of the security control catalog, we utilized this
feature on multiple pages to provide more information for a user than just a link to
another page. For example, in the listing of controls in a certain control family, we
included also identifier, name, priority and baselines of the control. The list is
generated automatically based on the set properties in the pages defining the
security controls.

MediaWiki has the page template feature, which defines a reusable structure that
can be shared by multiple pages. In the Semantic MediaWiki (SMW), it is possible
to use semantic properties within such templates. To utilize the defined ontology,
we created four templates for the SMW that match the defined ontology classes:
Control family, Security control, Control enhancement and External reference.
Properties of the classes as presented in Table 1 were directly applied to each page
template. The actual wiki pages, which are instances of the classes, are composed
from the given properties.

Construction and validation of the transformation

Semantic MediaWiki Data Transfer extension provides XML import functionality.
With the extension, it is possible to create wiki pages from the contents of the
XML file using the page templates. Hence, we implemented XSL transformations
to generate the wiki pages from the NIST SP 800-53 XML file. Table 2
summarizes implemented transformations including their input and output.
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Table 2. Implemented XSL transformations.

Transformation | Input data Qutput data
Control family Distinct values of security | Control family element for
control elements control | each distinct value with
family attribute. name attribute defined.
Security control | Security control definition | Security control element
excluding control | with statements aggregated
enhancements. to description property.
Control Control enhancements of | Control enhancement
enhancement the each security control. element with statements
aggregated to description
property.
References Distinct values of reference | External reference elements
items of security controls. with name and link.

Transformed pages use only properties to define the pages. In other words, pages
don’t contain any free wiki text, but the page structure is defined in the page
templates and the displayed content is set in the properties of each page or
generated by the queries, which is explained later.

In the transformation, in addition to properties, name of the page is defined. In the
specification there exists few naming conflicts between control families, security
controls and control enhancements. For example, “Risk Assessment” is name of
the control family and security control RA-3. Because wiki pages must have
unique names, identifier of the security control and control enhancement was
added to page title to make titles unique.

Validation of the constructed semantic model was performed in two ways. First,
we used the SMW build-in special pages. The special pages provide metadata of
the SMW contents such as list of all pages, pages with a property, and list of
properties. Contents of the special pages were then validated against the original
XML file content using XPath expressions to search same data from the XML file.
Secondly, validation was also performed using semantic searches, more
specifically, using the so-called ask function of the SMW. Again, results of the
semantic queries were successfully compared to the results of the XPath
statements performed to the original XML file.

Advantages of semantic wiki in construction

To take advantage of semantic wiki functions, we implemented additional views to
the security control data that cannot be obtained in the document or the NIST
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website format. These functionalities allow especially SMEs to better manage
their tailoring process of the security controls.

Listing security controls by priority and baseline

NIST SP 800-53 specification or the NIST website don’t provide functionality
where one could select a baseline and then order the controls based on their
priority. With the semantic wiki such functionality can be implemented using the
query form. Form, as shown in Figure 2, is used to input the selected baseline and
priority. If either selection is left empty, all values of the property are returned.
Selecting the baseline “Low” returns only security controls for the low impact
systems and the controls can be ordered in the result table by the shown attribute,
like priority.

Run query: Control listing

Baseline @:| Low -~
Priority @: P3 *
Run query

Controls belonging to Low baseline and having P3 priority

Identifier ¢ Name 4 | Baselines ¢ |Priority ¢
AC-14 Permitted actions without identification or authentication | Low,Mod,High | P3
AC-22 Publicly accessible content Low.Mod.High | P3
AT-4 Security training records Low.Mod,High | P3
AU-11 Audit record retention Low.Mod,High | P3
CA-5 Plan of action and milestones Low,Mod, High | P3
PE-8 Visitor access records Low,Mod,High | P3
PS-6 Access agreements Low.Mod,High | P3
PS-8 Personnel sanctions Low.Mod,High | P3

Fig 2. SMW page to query security controls by baseline and priority. Both query selections
and the resulting table shown.

Listing is generated using the semantic search by finding all pages belonging to
the ‘Security control’ category, having defined values for the properties ‘baseline’
and ‘priority’. If an organization would adopt priorities for its own operations,
then search results would be different after the changes of these properties.

List of related controls

In the document format of the NIST SP 800-53, the related controls are listed by
their identifiers (number). In the web version, the related controls are still
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presented with the identifiers, but also as hyperlinks that can be followed to find
out the controls name and other properties. With the controls having multiple
related controls, finding their details requires browsing through all the linked
pages.

Related controls
Identifier Name 4 | Priority 4 | Baselines #
AC-3 Access enforcement P1 Low,Mod,High
AC-6 Least privilege P1 Mad,High
Ps-2 Position risk designation P1 Low,Mod,High
PE-3 Physical access control P1 Low,Mod,High
PE-4 Access control for transmission medium | P1 Maod,High

Fig 3. Screenshot of the related controls of security control ‘“‘Separation of duties”.

As shown in Figure 3, we enhanced the view of the security controls by listing the
related controls in the table. In the table, we display not only the identifier of the
related control but also the name, priority and baseline information. This will help
an organization, for example, to choose to implement some low impact controls as
they can immediately see what of the related controls are valid on the low-impact
baseline. The list is implemented using semantic query as the semantic property of
related controls of a security control can be used to execute such a query
dynamically.

Control catalog metrics

Semantic search enables to implement various metrics of the control catalog.
Figure 4 presents number of different types of pages in the control catalog.



Control catalog metrics

Control metrics

Number of security controls 256
Number of retired security controls 16
Number of non-retired security controls 240
Control enhancement metrics

Number of security control enhancements 666
Number of retired security control enhancements 80
Number of non-retired security control enhancements | 586
Other metrics

Control families 18
Number of distinct external references 60

Fig. 4. Control catalog metrics after initial data import from NIST XML source.
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Metrics are not limited to the counts of the types of the pages or properties. With
SMW template query, it is possible to implement subqueries and provide more
complex metrics.

Identifier ¢ Name Priority + Referring + | Referred -
AC-3 Access enforcement (AC-3) P1 19 33
sC-7 Boundary protection (SC-7) P1 9 24
PM-9 Risk management strategy (PM-9) 1 23
Si-4 Information system monitoring (S1-4) P1 18 21
CA-T Continuous monitoring (CA-7) P2 12 20
AC-2 Account management (AC-2) P 21 19
AC-17 Remote access (AC-17) P1 16 19
CM-6 Configuration settings (CM-6) P1 5 19
cP-2 Contingency plan (CP-2) P1 13 19
AC-6 Least privilege (AC-6) P1 6 17
AT-3 Role-based security training (AT-3) Pl 7 17
MP-4 Media storage (MP-4) P1 5 16
PE-3 Physical access control (PE-3) P1 9 16
SA-12 Supply chain protection (SA-12) P1 17 16

Fig 5. Security controls sorted by number of referrals.

Figure 5 presents referral metrics of the security controls counted using template
queries. Template query is required to perform subquery count number of controls
referring to each control. In the NIST SP 800-53 (2013), referrals have only one
direction. Using semantic template query allows us to calculate for the each
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security control the number of other controls it refers to and the number of
controls that refers to it, respectively. Hence, the page is result of the execution of
multiple wiki page templates. Results can be sorted by any column and in the
figure above it is sorted by the “referred” count. We can see from the results that
security control “Risk management strategy” refers only to one other control, but
is referred by 23 other controls. This can indicate that risk management strategy is
a fundamental control that is expected to be implemented by the other controls.

Discussion

In this study, we created the ontology of NIST SP 800-53 (2013) to present the
control catalog in the Semantic MediaWiki platform. The created ontology is
based on only one specification and, hence, it does not provide universal security
control catalog ontology. However, as we have demonstrated, it can be used as
basis to create common security knowledge base ontology for SMW based
information security knowledge management system. Answer to our main
research question is thus positive: Semantic wiki provides a potential platform to
construct an organizational knowledge base for information security. In our future
research, however, we plan to enlarge and augment the elaboration of this question
by using SMW as platform to create an extensive security control knowledge base,
which would be easy and cost-effective tool especially for small- and
medium-sized organizations in their work to ensure security.

The defined ontology can be further enhanced, basically, in two ways. On one
hand, it can be extended with additional classes, properties, and relationships from
the other NIST Special Publications to create comprehensive NIST Special
Publication ontology. On the other hand, it can be generalized to create a generic
ontology for security control catalog, which can aggregate the security controls
from multiple sources, including other information security management
specifications. Hence, the proposed approach provides a basis for knowledge base
combining information from multiple security baseline specifications. Such an
aggregation, however, requires special context handling, because, for example,
“Access control” is a control family in NIST SP 800-53 (2013) specification but
the name of the control in ISO/IEC 27001:2013 (2013). Hence we need to
introduce some approach to have unambiguous naming in the wiki.

In general, by extending the ontology allows an organization to further benefit
from the security control catalog and the support provided for the control selection
process (Neubauer et al. 2008). In the implementation of such functionality,
semantic search capability is an essential requirement for the control catalog
platform. Semantic search functions of semantic wiki platforms provide essential
features to advanced management of security control catalogs. We have
demonstrated that semantic search can be used in order to create new views on the
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contents of the security control catalog, thus helping an organization in its security
control selection and tailoring process. This is especially important for SMEs.

Our suggestion here does not mean that an SME would build and maintain the
semantic wiki based security control knowledge base, or the established ontology
to access the contents, by itself. Instead, by providing such platform as a tailorable
service for SMEs that need concrete support to secure their operations can help
them to recognize their own possibilities and constraints in information security
management. In this work, again, semantic search of the possible controls and
their interactions (e.g., metrics) allows SMEs to locate them in the IT security
roadmap of given catalogues and measures.

Wiki can also be extended with other properties that would help organization to
select appropriate security controls. This would mean that there would be
additional properties in the page templates to support additional search criteria.
Such attributes could be, for example, work estimates of the implementation of the
control that could help organization to select such controls that are applicable with
the available resources. This would allow one to elaborate the semantic wiki
approach towards a knowledge base that would include also organization and
empirical information of the information security controls. This will require
extending the defined ontology with other key concepts like threats and assets.
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ABSTRACT

Cyber resilient organizations, their functions and computing
infrastructures, should be tolerant towards rapid and unexpected
changes in the environment. Information security is an
organization-wide common mission; whose success strongly
depends on efficient knowledge sharing. For this purpose, semantic
wikis have proved their strength as a flexible collaboration and
knowledge sharing platforms. However, there has not been notable
academic research on how semantic wikis could be used as
information security management platform in organizations for
improved cyber resilience. In this paper, we propose to use
semantic wiki as an agile information security management
platform. More precisely, the wiki contents are based on the
structured model of the NIST Special Publication 800-53
information security control catalogue that is extended in the
research with the additional properties that support the information
security management and especially the security control
implementation. We present common uses cases to manage the
information security in organizations and how the use cases can be
implemented using the semantic wiki platform. As organizations
seek cyber resilience, where focus is in the availability of cyber-
related assets and services, we extend the control selection with
option to focus on availability. The results of the study show that a
semantic wiki based information security management and
collaboration platform can provide a cost-efficient solution for
improved cyber resilience, especially for small and medium sized
organizations that struggle to develop information security with the
limited resources.

CCS Concepts

* Security and privacy—Systems security, Human and societal
aspects of security and privacy
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1. INTRODUCTION

The free Oxford dictionary defines “resilience” as “the capacity to
recover quickly from difficulties; toughness”. Such property has
become essential for both organizations and computing systems in
Digital Era, because the overall functionality supported by the IT
infrastructure should be resilient, i.e., tolerant towards rapid and
unexpected changes (shocks, disturbances) in the operative
environment [2, 14]. The paradigm of resilience, with multiple
perspectives and different conceptualizations, for reliable business
management was reviewed in [3], where it was pointed out that
resilient business operations should tackle both threats and
opportunities of the environment. General resilience taxonomy was
proposed in [23], which consisted of four dimensions: i) type of
shock or perturbation, ii) target system, iii) type of concern, and iv)
type of recovery. As will be shown below, very similar
conceptualization underlines information security management
processes through recognizing and documenting threats on assets
with proper control actions to deal with the risks. Concerning the
computing infrastructure, resilience of general self-adaptive
software systems was advanced in [6], where the concept of
resilience was directly linked to the dependability of software
systems by requiring trusted delivery of services when facing
changes in the system itself or its execution environment. Two
metrics to quantify the contribution of a component to the system’s
resilience were derived in [9], in order to advance Critical
Infrastructure Protection.

Resilience against information security threats has also become
more and more important for all kind of organizations. It has been
admitted that constant state of flawless security is unreachable as
threat landscape evolves continuously [24]. Risk-aware processes
focus on the mitigation of the known risks at the design time, but
may fail to ensure continuous business operation in the challenging,
unexpected conditions [21]. In any case, to manage the information
security, organizations need to recognize all valuable assets,
identify threats and risks, respond to risks by appropriate controls,
and finally monitor the development [24, 31]. Semantic wikis
provide excellent platform and infrastructure for the documentation
and maintenance of this valuable information.

Even if all organizations share common threats of modern cyber-
age, many organizations still struggle to implement even the
fundamental security controls [19]. Without proper documentation,
organizations may fail to understand their security baseline, which
significantly decreases their cyber resilience. Selection of the most
important security controls to mitigate security risks is an essential
part of the organizations’ risk management process. There exists a
range of quantitative methods that support organizations in their
security control selection, but these require existence of detailed
numeric input data, like risk realization statistics, life-cycle costs of
controls and proper asset valuation, in order to provide valid results
[29]. However, for small and medium sized organizations (SMEs)



additional resources are usually required to make the necessary
organizational data available and to validate it. Hence, especially
for SMEs, there is an obvious need for more agile methods to obtain
sufficient cyber resilience against both known and emerging
threats.

This paper evaluates possibility to use semantic wiki platform as a
basis to manage the necessary knowledge on information security
to increase the organizational resilience. We propose to use the
semantic wiki to provide a platform of existing common
information and cyber security information, which can be used as a
technical tool for organizations own risk management processes.
The proposal consists of initial asset, risk, and security control data
provided in the semantic wiki as well as new functions
implemented to wiki for common actions performed as part of risk
management process. The evaluation focus on analysis that can
semantic wiki platform with presented functions be used to
overcome common problems of the information security risk
management.

2. BACKGROUND

2.1 Information security risk management

The fact that flawless state of information security is unreachable
has been widely accepted by the security experts [24]. The most
widely used information security management systems, like
ISO/IEC 27001 [18], are therefore risk driven and attempt to reach
the best possible level of security with available resources.

There exists number of information security ontologies where some
focus on the common concepts, like [4] and [11], and others on the
specific subdomains of information security, like cloud computing
or incident management [1]. Where more comprehensive
ontologies require more expertise, which SMEs usually lack, for
our novel approach it is essential to start with a simple core
ontology that is easy to comprehend and adopt.

Common Criteria (ISO/IEC 1540) is a product security certification
standard, which defines widely accepted common model for the
key security concepts. The security concepts and their relations as
defined in Common Criteria (CC) are described in Figure 1. The
same concepts are also included in more extensive ontologies [4,
11].

Owners . value
im;‘.{ose
Countermeasures
to re}:!uce

Risk

1

Threat agents . Assets
that increase

b,

Figure 1 Security concepts and relations by Common Criteria.

In CC, asset is an item, thing or entity that has potential or actual
value to an organization (ISO 55000:2014). Control (i.e.,
countermeasure) is a measure that is modifying risk (ISO/Guide
73:2009). Vulnerability is a weakness of an asset or control that can
be exploited by one or more threats (ISO/IEC 27000:2014). Threat
is a potential cause of an unwanted incident, which may result in
harm to a system or organization (ISO/IEC 27000:2014). Risk is an
effect of uncertainty on objectives (ISO/Guide 73:2009). When
compared to the resilience taxonomy as proposed in [23] (see
Section 1), one can readily identify shocks or perturbations on the
target system with threats on assets. Similarly, type of concern and
type of recovery in [23] correspond to risks and their
countermeasures in CC.

Information security, by the definition, means preservation of
confidentiality, integrity and availability (CIA) of information [17].
To preserve all three CIA properties, it is crucial that organizations
detect all assets that have an effect to the information security.
These are not limited only to physical or information assets, but
also organization’s processes, culture and other intangible assets
should be considered in order to succeed in the asset detection.
Information security management system (ISMS) has become the
authoritative convention to ensure information security [15]. ISMS
defines the organizations security goals, and resources and
practices to reach the goals. In addition, it sets how organization
monitors and develops its security practices.

Widely used ISO/IEC 27001 ISMS standard applies ISO/IEC
27005 risk management process as part of ISMS implementation
[18]. There exists also number of other information security risk
management standards and practices like OCTAVE, NIST SP 800-
30 and CRAMM. All these share common parts of the risk
management process. Table 1 presents typical risk management
phases, which have been collected and generalized from multiple
specifications by [12].

Table 1. ISRM process phases, tasks and outcomes [12].

Process phase Typical tasks Phase outcomes
System v Asset identification | Asset inventory
characterization
Threat and Threat and List of threats and
vulnerability vulnerability corresponding
assessment identification vulnerabilities
. Likelihood and Risk figures and
Risk . . .
I impact assessment, levels for identified
determination . L
risk estimation threats
List of
Control . recommended
. . . Control evaluation .
identification controls to mitigate
risks
Control Risk treatment; List of controls that
evaluation and control selection have reduced risk to
implementation | and implementation | acceptable level

Common first task of the risk management process is to know what
you have to protect. The knowledge of owned assets, tangible and
intangible, are collected to asset inventory. By the definition, asset
can be anything that has value for the organization.

The next step in the generalized process by [12] is to identify the
vulnerabilities of the assets. Vulnerabilities are accessed by the
threats. Hence, we need to identify vulnerabilities and threats that
can cause harm to the assets and therefore disrupt organizations
operation. As result we should know what to protect (asset



inventory), how it can be harmed (vulnerability inventory), and
what can harm it (threat inventory).

After the threat and vulnerability assessment the generalized
process by [12] continues with the risk analysis. The risk analysis
phase includes assessing threat likelihood and impact of realization
of the risk. As the result, we are able to know the risk level and
potentially even the damages caused by the realized risks. Risks
also can be prioritized by the risk level.

When we are aware which risks have high risk level, the next action
is to identify potential controls to mitigate the risks. This is often
done using a control catalogue like ISO/IEC 27002 or NIST SP
800-53, which list the common security controls and provide
implementation guidance. As the result of control identification, we
obtain a list of the potential controls to implement.

The final step of the typical risk management process is to evaluate
controls and implement the selected controls. The control selection
should take into account already implemented controls, but also
costs of the control implementation. Control implementation
include development costs (e.g. installation costs), operational
costs (e.g. maintenance costs) and response costs (e.g. personnel
necessary to operate the countermeasure).

2.2 Challenges of risk management from

information security perspective

Comprehensive literature review [13] indicates several challenges
in the information security risk management. The encountered
common challenges are:

1. To establish asset and control inventory
To assign values on assets

To predict the risks correctly

To avoid overconfidence on the ISMS
To share knowledge

6. To balance risk vs. cost trade-offs

W

The items 1-3 are all related to identification of assets and controls
and estimation of values of assets and probabilities of the risks. All
these issues are critical for the successful implementation of a
quantitative risk analysis method.

Risk analysis methods can generally be divided into two major
categories; qualitative and quantitative. Quantitative risk analysis
methods rely on derived measures (numbers) to select the best
possible risk processing option. Major problem of quantitative
methods is lengthy and time-consuming process, which requires
detailed information of the asset values and the possible incidents
[29]. Qualitative methods are not based on monetary values and
mathematics, but merely on the on judgments and perceptions of
the evaluated scenario and suitable safeguards for it. Neither of the
methods is superior to each other and they are suitable for different
kind of organizations [30].

The overconfidence effect is more human problem as we, as
humans, tend to assume risk estimates far too optimistic, which
biases the outcome of risk, probability, threat and impact
assessments. The research [13] also highlights that none of the
evaluated eight risk management approaches, including NIST SP
800-30, ISO/IEC 27005, and OCTAVE, does not include any
means to overcome the effects of the overconfidence.

Failed knowledge sharing creates a clear deficiency of
organizational security and risk management. When independent
units of organization, projects and persons share information, their
awareness of assets, threats and controls increases, which leads to
higher quality of the risk management process. It is noted that
knowledge sharing needs motivation and benefits of it must be

mutual. Also [16] highlights the continuous communication and
tailored messaging as success factors of the effective risk
management.

The last of the listed challenges is the risk vs cost trade-offs. As
already discussed, it is hard to provide valid input data, including
effectiveness values, weights, dependencies, etc, for the risk
analysis. In addition, costs caused by successful attacks are almost
impossible to calculate, as they are not limited only to financial loss
of the attacked organization, but also indirect collateral damages to
customers, partners, and other stakeholders. Successful attack may
cause also losses not measurable by money as loss of the personal
data or reputation. [5, 13] Trade-offs will exist in the control
selection as long as we are not able to provide valid input data and
metrics for the specific scenario. Hence, even qualitative risk
analysis has its own limitations, it is more suitable for SMEs that
lack resources, data and competence to implement the more
complex quantitative risk analysis.

2.3 Information security knowledge bases
Knowledge is considered as an important resource for
organizations to ensure the continuous business operations.
Experience and expertise of the employees will help organization
to react in accurate manner to exceptions, when these people
understand the complexities of the organization and its operations.
Hence knowledge of the employees is having important impact to
organizational resilience [27].

Importance of the knowledge sharing as part of the information
security risk management has been noted in several researches [13,
16]. Organizational information sharing is an omnichannel activity,
including discussions, training, documentation, creation of
knowledge bases, etc.

It has been identified in [6, 10] that organizations are not inclined
to share information security knowledge in the public web portals
as security information is seen as valuable asset against
competitors. Although inter-organizational security knowledge
sharing has hinders, intra-organizational knowledge sharing with
wikis has been proven successful [20, 22]. Knowledge sharing has
been noted to require personal trust to other peers and similar
incentives. Knowledge sharing and collaboration has also been
noted to play an important role in the organizational security risk
mitigation [28].

Wiki platforms are becoming more and more popular knowledge
and information management tools especial for intra-organizational
collaboration to facilitate knowledge management between
coworkers [20, 22]. Semantic MediaWiki (SMW) extends basic
wiki platforms with the ability to represent, query and manage
structured information [22]. Wikis, especially with the semantic
extensions, have proven their strengths as knowledge sharing and
collaboration platforms for wide variety of purposes especially in
software engineering, systems management, and knowledge base
systems [26]. Hence, SMW can be seen as a potential collaboration
platform for cyber security risk management and associated
catalogues for SMEs.

In our previous research [26], we created a novel approach to
security control catalogue implementation utilizing the Semantic
MediaWiki platform. More precisely, we imported existing NIST
SP 800-53 [25] control specification to SMW and created
presentations, not available in the document format or NIST SP
website, to provide additional viewpoints to security control
selection. Additionally, semantic queries were implemented to
provide viewpoints to the control catalogue that are not possible
with document format specification. As a result, SMW was proven



to provide a potential platform to implement more extensive
support for the cyber security risk management.

3. KNOWLEDGE BASE FOR
INFORMATION SECURITY RISK
MANAGEMENT

3.1 Purpose of research

The main purpose of the current research efforts is to assess, by
constructing a prototype, whether it is possible to use semantic wiki
as platform for information security knowledge base to improve
cyber resilience and risk management processes of especially
SMEs. For this purpose, we extend the control catalogue
metamodel from our previous research [26] with the risk entity
types to enable risk management operations. With the proposed
extensions organizations are able to use the knowledge base in two
different manners: 1) information source in security control
selection, or 2) to implement risk management processes.

Additionally, we evaluate whether, using the proposed approach, it
is possible to overcome also other common challenges in the
information security risk management presented by [13].

3.2 The construction process
Main phases of the actual realization of the prototype were as
follows:

1. Extended SMW metamodel with the risk type taxonomy.

a. Define SMW templates.

b. Import selected taxonomy.

c. Create links from control catalogue to risk
taxonomy defining, which risk types each
security control mitigates.

2.  Extend control catalogue to support resilience driven
control selection.

a. Add CIA properties to control catalogue and
update Security control semantic form.

b. Utilize semantic search to support view the
controls by CIA properties and existing
priorities

3. Provide means to manage risks in the wiki.

a. Create semantic forms to add, modify and
retire risks.

b. Utilize semantic search to browse and review
risks.

The construction process was iterative in the sense that semantic
search functions for all the main phases we added and modified
after more semantic properties became available.

3.3 Implementation

3.3.1 Extended metamodel

At the first phase of the research, we extended the existing control
catalogue metamodel to include risk management related ontology
definition.

The initial metamodel of the control catalogue was described in
[26]. The catalogue was extended with three new types; risk, risk
class and CIA. This extended metamodel is presented as UML
diagram in Figure 2. CIA is enumeration of the CIA triage
including values of confidentiality, integrity and availability.
Purpose of the enumeration is to classify the controls based on the
CIA property they preserve and hence help organizations to select
controls that provide the best support for organizational security
goals. Risk class is used to implement the cyber security risk
taxonomy to classify controls by the types of the risk they mitigate.

The purpose of the risk class is to help organization to short list
controls that are suitable for the identified risk type. As last, the
security risk represents an instance of identified, concrete security
risk in the organization, such as fire in the “fire in the server room
at Abbey Road office”. It is added to the metamodel to support
basic risk management functions.

Security risk
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Figure 2: Metamodel UML definition.
3.3.2 Risk taxonomy

In [7] a taxonomy of the operational cyber security risks is defined.
The taxonomy has four main classes of the risks.

e actions of people: action, or lack of action, taken by
people either deliberately or accidentally, which has
impact to cyber security

e systems and technology failures: failures of hardware,
software, and information systems

e failed internal processes: problems in the internal
business processes that impact the ability to implement,
manage, and sustain cyber security, such as process
design, execution, and control

e cxternal events: issues originating outside of the
organization, such as disasters, legal issues, business
issues, and service provider dependencies

Each of the main classes are further divided into multiple
subclasses, which are described by their elements. The following
list presents subclasses by the main classes.

1. Actions of people
1.1. Inadvertent
1.2. Errors
1.3. Omissions
2. Systems and Technology Failures
2.1. Hardware
2.2. Software
2.3. Systems



3. Failed Internal Processes
3.1. Process design and execution
3.2. Process controls
3.3. Supporting processes
4. External events
4.1. Disasters
4.2. Legal issues
4.3. Business issues
4.4. Service dependencies

The risks can cascade, which means that a risk in one class can
trigger risks in another class. For example, external disaster, like
fire, can cause malfunctioning hardware. Due to the cascading
effect, it is difficult to predict all actual costs of the realized risks.

The wiki implementation contains taxonomy based on the
presented definition by [7]. The HierarchyBuilder extension of
SMW can be used to visualize the taxonomy as presented in Figure
3.

Risk classes

+ Actions of People

- Inadvertent

- Mistakes

- Errors

- Omissions

7 Deliberate

- Fraud

- Sabotage

- Theft

- Wandalism

- Inaction

- SKills

- Knowledge

- Guidance

- Availability (risk class)
I~ Systems and Technology Failures
| Failed Internal Processes
i External Events

Figure 3 Screen capture of the “Risk classes” wiki page.

Risk class is implemented as page template in the SMW. Instead of
separating risk class, subclass and element, we create similar
hierarchy using referencing to the parent class. At the prototype
implementation, reference is implemented as many-to-one
relationship, which means that the risk taxonomy must create a
hierarchy. It is possible to later update the relationship to many-to-
many enabling also more complex risk taxonomies to be used, if
seen necessary.

3.3.3 Control inventory

The control inventory used in the research was based on our
previous research [26], where we imported controls of the NIST SP
800-53 [25] specification to SMW. The controls are available by
the NIST in XML format and our earlier efforts included XSL
transformation of the controls from the NIST defined XML schema
to the XML schema used by the SMW page templates.

To help organizations in the control selection based on the aspect
of the CIA triage, we added to the NIST SP 800-53 control
catalogue metadata which identifies what triage attributes the
corresponding control supports. Each control can support one or
more of the confidentiality, integrity and availability properties. As
described earlier, the organizational resilience is mostly driven by

the availability and less dependent on the integrity and
confidentiality. This does not mean that integrity and
confidentiality should be disregarded, but provides merely one
viewpoint to support the control selection by the SMEs. For
example, omitting privacy as part of confidentiality can lead to

realization of the legal risks and lead to severe sanctions.
Availability

Availability is one of the three main properties defining the information security among confidentiality and integrity. ISO/IEC 27000 defines that
confidentiality is a property of being accessible and usable upon demand by an authorized entity.
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Figure 4 Screen capture of controls preserving availability.

The practicability of the SMW and its extension can be seen in
Figure 4, where semantic search is associated to Semantic Result
Formats extension enabling to filter the controls. NIST SP 800-53
contains 240 active controls and 586 active control enhancements,
which makes effective search and filtering capabilities essential. In
the figure, the controls ensuring availability are listed and filters
limit the display to only controls on low baseline (controls that
should be implemented always) and priority level 1 (highest
priority controls to implement). With this query and semantic
filtering, we are able to display the highest priority controls to
implement to maintain the availability. From the cyber security risk
management point of view, these are precisely the controls that are
critical to support organizational resilience.
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Figure 5 Training and development risk class.

For the risk class template, we created a query that displays the
controls that are applicable to mitigate risks of the class. As risk
classes are defined in the three levels and each control is attached
to a risk class on any level, it is necessary to implement query to
find all subclasses of the defined risk class. So instead of searching
only the class, we use array of class and its subclasses as the search



criteria. The search is performed to find all controls that have one
or more of the items in the mitigation property array. As result, the
table of controls mitigating the risk class is displayed on the page
of the each risk class as shown in Figure 5 Training and
development risk class. To help organizations to select and
prioritize the controls, a filter functionality is applied to the search
results. Hence, user can select, for example, priority P1 and low
baseline security controls, which are the ones expected to be
implemented first for all information systems including the ones
having even low impact and requiring only the fundamental
security controls to be implemented.

3.3.4 Risk management functions

The risk analysis includes evaluation of the risk probability and its
impact. One of the most used methods for the risk analysis are the
risk matrices. The risk matrix contains two axes; likelihood and
impact. The risk matrix is used to identify the high likelihood and
high impact risks and decrease either or both the likelihood and the
impact to mitigate the risk. However, risk matrices are criticized of
not providing sufficient support for good decision making and
being limited to only subjective risk evaluation. [§]

Instead of using the risk matrix type of risk analysis, we propose to
use queries to identify the risks that need attention. As risks cascade
there is a relationship between the risks. Hence, we include in the
risk definition an attribute that gives us possibility to define
unidirectional cascading relationship between any two risks. With
additional queries, we are able to rank the risks by using the
cascading measures. For example, if a risk refers to many other
risks that will be realized due to realization of the risk, then this is
an indication of importance of that particular risk and should be
taken into account in the risk analysis and control selection. In the
qualitative risk analysis such information can be used to predict risk
more accurately and decrease the overconfidence effect.
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Figure 6 Form to add new security risk.

To allow organizations to manage their own risks with the SMW
instance, a security risk template was added. For simplified risk
management solution it contains only a limited number of
attributes. Each risk has name, description, textual description of

assets and risk classes it belongs. Additionally, there are controls
that have been implemented to mitigate the risk and list of other
risks that can cascade from realization this risk. The security risk
form was created to input the risks. The form is presented in Figure
6 Form to add new security risk.

Security risk template is used to review a risk. In addition to
displaying user entered information, the template lists security
controls that mitigate risk classes defined for the risk, but which are
not implemented. Result of such a query is displayed to the user as
a list of potential controls. Figure 7 provides screen capture of a
sample listing.

Fire in office server room

Fire in office server room
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. Implemented controls
1 Description

2 Assets
3 Cascading risks
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Description [edin

Fire in the office server room cause hardware failures to servers and network devices in the
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Figure 7 Sample risk instance screen capture.

These functions allow organization to use the SMW as a basic risk
management platform to identify the risks by using the cyber
security risk taxonomy, and perform qualitative risk analysis to
evaluate the potential security controls to mitigate the risks. With
addition of the CIA properties, the organization is able to filter the
set of potential controls to focus on resilience, especially from the
availability point of view. Although the resilience is more than
implementation of the security controls preserving availability,
implemented knowledge base will help users to overcome the lack
of knowledge of controls and their effect to cyber resilience of the
organization.

4. EVALUATION

4.1 Unique naming requirement

As noted in our earlier research [26], one of the difficulties with the
implementation is the unique naming requirement of the wiki
pages. Mainly this causes problems with the extensions, like
HierarchyBuilder, that use the explicit page names instead of
defined properties in the visualization. Example of the problem can
be seen in Figure 4, where Availability has disambiguation to refer
to the risk class instead of the page Availability, which contains



information of the CIA triage property availability and lists all
controls preserving availability.

4.2 Response to risk management challenges
In addition to realizing the prototype we analyzed how the
MediaWiki based platform responds to the information security
risk management challenges as defined in [13] (see Section 2.2).
The first challenge was asset and countermeasure inventory, where
the response is partial. The extended control inventory provides the
countermeasure, but structured asset inventory is not currently
included. This is a notable deficiency in the prototype and should
be fixed in the further development. Lack of the asset inventory is
also causing lack of support of the second challenge of assigning
asset values.

The third challenge by [13] is failed predictions of risks. This
challenge is partially solved by the support to identify cascading
risk and, hence, having better knowledge of the risk realization
probability. Note, though, that because the metamodel does not
currently support statistic of the risks or risk types, such an
evaluation is a subjective one. This could be solved by extending
the metamodel with the statistics and more detailed information of
the realized risks and occurred incidents. The problem remains, if
no public statistics are available or if statistics are not accurate.

The fourth and fifth challenge by [13] are overconfidence effect and
knowledge sharing. With the organizational wiki, we are able to
overcome the problem of knowledge sharing at least from the
platform point of view. Still the organizational culture must support
the knowledge sharing of the cyber security risks and the security
controls. The overconfidence effect lead too optimistic risk
estimates [13]. This can be at least reduced with the increased
knowledge of the related risks and available controls.

Risk vs cost trade-offs is the last challenge by [13]. The prototype
is not currently able to respond to this challenge as the risk analysis
uses qualitative approach instead of supporting quantitative
information. As noted by in [13], solution would require detailed
risk management approach, which is not seen suitable for SMEs
because of the necessary resource allocation needed.

Overall it can be seen that the prototype partially solves problems,
especially with knowledge sharing, and the proposed approach
increases the overall understanding of the risks and their
relationships. Lack of asset inventory can be seen as deficiency that
should be analyzed in detail and solved in further development, but
technical limitations from SMW point of view do not limit such
extension.

4.3 Improved cyber resilience

Cyber resilience and ensuring cyber asset and service availability
has become critical topic, when number of cyber threats is
increasing and protection from the all threats is financially
unfeasible. To support availability aspect, we introduced traditional
information security CIA properties to control catalogue to help the
controls selection from availability point of view.

In the NIST SP 800-53 control catalogue there is 115 low impact
level controls and 87 of those are on priority level 1. These are the
controls that are expected to be implemented in all information
systems at the first phase. If we wish to focus on the resilience and
the controls especially supporting availability, we can reduce the
number of these first phase controls in our classification to about
50 controls.

Limitation of the usage of the CIA properties is that many controls
support all three properties, but have direct impact on one property.
Example of such control is AC-3 Access Enforcement. Primarily it

supports confidentiality, but it has also impact on the availability.
Although, we are able to provide support for cyber resilience using
the CIA properties, extended classification should be introduced in
the future.

4.4 Limitations of the research

Current metamodel does not include asset inventory and support
asset-driven approach to security control selection. More
comprehensive security risk management taxonomies are readily
available [27]. In order to help organizations in the identification
of the assets, use of such a taxonomy should be realized.

S. DISCUSSION

Our proposed semantic wiki based approach to manage information
security risk knowledge within the organizations provides a
technical platform for organizations to start controlled cyber
security risk management. While the proposed platform has
publicly available information as prefilled contents, it provides,
especially for SMEs lacking extensive cyber security skills, easier
way to exclude the irrelevant risks and controls rather than
inventing appropriate controls with limited knowledge.

SMW has proven to be a valid platform to share the structured
information within the organizations. Where people are used to user
interface familiar from Wikipedia, there is a low barrier to start
using such a system in the collaboration. With the semantic search
functions, we are able to find the risks that have high cascading
effect to availability, the most import CIA property from the
resilience point of view.

Although current implementation provides basic functionalities for
the risk analysis, the current metamodel has its limitations. Current
model of the wiki is based on the NIST SP 800-53 control catalog.
The catalogue is not complete set of security controls, although it
is comprehensive. To create an extensive information security
knowledge base, we need to create a true ontology for semantic
wiki that harmonizes concepts from the main data sources.

Assets and countermeasures are ontologically connected through
vulnerabilities and threats. Vulnerabilities exist in the assets and are
used by the treats where countermeasures mitigate the threats.
These concepts are excluded from the metamodel as it is not seen
essential for the SME point of view to maintain threat and
vulnerability catalogues. Although it is information that has
meaning for the risk analysis, it should be further considered
whether there would be centralized repository for threats and
vulnerabilities, which can be replicated to organization specific
wiki instances. Also asset and risk taxonomies could include
centralized management.

Metamodel excludes elements of the incident management, which
would be essential for a continuous risk management process.
When incident information would be available in the wiki, it could
be linked to assets or asset types and also to risks. This would
enable an organization to monitor effectiveness of the implemented
controls and provides statistical information for the quantitative
risk analysis.

Our research continues with extending and generalizing the
metamodel to be able to provide more extensive platform for SMEs
to manage their information and cyber security risks. The future
research focuses to develop cyber risk management platform for
SMEs based on the SMW, which has proven its strengths as a
platform for security knowledge bases.
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Abstract. Resilience against information and cyber security threats has become
an essential ability for organizations to maintain business continuity. As bullet-
proof security is an unattainable goal, organizations need to concentrate to select
optimal countermeasures against information and cyber security threats. Imple-
mentation of cyber risk management actions require special knowledge and re-
sources, which especially small and medium-size enterprises often lack. Infor-
mation and cyber security risk management establish knowledge intensive busi-
ness processes, which can be assisted with a proper knowledge management sys-
tem. This paper analyzes how Semantic MediaWiki could be used as a platform
to assist organizations, especially small and medium-sized enterprises, in their
information and cyber security risk management. The approach adopts design
science research and service design methodologies in the derivation and evalua-
tion of the system.

Keywords: Information Security, Cyber Security, Design Science Research,
Knowledge Management, Risk Management.

1 Introduction

In the recent decade, the importance of information security (IS) has constantly in-
creased for all businesses. Proper management of IS provides competitive advantage,
whereas shortcomings can constitute a serious source of risks. Hence, risk management
activities are needed in all sized organizations, but small and medium-size enterprises
(SMEs) are still struggling to manage their information security and implement basic
security controls [33]. Information security management standards do exist, but the fo-
cus of the standards is the existence of policies and processes, and not how they can be
accomplished in practice [38]. It has been also noted that existing standards do not take
into account the special needs of SMEs [45].

Information security risk management is faced with multiple challenges, especially
related to assets, security-cost trade-offs, and cost estimation in general [10]. Security
knowledge management emphasizes the asset protection [32]. The asset availability,
i.e., proper identification and organization of the competencies, processes, and techno-
logical resources for 1S, was found to have the largest indirect effect on the organization
performance [14].

Humans still provide the most significant risks related to information security [11].
Information security policies and procedures have an important role for SMEs, who
with limited resources typically just focus on keeping the necessary technology up and



running in their everyday security management [4]. However, the technological choices
might not be the most effective ones [13]. Even two thirds of the risk reducing controls
in SMEs might not be designed properly or not operating as expected, mostly due to
underestimating the risk level [34]. To conclude, especially SMEs need support in their
IS risk management in order to select cost-effective countermeasures against increasing
cyber and information security threats.

Information security management system (ISMS) has become common practice to
define organizations’ information security management goals and practices. ISO/IEC
27001 [18] is a widely adopted international standard, which defines requirements for
ISMS and specifies security controls that an organization needs to implement. The con-
trols are described in detail in the ISO/IEC 27002 standard [19]. There exist also other
control catalogues, like NIST SP 800-53 [27] and BSI IT Grundschutz Catalogues [5].
All the three mentioned ISMS specifications establish risk-driven approach. ISO/IEC
27001 has been extended to support cyber security domain with the descriptive standard
ISO/IEC 27032 [20].

In the cyber domain, risk management activities are similar to information security
risk management (ISRM). One must identify assets; assess vulnerabilities and threats;
evaluate risk; and select appropriate controls and implement them [9]. Where infor-
mation security protects information assets, cyber security focuses protecting assets
reachable via cyberspace [44]. As information is in the modern organizations stored in
digital form, it is also reachable via cyberspace. Hence, information security and cyber
security overlap, but there are also physical assets, which can be compromised via cy-
berspace, for example, devices that can be controlled and monitored using SCADA
systems. Hence, it is more and more vital for SMEs to establish proper security risk
management procedures to understand and mitigate both information and cyber secu-
rity risks.

In the information security context, risk evaluation and control selection methodol-
ogies can be divided into three categories; quantitative, qualitative, and hybrid (semi-
quantitative) [37]. In the quantitative methods, one derives a humeric estimate of the
risk realization probability and cost and then selects optimal controls to mitigate the
risk based on the return of the investment. Qualitative methods, on the other hand, are
more knowledge-driven and the control selection is based on expertise of the stakehold-
ers [37]. Hence, risk management processes are knowledge-driven, so they can be re-
ferred as knowledge intensive business processes (KIBP). Availability of expertise and
knowledge is essential.

Our objective is to use design science research in developing an information and
cyber security knowledge management artifact that provides operational support for
organizations in the information and cyber risk management. To lower the adaptation
barrier, the artifact should respond to the existing challenges of especially SMEs. These
challenges include availability of resources, like money and knowledge. Hence, the ar-
tifact should especially tackle the knowledge gap of SMEs not utilizing the existing
information and cyber security baselines to support their risk management activities.
The solution should also be scalable and variable for different types of the organizations
to avoid limiting the users of the artifact to a specific business domain or size. The



artifact development encompasses an ongoing research activity, where all design sci-
ence research cycles have been executed at least once. Here, the role of KIBP in relation
to the rigor cycle [15, 16], as an existing knowledge-intensive process, is emphasized.
It is taken into account in the design cycle, by utilizing challenges of KIBP as identified
in [26] in the evaluation framework of the artifact.

2 Background

2.1  Information and cyber security risk management

There exists a number of reference models for information security risk management.
Fenz & Ekelhart [9] have identified the common information security risk management
phases from widely adopted models: i) System characterization: identification of the
scope of the risk management activities; ii) Threat and vulnerability assessment: iden-
tification of possible scenarios how a risk could be realized; iii) Risk determination:
evaluation of the probability of the risk and impact of the realized risk; iv) Control
identification: identification of possible countermeasures to mitigate the risks; v) Con-
trol evaluation and implementation: selection and implementation of the controls that
mitigate a risk to an acceptable level.

As a process, organization shall, after setting the scope of the risk management ac-
tivities, identify the assets that are needed in the operations. Asset is, by the definition,
something that has value for the organization [18]. For the risk assessment, organization
identifies possible threats targeting the assets. The risk determination focuses on the
evaluation of the likelihood and impact of the risks, which also includes valuation of
the assets for the organization. Also other properties can be evaluated to prioritize risks.
The control evaluation aims to select optimal controls to mitigate the one or more of
the risks. In the control evaluation, there are four ways to address a particular risk: i)
Accept: Organization understands the risk and its consequences, but decides not to ad-
dress it in other manner; ii) Avoid: Activities exposing organization to a risk are
avoided,; iii) Transfer: Consequences of the realized risk are transferred to other party;
iv) Mitigate: Countermeasures are implemented to reduce the risk to an acceptable
level.

In general, the risk management may fail in all phases [9]. Fenz et al. [10] highlights
that common failures are asset identification and valuation, risk prediction and control
selection. Especially asset valuation and risk prediction are critical phases for quantita-
tive methods. The quantitative methods require detailed information of the asset values
and incident likelihood [37]. Qualitative approach relies on judgments and perceptions
of the evaluated scenario and proposes suitable safeguards for it [40]. This highlights
the need for knowledge management and sharing. Although, neither of the methods is
superior to other, qualitative methods are less time consuming [40] and hence can be,
in general, more suitable for SMEs with limited resources.

Although, users are often noted as the “weakest link” of the chain of security, they
also have valuable information for security risk management process [39]. Collabora-
tion can be also seen as one factor to engage employees to security and its enhancement.



Vice versa, lack of knowledge sharing is one of the common challenges of the infor-
mation security risk management [9]. Knowledge sharing also increases security aware-
ness, which has direct impact on organizations capability to protect themselves against
cyber-attacks [23]. Therefore, knowledge management, and knowledge management
systems, hold an essential role in information and cyber security risk management pro-
Cesses.

2.2 On Knowledge-Intensive Business Services and Processes

The continuous increase of knowledge intensity in the digital economy was recognized
in [1] and the importance of knowledge in information security risk management was
pointed out in [7]. Knowledge-Intensive Business Services (KIBS) refer to a versatile
set of both professional and technology-based services, which are characterized by high
demands of professional knowledge and relevant information sources as the key ingre-
dients of service design [24]. As usual, one separates the explicit and tacit knowledge.
Note that in [1] it is noticed that KIBS are often developed and innovated by SMEs.
KIBS are utilized in knowledge-intensive business processes (KIBP).

Belsis et al. [3] point out that security management of information systems is a
knowledge-intensive activity that depends on professional knowledge. They also argue
that the knowledge dimension of the security management, e.g., transformation of raw
log or survey data into actionable knowledge, has been neglected. Hence, security man-
agement support requires KIBS. This is mostly addressed by the systems school of
knowledge management whose primary focus is on information and knowledge-based
systems [7], especially structure and usefulness of databases, repositories, and plat-
forms containing codified and accessible explicit knowledge about the domain of inter-
est [6].

A complex decision making is often not solved by a single user, but it is solved by
the collaborative contributions of multiple participants [2]. Conduct and execution of
knowledge-intensive business processes heavily dependent on knowledge workers per-
forming various interconnected knowledge intensive decision making tasks [41]. As
genuinely knowledge, information and data centric processes, 1S risk management pro-
cess meets definition of KIBP. Characteristics of knowledge-intensive business pro-
cesses compared non-KIBP [17] are presented in Table 1.

Table 1. KIBP compared non-KIBP [17].

KIBP Non-KIBP
Mostly complex Simple or complex
Mostly hard to automate Mostly easy to automate
Mostly repeatable Highly repeatable
Predictable or unpredictable Highly Predictable
Need lots of creativity Need less creativity
Structured or semi/unstructured Structured




The challenges of information and cyber security risk management in [7, 10] em-
phasize the presence of KIBP characteristics compared to the non-KIBP characteristics.
Mundbrod & Reichert [26] represent eight challenges of Knowledge-Intensive Busi-
ness Processes:

o Meta-model design: design of the meta-model that supports required information and
tasks.

o Lifecycle support: KIBPs require both design and runtime flexibility, which applies
also tools used in the conduction of the processes.

e Variability support: KIBP results heavily depend on the knowledge used on the pro-
cess, which requires high variability.

e Context Support: related to lifecycle and variability support, KIBPs can be very spe-
cific for certain context, which requires support for contextual parameters.

¢ View support: when amount of activities and knowledge required in processes con-
duction and execution is high, requirement for personal views emerges.

e Authorization support: KIBP execution includes variety of tasks and information,
which include collaboration of people in various roles, authorization support is ne-
cessity from security perspective.

e Synchronization support: successful task execution requires that all the necessary
information is available on the time. Therefore, synchronization of the information
and documentation is required.

o Integration support: KIBP may directly correlate and initiate pre-specified and
standardized business processes. Hence, integration is required to receive status up-
dates and get outputs of the processes.

The presented KIBP challenges apply also to information and cyber security risk
management and we adopt these challenges in the evaluation of the presented artifact.

2.3  Knowledge Management Systems

Knowledge management systems are utilized in KIBP to support the execution of the
complex processes [17]. From risk management perspective, knowledge is considered
as an important resource for organizations to ensure the business continuity. Experience
and expertise of the employees will help organization to react in accurate manner when
incidents occur as people understand the complexities of the organization and its oper-
ations. Knowledge sharing is also a necessity in information security risk management
[10].

Wiki platforms are popular knowledge and information management tools especial
for intra-organizational collaboration, and have been applied in variety of business pro-
cesses [28]. Semantic additions, like Semantic MediaWiki (SMW), provide opportunity
to define and manage structured information in the wiki platforms, which are by nature
usually non-structured. Semantic wiki adds possibility to define properties for each wiki
page. This means, for example, that for each page describing a city, the number of in-
habitants can be defined. With semantic query, it is then possible to search cities with
more than 100.000 inhabitants as the queries support comparison operators for semantic



properties. With the non-semantic wiki, it is only possible to find pages by classification
(categories) or matching text. The semantic search is one of the emphasized functions
of semantic wikis and enables complex functions implemented with the wiki platform.

There is difference between managing security knowledge and securing knowledge
management. Jennex & Zyngier [21] discusses aspects how to secure knowledge man-
agement and related processes, while this paper focuses on management of security
information. Anyway, it is important to consider the security of the information security
knowledge management system and its service delivery to avoid lack of confidence to
system’s security as an adaptation barrier.

3 Research process

The research follows the Design Science Research (DSR) approach, which includes
development of a set of artifacts to solve a wicked problem [15]. DSR is composed of
the three related cycles: i) the relevance cycle, ii) the rigor cycle, and iii) the design
cycle. The relevance cycle ensures that technology-based solutions solve important and
relevant business problems. The rigor cycle provides the prior scientific knowledge and
theories as a foundation to the research [15, 16], but also ensures that rigorous methods
are applied in the construction and evaluation of the design artifact [43]. The design
cycle contributes as the construction and evaluation phase of the artifact. Note that
Peffers et al. [30] presented more refined composition of DSR steps as follows: i) iden-
tify problem, ii) define solution objectives; iii) design and development, iv) demonstra-
tion, v) evaluation, and vi) communication.

Based on the DSR approach, the goal of this research is to develop and evaluate an
artifact, the demonstrator consisting of multiple components, that provides a solution
to information and cyber security risk management challenges of, especially, SME or-
ganizations. We apply the criteria defined by Venable [42] to assess DSR applicability
for the research.

An overview of the methodologies for designing services is proposed by Morelli
[25]. He advises one of the three main directions “definition of possible service scenar-
ios, verifying use cases, and sequences of actions and actors’ roles in order to define
the requirements for the service and its logical and organizational structure”. Also,
Edvardsson [8] includes service system as part of the service design in addition to ser-
vice concept and service processes. The service system includes resources and infra-
structure enabling delivery of the service.

4 Artifact description

4.1  Artifact development

Development of a software system is newer confined to the successive steps [35]. Alt-
hough we adopt an existing software platform, the development of the information se-
curity knowledge management system is a combination of software development and
data migration. The development iterations follow the identified information and cyber



security risk management use cases. During each development iteration, the meta-
model for information security controls is extended as new wiki functions are intro-
duced. The changes of the meta-model also affect to the import of the knowledge in-
formation from public data sources.

Hence, we apply iterative design process in the construction of the artifact, which is
described in Figure 1. The iterative approach also corresponds to DSR cycles, although
there are multiple development cycles for a one design and evaluation DSR cycle. The
relevance cycle is focused on identifying the problems within the information and cyber
security risk management of the SMEs. Also common practices are evaluated and why
SMEs fail to implement them. In the rigor cycle, the main developed asset is the meta-
model, which is the basis for the system’s demonstrator. The design cycle implements
the actual functions on top of the SMW platform utilizing the meta-model. Also the
evaluation of demonstrator is part of the design cycle.

Relevance cycle |

Identification of need
* Common risk

management Rigor cycle

practl.ces Adoptation of existing IS
e Scarcity of resources knowledge

of SMEs

* Meta-model . Design cycle
e Usage scenations

- ¢ Build and evaluation
* Datf’ import from * Implementation of
available knowledge the wiki functions

sources .
* Evaluation of

usability, coverage,
ﬁ suitability,

| modifiability

Fig. 1. Iterative design process presenting DSR cycles with outcomes of the cycles.

Iterative development is applied to three main artifacts that are developed in parallel;
meta-model, data import and wiki functions. The meta-model is in the central position
as both, data import and wiki functions depend on it. The meta-model will evolve dur-
ing the development iterations as new functions are being introduced. Hence, the two
iterative development loops both affect the meta-model as shown in Figure 2. This is
similar approach as the concept of reciprocal shaping of ADR presented in [36], where
recursive cycles of decisions at finer levels of detail of the IT artifact and the organiza-
tional context.

Data import Meta-model Wiki
P [ — {———| functions

Fig. 2. Development cycles of the demonstrator.

In the development process, the wiki functions refer to the additional risk management
functionality implemented and added to the SMW platform. These functions are de-
rived from the common risk management process tasks, which are part of the common



risk management approaches. Such functions are, for example, asset identification, risk
evaluation, and control selection. For example, if user recognizes assets of a certain
type, the wiki queries can be used to propose security controls that mitigate risks for
the asset type and in addition these control implementation order can be prioritized
based on the priorities defined in NIST SP 800-53 specification. Common use cases are
identified following the service design principles. Each use case adds new incremen-
tally new functionality to demonstrator following the activities of demonstration and
evaluation by Peffers et al. [30]. The main required functions (see Sections 1-2) are
asset identification, threat identification, risk evaluation, control identification, and
control evaluation.

As a result of the asset identification, an organization should have recognized and
valued at least all the business critical assets. Valuation of the assets is important as all
assets don’t have similar importance for the organization. Assets valuation is usually
performed with numeric value in quantitative methods or with classification of assets
in qualitative methods [37].

Treat identification can be assisted using a threat catalogue. 1SO 27002 [19] or NIST
SP 800-53 [27] include only control catalogues, but BSI IT Grundschutz Catalogues
[5] includes also a threat catalogue in addition to control catalogue. The user should be
assisted to identify the threats, for example, by the asset types an organization is having.
This requires that threats are classified by the asset types. In this process, knowledge of
the assets within the organization is a mandatory requirement to perform successful
identification.

In the risk evaluation, the organization shall perform estimation on how a realized
risk may be handled. The common four ways to address the risk are accepting, avoiding,
transferring, or mitigating a particular risk (see Section 2.1). Regardless of the handling
method, the organization should document the actions and explanation for the decision.
The documentation of the rationale will increase knowledge sharing compared to the
tacit knowledge of undocumented decisions.

Control identification can be helped with the control catalogue [5, 19, 27]. When
controls are linked to threats they are preventing, the threat identification also generates
a list of potential controls. The organization shall select and document control imple-
mentation status of the selected countermeasures. Based on the risk assessment, organ-
ization shall have a list of the prioritized list of controls to be implemented. The prior-
itization is based on the priorities of security controls defined in NIST SP 800-53 base-
line. In the SMW platform queries are defined to provide views to list i) controls that
are implemented, ii) controls that are selected to be implemented, but implementation
is not completed and iii) controls that are for the time being excluded.

4.2 Artifact components

The research aims to create a knowledge-based system that helps especially SME or-
ganizations in their cyber risk management activities. As SMEs struggle with limited
resources for cyber security risk management, at the same time there exists variety of
publicly available information in multiple knowledge bases. Bringing this data with the



viewpoints that adapt to organization’s needs, is expected to help the organizations to
manage their cyber risks.
The developed artifact consists of the following components:

e Model of security concepts relevant for SMEs to create a security knowledge base
e Demonstrator of the information and cyber security risk management system
e Data-gathering templates

We adopt the roles of Knowledge Interface Systems (KIS) by Gregor et al. [12] in the
following diagram.

Default semantic wiki platform Organizational semantic
wiki instance

Knowledge Default functions Knowledge P

Interface System and views Interface System

User

Security catalogue

.

Knowledge-based _ Maintaingd securi.t\,i - Knowledge-based
System catalogue information Systemn

Expert

information
source

" Security

Fig. 3. Role of knowledge interface system and knowledge base.

The system shall use information and cyber security knowledge from public sources
like NIST SP 800-53 control catalogue [27] as well as other control catalogues [5, 19,
20]. Each of the utilized control catalogues is mapped to the meta-model, which is de-
veloped as part of the system. Hence, organizations shall have publicly available infor-
mation ready in the knowledge-based system.

The common knowledge base updates are delivered by the service, which will also
maintain the platform itself. However, the SMW platform enables organizations to add
new functions also by themselves utilizing new templates and queries, if the supported
use cases don’t include all functions required by the organization. As an individual
organization operates with the separate wiki instance, the modifications are not dissem-
inated to other organizations.

The knowledge itself is not a solution to successfully accomplish cyber risk man-
agement activities. Therefore, knowledge platform needs to be extended with the func-
tions to enable to perform cyber risk management activities. The SMW enables adding
template pages and use queries to evolve knowledge base to a system that implements
functions of a risk management system. SMW also enables to extend the meta-model
based on the organization’s needs, unlike many other risk management tools. We have
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developed [28] a meta-model for security control catalogue with risk management func-
tions. The meta-model has evolved from security control catalogue meta-model to con-
tain also risk management elements. Further development iterations are required to sup-
port all the use cases identified in the rigor cycle.

4.3  Description of the demonstrator

Demonstrator is based on the Semantic MediaWiki (SMW) platform. MediaWiki is a
software mostly known by its use as the software platform of the Wikipedia. The SMW
is an extension to MediaWiki, which enables semantic functions to be used. Such func-
tions are structured pages and semantic queries.

Advantage of the MediaWiki is that users are familiar with the basic functions of the
platform. The SMW enables using MediaWiki as a knowledge management platform
[28]. With the forms, users can enter also new data, like assets and risk evaluations, in
the structured form. In addition to the structured data, the traditional wikitext descrip-
tions can also be used. Such semi-structured approach enables better variability for dif-
ferent purposes compared to a fixed data-model. More detailed description of the con-
trol catalogue and the basic risk management functions have been given in [28].

SMW Data Transfer plugin is used to import existing security controls specification
data into SMW platform. In the first iteration, NIST SP 800-53 control specification
[27], which is available in XML format, was transformed using XSLT to XML schema
defined by the developed meta-model. After the transformation, Data Transfer plugin
generates wiki-page for each control at the import.

Demonstrator is delivered for user organizations as own wiki instances. Each in-
stance will be delivered as a service, but could also be set up by the organization as own
in-premises instance of the wiki, if seen feasible, for example, for the security reasons.
The deliverable consists of the SMW platform, added functionality and templates as
well as imported data. When an organization takes the service into use, it shall define
users and apply roles. After that, the organization can start performing cyber and risk
management activities with the system.

5 Evaluation

5.1 Research evaluation

Evaluation of the research is performed following the evaluation criteria for assessing
DSR work defined by Venable [42]:

Relevance of the problem to industry/society clearly established

Significance of the problem to industry/society clearly established

Depth of analysis and clarity of understanding of the problem and its causes
Depth or profoundness of insight leading to the new design artefact

Novelty of the new design artefact

Size and complexity of the new design artefact

Amount of effort that went into the development of the new design artefact(s)
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e Elegance of the design of the new artefact(s)
o Simplicity of the design of the new artefact(s)
e Clear understanding of why the new artefact works

The significance and “wickedness” of the problem has been identified in the number
of the papers and reports [13, 14, 22, 45]. Also the causes of the problem have been
identified in those papers, which consistently highlight the lack of resources and suita-
ble methods and tools.

The profoundness of the artifact has been identified by following the common risk
management process activities as identified by Fenz et al. [9]. The developed artifact
must respond to activities in each phase of the process with appropriate manner.

The artifact approaches the information security risk management problem from
knowledge management perspective. The wiki-based knowledge management systems
have been utilized in multiple domains, as identified in [31], but in the domain of the
information security there does not exist similar artifacts.

The design of the artifact aims to be simple as it reuses existing knowledge manage-
ment platform, SMW, and extends its functionality. The simple approach provides us-
ers a familiar interface, but also the meta-model defining the data structure is modifia-
ble, if organization has special needs or requirements. With this approach, the adapta-
tion barrier should remain low as the artifact can respond to competence, usability and
modifiability requirements.

The service delivery of the artifact has also been covered in the artifact design as
proposed by [8]. The service delivery is especially important aspect in this research as
SMESs don’t have resources to take into use complex systems, only to support decision
making. This is the weakness of SMW platform as it is intended to be used for
knowledge sharing. Therefore, it lacks support to have multiple knowledge bases within
one instance of platform. Although MediaWiki provides concept of namespaces, it does
not sufficient functionality to separate confidential information of multiple organiza-
tions within one instance. There are multiple options to solve the lifecycle challenge as
deployment of new instance could be automated using container technologies. As this
is more technical issue, it is left outside of the scope of the research.

5.2  Response to KIBP challenges

Table 2 contains responses to the challenges of KIBP identified in [26] as presented in
Section 2.2.

Table 2. Response to KIBP challenges.

Challenge Response

Meta-model de- Meta-model is an integral part of the developed artifact. It is uti-

sign lized by the KIS when security information from the public
knowledge bases is mapped to the meta-model.

Lifecycle and SMW, as a platform, enables modification of the functions with-

variability sup- out platform modifications. Lifecycle and variability support

port shall be also considered in the meta-model. Deployment of the
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platform as a service can be considered as a weakness of the so-
lution. Each user organization must have a separate instance of
the SMW platform.

Context support Context support shall be considered in the meta-model, but can
be also implemented as part of SMW page definitions.

View support View support can be implemented with the semantic queries and
extendibility of the SMW platform. The platform enables users
to create pages that meet the personal needs.

Authorization SMW platform has built-in authorization functions. The built-in
Support functions may be extended to meet more complex authorization
scheme requirements.

Synchronization SMW platform has possibility to integrate other data sources as
and integration well as build functional integrations. Synchronization support
support must be taken into account in the meta-model design.

As can be seen from the responses, the meta-model and SMW platform with addi-
tional functions are in essential position to overcome these common challenges. To
avoid the challenges, the iterative research and development cycles are applied. The
most weakest response to KIBP challenges is with the lifecycle support, which is al-
ready covered in the evaluation of the service delivery.

5.3  Validation using data-gathering templates

Survey-based empirical evaluation among SMEs shall be performed utilizing data-
gathering templates. The evaluation shall include survey of SME users of the artifact.
Survey should request response to following topics, which are seen to be advantage of
the artefact.

¢ Did the artifact improve the resource usage and competence requirements in SMES?

e Were the proposed functions comprehensive for organization’s needs?

¢ Is a risk management system using SMW user interface easy to adopt in a SME
context?

e Was organization able to find suitable security controls to implement based on the
suggestions made by the platform?

¢ Did the organizations modify the SMW meta-model or wiki functions? If yes, what
kind of modifications an organization made? The latter question should evaluate
completeness of the artifact.

Other survey topics can be introduced, when identified during the DSR development
cycle. Results of the evaluation shall be communicated as design science methods sug-
gest.
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6 Conclusions

Importance of information and cyber security risk management has become a necessity
for all-sized organizations. Especially SMEs have not implemented all the required se-
curity measures to protect themselves. Often the reason for this is the lack of compe-
tence and other resources required to implement proper risk management processes.

This paper represented a research process adopting design science research to de-
velop and evaluate novel knowledge based approach for information and cyber security
risk management. The developed artifact is based on the SMW platform, which is ex-
tended with the additional functionality for risk management and incorporated with the
information security information available in public specifications.

The research is currently in progress. In the initial cycle, as described in [29], the
initial meta-model with control inventory was implemented including import of the
NIST SP 800-53 control inventory. During the next cycle, we extended the meta-model
to support features critical for cyber resilience as well as basic risk management fea-
tures in [28]. In the future, the artifact is enhanced with the meta-model and risk man-
agement functions supporting the common risk management process phases supporting
all phases from asset identification to control implementation.

The research process involves characteristics of Action Design Research (ADR)
[36], where the ongoing nature of the development of the semantic wiki based artifact
has been depicted in the earlier publications [28, 29]. Moreover, the research problem
arises from the information and cyber security practices of SMEs, incorporating both
knowledge and risk management theories. Also, following the ADR principles, the re-
search is practice inspired seeking solution to problems of information and cyber secu-
rity risk management from intersection of IT and risk management domains.

Design science research provides an appropriate framework to identify relevant
foundations of the artifact as well as to develop and evaluate the artifact, being both
practice-inspired and theory-ingrained [36]. As described, there is practical need for a
system assisting SMEs in their information and cyber risk management activities. We
have argumented the potential of the knowledge-based approach to meet these needs.
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Abstract: Security assessments are performed for multiple reasons, including compliance with
the information security regulation. Amongst other objectives, regulatory requirements are
created to increase the resilience of national infrastructure and protect against information
and cybersecurity threats. When the regulatory requirements are revised, the security audit
criteria also need to be updated and validated. This was also the case with the Julkri, criteria
developed for the conformance assessments of the renewed Finnish information security
regulation. In this article, a comparative evaluation based on Design Science Research is
performed to determine whether the new Julkri criteria improve existing criteria and control
catalogues.
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Introduction

Security controls are countermeasures that an organization implements to mitigate specific
security risks. Security controls can be administrative, such as policies, processes, and training,
or technical, such as endpoint protection software and backups. Organizations should
implement cost-effective controls based on the risk assessment to mitigate their information
and cybersecurity risks. The implemented controls are typically selected from a security control
catalogue, which can be described as collections of the best practices for mitigating common
information and cybersecurity risks.

Information security audits are used to assess the adequacy of organizations’ information
security from the compliance point of view. In the audits, a security control catalogue, such as
ISO/IEC 27002 (International Organization for Standardization 2022b), NIST SP 800-53
(National Institute of Standards and Technology 2020), CIS Controls (Center for Internet
Security 2021), or Katakri (National Security Authority of Finland 2020), defines the criteria
that an organization is expected to meet. Security control catalogues are also regularly used
when organizations assess their service providers or subcontractors to ensure the security of
their supply chain.



The selection of used audit criteria and the security control catalogue are usually defined based
on the security assessment. As an example, ISO/IEC 27002 is a widely adopted international
standard by the International Organization for Standardization (ISO) and International
Electrotechnical Commission (IEC) used as a part of ISO/IEC 27001 certification audits. As
another example, NIST SP 800-53 is a U.S. national standard by the National Institute of
Standards and Technology (NIST). The CIS Controls by the community-driven non-profit
organization Center for Internet Security (CIS) is an example of a widely adopted reference
control set without a status as a national or international standard. The Finnish Information
Security Audit Tool Katakri is also a noteworthy example, being created in close cooperation
between Finnish governmental security authorities and the private sector, with a focus on the
protection of national classified information.

As organizations are different, management of information and cybersecurity is often risk-
based, aiming to find the optimal controls for the current organization, the currently protectable
assets, and/or a more strictly specified use case (Calvo & Beltran 2022). Security risk
management methodologies usually contain similar common phases (Fenz & Ekelhart 2011),
where one essential phase is to analyse and select controls to mitigate the identified risks. For
example, ISO/IEC 27001 requires an organization to “determine all controls that are necessary
to implement the information security risk treatment option(s) chosen” and compare selected
controls to ISO/IEC 27002, so that no necessary controls have been omitted. The risk-based
approach allows the use of a control catalogue as a support mechanism to identify potential
security controls. Performing effective risk identification, assessment, and mitigation for all
assets seems to be extremely challenging even for organizations with adequate resources
(McKeown 2019).

Where the private sector may have more freedom in the selection of suitable audit criteria for
the specific purpose, the public sector is often more constrained to comply with the regulatory
requirements. In this article, the authors analyse the process and outcomes of Julkri criteria
(Information Management Board 2022) development using Design Science Research (Peffers
et al. 2007). Julkri criteria were developed to provide a new tool for the conformance
assessments of the renewed Finnish information security regulation, the Act on Information
Management in Public Administration (906/2019) (Parliament of Finland 2019a), and the
Government Decree on Security Classification of Documents in Central Government
(1101/2019) (Parliament of Finland 2019b).

Security Audit Criteria and Control Catalogues

Security assessment

Compliance can be defined as the process of meeting expectations. More specifically,
compliance is “verifiable consistency with clearly defined rules” (DeLong 2014). An
information security assessment is the evaluation process to verify compliance against a set of
rules. The set of rules is defined by the evaluation criteria used in the assessment. Information
security audits can have multiple types of targets from organizations to specific products.
Where the ISO/IEC 27001 (International Organization for Standardization 2022a) standard is
a requirement specification for an Information Security Management System (ISMS), other
specifications originate, for example, from regulatory or technical backgrounds. Hence, it is
important to select a control catalogue adequate for the assessment.

The development, or update cycles, of security control catalogues occur typically in intervals
of a few years. For example, the three versions of ISO/IEC 27001 were published in 2005,
2013, and 2022, and the last three versions of NIST SP 800-53 were published in 2009, 2014,



and 2019. Although the cybersecurity landscape evolves rapidly, the current update intervals
of security control catalogues support the assessment purpose by improving stability in the
requirements. Faster criteria update cycles could lead to an extra burden if the recertification
interval is too stringent. Hence, updates to security control catalogues usually have
accumulated needs for changes over several years.

When developing a new security control catalogue, there is no need to reinvent the wheel as
several catalogues already exist. However, a rationale for a new catalogue is required. In the
case of Julkri, the rationale was based on the need for compliance assessments against the
updated regulations. With such a rationale, the content of the criteria must meet the regulatory
requirements, although the basis for criteria can be formed from already existing specifications.

The semantics of security control catalogues

Security control structures vary in different frameworks. Table 1 summarizes the previously
presented control catalogue structures: NIST SP 800-53 release 5, ISO/IEC 27002:2022, CIS
Controls v8, and Katakri 2020. The rationale for framework selection, instead of, for example,
MITRE D3FEND, NIST Cybersecurity Framework, and BSI IT Grundschutz, is based on
recent structural advancements of the selected frameworks.

NIST SP 800- | ISO/IEC CIS Controls | Katakri 2020
53 rel 5 27002:2022 v8
Control basic | Identifier Identifier Controls: Identifier
information Name Name Number Title
Control (text) Control (text) Title Requirement(s)
Safeguards:
Number
Title
Description Discussion Purpose Controls: Examples of
Guidance Overview implementation
Other Why is this|(as part of
information control critical? | additional
information)
Safeguards:
Description
References External Legal references
references Other sources of
Related controls information (as
part of
additional
information)
Sub elements Control Safeguards
enhancements
Other Status (active or | Control type Controls:
attributes withdrawn) Information Procedures and
security tools
properties
Cybersecurity Safeguards:
concepts Asset type




Operational Security
capabilities function
Security Implementation
domains group

Table 1: Structural elements of security control catalogues

All selected catalogues have the following common basic elements for security controls: a
unique identifier, control title, and description. ISO/IEC 27002:2022 has added five new
attributes to controls compared to the previous version: control type, information security
properties, cybersecurity concept, operational capabilities, and security domains. Attributes are
intended to be used to create different views of a control catalogue to select appropriate subsets
of controls.

A control type attribute describes how and when a control impacts the risk outcome and has
the following possible values: preventive, detective, and corrective. The control type attribute
is information that overlaps somewhat with the cybersecurity concept attribute, which can have
the values identify, protect, detect, respond, and recover defined in the ISO/IEC TS 27101
“Cybersecurity framework development guidelines” standard draft and already implemented
in the NIST Cybersecurity Framework. The information security properties define which
information security properties, that is, confidentiality, integrity, and availability (CIA), are
protected by the corresponding control (Yee & Zolkipli 2021).

The security domain is an attribute to view controls from the perspective of information
security fields, expertise, services, and products. Attribute values consist of the following:
Governance and Ecosystem, Protection, Defence and Resilience. The attribute is based on the
needs of the European Union Directive 2016/1148 (also known as the NIS directive). The
directive defines cybersecurity requirements for specific critical domains. The European Union
Agency for Cybersecurity (ENISA) has produced equivalent mapping to ISO/IEC 27001
requirements and Annex A with the same attribute values. The operational capabilities describe
aspects of the security operations, which are valid for the specific security controls. There are
14 possible values, including Governance, Asset Management, Information Protection, Human
Resource Security, and Physical Security. The objective of the attribute is to be able to filter
controls from the practitioner’s perspective.

ISO/IEC 27002:2022 and CIS Controls include an additional shared attribute. CIS Controls
include a security function attribute for each safeguard to define how the safeguard supports
cybersecurity. Possible values, originally defined in the NIST Cybersecurity Framework
(Barrett 2018), are as follows: identify, detect, protect, recover, and respond, where one of the
values is set for each safeguard. ISO/IEC 27002:2022 has an attribute called cybersecurity
concept that has the same values, but each control can have multiple values selected. CIS
Controls also define attribute named asset type that describes the types of assets the
corresponding safeguard protects. Asset taxonomy includes the following types: Applications,
Data, Devices, Network, and Users, but some of the safeguards do not apply to every asset type
(marked as N/A). Although the asset taxonomy is simple, it can be used similarly to the way
ISO/IEC 27002:2022 uses operational capabilities.

The CIS Controls’ structure differs from the other analysed frameworks in a significant way.
Security control in CIS Controls can be seen as a high-level objective to ensure security in a
specific function. Security control is, however, extended with definitions of multiple
safeguards for each control. Safeguards can be characterized as more concrete activities to



ensure the objective defined by the security control. Safeguards are at a similar level as security
controls in the other analysed frameworks. A similar high-level control objective was used in
the previous versions of ISO/IEC 27002 but was removed from the 2022 version.

Like CIS controls, NIST SP 800-53 and Katakri have similar two-level approaches. NIST SP
800-53 controls have control enhancements, which can be seen as sub-controls, as they are
structurally nearly the same as controls. Control enhancements always belong to specific
security controls. Katakri has implemented levels within requirements in textual format and
does not have similar structural elements. A single criterion (control) in Katakri can have
multiple security requirements, but some of the requirements apply only to a certain security
classification level. All three frameworks have implemented prioritization of security controls
utilizing the presented structures. Where all controls are not applicable on all security or risk
levels, the two-level approach enables primary control to be always active and applying the
sub-elements only on suitable security levels.

Methods

The development of new Julkri criteria contained elements that resemble the Design Science
Research (DSR) process. Although Julkri development did not claim to use DSR as a
development framework during the project, the authors will evaluate the developed artefact
based on DSR evaluation criteria. DSR is a research method that is used to develop a set of
artifacts to solve a wicked problem. The iterative DSR process is composed of relevance, rigor,
and design cycles (Hevner 2007) as presented in Figure 1.

Application domain Foundations

Build Design
* People . & Scientific
T Artifacts & .
* Organizational Theories &
Progesses

Systems Methods
* Technical Systems Relevance _ Rigor cycle * Experience &
* Problems & cycle Design . Groundings Expertise

Opportunities * Requirements cycle « Additionsto J© Meta-Artifacts

Field Testing (Design Products

& Design Classes)

KB

Evaluate

Figure 1: Design Science Research cycles (Hevner 2007)

The relevance cycle ensures that technology-based solutions solve important and relevant
business problems, setting the requirements and acceptance criteria for research results. The
rigor cycle provides the prior scientific knowledge and theories as a foundation for the research
but also ensures that rigorous methods are applied in the construction and evaluation of the
artifact. The design cycle research activities iterate between the construction of an artifact, its
evaluation, and feedback to refine the design further (Hevner 2007).

In the Julkri development, the rigor cycle included the evaluation of recent development of
related standards and methods. At the time of Julkri work, ISO/IEC 27002 version 2022
reached the approval stage where the Final Draft International Standard (FDIS) version was
available for analysis. In addition to ISO/IEC 27002, also recently published NIST SP 800-53
release 5 was analysed in a rigor cycle for structural elements that could be used in Julkri.
Where the rigor cycle concentrated on the structure, the relevance cycle focused more on the
content of the Julkri criteria. Julkri's requirements are based on the legislation. Thus, the content



of the criteria is not expected to be equal to international standards or best practices as they
contain security controls not arguable by legislative requirements. Still, the criteria must
consider security controls usually expected to be implemented to ensure the information
security requirements of the legislation.

As Julkri development contains typical elements of a DSR project to solve a wicked problem
of legal conformance, the developed criteria shall be evaluated as a DSR artefact. DSR as a
research method can have multiple goals, which require different evaluation strategies.
Framework for Evaluation in Design Science (FEDS) addresses the lack of guidance to
evaluate DSR research (Venable, Pries-Heje & Baskerville 2016). The authors utilize FEDS to
create evaluation strategies to perform a comparative evaluation to determine if Julkri, as a
DSR artifact, is an improvement, compared to other existing criteria and control catalogues.
As evaluation is performed ex-post concerning the Julkri development; the summative
evaluation strategy is used. Evaluation episodes are based on the DSR research goals (Venable
2010), which are complemented by security audit criteria evaluation principles (Kelo, Eronen
& Rousku 2018). The authors utilize the Quick and Simple evaluation strategy, suitable for
summative ex-post evaluation (Venable, Pries-Heje & Baskerville 2016). The Model for
Efficient Development of Security-Audit Criteria (Kelo, Eronen & Rousku 2018) includes
three phases of criteria development: design, implementation, and utilization. As the authors
evaluate only Julkri as an artefact, the utilization phase from evaluation is excluded and the
authors focus instead on the design and implementation phase.

Development of Julkri Criteria

Regulatory background

As multiple security control catalogues already exist, including national Katakri and PiTuKri
(Finnish Transport and Communications Agency Traficom 2020), the need for Julkri was not
evident. The rationale for Julkri development was based on the authoritative role and tasking
of the National Information Management Board (IMB) (Information Management Board
2023).

As the IMB has the responsibility to define procedures based on the Act on Information
Management in Public Administration, Julkri criteria were developed for compliance
assessments. Regulatory requirements are generally written on a high abstraction level, which
is not optimal for compliance assessments. To support the assessments, the criterion needs to
refine the requirements on a more detailed level. These refinements were based on controls
defined in standards and other best practices.

Julkri criteria content was initially based on Katakri and additionally on cloud security
assessment criteria PiTuKri. The regulatory background of the latest Katakri version is the
same as in Julkri (906/2019 and 1101/2019), focusing on the protection of classified
information on levels RESTRICTED, CONFIDENTIAL and SECRET. Katakri also covers the
protection of European Union Classified Information (EUCI). Scope for Julkri excluded
protection of EUCI but included national TOP SECRET.

Development process

In the initial development cycles, activities of relevance and rigor cycles were executed in
parallel. The initial version of criteria content was developed by the groups of subject experts
as part of relevance and design cycles. The structure of the criteria was developed in the rigor
cycle by the core development team. As the development work proceeded, more focus was on
relevance and design cycles and less was on rigor cycles.



The initial content of Julkri was based on the Katakri with cloud security supplements from
PiTuKri. Compared to the Katakri sections, new sections of “Preparedness and continuity
management” and “Personal data protection” were introduced. After completion of the initial
content, legislative validation was performed. At this phase, the phrasing of multiple criteria
and recommendation texts was modified to meet the regulatory requirements more precisely.

The draft recommendation was open for comments via the public commenting service after
legislative validation. Both public and private organizations were invited to provide their
statements for the Julkri draft. In total, 32 organizations provided their responses to the
proposal. Of these, 23 were public sector organizations, including, for example, municipalities,
ministries, and government agencies. Seven of the responses were from private sector
companies, including, for instance, global cloud service providers.

In general, the feedback was positive. Multiple responses indicated that criteria clarify the
assessment of regulatory requirements. Also, the structure of the criteria and language used
were found to be clear. In negative feedback, two issues were emphasized. First, the
relationship and priority between the three different national criteria (Julkri, Katakri, and
PiTuKri) was not seen to be clear. Secondly, the support for zero trust architecture was not
seen as sufficient. Based on the feedback, the criteria were slightly modified. The structure and
metamodel of Julkri did not receive negative feedback and were thus not modified.

Structure of Julkri

The final structure of the Julkri criteria can be divided into two main elements: the Julkri
guideline document and the Julkri tool. The Julkri guideline document is composed of the
following elements:

Recommendation document - Background and guidelines on how to use Julkri
Annex 1A - List of criteria as the text document

Annex 1B - List of personal data protection criteria as the text document
Annex 2 - Julkri tool (spreadsheet, not included in the document)

Annex 3 - Julkri tools guideline

Annex 4 - Glossary

Annex 1 was separated into two parts, 1A and 1B, after another legislative validation. The
rationale was based on competencies; only the Office of the Data Protection Ombudsman
(ODPO) is authorized to provide guidance on personal data protection in Finland. Hence, the
domains under IMB and ODPO competencies were separated. The second main element of
Julkri is the Julkri tool, which is an Excel spreadsheet. It contains criteria defined in Annex 1A
and 1B in format, where criteria can be filtered based on preconditions. Preconditions are based
on the criteria metamodel.

Criteria metamodel

Open Security Controls Assessment Language (OSCAL) defines a generic metamodel of
control catalogues, control baselines, system security plans, and assessment plans and results.
NIST SP 800-53 revisions 4 and 5 have been published in OSCAL format. In Julkri
development, Katakri was used as a basis for the metamodel and hence OSCAL was not
followed but was used in the evaluation. The Julkri metamodel and its comparison to OSCAL
concepts are presented next.



The complete Julkri tool consists of five sections as described earlier, which each contain a set
of criteria. Each criterion can have an additional sub-criterion to provide more detailed
requirements or implementation guidance. This structure was adopted from NIST SP 800-53,
which has a similar two-level control and control enhancement structure. In the initial version,
it was allowed to have a recursive hierarchy of sub-criterion. It was however identified at a
very early phase that a two-level structure was sufficient and easier to understand. Criterion
and sub-criterion are structurally identical with the exception that the sub-criterion has
additional reference to the parent criterion. It should be noted that all attributes are not
mandatory, and many sub-criterions provide, for example, only additional implementation
guidance for higher security levels. The attributes of a criterion are presented in Table 2.

Element Description

Identifier A unique identifier consisting of the abbreviation of the
name of the sub-area, a consecutive number of the main
criterion and, in a subcriterion, also a consecutive
number of the subcriterion.

Name The subject of the criterion

Requirement The objective that the organization must meet. The
requirement is a short sentence or a short paragraph.

Overview Additional information that provides background and
justification for the criterion.

Implementation guidance Description of how the organization can implement the

requirement. An implementation example is not a
requirement, but it can serve as a guideline for the level
of compliance with the requirement.

Confidentiality Minimum confidentiality level when the criterion
is expected to be applied.

Integrity Minimum integrity level when the criterion is expected
to be applied.

Availability Minimum availability level when the criterion is
expected to be applied.

Privacy Minimum privacy level when the criterion is expected
to be applied.

Legislation The legislation on which the criterion is based.

References References to the recommendations by the IMB, the

PiTuKri assessment criteria and standards, including
ISO/IEC 27002.

Julkri reference A reference to one or more other relevant Julkri
criterion.
Katakri reference A reference to the corresponding criterion in the

Katakri, if one exists.
Table 2: The attributes of a Julkri criterion

From these elements, confidentiality, integrity, availability, and privacy are later referred to as
CIAP properties. During the rigor cycle, an analysis of existing classifications, especially for
integrity and availability, were conducted, and the scale was implemented based on the
findings. For confidentiality and privacy, scales were already defined in the legislation. Figure
2 presents the Julkri metamodel as a UML diagram.
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Figure 2: Julkri metamodel

OSCAL concepts were analysed in the rigor cycle as one input for the meta-model design. The
concept of profiles had an especially significant impact on the use case concept of Julkri. Table
3 presents a mapping of Julkri concepts to OSCAL concepts.

OSCAL concept Julkri concept
Catalog Criteria

Profile Use case
Group (Family) Area

Control Criterion
Control enhancement Sub-criterion

Table 4: Mapping of OSCAL and Julkri concepts

The global or control parameters concepts of OSCAL, as utilized in NIST SP 800-53 rev 5,
were not included in Julkri. The rationale is two-fold: Julkri is not expected to be utilized by
other specifications, but to be adapted via use cases. On the other hand, the functionality of
control parameters is implemented using sub-criterion refining the main criterion.

Adapting a risk-driven approach

Applying regulatory requirements for a risk-driven approach was analysed during the rigor
cycle. As a result, OSCAL control layer concepts were used to implement the risk-driven
approach. Compared to Katakri and PiTuKri, utilizing only the confidentiality of information
as selection criteria, Julkri's approach was more versatile.



First, Julkri’s concept of use case is like the OSCAL profile and NIST Risk Management
Framework concept of overlays. Julkri use cases are used to define a subset of criteria that is
relevant to a specific purpose. The OSCAL profile is a binary approach to include or exclude
a control from a profile. However, in Julkri, the use cases have three options: essential, optional,
or excluded. Essential criteria are considered mandatory to be complied with, but they can be
compensated with other controls. Each optional criterion shall be evaluated based on risk—to
be included in the assessment or not. Excluded criteria are scoped out.

In addition to the predefined use cases, customised use cases can also be defined. The first
version of Julkri criteria contains four common use cases:

e Public Administration Unit security assessment
e SaaS cloud service security assessment

e Professional services security assessment

e |IT service provider security assessment

The risk-driven approach is implemented in Julkri using use cases and CIAP properties, which
are used as input for criteria selection. Selection logic is shown in Figure 3.
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Figure 3: Illustration of selecting the applied criteria (Information Management Board 2022)

The number of essential criteria is fairly small compared to the number of optional criteria as
it requires both the use case and CIAP property to be essential for the criterion. Criterion will
be optional if CIAP property or use case is optional. Criterion is excluded only if none of the
properties is essential or optional. This approach emphasizes the necessity of risk assessment
to select the optimal set of security controls to be implemented.

Validation of criteria

During the finalization of the criteria, the coverage of contents was analysed against ISO/IEC
27001, ISO/IEC 27002, and PiTuKTri. The purpose of the validation was to ensure that Julkri is
not lacking essential requirements. Analysis can be considered as “triad verification™, as
regulatory requirements were also considered while evaluating correspondence. For example,



ISO/IEC 27002:2022 contains several security controls that are not covered by Julkri due to a
lack of regulatory requirements. Additional verification was also performed against Katakri to
ensure that no essential original Katakri content had been deleted or modified during the
development process.

Evaluation of Julkri artefact

Next, the authors evaluated Julkri against design (IDs 1-3) and implementation (IDs 4-10)
phase guidelines (Kelo et al. 2018). Utilization phase guidelines (IDs 11-16) are partially
outside of the scope of the development project but are included in the analysis when
applicable.

ID 1: Criteria design should stem from a small set of carefully selected and strictly defined
use cases.

The guideline defines that criteria should limit the number of supported use cases and target
groups to avoid balancing between requirements of different use cases and interests leading to
a useless assessment tool. It is evident that the approach of Julkri is different from the
evaluation guideline. By introducing a use case as a structural element and utilizing control
selection using CIAP properties, Julkri can be adapted to multiple use cases and supports user
organizations to adopt it to their specific use cases. As Julkri’s use case is based on the OSCAL
concept of overlays, it can be argued that is this a false negative finding as a similar approach
is used also in the other criteria (Venable, Pries-Heje & Baskerville 2016).

ID 2: Use cases should be defined early in the criteria-development process. The validity
of use cases should be ensured throughout the process.
Like guideline ID 1, Julkri’s approach is different. Where its successors Katakri and PiTuKri
have strictly defined use cases, Julkri contains more requirements from which a subset can be
selected for a specific use case.

ID 3: Criteria should have an understandable scope and a reasonable number of
requirements.

The scope of Julkri is to assess the fulfilment of the information security requirements laid
down in the Information Management Act, Security Classification Decree, and partly also in
the General Data Protection Regulation. Feedback from the public commentary period
indicated that the relationship and status compared to other existing criteria was not clear, also
indicating possible shortcomings in scope definitions and guidance on the proper use of the
criteria.

ID 4: Common risks related to the use cases should be identified. The required controls
should cover these risks.

The initial content of Julkri was based on the established Katakri and PiTuKri frameworks, and
the content was also verified against ISO/IEC 27001 and ISO/IEC 27002:2022 standards. As
some of the supported use cases are similar, also many of the use case specific risks are
expected to be similar, and thus sufficiently covered. This does not however guarantee that all
risks related to all use cases would be covered.

ID 5: Security criteria should describe minimum requirements but should also provide
support for the security and risk-management processes of the target groups.

Julkri makes a noteworthy enhancement to the risk-driven approach by introducing a logic to
select the minimum and optional risk-based requirements. The approach requires competence
in risk management to select valid optional requirements. Without sufficient competence, the



approach may lead to unwanted situations. As an example, an organization may only comply
with mandatory minimum requirements, and fail to identify a need for additional controls even
in high-risk use cases. The development process did not include testing with various user
organisations, emphasizing the need for further analysis after practical usage.

ID 6: Each criteria requirement should be justifiable for the use cases.

All requirements were formulated by groups of subject matter experts and were based on
established frameworks. From the DSR perspective, the public comment period can also be
seen as a verification method to avoid, for example, biased views by experts or other criteria.
In the case of Julkri, the comments did not include feedback that any requirement would be
obsolete or not justifiable for the use cases.

ID 7: Requirements should be described at a reasonably concrete abstraction level.
Julkri’s content was based on existing established criteria and standards, including the selected
level of abstraction. Feedback gathered from the public commentary indicated the need for only
a few clarifications.

ID 8: Criteria should be internally consistent.

Julkri’s approach was to use requirements from established existing criteria and to split the
requirements into more atomic requirements where appropriate. The approach enabled cross-
referencing and comparison of the requirements on an atomic level. The approach made also
internal inconsistencies clearly visible and effectively fixable.

ID 9: Authoritative sources should be referenced clearly.
As the meta-model shows, Julkri contains references to regulatory sources of requirements.
Also, the authoritative role of the IMB was clearly stated in the criteria.

ID 10: The requirements should be compared to those of similar criteria to reveal possible
biases.

Requirements were based on established similar criteria and were also verified against similar
criteria and standards. Although no noteworthy biases were identified, the remark was made
on non-similar use cases in criteria and standards selected for comparison, which may leave
some biases unnoticed.

ID 11: Thorough practical testing of the criteria should be conducted before publication.
Julkri’s development did not include an extensive practical testing phase. As Julkri was mainly
based on an established, extensively tested Katakri framework, it was expected that no major
findings would have been found in the practical testing of Julkri. On the other hand, Julkri also
introduced support for use cases not supported in Katakri, and testing such use cases might
have been justified.

ID 13: Instructions for proper usage within each of the use cases should be provided.
Julkri has extensive guidelines included as part of the main document release. In addition to
guidance included in the recommendation document, the document has also Appendix 3, which
includes instructions on how to use the Julkri Excel tool.

ID 14: Appropriate guidance and training should be offered to unify the interpretation
of criteria.



At the time of publishing Julkri, there was no training material available. The development of
training material, however, began after the publication.

ID 16: Criteria should be made available to the target groups.
Julkri is publicly available on IMB's website, free of charge.

Themes covered in guidelines ID 12 (Effort should be expended to gain recognition for the
criteria) and 1D 15 (Audits of critical targets should be limited to certified practitioners to
ensure sufficiently reliable results) were outside of the scope of the Julkri development and
were thus not evaluated in this research.

Results and discussion
Summary of the results:

e The use of established frameworks can operate as an efficient starting point for new
criteria.

e The designed metamodel of Julkri supports several enhancements compared to many
existing frameworks. As an example, a risk-driven approach can be supported by
introducing a logic to select the minimum and risk-based additional controls. As another
example, the amount and variety of supported use cases may be flexibly expanded by
metamodel design and atomicity of criteria requirements.

e The public comment period is an essential method to verify the applicability of DSR
artefacts to real-world scenarios.

e The Julkri development process did not include testing with various user organisations,
emphasizing the need for further analysis after practical usage.

When considering criteria development guidelines ID 1 and ID 2, the security control
catalogues and security audit criteria can be divided into two categories: general catalogues
and use case specific catalogues. General catalogues can be adapted for use case specific needs
using approaches like OSCAL profiles and control parameters while supporting many use
cases. Further research is needed to analyse whether the use case specific approach provides a
more understandable and practically efficient tool for various user groups, or whether similar
results can be achieved with adapted general catalogues.

When evaluating guidelines ID 11, ID 13, and ID 14, it seems evident that the development of
Julkri criteria should have included practical testing as well as the creation of training materials.
If Julkri is being taken into practical use by the target groups, their experiences could provide
valuable input for further research. Future research topics could focus especially on utilization
phase guidelines (IDs 11-16), and could cover, for instance, efforts made to gain recognition
of the criteria (ID 12). Analysis of ID 12 would be needed especially if the Julkri criteria is
being taken into practical use parallel or in conjunction with the other established frameworks.

Future research would also be needed on the practical implementations of the risk-driven
approach. The introduced logic to select the minimum and risk-based additional controls
especially requires further validation. A validation is recommended in practical use cases,
covering the soundness of the logic, understandability for the users, and the sufficiency of
resulting protection against security risks currently faced by user organisations.
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