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Glossary

Quantum computer Computer based in quantum mechanical effects.

Qubit Smallest basic unit used in quantum computing

HPC High performance computing

CPU Central processing unit

GPU Graphics processing unit

QPU Quantum processing unit

QC Quantum computer or Quantum Computing

NISQ Noisy intermediate-scale quantum

DevOps Methodology combining used in software development com-

bining processes from development (Dev) and operations (Ops)

DS Design science
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1 Introduction

In this thesis, we are researching the possibilities of applying software containers to quan-
tum computing and quantum software development. Software container technologies play
an important role in modern classical development methods, such as DevOps and CI/CD
methods. This work introduces the key concepts of quantum computing, classical DevOps,
and the technologies used in our solutions, which demonstrate the possible use of containers

in quantum development.

Quantum computing is a computational paradigm based on quantum mechanical effects,
like superposition and entanglement. Leveraging these effects, quantum computers may
offer advantages by allowing parallelism in computation and allowing the different types of
algorithm designs to be implemented in classically hard problems where they are hoped for,
and has shown promise to outperform classical algorithms. Quantum computing may be
simulated with a classical computer, but it seems to be impossible to do it efficiently on a

large scale (Nielsen and Chuang 2010, p. 5-7).

The algorithm design for quantum computer is complex, and for an algorithm to be consid-
ered useful it should also be better than it’s classical counterparts (Nielsen and Chuang 2010,
p. 9). Currently, the best known quantum algorithms are being applied to and developed for
cryptography, sorting, and optimization problems. The computational advantage has shown
promise to bring advantage in domains, such as chemistry, medical and drug research, en-
ergy and storing, and basically in all other computational sciences (Preskill 2023; Gill et
al. 2022). Among these fields of science, likely one of the most important future application
for quantum computer will remain to be simulating quantum mechanical systems, beyond

the scope of classical computers capabilities (Nielsen and Chuang 2010, p. 9).

To have an understanding of what should be considered to be included in Quantum De-
vOps methods, we’ll have a look into classical definition of DevOps methodology and tools.
DevOps is a methodology of combining previously separate parts of software development
process, development, and operations, but goes further as it is often considered to include

certain work ways and tools to be used (Ebert et al.[2016).



2 Methodology

2.1 Structure
This thesis is structured as following:

Introduction chapter introduces this work’s subject briefly. Then following chapter Method-
ology describes, the research question and the basis considering current situation considering
DevOps in quantum software development and states the reasons for need of clear method-
ologies in Quantum development, explains the limitations affecting and the use of literature
in this work, and introduces the Design Science Research methodology used in this work
followed by shortly describing storing and accessing of the designed and implemented arte-

fact.

The third chapter, Background, gives a more detailed introduction to quantum computing and
quantum software development, DevOps methodologies in classical computing and a more

detailed explanation of software containers as part of the software development process.

From there we go through the theoretical background for Quantum DevOps and explain the
approach taken in this thesis to create the solution to enable use of containers in scope of
quantum software development, followed by the detailed description of the artefact and the
technologies used in the implementation. Finally, in the last chapters we evaluate the artefact,

and it’s use against the research questions and objectives, followed by conclusions.

2.2 Research question

While quantum computing technology is still taking first steps and yet it hasn’t been proven
to provide any computational advantage with current hardware, there are some suggestions
in the research how to implement software development methodologies for quantum comput-
ing. In these suggested models there are still left open the actual technical implementation,

into which we are taking a dive in here.

A research paper Full-stack quantum software in practice: ecosystem, stakeholders and chal-



lenges proposes a model for software development life cycle for quantum full-stack, pre-
sented in Figure[I] This model adds two phases to the software development cycle enabling
addition of quantum parts to a quantum hybrid software and to develop a full stack program

(Stirbu et al. 2023)).

System
"1 Requirements

_____________________________________________________________________ }

Component N
Requirements

» Design »| Implementation »| Verification »| Validation »| Operation Classical

Design » Implementation »| Verification

L Schedule »  Execute > Monitor J Quantum

execution

Figure 1. Software development lifecycle of a quantum hybrid system (Stirbu et al. 2023

A similar model to describe quantum development workflows is presented in Quantum Soft-
ware Development Lifecycle by Weder et al. Going into more detail the paper introduces
inner cycles for quantum workflow including steps: deployment and observability and for
quantum circuit development including steps: hardware independent implementation, test-

ing and verification, quantum hardware selection and execution (Weder et al. [2020).

To implement the DevOps with deployment as suggested by these development models,
there will is a need to have suitable tools to deploy and execute the quantum parts of these
programs. In this thesis I am researching possible use of containerised apps for quantum

development.

Research question : How may a container technology be implemented in quantum software

development to work as enabler in Quantum DevOps?

2.3 Literature

Literature for this thesis has been acquired using databases and search engines Google
Scholar, JYKDOK-Finna, IEEExlore and Google. Literature used consists from books, sci-
entific articles, blog posts, company and organisation websites and software documentation.

The references have been chosen by weighing their relevance in multiple factors: recentness,



recognition in the field, publisher’s reputation and in other than articles or books, company’s
or organisation’s reliability. In theory chapters Quantum computers and computation the ref-
erences are aimed to be chosen, if possible to refer to establishing publications and original

sources referring to theories in question.

2.4 Limitations

Limiting factor considering this thesis are related to the access to current QC systems. Quan-
tum computing hardware is still quite limited resource and it is not easily accessible as clas-
sical local computer that any developer has and can play with without restrictions, or even
classical high performance computer which are offered by many vendors in different shapes
and sizes. We later discuss in more detail the quantum hardware vendors and their accessibil-
ity, development environments and pricing, which are the limiting factors as well as partial
motivation for this thesis. One major restricting factor in current quantum hardware is that
the systems are closed in multiple ways, they are not offering open access points, or explain
details of how the systems software stacks are built inside. This makes it hard to compare
the solution presented in this thesis to the current commercial and publicly available systems

by the vendor providing quantum computing platforms or development environments.

2.5 Design science research method

This thesis follows the Design Science Research method by Peffers et al. (Peffers et al. 2007)
to address the need of research in DevOps for quantum computing, set objectives for a so-
lution designed as part of this thesis, demonstrate the solution and evaluate it against the
objectives. The method has a framework for a 6 part process, explained in figure 2] and

below.

1. Problem identification and motivation. In this thesis, we are developing a solution
to provide the benefits of containers to the reach of quantum developers. Container
technologies offer benefits in classical development, in both development process and
in the execution of production level code. The characteristics of containers could be

suitable for many occasions in quantum development to improve the software develop-



ment offering easier development time executions and operations by streamlining the
deployment process. Research question introduced in section [2.2] Research question
with more detail.

2. Objectives of a solution. The containers are created to improve portability and help de-
ploy code more easily, with the solution developed here the aim is to bring these bene-
fits to Quantum development. Chapter 4] explains more closely what may be achieved
by implying DevOps to Quantum software development and how the developed arte-
fact is helping the progress.

3. Design and development. Develop a containerized application and container image to
transfer and execute quantum code on different hardware. More on the implementation
and usage in chapter[5| Solution

4. Demonstration. We demonstrate the solution by executing the containerized in quan-
tum hardware, and using the created container as part of Jupyter notebook backend.
Demonstrations described in the section [5.4 Demonstrations scenarios.

5. Evaluation. This will involve comparing the characteristics of the DS research process
model with the objectives described above. The evaluation of the artefact is done
with a framework introduced by Hevner et al in DS in Information Systems Research
(Hevner et al. [2004).

6. Communication. The communication is this thesis, which explains the need and im-

plementation of the designed artefact in detail.

2.6 Storing the artefact

The project’s source code will be stored in Github under the TORQS (Towards Reliable
Quantum Software Development: Approaches and Use Cases) project’s account as public
repository. TORQS is a research project by University of Jyviskyld and university of Oulu.
Examples and key components in suitable parts presented in thesis. https://github.com/torgs-

project

Docker image files will be stored in a public repository in DockerHub under the author’s per-

sonal account, and examples in suitable parts presented in this thesis. https://hub.docker.com/repository/d


https://github.com/torqs-project
https://github.com/torqs-project
https://hub.docker.com/repository/docker/kinanen/
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Figure 2. DSRP method presented in sequence diagram, adapted from A Design Science Re-

search Methodology for Information Systems Research by Peffers et al. (Peffers et al.2007)



3 Background

3.1 Quantum computing fundamentals

Quantum computer is a computational device of which computation is based on quantum
logic and quantum bits instead of I/O bits and Boolean logic as a classical computer (Vedral
and Plenio |1998)). The first, author to introduce the idea of quantum computing was Richard
Feynman in 1981 in a conference speech "Simulating Physics with Computers" pointing out
the limits of current computing methods when working with quantum mechanics (Preskill
2023). In the speech Feynman suggested that if we aim to simulate probabilities to under-
stand and predict quantum mechanics we are not able to do it with our current machines,
or by a machine using similar technology, as the demands on predicting probabilities will
rise exponentially. In his speech, he rather suggested that we simulate quantum mechanics
by using a quantum computer (Feynman et al. 2018). Others simultaneously but indepen-
dently suggesting theories of possibilities of using quantum mechanics in computing were

mathematician Yuri Manin and physicists Paul Benioff (Preskill 2023)).

From there on, the often mentioned steps towards the current state of quantum computing and
quantum programming are the findings of useful quantum algorithms outside the research of
quantum mechanics, of which most well known, being Shor’s factorisation algorithm and
Grover’s search algorithm. Simple example of Grover’s in figure |3| where the algorithm is
presented in Qiskit code (Steane 1998} Preskill 2023 Rieffel and Polak 2000). Both these
algorithms demonstrated superiority of quantum over classical computing in theory (Steane
1998). The algorithm introduced by Peter Shor in 1994 would be able to factorize prime
numbers in a way and in time that would not be achievable by any classical computer and
Grover’s search algorithm 1996 which enables quantum computer to find item from dataset
in O(y/n) time where n is the size of given dataset (Ugwuishiwu et al.[2020; Giri and Korepin

2017). The simple quantum circuit presentation based on Grover’s algorithm is presented in

Figure 3]

Now, four decades later, we have several potential technologies to implement quantum me-

chanics and to build a working quantum computer. These technologies are based on quantum
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Figure 3. Grover’s algorithm by Qiskit (Qiskit contributors 2023)

systems of trapped ions, photons, silicon and superconducting qubits. Of which the super-
conducting considered to have been showing the most potential so far and has seen the much
progress since its first introduction as an option to act as a qubit in a quantum computer in
1999 (Huang et al. 2020). To describe current and near future quantum computers, John
Preskill has introduced us a term Noisy Intermediate-Scale Quantum (NISQ). In his defini-

tion, this covers machines from 50 qubit to few hundreds qubits (Preskill August 2018)).

3.1.1 Quantum bits

In a classical computing, the data is being divided into information units up to a single bit,
which can hold the value of 0 or 1. In quantum computer, the smallest unit of information
is a qubit. A qubit is the term used for both the physical quantum bit used in quantum
computer and the computational abstraction of a quantum bit, and regardless of the physical
implementation of the system it is based on (Preskill 2023). While in classical computation
the bit’s state is exactly one of two possibilities, qubit’s state may not always be definite
but more of a probabilistic, and in some states the value of a qubit may be considered to
be in several states in same time, based on a phenomena called superposition. Because of
this qubit’s unique nature the state of a qubit is often presented mathematically as vector in

complex Hilbert space (David P DiVincenzo 1995} Preskill [2023)).

Even as a qubit may hold a value other than O or 1 it may only be measured and read in
these exact states 0 and 1 like a classical computer. Before measurement, qubit may be set
to superposition, and that state can be manipulated by quantum gates to effect probability of

outcome when the qubit’s value is read.



A qubit state is often presented as a vector, with ket notation |0) and |1) and the superposition
of the qubit with the same notation is often presented as |y) = o |0) + 8 |1) where « and 3
are complex numbers. Which may be presented also as z = x+ iy and i = v/—1, where z is
presenting a complex number,x and y, real numbers and i an imaginary number .(McMahon

2007).

When one computational qubit offers us measurable states 0 and 1, the number of possible
states grow exponentially when adding qubits to the system. A system of n qubits has a
state space of 2" (Rieffel and Polak [2000). As where on qubit may be measured to be in
the state of |0) or |1) a four qubit system may be measured in any of the following 16
states |0000), |0001), [0010), |0011), |0100), |0101), |0110), |0111), |1000), [1001), |1010),
|1011), |1100), [1101), |1110) or |[1111).

Physical qubit implementations To implement a quantum computer, theoretical physicist
David DiVincenzio has created a 5 condition list, known as DiVincenzo’s criteria (David P.

DiVincenzo September 2000). The criteria state that a quantum computer must have:

* A scalable physical system, with well characterized qubits

* The ability to initialize the state of the qubits to a simple fiducial state, such as |000..)
* Long relevant decoherence times, much longer than the gate operation time

* A "universal" set of gates

* A qubit-specific measurement capability

Following these criteria, there are currently several competing technologies for a quantum
computer architecture and qubit implementation. None of the technologies has passed NISQ
era, or may be declared as winner of the race. And even within the different approaches
there is variation in implementation by different manufacturers, for example superconduct-
ing qubits has been implemented, with Cooper-pair or charge qubit and flux qubit on super-

conducting circuit (Kjaergaard et al. 2020).

Sometimes may be talked about logical qubits, which refer to a qubit that works perfectly,
with no errors common with current hardware. With current quantum computers, we may

use several physical noisy qubits to build one logical qubit (Jones et al. 2018)).



Superconducting qubits are currently considered to be the leading candidate as a choice of
qubit implementation in large scale general quantum computer. It is used by many providers
and for example in Google’s Sycamore processor used in their quantum supremacy prov-
ing experiment. Current devices have reached gate coherence times in the order of tens of
nanoseconds, and in most advanced devices the gate fidelity is reaching 99,5% - 99,9%. Su-
perconducting qubits must be operated in very low temperatures and lose coherence when

temperatures rise around the QPU.

Trapped ion, is one candidate for a qubit. Based on the use of electromagnetic fields and
laser cooling, controlling the positions of ions. It was suggested soon after the finding of
Shor’s algorithm in 1995. Trapped ion technology fulfils all DiVincenzo Criteria, but has

problems when scaling the number of qubits up.

Photonic qubits. The use of photons as well as every other qubit has ups and downs, they
are not easily reactive, so they may be more coherent than other options for qubit, but on the
other side this makes it harder to have several photonic qubits to interact in multi qubit gates.
As well as trapped ion, photonic quantum computers have the abilities needed for quantum
computing, they are extremely hard to scale up.

(Lau et al. |[2022))

Among these suitable candidates, Intel and SemiQon are developing hardware based on
semiconducting spin qubits, with manufacturing process closer to the classical semicon-
ducting silicon processors (Intel Corporation| 2023). These examples are currently most

noticeable but does not cover all the devices in currently in development.

3.1.2 Quantum gates

In quantum computing, the equivalent to logic ports are quantum logic gates, also often
referred to as quantum gates or simply gates. Quantum gates are used to interact and ma-
nipulate the qubits state, to perform computations with them. In difference to classical logic
gates, all quantum gates are reversible. One of the DiVincenzio’s criteria for a quantum com-
puter, as mentioned, is a universal set of gates, with which any quantum operation or circuit

may be approximated (David P DiVincenzo 1995). A commonly implemented set is called

10



The Clifford set, and may be formed as following
One qubit gates

e Hadamard’s - creating a super position

» S gate - a phase gate

The S and H gates may be combined in different ways to create a Pauli group, which is

formed as

X - Flips state, equivalent to classical NOT gate, turns |0) into |1) and |1) to |0)
* Y - Flips |0) into i|1), and |1) into —i|0)
* Z - Flips phase, does not affect if assigned to |0) and turns |1) into — |1)

Two qubit gate

* Controlled Not, or C Not, assigned to two qubits and works as X gate for other qubit,

but only if the reference gate is in state 1.

3.1.3 Current state of quantum hardware

As one of the most notable milestone considering current state of quantum computing may
be considered the Google’s experiment on Sycamore processor, creating quantum state on
53 superconducting qubits and performing a computational task in 200 seconds, which al-
legedly would have taken 10.000 years with current state of the art classical supercomputer
(Arute et al. 2019). Shortly after that, IBM — provider of the classical computer used in the
comparison — claimed that Googles numbers are highly exaggerated and claimed a theory
that the calculations on classical super computer would not take 10.000 years, but approx-
imately 2 and half days (Pednault et al. 2019). This is just one experiment on the way to
quantum supremacy with still long way to go for current hardware. Either way it is fair to

say that the quantum computers have already reached some real milestones towards it.

Preskill states that 50 qubits barrier to be a significant step as we are entering area of which
is beyond the power of current classical supercomputers simulations (Preskill August 2018)).

Companies such as IBM, are pushing out larger machines, with 433 qubits available at 2022

11



and jumping to 1121 qubits at 2023 (IBM|2023), but even as quantum chips are having
more qubits available noise and variable quality of qubits remains to be a problem in current
systems and in near future (Byrd and Ding|2023). To reach the quantum advantage in an for
an actual problem, with known algorithms we will need to increase the reliability of qubits
and the number of them by a lot. For an example of the magnitude often mentioned use case
for quantum computer is breaking the RSA encryption using Shor’s factoring algorithm. To
perform this to a 2048-bit number, it is estimated that we would need 10 thousand logical

qubits or 10 million physical qubits (Preskill 2012).

The difference between the mentioned number of necessary logical qubits and physical
qubits is explained by the noise and errors in the current hardware. In the current state
of quantum computing, noise is an important factor to consider and part of the very nature

of hardware currently available (Resch and Karpuzcu [2021).

3.2 Quantum software engineering
3.2.1 Computing model/implementation

Current quantum systems are mostly based on batch model computing, where the quan-
tum task is part of a classical program. In this structure the classical part is in control of
scheduling, and communication between different services and the quantum part is running
a quantum algorithm taking advantage of the different mechanism in computation executed

in the QPU (Stirbu et al. [2023)).

In all current quantum computers, by any provider, there is a classical computer working as
a control plane for the quantum hardware. Using the batch model may cause some delays
and demands for the program architecture, when executions may end up queuing rather than
executing in real-time. In current full stack ecosystems this is done under the hood, but
in smaller providers’ hardware there is a need for an effective and capable orchestration

platform with efficient scheduler and workload manager (Stirbu et al.|[2023; Gill et al.|[2022).

12
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Figure 4. Components and interfaces of quantum computers; adapted from (Gill et al. |[2022)

3.2.2 Current state of quantum computing ecosystems

There are currently several vendors providing software development kits for quantum com-
puting. To have some view on the state of the art at 2024 we have a look at the most used
and well known tools provided by the leading commercial providers and currently otherwise
notable in the field. To be noted is that, the landscape is changing fast and info presented in

this chapter may change quickly, as organisations are presenting new software and hardware.

Qiskit is a toolkit and python library for quantum computing. It is developed and managed
by IBM and used in their quantum cloud platform offering access to IBM’s hardware, 17
quantum computers with qubits ranging from 27 to 133 currently publicly available, among
several simulator backends. Qiskit is also supported by several other providers of hardware
in multiple different architecture (IMB Quantum|2024a). Qiskit toolkit is used by a majority,
68,8% of quantum developers. IBM quantum platform includes a wide selection of learning
material for quantum development and for qiskit library (IMB Quantum!2024b). Executing
quantum code on IBM’s cloud with quantum hardware is priced in a pay-as-you-go plan for
$1,60 USD per second ﬂ For their QC ecosystem, IBM offers also a more recent service

called Quantum serverless to provide platform to use their quantum hardware for hybrid

1. https://www.ibm.com/quantum/pricing
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and full stack quantum computing. ﬂ With integrated quantum-classical cloud service the
performance is improving, as the time of queuing is cut and the computation is based on
integrated model rather than batch, as it would if sending quantum job to IBM quantum

service from external system.

Qiskit is designed to accommodate different type of Quantum Computers in NISQ era, al-
gorithm designers researching and developing applications leveraging quantum computing,
circuit designers optimizing the circuits for a QC and exploring its properties like error
correction or verification and validation, and quantum physicists to research and optimize
gates, with precise control and ability to explore noise, apply dynamical decoupling and

perform optimized control theory (McKay et al. 2018).

Qiskit is an open source project and currently offers dozens of additional libraries, plugins,
simulator backends, application packages for multiple domains such as machine learning,
physics, chemistry, and finance and other related projects available. In Qiskit there is also
several transpiler plugins available for users to optimize and interact with the transpiling
process (IMB Quantum|2024c). Among Qiskit IBM offers OpenQAMS and OpenPulse.
OpenQAMS is an imperative language which main purpose is to act as intermediate rep-
resentation for high-level compilers for QC hardware. It offers precise control over gates,
measurement, and conditionals (Ajallooiean et al. 2024; McKay et al. [2018). OpenPulse
is a specification for pulse-level control, for general purpose QC, and it is designed to be

hardware architecture agnostic (McKay et al.|2018]).

Azure Quantum, Q# and QDK. Azure quantum is a quantum cloud computing service and
a part of azure cloud. It offers a development environment with a hardware access to several
vendors quantum machinery. Currently, available are vendors like IonQ, Pascal, Quantinuum
and Rigetti. Microsoft has research and development going on for their own quantum com-
puter. For an example of current pricing on Azure Quantum, executing on PASQAL Fresnell
QPU is priced $3000 USD/QPU hourﬂ Azure quantum offers a learning environment for
quantum computing and Q# programming language in Azure Quantum has specialized copi-

lot Al in the learning environment. Q# is a stand-alone programming language, unlike the

2. https://www.ibm.com/quantum/blog/quantum-serverless-programmin
3. https://learn.microsoft.com/en-us/azure/quantum/pricing
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other most well quantum programming libraries. Like Qiskit, Q# is open source (Microsoft
2024)). In relatively similar manner other cloud giants Google and Amazon are offering cur-
rently quantum sdk’s and access to 3rd party quantum hardware through their cloud services,
Cirq python library and Google Ai cloud platform, and Amazon Braket cloud platform of
which architecture may be seen in figure 5] Currently, none of these three companies are
offering public access to their own quantum hardware (Google Quantum Al 2024; |Amazon

Web Services Inc.[[2023)).

Quantum computers
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QPUs

Local Jupyter
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AWS Console Amazon Braket SDK on-demand
simulators

lon trap QPU
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Figure 5. Presentation of Amazon Braket cloud service architecture at December 2023 from

(Amazon Web Services Inc./[2023)).

Pennylane is a Python library focusing in machine learning for quantum computing by en-
abling the use of popular, commonly used classical machine learning frameworks. Penny-
Lane is designed to support various execution with variable QC simulators and actual QC
hardware, handling the communication with device and compiling the circuits (Bergholm
et al. 2022). Like Qiskit and Q#, PennyLane is open source. For PennyLane, there is
Lightining simulator backend enabling execution in HPCs with multithread CPUs, different
multithreaded GPUs with AMD ROCm, NVIDIA CUDA and MPI-distributed environments
(Asadi et al.|2024]).

Cuda and cuQuantum. To enable use of their GPUs for quantum, Nvidia has a specialized
platform to run quantum simulators in their hardware. Nvidia CUDA is a computing platform

developed for GPUs, for computationally demanding tasks suitable for parallel computing.
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Figure 6. One example of execution stack using PennyLane framework and it’s lightning
qubit plugins for different target backends. These backend plugins enables the code to be
executed in HPC clusters with CPUs or GPUs

cuQuantum is an SDK based on CUDA, offering libraries for Quantum computing, with two
libraries, cuStateVec for state vector computation and cuTensorNet for tensor network com-
putation. CuStateVec is used by gate-based general quantum computer simulators, providing
measurement, gate application, expectation value, sampler, and state vector movement. CuS-
tateVec library is available for Cuda versions from 11 and 12. Nvidia cuQuantum is used by
Cirq, PennyLane Lightning and Qiskit Aer, for their GPU-powered quantum simulator back-
ends (Nvidia|2024). Example of the relations of these software packages presented as a stack

in figure [0

As a bit simplified conclusion on software development kits and development tools for quan-
tum could be said that most of the wide spread tools are currently offered by hardware
providers like IBM and Xanadu to provide users a complete stack of software and algo-
rithm development platform and hardware to use their solutions, and on the other hand by
cloud computing giants like Amazon, Microsoft, and Google offering variety in hardware se-

lection by several providers like Rigetti or IonQ, powerful cloud-based simulators and tight

16



integration to their classical cloud platforms. These structures offer easy way of building

applications but may easily leads to a vendor lock-in situation for the developer.

3.2.3 Simulating quantum computers on classical computers

The development of the quantum computing, as introduced in the section3.1]started out of
the necessity of different computing paradigm when interacting with quantum objects, as
simulating quantum mechanics computational demands grow exponentially with classical
computer. Still, atleast for now, as the current quantum computers are very prone to errors
and the running costs of an actual quantum hardware is high, we are widely using simulators

to run circuits to simulate the action of a quantum computer.

Even if the final program or the algorithm is eventually aimed to be executed on QPU the
simulators is important part of testing the algorithms. When simulating a circuit there is
no noise or other QC related unwanted errors. This makes it possible to examine the al-
gorithms actions and to ensure it works as intended. Simulator also enable debugging the
quantum code with step by step execution, which is impossible with actual quantum hard-
ware. For many simulators there are noise models available, simulating the errors and noise
encountered in quantum hardware to provide better understanding of the results that may be

expected if moved to actual QC (Gheorghe-Pop et al. 2020).

GPUs are offering a great advance in quantum simulation over CPUs. In quantum simu-
lation, computations may be executed in parallel up to thousands of threads, providing the
computational advancement of GPUs over CPUs. In a high performance computer (HPC),
such as a super computer or a computer cluster with multiple processing units, simulations
may reach the levels of up to 40 qubits circuits with reasonable execution times (Willsch et
al. 2022) and especially HPC clusters with GPUs provide advantage not only by expanding
the reach of simulations but also by lowering the execution times significantly. In Nvidia
experiments, the GPU speed-ups over CPUs were in the scope of 50-90 times.(Morino,
Hehn, and Fang 2024)) With these speed-ups in execution, and considering the high cost of
current quantum hardware, GPUs offer a very useful platform for quantum algorithm devel-

opment, at least for the NISQ era. In listing 3.1 the code sample presents how in PennyLane
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library you choose their GPU simulator, dev = gml.device (' lightning.gpu’,

wires=wires) backend for improved performance.

3.3 DevOps and continuous software development methods
3.3.1 Continuous integration

Continuous Integration, CI, has been argued not to have one single explicit definition (Soares
et al. 2022). In one common view, continuous integration methods are being considered be-
ing applied when a developer integrates his code at least daily, leading up to several integra-
tions daily in software projects worked by several developers (Fowler and Foemmel| 2006;
Stahl, Martensson, and Bosch [2017). With more frequent builds, test runs and integrations,
the development process aims to reach more fluent integration process and time savings with

CI automation (Shahin, Ali Babar, and Zhu 2017)).

Now to look a bit more closely at the process and key practices to implement CI by Martin
Fowler as presented in Continuous Integration. The workflow of building a feature de-
scribed shortly. You start with taking a copy of the latest version of the software under work
from the version control system, for example do a pull from a git repository. From there
you do the edits, or additions to the code, and finish the task, including adding or altering
the tests for the edited part. Then you do the local build, compile the program and run the
tests. After finishing and having successful build and test runs, you pull a new version from
the version control, as some others might have altered some parts clashing your edits. When
done with correcting possible fixes to the latest version, do the local build again and run the

tests. Then commit the code to the version control and integrate new code to the project.

The headline principalities to follow when practising continuous integration by Fowler, main-
tain a single source repository, ensuring that every change is done into same source code,
automate the build, ensuring the build is done similarly every time, make your build self-
testing, with covering automated test suite the testing is simplified and may be standardised
for the life cycle of the application, everyone commits to the mainline every day, making
committed edits to remain small enough to trace and to understand, keep the build fast, to

provide feedback immediately to the developer, enabling to build and commit constantly, fest
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Listing 3.1. Code by PennyLane Team to run a 20 wire circuit with their GPU powered
simulator as a backend (O’Riordan and Team/[2022).

import pennylane as gml

from timeit import default_timer as timer

wires = 20
layers = 3
num_runs = 5

# Instantiate CPU (lightning.qubit) or GPU (lightning.gpu) device

dev = gml.device(’lightning.gpu’, wires=wires)

# Create QNode of device and circuit
@Qgml.gnode (dev, diff_method="adjoint")
def circuit (parameters) :
agml.StronglyEntanglinglayers (weights=parameters,
wires=range (wires))
return [gml.expval (gml.PauliZz(i)) for i in range (wires) ]
# For PL >= v0.30.0 the following return should be used
# return gml.math.hstack ([gml.expval (qml.PauliZ(i)) for i in
range (wires) ])
# Set trainable parameters for calculating circuit Jacobian
shape = gml.StronglyEntanglingLayers.shape(n_layers=layers,
n_wires=wires)
weights = gml.numpy.random.random(size=shape)
# Run, calculate the quantum circuit Jacobian and average the
timing results
timing = []
for t in range (num_runs) :
start = timer ()
jac = gml. jacobian(circuit) (weights)
end = timer ()
timing.append(end - start)

print (gml.numpy.mean (timing))
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in a clone of the production environment, to have the best possible test environment before
moving to production, everyone can see what’s happening, by transparency the communi-
cation inside the team is easier, and automate deployment, which is already referring to the
next sections subject. More into all of these points may be read from Continuous Integration

by Martin Fowler (Fowler and Foemmel[2006).

When the suggested CI implementation process has been followed, the IEEE standard states
that the following outcomes should be reached and demonstrable. The process should in-
clude automated build, packaging, and security, for both software and the used hardware
elements, and the system should have automated notifications on any system change, to im-

prove communication and support the organisation’s decision-making (IEEE 2021)).

3.3.2 Continuous delivery and Continuous deployment

Term Continuous Deployment was first introduced in 2009 as a blog post by Timothy Fitz,
while Term Continuous Delivery was introduced in a book going by the same name in 2010

by Jez Humble and David Farley (Humble|[2010; [Fitz|[2009). While the terms are fairly

similar and both may be referred to as CD occasionally, they have an important and clear
difference, as the terms imply. When in, continuous deployment has a pipeline through
automated tests all the way to the production and to the end user, as continuous delivery
leaves the last step to b nn nnnnnnh hhhhe manually applied and the decision to the business
(Red Hat|2022). In short should be also said that continuous deployment includes all the steps
of continuous delivery but not the other way around (Shahin, Ali Babar, and Zhu 2017). As
the methods share the vast majority of common phases and methods, we shall go through

them. Workflow visualized in figure[7]

Continuous

Continuous Integration Deployment

Production

Figure 7. Continuous Integration, Continuous Delivery and Continuous Deployment by Red-

hat (Red Hat[2022)
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Now we go through the deployment pipeline and its important factors in continuous deliv-
ery as presented by Humble and Farley in Continuous delivery: reliable software releases
through build, test, and deployment automation. Build Binaries Once, compile and build
the executable files only once, use the same exact build in tests that is on the way to de-
livery, or the other way around take the exact build that passed the tests when deploying
into production environment. When applied correctly this helps and allows you to have cor-
rect configurations, do the code separation for different environments and helps structure the
build system. Deploy the Same Way to Every Environment as the program may be run on
multiple platforms in multiple phases, it should be always be deployed the same. As running
environments are complex, there will always be differences that may affect the outcome if
not taken in consideration. Smoke-test Your Deployments to test that the deployment runs,
smoke-test may be as simple as starting the main screen and checking it has the correct view
and runs, but it is crucial to have to guarantee the application runs. Deploy into a Copy of
Production to be as sure as possible that the program runs with the data and surroundings it
is meant to run. Each Change Should Propagate through the Pipeline Instantly as each
change is run through separately, is it clear where the possible failures seed from. And fi-
nally If Any Part of the Pipeline Fails, stop the Line (Humble and Farley [2010). In our
take Containers are answering to many key elements here, and I will go through them hem

in section Containers.

To revisit terms continuous deployment and continuous delivery in this thesis context. Ad-
vantages in continuous deployment is implied to be reached in example in a situation where
fatal code passes the automated tests, and is deployed into the production. In these situations,
the source of the failure can be retraced quickly to the latest deployment and recovered easily.
When deploying manually, you may end up with several changes in the same deployment,
and the error tracing may turn to be more difficult (Fitz 2009). Opposing that in continuous
delivery method, the deployment is considered to be a business decision and should not be
automated. It also gives more control over having different strategies considering releases
and versions of given software. Important is to still understand that in continuous delivery,

the process aims to end in fully tested and deployable software (Humble 2010).

Choosing the strategy between continuous delivery and continuous deployment, may be
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based on many reasons, differing between tools available, chosen or forced testing methods
and business decisions (Shahin et al.|[2017). When considering the current state of quantum
hardware, varying executing surroundings and nature of common quantum or quantum hy-
brid software in this thesis we will not aim to find solutions to imply automatic deployment

to be included in Quantum DevOps.

3.3.3 DevOps in classical computing

The foundation for DevOps lays in Agile manifesto and Agile development methods, and in
Lean methods before that. It is even described in The DevOps Handbook: How to create
world-class Agility, Reliability, and Security in Technology to have roots in "Lean, Theory
of Constraints, the Toyota Production System, resilience engineering, learning organisations,

safety culture, human factors and many others" (Kim et al. 2016).

In the earlier years, while already gaining popularity, DevOps was found to lack an exact
and definitive definition (Stahl, Martensson, and Bosch 2017). In 2016 systematic mapping
of published research on DevOps, by Jabbari et al., showed that when defining DevOps most
common definitions beside mentioning the combination of Development and Operations de-
partments, were more precisely defining it to be a paradigm or set of practices that enables
communication and efficient teamwork between developers and operators, a paradigm bridg-
ing the cap between developers and operators and DevOps is a paradigm or set of principles
focusing on software delivery by enabling continuous feedback, high responsivity to changes
and using automation in delivery pipelines, some papers in the mapping also included men-
tions that DevOps included enabling deployment automation directly from version control
to production environment (Jabbari et al. 2016). Among these, often mentioned in DevOps
literature are earlier methods continuous integration, continuous delivery, continuous de-

ployment, continuous release and continuous testing, Agile, and DevOps Tools or Toolkit.

In 2021 IEEE published IEEE standard for DevOps: Building Reliable and Secure Systems
Including Application Build, Package and Deployment. The standard offers precise require-
ments, definitions, and practices to implement DevOps and describes detailed process to

build the organization and to manage the process of a project implying DevOps methods
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(IEEE 2021).

The reason DevOps methods are applied is to gain benefits in the development process over
more traditional methods, some examples found in study by Riungu-Kalliosaari et al. are
more implemented features and frequent releases, improved quality assurance, enhanced
collaboration and communication, maximizing competences improved visibility of imple-
mented features to the customer and also enabled to fest with real customers and to be able
to continuously experiment (Riungu-Kalliosaari et al. [2016). The tools used to reach these
benefits are very often considered to be a part of the DevOps themselves and the way of
reaching beneficial results in DevOps, or to enable implementing the method as meant. In
table 1, is listed and presented important tools and toolkits found in the survey by Leite et al.

in 2019 (Leite et al. 2019).

In this thesis’ context, DevOps for QC should take advantage of tools and automation in
several stages of development process and deployment. Optimally to have automated tools
to cover processes and stages in continuous integration, continuous delivery and continuous
testing, and going beyond tools, to find ways to implement the methods from agile and other

DevOps ways that are found advantageous in development processes.

3.3.4 Architecture

In DevOps and Continuous development methods, it is recommended to adopt microservice
architecture rather than traditional monolithic (Leite et al. 2019). When designing services
separately, each should aim towards festable and deployable design. Where testable aims
to simple modules that may be tested locally by developer rather than being dependent on
large ecosystems to test with, and deployable aims to have modules of the software to be
independently and automatically deployed affecting as few other services of the software
as possible (Humble). When done correctly, this is enabling a separate build, delivery, and
deployment process for individual services rather than having to deploy the whole software

monolith every time anything changes (Balalaie, Heydarnoori, and Jamshidi 2016).

Then the architectural definition has been followed successfully implemented, IEEE stan-

dard lists that the following outcomes should be reached and demonstrable. IEEE defines
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that the architecture should be defined, to support the stakeholder’s goals, and it should be
described precisely and assessed throughout the solution. The architecture should take into
consideration the security, and privacy by design, for both the organization and the applica-
tions users, follow and translate the legal requirements into technical requirements, and the
architecture and its documentations should be available in accessible and consumable and

form (IEEE[2021)).

3.4 Testing in DevOps methodologies

"

Testing is defined as the process of executing a program with the intent of finding
errors”" by Myers in the Art of Software Testing (Myers et al. 2004)). The reason software is
tested is to validate, verify, improve quality and to estimate reliability of the software (Pan
1999). Without going much deeper in testing in general, may be added to these simplified
definitions that, successful testing is meat to find errors that may be fixed, not to just run

successfully (Myers et al. 2004).

To emphasize the importance of testing in continuous methods, the development pipeline is
considered to be built so that each stage acts as a quality gate. When the development process
advances to the next step of the process, the tests should ensure that the stage is ready and
working as expected and not only for this stage but in all other stages of the pipeline as well,

and it may go through the process to deployment or delivery (Chen 2015)).

More related to DevOps and continuous methods, in mapping literature on testing in mi-
croservice architecture, By M. Wasseem et al., most commonly discussed testing approaches
and tools were :Unit testing in which the smallest units of program are tested to function as
wanted by themselves, and Integration testing, where the separate services and part of the
program are tested together ensuring their wanted behaviour, both found effective methods
in complex systems, but not sufficient to apply fully comprehensive testing by themselves.
Beside these more than once were mentioned the following approaches: Black Box Testing,
where the programs’ functionality is examined excluding its inner structure, Component
Testing, where components of the program are tested separately, Contract Testing, where

programs APIs are tested to have implemented their requirements, Consumer driven test-
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ing, where provider components are tested to offer services as intended, System testing,
where the complete system is tested unified, also called End-to-End Testing, Mocked Data
Testing, Performance Testing for example Load Testing, where the systems’ ability to per-
form under load is tested, Regression Testing, where the program is tested after any alterna-
tion, during the whole lifetime of the application, and White Box Testing, where the struc-
ture of the application, the code, and documentation is examined, often statically(Waseem

et al. 2020).

As mentioned multiple times so far in almost every step of the development process included
in DevOps, the tests are crucial and should be implemented continuously, widely and thor-
oughly. While one notable and defining factor in testing DevOps and while using CI/CD

methods is, that tests must be widely automated (Waseem et al.|[2020).

This all considered, it may be said that testing in DevOps follows all the same principles as
in software development in general, but automation in the process must be emphasized if fol-
lowing continuous development methods and DevOps. There are some major considerations
in testing quantum programs, and more of that in Applying DevOps in quantum

development.

3.5 Containers and container orchestration

Containers are an important building block in current systems, especially when based on
microservice architecture and running in cloud infrastructure. Container are used to de-
ploy programs on different platforms. In the deployment, containers are fast and offer high
scalability. Some advantages of containers are not directly related to development process
but more in the management of running software, such as fault tolerance and update ability

(Kang, Le, and Tao 2016).

3.5.1 Containers

There are different approaches to virtualization, it may be done with virtual machines, which
may be run either directly on hardware or in some solutions as an application on a host OS, or

as we more closely here examine, with containers. Containers are running on top of the host
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OS, using the host’s services, but runs in isolation from the host OS or any other containers
(Merkel et al. 2014)). In the DevOps context, use of containers is used to deploy the software
to the executing platform, may it be a cloud server platform, a local server or HPC cluster.
Containers offer in many ways a one-stop-solution to deploy as instructed by DevOps. The
container deployment is often automated using a CD pipeline with containers and container

registries.

Images. A container image is a light standalone package of software. An image includes
source code, runtime, system tools, library dependencies and for example environmental set-
tings. An image becomes a container when executed (Pahl 2015). The implementation of
container technology is based in kernel level Linux control group and namespace feature,
that creates containers so that it has its own isolated filesystem, PID, network, user, IPC, and
hostname namespaces as closely explained by Felter et al. (Felter et al. 2015). This provides
the security for the host and the container by separating the access to database and restricts
container’s root user privileges outside container and vice versa (Merkel et al.[2014). Control
group feature enables control over resources available for the container to consume (Khan
2017). Advantages offered by containers are to provide a lightweight, as light as one single
process, and portable services, and a platform to develop, test and deploy software with dif-

ferent hardware and large number of servers (Pahl 2015; Felter et al. 2015)).

Docker is one platform to develop, run and ship applications by the use of containers.(Docker
Inc.|[2024) Soon since it’s launch in 2013 Docker rapidly gained popularity. At the time,
Docker offered a more comprehensive user experience comparing to other container tools at
that time, and its own image format leading it to quickly become the standard tool for image
and container management by 2014 (Felter et al. 2015; Merkel et al. 2014)). Docker demands

root privileges, which limits use in some occasions.

Singularity created at Lawrence Berkeley National Laboratory is a very popular container
engine in HPC clusters. Singularity is open source, and it is compatible with Docker Images
(Sylabs Inc & Project Contributors|2024)). For the future use of our solution, it is important to

take in consideration and aim to have compatibility with HPC clusters. That will increase the
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scope of usability, by enabling execution for circuits with higher qubit count and more depth.

Podman is another open source container platform, it is compatible with docker images
and has widely similar usage and abilities. One major difference to Podman’s advantage is

that it may be run also by a non-privileged user, unlike Docker (Podman|[2024).

Container registries are offered by various providers from cloud computing, version man-
agement and container platforms. These container image registries contain large scale of
different base images, anything from ready to run software, development environments to
databases, web servers and beyond (Merkel et al. [2014)). In addition to the docker engine,
capable of running the container images, Docker offers Docker Hub, a docker registry for
storing and sharing images. For this Thesis’ solution, we are using Docker Hub to store and

share images.

3.5.2 Container orchestration

In microservice architecture based applications, an application may be composed of a mul-
titude of containerized services. This leads to need for a container orchestration tools and
automation (Khan [2017)). Orchestration tools allow a cloud based application developer to
define how the services should be run, distributed, monitored and configured to run as a
multi-container application in could (Casalicchio and Iannucci 2020). According to Asif
Khan (Khan 2017) container orchestration platform should be offering the enabling follow-

ing features:

1. cluster state management and scheduling
providing high availability and fault tolerance
ensuring security

simplifying networking

enabling service discovery

making continuous deployment possible

A

providing monitoring and governance
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Orchestration tool providers have some differences in the exact implementations and in the
level of control offered over the containers. Different implementations and complete lack
of given features may be found, for example in resource limit control, scheduling, load
balancing, health monitoring, fault tolerance tools, auto-scaling (Casalicchio and Iannucci

2020).

Kubernetes is a cluster management framework to manage, containerized workloads and
services. Kubernetes cluster is build from control plane and nodes. Nodes are the units
that are running the containerized application, and each cluster has at least one worker node
(Kubernetes|2024). Which then hosts the Pods, The Pod encapsulates at least one container
each. a Pod has its own assigned resources, like CPU cores or memory limits, [P addresses, a
set of options for its containers to run with (Rodriguez and Buyya2019). The other important
basic building block of Kubernetes cluster is kubelet which is an agent running on each node.
The kubelet takes given PodSpecs and manages its node to run as instructed and stays healthy

(Kubernetes|[2024).

Kubernetes supports several container runtime engines natively, and is compatible with prac-
tically with all current commonly used container platforms based on containerd or CRI (Con-

tainer runtime interface) (Rodriguez and Buyya 2019).
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Category Examples Actors Goals Concepts

Knowledge  Rocket Chat Everyone Human col-  Culture of collaboration Sharing

sharing GitLab wiki laboration knowledge Breaking down silos
Redmine Collaborate across departments
Trello

Source code  Git SVN Dev/Ops Human col-  Versioning Culture of

management CVS laboration collaboration Sharing
ClearCase Continuous  knowledge Breaking down silos

delivery Collaborate across departments

Build Maven Dev Continuous  Release engineering Continuous

process Gradle Rake delivery delivery Automation Testing
JUnit Sonar automation, Correctness Static

analysis

Deployment  Chef Puppet  Dev / Ops Continuous  Frequent and reliable release

Integration Docker Delivery process Release engineering
Heroku Reliability Configuration management
Open Stack Continuous delivery
AWS Cloud Infrastructure as code
Formation Virtualization, Containerization
Rancher Cloud services, Automation
Flyaway

Monitoring  Nagios Dev / Ops Reliability You built it, you run it

and Logging Zabbix After-hours support for Devs
Prometheus Continuous runtime monitoring
Logstash Performance, Availability,
Graylog Scalability Resilience,

Reliability, Automation Metrics,
Alerting, Experiments Log

management, Security

Table 1. Example listing of DevOps tools and their usage by Leite et al. in A Survey of

DevOps Concepts and Challenges (Leite et al. 2019)
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4 Applying DevOps in quantum development

4.1 DevOps for quantum

The aim for the methodologies suggested in the literature, is to fill the gaps between quan-
tum computer and the classical software development for real-world applications leveraging
quantum computing (Gheorghe-Pop et al. 2020). In general all the applicable methods of
classical DevOps should be implemented in quantum DevOps, and among them developer

should be pay attention to the special characteristic of quantum during the workflow.

Code execution on quantum hardware is prone to errors, and the computers should be mon-
itored closely. Gheorghe-Pop et al. suggest the following summarized list of actions to be

made when applying DevOps in quantum computing.

» At regular intervals, various available QC instances are being checked for the calcula-
tion of basic gates.

* This provides an estimation of whether a QC instance is currently likely to be able to
perform a large critical calculation correctly.

* Based on these checks, the most promising QC instance for a calculation is then se-
lected (also among different cloud quantum providers).

* This process is applied in the development, testing, and operations and merged into

a kind of Quantum DevOps
(Gheorghe-Pop et al. 2020)

In the following sections I will go through the suggested steps and actions divided into two

phases, Development and Operations.

4.2 Development

Plan. The programmer or algorithm designer analyses the problem and it’s requirements
for the system. Planning also includes design of the models, architecture and the algorithms

to use (Gheorghe-Pop et al. 2020). These two sub-steps are affecting each other, as much
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of the requirements are dependent on the design and design needs a system to support it.
One characteristic feature in quantum programming with current systems is the quantum
- classical splitting. Chosen algorithm and the problem to be solved will be affecting the
split, and in hybrid solutions like Variational Quantum Eigensolvers the quantum algorithms
might have classical algorithms as part of them and in other solutions like Quantum phase

estimation the algorithm might be fully quantum (Weder et al. 2020).

Code. Coding and code management in quantum is much similar to the classical computing
but has some of its own characteristics. When the process moves from planning to algo-
rithm design and implementation, the code should be designed as hardware independent, in
a quantum programming language chosen suitable (Weder et al. 2020). While the initial
coding should be hardware-agnostic, the choice of Quantum SDK may impact compatibility
with quantum hardware. Meaning, that hardware platform most likely to be targeted, should
be noted in the choice of SDK early on, if possible as it might have noticeable impact on

available libraries and other dependencies.

When ensured the algorithms wanted behaviour in simulator, and moving on towards execu-
tion on quantum computers, the hardware software coupling comes more and more important
factor (Yue et al. 2023; Weder et al. 2020). When moving to QC execution of algorithms,
the code needs to be hardware optimized. The hardware might be very different depend-
ing on the vendor, or even the by the device, varying from qubit implementation, to circuit
design and the coherence of single qubits and gates (Yue et al. [2023). The source code
management should follow similar principalities as in classical DevOps, including version
control and source code management. Common tools like Git is compatible to quantum code

management.

Build. When the code is optimized to the target hardware, and it is executable, it may
be compiled and executed (Gheorghe-Pop et al. 2020). In most of the current ecosystems
the hardware provider is controlling the access tighter than in classical computing, but if
working with a full stack ecosystem by the provider, this is somewhat similar experience as
in classical. In the build phase of a quantum software of course has to be noted that the guides
like build binaries once, and deploy the same way to every environment are not possible and

has to be adjusted to suit each situation and to note that in current systems quantum code is
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often transpiled for each execution for each device.

Testing. When talking testing for quantum, one of the most notable things to consider quan-
tum computers is that by the nature a quantum system may not be debugged such way as
we have used to in traditional computer. This is caused by the fact that the qubits state col-
lapses when measured, and the execution may not be continued as the superposition is gone.
The no-cloning theorem in quantum mechanics also proves it impossible to copy the state
of a qubit when not knowing it’s state. Meaning that debugging, stopping and step-by-step
execution has to be done all only in classical simulators, which emphasizes the need to use
simulators rather than QC in coding and earlier stages of development process. Other white-
box testing activities listings, reviews, and inspections may and should be done similarly as
in classical. All these test methods are important, but do not remove the need to execute
code in testing. Other major factor to be considered in all quantum testing is the probabilis-
tic nature of quantum computing, which is affecting all testing done to quantum programs
(Miranskyy and Zhang [2019; Garcia de la Barrera et al. [2023). Suggested flow of testing
the quantum code by Gheorghe-Pop et al., is to apply testing in three phases, with simulator
without noise, simulator with noise model and to test with QC hardware. To apply fre-
quent testing as suggested by DevOps, the need for high performance simulator and access

to QC platforms emphasizes(Gheorghe-Pop et al. 2020).

4.3 Operations

Deployment While the process during development, testing, and build follows previous steps
explained here, should the deployment be possible to be performed similarly as in classical,
but again with noticeable difference in the non standardized access points available for the
current QC by different vendors. When the target quantum hardware is chosen and the ap-
plication is ready to be deployed, it will be transpiled for the target in question, possibly
reconfigured for the target platform and then finally deployed to the target for execution
(Gheorghe-Pop et al. 2020). For the deployment developer should use suitable deployment
tool, as in classical, using dedicated CD tools like GitHub actions, or customized con-
tainer tools, docker and kubernetes (Weder, Barzen, and Leymann [2021; Romero-Alvarez

et al. 2023).
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The current QC cloud services offer their own deployment services for their accessible Quan-
tum platforms, where the implementation might be distinctive for each vendor. With the cur-
rent systems like Qiskit serverless, the quantum code execution is implemented as a single

job each time the code is executed, rather than deploying the application to a server.

4.4 Challenges in applying DevOps to quantum computing

As the most common, briefly introduced earlier in section @] quantum SDK’s, are built
from early-on to be fully compatible with classical software. Many of them are implemented
simply as libraries to a classical programming language, applying any development method
and to integrate them into classical software is not a problem from that point of view. In cur-
rent landscape, a big challenge to apply DevOps to quantum and quantum-hybrid computing
is the integration of the hardware. Most of the hardware has their own access interface, often
only implemented and integrated into only a certain cloud platform, tying the development

process to that environment.

There is a clear business logic to support this, and it is practically repeating how the current
classical cloud infrastructure is built to work. For developer’s point of view the situation
is different as classically simulating quantum is computationally so demanding. Powerful
classical processors, both CPUs and GPUs, are widely available in HPC clusters and data
centres, but it is not always a trivial task to include them in the development process. As
DevOps suggests that the application developed should be tested frequently, that means that
the quantum parts should be run as frequently, which may turn out to be costly. If run either
locally, which is time-consuming, or in cloud platform, where frequent executions might
turn out to be expensive, and caused by the batch computation model end up queuing in the

targeted platform.

The other major consideration raised by Gheorghe-Pop et al. and Weder et al. is the quantum
hardware selection (Gheorghe-Pop et al. 2020; Weder et al. [2020). Thou, related to what
is said earlier about the accessing hardware, this is another problem. To provide the user

the best possible way of knowing where to execute the quantum code, they would need to

1. https://docs.quantum.ibm.com/run/quantum-serverless
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have detailed information on things like, devices calibration, qubit topology, and capable
operations of the exact device (Stirbu et al.|[2023). While this may remain to be a challenge
in the near future, and it’s solving is highly dependent on hardware providers, creating a
system with possible access to different machines may help the developer to make a choice

of execution platform most suitable for their needs.
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5 Solution

5.1 Content of the chapter

To answer the object and research question of this thesis, in this chapter is presented a model
for a containerized software execution platform for quantum programming. The solution
is built from container components, of which an implementation is presented here, and the
solutions’ architecture is explained, from both static, and dynamic point of view. Followed

by the demonstration scenarios Notebook and GPU, and Quantum execution.

5.2 Containerised quantum application

In quantum computing as the execution target is often not the developer’s local machine, the
containers offer support in the development process before the deployment phase, which they
are most commonly used in classical development. Testing, each execution of code during
development, debugging, practically every execution of the quantum code, beyond certain
complexity if possible is justified to run in either higher powered simulator or suitable QC.
Containers enable this to be done in a controlled and easy manner, saving developers time,

which is a very valuable resource.

Image. The container image is consisting of separate layers. Operating system, we have
chosen Ubuntu latest LTS, currently Ubuntu 22 .04 version and for the GPU enabled con-

tainer images we use a base image by Nvidia for Cuda, which comes on Ubuntu 22.04.

Architectural structure of Cuda container presented in figure [§] for Cuda to work, we also

include the LD_LIBRARY_PATH in the GPU base image.

Following the OS, the images have the compatible python and pip version installation and
update commands. With pip installed, the executed container installs requirements, which
are python libraries related to the project under work. In this example in listing [5.1] pack-
ages installed are nvidia-cuda packages and chosen quantum framework, and it’s backend,

pennylane, pennylane-lightning, pennylane-lightning[gpu] and
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matplotlib. Finally, we pack the executable quantum code simple_gmlpy into the

container image.

CONTAINER 1 CONTAINER N

CUDA Toolkit ccccccececcccecancadee

Container 0S User Space

Docker En QINE rrerrrrererritiiiii i

CUDKDFrIVeE s isrsvicisnnaisvaanmisssaaeassiasofes
HOSt OS «:cvercrrnrcnnnnnncncnssncnnsssnnnsssnnnnnaines

Figure 8. Nvidia CUDA architecture in containerized application (NVIDIA Corporation
2024).

Quantum Node. The quantum capable node is a specialized node in the cluster for the
quantum code from the container to be executed in. It is separated by adding a label, in our
solution we have chosen accelerator:gpu, which is later used to target the quantum
workloads for that node. The purpose of this quantum node is to be the execution platform
for the finalized quantum algorithm, or the production level quantum or quantum hybrid
software. In our demonstration, we have implied a virtual QPU with ssh connection to

LUMI cluster’s HELMI QPU.

Simulator Node. When aiming the execution on high performance simulator, for exam-
ple a GPU or even a HPC cluster with several GPUs or CPUs, may this be done similarly
from the kubernetes cluster, by assigning the suitable node to the wanted platform, and
choosing the node in th job description. This may be done for simply using node selector
accelerator:gpu. GPU simulator nodes would be suitable to use during development,

in testing the algorithm, in debugging, or to run algorithms within the reach of simulating.

Job. Kubernetes has different options for workload resources, of which we found Job to be
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Listing 5.1. example of a dockerfile aimed for PennyLane using GPU powered lightning
backend

FROM nvidia/cuda:11.0-base—-ubuntu22.04

RUN apt-get update && apt-get install -y python3-pip

RUN apt-get -y install cuquantum-cuda-11
RUN pip install —--no-cache-dir \
pennylane \
pennylane-lightning \
"pennylane-lightning[gpul]”’\

matplotlib

COPY entrypoint.sh
COPY install.sh

RUN chmod +x ./install.sh && ./install.sh

ADD simple_gml.py

ENV LD_LIBRARY_PATH=’ /usr/local/lib/python3.10/.."

CMD ["./entrypoint.sh", "—--gpus=all"]
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Listing 5.2. Pod specification created from the template described in the Job

apiVersion: vl
kind: Pod
metadata:
name: gquantum-pod
spec:
nodeSelector:
accelerator: gpu
containers:
— name: quantum-task
image: "registry.example.com/user/program:vl.2.3"
resources:
requests:
vendor.example.com/gpu: 1
limits:

vendor.example.com/gpu: 1
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most suitable for our purpose. When a Job is created it runs the pod or pods as instructed in a
Job spec file, in this solution executing the container with our quantum code as a batch type
of execution. The cluster does the tracking and logging for the pod. In the JobSpec file it is
determined which container is executed, and on what kind of hardware it was designed to run
on e.g. gpu or gpu, and how many times the pod is wanted to be executed. An example in
the listing [5.3] The JobSpec example in the listing also shows that the container and volume
are listed separately. This is done to have the executable code, mounted as volume, as it
is often changing more frequently than the dependencies of the container. This speeds up
the code execution, as installation of the base image and dependencies for each code change

would slow the execution noticeably each time.

Label is a selector used in JobSpec to set a certain type of instruction for the job. Label is not
used as a name to select a unique or specific node as a target, but to specify that the selected
node needs to have a certain ability, like an accelerator. In our solution, the wanted target for
a job to be executed would be accelerator GPU for simulator backend or QPU for quantum

hardware.

5.3 Architecture

The artefact is designed and developed using current open source tools, kubernetes and
docker. Both are commonly used in classical development to implement containers and
to execute them in cloud platforms. The containers images are stored in container registry,
from where they are pulled and pushed to. In our demos, we have used Docker hub. In test-
ing and development quantum programs we have used Qiskit, PennyLane and Cirq toolKkits,
all of which are commonly used in quantum hybrid software development and in quantum

algorithm development.

The cluster, presented in figure[9] has a control plane, with a scheduler and API server, which
the developer or deployment tool is communicating with. This control plane in kubernetes is
called a master node. From the master node, the jobs are assigned to the matching nodes, to
a worker node. The worker node has a kubelet communicating with the master node’s API

server. When a job is assigned to a worker node, it retrieves the container directly from the
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Listing 5.3. example of a JobSpec to send a job to be executerd in GPU accelerator

apiVersion: batch/vl
kind: Job
metadata:
name: "gpu-quantum-job"
spec:
template:
metadata:
name: "gpu—quantum-pod"
spec:
containers:
— name: "gpu-quantum-task"
image: registry.example.com/user/job-dependencies:vl
command: ["python", "/app/main.py"]
resources:
requests:
nvidia.com/gpu: "1’ # requires GPU usage
volumeMounts:
- name: config-volume
mountPath: /app
volumes:
- name: config-volume
configMap:
name: task-files #{"main.py": "code"}

restartPolicy: Never
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Figure 9. Example structure of quantum cluster with CPU, GPU and QPU nodes

container registry, and executes the code according to the job specification.

Execution. When the CD/CI Pipeline, User or other application using the solution executes
the program with quantum code and the target is set to GPU or QPU triggers it the following
process, also presented as a flow sequence diagram in figure [[0] The execution creates job
and with the given specs, as explained earlier, in the Master node the scheduler schedules job,
and it is assigned to a suitable node. Then the worker node selected pulls the container from
the registry, and executes it as instructed. With the first assigned run the dependencies are
installed, later only the quantum code, from the mounted volume is executed. Finally, after
execution or failure the logs are pulled from the worker node and passed back as intended to

the instance that launched the process.

5.4 Demonstration scenarios
5.4.1 Notebook and GPU

To demonstrate the use of containerized quantum applications and execution’s advantage for
a developer, we have created a notebook backend leveraging containerization and a kuber-

netes cluster. The backend was implemented as a custom IPython kernel, responsible for
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Figure 10. Sequence diagram presenting the data and command flow of the solution

packaging the code from the notebook, to the selected platform to run on, in our demo a

GPU laptop and in a data-center GPU in the cloud.

Using the solution as a part of application is one important way of showing that the versatility
of containers may be transferred to a certain point into quantum computing in the current
landscape. These types of notebooks are very commonly used by people working in science,
and similar applications are offered by IBM Qiskit, Google Ai and most other big and small
QC providers in their closed ecosystems. Our notebook backend differs from other similar
solutions as it is completely open source and easy to install into Jupyter notebook locally,

and may be adjusted to be used with any accessible QPU or GPU target.

This notebook experiment shows that the solution is useful and did enable great advantage
in terms of execution time and addition to the range of complexity of the quantum code
within the reach of a developer. The advantage GPUs offer over CPU, when moving to more
complex circuits, is significant, and remains to provide speed-ups even with the overhead
created by the additional layer and network delay created in the cluster. The system provided
speed-ups in quantum code from 4 to 10 times shorter execution times, depending on the

benchmark in question, viewable and explained in the figure[IT1]
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Figure 11. Results achieved in the notebook execution times, with three benchmarks QTF,
QV and QAOA. The dotted lines are presenting the advantage provided by the GPU’s, when
executed locally also showing the maximum advantage reachable with the chosen hardware.
The solid lines are presenting the speed-ups with the overhead created by the kubernetes

cluster and with the use of container apps.
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5.4.2 Quantum execution

In other demonstration we did and experimental run with Quantum computer HELMI, oper-
ated by CSdE In this experiment the Quantum node in the Kubernetes cluster was set up as
a virtual QPU, which was connection to HELMI control unit, with SSH connection. HELMI
is a small 5 qubit Quantum computer and is not highly integrated into any larger service, and

does not offer other public access points.

In this proof experiment, the goal was to deliver and execute the code using QPU and the
Kubernetes cluster. In the experiment, we assigned a quantum job to this virtual QPU node.
The container used included quantum code equivalent to classical "Hello World", and logged
the results in the job’s log. Both goals set were succeeded as aimed. The QC used in this
experiment is small and older generation with only few qubits and this experiment was just
a proof of concept, for the future this leaves room for more research, different algorithm
executions and experimenting with different more recent and higher end QC and implement

the QPU more tightly in the kubernetes cluster.

1. https://docs.csc.fi/computing/quantum-computing/helmi/helmi-specs/
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6 Discussion and conclusions

6.1 Evaluating the artefact

I am evaluating the solution presented here with a framework introduced by Hevner et al. for

Information system design using Analytical evaluation method with four sub steps :

 Static Analysis: Examine structure of artifact for static qualities

* Architecture Analysis: Study fit of artifact into technical IS architecture

* Optimization: Demonstrate inherent optimal properties of artifact or provide optimal-
ity bounds on artifact behaviour

* Dynamic Analysis: Study artifact in use for dynamic qualities (e.g., performance)

(Hevner et al. [2004)

6.1.1 Static analysis

To analyse the complexity of the solution, need to consider the alternatives for the solution
and the purpose it is aimed for. One main purpose of development of software contain-
ers has been the control over the execution environment, and to handle dependencies when
transferring the program to the targeted platform. When using GPU or QPU as an acceler-
ator the dependencies’ management gets more complex creating a need for suitable toolkit.
Containerising the quantum application will provide advantage over non containerised ap-

plication in dependency management.

When moving forward to more complex software, several services including quantum, the
Kubernetes, or other container platform will provide necessary tools like scheduler, volumes,
workload distributors for the developer. Kubernetes may be used to provide similar services
to a quantum application as to a classical, helping the implementation of DevOps encour-
aged architectures like Micro-service architecture. Containers and container management
platforms suit to be used in quantum and in quantum-hybrid applications when applying

DevOps methods.
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6.1.2 Architecture analysis

The architectural choices of the solution are justified by two important points of view, 1. the
direction classical software development methods have moved in past years, and 2. the de-
velopment which has been happening frequently with GPU accelerators and their integration

to cloud based systems.

Microservice architecture is suggested to be implemented in DevOps, and containers are
often mentioned as go-to deployment tool when applying DevOps. Both DevOps method and
containers have been gaining popularity for the past ten years, and are very widely adapted in
the community in applications of all sizes and shapes. The architecture of software containers
is suitable and applicable and may be used in DevOps for to quantum and in quantum-hybrid

applications.

Quantum computing may provide acceleration in many current applications in the future.
This will mean that the quantum algorithms will need to be integrated to previously built
applications. In our solution we suggest use of Kubernetes, which is already found in many
cloud native applications. The possibility to integrate into wide variety of existing applica-
tion and to follow their chosen architecture supports the choice of containers for quantum

applications presented in this thesis.

6.1.3 Optimization

Building the containerised solution based on current technologies, adapted to quantum com-
puting, has great advantages for developers as the know-how for these solutions exist. This
provides huge advantage to the developer when comparing to learning completely novel
technology. Quantum simulators needing high computation power, and being suitable work-
loads for GPU’s, have many things in common with currently trending machine learning and
artificial intelligence. In classical development use of containers is considered to be optimal
solution for deployment, and as proven they may be transferred to quantum DevOps we be-
lieve they will be suitable and often optimal solution for at least deploying the quantum code

in development process.
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6.1.4 Dynamic analysis

For thorough dynamic analysis, we have little to no measured data, which would require
several participants to experiment with development with and without the solution. The
numerical data we have from the Notebook solution shows that the execution times are no-
ticeably shorter with GPU than CPU, and while the difference is provided by the hardware,
not our solution, the experiment shows that the solution improves the execution times even
with the overhead in the cluster. Speed-ups in different situations are discussed in [5.4] and
figure [[1] Without wider experiments, it is impossible to estimate how much the solution

could improve the development process and save time for developers.

6.2 Threats
6.2.1 Internal threats

Internal threat to the validity of this work may be considered to be mostly in the following

points.

We have created and tested containerized apps on PennyLane, and Qiskit, which are popular
toolkits but do not present the whole field of quantum software development. For example,
Cirq may be an equally good and popular choice of framework for machine learning applica-
tions. Similarly, GPU all simulations in our experiments have been executed on Nvidia hard-
ware on Cuda platform, which is currently offering the widest support for chosen quantum
toolkits, but is not the only GPU providers. The similar pattern goes on also with container
engine and container management platform, in which the experiments could be repeated in

other platforms to prove the results to be reliable.

Quantum hardware experiment was experimented on one computer. Partial reasoning for this
and discussion of closed environments has been explained in this work, but to transfer the
suggested containerised model to practice more experiments with different hardware should

be done.

Also, due to limited time and resources on this thesis process a larger scale full stack appli-

cation, leveraging the introduced solution and applying DevOps has not yet been developed.
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This would likely be the best way to provide feedback on the solution and develop it further.
To evaluate some aspects of the solution is impossible without having done a full process

leveraging it’s in theory claimed advantages.

6.2.2 External threats

The solution is built to rely on the possibility to access quantum hardware from outside the
vendor’s own cloud infrastructure. That makes it dependent on finding accessible machines
in future. Current small scale machines like CSC HELMI, with 5 qubits will not be the main
goal for the future quantum programs, and there is a risk that most of larger scale machines

will remain outside the access of applications like ours.

Current vendors are trying to build as good and versatile platforms to attract users. That
has already provided great user share to Qiskit SDK, and may continue to do so, as IBM
is actively bringing more features into the platform and continues to integrate their new
hardware into the system. This may lead to a more centred market where smaller actors may

disappear or be leaving behind in the race.
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7 Conclusions and future directions

7.1 Conclusion

In this work I have presented a model to implement modern development methods, espe-
cially DevOps into quantum software development. As a novelty, I have created a container-
ised solution to be used in development. From the demonstrations presented and the theory
supporting them, this work shows that containers may be used in quantum software develop-
ment. The classically efficient container tools like Kubernetes will provide same efficiency

to quantum software development.

In Quantum software development, the execution platform plays a big role, and containeris-
ing the application for execution during development may provide advantage in time savings
and by enabling easier runs. Quantum computers have characteristics why simulations will
stay relevant as part of the development even as the QC hardware improves, containerised
solution provides ease to deploying into efficient simulator targets. In this way, containers

may bring great advantage to the development process.

7.2 Future directions

Quantum computing is still young and has many directions it may develop into, yet may
be seen that the interest and investments by large classical IT companies has raised lately.
Many of the cloud giants have in most parts suitable infrastructure to add QC into. This is
happening by both, building own hardware and adding smaller vendor’s machines into their

cloud platforms.

For other actors in QC, it will be crucial to offer good connectivity and access points to be
able to survive when competition gets harder. To secure this for European actors, EuroHCP
has made a decision to work towards Universal Quantum Access. Universal Quantum Ac-
cess would enable standardized access points and interfaces to communicate with quantum
computers (EuroHPC|2024). This kind of advancement will help smaller hardware providers

to stay relevant, without having to create complete ecosystems around their hardware, and
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on the other hand it will help software developers to include quantum computers in applica-
tions. When a standardised API is created and generalising, it’s or their implementation to

Kubernetes should be researched.

Even if the accessibility for the quantum computers improve, for a while the hardware re-
mains to be noisy and incoherent, which sustains the need for more and more efficient sim-
ulators. With the solution introduced in this thesis, there is still room to expand from single
GPU into multi-node GPU’s. This may increase the scope of the execution’s again by a some
qubits, enable added complexity to circuits, and maybe most importantly cut the execution
times by an order of a magnitude. Kubeflow MPI operatorhttps://github.com/kubeflow/mpi-
operator allows more HPC-like infrastructure to be implemented in Kubernetes. This should
allow distributed computation and performing multi-node execution of quantum code using

the Kubernetes cluster, as presented in this work.
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