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ARTICLE INFO ABSTRACT

Keywords: The dark web is known for illicit and unregulated content, making it crucial to gain a better understanding of
Anonymous web dark web users. This article reports two studies analyzing the role of psychosocial well-being, problematic online
Dark web behaviors, personality traits, and institutional trust in dark web use. Study 1 utilized cross-sectional data from 18
Internet . . . . . .

Loneliness to 75-year-old respondents from six European countries. Dark web use was examined in relation to psychological
Problem gambling distress, social belonging, excessive social media use, online identity bubbles, and institutional trust. In Study 2,
Well-being the associations were scrutinized using longitudinal survey data from Finnish respondents aged 18 to 75,

expanding the focus to problem gambling and personality traits. Logistic regression models were used for the
analyses. In Study 1, excessive social media use, involvement in online bubbles, poor social relationships, and
male gender were associated with dark web use across European countries. Country differences were found
regarding institutional trust, psychological distress, and sociodemographic factors. The results of Study 2 sup-
ported the findings regarding excessive online use and showed that gambling problems and certain personality
traits predicted dark web use. The dark web attracts excessive online users and those burdened with psychosocial
issues, as well as individuals with certain personality traits.

1. Introduction

The anonymous web (i.e., the dark web or darknet) is a hidden part
of the Internet, most typically accessed via The Onion Router network
(TOR), which has approximately 2.5 million daily users (Montasari &
Boon, 2023). Layered encrypting technologies provide high online pri-
vacy and anonymity, making tracking users nearly impossible (Moore &
Rid, 2016). Downloading and using TOR is legal in many countries (Kaur
& Randhawa, 2020), but high anonymity encourages some individuals
to propagate and consume illegal content and services, such as illicit
drug trading (Maddox et al., 2016; Nurmi et al., 2017), terroristic pro-
paganda (Weimann, 2016), child pornography (Kloess & van der Brug-
gen, 2023; Moore & Rid, 2016), and illegal gambling (Choi et al., 2020).
The unregulated nature of the dark web allows for the propagation of
such illicit content and flourishing of conspiracy ideas and networks
(Kwon et al., 2017; Topor, 2019) that would get banned from public
social media (Burki, 2020). The most popular content and the uses of the
hidden services in the dark web are illegal (Moore & Rid, 2016; Owen &
Savage, 2015), but some users utilize TOR due to the benefits of anon-
ymous online surfing, freedom of speech, and access to information,

particularly in politically repressive countries (Chertoff, 2017; Jardine,
2018). Despite some benefits of high anonymity, the dark web is a risky
environment, and these risks might manifest among vulnerable in-
dividuals, such as excessive online users and those with compromised
psychosocial well-being.

Research on the anonymous web has predominantly focused on
“black markets” (e.g., drug markets) as well as other illicit activities and
communities located in the dark web (e.g., EIBahrawy et al., 2020;
Kermitsis et al., 2021; Kloess & van der Bruggen, 2023). During the
COVID-19 pandemic, concerns were raised about illicit COVID-19-
related products, such as vaccines and forged certificates available on
dark web marketplaces (Bracci et al., 2022; Broadhurst et al., 2020;
Catalani et al., 2023). However, there is a notable lack of research on
underlying characteristics among dark web users in general. Gaining an
understanding of dark web users and their underlying sociopsycholog-
ical characteristics is necessary given the risky nature of content and
networks located in the dark web (Kloess & van der Bruggen, 2023;
Rama et al., 2023). To understand better and mitigate the risks of the
dark web, it is important to understand what kinds of online users are
likely to utilize such platforms.
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A. Sirola et al.

In this article, we report two studies investigating the use of the dark
web and associated factors from a social psychological perspective,
utilizing cross-national and longitudinal datasets. We examine the role
of psychosocial well-being, problematic online behaviors, personality
traits, and institutional trust among dark web users. Although these
associations have been studied in relation to regular social media use
(Erfani & Abedin, 2018), it is important to expand the focus on dark web
users. Due to the many risks of and deviant content in the dark web, we
approach the use of the dark web as a form of risky online activity that is
likely to attract users with marginalized interests and overlap with other
risky (online) behaviors. This study provides valuable insight into the
limited knowledge of dark web users and their underlying characteris-
tics, vulnerabilities, and online behaviors.

1.1. Anonymity and online communities in the dark web: social
psychological perspectives

Digital platforms provide means for social connection and spending
time in various online activities, but some individuals are more
vulnerable to developing risky online behaviors. Psychological distress
(e.g., symptoms of stress, anxiety, and depression) is linked to various
types of risky online behaviors such as problematic use of the internet,
smartphone, and social media (Chen et al., 2020; Marino et al., 2018;
McNicol & Thorsteinsson, 2017). Individuals with psychological distress
can engage in problematic online behaviors to regulate their negative
emotions (Brailovskaia et al., 2020) and to seek content that fits their
emotional mindset (Lee & Hancock, 2024). However, the role of psy-
chological distress has not been studied in dark web use. Because the
dark web is generally a risky online environment characterized by
deviant and marginalized content (Moore & Rid, 2016), psychological
distress can act as a trigger, priming individuals to engage in such online
behavior. Thus, we hypothesize:

H1. Higher psychological distress is positively associated with dark
web use. (Study 1 and 2).

Social belonging is one of the basic psychological needs (Baumeister
& Leary, 1995; Ryan & Deci, 2017), and lonely individuals are often
motivated to seek social connection from social media and online
communities (O'Day & Heimberg, 2021; Sirola et al., 2019). Individuals
who have marginalized or deviant interests, such as antisocial ideas and
conspiracy beliefs, are prone to experience loneliness and social exclu-
sion in offline relationships (Graeupner & Coman, 2017; Zwar et al.,
2022). Perceived loneliness is a risk factor for various problematic on-
line behaviors (O'Day & Heimberg, 2021; Savolainen et al., 2020), also
dark web use (Sirola et al., 2022). Therefore, it is likely that dark web
users have weak social belonging in the offline realm, making the
following hypothesis worth testing:

H2. Social belonging is negatively associated with dark web use.
(Study 1 and 2).

Because access to the dark web is not possible with common
browsers or search engines, it requires more technological skills than
regular social media use. Therefore, the dark web is likely to attract
users who are highly engaged in online activities and skilled technology
users in general, which might manifest in problematic and excessive
online habits such as heavy social media use. There is evidence that the
use of the dark web and surface web (e.g., regular social media plat-
forms) overlaps among active users (Demant et al., 2019; Kwon & Shao,
2021; Sirola et al., 2022). Excessive social media users are also more
likely to encounter risky online content, such as information on how to
access the dark web (Kwon & Shao, 2021). Based on these research
evidence covered, we hypothesize:

H3. Excessive online behaviors are positively associated with dark web
use. (Study 1 and 2).

Social media platforms have facilitated the need to find like-minded
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networks and information that fits one's worldview, but content and
communities located in the dark web are likely to be more harmful.
Whereas mainstream social media, such as Facebook and (the former)
Twitter, aims to regulate illegal and misleading content (Burki, 2020;
Gongane et al., 2022), the unregulated and anonymous nature of the
dark web makes it possible to propagate such content and to form
communities around deviant interests. In dark web communities, in-
dividuals can find a sense of belonging and validation of their interests
that deviate from cultural or social norms (Gehl, 2016; Kloess & van der
Bruggen, 2023; Maddox et al., 2016; Weimann, 2016) and form strong
bonds and collective identities (Bilgrei, 2018). High anonymity serves as
a safeguard to communicate with like-minded others and might attract
users who do not find validation for their thoughts and identities in
offline networks.

The tendency to interact and identify with like-minded others is
likely to create online identity bubbles that are characterized by shared
identities, homophilic networks, and reliance on shared information
(Kaakinen et al., 2020; Keipi et al., 2017). A notable risk of online
identity bubbles is exposure to one-sided and even harmful information
which is a particular risk in the dark web (Kwon et al., 2017; Topor,
2019). Online identity bubbles that are formed around deviant interests
may reinforce harmful attitudes and behaviors (Del Vicario et al., 2016;
Wolfowicz et al., 2023), and anonymity plays a key role in group pro-
cesses, such as social influence (Lieberman & Schroeder, 2020). In the
dark web, high anonymity facilitates identity-driven online behavior
and social influence which might manifest in online identity bubbles.
Furthermore, online identity bubbles are associated with active and
excessive engagement in online behaviors (Kaakinen et al., 2020) that is
typical among dark web users (Sirola et al., 2022). Therefore, we
hypothesize:

H4. Involvement in online identity bubbles is positively associated
with dark web use. (Study 1 and 2).

The dark web can also provide an attractive and seemingly more
reliable environment to find and disseminate information that is not
regulated by institutional interests, such as conspiracy networks (Kwon
et al., 2017; Topor, 2019). Some individuals are suspicious about public
institutions, such as health authorities, police, and mainstream media,
wishing to find alternative information about and explanations of
occurring events (Douglas et al., 2017). This is especially true during
crisis situations, when there is an elevated need to make sense of the
occurring events and connect with like-minded others who share similar
ideas and beliefs (van Prooijen & Douglas, 2017). During the COVID-19
pandemic, institutional distrust and anti-vaccine stances were associ-
ated with the use of dark web platforms as information sources (Sirola
et al.,, 2022). Moreover, illicit COVID-19-related products, such as
forged certificates, were widely available in dark web marketplaces,
attracting individuals who wished to bypass safety restrictions public
institutions and health authorities had established (Bracci et al., 2022;
Broadhurst et al., 2020; Catalani et al., 2023).

Expressing distrust towards authorities and institutions is also
prevalent in dark web's drug communities that are formed around strong
collective trust and mutually shared identities (Bilgrei, 2018). In such
cases, user-orientated information coming from one's in-group might be
seen as more reliable and useful than information coming from official
authorities.

Based on the above reasoning, we propose the following hypothesis:

H5. Higher institutional trust is negatively associated with dark web
use. (Study 1).

In the online environment, various risk behaviors are likely to
accumulate. Online gambling is a type of potentially problematic and
addictive online behavior that is known to overlap with excessive
internet use (Jouhki et al., 2022). Online gambling opportunities are
widely available and advertised online, active online users being likely
to encounter such content (Guillou-Landreat & Gallopel-Morvan, 2021).
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Illegal gambling sites are available on the dark web as well, utilizing
cryptocurrencies for anonymous money laundering (Choi et al., 2020).
During the COVID-19 pandemic, utilizing dark web platforms was
associated with increased online gambling engagement, indicating that
dark web users are susceptible to various co-occurring risk behaviors in
the online realm (Sirola et al., 2022). Therefore, we propose the
following hypothesis:

H6. Excessive gambling is associated with dark web use. (Study 2).

Studies have suggested that personality traits are related to one's
social media use and motivations because online behavior is an exten-
sion of a person's real-world behavior and therefore could shape how
they use the online realm. However, studies have yielded mixed findings
and explanations (Akbari et al., 2022; Bowden-Green et al., 2020;
Bowden-Green et al., 2021). There is evidence that openness to experi-
ences and extroversion are associated with problematic online behaviors
(Dalvi-Esfahani et al., 2019; Gamez-Guadix & De Santisteban, 2018)
whereas emotional stability (i.e., low neuroticism; Moeller et al., 2022;
Terracciano et al., 2008) may protect individuals from engaging in or
encountering online problem behaviors (Van de Weijer & Leukfeldt,
2017) because it is associated with healthier decision making and the
ability to cope with life's challenges in a more constructive way (Chen,
2023). However, the role of personality in dark web use has not been
studied. It is plausible that personality traits explain the tendency to use
the dark web as well, but the associations might work differently from
public social media, making these associations worth investigating.
Therefore, we ask, are some personality traits more typical among dark
web users? (RQ1, Study 2).

1.2. Research overview

In this paper, we examine dark web use and its associated factors
using cross-national (Study 1) and longitudinal (Study 2) designs. The
purpose of Study 1 was to explore the role of psychological distress,
social belonging, institutional trust, excessive social media use, and
involvement in online identity bubbles in the dark web use in six
countries: Finland, France, Germany, Ireland, Italy, and Poland. With
Study 2, we expand the focus by looking at the associations of person-
ality traits, psychological distress, social belonging, involvement in on-
line identity bubbles, excessive internet use, and problem gambling
using Finnish longitudinal data.

Our countries of interest represent various European regimes and
regions, including North (Finland), Central (France and Germany), West
(Ireland), East (Poland), and South (Italy). These nations also vary in
their levels of technological development and people's digital skills, with
Finland having the largest share of people with basic or above basic
digital skills (79 %), followed by Ireland (69 %) and France (62 %). The
share of people with basic or above digital skills is somewhat smaller in
Germany (49 %), Italy (46 %), and Poland (43 %; Eurostat, 2023; Pet-
rosyan, 2023). Sixty-five percent of people in the EU participate in social
networks (Eurostat, 2023). Germany and Finland rank high in dark web
use (Tor Metrics, 2023). France, Italy, and Poland also have relatively
high user rates, ranging from 7 to 10 %, respectively (Petrosyan, 2022a).
The most common reasons for using the dark web are anonymity and
access to content otherwise unavailable in a given geopolitical location
(Petrosyan, 2022b). Our cross-national context provides valuable and
much needed insight into potential country differences among dark web
users. Given that the dark web has active users around the world (Pet-
rosyan, 2022a), the cross-national context provides comprehensive ev-
idence of dark web use and associated factors in various countries,
enabling us to approach dark web use as the global challenge it is.

Longitudinal examination of dark web use is also scarce, and more
research is needed on dark web users over time to understand why in-
dividuals engage in such activities and how their motivations may
change. Because the dark web is a dynamic and evolving environment, a
longitudinal perspective allows us to track potential changes and trends
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in its use over time.
2. Study 1: cross-national investigation
2.1. Methods

2.1.1. Participants and procedure

Study 1 was based on Self & Technology EU-6 surveys collected in six
European countries, with participants aged 18 to 75 in each: Finland (N
=1541, 49.71 % male, Mgge = 46.35), France (N = 1561, 47.66 % male,
Mgge = 46.88), Germany (N = 1529, 49.77 % male, Mgg = 47.36),
Ireland (N = 1112, 48.56 % male, Mg = 46.77), Italy (N = 1530, 48.95
% male, Mg = 47.67), and Poland (N = 1533, 48.53 % male, Mgg =
45.69). The samples exhibit high similarity to Eurostat's (2022) data
concerning age and gender distribution in the 18-75-year age bracket
for the respective countries' populations (Bergdahl et al., 2023).
Therefore, applying analytical weights was unnecessary.

PI, prof. Atte Oksanen and the research group designed the study and
the surveys. The questionnaires were created in each target country's
official language. The survey was initially designed in English and
translated by professional translators proficient in the respective lan-
guages, with accuracy validated through a back-translation process
involving native speakers. When available, validated scales were
employed.

Norstat, a provider of data solutions, collected the data. Participants
were volunteer members of Norstat's online panels. Norstat oversees and
evaluates the quality of its panels by consistently comparing the profiles
of its members with official statistics of the panels' countries. The par-
ticipants completed the survey through online submissions, facilitated
by Norstat's online survey software, after receiving email invitations.
Invitations to participate were sent out to those Norstat panel members
who matched the study's target population; adults between 18 and 75
years, residing in the chosen countries. Across the surveyed countries,
the response rates were as follows: Finland (40.0 %), France (13.5 %),
Germany (16.5 %), Ireland (18.0 %), Italy (23.0 %), and Poland (27.3
%). The average response times per survey in minutes were 21.30 for
Finland, 20.90 for France, 21.43 for Germany, 21.02 for Ireland, 18.70
for Italy, and 22.48 for Poland. To ensure data quality, we followed a
preregistered data quality protocol (Oksanen et al., 2021) encompassing
checks for response speed, attention, and patterned responses, such as
straight-lining. Additionally, we verified the scales' and sub-scales' in-
ternal consistency.

The study protocol underwent scrutiny by the academic ethics
committee of the Tampere Region (decision number 115/2022) in
September 2022, which confirmed the comprehensive addressing of
ethical considerations. Participants were fully informed about the
study's objectives and participated voluntarily. The study adheres to the
General Data Protection Regulation of the European Union.

2.1.2. Measures

Anonymous web. We asked about using the anonymous web (i.e.,
the dark web) with a single-item question concerning how often par-
ticipants used the anonymous web (e.g., TOR network). Response op-
tions were never, less than once a month, monthly, weekly, once a day, and
many times a day. We created a dummy variable regarding whether re-
spondents had used the dark web (0 = no, 1 = yes).

Sociodemographic variables were measured using a dummy vari-
able for male gender (0 = female or other, 1 = male), age under 30 years
(0 = no, 1 = yes), having at least a bachelor's degree (0 = no, 1 = yes),
occupational status (0 = not working, 1 = working), and having a high
income. We used a cutoff of gross monthly income of 5000 euros per
month for all euro countries and 10,500 zlotys in Poland for high income
(0 = no, 1 = high monthly income). We selected these cutoffs based on
the general median income in the countries.

Psychological distress was measured with the Mental Health In-
ventory (MHI-5), which is a brief 5-item version of the original 38-item
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inventory. The MHI-5 is a widely validated screener for psychological
well-being and distress in general populations (Berwick et al., 1991;
Cuijpers et al., 2009), and also validated by using clinical interviews,
often regarded as the gold standard (Rumpf et al., 2001). It includes
questions about how often during the last month participants have felt a
certain way, such as “so down in the dumps that nothing could cheer you
up” and “calm and peaceful.” The participants responded on a scale from
0 to 5 (“none of the time,” “a little of the time,” “some of the time,” “a
good bit of the time,” “most of the time,” “all of the time”). We reverse
coded two items, and the possible total score ranged from 5 to 30. The
MHI-5 showed good internal consistency, based on McDonald's omega
(0= 0~87, Finland, ® = 0~83, France, ® = 0-86, Germany, ® = 0.85, 1reland, ® =
0-84, Italy, ® = 0~79, Poland)~

Closeness to family and friends was measured with 9 items from
the Social and Emotional Loneliness Scale for Adults (SELSA; DiTom-
maso & Spinner, 1993; DiTommaso et al., 2004). The SELSA has been
shown to have a three-factor structure consistent with three distinct
subscales. We used 3 items for each subscale included in the measure.
Measures included statements such as “My family really cares about me”
(family subscales), “I can depend upon my friends for help” (social
subscale), and “I have a romantic partner with whom I share my most
intimate thoughts and feelings” (romantic subscale). Response options
ranged from 1 (strongly disagree) to 7 (strongly agree). The possible total
score ranged from 9 to 63. The measure has been validated in several
countries and shown to be a suitable measure for assessing loneliness
resulting from deficits in social relationships (Thompson & Pollet,
2024). The measure had good internal consistency in our samples (o =
0.86, Finland> ® = 0.81, France, ® = 0.82, Germany, ® = 0.82, 1reland, @ = 0.84,
Italy, ® = 0.85, poland)-

Excessive social media use was measured with the 6-item Bergen
Social Media Addiction Scale (Andreassen et al., 2017; Brailovskaia &
Margraf, 2022; Schmidt et al., 2022). This psychometrically validated
and reliable scale contains six items, each assessing the fundamental
aspects of addiction, including salience, mood alteration, tolerance,
withdrawal, conflict, and relapse (Andreassen et al., 2017; Monacis
et al., 2017; Zarate et al., 2023). The items (e.g., “How often during the
last year have you felt an urge to use social media more and more?”) are
evaluated on a scale ranging from 1 (very rarely) to 5 (very often). The
possible total score ranged from 6 to 30, and the scale showed good
internal consistency (o = 0.88, Finland, ® = 0.86, France; ® = 0.87, Germany,
® = 0.88, Ireland, ® = 0.86, Italy, ® = 0.89, poland)-

Involvement in social media identity bubbles was measured with
the Identity Bubble Reinforcement Scale (IBRS-9; Kaakinen et al., 2020).
The validated scale comprises nine items and includes three subscales
that reflect the composition of online identity bubbles: social identifi-
cation, homophily, and information bias (Kaakinen et al., 2020). The
IBRS-9 assesses individuals' experiences and behaviors related to their
interactions on social media and online networks (e.g., “In social media,
I prefer interacting with people who are like me”). The participants
responded on a scale from 1 (does not describe me at all) to 7 (describes me
completely). The possible total score ranged from 9 to 63, and the scale
showed excellent internal consistency (@ = 0.91  ginland, ® = 0.93, France,
o = 0.93, Germany, ® = 0.93, rreland, ® = 0.93, Italy, ® = 0.95, Poland)-

Institutional trust was measured with 6 items measuring trust in
societal institutions. Participants were asked, “How much do you trust
the following?” Items concerned the police, judicial system, media,
universities, defense forces, and parliament. Similar questions have been
widely utilized in former studies measuring institutional trust in Euro-
pean context (e.g., Gronlund & Setala, 2012; Sgnderskov & Dinesen,
2016). Response options ranged from 1 (I do not trust at all) to 7 (I trust
completely). The possible total score ranged from 6 to 42, and the scale
showed good internal consistency (@ = 0.88 finland, ® = 0.88 France, ® =
0.89, Germany, ® = 0.89, Ireland, ® = 0.88, Italy, ® = 0.82, Poland)-

2 < ”

2.1.3. Statistical analyses
We conducted all analyses with Stata 17. We report descriptive
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statistics of study variables (see Table 1). We conducted main analyses
with logistic regression that enables to investigate predictors and
potentially confounding factors in dark web use as a binary outcome
(users vs. non-users). We report regression coefficients (B) and their
standard errors (SE), odds ratios (OR) and p values for statistical sig-
nificances. Tables also report pseudo-coefficients of determination
(Cragg-Uhler's pseudo-R?) for each model. We detected no issues with
multicollinearity.

2.2. Results

Descriptive analysis showed that nearly 10 % of participants in all
countries had accessed the dark web using networks such as TOR. The
sample from Ireland had the lowest percentage of dark web users (9.08
%), and the sample from Germany the highest (15.89 %).

Tables 2 and 3 report logistic regression analyses conducted in six
countries. Higher psychological distress (H1) was associated with dark
web use only in Ireland (B = 0.08, p = 0.006). In all countries, users of
the dark web reported lower closeness to family and friends (p < 0.05 in
every sample) (H2). Excessive social media use (H3) and involvement in
social media identity bubbles (H4) were associated with a higher like-
lihood of using the dark web in all countries. Higher institutional trust
(H5) was negatively associated with dark web use in Finland (B =
—0.04, p = 0.004). Therefore, these individuals were less likely to use
dark web sites. In contrast, institutional trust had a positive relationship
with dark web use in the French (B = 0.03, p = 0.015) and Polish (B =
0.03, p = 0.005) samples. More trusting people were also more likely to
use the dark web.

Regarding sociodemographic factors, males were more likely to be
users of the dark web in all countries (p < 0.001). Dark web use was also
more common among younger adults (<30-years of age) in Finland (B =
1.19, p<0.001), France (B = 0.55, p = 0.006), Poland (B = 0.57,p =
0.002), and Italy (B = 0.40, p = 0.051). Having a bachelor's degree or
higher was more common among dark web users in all countries, but in
Italy, the result was not statistically significant (p = 0.083). In Finland
(B=0.79,p<0.001), Italy (B = 0.43, p = 0.017), and Poland (B = 0.39,
p = 0.030), dark web use was more common among those who were
working.

3. Study 2: longitudinal investigation
3.1. Methods

3.1.1. Participants

For Study 2, we used the five-wave Gambling in the Digital Age survey
data. This survey uses a sample of 18- to 75-year-old Finnish speakers in
mainland Finland (N = 1530, Myge = 46.67, 49.41 % male). We collected
the data at five points at 6-month intervals: April 2021 (T1), Octo-
ber-November 2021 (T2, n = 1198, response rate 78.30 %), April-May
2022 (T3, n = 1095, response rate 71.57 % out of T1), October-No-
vember 2022 (T4, n = 1004, response rate 65.62 % out of T1), and
April-May 2023 (T5, n = 934, response rate 61.05 % of T1). The par-
ticipants were from all areas of mainland Finland. Of the participants,
35.29 % were from the Helsinki-Uusimaa region, 21.50 % from Southern
Finland, 24.84 % from Western Finland, and 18.37 % from Northern and
Eastern Finland. Based on nonresponse analyses, there are no major
deviations in gender, geographical area, income, education, marital
status, or occupational status (Oksanen et al., 2022). However, those
who responded to all five surveys are, on average, slightly older (51.22
% vs. 46.67 %).

As in Study 1, we followed a preregistered data quality protocol
(Oksanen et al., 2021) to guarantee the quality of data after each data
collection phase. The academic ethics committee of the Tampere Region
reviewed the study protocol in March 2021. Participation was volun-
tary, and participants gave their consent for their participation. We
informed the participants about the aims of the study. We conducted the
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Table 1
Descriptive statistics of Study 1 variables.
Finland France Germany Ireland Italy Poland
Categorical variables Range % % % % % %
Anonymous web 0/1 9.21 12.30 15.89 9.08 14.58 15.13
Male 0/1 49.71 47.66 49.77 48.56 48.95 48.53
Under 30 years of age 0/1 19.73 16.78 12.88 11.51 14.90 17.48
BA degree 0/1 26.80 36.64 29.43 50.72 38.69 54.47
Works 0/1 54.25 56.12 60.82 64.66 56.93 65.82
High income 0/1 8.57 5.64 11.58 16.73 2.75 3.98
Continuous variables Range M (SD) M (SD) M (SD) M (SD) M (SD) M (SD)
Psychological distress 5-30 14.87 (2.41) 14.94 (4.94) 13.38 (4.84) 13.21 (4.79) 14.83 (4.83) 14.67 (4.58)
Closeness to family and friends 9-63 47.89 (11.78) 43.11 (11.64) 46.84 (12.07) 47.36 (11.65) 45.67 (11.70) 44,55 (11.95)
Excessive social media use 6-30 11.10 (4.99) 10.77 (5.01) 10.79 (4.96) 11.46 (5.12) 11.46 (4.91) 11.66 (5.34)
Social media identity bubbles 9-63 33.61 (11.72) 30.94 (13.36) 31.57 (13.36) 31.31 (13.34) 34.51 (12.65) 32.02 (13.60)
Institutional trust 6-42 29.55 (6.60) 23.45 (7.73) 24.67 (7.83) 25.29 (7.38) 23.85 (7.65) 20.37 (6.72)
Table 2
Logistic regression models on using anonymous web among Finnish, French, and German participants.
Finland France Germany
B SE (B) OR p B SE (B) OR p B SE (B) OR p
Male 1.60 0.23 4.96 <0.001 0.87 0.18 2.38 <0.001 1.25 0.17 3.48 <0.001
Under 30 years of age 1.19 0.22 3.29 <0.001 0.55 0.20 1.74 0.006 0.18 0.21 1.19 0.397
BA degree 0.48 0.21 1.62 0.023 0.61 0.18 1.83 0.001 0.64 0.16 1.90 <0.001
Works 0.79 0.21 2.21 <0.001 0.24 0.19 1.27 0.205 0.22 0.17 1.24 0.199
High income 0.40 0.32 1.49 0.212 0.02 0.34 1.02 0.949 —0.02 0.23 0.98 0.914
Psychological distress 0.07 0.04 1.07 0.060 0.01 0.02 1.01 0.710 0.02 0.02 1.02 0.321
Closeness to family and friends —0.02 0.01 0.98 0.005 —0.02 0.01 0.98 0.016 —0.02 0.01 0.98 0.002
Excessive social media use 0.07 0.02 1.07 0.002 0.12 0.02 1.12 <0.001 0.06 0.02 1.06 0.001
Social media identity bubbles 0.02 0.01 1.02 0.035 0.03 0.01 1.03 0.001 0.02 0.01 1.02 0.001
Institutional trust —0.04 0.01 0.96 0.004 0.03 0.01 1.03 0.015 —0.01 0.01 0.99 0.321
Model n 1526 1501 1474
Model pseudo-R2 0.224 0.250 0.167
Table 3
Logistic regression models on using anonymous web among Irish, Italian, and Polish participants.
Ireland Italy Poland
B SE (B) OR p B SE (B) OR P B SE (B) OR P
Male 1.71 0.27 5.54 <0.001 0.92 0.17 2.52 <0.001 0.93 0.16 2.54 <0.001
Under 30 years of age 0.56 0.31 1.75 0.073 0.40 0.20 1.49 0.051 0.57 0.18 1.76 0.002
BA degree 0.58 0.25 1.78 0.021 0.28 0.16 1.33 0.083 0.33 0.16 1.39 0.040
Works 0.05 0.26 1.06 0.835 0.43 0.18 1.54 0.017 0.39 0.18 1.47 0.030
High income -0.11 0.32 0.89 0.718 0.82 0.39 2.26 0.035 0.03 0.36 1.03 0.942
Psychological distress 0.08 0.03 1.08 0.006 0.01 0.02 1.01 0.710 0.01 0.02 1.01 0.457
Closeness to family and friends —0.03 0.01 0.97 0.017 —0.02 0.01 0.98 0.021 —0.02 0.01 0.98 0.031
Excessive social media use 0.09 0.02 1.09 <0.001 0.13 0.02 1.14 <0.001 0.08 0.02 1.08 <0.001
Social media identity bubbles 0.03 0.01 1.03 0.005 0.03 0.01 1.03 <0.001 0.03 0.01 1.03 <0.001
Institutional trust 0.01 0.02 1.01 0.418 0.01 0.01 1.01 0.372 0.03 0.01 1.04 0.005
Model n 1099 1516 1514
Model pseudo-R2 0.230 0.228 0.188

study in accordance with the European Union's General Data Protection
Regulation.

3.1.2. Measures

Anonymous web. We asked about using the anonymous web (i.e.,
the dark web) with a question concerning how often participants used
the anonymous web (e.g., TOR). The measure was similar to that in
Study 1. Response options were never, less than once a month, monthly,
weekly, once a day, and many times a day. We created a dummy variable
for use of the dark web (0 = no, 1 = yes).

Psychological distress was measured with the Mental Health In-
ventory (MHI-5; (Berwick et al., 1991; Cuijpers et al., 2009)), as in Study
1. The MHI-5 showed good internal consistency in all time points (@ =

0.89, 11, ® = 0.88 12, ® = 0.87, 13, ® = 0.88 14 ® = 0.89, 15) and has
shown good psychometric properties also in other studies in Finland
(Elovanio et al., 2020).

Closeness to family and friends was measured with 9 items from
the Social and Emotional Loneliness Scale for Adults (DiTommaso et al.,
2004; DiTommaso & Spinner, 1993), as in Study 1. It showed good in-
ternal consistency across the timepoints (o0 = 0.87 11, ® = 0.85 12, ® =
0.86’ T3, ® = 0.88’ T4, ® = 0.88, T5)~

Excessive internet use was measured employing the Compulsive
Internet Use scale (Meerkerk et al., 2009). This scale consists of 14 items
designed to gauge aspects of compulsive or addictive behavior in the
context of internet use. They encompass issues such as a loss of control,
preoccupation, and withdrawal symptoms (Meerkerk et al.,, 2009).



A. Sirola et al.

Respondents rated their responses on a 5-point scale, ranging from
0 (never) to 4 (very often), with higher scores indicating a higher degree
of compulsive internet usage. The possible total score ranged from O to
56 (0 to 53 in the data), and the scale showed excellent internal con-
sistency (0 = 0.95 11, ® = 0.95 12, ® = 0.95 13, ® = 0.95 14 ® = 0.95
T5)-

Excessive gambling was measured with the nine-item Problem
Gambling Severity Index (PGSI) that is a validated and widely utilized
scale assessing various aspects of problematic gambling and its negative
effects in non-clinical settings (Currie et al., 2010; Ferris & Wynne,
2001; Holtgraves, 2009). The original version of the PGSI measure asked
about gambling behavior and related harms over a 12-month period. In
our study, we collected data every six months, so we adjusted the
questions to inquire about gambling and its consequences over the past
six months (e.g., “Thinking about the last six months, have you bet more
than you could really afford to lose?”). The participants responded on a
four-point scale: 0 (never), 1 (sometimes), 2 (most of the time), and 3
(almost always). Higher scores indicate a greater likelihood of experi-
encing gambling problems. The possible total score ranged from 0 to 27,
and the scale showed excellent internal consistency (o = 0.95 11, ® =
0.94, T2, O = 0.94, T3, ® = 0.94) T4, ® = 0.94, T5)~

Involvement in social media identity bubbles was measured
using the IBRS-9 (Kaakinen et al., 2020), as in Study 1. The possible total
score ranged from 9 to 63, and the scale showed excellent internal
consistency in the sample (o = 0.90, 11, ® = 0.91 12, ® = 0.91 3, © =
0.91, T4, ® = 0.92} T5)~

Big-Five personality traits were measured with the 15-item Big
Five Inventory for personality that is a psychometrically valid and reli-
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a cutoff of gross monthly income of 5000 euros or more per month for
high income (0 = no, 1 = high monthly income).

3.1.3. Statistical analyses

We conducted all analyses with Stata 17. We report descriptive sta-
tistics of study variables (see Table 4). We conducted the main analyses
using multilevel random-effects logistic regression that allowed us to
examine the predictors of dark web use while accounting for the lon-
gitudinal nested data structure. We report regression coefficients (B) and
their standard errors (SE), Z values for effect size, and p values for sta-
tistical significance. We ran multilevel fixed effects regression models
additionally, but insignificance of the effects referred to a random-
effects approach. The detected effects are mostly between persons and
not within persons. We detected no issues with multicollinearity.

3.2. Results

The descriptive results (Table 4) showed that the proportions of
participants using the dark web (e.g. TOR) varied from 5.28 % to 7.88 %
during the 2021-2023 follow-up period. Overall, 11.25 % of the par-
ticipants had used the dark web during 2021-2023 at least once.

Table 5 reports the results of our multilevel random-effects logistic
regression model. The model included 1095 individuals and 5027

Table 5
Random-effects logistic regression model on using anonymous web among
Finnish participants in 2021-2023.

able short measure for capturing different aspects of personality (Hahn B SE (B) Z p
et al., 2012). The inventory consists of a series of statements and ques- Male 1.81 0.47 3.81 <0.001
tions related to the five fundamental dimensions of personality: open- Under 30 years of age 1.86 0.49 3.80 <0.001
ness, agreeableness, conscientiousness, extroversion, and neuroticism. BA degree 072 042 —1.69 0.090
All i . . Works 0.71 0.35 2.04 0.041
items had responses on a scale from 1 to 7, leading to five scales High income 058 0.65 0.90 0.370
ranging from 3 to 21. Respondents rated themselves on the scale to Psychological distress 0.02 0.04 0.57 0.570
indicate the extent to which each statement or question reflects their Closeness to family and friends 0.01 0.01 0.67 0.503
personality. A higher score on a subscale indicates stronger agreement Excessive internet use 0.04 0.02 2.23 0.025
with the statements reflecting a given personality trait. Internal con- Excessive gambling 0.19 0.04 4.34 <0.001
ist £ the trait ied £ table ( i — 0.70: Social media identity bubbles 0.03 0.02 2.00 0.046
sis enFy 9 e traits varied from acceptable (openness: a = 0.70; BF: openness 0.21 0.06 3.48 <0.001
conscientiousness a = 0.60; agreeableness: @ = 0.55; neuroticism: a = BF: conscientiousness ~0.20 0.07 _2.71 0.007
0.78) to good (extroversion: a = 0.85). BF: extraversion -0.23 0.05 —4.28 <0.001
Sociodemographic variables included a dummy variable for male BE: agreeableness —0.22 0.07 -3.10 0.002
BF: neuroticism —0.16 0.06 —2.58 0.010
gender (0 = female or other, 1 = male), age under 30 years (0 =no, 1 = Model 1 1095
yes), having at least a bachelor's degree (0 = no, 1 = yes), occupational Model observations (T1-T5) 5027
status (0 = not working, 1 = working), and having high income. We used
Table 4
Descriptive statistics of Study 2 variables.
Categorical variables Range T1, % T2, % T3, % T4, % T5, %
Anonymous web 0/1 7.88 5.28 6.23 6.06 5.78
Male 0/1 49.98 - - - -
Under 30 years of age 0/1 21.37 - - - -
BA degree 0/1 40.23 - - - -
Works 0/1 51.81 50.08 51.64 49.61 55.98
High income 0/1 7.96 7.35 7.66 8.19 8.48
Continuous variables Range T1, M (SD) T2, M (SD) T3, M (SD) T4, M (SD) T5, M (SD) Within-person differences, SD
Psychological distress 5-30 12.56 (4.74) 12.33 (4.49) 12.59 (4.53) 12.39 (4.42) 12.33 (4.63) 1.94
Closeness to family and friends 9-63 48.13 (11.82) 47.74 (11.80) 47.48 (11.69) 47.93 (11.91) 48.09 (11.82) 11.83
Excessive internet use 0-53 9.09 (9.91) 8.76 (9.88) 8.74 (9.94) 8.38 (9.36) 9.02 (10.11) 9.54
Excessive gambling 0-27 1.29 (3.49) 1.17 (3.20) 1.26 (3.50) 1.07 (2.98) 1.11 (3.10) 3.12
Social media identity bubbles 9-63 30.56 (11.07) 30.55 (11.33) 30.55 (11.18) 30.41 (11.16) 31.01 (11.35) 11.24
BF: openness 3-21 - - 13.83 (3.49) - - -
BF: conscientiousness 3-21 - - 14.01 (3.10) - - -
BF: extraversion 3-21 - - 13.24 (4.27) - - -
BF: agreeableness 3-21 - - 14.18 (3.02) - - -
BF: neuroticism 3-21 11.99 (3.99)
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observations from 2021 to 2023. Excessive internet use (B = 0.04, p =
0.025) (H3), excessive gambling (B = 0.19, p < 0.001) (H6), and
involvement in social media identity bubbles (B = 0.03, p = 0.046) (H4)
had small but significant associations with using the dark web over time,
supporting our hypotheses.

Regarding the role of personality in dark web use (RQ1), all per-
sonality traits had significant associations with using the dark web.
Openness had a positive association with dark web use (B = 0.21, p <
0.001), with individuals higher in this trait being more likely to use it
than others. Conscientiousness (B = —0.20, p = 0.007), extraversion (B
= —0.23, p < 0.001), agreeableness (B = —0.22, p = 0.002), and
neuroticism (B = —0.16, p = 0.010) were negatively related to dark web
use, these individuals being less likely to use such sites. Of the socio-
demographic factors, male gender and being under 30 years of age were
strongly associated with dark web use (B =1.81, p < 0.001; B =1.86, p
< 0.001, respectively).

4. Discussion

The aim of this study was to examine dark web use and associated
factors, namely problematic online behaviors, psychosocial risk factors,
personality traits, and institutional trust, utilizing cross-national and
longitudinal data. This was among the first studies to investigate dark
web users' characteristics, focusing on European context. The proportion
of dark web users was relatively low in our studied countries, Germany
ranking highest (15.89 %) and Ireland the lowest (9.08 %). Most of the
hypotheses were supported, but we found some cross-country
differences.

According to the results of Studies 1 and 2, various forms of prob-
lematic online behaviors, such as excessive social media use and
compulsive Internet use, were associated with dark web use. These re-
sults support our hypothesis (H3) and indicate that dark web users are
likely to be excessive online users who are engaged in other problematic
online behaviors as well. These findings were similar across European
countries and align with prior research showing that dark web use and
public social media use overlaps (Demant et al., 2019; Kwon & Shao,
2021; Sirola et al., 2022). Additionally, involvement in online identity
bubbles was associated with the dark web use in Studies 1 and 2.
Therefore, dark web users are likely to identify strongly with like-
minded communities and rely on shared information in these online
networks.

Institutional trust was negatively associated with dark web use in
Finland, which provides partial support for our hypothesis (H5) and
aligns with prior cross-country research (Sirola et al., 2022). Therefore,
Finnish dark web users are likely to have suspicious beliefs about in-
stitutions, and the dark web might provide an attractive alternative to
seek information and content that fits one's belief system. In Poland and
France, higher institutional trust was associated with the dark web use,
and trust did not play a role among Irish, German, or Italian dark web
users. These cross-national differences might reflect the wider societal
and cultural context of the studied countries, but also underlying mo-
tives in dark web use. For example, Finnish dark web users are highly
represented in drug marketplaces (Demant et al., 2019; Nurmi et al.,
2017) and members of such communities often express distrust towards
authorities (Bilgrei, 2018). Also, data used in this research were
collected in the aftermath of the COVID-19 pandemic which might be
reflected in the results. European countries differed widely regarding
their societal response to the pandemic and consequent mortality rates
(Oksanen et al., 2020). Individuals who experienced distrust towards
official institutions might have perceived dark web platforms more
reliable sources of information because they are not regulated by insti-
tutional interests (Sirola et al., 2022). However, some people who trust
institutions may still wish to access restricted information that is not
readily available on traditional channels, especially if trust in in-
stitutions is more based on heuristic credibility (i.e., implicit cues of
authority such as visual symbols like the nation's flag; Neal et al., 2016).

Personality and Individual Differences 227 (2024) 112709

Regarding psychosocial risk factors, poor social relationships with
family and friends were associated with the dark web use across the
studied European countries, which supports our hypothesis (H2) and the
literature on the role of loneliness in problematic online behaviors
(O'Day & Heimberg, 2021; Sirola et al., 2019). To fulfill the basic psy-
chological need to belong (Baumeister & Leary, 1995; Ryan & Deci,
2017), lonely individuals might utilize dark web communities to seek
social support and validation for their interests and identities, especially
if these interests deviate from the cultural or social norm (Gehl, 2016;
Kloess & van der Bruggen, 2023; Maddox et al., 2016; Weimann, 2016).
Psychological distress predicted dark web use only in Ireland, but in the
other countries, the effect remained nonsignificant. Even though psy-
chological distress is often accompanied by excessive online behaviors
(Chen et al., 2020; Marino et al., 2018; McNicol & Thorsteinsson, 2017),
our findings do not fully support this idea in relation to dark web use and
therefore do not confirm our first hypothesis (H1) other than in terms of
the Irish sample. This finding indicates that Irish dark web users may
have risky behavioral patterns such as mood modification, high invest-
ment, and addictive tendencies that are known risk factors for prob-
lematic Internet use and related distress (Brailovskaia et al., 2020; Keles
et al., 2020; Marino et al., 2018).

The results of Study 2, based on Finnish participants, mostly aligned
with the results of Study 1, providing longitudinal evidence on under-
lying factors associated with the dark web use and expanding the focus
on problem gambling and personality traits. Excessive Internet use,
involvement in online identity bubbles, and problem gambling were
associated with the dark web use, as hypothesized (H3, H4, H6). The
association between excessive gambling and dark web use has been
found in prior research as well (Sirola et al., 2022), suggesting that dark
web users have co-occurring problem behaviors. The dark web provides
illegal gambling sites mainly operated by bitcoin (Choi et al., 2020), but
users might also utilize other online gambling platforms. Contrary to the
results of Study 1, the results of Study 2 did not provide longitudinal
evidence of the role of poor social relationships predicting dark web use
among Finnish individuals.

The results regarding the big-five personality traits among Finnish
respondents (Study 2) showed that openness to experiences was posi-
tively associated with the dark web use, which is plausible given that
this trait has been associated with problematic online behaviors (Dalvi-
Esfahani et al., 2019). Open individuals have also been found to engage
more in divergent thinking, which is characterized by creativity and
exploring multiple perspectives (Kackenmester et al., 2019), also
involving unconventional and unique ideas that may diverge from reg-
ular thoughts or norms (Acar & Runco, 2019), which align with our
results regarding openness. Extraversion, agreeableness, neuroticism,
and conscientiousness had negative associations with dark web use.
Although low neuroticism is often perceived as a protective factor
against problematic online behaviors (Van de Weijer & Leukfeldt, 2017),
our findings do not support this idea in relation to dark web use.

Regarding sociodemographic factors, male gender was consistently
associated with dark web use, supporting prior research (Sirola et al.,
2022). Younger adults (under 30) were more likely users of the dark web
in all countries but Germany and Ireland. Italy stood out from the other
countries regarding the role of education and income level because it
was the only country where high education (at least bachelor's degree)
was not associated with dark web use and high income was associated
with dark web use. Higher education's role in dark web use across five of
the examined six countries is noteworthy. Accessing the dark web can be
challenging, and higher education, especially in fields such as computer
science, information technology, and cybersecurity, might contribute to
a better understanding of the technical aspects involved, thus attracting
individuals with at least a bachelor's degree. Regarding participants'
occupation, working status was associated with dark web use in Finland,
Italy, and Poland.

To sum up, our cross-national and longitudinal research provided
robust evidence of co-occurring excessive online behaviors and male



A. Sirola et al.

gender as risk factors for dark web use across studied European coun-
tries. However, our findings also indicate that dark web users are not a
homogenous group but rather have diverse characteristics in terms of
individual, psychosocial, and behavioral inclinations. Our findings
support and contribute to a scarce body of literature regarding charac-
teristics of dark web users (Sirola et al., 2022). Found cross-country
differences can reflect underlying motives of dark web use in various
countries and regimes (Petrosyan, 2022b), opening new research ave-
nues for more detailed investigation.

4.1. Theoretical and practical implications

Our study has contributed to the ongoing discussion of problematic
online behaviors and related risks, such as online identity bubbles
(Kaakinen et al., 2020; Keipi et al., 2017), expanding the focus from
public social media to the dark web. Even though social psychological
mechanisms of online communities are likely similar, the unregulated
and anonymous nature of the dark web makes these communities and
identity bubbles riskier than public social media. The dark web provides
an attractive alternative to form online communities around marginal-
ized or deviant interests that would be prohibited in public social media
(Burki, 2020). Moreover, such interests may not experience under-
standing and validation in offline relationships, and loneliness often
motivates people to seek such social resources from the online realm
(O'Day & Heimberg, 2021; Sirola et al., 2019). In the dark web, like-
minded online communities provide social support, validation, and
normalization for deviant interests and identities (Gehl, 2016; Kloess &
van der Bruggen, 2023; Maddox et al., 2016; Weimann, 2016). High
anonymity further facilitates such group processes (Lieberman &
Schroeder, 2020) that might manifest in consequent risks, such as online
identity bubbles. This, in turn, can reinforce potentially harmful beliefs
or behaviors. Studying the dark web as part of online social behavior
offers an important and unique viewpoint on human interaction, societal
norms, community formation, and shaping behavior in encrypted online
spaces.

The study also has practical implications regarding the use of various
online platforms and associated risks. In the digital era of information
abundance and flourishing false information, it is crucial to understand
what kinds of online sources are utilized and relied on. In online envi-
ronments, false information is likely to spread more quickly and gain
more visibility compared to verified information, affecting public well-
being and safety (Vosoughi et al., 2018; Wang et al., 2019). Even though
most public social media users never end up using the dark web, our
findings provide evidence that the use of the dark web and public social
media overlap among active online users (Demant et al., 2019; Kwon &
Shao, 2021; Sirola et al., 2022). These users might spread content and
unreliable information, such as conspiracy beliefs from the dark web to
public social media platforms, thus gaining visibility and audience.
Accordingly, users who are banned from social media platforms for
spreading misinformation or illegal content might migrate to the dark
web to continue such activity (Jardine, 2019). Understanding the social
psychological mechanisms, such as the need to seek social belonging and
validation from like-minded networks, can help explain why some users
end up entering risky online environments, such as the dark web.

4.2. Limitations and future research
We must acknowledge some limitations. We did not ask about the

motives or reasons for dark web use. This study focused on risks asso-
ciated with use of the dark web, but some users utilize the anonymous
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web for high online privacy and freedom of speech. We also did not
investigate the frequency of dark web use or whether such use is more
active or passive. Some users might use dark web platforms out of cu-
riosity but not actively participate in these communities. Researchers
should explore dark web users' underlying motives and specific plat-
forms used, such as drug markets, online gambling sites, and platforms
that share alternative and conspiracy views, such as anti-vaccine con-
tent. Also, it would be important to study whether and to what extent the
use of various platforms located in the dark web overlaps and how
actively users utilize these platforms. Even though this study included
cross-national data, all the countries were European. It would be
important to study country-specific dark web use and underlying mo-
tives in more detail, as well as to explore and compare dark web use in
culturally diverse contexts, such as politically repressive countries. More
detailed studies are needed to understand how risks of the dark web
manifest among users and how underlying motives shape online
behavior and consequent risks.

4.3. Conclusion

The dark web attracts technologically advanced and active online
users who have psychosocial issues, such as problematic Internet use
habits, poor close relationships, and gambling problems. Males are more
likely users than women, and some personality traits, such as openness
to experiences, are common among dark web users. The risks of the dark
web are different from those of other social media platforms due to wide
availability of illicit and deviant content as well as unreliable and un-
regulated information. In dark web communities, users can find social
belonging and validation for their marginalized interests, which can
lead to formation of harmful online identity bubbles. Online group
processes facilitated by high anonymity are likely to reinforce risks
encountered in dark web communities.
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Appendix A. Zero-order correlation coefficients of the Study 1 variables

Finland 1 2 3 4 5 6 7 8 9 10 11
1. Anonymous Web 1.00

2. Male 0.18 1.00

3. Under 30 years of age 0.18 —0.03 1.00

4. BA degree 0.05 0.02 —0.06 1.00

5. Works 0.07 0.07 -0.15 0.08 1.00

6. High income 0.02 0.15 -0.13 0.18 0.11 1.00

7. Psychological distress 0.09 —0.09 0.20 —0.01 —0.04 —0.06 1.00

8. Closeness to family and friends —0.10 —0.07 —0.05 0.01 0.11 0.07 0.06 1.00

9. Excessive social media use 0.13 —0.18 0.35 0.00 —0.04 —-0.10 0.28 —0.02 1.00

10. Social media identity bubbles 0.07 —-0.20 0.21 0.01 —0.04 -0.10 0.17 0.13 0.48 1.00

11. Institutional trust -0.11 —0.10 —0.06 0.14 —0.01 0.06 —0.04 0.30 0.00 0.16 1.00
France 1 2 3 4 5 6 7 8 9 10 11
1. Anonymous Web 1.00

2. Male 0.14 1.00

3. Under 30 years of age 0.17 0.02 1.00

4. BA degree 0.13 0.02 0.07 1.00

5. Works 0.06 0.06 —0.11 0.17 1.00

6. High income 0.03 0.03 —0.06 0.21 0.09 1.00

7. Psychological distress 0.07 —-0.16 0.13 —0.02 0.00 —0.06 1.00

8. Closeness to family and friends 0.00 —0.01 0.02 0.13 0.12 0.10 —0.25 1.00

9. Excessive social media use 0.33 0.02 0.29 0.10 0.07 0.01 0.28 0.07 1.00

10. Social media identity bubbles 0.24 —-0.01 0.18 0.09 0.06 0.04 0.08 0.17 0.53 1.00

11. Institutional trust 0.12 0.04 —0.01 0.11 0.04 0.08 —0.16 0.23 0.13 0.23 1.00
Germany 1 2 3 4 5 6 7 8 9 10 11
1. Anonymous Web 1.00

2. Male 0.21 1.00

3. Under 30 years of age 0.07 0.01 1.00

4. BA degree 0.14 0.08 0.01 1.00

5. Works 0.05 0.03 -0.12 0.20 1.00

6. High income 0.04 0.16 —-0.08 0.25 0.17 1.00

7. Psychological distress 0.08 —0.08 0.15 —0.05 —0.10 —0.14 1.00

8. Closeness to family and friends —0.09 —0.08 —0.05 0.12 0.15 0.10 —0.30 1.00

9. Excessive social media use 0.17 —0.05 0.24 0.10 0.04 0.00 0.33 0.00 1.00

10. Social media identity bubbles 0.14 —-0.02 0.12 0.10 0.00 0.01 0.09 0.08 0.48 1.00

11. Institutional trust 0.01 0.07 —0.02 0.16 0.03 0.11 —0.18 0.22 0.04 0.16 1.00
Ireland 1 2 3 4 5 6 7 8 9 10 11
1. Anonymous Web 1.00

2. Male 0.17 1.00

3. Under 30 years of age 0.08 -0.11 1.00

4. BA degree 0.07 0.00 —0.06 1.00

5. Works 0.06 0.10 —0.01 0.25 1.00

6. High income 0.01 0.17 -0.13 0.21 0.14 1.00

7. Psychological distress 0.15 —0.10 0.22 —0.05 0.05 —-0.16 1.00

8. Closeness to family and friends —0.10 —0.02 —0.07 0.06 0.07 0.07 —0.35 1.00

9. Excessive social media use 0.21 —0.13 0.25 0.08 0.10 -0.11 0.36 —0.06 1.00

10. Social media identity bubbles 0.16 —0.05 0.13 0.07 0.07 —0.04 0.13 0.06 0.48 1.00

11. Institutional trust —0.02 0.00 -0.14 0.12 —0.02 0.14 —-0.29 0.31 —-0.03 0.09 1.00
Ttaly 1 2 3 4 5 6 7 8 9 10 11
1. Anonymous Web 1.00

2. Male 0.14 1.00

3. Under 30 years of age 0.12 0.03 1.00

4. BA degree 0.07 0.00 0.05 1.00

5. Works 0.09 0.17 —0.17 0.20 1.00

6. High income 0.08 0.04 —0.01 0.13 0.07 1.00

7. Psychological distress 0.09 -0.13 0.17 0.00 —-0.01 —0.02 1.00

8. Closeness to family and friends —0.04 0.00 —0.08 0.06 0.07 0.03 -0.37 1.00

9. Excessive social media use 0.30 —0.04 0.24 0.04 0.04 —0.01 0.31 —0.07 1.00

(continued on next page)
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(continued)
Italy 1 2 3 4 5 6 7 8 9 10 11
10. Social media identity bubbles 0.21 —0.01 0.17 0.00 0.04 0.05 0.05 0.19 0.47 1.00
11. Institutional trust 0.05 0.03 -0.10 0.03 0.02 0.03 —0.24 0.34 0.06 0.29 1.00
Poland 1 2 3 4 5 6 7 8 9 10 11
1. Anonymous Web 1.00
2. Male 0.15 1.00
3. Under 30 years of age 0.14 0.00 1.00
4. BA degree 0.04 0.05 -0.11 1.00
5. Works 0.09 0.14 —0.01 0.16 1.00
6. High income 0.03 0.07 —0.01 0.11 0.10 1.00
7. Psychological distress 0.10 —0.05 0.21 —0.07 0.05 0.01 1.00
8. Closeness to family and friends —0.04 —0.06 —0.03 0.06 0.05 —0.01 —0.35 1.00
9. Excessive social media use 0.25 —0.03 0.30 —0.04 0.07 —0.02 0.35 —0.08 1.00
10. Social media identity bubbles 0.20 —0.03 0.13 —0.02 0.03 0.02 0.10 0.15 0.46 1.00
11. Institutional trust 0.10 —0.05 —0.06 0.10 0.01 0.01 -0.13 0.22 0.09 0.27 1.00
Appendix B. Zero-order correlation coefficients of the Study 2 variables at T3
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
1. Anonymous Web 1.00
2. Male 0.10 1.00
3. Under 30 years of age —0.06 —0.42 1.00
4. BA degree 0.19 0.42 -0.13 1.00
5. Works 0.25 0.23 -0.14 0.37 1.00
6. High income 0.05 0.06 0.09 0.27 0.08 1.00
7. Psychological distress 0.12 -0.06 -0.02 —-0.12 0.06 -0.11 1.00
8. Closeness to family and friends 0.13 0.18 —0.04 0.34 0.06 0.16 —0.05 1.00
9. Excessive internet use -0.04 -0.07 0.04 -0.05 -0.09 0.02 0.05 —0.07 1.00
10. Excessive gambling 0.03 -0.03 0.15 0.08 0.04 0.06 0.05 0.04 0.14 1.00
11. Social media identity bubbles —0.03 —0.09 0.04 -0.07 -0.04 -0.03 0.15 -0.10 0.22 0.11 1.00
12. BF: openness 0.05 -0.02 0.10 0.06 0.01 0.13 -0.09 0.00 0.08 -0.06 —0.02 1.00
13. BF: conscientiousness -0.11 -0.36 029 -0.32 -0.11 0.00 -0.06 —-0.17 0.03 0.09 0.01 0.18 1.00
14. BF: extraversion -0.10 -0.31 0.27 -0.11 0.00 0.07 -0.11 -0.13 -0.01 0.01 0.03 0.27 0.29 1.00
15. BF: agreeableness —-0.06 -0.24 0.26 -0.07 -0.05 0.11 -0.15 -0.02 0.00 -0.02 -0.04 0.14 0.23 0.24 1.00
16. BF: neuroticism 0.00 0.60 -0.19 0.34 0.11 0.10 -0.22 0.19 -0.07 0.01 -0.12 -0.02 -0.26 -0.35 -0.19 1.00
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