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ABSTRACT
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Windows technical hardening against the most prevalent threats
Jyvéskyld: University of Jyvaskyld, 2023, 61 pp.

Cyber Security, Master’s Thesis

Supervisor(s): Hamaéldinen, Timo

This thesis identified the most essential hardening measures in Windows to com-
bat the current most prevalent threats. The goal was set to identify the tactics
used by the current most prevalent threats and to identify the suitable security
controls in Windows to answer these threats. The research questions were set to
“What are the tactics used by the current most prevalent threats?” and “What are
the most important security controls that should be hardened in Windows to be
protected against the most prevalent threats?”

The research method in this thesis is constructive, where the identified
problem is that organizations do not know on which Windows security features
to focus their resources. The outcome of the research is to figure out a list of the
most important security mechanisms in Windows that an organization should
focus on to be protected against the most prevalent threats. A widely known and
used framework MITRE ATT&CK Enterprise matrix was used for the research.
The framework contains the techniques used by known threat actors and tactics,
which are the categories for the techniques. MITRE ATT&CK was examined
closer in its own chapter.

Three current threat landscape reports were chosen for the analysis of tac-
tics used by the current most prevalent threats. The MITRE ATT&CK tactics were
identified from those reports. Six of the tactics, Initial Access, Execution, Creden-
tial Access, Lateral Movement, Command and Control, and Impact, were se-
lected for further analysis as they were referenced by all the reports. Windows
technical hardening was also examined in its own chapter to form an understand-
ing of the available Windows security features.

The six most used tactics most used by threat actors were examined closer
in the actual content chapter, where each technique within those tactics were ex-
amined. The attempt was to find suitable security features in Windows to miti-
gate each of the techniques. As an outcome, five security features were identified
that covered the largest number of MITRE ATT&CK techniques. They were Win-
dows Firewall, Windows Defender antivirus, application allowlisting using Ap-
pLocker or Windows Defender Application Control, access control and user
rights, and Attack Surface Reduction rules.

Keywords: most prevalent cyber threats, Windows, hardening, security features
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Windowsin tekninen koventaminen kaikkein yleisimpid uhkia vastaan
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Tutkielmassa selvitettiin tdrkeimpida Windowsin suojausmenetelmid kaikkein
yleisimpid kyberuhkia vastaan. Tavoitteena oli tunnistaa tdméan hetken tdarkeim-
mit ja yleisimmaét kyberuhat ja 16ytdd sopivat Windowsin tietoturvakontrollit
vastaamaan ndihin uhkiin. Tutkimuskysymyksiksi asetettiin “Mitd ovat taman
hetken yleisimmat kyberuhkien kayttamat taktiikat?” ja “Mitd ovat tarkeimmiit
tietoturvakontrollit Windowsissa yleisimpid uhkia vastaan suojautuessa?”.

Tutkimus toteutettiin konstruktiivisena tutkimuksena. Tutkimuksen on-
gelma on se, ettd organisaatiot eivit tiedd, mihin Windowsin suojausmekanis-
meihin tulisi keskittdd resurssit. Lopputuloksena konstruktiivisella tutkimuk-
sella on kehittdd lista suojausmekanismeista, joihin resurssit tulisi keskittdd suo-
jautuakseen yleisimmiltd kyberuhilta. Viitekehyksend tutkielmassa kaytettiin
laajalti kdytettyd ja tunnettua MITRE ATT&CK Enterprise matriisia, joka sisdltaa
kattavan listan kyberuhkatoimijoiden k&yttdmistd tekniikoista ja tekniikoiden
yldkategorioista eli taktiikoista. MITRE ATT&CK viitekehys kaytiin lapi syvalli-
semmin omassa teorialuvussaan.

Téamén hetken yleisempien uhkien analyysissd valittiin kolme tunnettua
viime aikoina laadittua raporttia timan hetken kyberuhkakuvista. Raporteista
pystyttiin tunnistamaan yleisimmin kdytetyt MITRE ATT&CK taktiikat, joista
yhteensd kuuteen kaikki raportit viittasivat: Initial Access, Execution, Credential
Access, Lateral Movement, Command and Control ja Impact. Nama kuusi valit-
tiin jatkoanalyysiin. Myds Windowsin tekninen tietoturva kaytiin ldpi omana lu-
kunaan, jonka perusteella pystyttiin valita sopivia tietoturvakontrolleja.

Kuutta yleisimmin kaytettya taktiikkaa kaytiin 1api tekniikoidensa puolesta
sisédltoluvussa. Jokaiselle tekniikalle pyrittiin 16ytdaméaan sopiva tietoturvakont-
rolli Windowsissa. Tutkimuksen lopputuloksena tarkeimmat tietoturvaominai-
suudet, jotka kattavat mahdollisimman monta tekniikkaa valituista taktiikoista,
ovat Windowsin palomuuri, Windows Defender virustorjunta, sovellusten suo-
rituksen rajoittaminen AppLocker tai Windows Defender Application Control -
ominaisuuksilla, kdyttooikeuksien rajaaminen ja Attack Surface Reduction -sdan-
nosto.

Asiasanat: yleisimmadt kyberuhat, Windows, koventaminen,
tietoturvaominaisuudet
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1 INTRODUCTION

Windows is a mature operating system that has evolved over the years since its
infancy in 1985. The latest iterations of the operating system, Windows 10, and
Windows 11 are very complex in nature. Consisting of countless features and
millions of lines of code, the operating system has a large potential attack surface
(Cusumano, 2006).

Cyber threat actors take advantage of the operating system’s attack surface.
They use many techniques to achieve their goals in the victim’s network. This
includes using a lot of the features and the vulnerable nature of the Windows
operating system (OS): its design philosophy is to be as compatible as possible to
ensure software designed for other versions of Windows work on it too (Joh,
2019). Mitre Corporation’s (2023a) Common Vulnerabilities and Exposures (CVE)
Glossary defines vulnerability as “a flaw in a software, firmware, hardware, or
service component resulting from a weakness that can be exploited, causing a
negative impact to the confidentiality, integrity, or availability of an impacted
component or components”. Confidentiality, integrity, and availability (CIA) is
a basic concept of information security (Samonas & Coss, 2014). Together those
three aspects form the CIA triad, a basis for information security.

To prevent negative impact to one of the components of CIA triad, it is es-
sential for an organization such as companies, banks or states to implement se-
curity controls and mechanisms on their Windows endpoints. The process has a
known term in the field of cyber security: hardening. Hardening as a term in this
context refers to changing the configuration of a system to be more secure. How-
ever, as many organizations do not have the resources to delve deep into Win-
dows hardening themselves, they may not implement the best protection against
the most common current threats in their efforts to secure their own network.

There are a lot of different threats and a lot of different options to consider
regarding the available Windows security mechanisms. This thesis aims to iden-
tify the most important mechanisms or hardening mechanisms that an organiza-
tion should focus on. To do such ranking, this thesis examines what are most
prevalent threats in the current threat landscape. After exploring the current
threats, the available Windows technical hardening measures are examined. The
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comparison of the two subjects, the most prevalent threats and the available Win-
dows security hardening measures, is made in the content chapter, where the
applicable security measures are identified. The goal is to create a list of the most
important security controls that an organization should focus on when securing
their Windows environment. Only investigating what are the most important
controls or settings to implement, an organization can put its efforts in protecting
itself at least from the most prevalent threats.

There is limited academic research available regarding what are the main
security controls of the Windows operating system that can or should be imple-
mented. Kim K. et al (2008) have written about a tool called PCChecker that per-
formed checks on the security configuration of Windows. The authors high-
lighted the importance of Windows security configuration in addition to patch-
ing, antivirus, and anti-spyware products. Oosthoek & Doerr (2019) also refer-
ence what MITRE ATT&CK techniques and trends are there in Windows mal-
ware. The research is focused only on malicious software running on the operat-
ing system and does not include other threats. There is also research about how
security configuration guides such as Microsoft Security Baseline can be auto-
matically applied (Stockle et al., 2021). Outside academic research, there are
books like "Mastering Windows Security and Hardening” written by Mark
Dunkerley and Matt Tumbarello in 2020. Some researchers have focused on hard-
ening specific features and measuring how the successfulness of an attack vector
is affected by the change (Durve & Bouridane, 2017). There are also many pub-
lished guides about how an organization should focus on improving their secu-
rity in general such as the ISO 27001 standard and NIST Special Publications like
SP800-53 (NIST, 2020). None of the explored research considers the protections
in Windows against the current, most common threats.

This research paper has been divided to seven different chapters. First, this
introductory chapter introduces the motivation and background for the subject,
the research questions and methods. The second chapter introduces the main
framework for this thesis: the MITRE ATT&CK. The third and the fourth chapter
present the theoretical background for this research: the most prevalent threats
and Windows hardening as a subject. Both subjects are studied so that the Win-
dows hardening methods could be mapped properly against the identified
threats in the current threat landscape. The fourth chapter includes the main con-
cept of this research paper: how the most prevalent threats can be mitigated with
Windows security features. The chapter uses the MITRE ATT&CK as a frame-
work to find out the most relevant hardening measures against the known tactics,
techniques, and procedures (TTPs) used by the identified most relevant threats.
After the main research chapter that includes the results as well, there is a chapter
for discussion. The chapter discusses the potential gravity of the findings and
introduces ideas that can be used for additional research on the matter. The con-
clusion chapter is the final chapter, which has a summary of this research.



1.1 Research questions

The main objective of this research is to identify the main security controls that
can be configured in the Windows operating system to combat the most preva-
lent threats. The importance of the security controls is determined by their rele-
vance in the current cyber security threat landscape. The research questions were
formed based on the main objective. First, the most current prevalent threats
against Windows are determined. Using the knowledge from the threats, the
most important security controls can be identified that can help in preventing
those threats. The research questions are as follows.

e What are the tactics used by the current most prevalent threats?

e What are the most important security controls that should be hardened in

Windows to be protected against the most prevalent threats?

1.2 Research methods and scoping

The research method for the thesis is constructive because this thesis aims to
solve a real-life problem by developing something new like a model or frame-
work. Kasanen et al. (1993) discuss that the method is often used in technical sci-
ences, mathematics, clinical medicine and originally in management accounting
research. Kasanen et al. (1993) divide the process of constructive research into the
following seven activities:

1. Find a relevant problem that has potential theoretical contribution.

2. Find if long term research collaboration is possible with the target or-
ganization.

3. Get a deep understanding of the research area both theoretically and
practically.

4. Innovate a solution and develop a construct that could also have theo-
retical contribution.

5. Implement a solution and test that it is valid.

6. Consider where the solution could be applied.

The first activity in constructive research is finding the relevant problem
(Kasanen et al., 1993). The problem in this thesis is that organizations do not
know what security mechanisms they should prioritize when they are in the pro-
cess of hardening Windows. The second activity, defined by Kasanen (1993), in
constructive research is the research made in this master’s thesis. The third activ-
ity, a deep understanding of the research area, is explored in chapters 2, 3 and 4.
In those chapters, both the theoretical background and the framework for the
study is being introduced. As the fourth activity, the solution to the problem is
being innovated by trying to identify the most important security mechanisms
against the most prevalent threats in the chapter 5. Activity five, implementing
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and testing are not part of this research, but activity six is because the application
of the solution is discussed in the discussion chapter of this research.

This thesis focuses on Windows, as it has a market share of about 70 % on
the desktop operating systems (StatCounter, 2023a). On Windows, the focus is
on the most relevant and used operating systems, Windows 10 and Windows 11.
They represent the majority of the market share of Windows operating systems:
they have a market share of about 95 % representation combined (73,46 % +
20,95 %) (StatCounter, 2023b).

The focus of the thesis is only on the use of Windows in the business as
home users” operating systems are limited in the configuration point of view due
to licensing. This is because Microsoft (2023a) publishes different versions of
Windows aimed for different purposes. For example, Windows 10 Home, which
is offered for consumers, does not have features such as Group Policy Manage-
ment or AppLocker that are offered in the business versions Pro, Education and
Enterprise. Windows Home version is missing many configuration options and
capabilities that are assumed to be available in this research (Microsoft, 2023a).

Second factor in limiting the scope to only business users is that home users’
threat landscape is relatively different compared to the business one (Xavier &
Pati, 2012). This thesis focuses only on native Windows operating system with its
built-in tools without the use of third-party tooling. With this limitation, the re-
search outcome can be applied without dependencies to a third-party software
such as an antivirus vendor. Only the local computer policies and protections are
part of the scope, not the entire Windows domain network. This thesis does not
include every single Windows hardening setting. Therefore, only the foundation
of Windows security and the main security features are included as opposed to
every single setting. An example of a single setting that is not included in the
research is selecting the specific encryption types that the computer uses to com-
municate to other computers.

The effectiveness of the identified security controls is not tested in this thesis.
The research is carried out by comparing different attack methods against a
known framework, MITRE ATT&CK. It was chosen as a framework for this thesis
to prioritize organization’s defenses against the tactics used by the most relevant
cyber threats as the framework is widely used in the cyber industry.

Sources for the literature review are collected from known libraries and re-
lated international journals such as IEEE Xplore and ACM Digital Library. To
search for related research, Google Scholar, and University of Jyvaskyld’s JYK-
DOK library are used. In addition, internet sources are searched using Google
Search. One of the most important sources of information has been Microsoft
documentation as it is the vendor of the Windows operating system.

Multiple different terms were used to search for previous research on the
matter. The terms that were use included “Windows technical hardening”, “Win-
dows security mechanisms”, “MITRE ATT&CK”, “MITRE ATT&CK technical
hardening Windows”, “the most [current/relevant/important] threats” and
“threat landscape reports”. In addition, similar search terms were used to delve
deeper into certain subjects.
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2 MITRE ATT&CK FRAMEWORK

To better understand cyber adversary behavior, a framework introduced by Mi-
tre Corporation (2022a) called MITRE ATT&CK was chosen to help with under-
standing and matching different adversary behavior and mitigations related to
the identified behavior. MITRE ATT&CK Framework is a widely used collection
of different tactics, techniques, and procedures (TTP) used by known threat ac-
tors. The framework was developed by Mitre Corporation in 2013 to represent
the different stages of a cyber-attack lifecycle used by known threat actors (Mitre
Corporation, 2022a).

Mitre Corporation (2023b), the developer behind MITRE ATT&CK, the in-
troduces itself as a non-profit organization that was founded originally by the
United States Air Force. Today, Mitre Corporation operates federally funded re-
search and development centers and has been involved in multiple important
globally recognized projects like the SATIN that aimed to develop a unified sys-
tem for managing the U.S. airspace.

MITRE ATT&CK has large knowledge base of different techniques. The
framework organizes the techniques into tactics (categories), that provide the
“why” as a context to a technique. The technique itself is “how” an actor tries to
achieve the objective (tactic). An example of a tactic category is “Execution”, and
an example of a technique is executing commands using PowerShell (technique
T1059). In addition to the organized approach, the ATT&CK framework provides
information about threat actors that have reportedly used the technique and in-
formation about mitigation and detection methods related to that technique.

Today MITRE ATT&CK is widely used in the information security industry
as the basis of categorizing alerts and identifying activity. The framework is an
alternative to the widely known Cyber Kill Chain that was developed by Lock-
heed Martin (Lockheed Martin, 2023). It is notable that another model, the Uni-
tied Kill Chain has been developed based on MITRE ATT&CK and Cyber Kill
Chain that extends the Cyber Kill Chain with the elements of MITRE ATT&CK
and aims to include the objectives of a thread actor as part of the model (Pols,
2017).
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Mitre Corporation (2022a) has published multiple different matrices of MI-
TRE ATT&CK. In this thesis, the MITRE ATT&CK Matrix for Enterprise is used.
In addition to the Enterprise matrix, other matrices are Cloud, Mobile and ICS.
In the Enterprise matrix, only the tactics and techniques relevant for Windows is
taken into consideration due to the nature of this thesis.

The latest version of the MITRE ATT&CK Framework published by Mitre
Corporation (2023c) is version 13. Compared to the previous versions, the version
13 brings numerous changes. Released April 25, 2023, it introduced revised ver-
sions of many of the techniques and updates to threat actors, malicious software,
and mitigations. The latest version consists of a total of 14 tactics, 196 techniques,
411 sub-techniques, 388 groups, 22 campaigns and 740 different pieces of soft-
ware (Mitre Corporation, 2023c).

Mitre Corporation’s (2022e) ATT&CK Enterprise Matrix consists of four-
teen tactics that work as a category for the action that a threat actor is aiming to
do. The techniques themselves refer to the actual technical action that the threat
actor is attempting to do. For example, “Execution” tactic has a technique T1059
“Command and Scripting Interpreter” which includes a sub-technique T1059.001
“PowerShell”. As an example, one could say related to an incident that a threat
actor attempted to execute some sort of malicious payload using PowerShell as
the Windows native command interpreter. All current fourteen tactics and their
explanations according to the MITRE Corporation have been described in Table
1.

Table 1 MITRE ATT&CK Framework’s all fourteen tactics with descriptions (Mitre Corpo-

ration, 2022b)

Name Description

Reconnaissance The adversary is trying to gather information they
can use to plan future operations.

Resource Development | The adversary is trying to establish resources they
can use to support operations.

Initial Access The adversary is trying to get into your network.

Execution The adversary is trying to run malicious code.

Persistence The adversary is trying to maintain their foothold.

Privilege Escalation The adversary is trying to gain higher-level permis-
sions.

Defense Evasion The adversary is trying to avoid being detected.

Credential Access The adversary is trying to steal account names and
passwords.

Discovery The adversary is trying to figure out your environ-
ment.

Lateral Movement The adversary is trying to move through your envi-
ronment.
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Collection

The adversary is trying to gather data of interest to
their goal.

Command and Control

The adversary is trying to communicate with com-
promised systems to control them.

Exfiltration

The adversary is trying to steal data.

Impact

The adversary is trying to manipulate, interrupt, or
destroy your systems and data.
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3 THE MOST PREVALENT THREATS

According to ENISA (2022), cybersecurity actors can be divided into four differ-
ently motivated groups: state-sponsored actors, cybercrime actors, hacker-for-
hire actors and hacktivists. As the interest of all the groups change, so do the
trends in the current threat landscape. The threats that were relevant five to ten
years ago, may not be relevant anymore.

Threat landscape reports are used to understand the most current threats.
Threat landscape reports are an organization’s view on the past year’s observed
threats. There many both public and private organizations that release the threat
landscape reports. The reports often also predict what is to come soon.

Three reports are chosen for further inspection. The threat landscape re-
ports from different organizations have similar analysis of the current cyber
threats, which is why it wouldn’t be too beneficial to go through all of them. This
research will include the results from reports made by the European Union
Agency for Cybersecurity (ENISA), Cisco Systems Incorporated and Red Canary.

The European Union Agency for Cybersecurity, ENISA (2022) releases a re-
port called ENISA Threat Landscape (ETL). The 2022 version of the report iden-
tifies top threats, current trends, threat actors and the attack techniques that they
used. In addition, the report includes motivation and impact analysis. The latest
ENISA (2022) annual threat landscape report released in November 2022 lists the
following eight items as the top current threats.

Ransomware

Malware

Social Engineering threats

Threats against data

Threats against availability: denial of service
Threats against availability: internet threats
Disinformation - misinformation
Supply-chain attacks

PN L=
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In addition to the general list, the report also includes a summary of the
tactics used categorized by MITRE ATT&CK framework. The tactics are listed in
table 2 with the number of techniques that were found related to those respective
tactics. The attachment 1 includes the original ENISA threat landscape reports
observations of the relevant Windows techniques.

Table 2 The tactics mentioned in the ENISA (2022) threat landscape report.

Tactic Count
Initial Access 16
Execution 5
Persistence 5
Privilege Escalation 3
Defense Evasion 13
Credential Access 2
Discovery 12
Lateral Movement 2
Collection 11
Command and Control |6
Exfiltration 9
Impact 16

Cisco Systems Incorporated (2021) lists the most common security threats
in its own threat landscape report called “Cyber security threat trends”. Accord-
ing to Cisco (2021), the most current threats are cryptocurrency mining, phishing,
trojans and ransomware. Other threats include droppers, botnet, adware, RAT
(Remote Access Trojan), APT (Advanced Persistent Threat), browser hijacking,
spam, information stealing, exploit kits, loaders, potentially unwanted applica-
tions, scareware and malvertising (malicious advertising) (Cisco Systems Incor-
porated, 2021).

Unfortunately, Cisco Systems Incorporated report does not include a sum-
mary of the identified MITRE ATT&CK tactics or techniques. However, based on
the nature of the techniques used in the threats, the relevant MITRE ATT&CK
tactics can be identified. The first identified tactic, Initial Access, is needed to get
the first initial foothold through phishing or using vulnerabilities. Then, Cisco
(2021) report mentioned different executables like droppers that are closely con-
nected to Execution. To conduct information stealing or to deploy ransomware,
stealing credentials is a technique that is related to those threats. It belongs in the
Credential Access tactic. The Lateral Movement, Exfiltration and Impact tactics
are present in those threats as well. In addition, Command and Control is an im-
portant tactic in threats such as botnet and RAT. The identified tactics are pre-
sented in table 3.

Table 3 The tactics that were identified in Cisco’s (2021) threat report.

Tactic
Initial Access
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Execution
Credential Access
Lateral Movement
Command and Control
Exfiltration
Impact

Red Canary Incorporated (2023) has published their recent Threat Detection
Report in 2023. It shows that the current most prevalent cyber threats include
ransomware, different initial access vectors, command and control (C2) frame-
works, email threats, information stealers, identity attacks and adversary emula-
tion and testing. The report also manages to name the most prevalent MITRE
ATT&CK techniques according to their data. The techniques are displayed in ta-
ble 4. In addition to the ones listed in the table, Red Canary names multiple ad-
ditional observed techniques from Defense Evasion, Lateral Movement and Cre-
dential Access tactics. Impact and Initial Access are also identified because they
are closely related to the different initial access vectors and ransomware (Red
Canary, 2023).

Table 4 Red Canary (2023) report’s most prevalent techniques and tactics

Rank | Technique Tactic
1 T1059.003 Windows Command Shell Execution
2 T1059.001 PowerShell Execution
3 T1047 Windows Management Instrumenta- | Execution

tion
4 T1028 Obfuscated Files or Information Defense Evasion
5 T1218.011 Rundll32 Defense Evasion
6 T1105 Ingress Tool Transfer Command and Control
7 11055 Process Injection Defense Evasion
8 11569.002 Service Execution Execution
9 T1036.003 Rename System Utilities Defense Evasion
10 11003.001 LSASS Memory Credential Access

A lot of similarities are found in the threat reports. All of them list ransom-
ware, execution of malicious software and phishing threats. Lateral Movement,
Command and Control and some sort of Impact were present in the reports at
least in the form of ransomware. Most of the techniques presented in all three
reports are focused on the cyber adversary gaining the first foothold on the target
(Initial Access) and running malicious payloads (Execution). The MITRE
ATT&CK tactics mentioned in the threat reports can be seen in Figure 1.
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Figure 1 The MITRE ATT&CK tactics found in the three threat reports.

As seen in the figure 1, all the reports mentioned some of the tactics. Those
tactics can be identified as the most important tactics for this research. In sum-
mary, the tactics in the following list are found to be the most prevalent ones
based on the three chosen threat reports.

- Initial Access

- Execution

- Credential Access

- Lateral Movement

- Command and Control
- Impact
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4 WINDOWS TECHNICAL HARDENING MEASURES

The many hardening measures of the Windows operating system have evolved
as the product has matured (Berghel, 2017). The latest iteration of the operating
system, Windows 10 and Windows 11 have advanced security with many differ-
ent features. Despite the fact Windows security has been developed to be secure
by default in recent years (Lipner & Howard, 2023), the operating system still
needs configuration to make it more secure to use. There are a lot of methods for
configuring Windows, including but not limited to Group Policy, Intune, registry,
scripts and other command-line tools. However, the way of configuring is not in
the scope of this research.

The following chapter introduces the foundation of security in Windows,
its modern security model, how it was developed to be secure in the first place
and how important aspect high privileges are in the operating system. The next
two chapters explain how the security has advanced in both latest versions of the
operating system, Windows 10 and Windows 11. Then, security baselines, the
security configuration templates provided by multiple vendors are introduced in
their own chapter. Finally, the various security features and capabilities of Win-
dows are explored in the many different security levels of the operating system.

Windows operating system’s security mechanisms have been divided into
the following categories for this research. There is limited categorization availa-
ble for the features. The chosen categorization model has been used by Microsoft
in their documentation (Microsoft, 2023b).

- Hardware security

- Authentication and access control
- Operating system security

- Malware protection

- Application security
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4.1 Windows security foundation

Ramasamy et al. (2019) present that Windows security, like other types of secu-
rity, works in layers. For the operating system and the applications on top of it to
be secure, the more down-level layers are to be secured as well. Everything starts
from the hardware level, where technologies such as UEFI Secure Boot make the
boot process secure, and BitLocker ensures that the integrity of the operating sys-
tem has not been compromised. Only then, when the hardware and the bootup
process can be trusted, the operating system will be initialized. The kernel and
the core operating system functions have their own security features that base
the foundation for the next layer, the application layer.

According to Weston (2019), the Xbox is also based on Windows nowadays.
Newest Xbox implements many of the advanced security features of Windows
by default, but it differs from its security model as Xbox does not need to protect
itself only against external threats, but physically from the user itself also to pre-
vent installing modifications. A lot of the same features that are available as hard-
ening measures on Windows are enabled on the Xbox and therefore used by mil-
lions of users, proving that the security measures can work in a larger scale (Wes-
ton, 2019).

41.1 Zero trust, the modern Windows security model

The modern Windows security model is based on the principle of zero trust. The
modern security model is designed for the cloud era, where the traditional net-

work boundaries do not apply anymore. Zero trust as a concept is defined in
NIST (2020) SP 800-207 as follows.

Zero trust (ZT) is the term for an evolving set of cybersecurity paradigms that move
defenses from static, network-based perimeters to focus on users, assets, and resources.
A zero trust architecture (ZTA) uses zero trust principles to plan industrial and enter-
prise infrastructure and workflows. Zero trust assumes there is no implicit trust
granted to assets or user accounts based solely on their physical or network location
(i-e., local area networks versus the internet) or based on asset ownership (enterprise
or personally owned). (NIST, 2020)

NIST (2020) states that the “Zero trust focuses on protecting resources (as-
sets, services, workflows, network accounts, etc.), not network segments, as the
network location is no longer seen as the prime component to the security pos-
ture of the resource.” To enable such advanced protection, the security capabili-
ties of Microsoft’s (2022e) Zero trust model are enabled through cloud technolo-
gies. Microsoft Cloud allows the use of technologies such as Azure AD Condi-
tional Access and device health attestation capabilities using telemetry. The te-
lemetry in a working Zero trust attestation is collected both from the operating
system and its security capabilities such as Defender for Endpoint EDR. Mi-
crosoft (2022e) Zero trust principles consist of the following three principles.
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- Assume breach
- Use least-privileged access
- Verify explicitly

Due to its nature, the security capabilities of Zero trust architecture are re-
sponsive. There are security settings to set in Windows to activate the capabilities
but the actual analysis and response to the gathered telemetry is done in Mi-
crosoft’s Azure AD (Microsoft, 2022c).

4.1.2 Windows development security

An important aspect of Windows security is how it was built and developed.
According to Microsoft’s (2022c) own statement, they are committed to building
highly secure-by-design software and addressing security compliance require-
ments. To consider security in many levels of the development process, Microsoft
has developed a well-known framework, the Microsoft Security Development
Lifecycle (SDL) (Lipner & Howard, 2023).

Lipner & Howard (2023) discuss how the Security Development Lifecycle
was developed because of the Windows security push that happened in 2002 at
Microsoft as the corporation dedicated a team to fix and design the security of
Windows as a whole. It has been named the Trustworthy Computing initiative.
The SDL is an approach that aims to embed security to the product in all the main
stages of its lifecycle. It relies on three core concepts: education, continuous pro-
cess improvement and accountability. The use of the SDL has been a mandatory
internal policy at Microsoft since 2004. Nowadays the latest version of SDL is 5.2
which was released in 2012 (Microsoft, 2023h).

In addition to Microsoft, many other companies use the SDL framework in
their own software development processes (Geer, 2010). Despite of SDL, Win-
dows is still vulnerable in its default configuration. Research have found out that
the most recent version of Windows 10 is vulnerable to unauthorized exploitation
by third parties (Softi¢ & Vejzovi¢, 2022).

4.1.3 Securing privileged access

Microsoft (1993) has established long time ago in their Windows NT 3.1 User’s
Guide that running Windows as administrator is not considered to be secure.
Despite this, the privileged accounts are misused (Motiee et al., 2010). Securing
privileged access is a concept from Microsoft (2023e) related to securing privi-
leged account rights, like administrator level access, properly. It was developed
to guide organizations to secure their privileged accounts especially in domain
environments. Today, the concept of Securing privileged access has developed
to “Enterprise access model” which should be adopted by following “Rapid
Modernization Plan” or “RaMP”. The protection of privileges is closely related
to securing the identity of the user and are also a key part of Zero trust concept
(Microsoft, 2023e).
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Securing privileged access introduces concepts such as Privileged access ac-
counts and Privileged access devices. Privileged access accounts are accounts
that usually have higher privileges in the target environment, such as Domain
Admin or other administrator privileges. These accounts, with high privileges in
the network, should be well protected, as depicted by the Microsoft guidance
(Microsoft, 2023e).

4.2 Windows 10 security

Microsoft (20231) explains that Windows 10 was released originally in 2015. It
improved the security over the years with its many updates. The operating sys-
tem originally received a major update twice a year but that has been reduced to
once a year. The operating system has received 14 major updates after its release
in 2015 and the latest stable update, named 22H2, was released in October 2022
(Microsoft, 2023]).

Microsoft (2023m) introduced one of the main security features of modern
Windows, the virtualization-based security (VBS), with Windows 10. It includes
multiple technologies: for example, protection for the sensitive kernel areas of the
operating system’s memory and Credential Guard. Using Credential Guard
meant that the sensitive parts of the operating system like the LSASS process are
launched in their own container on top of Hyper-V hypervisor. Local Security
Authority Subsystem (LSASS) process is the component in Windows which
stores the secrets such as the user’s password. There is no memory access from
user mode to the sensitive data when using Credential Guard. Instead, the data
is accessible only through validated and supported protocols natively provided
by Windows API. The functionality of this feature can be seen in the Figure 2.
Using Credential Guard makes it substantially harder for an attacker to steal
user’s credentials from the Windows host operating system (Microsoft, 2023m).

High level operating system Virtualization-based security é

LSASS LSAlso

NTLM NTLM support Single sign-
— on
credentials
Kerberos support

o=} ‘[

Hypervisor

Figure 2 High-level overview how the LSASS process is protected by Credential Guard. (Mi-
crosoft, 2021a)
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Microsoft (2021d) states that Windows Defender evolved with Windows 10. It is
currently one of best endpoint security products with its EDR functionality De-
fender for Endpoint (Gartner, 2021). A lot of the Windows security features are
renamed Defender X, where the X presents the name of the feature such as Win-
dows Defender Application Control. Other Defender features include for exam-
ple Attack Surface Reduction, Network protection and Controller folder access.
(Microsoft, 2021d) Attack Surface Reduction rules for example, can block known
adversary behavior like executing child processes from Outlook email client (in
the case of phishing). In addition to advancements in Windows Defender and
virtualization-based security, Windows 10 introduced a new allowlisting solu-
tion Windows Defender Application Control and Windows Hello, a feature for
more secure biometric authentication.

4.3 Windows 11 security

Microsoft (2023n) released Windows 11 on 4th of October 2021. It shares many
similarities and most of the features of the Windows 10 and even shares the same
operating system version. The operating system has received one update after its
release named 22H2 in September 2022.

Microsoft (2023b) describes that the system requirements for Windows
changed with Windows 11. The new Windows requires UEFI firmware with Se-
cure Boot support, support for virtualization technologies and a TPM security
chip. TPM is found in most systems since 2017 according to Microsoft. With TPM,
the secrets of the operating system are stored more securely by using the hard-
ware. The other technologies like virtualization based technologies are required
to enable certain security settings.

According to Weston (2023), Windows 11 is designed to be more secure op-
erating system by-default. Out of the box, Windows 11 enforces use of hardware
security components, virtualization-based security, memory protections and
other security capabilities such as Secure Boot and BitLocker. This is for all the
versions of operating systems, including consumer versions of the OS. In addi-
tion, the new OS version introduces features such as support for TLS 1.3 and DNS
over HTTPS (DoH).

4.4 Security baselines

Moskowitz (2019) explains that hardening Windows could be a labor-intensive
operation. It often includes considering any specific needs of the target environ-
ment: a single approach does not cover them all. It might be impossible for a
single organization to make a specific Windows system secure. However, there
are general hardening guidance provided by many different organizations,
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including Microsoft themselves. These hardening instructions is often referred
to as security baselines, a concept first introduced by Parker (1981).

Security baseline is defined by NIST (2023) as “the minimum security con-
trols required for safeguarding an IT system based on its identified needs for
confidentiality, integrity and/or availability protection”. Parker (1981), defines
that the idea of a security baseline is to provide an adequate level of security
against common threats that could be applied for a wider audience, therefore
leaving behind the need for customizing the configuration for each target sys-
tem. Still, the security baselines often still need thorough testing to ensure that
they do not interfere with the business practices by breaking something (Mos-
kowitz, 2019). There are multiple different hardening guides available on the
public domain, including but not limited to the following.

- Microsoft Security Baselines

- (IS (Center for Internet Security)

- NIST/US Department of Defense/DISA STIG (Security Technical Im-
plementation Guides)

- ACSC (Australian Cyber Security Centre)

- NSA (US National Security Authority)

- NCSC (UK’s National Cyber Security Centre)

- OpenSCAP security policies

- FIRST Best Practice Guide Library

The security baselines provide baseline protection for the target system.
However, they may not properly answer to the threats encountered by the target
organization: for example, the security baseline might harden the network con-
figuration and privileges of the system but do not have any mitigations against
phishing which is the primary source of malware for an organization. Therefore,
the security baselines work great as a foundation, but still require testing and
customization to reach the target security state of a particular system.

4.5 Hardware security

According to Microsoft (2023h), the hardware security area relies on the security
tfeatures provided by hardware. The operating system then utilizes these features
with many features such as virtualization-based security, protecting sensitive
memory areas from potential threats. Hardware has a large role in the securing
the startup process of Windows. With technologies such as Secure Boot and
Trusted Boot, malware and corrupted components are prevented from loading
and BitLocker, the drive encryption feature of Windows, makes sure that the op-
erating system’s drives are not tampered with, ensuring their integrity.
Microsoft (2023h) has advocated for a concept that includes key technology
to ensure integrity of the operating system, the “Hardware root of trust” and a
concept closely related to that called “Secured-core PCs”. The Secured-core PCs
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incorporate the security features of Windows hardware root of trust by default.
The following list includes technologies that are part of the hardware root of trust
concept (Microsoft, 2023f).

- Trusted Platform Module (TPM) 2.0

- BitLocker Drive Encryption

- UEFI Secure Boot

- Drivers and Firmware Distributed through Windows Update
- Virtualization and HVCI Enabled

- Drivers and Apps HVCI-Ready

- Windows Hello

- DMA 1/0O Protection

- System Guard

- Modern Standby

Microsoft (2023t) states that the Trusted Platform Module holds the secrets as the
main cryptographic processor on the computer. It allows to store and handle
cryptographic keys, ensure the integrity of the hardware with its unique key and
helps securing the boot process (Microsoft, 20230; Perez et al., 2006). A new se-
curity processor, Microsoft Pluton, has been developed as a TPM working from
within the CPU chip (Microsoft, 2023n).

Microsoft (2022b) explains that the multiple different features complement
each other. System Guard and Secure Launch ensure that the system’s firmware
and hardware are trustworthy by validating the integrity of the system. Hyper-
visor-protected code integrity (HVCI) protects the system by running operating
system’s kernel memory integrity checks and by enforcing restrictions. To fully
work, the hardware must be certified to work with the feature and updated to
ensure their security and compatibility. Kernel Direct Memory Access (DMA)
protection restricts the access of external peripherals such as PCle devices to ker-
nel memory, preventing physical attacks. Finally, Modern Standby allows the de-
vice to enforce all the necessary security features while providing a performant
sleep mode (Microsoft, 2022a).

4.6 Authentication and access control

The category of authentication involves technologies related to making the user’s
authentication process secure. Microsoft (2022c) introduces the category as iden-
tity protection in their documentation. Weak passwords, password spraying, and
phishing are some of main attack vectors for a threat actor. Authentication also
includes other related areas such as strong password policies and the concept of
multi-factor authentication (MFA). Authentication category includes at least the
following security capabilities (Microsoft, 2022b).

- Windows Hello
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- Windows Defender Credential Guard and Windows Defender Remote
Credential Guard

- FIDO security keys for authentication

- Smart Cards

- Microsoft Authenticator

Haddad et al. (2023) explain that Windows Hello (or Windows Hello for Business)
is a biometric authentication framework that became part of the security products
in Windows 10. It allows user to use a biometric proof like fingerprint or face to
login to Windows. It vastly improves the security compared to passwords, which
are a huge issue still in 2020s.

As explored earlier in the Windows 10 chapter, the Credential Guard pro-
tects sensitive credentials in memory. Remote Credential Guard also protects cre-
dentials. It prevents sending them to the target computer when initiating a Re-
mote Desktop connection (Microsoft, 2023d).

FIDO security keys and smart cards are both used for providing multi-fac-
tor authentication. According to Lal et al. (2016), user provides something he has
by inserting the smart card or a security key to the computer. This works as the
first factor. Smart cards are commonly used with a PIN to unlock it. The PIN
works as the second factor, providing multi-factor authentication. (Lal et al., 2016)
Microsoft Authenticator is an application for iOS and Android that provides
multi-factor authentication and passwordless authentication (Microsoft, 2023k).

Microsoft (2023f) states that access control is the process of controlling ac-
cess to resources, such as files, folders, and network shares. Windows provides
several access control mechanisms, including file system permissions, user rights,
and group policy settings. Locally, in Windows, the main factors in access control
are the users, groups, and their permissions. Access Control is also closely related
to the concept of securing privileged access as well.

One of the main areas of access control is its relation to administrator or
other high privileges. It is one of the most important controls in Windows to run
it as a normal, non-privileged user, but very few actually do it or even know how
to implement proper user account control practices (Motiee et al., 2010). Running
Windows as administrator has been considered insecure and against the security
architecture of Windows since Windows NT 3.1: the user manual of NT 3.1 ex-
plains that the use of local admin rights undermines the built in security of the
operating system (Microsoft, 1993).

In authentication and access control, the general guidelines regarding user
security apply as well. For example, Ur et al. (2016) and Vu et al. (2007) explain
that the password of the user should be unique, complex, and long enough to be
secure. In addition, the user should not reuse passwords to prevent the risk of
reusing credentials.
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4.7 Operating system security

Operating system security includes the core features of the operating system and
the protections that are designed to make those features secure. The following
features are part of the operating system security (Microsoft, 2021b). The list does
not include features already discussed in other chapters.

- Virtualization-based security

- EMET, nowadays Exploit Guard
- Windows Update

- Microsoft Defender SmartScreen
- User Account Control

- Windows Defender Firewall

- IPsec

- Data protection

Microsoft (2022c) explains that Exploit Guard was introduced in Windows
10. It was a replacement for older Microsoft add-on for Windows 7 and 8 called
Enhanced Mitigation Experience Toolkit (EMET). Exploit Guard, like EMET,
changes the way how Windows handles low-level execution by applying differ-
ent protections to the system. The protections in Exploit Guard includes things
like Data Execution Prevention (DEP), Address Space Layout Randomization
(ASLR), Structured Exception Handling Overwrite Protection (SEHOP) and
many others. The protections prevent attackers from exploiting low-level vulner-
abilities and execution bypasses in Windows, like a buffer overflow vulnerability
(DeMott, 2015).

Wash et al. (2014) explain that Windows Update is considered a security
feature as well as it patches vulnerabilities from the system. It is one of the most
important parts of keeping a computer secure as it will protect the user from the
most common security exploits. The authors also mention that the majority of
systems are compromised using known vulnerabilities that have fixes available,
but they have not been applied, raising the importance of updating (Wash et al.,
2014).

Microsoft’s (2023q) Defender SmartScreen is a reputation check feature that
has been checking the reputation of a file or an application since Windows 8. In
its default setting, an administrator’s privileges are required to run a program
that does not have a good reputation. It is a very effective mechanism against
phishing threats.

Microsoft (2023v) has built protection of network resources from unauthor-
ized access and other network-based attacks to Windows. The main protection
feature is Windows Firewall (with Advanced Security) is the built-in firewall so-
lution in Windows. It is a stateful firewall solutions that both inspects and filters
all packets for IPv4 and IPv6 traffic. It also incorporates Internet Protocol Security
(IPsec) in its configuration. IPsec allows authentication of network traffic to safe-
guard sensitive data (Microsoft, 2023p).
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An important aspect of operating system security is data protection: the
protection of sensitive data stored on a system. Microsoft (2022a) has developed
security features such as BitLocker and Windows Information Protection in Win-
dows. BitLocker provides full-disk encryption and ensures the integrity of the
operating system. Windows Information Protection helps prevent data leakage
by classifying and encrypting important data.

4.8 Windows Defender and malware protection

Microsoft (2023)) states that Windows includes protection of the system from vi-
ruses, spyware, and other types of malicious software by having a built-in anti-
virus solution. The Windows Defender Antivirus provides real-time protection
against malware. There are many configurable features of the Defender Antivirus
(and Defender for Endpoint), including Anti tampering, Controlled Folder Ac-
cess, Network protection and Attack surface reduction rules. Anti tampering
monitors and prevents tampering with the antivirus product itself. Controlled
Folder Access limits access to the pre-defined locations to only trusted programs,
thus limiting the effectiveness of threats such as ransomware that tries to destroy
data widely on the computer. Network protection attempts to block known
threats by monitoring local network traffic from the host. Attack Surface Reduc-
tion blocks certain techniques commonly used by threat actors based on pre-de-
fined rules. There are 16 different rules available such as “Block Office apps from
creating child processes”. All the available rules present in Microsoft’s documen-
tation can be seen in table 5.

Table 5 Attack Surface Reduction rules

Rule name

Block abuse of exploited vulnerable signed drivers

Block Adobe Reader from creating child processes

Block all Office applications from creating child processes

Block credential stealing from the Windows local security authority subsystem
(Isass.exe)

Block executable content from email client and webmail

Block executable files from running unless they meet a prevalence, age, or
trusted list criterion

Block execution of potentially obfuscated scripts

Block JavaScript or VBScript from launching downloaded executable content
Block Office applications from creating executable content

Block Office applications from injecting code into other processes

Block Office communication application from creating child processes

Block persistence through WMI event subscription

Block process creations originating from PSExec and WMI commands

Block untrusted and unsigned processes that run from USB
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Block Win32 API calls from Office macros
Use advanced protection against ransomware

The antivirus product also has cloud-based capabilities such as automated
sandbox service, behavior monitoring, cloud-based protection, machine learning
and URL protection (Microsoft, 2023j). Microsoft Defender has performed com-
parably against other known antivirus products from third party evaluations
such at MITRE Engenuity ATT&CK Evaluations (Mitre Engenuity, 2022).

In addition to the antivirus, Microsoft (2023d) has included a built-in EDR
(endpoint detection and response) product to Windows which requires addi-
tional licensing to activate it. EDR records key events from Windows and pro-
cesses and sends them to the cloud and makes detections based on possible sus-
picious behavior or other activity. It also provides tools to respond to the threat
(Microsoft, 2023c).

4.9 Application security

Microsoft (2023j) explains that Application security is the security level where the
protections attempt to mitigate adversaries’ capability to affect applications. The
adversaries may attempt to run their own malicious code, compromising the con-
fidentiality or integrity of the data. The following features are introduced as part
of the application security category (Microsoft, 2023i).

- Windows Defender Application Control

- AppLocker

- Windows Defender Application Guard

- Windows Sandbox

- Email security

- Windows Defender SmartScreen

To prevent execution of malicious payloads, an allowlisting solutions is an
effective tool is to determine what can and what cannot run on the system. The
allowlisting term is used instead of the old term “whitelist” because the new term
is more neutral in nature and has been adopted by many major cyber security
organizations (NCSC, 2020). Microsoft (2023p) explains that Windows has had a
few iterations of these application allowlisting tools. First Software Restriction
Policies were introduced to Windows. After Windows 7 in 2008, AppLocker
emerged as a primary tool to be used for allowlisting. In Windows 10, Windows
Defender Application Control (WDAC) saw its infancy.

According to Durve & Bouridane (2017), Windows Defender Application
Control (WDAC), formerly known as Device Guard Code Integrity Policies, pro-
vides a more refined way to allowlist executables on a Windows system. WDAC
allows for a more granular approach to the configuration instead of AppLocker.
Today, AppLocker and Windows Defender Application Control are the most
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current versions of application allowlisting and still actively updated by Mi-
crosoft. Microsoft also made a change recently to AppLocker, allowing its use in
the Windows 10 Pro instead of only Enterprise (Moskowitz, 2019).

Microsoft (2023n) introduced virtualization-based features in Windows 10
such as Windows Sandbox, Edge Application Guard and Office 365 Application
Guard on the foundation of virtualization-based security. Application Guard is
based on Windows Sandbox. By sandboxing the application that is running, mal-
ware that has infected the application can be prevented from infecting the system
altogether. For example, if user opens a malicious attachment containing an Of-
fice file, the system will not be affected, and the application container sandbox
will be destroyed after user closes the program.

Microsoft (2023m) explains that email security is a feature in Windows, al-
lowing a user to sign or encrypt outgoing email messages using S/MIME (Se-
cure/Multipurporse Internet Mail Extensions). The feature provides the recipi-
ents a way to verify the integrity of the message and ensures the sender.
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5 HARDENING MEASURES AGAINST THE MOST
PREVALENT THREATS

As explored earlier in the most prevalent threats chapter, the most prevalent
threats include techniques in the MITRE ATT&CK Framework related to mainly
to the following tactics:

- Initial Access

- Execution

- Credential Access

- Lateral Movement

- Command and Control
- Impact

The tactics themselves are broad in scope. Only Windows techniques are taken
into consideration because of the nature of this thesis. The meaning of each tech-
nique is not fully explained in this chapter as they are well documented in the
MITRE ATT&CK Enterprise matrix (Mitre Corporation, 2022b). The reference
material for each technique in the following chapters is the Enterprise matrix,
including the definition of the tactic and possible prevention methods. Each tech-
nique in the identified tactics is compared against available Windows security
features from the prevention point of view to identify suitable ones.

The following chapters focus on the identified tactics and the techniques
found within those tactics. The chapters try to identify suitable security mecha-
nisms in the Windows operating system to mitigate the identified MITRE
ATT&CK tactics’ techniques. After the techniques and their suitable hardening
measures have been introduced, a summarizing chapter “Identifying the key
hardening measures” will follow where the most important hardening measures
are identified from the chapters.
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5.1 Initial Access

Mitre Corporation (2019d) explains that in Initial Access tactic category there are
techniques that are used to gain an initial foothold within a target network. In
total, there are nine different techniques in the Initial Access tactic category of
MITRE ATT&CK framework. In addition, there are 10 sub-techniques. The tech-
niques and the sub-techniques of Initial Access can be seen in table 6.

In Drive-by Compromise technique, an adversary tries to gain access to a
system by compromising a website that the victim is browsing to and typically
trying to exploit the victim’s browser (Mitre Corporation, 2019d). The focus on
protecting against malicious sites should be to restrict web-based content. That
can be achieved by utilizing Windows Defender antivirus, Attack Surface Reduc-
tion Rules, and exploit protection like Exploit Guard. Still, one should also try to
protect the browser from exploits by updating browser software and by running
the browser in a sandbox like Edge Sandbox in addition to the built-in browser
sandbox (Reis et al., 2009).

Mitre Corporation (2019d) defines Exploit Public-Facing Application tech-
nique as an adversary trying to exploit a published application like a web server
or a database service by taking advantage of a misconfiguration or vulnerability.
To mitigate such behavior, the gravity of trying to compromise such application
should be limited by implementing features such as Exploit Guard, Windows
Firewall, access control and application isolation. The application should be also
kept up to date and its vulnerabilities should be discovered by scanning it regu-
larly.

External Remote Services technique Mitre Corporation (2019d) defines as
an adversary taking an advantage of an external remote service such as VPN ser-
vice to get access to the target victim network. Unnecessary features like VPN
service, Windows Remote Management or RDP can be disabled or access to them
can be limited using network security means such as Windows Firewall.

In Hardware Additions, typically an adversary tries to connect a nefarious
device to gain access to the target system (Mitre Corporation, 2019d). To protect
against such attacks, Windows 10 and Windows 11 have implemented many
hardware and operating system memory protections including Device Guard
(with DMA protections) (Yao et al., 2017). Additionally, malicious hardware ad-
ditions can also be blocked by limiting installation of devices.

Mitre Corporation (2019d) divides phishing technique to three sub-tech-
niques: phishing via attachment, link, or a service. In phishing, the adversary
tries to lure the victim to do something malicious: typically to execute some sort
of payload on the system. To block phishing, antivirus solution such as Windows
Defender that can detect malicious executables or sites can be used. In addition,
Attack Surface Reduction rules block some of the used phishing vectors. To limit
the effectiveness of phishing, proper user rights assignment can be enforced to
limit the privileges of the victim and therefore, the attacker.
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According to Mitre Corporation (2019d), Replication Through Removable
Media means that an adversary may try to infect a system by introducing mal-
ware hosted on a removable media. They then use the Windows built-in feature
Autorun to execute the malicious payload on the system. In the recent versions
of Windows, attaching an USB drive does not automatically execute the specified
tile anymore (Anderson & Anderson, 2010). The technique is especially famous
from infecting Iran’s nuclear enriching centrifuges in 2010 (Chen & Abu-Nimeh,
2011; Langner, 2011). As a mitigation, an application allowlisting solution can
prevent running malicious or unwanted software, such as malware from an USB
drive.

Table 6 The techniques of the Initial Access tactic category

ID Name

T1189 Drive-by Compromise

T1190 Exploit Public-Facing Application

T1133 External Remote Services

T1200 Hardware Additions

11566 Phishing

T1566.001 Spearphishing Attachment

11566.002 Spearphishing Link

T11566.003 Spearphishing via Service

T1091 Replication Through Removable Media

T1195 Supply Chain Compromise

T1195.001 Compromise Software Dependencies and Devel-
opment Tools

11195.002 Compromise Software Supply Chain

T1195.003 Compromise Hardware Supply Chain

T1199 Trusted Relationship

11078 Valid Accounts

T1078.001 Default Accounts

11078.002 Domain Accounts

T1078.003 Local Accounts

T1078.004 Cloud Accounts

In addition to the explored techniques, there are the supply chain and rela-
tionship related techniques Supply Chain Compromise and Trusted Relationship
and their sub-techniques that are hard to combat by hardening Windows in tech-
nical manner. Rather, they are related to the trustworthy sourcing of the com-
puter software and hardware and to the co-operation between partners of the
organization. The techniques are closely related to the concept of Hardware root
of trust by Microsoft (2023f) that aims to ensure the integrity of the operating
system is not compromised by implementing multiple different security
measures that take advantage of the security features of the hardware. The con-
cept includes features such as UEFI Secure Boot, TPM, System Guard, BitLocker
and Device Guard (Microsoft, 2023f).
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In the Mitre Corporation’s (2019d) Valid Accounts technique, an adversary
uses an existing account to gain access to the target system. The technique has
four sub-techniques, Default Accounts, Domain Accounts, Local Accounts and
Cloud Accounts. In mitigation perspective, the authentication and access control
measures are the most relevant security mechanisms. Other security mechanisms
to combat the use of the technique include strong password policies, requiring
the use of multi-factor authentication and using stronger authentication mecha-
nisms that cannot be used if stolen such as FIDO security keys (Das et al., 2018).
Limiting the usefulness of the compromise account to the adversary is possible
by enforcing proper access control, including the concept of Securing privileged
access.

5.2 Execution

Mitre Corporation (2019¢) introduces 14 different techniques in the Execution
tactic category of MITRE ATT&CK framework. In addition, there are 22 sub-tech-
niques. The techniques belonging to Execution tactic can be seen in table 7. The
techniques T1651, T1059.002, T1059.004, T1059.008, T1059.009, T1609, T1610,
T1559.003, T1053.003, T1053.006, T1053.007, T1648 and T1569.001 are not re-
viewed in this chapter because they do not concern the Windows operating sys-
tem.

Mitre Corporation (2019¢c) defines Command and Scripting Interpreter tech-
nique, with its five relevant sub-techniques, a way for adversaries to execute
commands, binaries, or scripts. In Windows, the main two command shells are
the Windows Command Shell (cmd.exe) and PowerShell. Windows has multiple
features to mitigate the use of malicious scripts or running arbitrary commands,
with the main feature being application allowlisting like AppLocker or WDAC.
Based on its configuration, it blocks unwanted software from executing. Also by
deploying AppLocker or WDAC, Microsoft (2017) states that PowerShell is auto-
matically put into Constrained Language Mode. In that mode, many of the fea-
tures of PowerShell are disabled and only the core features are available. In this
mode, for example downloading and importing malicious payloads into memory
are not possible.

In Exploitation for Client Execution technique, a cyber adversary attempts
to exploit vulnerability in the software of a client application to execute their own
code (Mitre Corporation, 2019c). Application allowlisting can prevent execution
of adversary’s own code. Exploit Guard can limit the success rate of such behav-
ior and known malicious payloads can be blocked with an antivirus like Win-
dows Defender. Also, keeping the software up to date is an important measure
to mitigate this technique, unless a zero-day vulnerability is used, where a fix
isn’t available (Bilge & Dumitras, 2012).

Mitre Corporation (2019¢c) explains that Inter-Process Communication is
both name of the technique and a feature in Windows that is used to communi-
cate between processes, for example to share data. The functionality can be used
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by an adversary to execute arbitrary commands. The technique includes two rel-
evant sub-techniques for Windows: Component Object Model (COM) and Dy-
namic Data Exchange (DDE). There are Attack Surface Reduction rules that can
prevent the technique and sandboxing Office application, where the functionality
is used, can prevent such behavior. An antivirus with its behavior monitoring
could also prevent the execution.

Native API is explained by Mitre Corporation (2019c¢) as a way for an ad-
versary to interact with the operating system’s application programming inter-
face (API) directly. For example, an adversary can load malicious payloads into
memory of a process or create new ones. To block malicious use of Native API,
Attack Surface Reduction rule can be used, or the execution can be prevented by
using an application control solution like WDAC or AppLocker.

Scheduled Task or a Job technique can be used to schedule the execution of
certain commands (Mitre Corporation, 2019c¢). The technique contains two sub-
techniques that are relevant for Windows OS. There are no obvious Windows
features that could block malicious use of this functionality.

Mitre Corporation (2019c) explains that an adversary can run malicious
payloads by loading dynamic link libraries (DLL). The technique to do this is
called Shared Modules. An application whitelisting solution like AppLocker or
WDAC can prevent malicious or unwanted payloads from executing.

Software Deployment Tools are tools that allow an administrator to deploy
or update software installed on a Windows PC (Mitre Corporation, 2019¢c). In a
typical enterprise network, Microsoft Configuration Manager (SCCM) is used
but there are also third-party options available. To mitigate the misuse of Soft-
ware Deployment Tools, an organization should focus on the access control of
that software. Also, a strict configuration of WDAC can prevent unwanted exe-
cutables from loading.

System Services are a feature in Windows operating systems that allow for
execution of tasks in the background (Mitre Corporation, 2019c). There is one
relevant sub-technique, Service Execution. There are no obvious Windows fea-
tures that could block malicious use of this system functionality.

Mitre Corporation’s (2019c) User Execution is a technique where the user
itself does some actions that lead to execution. Typically, this is related to phish-
ing, where the user is lured to do something. The technique has two relevant sub-
techniques for Windows: Malicious Link and Malicious File. Execution of mali-
cious files or links can be blocked or restricted by antivirus, application allowlist-
ing solution or Attack Surface Reduction rules. In addition, if malicious links di-
rect the user to a malicious site, Windows Firewall, SmartScreen or Defender’s
Network Protection can block it. If the links try to exploit the browser, (Edge)
Application Guard can be used to isolate the malicious attempt.

According to Microsoft (2023g), Windows Management Instrumentation is
a feature of Windows OS that allows user to execute arbitrary scripts, commands,
and payloads. There are Attack Surface Reduction rules to block malicious be-
havior. Execution of malicious WMI commands can be also limited with WDAC
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or AppLocker. The privileges given to the account that runs the commands and
the access control on the system also define what can be done with WML

Table 7 The techniques of the Execution tactic category

ID

Name

T1651

Cloud Administration Command

T1059

Command and Scripting Interpreter

T1059.001

PowerShell

11059.002

AppleScript

11059.003

Windows Command Shell

T1059.004

Unix Shell

T1059.005

Visual Basic

11059.006

Python

T1059.007

JavaScript

11059.008

Network Device CLI

11059.009

Cloud API

T1609

Container Administration Command

11610

Deploy Container

11203

Exploitation for Client Execution

11559

Inter-Process Communication

11559.001

Component Object Model

11559.002

Dynamic Data Exchange

11559.003

XPC Services

T1106

Native API

11053

Scheduled Task/Job

T1053.002

At

11053.003

Cron

11053.005

Scheduled Task

T1053.006

Systemd Timers

11053.007

Container Orchestration Job

11648

Serverless Execution

11129

Shared Modules

11072

Software Deployment Tools

11569

System Services

11569.001

Launchctl

11569.002

Service Execution

11204

User Execution

11204.001

Malicious Link

11204.002

Malicious File

T11204.003

Malicious Image

11047

Windows Management Instrumentation
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5.3 Credential Access

Mitre Corporation (2019b) introduces 17 different techniques in the Credential
Access tactic category of MITRE ATT&CK framework. There are also 46 sub-tech-
niques related to those techniques. One of the techniques, Steal Application Ac-
cess Token, is not relevant for Windows and will not be examined closer. All the
techniques of Credential Access category can be found in table 8.

Mitre Corporation (2019b) explains that Adversary-in-the-Middle is the
name of the technique and a situation, where adversaries try to intercept traffic
between two network devices. The techniques have 3 sub-techniques:
LLMNR/NBT-NS Poisoning and SMB Relay, ARP Cache Poisoning and DHCP
Spoofing. They all reference a protocol that can be used for the similar purpose:
to manipulate the traffic to route to the attacker. As the attack is happening on
the network, network protection features can prevent it. One can use Windows
Firewall, IPsec to encrypt and authenticate connections to prevent Adversary-in-
the-Middle scenarios.

Brute Force is a technique defined by Mitre Corporation (2019b) where an
adversary tries to gain access to something by guessing. For example, an attacker
can figure out a cleartext password by guessing systematically different combi-
nations of characters. Brute force can happen either against a service or “offline”
where the target is usually a stolen password hash. The technique has 4 sub-tech-
niques. By enforcing strong password policies, authentication, and access control,
brute force can be prevented. Also, in the case of online brute forcing, the system
should be secured with the necessary network protection mechanisms like Win-
dows Firewall or IPsec to prevent such behavior.

In Exploitation for Credential Access, an adversary tries to exploit some
software vulnerability to gain access to credentials (Mitre Corporation, 2019b).
To mitigate exploiting vulnerabilities, Exploit Protection and application isola-
tion or sandboxing can be used to prevent it. Also, running anything other than
approved software can be blocked using application allowlisting software like
AppLocker or WDAC. Keeping software up to date and protected from known
vulnerabilities by utilizing Windows Update or similar update mechanism can
also get rid of the vulnerabilities to prevent the use of this technique.

Forced Authentication is a technique often linked to phishing, where the
adversary attempts to lure the victim to authenticate to a service, capturing the
victim’s credentials (Mitre Corporation, 2019b). Strong password policies can
make these captured credentials hard to brute force and blocking the use of these
network services using Windows Firewall can prevent the connection to the ma-
licious service and thus preventing the technique.

Mitre Corporation (2019b) defines Forge Web Credentials technique as ad-
versaries attempting to forge credentials that could be used to access web-based
applications. It has two sub-techniques. As the technique is about forging, it hap-
pens on the adversary’s end and cannot be mitigated using technical measures in
Windows.
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Adversary may try to capture user provided input to obtain credentials: this
technique is called Input Capture (Mitre Corporation, 2019b). The technique has
4 sub-techniques: Keylogging, GUI Input capture, Web Portal Capture and Cre-
dential API Hooking. There are no apparent security mechanisms that could help
in preventing the use of this technique.

Modify Authentication Process is technique where the adversary modifies
the authentication mechanism to access credentials (Mitre Corporation, 2019b). It
has a total of 8 sub-techniques of which Password Filter DLL, Reversible Encryp-
tion, Multi-factor authentication and Network Provider DLL are relevant for a
local Windows installation. To prevent modifying authentication processes, the
integrity of the operating system can be ensured with tools such UEFI Secure
Boot and BitLocker. The loading of malicious software to the authentication pro-
cess can be prevented by using application whitelisting solution like AppLocker
or WDAC. Also, to prevent modifying the authentication provider LSASS, Cre-
dential Guard or LSA Protection can be used.

Mitre Corporation (2019b) introduces Multi-factor Authentication Intercep-
tion and Multi-factor Authentication Request Generation techniques that are
both related to each other as they both discuss about the use of multi-factor au-
thentication. The first one is about gaining access to credentials by intercepting
the input from multi-factor authentication provider such as smart card. The latter
is about sending multi-factor authentication request to the actual user to approve.
If sent enough times, the user might approve the login attempt. Both techniques
can be blocked by enforcing strong authentication measures such as FIDO secu-
rity keys or smart cards.

Network Sniffing is a technique used by adversaries to capture important
information from network traffic such as authentication information (Mitre Cor-
poration, 2019b). The technique is closely related to Adversary-in-the-Middle
technique. Due to their similarity, the same mitigations apply to this technique.
Reuse of the captured credentials can be mitigated by using multi-factor authen-
tication.

Mitre Corporation (2019b) explains that OS Credential Dumping is a tech-
nique that adversaries use to obtain sensitive materials such as account login in-
formation or credentials from the operating systems memory. The technique has
8 sub-techniques. Delpy & Le Toux (2014) have introduced a tool called Mimikatz
that is widely used for the OS Credential Dumping technique and its sub-tech-
niques. The tool is widely used in the industry and by several adversaries. To
block tools like Mimikatz, Microsoft has introduced Credential Guard and LSA
Protection that both aim to protect the credentials in memory so that programs
wouldn’t have direct access to it. Similar techniques that have the same protec-
tion methods are Unsecured Credentials and Credentials from Password Stores.
To prevent stealing sensitive information using techniques Steal or Forge Au-
thentication Certificates, Steal or Forge Kerberos Tickets or Steal Web Session
Cookie, encryption of secrets must be enforced. Forging the authentication mate-
rial is attacker controlled and cannot be mitigated using available security mech-
anisms in Windows.
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Table 8 The techniques of the Credential Access tactic category

ID

Name

11557

Adversary-in-the-Middle

T1557.002

LLMNR/NBT-NS Poisoning and SMB Relay

T1557.002

ARP Cache Poisoning

T1557.003

DHCP Spoofing

T1110

Brute Force

T1110.001

Password Guessing

T1110.002

Password Cracking

T1110.003

Password Spraying

T1110.004

Credential Stuffing

11555

Credentials from Password Stores

T1555.001

Keychain

11555.002

Securityd Memory

T1555.003

Credentials from Web Browsers

T1555.004

Windows Credential Manager

11555.005

Password Managers

11212

Exploitation for Credential Access

11187

Forced Authentication

T1606

Forge Web Credentials

11606.001

Web Cookies

11606.002

SAML Tokens

T1056

Input Capture

11056.001

Keylogging

T1056.002

GUI Input Capture

11056.003

Web Portal Capture

T1056.004

Credential API Hooking

T1556

Modify Authentication Process

11556.001

Domain Controller Authentication

11556.002

Password Filter DLL

11556.003

Pluggable Authentication Modules

11556.004

Network Device Authentication

11556.005

Reversible Encryption

11556.006

Multi-Factor Authentication

11556.007

Hybrid Identity

T1556.008

Network Provider DLL

T1111

Multi-Factor Authentication Interception

11621

Multi-Factor Authentication Request Generation

11040

Network Sniffing

11003

OS Credential Dumping

T1003.001

LSASS Memory

11003.002

Security Account Manager

T1003.003

NTDS
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11003.004

LSA Secrets

T1003.005

Cached Domain Credentials

11003.006

DCSync

T1003.007

Proc Filesystem

T1003.008

/etc/passwd and /etc/shadow

T1528

Steal Application Access Token

11649

Steal or Forge Authentication Certificates

T1558

Steal or Forge Kerberos Tickets

T1558.001

Golden Ticket

T1558.002

Silver Ticket

T1558.003

Kerberoasting

T1558.004

AS-REP Roasting

11539

Steal Web Session Cookie

11552

Unsecured Credentials

11552.001

Credentials In Files

11552.002

Credentials in Registry

T1552.003

Bash History

11552.004

Private Keys

T1552.005

Cloud Instance Metadata API

11552.006

Group Policy Preferences

T11552.007

Container API

T11552.008

Chat Messages

5.4 Lateral Movement

Mitre Corporation’s (2019e) Lateral Movement tactic contains 9 different tech-
niques. In addition, there are 13 sub-techniques for this category. All the tech-
niques are listed in table 9. For Windows, the SSH hijacking, SSH, Cloud Services,
Application Access Token and Web Session Cookie techniques are not relevant.
In addition, the Replication Through Removable Media and Software Deploy-
ment Tools techniques were already discussed in other tactic categories Initial
Access and Execution respectively. The same hardening measures identified for
them apply in this tactic as well.

Exploitation of Remote Services is a technique in which the adversary at-
tempts to exploit the available service like SMB or RDP (Mitre Corporation,
2019e). The technique is very similar to the Initial Access techniques Exploit Pub-
lic-Facing Application and External Remote Services. Therefore, the same miti-
gations mechanisms apply: Exploit protection through Exploit Guard, applica-
tion isolation or sandboxing, disabling unnecessary features, firewalling with
Windows Firewall, minimizing the impact of potential compromise with proper
access control and securing privileged access measures and finally, by updating
the service using Windows Update.
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Internal Spearphishing is the same technique as Phishing in Initial Access
category. The difference is that the activity is being conducted internally within
the same organization (Mitre Corporation, 2019e). Thus, the same security mech-
anisms apply as in Initial Access.

The adversary transfers their tools or files between different systems in a
technique called Lateral Tool Transfer (Mitre Corporation, 2019e). To prevent
such behavior, the network traffic can be filtered using Windows Firewall. Net-
work Protection features of Windows Defender can also spot known malicious
traffic.

Remote Service Session Hijacking and Remote Services are both related to
using an account to log in to a published service such as Remote Desktop Protocol
(RDP) (Mitre Corporation, 2019e). The technique can be blocked with Windows
Firewall by limiting the availability of remote services and multi-factor authenti-
cation like a smart card as it forces to validate the authenticity of the user.

Mitre Corporation (2019e) explains that an adversary can deliver malicious
payloads by modifying or adding content an existing shared storage location like
a network drive. The technique is called Taint Shared Content. The execution of
infected content can be prevented with application control solution like Ap-
pLocker or WDAC. Windows Defender antivirus can also prevent known mali-
cious executables. To prevent the malicious content being created in the first
place, proper access control must be in place.

Mitre Corporation (2019e) associates technique called Use Alternate Au-
thentication Material to the way how an adversary uses other authentication ma-
terial like Kerberos tickets, password hashes or web session cookies for the au-
thentication. The technique has four sub-techniques but only two of them, Pass
the Hash and Pass the Ticket, are relevant for Windows operating system. The
technique itself is related to authentication that is a feature. The usefulness of the
technique can be limited with access control and securing privileged access.

Table 9 The techniques of the Lateral Movement tactic category

ID
11210

Name
Exploitation of Remote Services

11534

Internal Spearphishing

11570

Lateral Tool Transfer

11563

Remote Service Session Hijacking

T11563.001

SSH Hijacking

11563.002

RDP Hijacking

11021

Remote Services

11021.001

Remote Desktop Protocol

T11021.002

SMB/Windows Admin Shares

11021.003

Distributed Component Object Model

11021.004

SSH

T1021.005

VNC

11021.006

Windows Remote Management
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T1021.007 | Cloud Services

T1091 Replication Through Removable Media
11072 Software Deployment Tools

T1080 Taint Shared Content

T1550 Use Alternate Authentication Material
T1550.001 | Application Access Token

T1550.002 | Pass the Hash

T1550.003 | Pass the Ticket

T1550.004 | Web Session Cookie

5.5 Command and Control

According to Mitre Corporation (2019a), “Command and Control consists of
techniques that adversaries may use to communicate with systems under their
control within a victim network. Adversaries commonly attempt to mimic nor-
mal, expected traffic to avoid detection.” In total, there are 16 different techniques
in the Command and Control tactic category of MITRE ATT&CK framework. In
addition, there are 23 sub-techniques in the tactic category. The techniques be-
longing to the tactic can be seen in table 10.

There are several security features that could help to combat the different
techniques of Command and Control. The main feature is antivirus like Windows
Defender antivirus. It can detect and prevent suspicious known connections in
techniques like Application Layer Protocol, where an adversary communicates
through known application controls such as HTTP.

Communication Through Removable Media is a very similar technique to
Replication Through Removable Media. Also, Ingress Tool Transfer is a very sim-
ilar technique to the Lateral Tool Transfer technique. Both techniques were pre-
viously reviewed in this thesis. Thus, they are not reviewed here as the same se-
curity measures apply to these techniques.

There are also techniques in the Command and Control category that are
hard to detect as malicious unless the exact way that they are used are known to
be malicious. Such techniques include Data Encoding, Data Obfuscation and Dy-
namic Resolution. They could be detected by an antivirus or another security fea-
ture that monitors network traffic. The same applies for Encrypted Channel,
Fallback Channels, Multi-Stage Channels, Protocol Tunneling, Proxy techniques
as they all try to avoid getting detected and try to blend in the normal traffic
(Mitre Corporation, 2019a). Non-Application Layer Protocol, Non-Standard Port
and Traffic Signaling are all techniques that differ by using abnormal protocol or
a port or uses a sequence of packets that can be sent to trigger a response (Mitre
Corporation, 2019a). They can all be prevented by deploying strict rulesets to
Windows Firewall.

In Remote Access Software, an adversary uses a remote access software
such as TeamViewer or AnyDesk to connect to target systems (Mitre Corporation,
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2019a). The technique can be prevented by deploying an application allowlisting
solution like AppLocker or WDAC that prevents the execution of unwanted soft-
ware. Windows Firewall can also prevent such connections from being made.

Web Service is a technique in which an adversary uses a legitimate existing
external Web service to relay data (Mitre Corporation, 2019a). Threat actors such
as Ember Bear has used Discord to deliver malware (Unit 42, 2022). To prevent
it, web content should be filtered using features such as Windows Defender an-
tivirus and Network protection. They can prevent connections that are detected
as malicious.

Table 10 The techniques of the Command and Control tactic category

ID Name

11071 Application Layer Protocol
T1071.001 Web Protocols

T1071.002 File Transfer Protocols
T1071.003 Mail Protocols

T1071.004 DNS

11092 Communication Through Removable Media
T1132 Data Encoding

T1132.001 Standard Encoding
T1132.002 Non-Standard Encoding
T1001 Data Obfuscation
T1001.001 Junk Data

T1001.002 Steganography

11001.003 Protocol Impersonation
T1568 Dynamic Resolution
T1568.001 Fast Flux DNS

T1568.002 Domain Generation Algorithms
11568.003 DNS Calculation

T1573 Encrypted Channel
11573.001 Symmetric Cryptography
11573.002 Asymmetric Cryptography

T1008 Fallback Channels

11105 Ingress Tool Transfer

T1104 Multi-Stage Channels

T1095 Non-Application Layer Protocol
T1571 Non-Standard Port

T1572 Protocol Tunneling

T1090 Proxy

T1090.001 Internal Proxy
11090.002 External Proxy
T11090.003 Multi-hop Proxy
11090.004 Domain Fronting

11219 Remote Access Software
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T1205 Traffic Signaling

T1205.001 Port Knocking

T1205.002 Socket Filters

11102 Web Service

T1102.001 Dead Drop Resolver
T11102.002 Bidirectional Communication
11102.003 One-Way Communication

5.6 Impact

Mitre Corporation (2019e) introduces 13 different techniques in the Impact tactic
category of MITRE ATT&CK framework. In addition, there are 13 sub-techniques.
All the techniques can be seen in table 11. In such a late stage of the cyber kill
chain, the prevention mechanisms have mostly failed as the adversary is about
to achieve their goal. Instead of the prevention mechanisms, the focus is mainly
on limiting the damages.

The destructive behavior depicted by tools like ransomware can be pre-
vented with many means. Techniques belonging to the destructive behavior in-
clude Data Destruction, Data Encrypted for Impact, Data Manipulation, Disk
Wipe and Firmware Corruption (Mitre Corporation, 2019f). The destructive be-
havior can be limited with Microsoft Defender antivirus, Controlled Folder Ac-
cess, Attack Surface Reduction rules, UEFI Secure Boot and other boot integrity
means. Backup as a security measure is also a very important aspect of recovering
from such techniques. Backup is also suitable for recovering from technique In-
hibit System Recovery, where an adversary removes built-in data to prevent the
recovery of the operating system.

Denial of Service attacks can be limited by reducing the attack surface
where such an attack can be performed against. Techniques related to Denial of
Service include Defacement, Endpoint Denial of Service and Network Denial of
Service. Limitation of those techniques can be done with Windows Firewall (Naik
& Jenkins, 2016).

Resource Hijacking such as mining cryptocurrency, as one of the most prev-
alent threat categories listed, may not be prevented at this point as execution itself
has already happened. In the execution stage, Windows Defender antivirus with
its behavior monitoring can block the technique. Techniques Account Access Re-
moval, Service Stop and System Shutdown/Reboot are features and therefore
hard to pinpoint as malicious.

Table 11 The techniques of the Impact tactic category

ID Name

T1531 Account Access Removal
T1485 Data Destruction

11486 Data Encrypted for Impact
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T1565 Data Manipulation

T1565.001 | Stored Data Manipulation

T1565.002 | Transmitted Data Manipulation

T1565.003 | Runtime Data Manipulation

T1491 Defacement

T1491.001 | Internal Defacement

T1491.002 | External Defacement

T1561 Disk Wipe

T1561.001 | Disk Content Wipe

T1561.002 | Disk Structure Wipe

11499 Endpoint Denial of Service

T1499.001 | OS Exhaustion Flood

T1499.002 | Service Exhaustion Flood

T1499.003 | Application Exhaustion Flood

T1499.004 | Application or System Exploita-
tion

11495 Firmware Corruption

11490 Inhibit System Recovery

T1498 Network Denial of Service

T1498.001 | Direct Network Flood

T1498.002 | Reflection Amplification

11496 Resource Hijacking

11489 Service Stop

T1529 System Shutdown/Reboot

5.7 Identifying the key hardening measures

The identified features spanned from the bottom of the Windows security stack,
hardware security, all the way to the application security level. Table 12 summa-
rizes the number of techniques each security mechanism was able to counter in
each MITRE ATT&CK tactic category. It should be noted that in the table De-
fender antivirus included all its features such as Network protection instead of
just the basic features of behavior monitoring and definition-based approach,
where the detection is based on characteristics of known threats.

Table 12 Security mechanisms and the number of techniques they were able to counter in
each MITRE ATT&CK tactic category.

Hardening measure | Initial | Execu- | Creden- | Lateral | Command | Impact | Total
Access | tion tial Ac- | Move- | and Count
cess ment Control
Windows  Firewall | 2 4 3 3 1 13
(incl. IPsec)
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Windows Defender | 2 3 3 2 2
antivirus

12

Application allowlist- | 1 6 2 2 1

ing (Ap-
pLocker/WDAC)

12

Access control and | 3 2 4
limiting user rights

Attack Surface Reduc- | 2 3 1 1
tion rules

Exploit Guard

UEFI Secure Boot

2

Windows Update 1 1 1 1
1
1

Windows  Sandbox
(Edge/Office 365)

QW ||

FIDO security | 1 1 1
keys/smart cards

W

BitLocker 1 1

Device Guard (DMA) | 2

Credential Guard 2

Controlled Folder Ac- 1
cess

RINININ

Application isolation | 1

—_

SmartScreen 1

As table 12 shows, Windows Firewall, Windows Defender and application al-
lowlisting solution AppLocker or WDAC were able to counter the greatest num-
ber of techniques throughout the identified tactics. They were able to cover at
least 12 techniques each. The identified security mechanisms were able to cover
at least a minimum of seven techniques (Attack Surface Reduction rules). To
summarize, the top five hardening measures against the most prevalent tactics
used by current threat actors are the following ones:

- Windows Firewall

- Windows Defender antivirus

- Application allowlisting solution with AppLocker or Windows De-

fender Application Control (WDAC)

- Proper access control and limiting user rights

- Attack Surface Reduction rules

It is noteworthy that the protection methods seem to mainly prevent the
Initial Access and Execution tactic categories: an antivirus can block malicious
tiles or executions, allowlisting solution blocks execution of unwanted software
and Attack Surface Reduction rules blocks known unwanted, potentially mali-
cious behavior often associated with those tactics as well. Windows Firewall is
utilized to block malicious network traffic or to secure it from unwanted use with
IPsec, effectively blocking techniques such as exploit attempts in Initial Access,
Lateral Movement and Command and Control. The proper access control and
user rights limit the effectiveness of an attack in many stages of the cyber kill
chain including Initial Access, Execution, Credential Access and Lateral
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Movement. Limiting the privileges and therefore the gravity of an attack can pre-
vents the adversary from achieving their end goal in the Impact tactic category.
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6 RESULTS AND DISCUSSION

This research was able to answer both research questions. The most prevalent
threats were identified based on three threat landscape reports and by selecting
only MITRE ATT&CK tactics that all of them referenced: Initial Access, Execution,
Credential Access, Lateral Movement, Command and Control and Impact. The
identified tactics and techniques within those tactics were then used as a frame-
work to identify the most important Windows security features. Security features
that stood out, covering the largest number of MITRE ATT&CK techniques, were
Windows Firewall, Windows Defender antivirus, application allowlisting using
AppLocker or Windows Defender Application Control, access control and user
rights, and Attack Surface Reduction rules.

The identified protection methods are something an organization can prac-
tically focus on to combat against the techniques likely used by a cyber adversary
in the current threat landscape. The identification of these security features can
help an organization in what they should put their resources to. For example,
based on the results of this thesis, the organization is more protected against cur-
rent threats if they would put their resources in implementing Attack Surface
Reduction rules or Windows Firewall instead of other features like Controlled
Folder Access or BitLocker. The results of this thesis can also help other academic
researchers to both understand the most relevant threats in the current landscape
and where the focus of hardening Windows should be.

The results may have been even more clear if no sampling was present: The
top MITRE ATT&CK tactics were identified in this thesis as all three of the exam-
ined threat reports referenced those. The rest of the tactics that were referenced
by the reports but were not included in closer examination also have their own
prevention methods that were not part of the identification process. Still, at least
the top five security features had many mentions, making them likely hold their
importance as top features even with a wider sample.

As there is limited research about the matter, proper comparison with other
academic articles cannot be conducted. A comparison could be made in future
research where the goal is to examine whether the existing security guidance or
baselines from organizations like CIS or Microsoft align with the results of this
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thesis. They are, after all, designed to protect the system from the most common
attacks (Moskowitz, 2019). Another idea, related to the security baselines, is to
test whether those security baselines provide adequate protection against the
most common threats.

The actual effectiveness of the security hardening measures was not tested
in this research. Instead, this thesis based on the strong technical background of
the threat landscape reports. The reports were derived from actual cases, thus
making the results of this research likely applicable to those cases as well. Still,
testing the effectiveness of focusing on the most important security features
against the most prevalent threats is something that could give additional insight
into the matter. It would also fulfill the constructive research methods fifth
method: testing if the model works (Kasanen et al., 1993).

The research only works for the current threat landscape. The threat land-
scape might shift to a different direction, as stated by ENISA (2022) that “[Used
techniques] can change over time as groups evolve and use new techniques.”
Therefore, the results of this research may not apply in a few years’ time. Because
of this, it would be worthwhile to revisit this subject as threat landscape evolves.

It should be noted that the prevention of attacks is not always possible,
which makes detection and response an important part of the security as well.
Detection is important, because according to Al-Shaer et al. (2020) about 68 % of
attacks are not discovered at all. And even if they are detected, at least three quar-
ters of those attacks are not remediated within hours or days (Al-Shaer et al,,
2020). The importance of detection and response is highlighted from the recent
shift of the protection paradigm. The protection has shifted from focusing on pre-
vention methods towards “assume breach” mindset where the assumption is
made that the attacker is already inside the network. In an “assume breach” sce-
nario, later stages of the cyber kill chain are the focus for both the adversary and
the defender (as opposed to every tactic until Initial Access/Execution). In such
a late stage of an attack, detection methods are a key security measure that need
configuring from the default settings to be effective. For example, it has been
shown that there is need for optimizing the security logging and enhancing the
detection capabilities from the default configuration to detect malicious behavior
(Baréath, 2017). Detection and response are not part of this research and are thus
a possible topic for future research.

Further research could also include the aspect of Active Directory domain
network, where the hardening aspect could be different due to domain’s depend-
encies such as encryption types in authentication protocols. Still, that research
would focus only on the traditional on-premises protection model. To fully un-
derstand the scope of the modern protection mechanisms built into Windows
that also Microsoft advocates, cloud-enabled features such as Azure AD Condi-
tional Access and endpoint attestation through telemetry should be taken into
consideration as well. Additionally, features like EDR and its dynamical capabil-
ities might play a larger role in the protection of the Windows operating system,
where they also try to detect and respond to threats instead of just focusing on
prevention. The operating system’s local key hardening measures found in this
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thesis could be different from ones of a cloud connected workstation that tries to
comply with the Microsoft modern Windows security concept that adheres to
Zero trust.

It would be interesting to understand what security mechanisms the most
important ones for Windows Servers are as this research focused only on the end-
point operating system version of Windows. The threats and the suitable security
mechanisms in a server operating system could be different despite sharing
many of the same features. Additionally, as this research focused only on Win-
dows, the same could be applied for other operating systems, such as Linux and
macOS. They might have a very different list of the most important security
mechanisms as the MITRE ATT&CK techniques that apply to them are also dif-
ferent.



49

7 CONCLUSION

In conclusion, this thesis found that there are import security measures in Win-
dows that can help in protecting against common threats. Some measures stood
out based on the number of techniques they were able to prevent. Those
measures are host firewalling, antivirus, application allowlisting, limiting user
account privileges and rights and Attack Surface Reduction - a feature designed
to block common techniques used by adversaries.

This thesis was also able to identify the six most used tactics by cyber ad-
versaries from the current threat landscape. In the current threat landscape, ran-
somware continues to be the one of the most common threats with various mal-
ware, different initial access vectors, command and control (C2) frameworks and
phishing attacks. The tactics, defined by widely used framework MITRE
ATT&CK, are Initial Access, Execution, Credential Access, Lateral Movement,
Command and Control and Impact.

Identifying of the most prevalent threats and the tactics that they used were
carried out by analyzing three known threat reports from ENISA, Cisco and Red
Canary. The reports referenced 12 of the 14 tactics present in the MITRE ATT&CK
Enterprise matrix that was used as a framework for this thesis. Identifying the
tactics used by known threat actors allowed the thesis to find the best ways to
respond to those threats. Of the mentioned tactics, only six were referenced by
all the chosen reports and were chosen for further examination. They were also
identified as the tactics likely used by threat actors in the current threat landscape.

This thesis was also able to provide an overview of the security in Windows
operating system. Windows security mechanisms were examined. The chapter
included an overview of the foundation of Windows' security, the latest improve-
ments and an overview of the mechanisms in different levels of the operating
system. The overview provided an understanding of the available security mech-
anisms that can be used to prevent different sorts of cyber adversary behavior.

The thesis found that the identified security features can prevent the largest
number of techniques used by current threat actors. Using this knowledge, an
organization like a company or a government agency can optimize their efforts
in securing Windows by focusing on the most effective hardening measures. By
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focusing the security efforts, the organization can best protect itself from the most
prevalent threats.
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ATTACHMENT 1 ENISA THREAT REPORT SUMMARY OF
TECHNIQUES

The following threat categories were listed in the report. Within each category
there is a list of each of the MITRE ATT&CK techniques observed related to it

and the respective tactic that it belongs to.

Ransomware

T1190 Exploit Public Facing Application

Initial Access

T1133 External Remote Services

Initial Access

T1566 Phishing Initial Access
T1199 Trusted Relationship Initial Access
T1106 Native API Execution
T1047 Windows Management Instrumentation Execution
T1197 BITS Jobs Persistence
T1554 Compromise Client Software Binary Persistence
11136 Create Account Persistence
T1133 External Remote Services Persistence

T1134 Access Token Manipulation

Privilege Escalation

T1068 Exploitation for Privilege Escalation

Privilege Escalation

T1055 Process Injection

Privilege Escalation

T1134 Access Token Manipulation

Defense Evasion

T1197 BITS Jobs

Defense Evasion

T1140 Deobfuscate/Decode Files or Information

Defense Evasion

T1480 Execution Guardrails

Defense Evasion

T1036 Masquerading

Defense Evasion

T1112 Modify Registry

Defense Evasion

T1027 Obfuscated Files or Information

Defense Evasion

11055 Process Injection

Defense Evasion

T1620 Reflective Code Loading

Defense Evasion

T1497 Virtualization/Sandbox Evasion

Defense Evasion

T1555 Credentials from Password Stores

Credential Access

T1539 Steal Web Session Cookie

Credential Access

11087 Account Discovery Discovery
T1217 Browser Bookmark Discovery Discovery
T1135 Network Share Discovery Discovery
T1069 Permissions Groups Discovery Discovery
11057 Process Discovery Discovery
11012 Query Registry Discovery
T1518 Software Discovery Discovery
11614 System Location Discovery Discovery
T1033 System Owner/User Discovery Discovery
11124 System Time Discovery Discovery
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T1497 Virtualisation/Sandbox Evasion

Discovery

T1210 Exploitation of Remote Services

Lateral Movement

T1080 Taint Shared Content

Lateral Movement

T1560 Archive Collected Data Collection
T1530 Data from Cloud Storage Object Collection
T1213 Data from Information Repositories Collection
T1039 Data from Network Shared Drive Collection
T1113 Screen Capture Collection

T1568 Dynamic Resolution

Command and Control

T1095 Non-Application Layer Protocol

Command and Control

T1071 Non-Standard Port Command and Control
T1072 Protocol Tunneling Command and Control
T1090 Proxy Command and Control
T1102 Web Service Command and Control
T1041 Exfiltration over C2 Channel Exfiltration

11485 Data Destruction Impact

T1499 Endpoint Denial of Service Impact

11489 Service Stop Impact

Social Engineering

T1133: External Remote Services

Initial Access

T1566: Phishing

Initial Access

T1199: Trusted Relationship

Initial Access

T1078: Valid Accounts

Initial Access

T1204: User Execution Execution
Threats against data

T1197: BITS Jobs Persistence
T1197: BITS Jobs Defense Evasion
T1560: Archive Collected Data Collection
T1005: Data from Local System Collection
T1039: Data from Network Shared Drive Collection
T1025: Data from Removable Media Collection
T1074: Data Staged Collection
T1020: Automated Exfiltration Exfiltration
T1048: Exfiltration Over Alternative Protocol Exfiltration
T1041: Exfiltration Over C2 Channel Exfiltration
T1011: Exfiltration Over Other Network Medium Exfiltration
T1052: Exfiltration Over Physical Medium Exfiltration
T1567: Exfiltration Over Web Service Exfiltration
T1029: Scheduled Transfer Exfiltration
T1537: Transfer Data to Cloud Account Exfiltration

Threats Against Availability (DDOS)

T1553: Subvert Trust Controls

Defense Evasion

T1553.003: SIP and Trust Provider Hijacking

Defense Evasion
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T1485: Data Destruction Impact
11489: Service Stop Impact
T1499: Endpoint Denial of Service Impact
T1499.001: OS Exhaustion Flood Impact
T1499.002: Service Exhaustion Flood Impact
11499.003: Application Exhaustion Flood Impact
T1499.004: Application or System Exploitation Impact
T1498: Network Denial of Service Impact
T1498.001: Direct Network Flood Impact
T1498.002: Reflection Amplification Impact

Threats Against Availability (internet threats)

T1189: Drive-by Compromise

Initial Access

T1046: Network Service Scanning Discovery
T1557: Adversary in the Middle Collection
T1498: Network Denial of Service Impact

Disinformation - misinformation

T1566: Phishing

Initial Access

T1203: Exploitation for Client Execution Execution
T1204: User Execution Execution
T1565: Data Manipulation Impact
T1491: Defacement Impact

Supply Chain Attacks

T1195: Supply Chain Compromise

Initial Access

T1195.001: Compromise Software Dependencies
and Development Tools

Initial Access

T1195.002: Compromise Software Supply Chain

Initial Access

T1195.003: Compromise Hardware Supply Chain

Initial Access

T1200: Hardware Additions

Initial Access

T1199: Trusted Relationship

Initial Access
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