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Physical Weaponization of a Smartphone by a
Third Party

Juhani Rauhala

University of Jyväskylä, jussi@ieee.org

Abstract In the literature and media, the treatment of the dangers and exposures
posed by smartphones has generally focused on information security or privacy con-
cerns. There have also been reports of fires, explosions, electric shocks, or loss of
phone functionality due to faulty design or manufacture. This article provides an
overview of acute physical and physiological dangers of smartphones that can be
induced or triggered by a third party. It proposes a categorical discussion framework
to describe and define the dangers in terms of attack vectors, effects on the
smartphone, harms, and potential culprits/instigators. Counterfeit smartphones are
themselves a significant potential threat in this context. Finally, some possible so-
lutions and mitigation are suggested as preventive measures. Some templates for
threat assessment forms are also proposed.

Keywords: technology acceptance, smartphone dangers, technology abuse, unor-
thodox weaponization

1 Introduction

It may soon be possible to remotely “self-destruct” a smartphone (Hsu, 2017). Pre-
vious reports have shown that ISPs and mobile operators may soon be able to disa-
ble smartphones remotely (FoxNews, 2012). Smartphone self-destruction differs
from remote disablement in that consumers are not only able to disable their device
(similar to PIN locking) but also destroy device data and even components at the
hardware level (Hughes, 2017). Self-destruction would make the device unusable
for a thief, even if a sophisticated thief could override a disabled state to reactivate
the device. User data cannot be physically restored.

A common signal-initiated (or software-based) disablement that can be activated
by a user or operator is different from self-destruction. With software-based disa-
bling, a smartphone’s memory cards and chips remain intact, so data may be recov-
erable. In the self-destruction method described in Hughes (2017), the system data
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or hardware of the device would be destroyed, making reactivation, data recovery,
and use of the device impossible.

The problems and threats related to malicious software and hardware hacking
are well known in the cybersecurity community. Connected devices such as com-
puters and even automobiles have been hacked remotely. Such hacking has been
done for eavesdropping, remote control of functions, or other purposes. Smartphone
cameras and microphones have been activated remotely, and recent WikiLeaks rev-
elations show that remote hacking is possible, at least on Android and iPhone de-
vices (WikiLeaks, 2017a). It was revealed that it is possible for an intelligence
agency to override smartphone firmware in the supply chain (Durden, 2017). An-
droid and Apple smartphones have also been subject to malware attacks by actors
such as individual hackers who are not affiliated with any government (Brewster,
2015; Eadicicco, 2017). In addition, there are software methods that allow complete
remote control of some iPhone and Android phones by a third party (Pagliery, 2015;
Wikileaks, 2017a).

This chapter deals with hypothetical actions that are intended to impact the owner
of a given smartphone, or more precisely, the primary user (either as an actual or
misidentified target, either by design or coincidence). The use of the smartphone by
the primary user is assumed to be typical, i.e., users use their devices in ordinary
ways. The literature seems to lack an overview of potential third-party induced acute
direct manipulations of smartphone hardware that result in physical or psychologi-
cal threats and dangers. Our intention is to draw attention to the issue, hoping that
such attention will catalyze preventive and mitigating measures by stakeholders.
We attempt to present a discussion framework outlined by a profile of potential
threats. Profiling is done by characterizing potential threat vectors, potential third-
party actors or culprits, and estimated consequences for the user.

In this work, we do not address certain non-physical dangers posed by weapon-
ized smartphones, such as fraud, privacy threats, security threats, financial loss, or
identity theft. Nor do we deal with the weaponization of information, such as an
attack on a user by software, messages, or signaling designed to manipulate the user.
The misuse of smartphones to trigger the detonation of externally connected explo-
sives (e.g., a roadside bomb to which the phone is connected) is also excluded. We
do not treat the abuse of smartphones as blunt force instruments or projectiles. We
do not deal with technical details.

The terms “smartphone”, “phone” and “device” are used interchangeably.

2 Remote Destruction of the Smartphone

Researchers have developed a method to remotely trigger the destruction of a
smartphone by directing power from the smartphone battery to heat and expand the
phone material. The material expands to physically destroy some critical hardware,
rendering device data physically unrecoverable and the phone useless (Hughes,
2017). While the remote destruction capability of a smartphone is legal and useful
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under the intended use scenario, it may lead to more severe and damaging results
that can extend far beyond the small integrated circuits and components of the target
device. Every smartphone has a battery, a lithium cell, designed to store enough
energy to run the device for as long as possible. With the development of battery
technology, it has been possible to design and manufacture more efficient batteries.
Lithium-ion batteries commonly used in smartphones have a very high energy den-
sity (CEI, 2021) and are around 90% efficient (Xiong, 2019). A typical smartphone
battery contains about 5 Wh of energy, which is equivalent to 18,000–20,000 J. Uti-
lizing information from Herskowitch (1963) and Wikipedia (2020), this can be cal-
culated to be roughly equivalent to the energy of five grams of TNT or about two
M-80 firecrackers (Fig. 1).

Fig. 1. M-80 firecracker (Wikipedia, 2020)

These small and efficient batteries are not always harmless. Problems with the
design or manufacture of the battery can cause malfunctions that result in fires or
explosions. Some battery issues can be caused by smartphone design, user opera-
tions, or software errors. Explosions in a smartphone battery have been sufficient to
cause a short-term shock, injury, or fire (Brown, 2013; Kerr, 2013). In cases where
the user does not suffer physical harm, many users consider the loss of a smartphone
alone to cause almost as much stress as the threat of terrorism (PhySoc, 2017).

A smartphone is typically owned and used by a single individual. Most people
carry their smartphones with them or keep them close all day. Once a person and
their smartphone are identified, it is reasonably sure that most of the day the person
will carry the smartphone with them, the person will handle it, or it will be close to
them. It is conceivable that techniques similar to those described by Hughes (2017)
(which trigger a rapid rise in the internal temperature of the device with battery
electrodes) could be applied to rapidly cause an uncontrolled thermal reaction of the
battery. This in turn can result in a fire or explosion. Thus, it may be possible for a
remote hacker to attack a device, causing physical harm to the user. For example,
unauthorized tampering with the device firmware or operating system can cause a
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fire in the device or an explosion of the battery. Hacking could also cause the device
to malfunction, which drains the battery very quickly. Indeed, there are smartphone
apps freely available that are designed to cause rapid but safe battery discharge
(Kushwaha, 2020).

High ambient temperature is one factor known to cause battery fires (Chen &
Goode, 2016). Overcharging, abnormally rapid discharge, or short circuiting can
cause the smartphone components to overheat, heating the battery, which in turn
can cause an explosion or fire. Alternatively, firmware hacking can result in activity
that could cause the battery to explode or catch fire. Explosive destruction of the
phone battery can even result in the death of the user, see Fig. 2 (Beschizza, 2007;
India, 2019; DailyMail, 2009; Prabhu, 2018; Stewart, 2019; Zamfir, 2018). At least
one death has been reported due to electric shock when the phone was connected to
a charger (Azman, 2019). It should be noted that some of the reported deaths or
injuries due to smartphone explosions appear to be hoaxes (Ram, 2014; Yarow,
2010).

Fig. 2. This explosion caused a user's death (CEN, 2018)

Battery-powered devices that are frequently used with smartphones may also
pose threats. Smartphone accessories, such as headphones, are known to overheat
or explode, causing burns to the user's face, see Fig. 3 (FoxNews, 2016; Olding,
2017). Even if smartphone batteries are designed to withstand hacking (e.g., with
robust short-circuit protection), hacking into any of the user's battery-powered ac-
cessories can still pose a danger. Such accessories can be wireless headphones
(Olding, 2017) or a Bluetooth earpiece that is used very close to the ear. Bluetooth
speakers are also known to burst into flames (Strahan & Novini, 2017).
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Fig. 3. Battery-operated headphones exploded while the passenger was listening to music (ATSB,
2017)

Hackers or culprits who produce and distribute malware or commit cyberattacks
can be individuals or organizations. Recent WikiLeaks documents have revealed
the extensive hacking capabilities of a national intelligence agency (WikiLeaks,
2017a). Hacking against smart TVs was developed in cooperation with intelligence
agencies in different nations (Wikileaks, 2017b). Some governments around the
world are certainly able to develop and implement such hacking or install backdoor
capabilities on after-market devices. This ability could give powerful bad actors a
personal level “kill switch” to an affected smartphone or accessory. The device
could be disabled or destroyed by causing a fire or explosion in the battery. Bad
actors could also develop a program or hack that causes the device to emit radiof-
requency (RF) radiation at high levels. If the user becomes aware of such an attack,
they may feel psychological distress. The distress would depend on their concern
about possible radiation exposure and where they usually keep the device relative
to their body.

3 Categorical Framework for Smartphone Dangers

Various threat modeling techniques and frameworks exist, but many of them are
intended to model threats to large organizations or other high-stakes targets. Exam-
ples of such models are listed by Shevchenko (2018). Some of these techniques can
be applied, perhaps in awkward ways, to model the threats to individual smartphone
users. Based on the author’s literature review, there are currently no threat modeling
techniques designed to model the specific threats that this chapter focuses on.

3.1 Characteristics of Attack Effect

To assess the potential harm caused by a third-party, we propose the following pa-
rameters to facilitate categorization, discussion, and thus understanding:
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 Acute vs. chronic,
 Sudden vs. long-term,
 Obvious/salient vs. hidden/obscured,
 Catastrophic vs. undetectable:,
 Maintained functionality vs. compromised functionality vs. eliminated function-

ality.

Is the effect sudden or long-term? This applies to the first two parameters. For ex-
ample, a battery explosion will have sudden consequences while increased radio
frequency emissions will have a long-term effect. The effect is obvious to the user,
for example, when the phone overheats or ignites. An example of a non-obvious
effect would be intensified radio frequency emissions. The catastrophic effect sig-
nificantly impairs the functionality of the smartphone and threatens the user's well-
being. Otherwise, the user will not detect any inconvenience or danger during nor-
mal use.

An example of the effect of maintaining functionality (excluding battery life) is
the increase in radio frequency emissions. Compromised functionality is a scenario
in which some functions, such as an Internet connection or a camera/gallery or other
function, are forced off, but other important functions, such as the ability to make a
call, remain. Eliminated functionality means a case where the smartphone is com-
pletely disabled or “bricked.”

3.2 Attack Vectors

Different attack vectors can be used to carry out a smartphone attack:

 Implanted software,
 Voluntarily downloaded software,
 Hijacked default or hijacked downloaded software,
 Implanted firmware,
 Update with malicious firmware,
 Rogue or fake cell towers,
 Using a counterfeit smartphone.

Implanted software is malware or other software that is designed to cause a partic-
ular effect through an embedded payload. Voluntarily downloaded software is mal-
ware that a user has intentionally downloaded from the Internet. Hijacked default
or hijacked downloaded software is firmware or apparently legitimate software that
has been infected with a payload of malware. Implanted firmware is firmware that
has malware embedded on it when it comes from the factory. Update with malicious
firmware occurs when a user updates his/her device with malware-embedded firm-
ware. The user has obtained it from a malicious website or elsewhere.

Rogue or fake cell towers spoof an authentic operator tower. This vector enables
communication monitoring of connected devices and the sending of spoofed text
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messages to these devices (Leiva-Gomez, 2014). Thus, it is possible to organize
SMS-based hacking from a fake tower to the victim, such as receiving an image as
a text message as described by Pagliery (2015). When using a counterfeit
smartphone, the user is using an unauthorized copy of the branded smartphone prod-
uct. The device manufacturer has not been authorized to manufacture this device
and may not be known.

3.3 Attack Perpetrators

The culprit/perpetrator/source of the attack may be

 Single hacker,
 Hacker group,
 Nation state actor,
 Private company,
 Criminal gang/organization.

The perpetrator of an attack may be an individual using one of the attack vectors.
In the case of a group of hackers, the attack is carried out in cooperation by several
hackers. A national state actor is any entity with the resources and operational sup-
port of a national government. A private company refers to a criminal company or
part of a private company that makes an attack. A criminal gang/organization is an
organized criminal group that carries out an attack, perhaps as part of a turf war or
through proxies.

3.4 Weaponizable Components

A weaponizable component can be one of the following:

 RF transmitter,
 Battery,
 User interface (UI) function.

An RF transmitter is a (radio frequency) hardware module that could transmit elec-
tromagnetic signals abnormally. The battery inside the smartphone may be dam-
aged. The interactive UI components of the device may start to malfunction.

3.5 Attack Effects

Effects of an attack on a smartphone can be
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 Device heating/overheating,
 Battery swelling,
 Battery fire,
 Battery explosion,
 Excessive abnormal radiation from the device,
 Disabling the device,
 Destruction of the device.

As a result of the attack, the device may become hot or overheated. The battery
generates enough heat to cause injury to the user and damage the smartphone.
Swelling of the battery will damage the operation of the smartphone due to physical
damage to the device. When a battery catches fire, it causes (typically) a hot and
rapid fire in the smartphone. Explosive energy from the battery can cause injury to
the user but may not necessarily destroy data on the device or its functions.

An attack may cause excessive abnormal radiation from the device. In this case,
the device's RF modules and antennas emit abnormally high levels of electromag-
netic radiation. This can cause the battery to discharge quickly as well as distress to
the user. A direct or indirect (timed or user-triggered) disablement of the device by
a remote/third party will cause some or all of the device's functions to stop. The
functions that are disabled may be critical for a particular user. The remote/third
party may cause the device to be destroyed so that no operations can be performed
and all data is destroyed. This could be accomplished by a battery explosion or by
less visible means, e.g., expansion of a polymer layer that destroys essential com-
ponents, as described by Hughes (2017).

The harm caused to the user by an attack can be physical. For example, the user
suffers from a burn or physiological shock. Psychological consequences can include
distress, anxiety, or emotional shock.

In addition to the acute effects, the realization of an attack may have significant
secondary effects. Consider a passenger flight. Nearly every passenger carries a bat-
tery-powered device. If the battery of the passenger’s device burns or explodes dur-
ing a flight, the flight may be disrupted. Secondary social impacts may include de-
creased user confidence in smartphone technology and willingness to use
smartphones. Some people who have learned of the incident, and especially its vic-
tims and witnesses, may become reluctant to fly.

A hypothetical assessment of weaponizable smartphone components can be
found in Table 1 in the Appendix. Using Tables 2, 3, and 4 in the Appendix, a
researcher or threat analyst can cross-reference the above parameters against each
other to analyze threats. The cells in the tables can be filled with a suitable scale
parameter, such as a number ranging from zero to ten. For example, 0 means no
threat is detected, and 10 means that the combination has a certain or current mani-
festation. The tables can also be applied to the analysis of other types of threat sce-
narios.
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4 Nation State as a Bad Actor

Advances in technology have made it possible for various entities to abuse technol-
ogy. Such entities include nation-states with significant sovereign authority and ac-
cess to substantial resources. Because of the scale of the influence of nation states,
the potential abuse of technology by them is a threat to human rights. Determination
and awareness of the threats of abuse often follow mass adaption to new technology.

WikiLeaks’ Vault 7 revelations have revealed state-sponsored hacking and mal-
ware used on smartphones. NightSkies 1.2, designed to enable complete remote
control and management of iPhones, has apparently been implanted in devices dur-
ing the product supply chain (Durden, 2017). With RoidRage software, a third party
can monitor the device's RF functions and SMS messages (Paganini, 2017). The
Vault 7 revelations were released in 2008 and comprised only 1% of the leaks (Wik-
ileaks, 2017c). Thus, there is no doubt that more sophisticated hijacking and sur-
veillance tools exist today.

Apps such as TikTok and at least one private technology company that manufac-
tures smartphones have been accused of being channels for international espionage
(Kaska et al., 2019; Ryan et al., 2020). The benefits and risks of remotely activated
self-destruction of a smartphone should be thoroughly considered for possible
abuse. The damaging effects of unethical or illegal hacking on a smartphone battery
could be prevented by physical protection measures during design and manufacture.
However, manufacturers of counterfeit smartphones, batteries, and accessories may
not implement all of the safety features of copied products.

5 Counterfeit Smartphones

Arguably, one of the most significant risk factors for the threats described in this
chapter is the widespread availability of counterfeit smartphones. The counterfeit
electronics industry as a whole is in the order of US$100 billion and it is estimated
that 10% of the world’s electronics are counterfeit (Spiegel, 2009). Counterfeit
smartphones are relatively cheap to buy, widely available online, and compose a
US$48 billion market (Gilchrist, 2017). Authorities have fought against such traf-
ficking (HK-CED, 2018; US-CBP, 2019). A carefully manufactured counterfeit
smartphone may appear nearly identical to authentic ones (Evans, 2019). Thus,
some consumers may not be able to distinguish counterfeit smartphones. Consum-
ers may also knowingly use a counterfeit without much concern for the risks in-
volved. A study by Liao and Hsieh (2013) found that consumers agreed with the
perceived risks of buying counterfeit (or “grey-market”) smartphones. However,
they only slightly disagreed with the idea or intention of purchasing them: the mean
user response was 2.78 on the Likert scale (from 1 = strongly disagree to 5 =
strongly agree).



10

It can be extremely difficult for a consumer to discover or begin to suspect hidden
functionalities or backdoors that can be designed for any smartphone. Counterfeit
smartphones pose additional risks (Evans, 2019). Detecting malicious or exploitable
features that can be embedded in tiny integrated circuits used in smartphones can
require considerable technical expertise and expensive sophisticated equipment. At
the technology level, counteracting the use of counterfeit smartphones, batteries,
and accessories can be difficult. It requires a great deal of involvement from the
original manufacturers. One measure to prevent the use of counterfeit batteries has
required advanced cryptographic security-based technology (Bush, 2014). Counter-
feit devices are often designed and manufactured in areas where government quality
control, regulations, and policies are questionable.

In addition to counterfeit smartphones, counterfeit batteries and chargers are
widely available. The varying quality of these devices poses its own danger (Best,
2017). With modern technology, it is possible to embed concealed electronics or
functionality in a counterfeit product housing, including smartphone accessories.
As the Vault 7 revelations suggest, very sophisticated concealed functionality can
be embedded in legal and authentic devices. Hidden functionalities could also be
embedded in authentic batteries or accessories. One possible scenario is a counter-
feit battery installed in an authentic smartphone (or an authentic battery in a coun-
terfeit smartphone) that, together with a malware app, can cause unexpected or dan-
gerous damage. In other words, a malware app or firmware could perform as Hsu
(2017) suggests but in a malicious way, weaponizing the smartphone by causing an
explosive reaction in the battery. Alternatively, the malware app or firmware may
act as a malicious variation of the battery drainage app (Kushwaha, 2020), causing
a rapid drainage and (assuming the battery has sufficient charge) a significant tem-
perature rise inside the device. This could also pose a danger to the device and the
user.

The use of smartphones is very widespread. Globally, about 6.4 billion people
use smartphones (O’Dea, 2021). Entities that can control remote connections to
such devices generally have, figuratively speaking, the vicinity of each smartphone
user in a wireless tether. The vicinity is either the user's pocket, hand, handbag,
nightstand and so on.

6 Discussion

When considering a potential threat posed by a remote-weaponized smartphone, the
cybersecurity officer should take security measures as appropriate. For example, for
high-profile or VIP personnel gatherings or meetings, a protocol can be imple-
mented that requires attendees to hand over their smartphones to a separate and
secure location. Alternatively, guests may be asked to remove the batteries from
their phones (which is unfortunately impossible on most modern smartphones). An-
other possible security measure would be to prevent potential wireless signal trig-
gers by creating an RF interference field around the secured area. RF jamming can
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also block connections from fake cell towers. During the jamming, smartphones are
also rendered incapable of normal wireless communication.

Prevention of the described hypothetical threats can be promoted by advising
smartphone users to avoid downloading unknown or unauthorized apps and opening
suspicious messages from unknown senders. However, compliance with the advice
is not effective against modified firmware embedded in a supply chain or against
text message hacking that is activated merely upon delivery. If a bad actor has sig-
nificant technology resources and expertise at its disposal, threat prevention can be
difficult or impossible. Such actors may include a manufacturer of counterfeit
phones under the control of a criminal organization or an arm of an authoritarian
regime.

Designers could choose materials and configuration models for the smartphone
chassis so that the smartphone body would withstand a catastrophic battery fire or
explosion. This would provide the user with some protection from injury. This mit-
igation is problematic in the case of counterfeit phones – not to mention phones
specifically designed to be weaponized.

Further research could focus on analyzing suspected counterfeit smartphones and
batteries for malicious or dangerous functions. The analyses should include studies
of whether such functions are designed or coincidental, whether they are in the
smartphone ICs or battery, and whether they are pre-programmed into software or
firmware. If a physically harmful function is found, the analyzes should try to de-
termine its triggering mechanisms.

7 Conclusion

The pervasive use of smartphones creates a potentially highly vulnerable target for
those malicious parties with sufficient technical means. The technology developed
to enable remote-triggered self-destruction of a smartphone could be maliciously
abused by a third party to cause catastrophic battery fires and explosions. For the
victim, severe heating or explosion of the device can cause distress (about the de-
struction of the device and the data contained in it and possible thermal damage to
property), injury or, at worst, death. The widespread availability of counterfeit de-
vices makes it more difficult to combat such threats. Simply disabling the
smartphone can cause significant stress to the victim. A third party guilty of physical
weaponization of a smartphone can be any actor, including a nation state-sponsored
actor, organization, mafia, company, criminal gang, hacker group, or individual
hacker. Regardless of possible culprits, authorities should consider the interests of
citizens and fundamental human rights, the role of regulators, and the interests of
operators and the high-tech industry when proactively assessing the potential threats
and preventive measures.
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By no means does the author imply or suggest that any individual or organization
was or will be involved as a perpetrator or culprit for any of the hypothetical mali-
cious attack scenarios described. The author is also not aware of any realizations of
the attack scenarios that are the focus of this chapter.
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Appendix: Threat analysis

Table 1. Threat analysis of third-party induced weaponization of a smartphone, a hypothetical example

Component/module Potential result Attack vector / trigger
RF transmitter Unnecessary exposure to higher than

normal levels of RF radiation
Heating

Firmware programming (call to certain number, opening of certain website [mali-
cious code in the site, firmware sniffing for opening of the site,…]
Firmware trigger for permanent abnormally excessive transmission strength with
every activity that requires a transmission.
Firmware trigger for maximum transmission power during mundane background
transmission activity and/or disabling of OLPC (open-loop power control).

Battery Swelling
Fire
Explosion

Remote activation
Firmware programming (Timer, push-button sequence, phone call, download, ma-
licious app [malware, …]

UI functionality Stress and distress to users via disa-
bling of partial or all functionality.

Firmware (implanted during manufacture, or malicious update)
Malware/virus
Fake cell tower (via malicious or rogue (hacked) base station)
Physical damage (via “self-destruct” or battery damage hack)
Rogue operator employee
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Table 2. Threat assessment table: Threat vs. potential culprit

Culprit
Hacker Nation-

state ac-
tor(s)

Private
corpora-
tion

Criminal
gang/organ-
ization

Hacker group
Th

re
at

Device emits exces-
sive heat / overheats
Battery swelling
Battery fire
Battery explosion
Abnormal RF emis-
sions
Remotely induced dis-
ablement of device
Remotely induced de-
struction of device
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Table 3. Threat assessment table: Threat vs. potential trigger/attack vector

Potential trigger/attack vector
Implanted soft-
ware

Voluntarily
downloaded
software

Hijacked default
or hijacked
downloaded soft-
ware

Implanted
firmware

Updated
with mali-
cious firm-
ware

Rogue or
fake cell
towers

Using a coun-
terfeit
smartphone

Th
re

at

Device emits exces-
sive heat / overheats
Battery swelling

Battery fire

Battery explosion

Abnormal RF emis-
sions
Remotely induced
disablement of de-
vice
Remotely induced
destruction of de-
vice
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Table 4. Threat assessment table: Potential trigger/attack vector vs. potential culprit

Potential culprit
Hacker Nation-state actor(s) Private corporation Criminal gang/organiza-

tion
Hacker
group

Po
te

nt
ia

l t
ri

gg
er

/a
tt

ac
k 

ve
ct

or

Implanted software

Voluntarily downloaded software

Hijacked default or hijacked down-
loaded software
Implanted firmware

Updated with malicious firmware

Rogue or fake cell towers

User is using a counterfeit
smartphone
User is using a counterfeit bat-
tery/accessory


