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A B S T R A C T   

Context: Governance is crucial in achieving the success and sustainability of blockchain systems. However, 
blockchain governance is multi-faceted, complex, dynamic, and challenging due to its decentralized nature and 
automatically enforced rules and mechanisms. 
Objectives: This study aims to advance the theory of blockchain governance and support practitioners to deepen 
the researchers’ and practitioners’ understanding of blockchain governance. 
Methods: The study is a systematic literature review of 75 articles that applies systems theory to conceptualize 
blockchain governance as a system and parsimoniously organize its interrelated elements into a conceptual 
model. 
Results: The paper proposes a holistic definition and a conceptual model of blockchain governance. Blockchain 
governance encompasses technical and social means to make decisions on the different levels (e.g., individual, 
community, organizational, national, international) related to actors, roles, rights, incentives, responsibilities, 
rules, and the business, technological, legal, and regulatory aspects of a blockchain system during its whole 
lifecycle. 
Conclusion: The system-based model of blockchain governance can serve as a reference framework and structured 
foundation for analyzing, discussing, and developing the governance of blockchain systems.   

1. Introduction 

“The greatest challenge that new blockchains must solve isn’t speed 
or scaling – it’s governance.” 

Kai Sedgwick 

Blockchain and distributed ledger technologies provide means for 
automatization, business process transformations, and decentralization 
of power [1–3]. Blockchain relies on cryptography consisting of an 
interconnected and unmodifiable list of digital records shared within a 
peer-to-peer network [4,5]. The technology enables the enforcement of 
automatic rules without intermediaries [6] using smart contracts (i.e., 
“code deployed in a blockchain environment, or the source code from 
which such code was compiled” ([7], p. 7)), oracles (i.e., digital in-
terfaces linking external data points to the blockchain system; [8]) and 
consensus mechanisms (i.e., fault-tolerant methods of authenticating 
and validating a value or transaction on a distributed ledger). These 
technological advances enable embedding governance mechanisms into 
blockchain transactions [9]. 

Governance refers to the regulation of decision-making processes 
among actors towards shared objectives that lead to the development, 

reinforcement, or reproduction of social norms and institutions [10,11]. 
Blockchain governance has been studied through the lens of several 
theories, such as open-source software governance, IT governance, 
platform governance, organizational and corporate governance, agency 
theory and internet governance (e.g., [3,12,13]). Blockchain gover-
nance can be understood as both governance of the infrastructure (i.e., 
means and processes of directing, controlling, and coordinating actors 
within a blockchain system) and governance by the infrastructure (i.e., 
using blockchain to govern actions and behavior) [14]. There is a 
distinction between on-chain governance (i.e., direct encoding of rules 
and decision-making processes into the blockchain infrastructure) and 
off-chain governance (i.e., non-technical rules and decision-making pro-
cesses affecting the development and operation of blockchain systems) 
[15]. However, there is a clear research gap in the literature: a shared 
definition and the building blocks of blockchain governance remains 
elusive in recent work ([13]; see also the SubSection 2.2). 

Effective governance of blockchain systems is crucial for their suc-
cessful development and ability to adapt, evolve and interact [16]. Good 
governance mechanisms prevent actors from operating in an untrust-
worthy manner and restrain blockchain systems from entering crisis 
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situations [17]. Furthermore, governance is a key factor for these sys-
tems’ successful adoption and growth by providing and managing in-
centives for possible adopters [18]. However, the governance of 
blockchain systems has many challenges. First, while the decentraliza-
tion of power enables a variety of actors to govern a blockchain system 
collectively, often only a few actors have the power to affect the 
governance decisions in their own interests, and as such, in practice, 
these systems fail to implement decentralized governance [17,19]. 
Second, the governance of blockchain systems differs from existing 
governance structures, such as markets, hierarchies, platforms, or or-
ganizations [12,20]: besides enabling automatization of governance 
decisions, due to its decentralized nature, blockchain governance needs 
to balance integrity and autonomy without a central authority [3]. That 
is, managing and coordinating various actors toward the shared goal 
requires different approaches than the traditional governance structures 
offer [21]. Thus, the governance of blockchain systems is crucial and 
challenging. 

Defining blockchain governance from a holistic viewpoint and 
identifying its building blocks, that is missing from recent work, is 
important for several reasons. First, blockchain governance models 
based on a single theory focus on particular aspects while neglecting 
many others. For instance, on-chain governance rules are more efficient 
and predictable than their off-chain counterpart. At the same time, on- 
chain governance is less adjustable to the unknown or changing envi-
ronment [22]. On the contrary, off-chain governance is ambiguous, but 
it can respond to unusual cases more humanly and flexibly to the 
changing circumstances [22]. Therefore, it is crucial to have an inte-
grative view of blockchain governance to balance the pros and cons of 
models based on a single theory. Second, analyzing blockchain systems 
from a holistic viewpoint and identifying the decision-making needs is 
essential, especially in distributed settings. There are contradictory 
forces of autonomous actors with different incentives and goals in these 
decentralized systems, while collaboration is needed to achieve the 
shared objectives. Thus, governance decisions cannot be made to one 
aspect of the system without considering its possible consequences to 
other parts. Third, in some of the distributed systems (e.g., self-sovereign 
identity ecosystems), the governance framework (i.e., consisting of 
business, legal, and technical rules and policies of a system) is an 
essential building block besides the technological architecture [23,24]. 
Developing and managing a governance framework requires similar 
development work as building the technical architecture. There is a need 
to provide a shared common language for researchers and practitioners 
to understand and communicate this concept similarly and avoid 
confusion. 

We answer this research gap by carrying out a systematic literature 
review of 75 articles and integrating the viewpoints of recent work. This 
paper reports on the extension of a previous study [25] and answers the 
research question “what is blockchain governance, and what are its building 
blocks?”. Compared to the conference article, in this journal paper, we 
provide more details on the phenomenon, and additionally, we apply 
systems theory [26] to conceptualize blockchain governance as a system 
and parsimoniously organize its interrelated elements into a new con-
ceptual model. According to systems theory, systems consist of elements 
and interrelations among the elements, and the boundaries between the 
systems and the external elements are well defined [26,27]. Conceptu-
alizing blockchain governance as a system is useful for two reasons. 
First, it provides a structured way to identify and communicate the 
components of blockchain governance, its objectives (i.e., output), and 
the factors affecting it (i.e., input). Second, a guiding principle in sys-
tems theory is that the sum is more than its part. Applying systems 
principles (e.g., internal interdependencies, capacity for feedback, 
equifinality, and adaptation) emphasizes a much more complex and 
dynamic view of blockchain governance that has typically not been 
addressed in extant research. This complex view allows us to identify 
relevant future research areas. Thus, applying a systems theoretical 
framework enables us to assimilate state-of-the-art knowledge and chart 

future research directives in a structured manner, leading to the ultimate 
goal of understanding blockchain governance better. 

The paper has several contributions to both theory and practice. 
First, we propose a system-based model of blockchain governance that 
offers a holistic viewpoint and a more comprehensive understanding of 
blockchain systems and their governance. Researchers and practitioners 
(e.g., users, organizations, and regulators) can use the proposed model 
as a reference framework in further studies and as a tool to systemati-
cally design, analyze and communicate the different aspects of the 
governance of blockchain systems throughout the various lifecycle 
stages. Second, this work aims to raise the attention of researchers to the 
choice of using the systems theory to advance the relevance of system-
atic literature review studies. 

The structure of the article is as follows. Next, we describe the recent 
work on blockchain and related concepts, blockchain governance, and 
systems theory. In Section 3, we outline the research methodology. In 
Section 4, we give an overview of the findings in the form of descriptive 
statistics, the system-based model of blockchain governance, future 
research avenues, and illustrative case studies. Section 5 discusses these 
findings and outlines the implications for theory and practice. Finally, 
we conclude the work with some remarks. 

2. Recent work 

In this section, we first describe the blockchain technology and 
related concepts in a nutshell, then give an overview of blockchain 
governance, and finally, we introduce the systems theory. 

2.1. Blockchain in a nutshell 

Blockchain is a distributed ledger, a peer-to-peer database with a 
synchronization mechanism that allows validation, recording, and dis-
tribution of transactions without the need to trust a mediating third- 
party [20]. In blockchain systems, instead of managing the ledger by a 
single trusted party, each node holds a copy of the chain. New trans-
actions are linked to previous transactions by cryptography, and every 
node can verify whether the transactions are valid. During this valida-
tion process, the nodes agree on the valid state of the ledger with 
consensus. The consensus mechanism might differ across the application 
domains and can be classified in different ways, such as lottery-based 
and voting-based mechanisms. Lottery-based approaches include proof 
of work (PoW; i.e., the algorithm rewards participants for solving 
cryptographic puzzles in order to validate transactions and create new 
blocks); or proof of stake (PoS; i.e., validators are selected randomly or 
through a round robin mechanism; however, the vote’s weight of each 
validator depends on the size of his stake that is defined for example, by 
the amount of cryptocurrency held in deposit or another commodity). 
Voting-based approaches to validation include the Practical Byzantine 
Fault Tolerance algorithm, where the nodes transmit votes in a 
multi-round process [28]. When consensus is not established, forks 
occur, i.e., the blockchain system can split into two separate and un-
connected blockchains [5]. In the case of soft forks, a change of rules is 
generated, but the new blocks are compatible also with the old software. 
Hard forks generate technologically incompatible blockchain systems. 

Depending on the access control mechanism, there is a distinction 
between public permissionless, public permissioned, and private per-
missioned systems. First, in public permissionless blockchain systems, any 
user can join the network and participate in the data reading, writing, 
and validation process, and the users can remain anonymous [6]. Sec-
ond, in public permissioned blockchains, every node can read and write 
transactions, but the validation process is restricted to authorized nodes. 
Third, in private permissioned blockchains, only authorized nodes can 
read, submit and validate transactions [20]. In permissioned systems, 
the validation of transactions happens using selective endorsement (i.e., 
by a small number of authorized actors) instead of a consensus mecha-
nism that is applied to a permissionless system. In permissioned systems, 
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the actors’ identity is typically not hidden [10]. 
One of the key components of blockchain are smart contracts and 

oracles. Smart contracts are code (or the source code from which the 
code was compiled) representing computational agreements between 
parties that may be self-executed and self-enforced [7]. Smart contracts 
typically provide basic functionalities, such as token issuance and 
management, conditional or recurrent payments based on a set of pre-
defined conditions, simple lottery systems, etc. However, for smart 
contracts to be useful, they need access to external data sources outside 
the blockchain. This external data is provided by oracles that are 
blockchain addresses controlled by trusted third parties through which 
the relevant input is provided to the smart contract [29]. Together, 
smart contracts and oracles enable the implementation of more complex 
applications. 

Blockchain technology is primarily known for cryptocurrency ap-
plications, such as Bitcoin. However, blockchain has been proven to be 
useful also for supply chains [6], the energy industry [28], digital 
identity [23,30], and finance, to name a few. The blockchain-based 
decentralized finance (DeFi) is a form of finance that does not rely on 
central financial intermediaries, such as banks. DeFi services enable for 
example, crypto-savings, crypto-loans, or trading with them. DeFi ser-
vices differ from traditional financial services because of their decen-
tralized, interoperable, borderless, and transparent nature [31]. 

One of the applications of blockchain are the Decentralized Auton-
omous Organizations (DAOs), which can be considered new forms of 
decentralized governance. DAOs are decision-making systems that 
enable for example, transparent decision processes, automation of 
certain operations, formalized rules, and decentralization of power, 
among others [32]. They rely on the collective agreement of its members 
that is achieved and maintained via voting. DAO members can vote for 
example, to the allocation of the DAO resources, changes in the DAO 
code, etc. Some of the DAO platforms that facilitate the creation of DAOs 
are Aragon, DAOstack, and DAOhaus. 

In some blockchain systems, token holders are allowed to vote on 
issues that govern the development and operations of a blockchain 
system (e.g., adjusting fees, appointing team members, and adopting 
new rules). In some systems, (e.g., LUNA, BNB), tokens can be used for 
several purposes besides voting. In other systems, especially in DAOs 
and DeFi applications, there are specific governance tokens for this 
purpose. Governance tokens implement a voting logic where the token 
holders can express their intention for the protocol development in 
majority-voting schemes in various protocol-specific voting mechanisms 
[33]. Governance tokens typically follow the principle of one token, one 
vote, providing means for decentralized governance by distributing the 
voting power evenly to the community. One of the earliest governance 
tokens was issued by MakerDAO, an Ethereum-based DAO underpinning 
the stablecoin DAI, while other examples include Compound, Uniswap, 
and Curve DAO. For blockchain systems that do not want to invest in 
implementing their own voting system themselves, there are some 
decentralized voting tools (e.g., Snapshot) where it is possible to choose 
a suitable voting strategy and system (e.g., single choice, approval 
voting), and the system provides the holders the possibility to vote (in 
case of Snapshot, off-chain), and easy-to-verify results. 

2.2. Blockchain governance 

Blockchain governance has been studied through the lens of several 
theories, including IT governance theory, platform governance, the 
organizational and corporate governance literature, agency theory, 
internet governance, and open-source software governance (for a more 
comprehensive list, please refer to Table 1). Several components of 
blockchain governance have been identified in recent work depending 
on the theoretical lens or an atheoretical, descriptive research approach. 
For example, studies building on IT governance theory identify the di-
mensions of decision rights, accountability, and incentives [12]. Re-
searchers inspired by organizational and corporate governance 

literature describe decision-making related to (i) owner control on the 
blockchain level, (ii) formal voting on the protocol level, and (iii) 
centralized funding at the organizational level [34]. Further, gover-
nance has been found to be concerned with decisions related to (i) de-
mand management, (ii) data authenticity, (iii) system architecture 
development, (iv) membership, (v) ownership disputes, and (vi) trans-
action reversal [20]. Moreover, studies based on the theory of platform 
governance identify the following three key components of blockchain 
governance: (i) access, (ii) control, and (iii) incentives (e.g., [35]). 

Recent work defines blockchain governance in several ways, as 
visible in Table 2. While there is no consensus on one specific definition 
of blockchain governance, several terms share a common understanding 
among researchers. First, there is a distinction between the governance of 
the infrastructure (i.e., means and processes of directing, controlling, and 
coordinating actors within a blockchain system) and governance by the 
infrastructure (i.e., using blockchain to govern actions and behavior) 
[14]. Second, on-chain governance refers to the direct encoding of rules 
and decision-making processes into the blockchain system, while off--
chain governance is defined as non-technical rules and decision-making 
processes affecting the development and operation of blockchain sys-
tems [15]. Third, technology governance refers to governing the technical 
development of the blockchain system, while network governance implies 
governance of the associated blockchain networks [52]. Fourth, studies 
drawing on organizational and corporate governance literature distin-
guish between external and internal governance [34,46]. External 
governance refers to decisions made outside the blockchain system (e.g., 
the media, general public) but impacting managerial decision-making 
within the system [46]. Internal governance, in contrast, describes 
governance practices inside the system [46]. 

The only work providing an integrative blockchain governance 
framework has been developed and proposed by van Pelt et al. [13]. The 
authors build on the definition of open-source software (OSS) gover-
nance and define blockchain governance as “The means of achieving the 
direction, control and coordination of stakeholders within the context of a 
given blockchain project to which they jointly contribute” ([13], p.7). In this 
work, blockchain governance combines six dimensions (formation and 
context, roles, incentives, membership, communication, and 
decision-making) and three layers (off-chain community, off-chain 
development, and off-chain protocol). While this work provides an 
excellent framework for studying blockchain governance, it does not 

Table 1 
Theories used as a lens for blockchain governance.  

Theory References 

Platform governance [36,37] 
Platform/technology ecosystem governance [35,37–39] 
IT governance [3,12,13] 
Digital platform/infrastructure governance [3] 
Open-source governance [3,13,14,37,40] 
Multi-sided market governance; multi-sided platform 

governance 
[41] 

Agency theory, principal-agent theory [12,42] 
Transaction cost economics [3,37,38,43] 
Game theory [11,44,45] 
Complexity theory [46] 
Social contract theories [47] 
Organizational and corporate governance [11,13,38,42,46, 

48,49] 
Collaborative economy, sharing economy [50] 
Contract economics; coordination and adaptation; law and 

economics literature; legal philosophy/theory; legal order 
[15,44] 

Internet governance [14,36] 
Nodal governance [38] 
Institutional theory [42,51] 
Stakeholder theory [42] 
Resource-based view [42] 
Mechanism design theory [36] 
(Formal) political theory [11,45] 
Contractual and relational governance [43]  
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emphasize the dynamic, evolving nature of blockchain systems, it does 
not incorporate the legal and regulatory aspects, and also, the business 
aspects get less attention. However, governance decisions cannot ignore 
the legal and business context that both sets the constraints and provides 
opportunities for alternative governance structures. Furthermore, 
governance decisions need to consider the lifecycle stage of the block-
chain system. For example, governance is typically more centralized in 
the formation phase, with more ad-hoc decisions made via traditional, 
social decision-making means. Still, it is continuously evolving towards 
decentralized governance structures and more routinized and automa-
tized decisions in the operating phase. 

2.3. Systems theory 

A system is a set of interrelated elements with clearly defined 
boundaries, where a change in one component also impacts other 
components in the system [58]. Open systems interact with their 
external environment. The systems theory assumes that the whole is 
more than the sum of its parts. However, the interrelated elements of a 
system are designed to work together, and function as a whole to achieve 
a common objective. 

The systems theory includes specific principles that emphasize the 
system’s complexity [59]. First, the key assumption (called the congru-
ence hypothesis) for system-based models is that the system exists in a 
relative balance state where the elements of a system “fit” with each 
other, and the system quality depends on the quality of the congruence 
between the elements. Second, the interdependence principle states that 
the components of a system are interdependent and affect each other. 

Third, the capacity of feedback suggests that the system’s output provides 
feedback about the system’s operation and, as such, can be used to 
correct the system. Fourth, the equifinality principle emphasizes that the 
same output can be achieved in several ways using different configu-
rations of the system components. Fifth, systems aim to achieve a state of 
equilibrium by continuously adapting to changing environmental con-
ditions (inputs) [27,59]. 

2.4. Summary 

Despite the growing body of literature, existing research fails to 
provide a holistic understanding of blockchain governance. Applying 
the systems theory provides an opportunity to integrate the findings of 
recent work on blockchain governance, and identify the inputs, outputs, 
and components of blockchain governance based on recent work. 
Furthermore, the principles of systems theory provide us an opportunity 
to derive future research directions that have not been identified before 
in recent work. 

3. Research methodology 

A systematic literature review is an appropriate approach to syn-
thesizing the existing studies to facilitate theory development and sup-
port policymakers and entrepreneurs for better decisions [60]. This 
methodology has high reproducibility and objectivity due to its trans-
parency in data collection and synthesis [60]. Following the five-stage 
grounded theory method of Wolfswinkel et al. [61] for conducting a 
systematic literature review, we applied a review by defining, searching, 
selecting, analyzing, and presenting, which we will describe in the 
following subsections. 

3.1. Defining 

A well-written and detailed protocol document is essential for 
ensuring consistency throughout the review process by defining the 
scope of the review, criteria for inclusion, the fields of research, the 
appropriate sources, and specific search terms. We did not want to 
restrict the scope of our review, and thus, we set the scope to cover the 
entire phenomenon: governance “of” and “by” all different type of 
blockchain systems (private, public, permissioned and permissionless). 
For our study, all articles focusing on or partially mentioning blockchain 
governance can provide valuable insights into blockchain governance’s 
definition and components. Therefore, we defined the inclusion criteria 
as follows: articles focused on studying blockchain governance or pre-
senting the occurrences of blockchain governance. Since research on 
blockchain governance has just emerged in recent years, any relevant 
article might provide interesting views for our study from different 
perspectives. Therefore, we did not limit the fields of research, which 
may result in a multi-disciplinary or holistic perspective for the studies 
on blockchain governance. 

In this study, we used three multi-disciplinary electronic databases 
for keyword searching: the Web of Science, Proquest, and ScienceDirect. 
Those databases were considered appropriate sources since they cover a 
wide range of literature and are frequently used by previous scholars (e. 
g., [62,63]). 

Blockchain governance can be discussed using different terms. 
Finding the right keywords and their combination was an iterative 
process. After several iterations, we decided on the following string for 
searching in the three databases: 

(blockchain OR 

((distributed OR decentralized) 
AND (ledger OR platform OR "autonomous organization"))) 
AND (governance OR management OR ecosystem) 

Table 2 
Definitions of blockchain governance.  

Definition References 

“The means of achieving the direction, control and coordination of 
stakeholders within the context of a given blockchain project to 
which they jointly contribute.” 

([13], p. 7) 

“The placement and enactment of decision rights” ([20], p. 1) 
“Blockchain governance is about determining who has authority 

(internal and external actors); how these actors are endowed (e.g., 
ownership rights vs. decision authority), in what form (formal and 
informal governance forms/structures), and at which level.” 

([34], p. 3) 

“The processes by which stakeholders (those who are affected by and 
can affect the network) exercise bargaining power over the 
network.” 

([38], p. 1) 

“Blockchain governance concerns the way decisions are made, not 
the decisions themselves—who choses and how choices are made, 
rather than what is chosen” 

([38], p. 2) 

“Blockchain governance is the process by which the rules (that is, the 
software) of these systems are managed.” 

([45], p. 1) 

“Blockchain governance represents a self-contained and autonomous 
system of formal rules.” 

([43], p. 13) 

“Blockchain governance is the mechanism by which design changes 
are enacted and regulated on a blockchain.” 

([53], p.2) 

“Governance of blockchains is defined as the formal or informal 
processes that determine changes to the software protocol and/or 
to the legal entities which manage each system.” 

([54], p.2)  

“Blockchain governance is about determining who has authority 
(internal and external actors); how these actors are endowed (e.g., 
ownership rights vs. decision authority), in what form (formal and 
informal governance forms/structures), and at which level. 

([55], p. 49) 

“Governance is the process by which new features are proposed, 
designed, agreed upon and implemented. Features are not limited 
to technical details of the blockchain source code, such as the 
maximum number of transactions that can be put into a single 
block in the chain, but also other important considerations such as 
marketing and education.” 

([56], p. 
196) 

“Governance is generally understood as a system shaping 
coordination between different actors.” 

([46], p. 10) 

“Governance refers to the way rules, norms, and actions of how 
people interact with each other are structured, sustained, 
regulated, and held accountable.” 

([11], p. 
500) 

“Governance is the process through which the governing entities of a 
system take decisions and enforce them.” 

([57], p. 2)  
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3.2. Searching and selecting 

In Fig. 1, the searching and selecting stages are presented. We 
applied the defined search terms to the three online databases in the 
Searching phase. We got the following results: 142 articles from the Web 
of Science, 323 from Proquest, and 473 from ScienceDirect. 

In the selecting phase, we filtered the articles based on their titles and 
abstracts using the defined inclusion criteria. This phase resulted in six 
relevant articles from the Web of Science, eight relevant articles from 
Proquest, and 16 relevant articles from ScienceDirect. In this step, we 
eliminated duplicates and identified 29 primary articles based on title 
and abstract. Next, we filtered the articles based on their content against 
the same inclusion criteria and received 11 articles. Later, we went 
through the backward and forward references of the 11 articles to find 
additional relevant articles with the same inclusion criteria. We found 
607 articles by going backward through the references, and 35 articles 
were included based on the titles and abstracts. Within forward refer-
ences (i.e., from the papers citing the referred articles), 16 out of 221 
articles were found relevant based on the titles and abstracts. Then, we 
went through the 51 articles, filtered them based on their content 
against the same inclusion criteria, and got 26 articles. Next, we did 
another round of backward and forward reference searches at the 26 
included articles and found an additional 36 relevant articles. Therefore, 
the total number of final included articles was 75. During this stage, we 
made descriptive notes about each included article to offer a general 
overview. 

3.3. Analyzing 

We performed the data analysis of the final articles in three phases, 
each phase in an iterative manner. We used the qualitative data analysis 
software ATLAS.ti [64] for open and axial coding. First, we did open 
coding using the constant comparative method [65] to identify the main 
characteristics of blockchain governance and gather descriptive statis-
tics of the articles (e.g., objective, theories, and the research method). In 
this phase, we used the code in vivo and the automatic coding func-
tionality of the software. As a result, the coding was detailed and, in 
many cases, followed the wording of the original articles [66,67]. 
Example codes of this phase include “exit strategy”, “benevolent 
dictator”, “platform developers”, and “economic rewards”. 

In the axial coding phase, we reorganized these codes into larger, 
overlapping categories using the code group functionality of the Atlas.ti 
software. These categories represented the different aspects of block-
chain governance, such as “business aspects” and “actors and roles”. 
Then, we reduced the number of codes by renaming and merging the 
codes that referred to similar issues. This task resulted in a hierarchical 
code structure with a maximum of three levels (for example, “actor: 
developer”, “incentive: nonpecuniary: networking” and “descriptive: 
method: design science”). This code structure represented the building 
blocks of blockchain governance and the understanding of previous 
literature, providing a base for developing our conceptual framework. 

In the theoretical coding phase, our objective was to formulate a 
definition and dynamic blockchain governance model from a holistic 
perspective. We chose to apply the systems theory lens to provide a 
conceptual framework for a better understanding of the phenomenon. 
Using systems theory, we identified, aligned, merged, and organized the 
components of blockchain governance resulting from the axial coding 
phase into a conceptual system-based model. In particular, we identified 
the system’s inputs, outputs, and key components. Furthermore, guided 
by the systems theory, we identified future research needs that have not 
been answered yet in recent work. 

All phases of the data analysis have been carried out as an ongoing, 
iterative, co-creative process. First, the authors discussed the code 
structure several times and modified it according to the agreements. The 
code structure was considered final when all the codes belonged to a 
category, and there were no more questions from any authors. Second, 
several blockchain practitioners discussed the conceptual model during 
several meetings. After the first meeting, the model was refined based on 
the feedback. Later on, the attendees found the model easy to under-
stand, and they used it as a tool to discuss issues related to the gover-
nance of their blockchain system. As a final step, we reviewed the 
quotations behind the codes and summarized the findings in this article. 

4. Findings 

In this section, we first describe the articles’ descriptive statistics. In 
the second subsection, we present a system-based model of blockchain 
governance. Third, we suggest future research avenues. Finally, we 
provide two illustrative case studies for the model. 

4.1. Descriptive statistics 

Fig. 2 presents the number of different article types each year. The 
articles were collected in spring 2021. As visible from the figure, 
blockchain governance has gained increasing attention since 2018. 
More than half of the included articles were published between 2018 
and 2020; the data was collected in spring 2021. The included articles 
are journal articles (36%), conference articles (23%), and others (such as 
book chapters, theses, and university publications; 41%). 

Various research methods have been applied in the included papers. 
The case study was the most frequently used approach, accounting for 
more than 50% of the included papers. Most of these case studies offered 
discussions related to Bitcoin and/or Ethereum, while some other 
studies analyzed EOS.IO [13], the Swarm City [12], Cardossier [20,68], 
and Tezos [38]. In addition to case studies, other research methods 
included the design science research approach [13,69] and action 
research [52]. 

Based on the 75 included articles, most research focuses on public 
blockchains, including 17 for general public blockchains (not specifying 
permissioned or permissionless), 13 for public permissionless, 2 for 
public permissioned, and 2 for public permissionless and private per-
missioned (c.f. Fig. 3). Eleven articles have discussed all types of 
blockchains, and 22 papers are unspecified with the blockchain types. 

Fig. 1. Searching and selecting stages of the systematic literature re-
view process. 
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4.2. A dynamic, system-based model of blockchain governance 

The diversity of theoretical lenses and viewpoints and the various 
dimensions of blockchain governance mentioned in the included articles 
lead us to investigate blockchain governance from a holistic perspective. 
Thus, as a result of our systematic literature review, we define block-
chain governance as follows: 

Blockchain governance encompasses technical and social means to make 
decisions on the different levels (e.g., individual, community, organizational, 
national, international) related to actors, roles, rights, incentives, re-
sponsibilities, rules, and the business, technological, legal, and regulatory 
aspects of a blockchain system during its whole lifecycle. 

Furthermore, we propose a system-based model of blockchain 
governance that can be seen in Fig. 4. In line with the definition, the 
model captures the dynamic nature of blockchain governance, where 
technology-based and social means impact the various facets of block-
chain governance. The key concepts and their definitions are presented 

Fig. 2. Number of different article categories each year.  

Fig. 3. Different types of blockchains discussed.  

Fig. 4. A system-based model of blockchain governance.  
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in Table 3. 
In the following subsections, we describe the different aspects of the 

blockchain governance model. 

4.2.1. Inputs: factors affecting blockchain governance 
The system’s inputs are “given”: this refers to the context, the envi-

ronment, the existing resources, and the starting conditions of the sys-
tem. Identifying the key factors affecting the governance decisions is 
crucial. Governance decisions are affected by culture, market, and 
public interest [3,9,43,70]. Lumineau et al. [43] predict that the infor-
mation asymmetry and unpredictable disturbances (e.g., uncertainty in 
R&D environment, technological changes) impact the efficiency of 
blockchain governance because the transactions are not easily codifiable 
and verifiable. Furthermore, Chen et al. [36] found that experienced 
leaders are more likely to adopt semi-decentralized governance struc-
tures. Rikken et al. [9] emphasize that various factors affect blockchain 
governance differently in each lifecycle stage: for example, the fluidity 
of the actors or lack of organizational structure is a bigger challenge in 
operational and crisis life stages than in the design phase. 

4.2.2. Technical and social means for governance 
This building block encompasses both governance of and governance 

by the infrastructure. Governance means refer to actions, systems, 
methods, and processes designed for decision making. Blockchain 
technology facilitates on-chain governance (referred to also as automated 
self-governance): governance decisions can be automatized by technical 
means, in the form of voting mechanisms, smart contracts, DApp 
frameworks, consensus algorithms, forks, and blockchain network pro-
tocols (e.g., [9,22,71]). Embedding governance into technology refers to 
automatically managing and maintaining systems of legal agreements, 
voting and property rights, and validating, maintaining, and enforcing 
social and functional properties or contracts [47]. Technical means 
enable the standardization of interactions, embedding quality standards 
into the technical architecture, and providing incentives [35]. Autom-
atizing governance decisions entails embedding social trust and deter-
mining the bargaining power of the actors [14,38]. 

However, the technology cannot solely be held accountable for 
governance decisions. Besides these technical means, there is a need for 
off-chain governance enabled by traditional, social means for governance, 
such as communication, collaboration, and coordination among actors 
[13]. Social interactions among the actors are needed in different forms 
and channels [12–14,35,72]. Social governance means refer to formal 
and informal communication and collaboration among the actors, such 
as discussions via coordination systems, tracking systems, meetings, 
forums, and informal online voting over decisions and working groups 
[13,55]. Furthermore, the media plays an information intermediary 
form of off-chain governance by influencing key actors through 
informing, monitoring, public image, and reputation effects [55,73,74]. 

A key challenge in blockchain governance is to find the right balance 
between the technical and social means of governance (i.e., what, how, 
and when to automatize). Understanding when to use the on-chain 
governance, when to apply human intervention, and when a hybrid 
approach is needed [75]. A decision on embedding governance into 
technology should be made based on various aspects of the system, for 
example, the lifecycle stage [20]. In blockchain systems, on-chain 
technical governance interacts with traditional governance mecha-
nisms in both substitutionary and complementary ways [43]. Thus, the 
relationship between technological and social governance means is 
complex and intertwined. 

4.2.3. Blockchain system 

4.2.3.1. Actors and their roles. Governing a system requires identifying 
the actors (i.e., stakeholders, agents) that are influenced by, or can affect 
the system [38]. Blockchain systems have a boundary problem: defining 

Table 3 
Key concepts of the system-based model of blockchain governance.  

Concept Definition 

Inputs Inputs are given to the system (e.g., 
environment, context). As such, they place 
demands and constraints on systems. 

Outputs The outcome of the system. 
Technical means Systems, components, mechanisms, 

frameworks, and processes that enable 
automatizing governance decisions, such as 
voting mechanisms, smart contracts, DApp 
frameworks, consensus algorithms, forks, and 
blockchain network protocols. 

Social means Non-technical, traditional means for 
governance: actions, methods, and processes, 
such as communication, collaboration, and 
coordination among actors. 

Actor An entity capable of performing behaviors or 
activities in the system. 

Role A characteristic set of behaviors or activities 
undertaken by ecosystem actors. 

Right A right or privilege to perform a certain 
behavior or activity. 

Rule A regulation or principle that governs conduct 
in the ecosystem. 

Responsibility A behavior or action that actors or roles can be 
held accountable for. 

Incentive Motivational factors of the actors or roles to 
take actions. 

Technological aspects Architecture, implementation, and data: in this 
context, this category refers to decisions related 
to the implementation details of on-chain 
governance.  
Development work environment: in this 
context, this category refers to the tools and 
methods of developing the technical means of 
blockchain governance.  
IT systems for social interactions, knowledge 
and memory management: this category refers 
to tools for off-chain governance in this context. 

Business aspects Value context: the purpose and context, the 
business requirements, and the strategies and 
mission of the system.  
Value creation: enablers of developing and 
increasing the value of a system, such as core 
activities.  
Value capture: securing financial or 
nonfinancial return from value creation, such as 
revenue streams and pricing models. 

Legal and regulatory aspects Regulations: A set of rules created and enforced 
through social or governmental institutions to 
regulate certain aspects or behavior in the 
system.  
Standards: A set of specification, established 
norm, guideline, or requirement that ensures 
compatibility, safety, and quality of certain 
aspects or components of the system. 
Agreements: Legally enforceable contract 
among the actors. 

Congruence/ fit/ interactions 
between different aspects 

The system exists in a relative balance state 
where the elements of a system “fit” with each 
other, and the system quality depends on the 
quality of the congruence between the 
elements. 

Interdependence and conflicts The components of a system are interdependent 
and affect each other. Tensions and 
incompatibility between the components may 
imply conflicts. 

Equilibrium Systems aim to achieve a state of equilibrium 
where the inputs and outputs are in a favorable 
balance with the environment. 

Capacity for feedback The system’s output provides feedback about 
the system’s operation and, as such, can be used 
to correct the system. 

Adaptation principle Systems aim to achieve a state of equilibrium by 
continuously adapting to changing 
environmental conditions (inputs). 

(continued on next page) 
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the actors of the system is challenging [38]. Some actors are not even 
aware that they contribute to governance decisions [13]. Furthermore, 
some actors are affected by the decisions but do not interact [38]. 
Moreover, a group of actors with the same role may not be homogenous 
in their incentives and actions (e.g., token holders; [38]). Another 
problem comes from different actors’ different preferences towards the 
chosen governance models that need to be aligned [76]. 

Actors can be individually governed as a community or according to 
other affiliations. Actors are classified in different ways in the literature. 
First, actors can be categorized into passive (i.e., users of blockchain, for 
example, to transfer money) or active users (i.e., users who contribute 
and support the operations of the network) [14,77]. Actors might be 
public or private [68]. They can be considered internal (i.e., users) or 
external (i.e., regulators or standard-setting bodies) [20]. Finally, actors 
might be competitive or cooperative [17]. 

Based on our review, actors can be grouped based on their roles in 
the infrastructure development processes or the ecosystem. Roles can be 
defined as a characteristic set of behaviors or activities undertaken by 
the actors [13]. Roles related to infrastructure development are nodes, 
miners or validators, users, developers, architects, and so forth (e.g., 
[13,14,37]). Roles related to a system can be owners, founders, leaders, 
providers, investors, contractors, complementors, standard-setting 
bodies, regulators, observers, operators, suppliers, service providers, 
and so on (e.g., [3,35,44,55,76]). In some cases, there is a hierarchy 
between the roles, and specifying this hierarchy plays an important role 
in governance decisions [13]. Governance decisions should also 
consider that actors might act on behalf of others [78]. 

In certain blockchain systems, the system is managed by a gover-
nance authority that may represent any set of actors organized in 
different forms (for example, government, consortia, cooperative). 
Typically, governance authorities publish a governance framework that 
consists of rules, and business, legal, and technical policies for managing 
the system [23]. For example, governments, large enterprises, or a set of 
organizations might serve the role of governance authority, and gover-
nance frameworks can be published in the form of laws, regulations, 
standards, or agreements. 

4.2.3.2. Rights, rules, and responsibilities. One of the key factors for 
successful governance is the rights and responsibilities of the roles 
/actors and the rules in the system [9]. Rights and rules have been 
mentioned in various forms in the literature. First, access rights and 
rules have been referred to as rights/rules for entry, membership, input 
control, and participation (e.g., [13,20,46]). Second, decision rights and 
rules “concern the rights governing control over certain assets” ([12], 
p.1022). Third, rights and rules should be developed related to devel-
opment, software updates, data policies, and hard forks [16,46,76]. 
Fourth, rules and rights are needed for voting, validation/verification, 
overrides, and ownership (intellectual property) [20,38,47,48,76]. 
Rights and rules could be endogenous (i.e., developed by the community 
for the community, as a form of self-governance) or exogenous (i.e., 
rules established by external actors that have the power of influence, 
such as law-bodies or regulatory frameworks) [22]. Rules can be general 
(e.g., separation of powers, conflict resolution, monitoring, entry and 

exit rules) or domain-specific (tailored to the domain needs, such as 
private production or public service provision [17]. The combination of 
general and domain-specific rules is referred to as the ‘constitution’ of a 
polycentric system [17]. 

Governing a blockchain system implies designing the responsibilities 
and the accountabilities assigned to the roles [12,13,16,76]. The 
importance of responsibility management has been emphasized in both 
the open-source software governance and the corporate governance 
literature [48,79]. Accountability captures the level at which actors are, 
and can be held accountable for their actions and behavior [13]. 
Accountability represents one of the key concepts in the theory of IT 
governance, platform governance, digital infrastructure governance, 
and corporate and organizational governance [3,9,11,12,49]. 

4.2.3.3. Incentives. Incentives refer to actors’ motivations for partici-
pation and actions [13]. Incentives play a key role in governance de-
cisions because they encourage desirable behavior and punish malicious 
actions in the system [12,57]. Aligned incentives allow actors to choose 
their own behavior and actions that coincide with the shared objectives 
of the system [12]. As a central concept of blockchain governance, in-
centives should be carefully designed for each actor and their desired 
behaviors and actions. For example, the system may provide different 
incentives for technical consensus, system development and mainte-
nance, and users and token holders [12]. 

Incentives can be pecuniary (monetary) or nonpecuniary (non- 
monetary) (e.g., [13])). The pecuniary incentives coded into the system 
play an important role in blockchain governance and are based on the 
assumption that humans act in a way that maximizes their monetary 
rewards [17]. For example, monetary incentives include rewards paid in 
the system’s cryptocurrency, the possibility to collect transaction fees, 
salaries, etc. Besides financial benefits, blockchain systems offer a wide 
range of value, such as privileges, reputation, and visibility [12,37]. 
Some actors contribute to the system to gain experience, research, 
conduct technical and market testing, simulate business processes, 
collaborate or build new strategic alliances [52]. 

4.2.3.4. Technological aspects. Blockchain systems cannot be governed 
without decisions related to technology. In particular, these decisions 
are related to (i) the architecture, implementation, and data, (ii) the 
development work environment, and (iii) the IT systems for social in-
teractions, knowledge, and memory management [8,12–14,20,52,76, 
80]. The first category, “Architecture, implementation, and data” is 
related to the implementation details of on-chain governance. Within 
this category, choices related to consensus and voting mechanisms, 
smart contracts, and oracles are crucial. Governance rules are executed 
in smart contracts, while oracles provide information input from the 
external environment to the blockchain system. For example, smart 
contracts in DeFi applications often require oracles to execute agree-
ments because of the need for real-time exchange rates. Further, the 
importance of smart contracts and oracles is highlighted, especially in 
crisis situations. For example, Poblet et al. [8] describe the case of 
MakerDAO’s DAI from March 2020 where due to network congestion 
and time-lagged price oracles, US$4 million worth of ETH was taken 
from the platform and left the platform in deficit. Another important 
decision is related to the voting mechanism. In particular, blockchain 
systems might have their own voting system or use third-party voting 
systems (e.g., Snapshot). Whether to issue governance tokens separately 
or not, is another crucial governance-related decision. 

The second category, “Development work environment”, is related to 
the tools and methods of developing the technical means of blockchain 
governance. The third category, “IT systems for social interactions, 
knowledge, and memory management”, is related to providing tools for 
off-chain governance. Some examples of these technical decisions 
related to governance can be found in Table 4. 

Table 3 (continued ) 

Concept Definition 

Equifinity The same output can be achieved in several 
ways using different configurations of the 
system components. 

Lifecycle stages Form/Design: the formation or design stage of a 
blockchain system.  
Operate: the operational stage of a blockchain 
system.  
Crisis: an acute lifecycle stage characterized by 
conflicts. Crises typically lead to changes in the 
system’s state.  
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4.2.3.5. Business aspects. In blockchain systems, the actors co-create 
value, and a key question is how to ensure a fair share of value among 
them. A successful business model is beneficial for all actors [81] and is 
essential for a sustainable blockchain system. In this view, a fit between 
value capture, value creation, and value context is key to achieving 
dynamic stability [82]. According to this view, we grouped the gover-
nance decisions related to the business aspects into three groups: de-
cisions related to value context, value creation, and value capture. 

The decisions related to value context encompass identifying the 
purpose and context, the business requirements, and the strategies and 
mission of the system (e.g., [13,20,72]). For this task, there is a need to 
understand where the value resides in the system, considering all other 
aspects, such as the actors, their roles, their (possible) incentives, the 
opportunities enabled by the technology and its limitations, and the 
legal and regulatory context. Understanding the value context is essen-
tial to ensure that governance decisions support the system’s ultimate 
purpose [78]. 

The decisions related to value creation are primarily related to cost 
factors and funding sources (e.g., [35,37,52]). Furthermore, decisions 
are needed related to core activities and how to split the funding fairly 
among the actors to establish incentives and facilitate innovative out-
puts. For example, splitting the funding on development, marketing, 
market creation, and assessing the effectiveness of the funding sharing 
strategy remains a key challenge within public blockchain systems [83]. 

Value capture entails not only the provision and negotiation but also 
the realization of value [35]. The decisions related to value capture 
typically deal with revenue streams and pricing models (e.g., [13,35]). 
In blockchain systems, different actors might have different revenue 
models that need to be considered in decision-making processes. 

4.2.3.6. Legal and regulatory aspects. While there are considerable ad-
vances related to blockchain systems’ legal and regulatory environment 
in different countries, uncertainty still exists related to the legal and 
regulatory aspects of the technology and the ecosystems built around it 
[39]. Blockchain governance encompasses decisions related to laws, 
regulations, and industry policies, standards, and agreements (e.g., [9, 
16,76]). 

In an uncertain legal and regulatory environment, decisions are 
needed on the specific regulations to comply with or regarding lobbying 
for changes in the existing regulations [39]. In particular industries (e.g., 

financial or data services), the choice of jurisdiction or accountability 
over multiple jurisdictions is crucial [9]. 

Viable blockchain solutions must have a standard industry policy 
strategy or an alternative strategy when standards are not yet fully 
established. Choices could be, for example, (i) creating a proprietary 
blockchain protocol, (ii) working with existing standards groups to 
adopt standards for blockchains, or (iii) joining an industry blockchain 
consortium [39]. 

Besides the decisions related to laws, regulations, and standards, one 
of the key tasks in developing blockchain systems is to create agreements 
among the actors that set out the rules and policies of the system. 
Agreements can exist in different forms, such as legal documents, shared 
understanding, social norms, or code (e.g., [20,47,72,84]). 

4.2.4. Lifecycle stages 
Blockchain governance evolves over time [9,20,76]. Blockchain 

systems are orchestrated in the formation/design phase (also called 
exploration/ bootstrapping), where the key question is “How should the 
system work?” In the operation phase, the key governance decisions have 
been made already, and the main question is “How should the system 
operate?” In some cases, the system can enter the crisis phase, when the 
key question is “How should the system handle the conflicts?” Crisis 
situations can lead systems to death or to forming a new blockchain 
system via hard forks, or the system can go back to the operation phase 
via the self-renewal/soft fork. Hard forks generate a new blockchain 
incompatible with the original blockchain system, while soft forks 
generate a change of rules that creates blocks recognized as valid by the 
original system [5]. 

Blockchain governance needs a dynamic, evolutionary viewpoint for 
several reasons. First, while blockchain governance is typically consid-
ered decentralized, an evolution pattern can be observed that a central 
authority makes the first design decisions, and the system becomes more 
decentralized when maturing [76]. Second, the level of automatizing 
governance also evolves over time: while ad-hoc decisions cannot be 
automatized, the planned decisions can be implemented later using 
technical means [20]. Third, crises situations, such as the Ethereum’s 
DAO crisis hack shows that during crises, the on-chain governance 
means are often suspended, and the developers use off-chain governance 
for critical decision-making [85]. Thus, questions of temporality and 
change over time should be considered when designing the governance 
of blockchain systems [78]. 

4.2.5. Outputs of blockchain governance 
The outputs of blockchain governance can be tangible (e.g., crypto-

currency returns) or intangible (e.g., construction of alliances, de-
velopers’ attention, and network effects) and intended or unintended [55, 
72]. Effective, “good” governance can be defined in several ways, such 
as effectiveness in decision making, providing incentives, managing 
conflicts, protecting the actors’ investments, coordinating the adapta-
tion and changes, trustworthy information, and fostering a common 
identity [36,44,71,86,87]. Effectively governed blockchain systems are 
reliable, resilient, and adaptive [87]. 

Success is highly context-dependent and can be measured internally 
(i.e., a process-oriented viewpoint: how effectively internal governance 
decisions are made in the given context) or externally (i.e., an objective- 
oriented viewpoint: how well the goals are achieved) [72]. Different 
systems use different metrics to measure the effectiveness of gover-
nance, such as indicators for cost overruns, delays, quality control, the 
number of users, and partner satisfaction [43,77]. 

Blockchain systems are polycentric, and as such, “their governance 
outcomes are also shaped by the larger and smaller associations that are 
part of the same governance network, as well as other similarly sized 
governance units with which a given network competes” ([77], p. 19). 
Further, competitive jurisdictions shape governance outcomes [77]. 
That is, blockchain governance is subject to the constraints of market 
structure and competition because of the possibility of the users to move 

Table 4 
Decisions related to technological aspects.  

Categories of technological 
decisions 

Examples of technological decisions 
within the category 

Architecture, implementation, and data consensus mechanism, voting mechanism, 
smart contracts, and oracles executing 
governance rules 
technical choices for the software stack 
third-party software 
technical requirements on connectivity 
and firewalls 
the monitoring and maintenance of key 
performance parameters 
the sharing of node-IPs 
online or offline funding storage 
transaction enforcement 
validation and conflict resolution 
mechanisms 
data authenticity 
activity tracking 
identity management and interoperability 

Development work environment software repository management 
versioning 
testing 
monitoring 

IT systems for social interactions, 
knowledge, and memory 
management 

coordination and other IT systems  
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to a better-governed network easily. Finally, superior governance forces, 
such as private and public institutions, shape governance outcomes 
[77]. 

4.3. Future research avenues 

Several further research avenues are identified that are listed in form 
of research questions in Table 5. The research questions presented in the 
table are based on the literature review results and the proposed con-
ceptual model. These questions are not addressed in recent work 
adequately, and answering them is crucial for understanding blockchain 
governance. 

4.4. Illustrative case studies for applying the system-based model of 
blockchain governance 

To illustrate the application of the proposed framework, in the 
following subsections, we describe the governance of a public permis-
sionless blockchain and a private permissioned blockchain system using 
the system-based model of blockchain governance. For our analysis, we 
integrated insights from the literature describing these case studies and 
the results of empirical analysis based on publicly available data. 

4.4.1. Case study: governance of Ethereum 
Ethereum is a public permissionless blockchain infrastructure 

launched in 2015 based on Vitalik Buterin’s vision for a fully Turing- 
compete programming language that supports smart contracts and 
blockchain [13]. Ethereum has a wide open-source community. Ether-
eum acts as a platform for many important blockchain-based in-
novations, such as decentralized applications, DeFi services, DAOs, 
NFTs, stablecoins, etc. In September 2022, Ethereum plans to merge 
from the Ethereum Mainnet to Beacon Chain PoS system to reduce 
Ethereum’s energy consumption by more than 99%. After the merge, 
Ethereum will use PoS consensus mechanism instead of PoW. The details 
of Ethereum governance are described in Table 6. 

4.4.2. Case study: governance of IBM Food Trust 
IBM Food Trust was founded in 2017 to connect actors across food 

supply chains through a permissioned blockchain system provided by 
IBM [76]. IBM Food Trust enables nearly real-time data sharing and data 
reconciliation. The details of the governance of IBM Food Trust are 
described in Table 7. 

5. Discussion 

Blockchain has been considered as “trustless” or “trust-fee” tech-
nology because of its potential to dismiss the need to trust traditional 
institutions and online intermediaries [17,89]. According to this view-
point, trust in the authority of institutions can be replaced by trust in 
technology. However, technology-based trust entails shared expecta-
tions on how the system operates, and instead of a trusted authority, a 
low level of trust is required towards a set of actors for maintaining and 
securing the system. This underlines the importance of governance in 
gaining trust: trust towards a blockchain system depends on the de-
cisions on how the system is functioning, and the rules, norms and 
strategies that guide the behavior of the actors. Thus, governance plays a 
key part in blockchain technology to gain trust and achieve its full 
potential. 

In our work, we integrated insights from recent work that studied the 
phenomenon from the viewpoint of different theories. Instead of 
building our definition on one specific theory (such as IT governance, 
open-source software governance, or corporate governance), we defined 
blockchain governance from a holistic, system-based perspective that 
was missing from the current literature. System models’ pragmatic value 
relies on the opportunity to identify which factors are the most crucial to 
understand how the system functions [26]. Based on the literature 

Table 5 
Further research areas.  

Research area Example research questions 

Inputs • What factors influence the choice of 
governance mode? 
• What are the factors that lead to effective 
governance? 
• What are the conditions under which 
blockchains are the most efficient mode of 
governance relative to market, hierarchy, or 
hybrid forms? 

Outputs • How to define and measure the success of 
blockchain systems? 
• What is effective governance? 
• What are suitable performance indicators for 
blockchain systems in different contexts? 
• How can the outputs be defined at different 
levels, such as individual, group, organization, 
or the blockchain system? 

Technical and social means of 
blockchain governance 

• What kind of trade-offs between the technical 
and social means of governance lead toward 
effectively governed blockchain systems in 
different contexts? 
• How do the technical and social means of 
governance become intertwined in a 
complementary and substitutional way in 
various contexts? 

Actors and their roles • How to identify the key actors, roles, and 
potential new actors in a blockchain system? 
• Which actors can be the most effective in using 
blockchains to govern collaborations? 
• Who is impacted by the blockchain systems? 

Rights, rules, and responsibilities • How can a leader have an impact on the system 
without having authority? 

Incentives • What incentives are successful in achieving the 
sustainability of blockchain systems? 
• What incentives drive the mass adoption of 
blockchain systems? 
• How does incentive alignment work during the 
different lifecycle phases of a blockchain 
system? 

Technological aspects  • How do different technological characteristics 
(e.g., scalability, interoperability, privacy, 
transparency) affect the effectiveness of 
blockchain systems? 

Business aspects • How and to what degree can business-related 
decisions be automatized? 
• What are the benefits and the cost factors of 
implementing governance mechanisms into a 
blockchain system? 
• How do changes in a blockchain system affect 
the current business models? 

Legal and regulatory aspects • What is the role of standards in the process? 
How should these standards be developed, and 
by whom? 
• How do the laws and regulations enable and 
limit blockchain systems? 
• How do pre-existing social norms and 
agreements between parties influence the 
governance mechanisms of blockchains? 
• To what extent the blockchain-based, 
distributed systems can operate outside of laws 
when governments cannot legitimately exert 
pressure upon not identifiable actors? 

Congruence/ fit/ interactions 
between different aspects 

• Do the different aspects fit, and does their 
congruence lead to effective governance? 
• How could the business goals be aligned 
among different actors? 
• To what extent, and under which conditions 
can blockchain systems be considered hyper- 
political tools capable of governing social 
interactions on large scale, and dismissing 
traditional central authorities? 

Interdependence and conflicts • What are the dependencies between the actors 
and the different aspects? 
• How do the interdependencies between the 
different aspects mutually influence each other 

(continued on next page) 
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review, we found that the key building blocks of blockchain governance 
are the social and technical means of decision making, actors, roles, 
rules, rights, responsibilities, incentives, and business, technological, 
legal, and regulatory aspects. 

A system-based perspective enables us to perceive in more detail the 
multi-faceted and complex aspect of blockchain governance [76]. 
Incorporating on-chain and off-chain governance, governance of the 
infrastructure, and governance by the infrastructure in one model fa-
cilitates the investigation of how the technical and social governance 
means substitute for and complement each other [43]. Furthermore, 
based on our work, we emphasize the dynamic, evolving nature of 
blockchain governance [76]: decisions should consider the lifecycle 
stage of the system. For example, governance might be more centralized 
in the formation phase but evolve towards decentralized governance 
structures. The complexity and ad-hoc nature of the governance de-
cisions also differ in different lifecycle stages. 

Applying the systems lens enables us to conceptualize governance as 
a system where the input parameters (e.g., the starting conditions, the 
context, such as the role of culture, user preferences, and legitimacy), 
the output parameters (e.g., the key objective and measures of success), 
and the interactions and interdependencies of the components need to 
be considered as well. In this work, we applied our proposed model to 
two real-world blockchain systems: Ethereum and IBM Food Trust. As 
visible from these case studies, the governance of blockchain systems 
may differ substantially in the case of private permissioned and public 
permissionless systems; however, the proposed system-based model can 
accurately describe how these systems are governed. 

Based on our review, we emphasize three important gaps in the 
literature that need further investigation. First, the literature lacks 
studies that provide contextual details on how the context and envi-
ronment affect the effectiveness of different governance structures. For 
example, why some blockchain systems are more successful in some 
countries while not in others? Second, there is a need for studies on how 
different component configurations can lead to the same outcome. For 
example, analyzing the data from decentralized voting systems (e.g., 
DAOAnalyzer) could identify patterns for successful blockchain gover-
nance. Third, we call for future longitudinal research to understand how 
blockchain systems adapt to changes in the environment and to changes 
in the systems’ objectives. For example, Ethereum’s transition from PoW 
consensus mechanism to PoS will provide valuable insights into many 
aspects of blockchain governance. 

Table 5 (continued ) 

Research area Example research questions 

over time? 
• What causes conflicting behavior? When and 
why do forks occur? 

Equilibrium • What are actions crucial to achieving 
sustainability? 
• Which governance mechanisms would be more 
effective in encouraging equilibrium and 
consensus? 

Capacity for feedback • What performance measures could be used to 
improve governance? 
• Which aspects of a blockchain system would 
benefit from decentralization, and which 
components require centralization in effectively 
governed systems? 

Adaptation principle • How should the governance of blockchain 
systems adapt to changing inputs, such as 
economic conditions? 

Equifinity • What are the various configurations of 
governance components that lead to a particular 
desired system output? 

Lifecycle stages • What actions lead to a crisis? 
• What patterns does the governance of different 
blockchain systems follow throughout its 
lifecycle?  

Table 6 
Governance of Ethereum.  

Building block Ethereum 

Inputs Global context. High level of uncertainty. 
Outputs The Ethereum’s network value follows the 

Metcalfe’s law fairly well, which identifies a 
network’s value as proportional to the square of 
the number of its nodes, or end users. 

Technical means of blockchain 
governance 

Proof of Work and Proof of Stake consensus 
mechanisms. Potential forks. Potential 
governance tokens. 

Social means of blockchain 
governance 

Reddit, Twitter, Slack, Discord, Gitter, The 
Ethereum Community Forum, the Ether Forum, 
local meetups, podcasts, events, comments via 
Github, scheduled developer calls. 

Actors and their roles Token holders, miners, stakers, developers, 
Ethereum Foundation, industry organizations, 
fellowships, community figureheads, online 
moderators, contributors, maintainers, 
Ethereum Improvement Proposal editors, full 
nodes, lightweight nodes, Ethereum Enterprise 
Alliance, etc. 

Rights, rules, and responsibilities Open access rights. Joining industry 
organization groups requires an application 
process and a license fee. The Ethereum 
Foundation manages some community 
infrastructure, employs teams working on 
Ethereum software such as testing frameworks, 
and runs official developer conferences. 

Incentives Financial benefits in the form of a potential 
increase of Ether. The benefits of Ethereum 
applications. Fun and social recognition. Salary 
paid by the Ethereum Foundation. Block 
rewards. Transaction fees. Network support. 
Security incentives. 

Technological aspects Ethereum Virtual Machine. Ethereum Stack. 
Programming languages (e.g., Solidity, Vyper). 
APIs. Oracles (e.g., via Chainlink, Witnet, 
Probale, Paralink, Dos. Network services). 
JSON-RPC middleware, etc. 
IDEs: Remix, EthFiddle, Gitter, ChainIDE, 
Replit, Visual Studio Code, Atom, JetBrains 
IDEs, etc. 

Business aspects Miners are rewarded in Ether. The Ecosystem 
Support Program allocates resources to builder 
tools, infrastructure, research, and public 
goods. The Ethereum Foundation got some 
initial funding from the pre-minded native 
coins at the launch of the Ethereum. 

Legal and regulatory aspects Standards are introduced as Ethereum 
Improvement Proposals (EIPs), which 
community members discuss through a 
standard process. Ethereum is banned in some 
countries such as Afghanistan, Pakistan, and 
Algeria. Ethereum has been restricted in some 
countries such as China, India and Egypt. 

Congruence/ fit/ interactions 
between different aspects 

There are many challenges related to the 
congruence of different aspects, such as 
immature legal context and, lack of standards 
for technical architecture, disputes within the 
community. 

Interdependence and conflicts There are several conflicts within the 
community, such as the dispute around 
migration from PoW to PoS consensus 
mechanism. 

Equilibrium Ethereum aims to achieve equilibrium by 
adapting a democratic governance model, 
influence from the benevolent dictator, and a 
possibility for forks. 

Capacity for feedback Feedback is encouraged, especially by social 
means for governance. The community can 
signal its opinion through Carbon votes and 
Twitter polls. 

Adaptation principle The system adapts to the changing environment 
for example, by forks and changes in the 
consensus mechanism. 

Equifinity 

(continued on next page) 
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5.1. Implications for theory 

This research has several theoretical and empirical contributions. 
First, the work contributes to system engineering literature by providing 
a unique, holistic view of blockchain governance and its multi-faceted, 
complex, and dynamic nature. In particular, the holistic definition of 
blockchain governance advances theory by integrating the different 
theoretical viewpoints and can serve as a reference definition for further 
studies. Furthermore, researchers can use the model as a reference 
framework in future work, such as empirical and comparative case 
studies. This integrative framework is significant since it balances the 
benefits and drawbacks of a single blockchain governance model and 
intends to cover all relevant components. Moreover, the proposed 
framework is novel as compared to the blockchain governance frame-
work proposed by Van Pelt et al. [13] because the model introduced in 
this paper incorporates the legal and regulatory aspects of blockchain 
governance, it emphasizes the dynamic, evolving nature of blockchain 
systems and their lifecycle, and in this model, also the business aspects 
get more attention. 

Second, systems theory has been applied in systematic literature 
review methodology in several research fields (e.g., natural sciences and 
management; [27,90]); however, we are unaware of its use in the soft-
ware engineering literature. Thus, with this work, we aim to raise the 
attention of software engineering researchers to the choice of advancing 
theory by applying systems theory in systematic literature reviews. 

5.2. Managerial implications 

For practitioners, such as the actors of blockchain systems, the 
definition and the model provide a structured foundation and a shared 
language to understand, analyze and communicate blockchain gover-
nance decisions. The need for such a framework is underlined by DuPont 
[[91], p.198]: “there is no one right approach to [blockchain] gover-
nance [. . .] there are risks and opportunities for each”. That is, similarly 
to Business Model Canvas [92] which has been commonly used in 
business model development, this model can serve as a tool for identi-
fying the gaps and questions, and provides a systematic way of doc-
umenting governance decisions throughout the whole lifecycle of the 
system, such as formation/design, operations, and crisis. We describe 
some important questions in Table 8, that practitioners might need to 
consider while designing and operating related to the governance of 
their blockchain systems. 

5.3. Limitations 

The work has several limitations. First, due to the phenomenon’s 
complexity, the conceptual model cannot encompass all the details but 
rather aims to give an overall picture of blockchain governance. We 
acknowledge the importance of research investigating different parts of 
blockchain governance in various contexts. While this study aimed to 
build a holistic view, we encourage future research to address detailed 

questions related to this complex phenomenon. Second, the study could 
be extended with findings from gray literature following the guidelines 
on carrying out a multi-vocal literature review [93]. To mitigate this 
limitation, the authors followed the gray literature (news, blogs, videos, 
etc.) related to the topic during the study and conducted several searches 
to address specific issues related to the phenomenon. Third, future 
research could provide more details on current blockchain governance 
mechanisms. For example, analyzing DAO activities using the web tool 

Table 6 (continued ) 

Building block Ethereum 

Ethereum provides an infrastructure to develop 
various governance models (e.g., governance 
tokens, and voting systems) that might provide 
the same results. 

Lifecycle stages The governance of Ethereum has been evolving 
from having a benevolent dictator (Vitalik 
Buterin), through oligarchy (Buterin co- 
founded Ethereum with several individuals) 
towards democracy (ensured by the miners’ 
voting mechanism). There are crisis stages in 
Ethereum’s history, such as Ethereum’s split 
into Ethereum and Ethereum Classic after The 
DAO crisis.  

Table 7 
Governance of IBM food trust.  

Building block Governance of IBM Food Trust 

Inputs Standards and regulations. Data availability. 
Market needs. 

Outputs Success could be measured by the number of 
customers, the magnitude of the profit, and the 
satisfaction of the supply chain actors. 

Technical and social means of 
blockchain governance 

Smart contracts for decision-making within the 
supply chain. Practical Byzantine Fault 
Tolerance consensus algorithm. Trust anchors 
receive a full copy of the encrypted ledger but 
can only view the hashes of the transaction 
unless data owners grant access. Traditional 
social means between IBM and other actors in 
IBM Food Trust system. 

Actors and their roles IBM, producers, suppliers, manufacturers, 
retailers, port and terminal operators, customs 
authorities, restaurant owners, consumers, 
waste disposal actors. 

Rights, rules, and responsibilities IBM owns and is responsible for the Food Trust 
Platform, but other service providers may build 
applications or services on top. Data is owned 
and controlled by the registered actors that own 
it before it is uploaded to Food Trust. A council 
of industry representatives (IBM Food Trust 
Advisory Council) sets the engagement rules. 
Trust anchors are responsible for resource 
ownership, verification, endorsement, and data 
extractions. 

Incentives Real-time, trustworthy information on the food 
ingredients and provenance data. Increased 
supply chain efficiency. Competitive 
advantage. Better customer relationship. 
Identifying gaps in the transportation networks. 
Efficiency in logistics. Less food contamination. 

Technological aspects The IBM Blockchain Platform is built on 
HyperLedger Fabrik. IBM Cloud. 

Business aspects Large enterprises and SMEs in the food industry 
pay a subscription fee for some services. 

Legal and regulatory aspects Global Standards One (GS1). EPC Information 
Services (EPCIS) Standard. ISO-8601. National, 
international and regional laws concerning the 
actors (e.g., Food Safety Modernization Act). 
Agreements between IBM and registered actors. 

Congruence/ fit/ interactions 
between different aspects 

The IBM Food Trust solves a real problem by 
providing a technological solution and 
complementing incentives for various actors. 

Interdependence and conflicts Different actors are interdependent within the 
same supply chain that rely on each other’s 
data. 

Equilibrium The key pillar of ensuring equilibrium is the 
Advisory Council and the Practical Byzantine 
Fault Tolerance consensus algorithm. 

Capacity for feedback Actors have the opportunity to influence, guide, 
and provide expertise to the system’s 
operations. 

Adaptation principle “The Food Trust Governance Model is 
continually re-evaluated and updated based on 
the expansion of the solution, member needs, 
technology innovation, and regulatory 
changes.” [88] 

Equifinity There is no data on how other governance 
models might affect the success of IBM Food 
Trust system. 

Lifecycle stages The system has gone through the design phase 
and is currently in the operating phase.  
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DAOAnalyzer could provide meaningful insights into the governance of 
public blockchain systems. One great example of such an analysis is 
provided by Faqir-Rhazoui et al. [32], who found large differences 
among the DAO platforms related to growth, activity, and voting results. 
Fourth, the articles were collected in spring 2021; thus, including arti-
cles published after that in the systematic literature review process is left 
for future research. 

6. Concluding remarks 

Governance decisions in decentralized systems cannot be made 

solely by focusing on the key components from one specific theory (e.g., 
decision rights, accountability, and incentives from IT governance the-
ory). Instead, making governance decisions needs a comprehensive 
analysis of the system. We define blockchain governance from a holistic 
perspective by integrating insights from recent work. That is, blockchain 
governance encompasses technical and social means to make decisions 
on the individual, community, organizational, inter-organizational, 
national, international levels related to actors, roles, rights, incentives, 
responsibilities, rules, and the business, technological, legal, and regu-
latory aspects of a blockchain system during its whole lifecycle. This 
definition is novel due to its comprehensive characteristic. It provides a 
systematic viewpoint on the governance decisions that must be made 
during designing, operating, and managing blockchain systems during 
crises. 
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[93] V. Garousi, M. Felderer, M.V. Mäntylä, Guidelines for including grey literature and 
conducting multivocal literature reviews in software engineering, Inf. Softw. 
Technol. 106 (2019) 101–121, https://doi.org/10.1016/j.infsof.2018.09.006. 

G. Laatikainen et al.                                                                                                                                                                                                                           

http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0054
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0054
https://aisel.aisnet.org/ecis2020_rp/203
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0062
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0062
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0089
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0089
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0089
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0024
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0024
https://smithandcrown.com/research/2019-review-distributed-governance/
https://smithandcrown.com/research/2019-review-distributed-governance/
https://doi.org/10.4159/9780674985933-005
https://doi.org/10.4159/9780674985933-005
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0042
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0042
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0002
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0002
https://www.ibm.com/blockchain/solutions/food-trust
https://doi.org/10.2139/ssrn.2844409
https://doi.org/10.2139/ssrn.2844409
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0074
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0074
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0027
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0027
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0027
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0064
http://refhub.elsevier.com/S0950-5849(23)00003-4/sbref0064
https://doi.org/10.1016/j.infsof.2018.09.006

	A system-based view of blockchain governance
	1 Introduction
	2 Recent work
	2.1 Blockchain in a nutshell
	2.2 Blockchain governance
	2.3 Systems theory
	2.4 Summary

	3 Research methodology
	3.1 Defining
	3.2 Searching and selecting
	3.3 Analyzing

	4 Findings
	4.1 Descriptive statistics
	4.2 A dynamic, system-based model of blockchain governance
	4.2.1 Inputs: factors affecting blockchain governance
	4.2.2 Technical and social means for governance
	4.2.3 Blockchain system
	4.2.3.1 Actors and their roles
	4.2.3.2 Rights, rules, and responsibilities
	4.2.3.3 Incentives
	4.2.3.4 Technological aspects
	4.2.3.5 Business aspects
	4.2.3.6 Legal and regulatory aspects

	4.2.4 Lifecycle stages
	4.2.5 Outputs of blockchain governance

	4.3 Future research avenues
	4.4 Illustrative case studies for applying the system-based model of blockchain governance
	4.4.1 Case study: governance of Ethereum
	4.4.2 Case study: governance of IBM Food Trust


	5 Discussion
	5.1 Implications for theory
	5.2 Managerial implications
	5.3 Limitations

	6 Concluding remarks
	Declaration of Competing Interest
	Data availability
	References


