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Abstract. We analyzed the Bitcoin difficulty data and noticed that the
difficulty has been around the level of 10'* for three years (H2 2018 -
H1 2021). Our calculation showed about 10?® hashes have been gener-
ated during bitcoin mining around the world for securing the addition
of 703,364 blocks to the Bitcoin blockchain. We introduced a concept
of Recycling Hashes in the hope to (a) jump-start bespoke silicon (cus-
tomized silicon) for reversible computing, (b) open up the possibility of
Bitcoin’s Proof-of-Work to be less energy-consuming in the future, (c)
provide scientific value or new services, in the form of entropy pool or
random numbers, to Internet users while still achieving the security level
of Bitcoin of today, (d) decrease the old mining hardware e-waste by
using them to recycle hashes to the entropy pool, and (e) solve the prob-
lem of low mining rewards. We found that the bit rates of the current
irreversible bitcoin miners are millions of times as high as the existing
Internet connections, so it would be difficult to send all the hashes gen-
erated in real-time via the Internet. Even if only 0.000000355% of the
hashes can be recycled, it would still mean that 355 - 10'® hashes (355
EH) would have been recycled since the beginning of Bitcoin. Storing all
the hashes, so far, would need storage of 2.560 - 10%° bits, and it is not
currently possible to keep all of them. Our simulation of 10,000 bitcoin
hashes showed that the occurrences of zeros and ones in bitcoin hashes
are almost 50% and 50%, so it is an encouraging finding for seeding
the Pseudorandom Number Generators. We also proposed a second coin
for the Bitcoin blockchain, an inflationary coin with a different currency
unit (BTCi), to motivate the entropy providers to keep the old mining
hardware online. The proposed second coin might keep Bitcoin’s security
model safe in the future when the deflationary bitcoin (BTC or BTCd)
block reward is becoming too low.

Keywords: Reversible Computing - Bitcoin Mining - Random Number
Generation.
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1 Introduction

In this paper, “Bitcoin” (with uppercase B) is the Bitcoin protocol and the
Bitcoin network and “bitcoin” (with lowercase b) is the bitcoin money. Bitcoin
was introduced in 2008 by Satoshi Nakamoto [3] and the Bitcoin blockchain
was started in 2009. Bitcoin mining has been a controversial topic since the
mid-2010s. In 2009 and the early 2010s, CPUs (Central Processing Units) were
used for bitcoin mining resembling grid computing projects like those utilizing
the BOINC (Berkeley Open Infrastructure for Network Computing) platform.
In the mid-2010s, bitcoin mining by CPUs was not profitable anymore because
there was already bitcoin mining software using the computer graphics card’s
GPU (Graphics Processing Unit). The next stage in bitcoin mining evolution
was the introduction of FPGA (Field-Programmable Gate Array) chips that
were even faster at producing SHA256d (double SHA256) (SHA-2 means Secure
Hash Algorithm 2) hashes than GPUs. This stage was even shorter than the
GPU bitcoin mining stage because some bespoke silicon projects successfully
developed and produced ASICs (Application Specific Integrated Circuits) for
bitcoin mining.

SHA256d ASICs can only be used to calculate SHA256d hashes; Scrypt
ASICs, used for mining litecoin (LTC), can only be used to calculate Scrypt
hashes. For comparison, FPGAs can be programmed to do different calcula-
tions, and modern GPUs can also be used flexibly. ASICs are not for general
computing, but they are swift. The problem with bitcoin ASIC mining is that
the chips are still using lots of energy for the calculations. Another problem is
that bitcoin ASIC mining devices are “getting old” very fast. It is not profitable
to keep old mining hardware online because newer mining hardware will produce
hashes at a faster rate and produce more bitcoin income for the hardware owner.
Suppose the cost of bitcoin mining is higher than the bitcoin mining revenue. In
that case, the only solution is to sell the mining hardware to someone living in
an area where electricity is cheaper. Eventually, it is not profitable to use the
old hardware for mining anywhere on the planet. The old mining hardware has
become “e-waste”.

One alternative solution is to use the old hardware to mine some altcoins with
the same hash function (SHA256d) Bitcoin is using. One example is namecoin
(NMC) that can be mined either alone or merge mined together with bitcoin, but
mining altcoins is still not consistently profitable even in the case of merge min-
ing. Merge mining means mining two or more similar kinds of cryptocurrencies
simultaneously without sacrificing overall mining performance.

1.1 Bitcoin Mining

Bitcoin mining is a type of lottery game where one competes against other bitcoin
miners. The more mining power (the higher the hash rate) one has, the better
is the chance to win in this competition. The winner will get permission to add
a new block with bitcoin transactions onto the Bitcoin blockchain. The winner
will also get a reward that consists of a block reward of several bitcoin (BTC).
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The winner will also get the transaction fees (also paid in BTC) added by the
users whose transactions were included in the new block.

Difficulty is a measure of how difficult it is to find a hash below a given target.
The Bitcoin network has a global block difficulty that is recalculated every 2016
blocks. Because the desired rate of Bitcoin blocks is ten minutes, it would take
two weeks to mine 2016 blocks. If it takes less than two weeks for 2016 new
blocks, the difficulty will go up; if it takes more than two weeks for 2016 new
blocks, the difficulty will go down. [6]

Bitcoin blocks are generally around 1 megabyte in size in 2021. Blocks include
transaction data and also headers that contain metadata. There are 80 bytes
or 640 bits in the header of a Bitcoin block. The output of the SHA256 (and
SHA256d) function is a 256-bit number. This means that the chip to calculate
Bitcoin’s SHA256d hash function has 640 input wires and 256 output wires.

Mining bitcoin needs lots of electricity. Stoll et al. estimate “the annual elec-
tricity consumption of Bitcoin” in November 2018 to be 45.8 TWh and the
annual carbon emissions range from 22.0 to 22.9 MtCO; [36]. For comparison,
the use of electricity in Finland totalled 86.1 TWh in 2019 [15], the total energy
consumption in Finland in 2019 was 1362 PJ or 378 TWh [9], and the total emis-
sions of carbon dioxide (CO2 eq.) in Finland in 2020 was 48.3 million tonnes
[5]. According to the Galaxy Digital Mining report from May 2021 [12], Bit-
coin consumed 113.89 TWh of electricity annually, the gold industry used about
240.61 TWh of energy annually, and the banking industry consumed 263.72 TWh
of energy annually. They compare Bitcoin’s electricity usage to the global an-
nual energy supply (1,458.2 times that of the Bitcoin network), the global annual
electricity generation (234.7 times that of the Bitcoin network), the amount of
electricity lost in transmission and distribution each year (19.4 times that of the
Bitcoin network), and the energy footprint of “always-on” devices in American
households (12.1 times that of the Bitcoin network). It is also useful to com-
pare the bitcoin mining electricity usage to the electricity and energy usages of
other IT industries’ activities. PC gaming used about 75 TWh of electricity in
2012 according to Mills et al. [34] Facebook’s global electricity consumption was
5.14TWh in 2019 according to Alves [8]. The energy consumption of Google
(Alphabet) was 12.7 TWh in 2019, according to Jaganmohan [1]. According to
Alden [4], Bitcoin’s energy usage is not a problem because the mining uses less
than 0.1% of global energy and because a sizable portion of the energy used for
mining would be otherwise stranded and wasted.

Bitcoin mining is based on a “Proof-of-Work” (PoW) mechanism, the idea
that a miner needs to spend a sufficient amount of work to receive the compen-
sation. In Bitcoin, it is implemented based on the principle that it is easy to
validate the correctness of a cryptographic SHA256d hash given the input and
the resulting hash, but it is very hard (or impossible) to find the input for the
hash function from the particular output. Generally, to find an input value for
a hash function given its output, one should brute force possible inputs. During
the bitcoin mining process, miners compete in finding the nonce, a value that
is along with details of new transactions and a link to the previous block, a
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part of the input to the SHA256d functions. The goal is to find such a nonce
that the number of leading zeros in the output would be greater than a certain
threshold, set by the difficulty. The more leading zeros should be at the begin-
ning of the output, the harder it is to find a suitable nonce value. By finding
the nonce, new transactions are added into the blockchain, and modifications of
the transactions in this block would require finding another nonce in the current
and potential subsequent blocks. Thus, the bitcoin mining process consists of
repeated calculations of SHA256d hashes and checking if they suit the difficulty
constraint.

1.2 Reversible Computing

Almost all of the computing in the world today (including bitcoin mining) is
irreversible. From the chip’s output, the final state f(x), it is difficult or im-
possible to figure out the intermediate states and the initial state x. Reversible
computing is a computational model where the computational process can be
reversed in time, i.e., its previous states can be reconstructed from its subse-
quent states. For example, specific inputs of logical exclusive OR (XOR) cannot
be obtained from its output, as multiple different inputs may correspond to the
output; however, the input of NOT operation can be determined based on its
output. According to Frank [14], reversible computing refers to computing in a
way that preserves signal energies and reuses them over multiple digital opera-
tions. Reversible computing focuses on achieving far greater energy efficiency and
practical performance for all digital computing, rather than quantum speedups
on relatively few specialized applications.

In 1961 Rolf Landauer [31] noticed that logically irreversible gate will dissi-
pate heat to its environment according to the equation

E = kgTIn(2). (1)

In Equation (1), kg is the Boltzmann constant, 7' is the temperature of the
environment in kelvins, and In(2) is the natural logarithm of 2.

With reversible computing, it would be possible to uncompute the final state
f(z) and go back all the way to the initial state . By not wasting any informa-
tion, reversible computing could be highly energy-efficient. Making computing
reversible could reduce the excess generation of waste heat. Quantum comput-
ing is closely related to reversible computing. Frank et al. [24] note that (a)
Landauer’s Principle sets a strict lower bound on entropy generation in tradi-
tional non-reversible architectures for deterministic computing machines; and
(b) reversible computing can potentially circumvent the Landauer limit with
the potential of allowing the efficiency of future digital computing to improve
indefinitely.

1.3 Generating Pseudorandom Numbers

Random numbers in classical computing systems are generally pseudorandom
numbers because it is impossible to get truly random numbers from computers
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considered deterministic. The big difference is quantum computing that makes
true random number generation possible. For example, Heinonen [25] shows a
simple example of how to generate a quantum program that generates true
random numbers.

Here we consider classical computing systems, so we concentrate on the
PRNGs (Pseudorandom Number Generators). There are PRNGs such as Blum
Blum Shub [21], Yarrow [29], and Fortuna [22]. Fortuna is a modern and cryp-
tographically secure PRNG. It is a family of secure PRNGs, and they consist of
the following parts: (a) the generator, which once seeded will produce pseudo-
random data; (b) the entropy accumulator, which collects random data from
various sources and reseeds the generator when possible; (c) the seed file, which
stores entropy for the computer to start generating random numbers after re-
booting.

1.4 Literature review

We know from Stoll et al. [36] that bitcoin mining uses lots of energy and has
a considerable carbon footprint. de Vries et al. [40] found that bitcoin mining
generates lots of hardware waste or e-waste: 30.7 metric kilotons annually as
of May 2021. de Vries [39] estimated mining equipment to become obsolete in
roughly 1.5 years.

It is exciting that reversible computing is not a new invention, but it is still
not used as of writing this article. Bennett [19] found already in 1973 that every
classical computation can be turned into reversible form. Toffoli [38] invented a
universal reversible logic gate in 1980. According to Frank [23], reversible com-
puting could be from 1000 to 100,000 as cost-effective as irreversible computing
in the 2050s. The IBM Q Experience quantum computing documentation has
an excellent introduction to reversible computing [7].

We also know various consensus methods that have the potential to re-
place the energy-consuming Proof-of-Work consensus methods. For example,
Ethereum developers are trying to replace Ethereum’s Proof-of-Work with Proof-
of-Stake (PoS). We know projects like Gridcoin [10], and Primecoin [30] do valu-
able science while securing the blockchains with their consensus methods. Bizzaro
et al. [20] introduce Proof-of-Evolution (PoE) that keeps the security features
of Proof-of-Work, and uses part of the mining computations for the execution
of genetic algorithms (GAs). Miller et al. [33] try to repurpose Bitcoin work for
data preservation. Manthey et al. [32] try to replace brute force mining algorithm
with solving Boolean satisfiability problem (SAT).

Bitcoin’s transaction fees are too low to motivate bitcoin miners, according
to Kagkaloglu [28] and Cussen [17]. According to Alden [4], the Bitcoin net-
work continues to be more energy-efficient each year due to the declining block
rewards.

According to Taylor [37], bitcoin ASIC mining is proof that bespoke silicon
(customized silicon) can be developed in small volumes. These devices outper-
form general-purpose SoCs developed by major multi-billion dollar companies.
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Ferguson et al. [22] note that backups and virtual machines cause problems
when reseeding PRNGs. The problem is that PRNG that loads the seed file from
backups will be reseeded from the very same seed file. Until the accumulator has
collected enough entropy, the PRNG will produce the same output after two
reboots. They claim that there is no direct defense against this kind of attack.

Wang et al. [41] present RandChain, a decentralized random beacon protocol
designed to provide continuous randomness at regular intervals.

According to the literature research, we do not have solid answers to the
following questions.

1. How to secure the Bitcoin blockchain without a huge carbon footprint and
lots of mining hardware e-waste? There are consensus methods like Proof-
of-Stake, but they are not ready to replace Proof-of-Work yet.

2. The information in reversible computing needs to be stored somewhere.
Where and how will it be stored? Will it be stored locally or globally?

3. There seems to be not enough incentive to build reversible computers. How to
stimulate the development of reversible computing hardware and software?

4. When there is not enough entropy available, how to seed PRNGs without
using the same seed file during the computer startup process?

5. People who do not use bitcoin tend to state that bitcoin is not valuable.
How to make Bitcoin more valuable and justified even for those who do not
want to use the bitcoin cryptocurrency itself? One method to provide new
value to the system is to solve science problems while securing the blockchain.
There are inventions like Proof-of-Evolution, Primecoin, and Permacoin, but
Bitcoin is not using their methods.

Research Question Our research question is: How to change bitcoin mining
to use potentially less energy and do something valuable besides securing the
Bitcoin blockchain?

1.5 Recycling Hashes from Reversible Bitcoin Mining to Seed
Pseudorandom Number Generators

We try to answer our Research Question by introducing Recycling Hashes from
Reversible Bitcoin Mining to Seed Pseudorandom Number Generators. Using
reversible computing for bitcoin mining has been discussed on the Bitcoin Forum
[13]. Seeding PRNGs with random data is a familiar concept, and methods like
LavaRand use digitalized fresh images of lava lamps to seed PRNGs.

What kind of a chip would mine bitcoin using reversible computing? The
exact number of input and output wires for the R-SHA256d chip is unknown
because reversible computing architectures are still in the early stages. There will
probably be more input and, especially, output wires for the reversible SHA256d
chip than for the irreversible SHA256d chip.

Is not it impossible to reverse a secure hash function? Reversible computing
is not breaking the secure hash functions (including SHA256). It will only echo
the input wires  to output wires x, calculate the final state f(x) and generate
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some garbage data, intermediate states g(z), from clean scratch memory 000. ..
(L zeros). All it does is mapping =z, 0 to z, g(x), and f(z). It is impossible to
use the output from SHA256 (or SHA256d) in R-SHA256 (or R-SHA256d) to
figure out the input. The output of SHA256 (and SHA256d) is missing the x
and g(z) information that would be needed for going back to the initial state z.

The idea of using reversible bitcoin mining to generate random numbers did
not come from reversible computing but from the need to find some usage of
the billions of hashes generated during the mining process. There is the famous
LavaRand method [35] to generate random numbers by taking digital pictures
of lava lamps, converting the information to binary numbers, applying a crypto-
graphic hash function, obtaining seed from the hash function, and feeding that
seed to the PRNG. Our idea was to take the otherwise wasted hashes of bit-
coin mining and feed them to the Bitcoin network users to seed their PRNGs.
This idea was getting more justified in reversible computing. Erasing informa-
tion means generating waste heat. The erasing of information can be avoided if
the information is copied to a clean auziliary register before uncomputing the
solution f(z) [7].

What if most or at least some of the otherwise wasted hashes of mining could
be recycled somehow? Could they be stored onto the blockchain or sent securely
to the Bitcoin network users so they can seed their PRNGs? The peer-to-peer
network of Bitcoin (or the blockchain itself) could act as the auxiliary register
to record the information before it gets uncomputed (and erased). The Fortuna
PRNG has a problem with the seed files when using virtual machines or backups
because the same seed file will be used. Our solution of using fresh seeds from
the blockchain network’s entropy pool could solve this problem. It will need an
Internet connection to get fresh seeds from the blockchain network.

2 Methods

Bitcoin difficulty is a measure of the mining power available securing the Bitcoin
blockchain. The Bitcoin difficulty changes every 2016 blocks (two weeks if there
are 10 minutes between each block) to correspond to the changes in total hash
rate. We got the Bitcoin difficulty data from Blockchain.com website [11] and a
bitcoin miner’s technical specs from the producer’s website [2].

The Bitcoin network’s total hash rate measures the number of hashes the
miners worldwide are generating when mining bitcoin in one second. We got the
Bitcoin network’s total hash rate data from the Blockchain.com website [16].

We simulated mining Bitcoin’s Genesis block with Python code to generate
10,000 hashes until the mining ended with finding the correct hash. We stored
the hashes as binary numbers into a file sample.bin. The file contained 2,560,000
binary numbers (zeros and ones). We run the Fourmilab’s Pseudorandom Num-
ber Sequence Test Program, ent, with the following command:

ent -c sample.bin > sample.bak
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Table 1. Table showing the bit rate of the miner divided by the upload speed of the
Internet connection. The slower speeds (Gbit/s) are the Internet upload speeds and
the faster speeds (Pbit/s) are the bit rates of the miners.

2.816 Pbit/s|28.160 Pbit/s|281.600 Pbit/s
0.1 Gbit/s| 281,600,000 |2,816,000,000|28,160,000,000
1.0 Gbit/s| 28,160,000 | 281,600,000 | 2,816,000,000
10 Gbit/s| 2,816,000 | 28,160,000 | 281,600,000

3 Results

In this section we introduce the results: difficulty and hash rate of Bitcoin over
time, the total number of hashes generated in bitcoin mining, and our small
pseudorandom number sequence test to check the occurrences of ones and zeros
in the set of 10,000 hashes, the entropy of the data set and some other statistics
generated by the ent program.

3.1 Difficulty, hash rate, and total number of hashes

We plotted the Bitcoin difficulty in function of time in Figure 1 and the Bitcoin
network’s total hash rate in function of time in Figure 2. We calculated the
integral of the Bitcoin network’s total hash rate (hashes per second) data, H (),
over the time period of early 2009 to this date by using Python SciPy’s trapezoid
function and got the result of

H(t)dt = 1.059466790224828 - 10?® hashes ~ 10?® hashes.
(2)

The number of hashes in Equation (2) means that storing all of them would need
storage of 2.560 - 103° bits.

According to [2] Antminer S19 Pro has a hash rate of 110 TH/s, so it can
generate 110-10'2 SHA256d hashes per second. One SHA256d hash has 256 bits,
so the bit rate of the miner is 28.16 - 101° bit/s or 28.160 Pbit/s. We calculated
various different upload speeds and bitcoin miner’s bit rates in Table 1.

/T(2021—09—30 00:00:00)
t

=T(2009-01-02 23:00:00)

3.2 Pseudorandom number sequence test

We used the program called ent to test our sequence of 10,000 hashes stored in a
file that contained 2,560,000 zeros and ones. Table 2 shows the fractions of ones
and zeros in our file with 10,000 simulated bitcoin hashes. The test results from
the ent program were stored in a file sample.bak.

The entropy of the data set was 1.000000 bits per byte according to the ent
program. Optimum compression would reduce the size of the 2560000-byte file by
87 percent. Chi-square distribution for 2560000 samples was 325120003.70 and



Title Suppressed Due to Excessive Length 9

— difficulty
1013 4
1011 4
109 4
107 A
105 4
103 4
101 4
,Lb\o f,p\q' »Lo\b‘ 10\6 10\9’ ,Lb'lo 10’9
Timestamp
Fig. 1. The difficulty of Bitcoin during the years.
10°
—— hash-rate
106 4
103 4
100 4
1073 4
1076 4
2 7 2 2° S 2P 7

Timestamp

Fig. 2. The total hash rate (H/s) of Bitcoin network during the years.
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Table 2. Table showing the ASCII values of the characters, their occurrences and
fractions of the whole data set.

ASCII value|Character|Occurrences| Fraction
48 0 1280136 |0.500053

49 1 1279864 |0.499947
Total 2560000 |1.000000

randomly would exceed this value less than 0.01 percent of the time. The arith-
metic mean value of the data bytes was 48.4999 (127.5 = random). Monte Carlo
value for Pi was 4.000000000 (error 27.32 percent). Serial correlation coefficient
was 0.000944 (totally uncorrelated = 0.0).

4 Discussion

In this section, we discuss the huge number of hashes generated by bitcoin min-
ing, the speed of Internet connections, our proposal of a two-coin model to
incentivize the usage of bitcoin miners that would not be profitable with the
current one-coin model of deflationary bitcoin (BTCd). We also discuss further
research.

4.1 The number of hashes and the speed of Internet connections

According to our calculation in Equation (2), the total number of hashes gen-
erated by bitcoin mining since the beginning of Bitcoin is 10?® hashes. When
writing this article, only 703,364 of those hashes have been used to add a new
block onto the Bitcoin blockchain.

The Antminer S19 Pro miner will generate 281.6 - 10° as many hashes as it
is possible to transfer through the Internet connection as seen in the middle of
Table 1. Most of these hashes will probably be erased, so they will contribute to
heat generation. What will be the bit rate of a realistic reversible bitcoin miner?
We cannot be sure because our understanding of reversible computing principles
is minimal.

It was stated in IBM’s documentation [7] that one would never use the
method described in the documentation for reversible computations since it re-
quires too large a scratch memory. According to the documentation, some pro-
posed optimization methods exist to uncompute partial results and reuse scratch
memory bits.

A realistic Internet connection in the consumer market is 100 Mbit/s and
small data centers could have a connection of 1 Gbit/s. If a bitcoin mining data
center has ten Antminer S19 Pro miners and a 1 Gbit/s Internet connection,
then the bit rate of the miners is 2,816,000,000 times the speed of the Internet
connection. This would mean that

281,600, 000 Gbit/s — 1 Gbit/s
281,600, 000 Gbit/s

-100% = 99.9999996448863636 . . . %
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of the generated hashes will be destroyed and only 0.0000003551136...% of the
generated hashes will be recycled. Even if only 0.000000355% of the hashes can
be recycled, it would still mean that 0.0000000355 - 10%® = 355 - 10'® hashes (355
EH) would have been recycled since the beginning of Bitcoin!

Storing all the hashes would mean storing 2.560 - 103° bits, but it is not
feasible at the moment. According to Barnett [18], in 2016, the whole Internet
traffic generated one zettabyte or about 8 - 102! bits of information.

Our simulation of 10,000 hashes showed, in Table 2, that the occurrences of
zeros and ones in bitcoin hashes are almost 50% and 50%, so it is probably an
encouraging finding for seeding the PRNGs.

4.2 Two-coin model

In this work, we proposed a second coin for the Bitcoin blockchain, an inflation-
ary coin with a different currency unit (BTCi), to motivate the entropy providers
to keep the old mining hardware online. The second coin might keep Bitcoin’s
security model safe in the future when the deflationary bitcoin (BTC or XBT or
BTCd) block reward is becoming too low. The deflationary bitcoin coin (BTCd)
comes with the famous cap of 21 million coins in total, but the inflationary
bitcoin coin (BT'Ci) does not necessarily have any cap at all.

Having inflationary coins in the same blockchain ecosystem could also provide
a solution to the problem of coin hoarding, holding, or “hodling”. Inflationary
coins would motivate (inflationary) bitcoin users to spend their money because
inflation would eventually decrease the second coin’s monetary value.

There are at least two different reasons why inflationary coin would solve
the problem of “low mining rewards”: (a) The inflationary bitcoin coin, which is
given as a reward to the entropy providers (especially to the old mining hardware
users), would probably motivate to keep on mining because the BT Ci coin would
have a monetary value even if it was not as expensive as the BTCd coin; and (b)
the inflationary coin would probably raise the number of transactions in a block
because the inflationary nature of BTCi coin would make people to use it more
frequently than they use the deflationary BT Cd coin. The more transactions are
included in a block, the higher are the total transaction fees per block.

4.3 Further research

Further research would include using real bitcoin miners to generate seeds for
PRNGs. It would be interesting to know if this could become a practical way to
generate good quality random numbers in the future.

There needs to be more research on reversible computing principles. It would
be interesting to know if quantum computing groups could also do more research
on reversible (classical) computing because reversible computing and quantum
computing are closely related.

There must also be more research on many-coin cryptoeconomies. How would
the bitcoin economy change if a hard fork introduces a second coin into the
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blockchain, for example, the inflationary BTCi coin? In the Ethereum ecosys-
tem, the ether coin (ETH) and thousands of smart contract tokens are mainly
running without any significant issues. Heinonen et al. [27] found some differ-
ences in behaviour between the ERC-20 (ERC means Ethereum Request for
Comments) tokens and stockmarket. Heinonen [26] introduced the two-money
cryptoeconomy of money and antimoney.

5 Conclusion

Our research question was: How to change bitcoin mining to use potentially less
energy and do something valuable besides securing the Bitcoin blockchain?

Assuming the difficulty of Bitcoin will stay around 103, we found out that
even with a reversible bitcoin miner, lots of heat will probably be generated
because most of the generated hashes (information) will be erased in a way or
another. The good side is that recycling hashes from bitcoin mining to PRNGs
provides new value to the Bitcoin network. This entropy pool service could be
available even for those who do not do bitcoin mining nor use bitcoin cryptocur-
rency nor the Bitcoin blockchain at all.

There may be breakthroughs in Internet connection speeds, mass storage, and
reversible computing principles to overcome these issues. Still, it is challenging
not to waste any energy during blockchain operations. Even if there are no
breakthroughs in these technologies, our finding that

hashes accepted (current block height) <« hashes potentially recycled
< hashes generated

still motivates to pursue hash recycling.

Our proposal could be a solution for the problem of bitcoin mining hardware
e-waste. One could use one’s old (reversible/irreversible) ASIC bitcoin miner
to generate hashes for the Bitcoin entropy pool even though the miner device
is too old to create profitable deflationary bitcoin coins (BTCd) anymore. The
incentive for mining with old hardware could come from the inflationary bitcoin
coins (BTCi).

We hope that our concept of Recycling Hashes from Reversible Bitcoin Min-
ing to Seed Pseudorandom Number Generators could:

1. Jump-start bespoke silicon for reversible computing.

2. Open up the possibility of Bitcoin’s Proof-of-Work to be less
energy-consuming in the future.

3. Provide scientific value or new services, in the form of entropy pool or random
numbers, to Internet users while still achieving the security level of Bitcoin
of today.

4. Decrease the old mining hardware e-waste by using them to recycle hashes
to the entropy pool.

5. Solve the problem of low mining rewards.
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