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ABSTRACT

Information Systems (IS) research on managerial response to cybersecurity breaches has largely focused
on externally oriented actions such as customer redressal and crisis response. Within the firm itself, a
breach may be a symptom of systematic problems, and a narrow, siloed focus on only fixing immedi-
ate issues through technical fixes and controls might preclude other managerial actions to ensure future
cybersecurity. Towards this end, Information Security Risk Assessments (ISRA) can help surface other vul-
nerabilities following a breach. While the role of governance in such exercises is emphasized in standards,
it is undertheorized in IS research and lacks empirical evidence. We draw on the attention-based view to
theorize that the principles of focus of attention, structural distribution of attention, and situated atten-
tion can lead to the top management team (TMT) according greater attention to cybersecurity following
relatively high breach costs. Using firm level data, we find that high breach costs result in greater TMT
attention to cybersecurity, while also making it more likely that firms will carry out an ISRA. Moreover,
TMT attention to cybersecurity partially mediates the relation between breach costs and the decision to
carry out an ISRA. We theorize that this is because the TMT is best positioned to oversee resource allo-
cation, consider business implications, and centrally orchestrate an ISRA. Our findings stress the need for

the cybersecurity function to work with the TMT in managing breach response.

© 2022 The Author(s). Published by Elsevier Ltd.

This is an open access article under the CC BY license (http://creativecommons.org/licenses/by/4.0/)

1. Introduction

Cybersecurity breaches have implications for firms’ mar-
ket value, reputation, and competitive advantage (Goel and
Shawky, 2009). The average cost to firms in the US due to breaches
is witnessing an upward trend and was USD 133,000 in 2020 for
firms with 250-999 employees (HISCOX, 2020). While cybersecu-
rity standards such as the ISO/IEC 27000 (International Organi-
zation for Standardization/ International Electrotechnical Commis-
sion) recommend a range of technical and policy controls, these
need to be customized to a firm’s unique cybersecurity risk pro-
file (Siponen and Willison, 2009). For this reason, firms need to
actively engage in cybersecurity risk management.

Straub and Welke (1998) divide the cybersecurity risk plan-
ning and management process into four stages: deterrence, pre-
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vention, detection, and remediation. Deterrence, prevention, and
detection are actions a firm takes before a breach is identified.
Much along these lines, research has largely focused on cyber-
security management before breach identification. For instance,
Cavusoglu et al. (2005) explore the role of intrusion detection sys-
tems while Kwon and Johnson (2013) emphasize how regulatory
compliance can reduce the occurrence of data breaches. However,
as we elaborate in the following, IS research on firm actions fol-
lowing a breach is lacking on several fronts.

Among the various kinds of breaches, data breaches have re-
ceived overwhelming attention. However, outside of technical com-
puter science and software engineering research, management-
oriented research investigating data breaches mostly analyzes their
market impact (Spanos and Angelis, 2016), while firm actions for
security management following the breach take a backseat. Among
the few studies that do investigate firm actions, the focus is largely
on externally oriented actions. This includes customer redressal
(Goode et al., 2017) and the role of corporate reputation and crisis
response strategies to help protect firm market value (Gwebu et al.,
2018; Knight and Nurse, 2020).
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This lack of focus in IS managerial-level research on internal
firm actions is of concern because breaches could be a symptom
of systemic issues, and the firm may continue to remain vulnerable
(Say and Vasudeva, 2020). A narrow focus on fixing only the im-
mediate issues through technical fixes or controls might preclude
other managerial actions that are required to ensure long-term cy-
bersecurity. Towards this end, Information Security Risk Assess-
ments (ISRA), the first and most critical part of a risk management
exercise can help surface other vulnerabilities (Shedden et al.,
2009). Although the role of ISRA in ensuring cybersecurity is em-
phasized in industry standards, in actual practice firms tend to do
it in a cursory manner, without reference to their actual situa-
tion, and on an intermittent basis (Webb et al., 2014). Small and
medium enterprises with limited budgets and expertise are es-
pecially prone to such lapses (Ng et al, 2013). The ultimate re-
sponsibility for risk management initiatives and cybersecurity in
organizations lies with the top management (IT Governance Insti-
tute, 2006, p. 21). This brings us to the second area of concern in
the context of IS research on firm actions following a breach.

Research on the role of the top management team (TMT) in IS
literature is largely limited to governance issues around IT manage-
ment. While managing cybersecurity is acknowledged as part of IT
governance, the actual functioning has received relatively less at-
tention (Liu et al., 2020); even less so in the context of firm actions
following breaches. Managing cybersecurity is not just the respon-
sibility of the IT function, but the TMT needs to get involved too
(Nolan and McFarlan, 2005; Rothrock et al., 2018). While IT can fix
technical vulnerabilities and immediate issues following a breach,
managing systemic issues and risks requires intervention from the
senior management. The neglect in IS research of the TMT’s role
in firm internal actions following a breach is concerning given that
the TMT can be expected to be involved due to potential financial
and reputational damage to the firm (Say and Vasudeva, 2020).

In summary, our understanding of firm response to breaches is
incomplete because it does not incorporate ISRAs or the involve-
ment of the TMT. To improve our understanding of these issues,
we investigate the research question: How do cybersecurity breach
costs and TMT attention to cybersecurity influence firm decision to
carry out an ISRA?

We use the attention-based view (Ocasio, 1997) to develop the-
ory explaining how TMT attention to cybersecurity mediates a
firm’s decision to carry out an ISRA in the context of relatively
high breach costs. We use data from four waves of the UK Cy-
bersecurity Survey and find that TMT attention to cybersecurity
increases in response to high breach costs. Moreover, TMT atten-
tion to cybersecurity partially mediates the positive relationship
between breach costs and the decision to carry out an ISRA. Our
theorizing provides a more nuanced explanation of how firms re-
spond to breaches. It also helps impress the role of the TMT in
managing cybersecurity issues, particularly in the wake of rela-
tively high breach costs. We contribute to the literature on cyber-
security governance and ISRA.

2. Theory development
2.1. Cybersecurity

Cybersecurity is defined as the activity or process, ability, or
capability whereby information and communication systems and
the information contained therein are protected against dam-
age, unauthorised use or modification, or exploitation (Homeland
Security, 2021). A cybersecurity breach is an event that compro-
mises the confidentiality, integrity, or availability of an informa-
tion system or security policies or procedures (NIST, 2021). Phish-
ing, denial of service, zero-day-exploits, ransomware, and unautho-
rised access to information systems are a few examples. Each of
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these breach types has potential economic and reputational con-
sequences for the affected firm. Depending on the type of breach,
economic costs might include those for detection, regulatory no-
tification, customer redressal and compensation, litigation, loss of
market value or investments, regulatory fines, extortion payments,
and cost of lost business.

Most research on breach consequences has focused on their
market impact (Spanos and Angelis, 2016), impact of post-breach
customer redressal actions on firm market value (Rasoulian et al.,
2017), and the market impact of corporate communication follow-
ing the breach (Knight and Nurse, 2020). However, in terms of
managerial actions aimed directly at improving cybersecurity fol-
lowing breaches, research is scarce. Some of it has focused on risk
models emphasizing the role of containment and recovery after
a data breach (Khan et al., 2021), as well as on the importance
of a business continuity plan to minimize disruption (Cerullo and
Cerullo, 2004).

Since risks inherent in having organizational IT infrastructure
connected to the internet cannot be completely eliminated, IS
research acknowledges that firms need to manage these risks
(Sen and Borle, 2015; Sutton et al., 2008). However, risk manage-
ment in IS research is portrayed as an activity to be carried out
before the occurrence of a breach, whether to lower breach prob-
ability, or to mitigate its consequences (Bojanc and Jerman-BlaZic,
2008; Cavusoglu et al., 2008; Spears and Barki, 2010; Wang et al.,
2015; Zhao et al., 2013). Breaches could indicate systemic weak-
nesses in firm cybersecurity (Say, 2020) or that the firm is lagging
behind the ever-evolving threat landscape (Borrett et al., 2014;
Wilshusen and Powner, 2009). In such a scenario, ISRAs might also
be required following breaches with material consequences for the
firm.

2.2. Information security risk assessment (ISRA)

A risk assessment evaluates what could go wrong, the proba-
bility of occurrence of such an incident, and the harm if the in-
cident did occur (Santos, 2018, p. 127). An ISRA involves prior-
itized ranking of IT assets and relating them with varying lev-
els of associated risks and potential damage (Volchkov, 2019, p.
154). The objective is to optimize IT resources for security con-
trols through prioritization of potential breaches by the degree of
harm (Wangen et al., 2018). It also helps firms benchmark their
current security practices against industry standards. We focus on
ISRAs for this study because activities that constitute risk assess-
ment as a first step, including security audits, penetration testing,
or cybersecurity awareness testing (Chopra and Chaudhary, 2020,
p. 134; Landoll, 2016, p. 41) are largely common across firms, mak-
ing comparison easier. Subsequent decisions including risk accep-
tance or mitigation, part of the larger risk management process,
are, however, unique to each firm based on its unique risk appetite
and available resources (Santos, 2018).

In the context of data breaches, Kwon and Johnson (2014) ar-
gue that firms can choose to increase security investments fol-
lowing a breach, referring to such investments as reactive secu-
rity investments. They differentiate these from proactive security
investments done before a data breach. However, reactive security
investments represent only one high-level aspect of firm actions
following a breach. Directly addressing firm security to identify
threats and vulnerabilities to prevent future occurrences via risk
assessments is an important first step that should precede finan-
cial allocations (Shedden et al., 2010; Wangen, 2017). Firms first
need to assess the current state of security in light of the lat-
est breach to identify problem areas. Subsequently, the need for
technical, human, and financial resources to operationalize agreed-
upon requirements is determined (ISO, 2018). We therefore argue
that in the context of a breach, a firm may first need to carry out
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Fig. 1. Research model depicting hypotheses.

an ISRA. While ISRAs as part of preventive security measures rep-
resent the ideal scenario, those carried out in the context of high
breach costs also do add value to a firm’s cybersecurity posture in
the following ways.

Firstly, ISRAs motivated by relatively high breach costs can use
inputs from the breach to enhance the quality of the exercise and
focus on vulnerable areas. Such actions promote corrective learn-
ing, leverage failure solutions to improve defense against future
failures (Marcellus and Dada, 1991), and show agility (Yue and
Cakanyildirim, 2007). In the field of manufacturing, learning asso-
ciated with failure experiences has been shown to allow firms to
cope better with future threats and failures (Haunschild and Sulli-
van, 2002).

Secondly, preventive security requires larger financial and time
investments at the outset (Rowe and Gallaher 2006). However,
it is difficult to quantify the return on cybersecurity investments
because of intangible outcomes when ‘nothing has happened’
(Kwon and Johnson 2014). Because of this, many organizations
might not even conduct risk management exercises until they have
experienced negative breach consequences (Ng et al., 2013). Unlike
preventive ISRAs, those motivated by high breach costs can avoid
some of these issues, as they can target vulnerable areas identi-
fied in light of the latest breach. In such cases, firms can be more
targeted and judicious in their choice of ISRA activities following
breaches, with higher expected utility compared to an exercise that
is wide-ranging and not based on actual breach experience.

Fig. 1. shows our conceptual model and we develop hypotheses
describing these relationships in the following section.

2.3. Cybersecurity breach costs and ISRA

Firms may not always choose to carry out an ISRA following
breaches. Their actions might not extend beyond the technical con-
trols and corrective measures that suffice to remedy the exploited
vulnerability. Therefore, while ISRAs are not a certainty following
breaches, we now argue that the greater the breach costs, the more
the likelihood of the firm carrying out an ISRA. This is for the fol-
lowing reasons.

Firstly, resources required for ISRAs depend on various factors
including firm size, complexity of the IT network, scope of the
exercise, and expertise (Landoll, 2016, p. 37). ISRAs can there-
fore be wide-ranging in terms of complexity and expenses. This
can deter firms, especially smaller enterprises and those with
financial constraints, from proactively carrying out the exercise
(Weishaupl et al., 2018). Indeed, due to the difficulty in justifying
returns on security investments, Ng et al. (2013) find that SMEs es-
pecially favor a wait and watch approach to security; most firms
only react to failures rather than carry out preventive security
measures. SMEs may also see security as hampering business pro-
cesses, and investments in core business activities take precedence
over security (Ng et al., 2013). Thus, for resource-constrained firms
or for firms that have never carried out an ISRA, relatively high
breach costs could prompt them to carry out one.

Secondly, high breach costs result in pressure from multiple
stakeholders. Depending on the size of the firm, this could include
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customers, stockholders, boards of directors, investors, as well as
media (Goode et al., 2017). This can push the firm to ride over in-
ertia and initiate an ISRA and subsequent risk management actions
to show that cybersecurity remains a priority and that substantial
improvements are being made. An ISRA, in addition to being the
first step in helping to reduce the likelihood of a future breach, can
also reduce the probability of fines and litigation from customers
and regulators in case of a breach; it demonstrates that the firm is
taking care of its responsibilities to safeguard critical infrastructure
(Li et al., 2020).

Given the frequency of cybersecurity attacks, firms can’t be
completely immune to breaches. Moreover, considering the finan-
cial investments, expertise, and time required, it is not feasible to
conduct a large-scale ISRA after every small breach. In such cases,
it may be more prudent for the firm to directly patch the vulner-
ability or fix security loopholes using technical and policy solu-
tions than to carry out an ISRA. However, in case of relatively high
breach costs, it implies that valuable firm assets have been com-
promised or business continuity has been severely affected due to
cybersecurity vulnerabilities. This could be in the form of large-
scale loss of customer personal data, intellectual property, or dis-
ruptions to systems availability. Consequently, due to pressure from
stakeholders or to make substantial security improvements, the
firm will feel even more impelled to carry out an ISRA. Therefore,

Hypothesis 1. (H1): Higher cybersecurity breach costs have a pos-
itive effect on the decision to carry out an ISRA.

2.4. TMT and the attention-based view (ABV)

Top Management Team (TMT) refers to the small group of
the most influential executives at the top of the organization
(Hambrick and Mason, 1984). It does not indicate a formal commit-
tee, but a group of the top few management executives that could
include the CEO, CFO, CIO, CISO (Enns et al., 2003; Geiger and
North, 2006) or senior management executives (Angwin et al.,
2009; Menz, 2012). Research on TMTs gained traction to focus on
the senior leadership as driving firm decision-making. Characteris-
tics and actions of the TMT, for instance, have been found to influ-
ence firm strategy (Peterson et al., 1999, pp. 49-69).

IS research on the role of TMT in the management of
the IT function has largely focused on IT governance. For in-
stance, Weill and Ross (2005) highlight business needs, IT-business
alignment, IT investment decision-making, and communication
of IT initiatives as the main TMT governance responsibilities.
Sambamurthy and Zmud (1999) investigate factors influencing the
choice of IT governance mode, while Tallon et al. (2013) study
practices for governing information artifacts.

Cybersecurity governance is a key component of TMT IT gov-
ernance responsibilities (IT Governance Institute, 2006). This en-
tails the establishment and maintenance of the control environ-
ment to manage risks relating to the confidentiality, integrity and
availability of information and its supporting processes and sys-
tems (Moulton and Coles, 2003). However, while the role of the
TMT in relation to cybersecurity management is repeatedly em-
phasized in standards and IS research (Nolan and McFarlan, 2005;
Rothrock et al., 2018), empirical research is lacking. Moreover, the
mechanism through which this role is operationalized remains to
be theorized.

Due to limited attention resources, the TMT attends to the most
critical stimuli internal or external to the firm, that are of poten-
tial consequence to firm performance (Rerup, 2009). The attention-
based view theorizes that firm behavior is the outcome of how
firms channel the attention of their decision-makers. It takes
into account limited human rationality (March and Simon, 1958;
Simon, 1991) to build its arguments. Essentially, decision-maker’s
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actions depend on what problems and solutions they focus on
(Ocasio, 1997). Senior managers need to deliberately target and se-
lectively attend to issues because they cannot effectively attend to
all possible issues. This selective attention then dictates the kinds
of actions decision-makers take. Attention in this perspective is de-
fined as the ‘noticing, encoding, interpreting, and focusing of time
and effort by organizational decision-makers on specific issues -
the range of problems, threats and opportunities, and solutions -
the range of actions including routines, programs, and procedures’
(Ocasio, 1997). This helps them reduce attention load and speed
up decision-making. The attention-based view has been used in
the past to study, for instance, opportunity seeking and monitoring
(Hillman and Dalziel, 2003) and merger and acquisition (Yu et al.,
2005). The attention-based view moves beyond the Upper Echelons
Theory (Hambrick and Mason, 1984) by considering issues that the
senior management actually attends to and acts upon, instead of
only relying on TMT characteristics.

In the following, we use the principles of focus of attention,
structural distribution of attention, and situated attention that
make up the core attention-based view arguments, to theorize how
high breach costs can lead to greater TMT attention to security.

2.5. Cybersecurity breach costs and TMT attention to security

The principle of focus of attention states that due to lim-
ited attention capacity, individuals decipher the relative impor-
tance of issues and solutions in a context (Ocasio et al., 2020, p.
15). They allocate attention based on issue salience and relevance
(Rerup, 2009). Negative events can become salient and require TMT
attention for action (Tuggle et al., 2010). In the present case, high
breach costs point to below expectation performance in ensuring
security. It represents a failure that may lead the TMT to allocate
more attention to cybersecurity to prevent future breaches and to
ensure that adequate preventive measures are undertaken.

The principle of structural distribution of attention contends
that the position of organizational actors in hierarchy shapes their
attention distribution (Ocasio, 1997). The TMT has a fiduciary re-
sponsibility to its stakeholders to monitor and assess firm per-
formance (Hillman and Dalziel, 2003). By virtue of its ultimate
decision-making position in firm hierarchy, it is responsible for
oversight and needs to protect firm reputation. Regulations such
as the Sarbanes-Oxley Act hold the TMT legally responsible for risk
management and reporting, including information technology risks
(Deloitte, 2004). Failure to perform these duties can expose the
firm and TMT to liability and litigation (Andrus et al., 2019). This
is evidenced in the Target data breach where the President and
CEO resigned in the wake of a massive data breach (Douglas, 2014).
This is also evidenced in the GDPR (General Data Protection Reg-
ulation) where directors can be held accountable for breaches of
security standards, privacy regulations, and data management pro-
cedures (GDPR, 2018). Therefore, from a regulatory perspective, the
final responsibility for breaches lies with the TMT, and by virtue of
their position in the organizational structure, the TMT can be ex-
pected to accord greater attention to security issues, when faced
with higher breach costs.

Finally, the principle of situated attention states that an individ-
ual’s attention is a product of the situation (Fiske and Taylor, 2013,
p. 201; Ocasio, 1997). Specifically, immediate situations confronting
the TMT such as issue severity and task urgency (Seshadri and
Shapira, 2001; Sullivan, 2010) draw the focus of attention to such
issues. In the case of cybersecurity, it is expected that firms will be
regularly subject to cyber-attacks. Cyber-attacks that translate into
low-impact breaches may be frequent and not every minor breach
needs to be brought to TMT attention. IT and cybersecurity person-
nel are responsible for remediating such minor breaches. However,
breaches that result in relatively greater material damage to the
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firm represent urgent issues that require managerial attention and
follow-up. For these reasons, the higher the breach costs, the more
the TMT can be expected to accord attention to cybersecurity is-
sues. Therefore,

Hypothesis 2. (H2): Higher cybersecurity breach costs have a pos-
itive effect on TMT attention to cybersecurity.

2.6. TMT attention to cybersecurity and ISRA

Even when customer personal data is not implicated, visible
breaches could lead to stakeholders questioning firm’s manage-
ment of cybersecurity risks. With firm operations increasingly re-
lying on digital infrastructure connected to the internet, the over-
all operational risk for a firm, in addition to many other risks,
will also be a function of cybersecurity risks. The TMT is respon-
sible for issues related to risk and compliance. This may be in
the form of senior executives like a Chief Risk Officer or Chief
Compliance Officer with designated responsibilities for risk man-
agement, or the senior management in case there is no desig-
nated individual (Li et al., 2010; Miller, 2014). IS research identi-
fies individuals such as the CIO, CISO, CFO and CEO as C-suite ex-
ecutives responsible for managing various forms of cybersecurity
risk (Banker et al., 2011; Benaroch and Chernobai, 2017; Feng and
Wang, 2019; Vincent et al., 2015).

The attention-based view argues that the TMT will choose solu-
tions that it focuses more on. In the present context, given the risk
management responsibilities of the TMT, an ISRA can be expected
to be a very likely solution following a breach. Indeed, ISRA is char-
acterized as primarily a governance issue (Nolan et al., 2019) and
active engagement of the board in IT risk management has been
shown to reduce the likelihood of occurrence of breaches and con-
sequent costs (Smith et al., 2018), making it a favorable solution.

In summary, if TMT attention to security is not high, it will be
less likely that an ISRA will be carried out. IT security personnel
may take technical measures to eliminate the vulnerabilities and
may or may not carry out an ISRA without TMT involvement. On
the other hand, as we have argued above, if the TMT pays more
attention to security, an ISRA is a solution that the TMT will be
highly likely to undertake. Therefore,

Hypothesis 3. (H3): TMT attention to cybersecurity has a positive
effect on the decision to carry out an ISRA.

2.7. Cybersecurity breach costs and ISRA: mediation by TMT
attention to cybersecurity

While the level of complexity and resource-intensity of ISRAs
vary depending on a firm’s unique context, Sun et al. (2006) char-
acterize it as a complex decision requiring significant resources;
carrying out one needs to be viewed as a business decision, and
not just an IT decision. For instance, the firm needs to decide
if its scope is limited to a technical assessment or whether it
needs to be extended to cover employees’ security awareness test-
ing, whether a security audit is required, and whether the au-
dit needs to be done internally, or by an independent auditor
(Wangen, 2016). Moreover, the benefits of directing resources to-
wards an ISRA against lower short-term performance in other ar-
eas like innovation need to be weighed (Raza et al., 2018). While
cybersecurity personnel may be primarily concerned about the tac-
tical aspects of an ISRA, the TMT is in a better position to evaluate
the impact of the exercise vis-a-vis the overall strategic position of
the firm. Approaches solely driven by compliance goals might lack
alignment with the firm’s business objectives (Overby, 2012). Un-
derstanding cybersecurity requirements requires assessing unique
firm risks due to multiple aspects including processes, goals, risk
tolerance, and culture. A standalone response from the IT function
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might not account for strategic business or regulatory considera-
tions. TMT intervention ensures that an ISRA as a response to high
breach costs is aligned with business objectives. Therefore, TMT at-
tention to cybersecurity can be expected to mediate firm response
to high breach costs with an ISRA.

Although breaches target firm IT infrastructure, they have busi-
ness implications (Spanos and Angelis, 2016). This implies the
need for a strategic response that involves multiple departments
(Ahmad et al., 2015). The TMT is in the best position to identify
the most critical business assets that need to be protected and has
a unified view of assets, operating divisions, culture, cybersecurity
awareness, and training (Volchkov, 2019, p. 113). As an example,
activities such as mergers and acquisitions have a major impact on
IT infrastructure and can be expected to change the firm'’s IT se-
curity risk profile and ISRA requirements (Chang and Cho, 2017).
The TMT is best positioned to direct an ISRA in the context of the
ecosystem in which the firm is operating, the kind of visibility an
IT department may not possess. An ISRA could suffer from inade-
quacies due to a fragmented approach if the TMT is not involved.
For these reasons, an ISRA needs a centralized approach and high-
level attention that the TMT can offer.

To summarize the foregoing arguments, the TMT is in the best
position to oversee resource allocation, consider business implica-
tions, and carry out centralized orchestration of ISRA. Combined
with H2 and H3, arguing for higher cost breaches attracting greater
TMT attention, and greater TMT attention leading to an ISRA, we
argue that TMT attention is the conduit through which high breach
costs are likely to result in the decision to carry out an ISRA. The
more attention the TMT allocates to cybersecurity following high
breach costs, the more likely it will be that an ISRA will be carried
out. Therefore,

Hypothesis 4. (H4): TMT attention to cybersecurity mediates the
positive effect of cybersecurity breach costs on the decision to
carry out an ISRA.

3. Method
3.1. Data

To test our hypotheses, we obtained data from the UK Cy-
ber Security Breaches Survey conducted by the Department for
Digital, Culture, Media, and Sport of the Government of the UK
(DCMS, 2021). The survey is aimed at shaping future cybersecu-
rity policy through understanding the types of cyber-threats faced
by firms. The data is collected through a random probability tele-
phone survey of UK businesses and charities. The survey specifi-
cally targeted small, medium, and large businesses across indus-
tries, as well as charities for balanced statistical representation.
Random probability sampling was used to avoid selection bias. The
data is collected annually; we use all four iterations of the survey,
from 2018 to 2021. Firms were surveyed anonymously and were
not tracked longitudinally. We use the entire survey population
containing 8352 unique firm-year observations.

3.2. Measures

3.2.1. Dependent variable

Our dependent variable is ISRA. Firms were asked if they con-
ducted an ISRA during the previous year. We coded a dummy vari-
able as 1 if they did, and 0 otherwise.

3.2.2. Independent variable

Our independent variable is breach costs. We measured this as
the total cost of all breaches experienced during the past year for
the focal firm. The survey divided this variable into nine intervals,
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with cost in British Pounds Sterling ranging from 0 to 500,000 GBP.
We used the same nine ordered intervals as specified in the survey.
Specifically, the intervals in GBP were: 0, 1-500, 500-999, 1000-
4999, 5000-9999, 10,000-19,999, 20,000-49,999, 50,000-99,999,
and 100,000-499,999.

3.2.3. Mediator

Our mediator is TMT attention to cybersecurity. We measured
this as the frequency with which a firm'’s directors or senior man-
agement were updated on cybersecurity issues during the past
year. The survey measured this on a scale of 1 to 7, ranging from
never to daily. Specifically, the scale values were: never, less than
once a year, annually, quarterly, monthly, weekly, daily.

3.2.4. Controls

We include several control variables to rule out alternative ex-
planations for why a firm might carry out ISRA more or less fre-
quently. We controlled for firm size measured as the number of
employees in 4 intervals, with the survey classifying firms as mi-
cro (1-9), small (10-49), medium (50-249), or large (250+). We
controlled for the industrial sector. The data contained firms be-
longing to 12 industrial sectors in all; we created dummy variables
for each industrial sector and used it as a control variable. Val-
ues were coded as 1 if the firm belonged to that specific industrial
sector dummy, otherwise 0. We controlled for the type of orga-
nization, viz. whether a firm is for-profit, a charity or an educa-
tional institution. We controlled for a firm’s online presence. Firms
with greater online presence might be more circumspect with se-
curity, which could influence the frequency with which they do an
ISRA. This variable was created as a composite measure based on
responses to several questions indicated in appendix A. We also
controlled for year fixed effects.

4. Results

We used structural equation modeling with the “medsem”
package in Stata to test our hypotheses (Mehmetoglu, 2018).
The package employs the Baron and Kenny method (Baron and
Kenny, 1986) modified by lacobucci et al. (2007) with the Sobel
test (Sobel, 1987) to examine mediation.

We found no multicollinearity issues among tested variables as
all variance inflation factors were well below 4. Table 1 shows
the correlations among variables while Table 2 shows the coeffi-
cients for relationships among variables using the Baron and Kenny
method (Baron and Kenny, 1986). The coefficients show that larger
firms are more likely to carry out ISRA ($=0.077; p = 0.000;
S.E.=0.012), and that TMTs in larger firms accord more attention to
cybersecurity (8=0.083; p = 0.041; S.E.=0.040). Firms with greater
online presence are more likely to carry out an ISRA (8=0.041;
p = 0.002; S.E.=0.013), and TMTs in firms with greater online
presence are more likely to attend to cybersecurity (8=0.137;
p = 0.002; S.E.=0.043).

The direct positive effect of cybersecurity breach costs on ISRA
in H1 is significant ($=0.028; p = 0.000; S.E.=0.008). The results
confirm H2 stating that breach costs are positively associated with
TMT attention to cybersecurity ($=0.104; p = 0.000; S.E.=0.027).
H3 states that TMT attention to cybersecurity is positively associ-
ated with ISRA and is confirmed (8=0.077; p = 0.000; S.E.=0.008).

To test mediation in H4, upon addition of TMT attention to
cybersecurity to the model, the direct effect remains significant
(8=0.019; p = 0.018; S.E.=0.008). The Sobel test is significant and
indicates partial mediation (Z = 3.495; p = 0.000). The ratio of
indirect effect to total effect indicates that 29.3% of the effect of
breach costs on ISRA is mediated by TMT attention to cybersecu-
rity. Also, the ratio of indirect effect to direct effect indicates that
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Table 1
Descriptive statistics.
Variable Mean S.D. 1 2 3 4 5
1. Cybersecurity breach costs 2.323 1.743 1
2. TMT attention to cybersecurity  3.938 1.724  0.150*** 1
3. ISRA 0.428  0.494 0.112°  0.344’ 1
4. Online presence 2504 1335 0.096*  0.121** 0.181" 1
5. Firm size 2103 1084 0237  0.188 0277 0235 1
n = 8352,
w p < 001
Table 2 ) Secondly, our theory and empirical findings change the com-
Hypothesis testing results. mon “best practice” view of ISRAs portrayed in standards and risk
Variables Hypothesis S SE. management frameworks as largely preventive measures to cali-
DV: ISRA brate technical security controls and resources. This view neglects
Cybersecurity breach costs H1 0.028* 0.008 their real-world implementation and additional role in response to
Online Presence 0.041*  0.013 high breach costs.
Firm Size 0.077+  0.012 Finally, regarding the broader literature in this area, most stud-
DV: TMT Attention to Cybersecurity . . .
) - ies rely on publicly available data on data breaches (Spanos and
Cybersecurity breach costs H2 0.104 0.027 . i X
Online Presence 0137  0.043 Angelis, 2016); this neglects a variety of other types of cybersecu-
Firm Size 0.083*  0.041 rity breaches. Even within this data, studies mostly consider pub-
Dv:ISRA ) lic firms for analysis of the financial impact on stock markets. Our
TMT Attention to Cybersecurity ~ H3 0.077+  0.008 analysis alleviates this problem to some extent by examining ac-
Cybersecurity breach costs H4 0.019* 0.008 1 fi ial i he focal fi d fi . .
Online Presence 0,033 0.012 tua nancia 1mpa_ct on _t e focal firm, and firm acthns in re-
Firm Size 0071  0.011 sponse. This empirical evidence complements case studies with a
o <001 small set of firms that look at firm actions and TMT involvement in
<V.l .

** p<0.05.Controls for Year, industry and type of organization included.

the mediated effect is 0.4 times as large as the direct effect of
breach costs on ISRA.

5. Discussion

Our study focuses on firm actions in the context of high cyber-
security breach costs. Specifically, we examined the mediating role
of TMT attention to cybersecurity in the decision to carry out an
ISRA in response to high breach costs over a period. For this, we
drew on the attention-based view (Ocasio, 1997) to theorize how
the principles of focus of attention, structural distribution of atten-
tion, and situated attention can lead to the TMT according greater
attention to cybersecurity in response to high breach costs. More-
over, given that the TMT is in the best position to oversee resource
allocation, consider business implications, and carry out central-
ized orchestration of ISRA, TMT attention to cybersecurity medi-
ates the effect of high breach costs on firms’ decision to carry out
an ISRA. Mediation analysis using data on four waves of the UK Cy-
bersecurity Survey provides evidence for partial mediation by TMT
attention to cybersecurity. This means that while there would be
cases where the decision to carry out an ISRA might be indepen-
dently taken by the cybersecurity function, evidence indicates that
the TMT also plays an important role in the decision. The study
contributes to literature on cybersecurity governance and cyberse-
curity risk management in the following ways.

Firstly, while the role of the Top Management Team in cy-
bersecurity governance has been stressed early (Dutta and Mc-
Crohan, 2002), most research provides frameworks that are
modifications to well-known industry standards (e.g. Veiga and
Eloff (2007), Nicho (2018), Rebollo et al. (2014)), or is descriptive
(Johnston and Hale, 2009; Moulton and Coles, 2003) with limited
empirical evidence (Mishra, 2015; Yue and Cakanyildirim, 2007).
Against this background, our study extends the literature on firm
actions in response to high breach costs by theorizing and provid-
ing empirical evidence for the role of the TMT in carrying out IS-
RAs.

cybersecurity. The empirical evidence is especially critical to future
research given the lack of hard evidence of the role of cybersecu-
rity governance within firms.

Our study has practical implications for the role of the TMT
in cybersecurity governance (AlGhamdi et al., 2020). It impresses
the need for the TMT to attend to high breach costs as part of
firm responsibility towards stakeholders. ISRAs require managerial
decision-making and can be an effective tool for the TMT to exer-
cise their role in improving cybersecurity. Partial mediation in the
findings shows that the TMT has a role to play in this decision, al-
though ISRAs may also be carried out without intervention from
the TMT. TMTs can leverage their unique position that provides
them with a centralized view of cybersecurity within their firms
and consider risks in the wider business context, towards ensuring
effective resource mobilization to carry out and improve the ef-
fectiveness of ISRAs. Firms can benefit from greater TMT attention
to cybersecurity as this increased attention resulting in ISRAs can
make cybersecurity responsive to changing cybersecurity require-
ments.

From the perspective of IT personnel, the findings impress the
need for the cybersecurity function to keep the TMT informed and
involved in effective response. Doing this may improve manage-
ment buy-in for resource-intensive ISRAs. It can also help improve
the quality and scope of ISRAs if the TMT champions the risk as-
sessment exercise.

6. Conclusion

Our objective in this paper was to answer the research ques-
tion: How do cybersecurity breach costs and TMT attention to cy-
bersecurity influence firm decision to carry out an ISRA? Towards
this end, we develop theory using the attention-based view and
test our hypotheses with firm level data. We find empirical evi-
dence that TMT attention to cybersecurity partially mediates the
decision to carry out an ISRA in response to high breach costs over
a period. While working towards this conclusion, we also find evi-
dence that high breach costs result in greater TMT attention to cy-
bersecurity, while also making it more likely that firms will carry
out an ISRA.
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This study advances our understanding of the role of top man-
agement in firm response to breaches, and the decision to carry
out an ISRA. This is important because ISRAs are critical for main-
taining cybersecurity, through downstream implications for techni-
cal and policy controls. Future research can develop and test the-
ory to explain how TMTs may be involved in high-level decision-
making regarding other operational aspects of cybersecurity such
as policy design or the choice of software or hardware solutions
for monitoring and breach prevention.
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APPENDIX A

Questions making up variable ‘Online Presence’
Question: Which of the following, if any, does your organization
currently have or use?:

1. Accounts or pages on social media sites (e.g. Facebook or Twit-
ter).
2. The ability for your customers to order, book or pay for prod-
ucts or services online.
3. An online bank account your organization or your clients pay
into.
. An industrial control system.
. Personal information about your customers held electronically.
. The ability for people to donate online.
. The ability for your beneficiaries or service users to access ser-
vices online
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