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Abstract: Hybrid threats use conventional and unconventional means to achieve their goals.
This paper explores the cyber threats as one possible aspect of hybrid threats. It describes
three ways of approaching cyberspace (operations) from the hybrid threats perspective:
supporting conventional operations, exploiting non-military systems, and exploring the
opportunities provided by this environment. In particular, it highlights the aspects that are or
likely will be relevant to the military community.
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Introduction

One of the problems with the concept of hybrid threats is that it is very difficult to define.
Hybrid threats are not defined by the actors, since states, non-state actors, and even
individuals might be considered (part of) hybrid threats. Nor are hybrid threats about some
specific technology, since the list here keeps growing as new technologies become available.
They are not about specific effects, as a hybrid campaign may result in casualties, changed
decisions, altered public perception, etc. Perhaps the best way to define the concept of a
hybrid threat is to say it is a manifestation of total war. It is about making the other side
submit to one's will, with any means available.

Threats from or using cyberspace are similarly difficult to define, and can in fact be viewed as
a subset of hybrid threats. Cyber threats come in the form of state actors, criminal groups,
terrorist organizations, hacktivists, professional hackers for hire (mercenaries), etc. The list of
exploitable technologies also keeps growing—aside from servers, personal computers, and
laptops, we also have to worry about smart phones, smart meters (electricity distribution to
our homes), wireless-enabled pacemakers, industrial control systems, and so on; and that is
just the hardware side. Possible effects can range from tongue-in-cheek publicity campaigns
to destruction of critical infrastructure components and—potentially—deaths.

Cyber threats operate in a man-made environment. As such, they are constrained by the
capabilities built into that environment. However, this is in fact an enabler for the cyber
attacker. Non-trivial man-made systems (such as computers or airplanes) are rarely perfectly
implemented and may be based on flawed design assumptions. These assumptions may be
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about type of input, length of input, number of simultaneous user sessions, and so on. Cyber-
attacks work by exploiting design assumptions or implementation flaws. It is important to
realize, however, that while cyberspace is the ‘home’ environment for cyber threats, they can
and do affect other environments as well. Consider, for example, the case of StuxNet, where a
cyber-attack disrupted the uranium enrichment process and caused a number of physical
devices to break in Iran (see, for example, Falliere, Murchu & Chien 2011; Sanger 2012; The
Economist 2010a). Or consider the case of cyber-attacks against Georgian government and
news sites during the 2008 Russia-Georgia war, which hampered the Georgian government's
ability to communicate with the citizenry (Markoff 2008).

These risks from cyberspace have a serious effect on society. On one hand, there is concern
regarding the variety of threats—hacktivists, criminals, spies, etc. In order to protect systems,
data, even ways of life), users, experts, and governments are constantly endeavoring to
improve the security situation in cyberspace. On the other hand, however, there is concern
about preserving the opportunities and liberties associated with cyberspace—freedom of
speech, privacy, etc. Unfortunately, in many cases, an increase in security tends to undermine
an open and liberal society. Therefore, it is important that (military) security professionals are
aware of these competing concerns and take steps to minimize the adverse effects of new
security solutions.

This paper describes three ways of approaching cyberspace (operations) from the hybrid
threats perspective. In an effort to better explain this new type of threat to commanders,
planners and soldiers, it highlights the aspects that are or likely will be relevant to the military
community.

Hybrid Threats in Relation to Cyber Threats

Hybrid threat as a concept has changed over time. This is not unusual when it comes to the
combination of military culture and theoretical concepts. The now-dead acronym EBO
(Effects Based Operations) had a similar story (see, for example, Mattis 2008 or Ho 2005).
The stakeholders agreed that the term held some truth, but they could not come to an
agreement about the content or meaning of the concept. The terms used in EBO were so
hollow, yet so widely discussed, that it was considered better to leave that debate open and to
concentrate on developing theoretical thinking on military operations instead.

The initial meaning of hybrid threat was described as a non-state actor wielding a
conventional capability as if the actor were a state-actor (Matthews 2008). The concept has
evolved to a catch-all phrase for unconventional and unexpected threats which strike
asymmetrically. Now, as with EBO, NATO has abandoned the development of the concept of
hybrid threats. However, this does not mean that the underlying concept is not of any use.

In the early days of the Internet, many wondered about the possibilities that global networking
would bring. In historical terms, this was similar to the time when electricity was harnessed
for the benefit of society. Such advances in science and technology bring about all-
encompassing effects to the entire society, not just specific markets, businesses, or
governments. Instead of talking about, for example, the electricity threat or the cyber threat, it
might be better to use the hybrid threat concept as a way to describe the interplay between
conventional and unconventional threats to society. This paper takes that route in order to
explore the cyber threat from a new perspective, since the military is already somewhat
familiar with hybrid threats.
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Although this is not a firm rule, hybrid threats tend to target the civil society rather than the
military. This is a double asymmetry as it both strikes in unconventional ways and targets
parts of society that may not be prepared for the attack. Defending against cyber threats
requires a comprehensive approach, involving all relevant stakeholders from responsible
government agencies (including the military) to private companies to individuals.

Cyberspace and Cyber Operations

Cyberspace is the extension of some of the greatest technological developments of the 20th
Century: the electronic computer, the Internet, and the World Wide Web. In 1948, Norbert
Wiener coined the word cybernetics, which refers to “communication and control in the
animal and the machine”. The discipline of cybernetics plays an important role in
understanding and developing the underlying infrastructure of cyberspace. In 1984, William
Gibson, a science fiction writer, first used the term cyberspace to describe the “consensual
hallucination” of a new domain formed by interconnected computers. Over the last decade,
the term has been widely adopted, but there are numerous ways of defining, interpreting, and
using the underlying concept.

One of the most prominent concepts of cyberspace is the one that has emerged in the national
defence and security sector. It refers to cyberspace as a new domain of (military) operations,
on equal footing with land, air, sea, and—sometimes—space (The Economist 2010b) The
Western military doctrine generally divides the operations in cyberspace into two or three
categories. Perhaps the best known is the U.S. approach, which uses the term ‘computer
network’ instead of ‘cyberspace’. According to this doctrine, Computer Network Operations
(CNO) are a component of Information Operations and break down into Computer Network
Defence (CND), Computer Network Exploitation (CNE) and Computer Network Attack
(CNA) (Joint publication 3-13).

While the main purpose of CND and CNA is self-evident, CNE is somewhat more
controversial. It primarily refers to covert intelligence gathering, but it is unclear where the
‘exploitation’ ends and the ‘attack’ starts. From the defender’s perspective, it is very difficult
to tell if an intrusion into their systems is an attempt to gather military intelligence (CNE), to
prepare for a subsequent attack (CNA), to make money (criminals), or to make an ideological
statement (hacktivist).

Of the three, CND is the most mature discipline. This does not mean that the art of defence is
perfected—just that know-how is available and widespread. The offensive forms of
operations (CNE, CNA) are comparatively rarely discussed in public and the actual
capabilities of various actors are difficult to assess. It is this emergent quality that raises
offensive cyber operations into the hybrid threat discussion.

The Western doctrine is by no means finalized, nor is it the only one. For example, the
Chinese military has spent nearly two decades developing ‘informationized warfare’. Inspired
(shocked) by the U.S. performance against the Soviet style forces of Iraq in the Gulf War,
Chinese scholars and military leaders have blended the techno-centric approach of the U.S.
doctrine with the ancient ‘Art of War’ of China (see, for example, Thomas 2007; 2009) The
resulting mix offers a potentially more holistic approach than the often stove-piped and
limited Western 1O doctrine.

The Russian military doctrine (or vision) of the future wars also combines conventional and
unconventional approaches. For example, there is strong emphasis on the question of
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information superiority, both in terms of functionality of systems and of the prevailing content
or narrative in the information sphere and the public perception. There is also discussion of
using unconventional concepts like nano technology weapons, ‘disorganization’ techniques,
and affecting people’s thought processes (see Thomas 2011 for more details). While it is
unclear how much and which components of the unconventional approach are mere
intellectual musings, it is a strong indication that Russia should be considered as a hybrid
actor.

Another view of cyberspace is focused on the opportunities offered by cheap and easily
accessible computing devices and global networking. Online shopping, social networks,
strong public cryptography, and (anonymous) real-time communication are examples of this.
These solutions provide asymmetric advantages to actors who have limited resources. For
example, it is possible to raise awareness of an issue on a blog, find people who are
supportive of the cause through social networks, and coordinate group actions on encrypted
chat channels. On the other hand, the technology also allows for much greater control by
those in power. For example, state (security) services might limit people’s access to the
Internet or specific services, eavesdrop on unencrypted (or weakly encrypted)
communications, and even hack into personal computing devices to gather evidence against
them.

The possibility to perform these activities with scarce resources enables sub-state actors. This
is a big change compared to the Cold War and earlier times. The hacktivist group Anonymous
has reported, for example, that its members recently hacked several hundred websites and
published information on thousands of Israeli government officials as a response to Israeli
efforts to shut down Internet in the Gaza Strip (see Figure 1) (RT.com 2012). This is a non-
state actor attacking a state, as in the case with Hezbollah during the Lebanon war (although
the scenario was quite different). Israel’s finance minister declared in no uncertain terms that
the government was now waging war on a "second front”—in cyberspace (RT.com 2012).

ﬁ Clone

Greetings Citizens of the world,

This is Anonymous. It has come to our attention that the Israeli government has ignored
repeated warnings about the abuse of human rights, shutting down the internet in Israel
and mistreating its own citizens and those of its neighboring countries. November 2012
will be a month to remember for the Israeli defense forces and internet security
forces. Israeli Gov. this is/will turn into a cyberwar.

Leaked document of 5000 Israeli Officials: http://bit,ly/UAepwl

We are Anonymous

We are Legion

We will not forgive.

We will not forget.

Israel, it is too late to expect us.

#0pIsrael
#Anonymous

Figure 1. A message from the hacktivist group Anonymous (RT.com 2012)

70 Journal of Information Warfare



Cyberspace from the Hybrid Threat Perspective

The war-like reference might seem a bit overdone, but cyber operations against a state are
likely to get such reactions, depending on how serious the state thinks the problem is. A U.S.
state official has stated that “If you shut down our powergrid, maybe we put a missile down
one of your smoke stacks” (Gorman & Barnes 2011).

Cyberspace is a contested environment. In recent years, there have been many interesting
developments to illustrate this point. The discovery of the StuxNet malware in 2010 created a
lot of discussion about government malware and sabotaging critical infrastructure through
cyber-attacks (see, for example, Falliere, Murchu & Chien 2011; Sanger 2012; The Economist
2010a) In Germany, a debate sparked on the use of malware and hacking techniques for law
enforcement purposes (see, for example, Herkner 2007). The so-called Arab Spring
demonstrated the dual use of information technology for both the people and the government
(see, for example, Afanasjev 2011).

The international community is trying to find consensus on some of these issues, but so far
there is little success. There are efforts to shape or analyze the legal instruments for this area,
such as the Council of Europe Convention on Cybercrime (2001) or the Tallinn Manual on
the International Law Applicable to Cyber Warfare (2013). In reality, however, state practice
is developing the norms for tomorrow.

Overlap of Cyberspace (Operations) and Hybrid Threats

From the perspective of hybrid threats, cyberspace can be viewed in several ways: first, cyber
capabilities in support of conventional forces; second, as an asymmetric and unconventional
attack vector on its own; third, as an enabler or disabler of events and social movements.

Supporting conventional forces

Offensive cyber capabilities may one day be considered part of the ‘conventional’ toolkit.
However, for now they are a rarity in military combat operations and can be safely
categorized as ‘unconventional’. This means that any military operation that includes
offensive cyber operations as well as conventional capabilities is by definition a manifestation
of hybrid threats. Potential targets of military cyber-attacks include sensors, computer
controlled systems (drones, guided missiles, etc.), command, control, and logistics systems,
etc.

Remotely controlled or autonomous drones operating in air, land, sea, or space domains, rely
completely on computers and computer networks to function. As such, they also fall into the
domain of cyber operations. An interesting example of a possible cyber-attack against such
systems occurred in 2011, when Iran was able to manipulate a U.S. drone to land in Iran—in
effect, performing a remote hijack of the drone. While technical details are not published,
there is speculation that the event involved jamming the control signal (forcing the drone into
autopilot mode), as well as jamming and spoofing the GPS signal (tricking the drone into
landing at the wrong coordinates) (see, for example, Peterson 2011; Rawnsley 2011).

It is important to note that the cyber operation does not have to cause lasting effects. For
example, a short disruption in adversary air defence sensors or control systems may be the
only goal of a cyber operation that is preceding an air strike. A potential example of such an
event is the Israeli air strike against the alleged Syrian nuclear site in 2007, during which
Israeli (non-stealth) planes flew the mission without being harassed by Syrian air defence.
Potential explanations include built-in kill switches in the Syrian systems or advanced EW
capabilities (see, for example, Adee 2008; Fulghum 2007).
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However, the most likely target for military cyber operations is not a drone or any other
tactical weapon system. The modern military relies heavily on its logistics and
communication systems. These systems are more vulnerable to cyber-attack, since they are
less mobile and less reliant on custom hardware and software (compared to a drone, for
example). Consider the strategic and operational effects of a cyber-attack that scrambles the
data (in a way that is not easy to restore) in the information systems of a major logistics hub:
which container is where, what is in that container, who needs what, when they need it, etc.
At the very least there will be delays, which could translate into loss of tactical or operational
momentum and lives.

The military must be able to protect their own systems from cyber-attacks. However, in many
instances the military is reliant on or sharing infrastructure (dual use systems) with non-
military systems, such as civilian Internet Service Providers. Therefore, the military must also
be concerned with the security of these enabling systems. The problem here is that the
military is rarely in a position to actively contribute to their defence. The best approach is to
map the dependencies and mitigate the associated risks through cooperation and duplication
of service providers.

Non-military targets

A hybrid actor might also target systems that are not directly linked to the military. It is
important to note that such attacks could be in violation of international law, depending on the
circumstances. However, there are actors who are not (too) concerned with laws, so it makes
sense to explore this from cyber hybrid threat perspective. While the military is typically not
responsible for the protection of these systems, it is important to realize that attacks against
them can significantly change the conditions that the military has to operate in. For example,
an attack against civilian infrastructure could cause civil unrest or a mass evacuation in the
area of operations.

If an actor wanted to influence the state or the population in general, then an obvious
(although probably unlawful) target would be some Critical Information Infrastructure (CII)
system. All societies and economies are very dependent on CII, which are the information
systems that enable and maintain ways of life: for example, systems that are used to control
the power grid, water treatment plants, air traffic control and banks. In recent decades, critical
infrastructure has become more and more automated in order to increase efficiency. Often this
has also increased the attack surface of the information systems within.

CII attacks, if successful, could cause serious harm to human life, (critical) infrastructure,
economy, ecology, etc. While most of this is hypothetical so far, it is within the realm of the
possible. StuxNet is a great example of a cyber-attack that causes physical damage against
critical infrastructure. It is exceptional, because it exploits four zero-days (vulnerabilities that
are only known to the attacker), disrupts industrial control systems, and damages physical
devices. While nobody has taken responsibility for the attack, there is general consensus that
it was developed and deployed by a state or states. It manipulates the parameters of the
variable frequency drives (Programmable Logic Controllers - PLCs) that control uranium
enrichment centrifuges. This causes the centrifuges to speed up and slow down repeatedly and
rapidly. The two primary effects are that the enrichment process is no longer efficient (the
isotopes mix again when the centrifuge slows down) and that the centrifuge may physically
break due to mechanical stress (the discs inside the centrifuge may shatter) (see, for example,
Falliere, Murchu & Chien 2011; Sanger 2012; The Economist 2010)
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The same approach can be used against other types of CII, since PLCs are used everywhere,
from elevators to nuclear power plants. However, this does not mean that physical damage is
always possible. First, there could be alternative systems or safeguards (for example, brakes
on the elevator). Second, the system may not involve destructive forces (for example, banking
systems deal with information). It is also clear that physical destruction is not the only
outcome that has national security implications. An attack against the banking sector that
leads to bank runs can cascade into a serious economic problem for a state—perhaps more
costly, in some ways, than a bomb.

However, CII is not the only concern when facing a cyber-enabled hybrid threat. Everyday
life gets more and more entangled with information-technology enabled services and devices.
Consider, for example, that a smart phone ‘knows’ its owner’s location, schedule, contacts,
etc. If soldiers take their smart phones to the field, they and their units can be tracked in real
time by technologically savvy adversaries.

But information technology is becoming even more intimate. There are medical devices that
are surgically implanted into people—pacemakers, insulin pumps, etc. The problem is that
those devices are sometimes very poorly secured. Researchers have been able to remotely
manipulate such devices (in lab conditions) in ways that could kill or harm a person (see, for
example, Halperin et al. 2008; Kirk 2012) While there are no known examples of lethal
attacks against personal cybernetic enhancements, they should be considered in case a key
person has one ‘installed’.

With this in mind, it is clear why a hybrid threat actor might consider offensive cyber
operations against non-military target—the list of potential victims keeps growing, and very
often these systems are not hardened against dedicated attackers. While the military is not the
right entity to provide security for these systems, they may be in charge of disabling or
eliminating the source of the attacks. In addition, the military should be ready to provide
assistance to local crisis management services, upon request and within the existing legal
framework.

Environment

The third reason to consider cyberspace from the hybrid threats perspective is that it offers
new ways of accomplishing tasks that were previously prohibitively expensive or
complicated. For example, consider the challenges of global communications and self-
organization under oppressive regimes before the widespread adoption of Internet.

While cyberspace did not provide the motivation for the so-called Arab Spring, it definitely
had a role in the events. On one side, people used the Internet to gather and share information
about their governments, and to self-organize using social media and instant communication
tools. On the other side, several governments tried to limit access to the Internet or to specific
services on the Internet in order to regain control and to quell the unrest (Afanasjev 2011).

It is well known to the national security and intelligence community that terrorist
organizations use cyberspace to facilitate their operations. The Internet provides accessible,
cheap (free), and anonymous ways to spread propaganda, identify and shape recruits, share
training materials, gather intelligence, plan and coordinate attacks, and so on (Bardin 2010).
However, to date there are no publicly known cases of cyber terrorism—cyber-attacks that
aim to coerce a population or government through terror.
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Criminals and criminal groups are also taking advantage of cyberspace. Identity theft
(including theft of credit card information), fraud, money laundering, extortion (for example,
by using ransomware that encrypts the victim’s data, or by performing distributed denial of
service attacks), sale of counterfeit goods, and breaking into bank and electronic currency
accounts are just a few examples of criminal uses of cyberspace. The relative anonymity and
problems with international law enforcement cooperation foster a thriving underground
community that operates on a global scale.

Cyberspace is also a useful medium for espionage. Since the vast majority of information is
stored digitally, the cyber spy can usually operate remotely. This means that there is very little
risk of getting caught (although one might be identified), especially considering that there is
no international law prohibiting espionage. From the hybrid threats perspective, it allows to
even the playing field considerably by ‘skipping’ the research and development phase on new
technologies or by getting advance warning of deployments and capabilities of adversaries.

Intelligence agencies are actively monitoring Internet in the interest of national security. This
is a rather passive and defensive form of cyber operations compared with cyber-attacks. Still,
the signs are clear that many states are preparing for cyber conflict. What can be concluded is
that cyberspace is an area of conflict where states act in an apparently more direct way than
they would when it comes to conventional means. Getting peoples’ and organizations’
financial information or destroying uranium enrichment centrifuges in conventional ways
would stir up a lot more controversy than it does in the cyber world—much because of the
problems with attribution. The old definition of hybrid threats that non-state actors wield state
actor capabilities seems to be in reverse here, as state actors try to masquerade as non-state
actors. There are most likely a host of reasons for this, but again—the lack of strong
attribution is a key enabler.

Cyberspace in itself can also be attacked with rather conventional means. Consider the
problem of supply-side vulnerability. In recent years, there have been numerous cases of
counterfeit microchips and other hardware, which could also contain hidden flaws, back
doors, or remote kill switches. National security is at risk as modern missiles, airplanes, and
even munitions often have microchips in them. In the future, one can imagine nanotechnology
applied undercover on sensitive hardware, which might result in faulty or even changed
functionality.

Once again, the military is not the primary actor in this field. However, it is very important to
stay informed of the opportunities that information technology provides and to embrace them
where applicable. In terms of social media, the military must practice good OPSEC on one
hand, and STRATCOM on the other hand. For example, NATO’s homepage has links to the
Alliance’s presence on FaceBook, Twitter, and YouTube, in order to reach the demographic
that prefers this type of media (Newsroom 2013).

Conclusion

The national security implications of cyberspace are growing. Many states have recognized
the importance of being able to operate in cyberspace—if for nothing else, then to boost their
economy. Some states have even started developing military capabilities to ensure freedom of
action during military conflicts, while suppressing the adversary’s capabilities. It is also
widely believed that state actors are very active on the cyber espionage front, although this is
done in a clandestine manner.
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This new focus on cyber capabilities is mirrored by sub-state actors as well. From individual
activists to organized crime to terrorist organizations, these actors are seeking ways to benefit
from cyberspace. On the one hand, this is about using the myriad services available:
communication, information gathering, etc. On the other hand, it is about abusing the
services—harvesting personal information, stealing money, disrupting other services, etc.
Traditionally, this form of activity has not been of much interest for the military. On the
modern battlefield, however, cyberspace enables both prospective allies and enemies, engages
the global community with local operations, and creates new modes of operating for the
military.

For (relatively) like-minded states, such as members of NATO and EU, it is important to
develop a common understanding of the opportunities and risks posed by cyberspace. On the
defensive side, international cooperation is required to deter or defeat serious cyber threats,
whether military or not. Cooperation between the military- and civilian- (government and
private) sector sphere is also required, since most of the CII is not owned and operated by the
military, but may impact the capability or operations of the military. Therefore, the military
must be ready and eager to cooperate and share with various partners that also have ‘cyber
power’ and can affect the mission.
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