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RESEARCH ARTICLE

Enhancing the user authentication process with colour memory cues
Naomi Woods and Johanna Silvennoinen

Faculty of Information Technology, University of Jyväskylä, Jyväskylä, Finland

ABSTRACT
The authentication process is the first line of defence against potential impostors, and therefore is
an important concern when protecting personal and organisational data. Although there are many
options to authenticate digital users, passwords remain the most common authentication
mechanism. However, with password numbers increasing, many users struggle with
remembering multiple passwords, which affects their security behaviour. Previous researchers
and practitioners have attempted to suggest ways to improve password memorability and
security simultaneously. We introduce novel approach that utilises colour as a memory cue to
increase password memorability and security. A longitudinal study examined in total over 3000
passwords that were created, learnt and recalled (password process) over a period of five-
weeks. By adding colour to the password process, our results suggest that password
memorability and security can be increased simultaneously. Through giving the user the option
of choosing the colours (compared with colours being preselected), encourages users to create
more personal and meaningful memory cues when creating their passwords. Additionally,
colour also provided another security parameter by increasing password entropy. These unique
results have practical implications for researchers and practitioners that could positively impact
password security, and the financial losses suffered due to password security breaches.
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1. Introduction

Users have a variety of different digital accounts and
systems holding personal and organisational infor-
mation, from medical records, to financial information.
Gaining access to these accounts and systems not only
gives the user access to view information (potentially
sensitive and important information), but it can also
allow the user to perform actions, such as financial
transactions, and communicating, such as emails and
using social media (Bang et al. 2012; Vu et al. 2007).
Text-based password authentication is one of the most
prevalent ways to secure these systems and accounts
within organisations and within users’ personal lives
(Florêncio and Herley 2010; Keith, Shao, and Steinbart
2009; Seitz et al. 2017; Ur et al. 2016; Wang et al.
2016; Yang et al. 2016). However, the user is undermin-
ing the current authentication mechanism (Grawe-
meyer and Johnson 2011; Zhang et al. 2009). With
widespread technology usage being an integral part of
most people’s life (Legner et al. 2017), the number of
accounts and systems has exponentially increased.
This is resulting in users struggling to remember all
their passwords, and adopting insecure password

behaviours, choosing memorability and/or convenience
over password security (Grawemeyer and Johnson 2011;
Tam, Glassman, and Vandenwauver 2010; Weir et al.
2009; Zhang et al. 2009). Users will adopt insecure pass-
word behaviours such as choosing weak passwords,
reusing passwords, writing passwords down and storing
them in an unsecured way (Adams and Sasse 1999;
Campbell, Kleeman, and Ma 2006; Inglesant and Sasse
2010; Merdenyan and Petrie 2022; Seo and Park 2019;
Zhang et al. 2009). Insecure password behaviours lead
to a significant amount of money being lost and spent
on security breaches (Brown et al. 2004; Ives, Walsh,
and Schneider 2004; Mamonov and Benbunan-Fich
2018; Vu et al. 2007). Besides insecure password beha-
viours, the consequences of forgetting passwords are
also expensive, with organisations spending thousands
to millions of dollars on resetting passwords (Brostoff
and Sasse 2000; Brown et al. 2004; Hayashi et al. 2012;
Ives, Walsh, and Schneider 2004; Saastamoinen 2014;
Vu et al. 2007).

Even with all the problems that the current password
mechanism brings, there is no adequate alternative to
replace them (Bonneau and Preibusch 2010; Herley
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and Van Oorschot 2012; Pasquini et al. 2021; Wang
et al. 2019). For example, several studies have found
that even though password manager software has
existed for several decades, they are not widely accepted.
Previous studies have found that users would prefer to
memorise their passwords, instead of using password
managers (Das et al. 2014), and even when encouraged
to use them, users still prefer not to (Alkaldi, Renaud,
and Mackenzie 2018). The reasons for not using pass-
word managers are due to trust (users believe they are
vulnerable to attacks and prefer to trust their own mem-
ory) (Gaw and Felten 2006); usability (Chiasson, van
Oorschot, and Biddle 2006); and that they cannot be
used for all systems, accounts and devices. Another
example is that despite the advances in biometric mech-
anisms (Renaud and De Angeli 2009), biometrics have
still not replaced passwords (Florêncio and Herley
2010; Keith, Shao, and Steinbart 2009). Biometrics
have their disadvantages: cost (new technology, and
changing systems), usability (constraints from screen
size), habit and familiarity (users place trust in it) (Flor-
êncio and Herley 2007; Kharrufa, Ploetz, and Olivier
2017); and like password managers, they cannot be
used for all systems and accounts. Therefore, it is
imperative to find ways to increase password memor-
ability whilst not significantly impacting their security
or the convenience of the process (Grawemeyer and
Johnson 2011; Woods and Siponen 2018; 2019).

To address the trade-off between password memor-
ability and security, in this study we utilise colour as a
memory cue in the process of creating, learning and
recalling passwords. Several studies have shown that
colour can increase memorability (Helkala and Svend-
sen 2011; Hanna and Remington 1996; Huang, Lin,
and Chiang 2008); however, it has not been examined
in the password security context. Therefore, through a
longitudinal experimental study of password recall, we
apply colour to the password authentication process
and argue that password memorability can be increased,
along with security by means of an additional colour
parameter. In the next section, we will review the litera-
ture related to password memorability and security. We
then will examine the memory theories that support the
use of colour as a memory cue for password memorabil-
ity, supporting our hypotheses. The following sections
will next discuss the methodology and results. Finally,
the paper will conclude with a discussion of the study’s
results, their contributions and implications.

2. Theoretical background and hypotheses

With the introduction of the internet and smart tech-
nologies over the past few years, technology has spread

to every part of users’ lives (Woods 2022). Nowadays,
there are over 4.3 billion internet users (World Internet
Users Statistics 2019), and each user is thought to have
on average over 25 text-based passwords each (Florên-
cio and Herley 2007). Most users are struggling to
cope with remembering all their passwords, which is
leading to much frustration (Herley and Van Oorschot
2012; Ryan and Valverde 2006) and the use of insecure
security behaviours (Adams and Sasse 1999; Campbell,
Kleeman, and Ma 2006; Guo 2013; Herley and Van
Oorschot 2012; Hoonakker, Bornoe, and Carayon
2009; Inglesant and Sasse 2010; Marquardson 2012;
Zhang et al. 2009). Many years ago, password authenti-
cation systems were developed with little consideration
of the sheer numbers we see today, nor with under-
standing of how the user will be able to cope with
these numbers, psychologically and cognitively
(Adams and Sasse 1999; Grawemeyer and Johnson
2011; Furnell, Helkala, and Woods 2022; Woods 2017;
Woods and Siponen 2018; 2019). Therefore, under-
standing the user’s cognitive and psychological pro-
cesses and the user’s interaction with password
security is imperative to ensure the security of the user.

2.1. The trade-off between password
memorability and password security

Previous research has examined password security,
approaching the issues from a behavioural perspective.
Though considering that non-compliance to password
security policies have similar causalities as non-compli-
ance to other (more general) security policies; and
therefore, should be treated the same. These studies
apply behavioural theories such as deterrence theory,
protection motivation theory and fear appeals to suggest
ways to improve password security behaviour (Guo and
Yuan 2012; Herath and Rao 2009; Jenkins et al. 2014;
Johnston, Warkentin, and Siponen 2015; Shay et al.
2015; Siponen and Vance 2014; Vance et al. 2013;
Workman, Bommer, and Straub 2008). However,
these theories do not take into account the users’ mem-
ory and its effects on password security behaviour
(Woods and Siponen 2018; 2019). Insecure password
behaviors stem mainly from users being unable to
remember large numbers of passwords (Florêncio and
Herley 2010; Gaw and Felten 2006; Notoatmodjo and
Thomborson 2009). Therefore, there is a plethora of
research examining the effects of the human memory
on password security. These studies have identified a
trade-off between password memorability and security,
as users will choose weaker passwords because they
feel that including a word or some personal information
will make themmore memorable (Das et al. 2014; Habib
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et al. 2018; Sasse, Brostoff, andWeirich 2001). Users will
write down their passwords and store them in an inse-
cure manner, for example, an unencrypted document
on their computer or mobile phone, as they feel they
are incapable of remembering all their passwords
(Campbell, Kleeman, and Ma 2006; Das et al. 2014; Nel-
son and Vu 2010; Wiedenbeck et al. 2005). Further-
more, users will reuse and modify their passwords, as
they believe it will help them remember them more
easily, and that creating new passwords is difficult to
learn (Adams and Sasse 1999; Campbell, Kleeman,
and Ma 2006; Guo 2013; Zhang et al. 2009). Several
studies have also applied techniques (including memory
techniques) and technologies to password management
(Al-Ameen, Wright, and Scielzo 2015; 2020; Forget,
Chiasson, and Biddle 2008; Haque et al. 2017; Hartwig
and Reuter 2021; Masui 2013; Peer et al. 2020; Stobert
and Biddle 2014; Woo et al. 2019; Yang et al. 2016;
Zhang et al. 2009). However, attempting to strike a bal-
ance or simultaneously improve both memorability and
security is a difficult task, as often one factor will suffer
(Woods and Siponen 2018; 2019).

2.2 . Memory, retrieval and memory cues

Many researchers have turned to psychology and cogni-
tive science to understand how the human memory
effects password memorability (e.g. Gao et al. 2018; Nel-
son and Vu 2010; Stobert and Biddle 2014; Wiedenbeck
et al. 2005; Woods and Siponen 2018; 2019). According
to Atkinson and Shiffrin (1968), their multi-store mem-
ory model proposed three memory stores, where infor-
mation is first received and processed through the
sensory store. The information is then briefly held and
processed in short-term memory (STM) or working
memory (WM) (updated in 1974) (Baddeley and
Hitch 1974), where the information is coherently com-
bined from all sensory channels and encoded. It is then
transferred to long-term memory (LTM) for long-term
storage and retrieval.

When encoding (or learning) information, the more
deeply the information is processed, by processing it on
several levels (such as verbally and visually) and through
adding meaning, the better it is retained (Craik and
Lockhart 1972). Moreover, dual-coding theory proposes
that visual and verbal information is processed on
different channels, and therefore if the information
has both types it will increase the levels of processing
(Paivio 1971). Likewise, through attaching information
that has already been learnt (stored in LTM) to the
information that is being learned, this too will increase
memorability and retrieval; this is referred to elaborative
processing (Craik and Lockhart 1972).

When attempting to remember information, retrieval
from LTM will start with one or more memory cues that
will activate all associated memory traces to bring the
target memory into awareness. This process can fail
when memory cues are weak or inappropriately associ-
ated with the target memory, and when not enough
effort is paid to the retrieval process (Anderson 2009).
Nevertheless, when failure occurs, it does not mean
that the memory is lost; failure to retrieve a memory
can also be attributed to the context, such as the
environment and/or emotional state of the person
(Anderson 2009). However, the stronger and more
appropriate the memory cue/s are related to the target
memory, and the more attention that is devoted in
retrieving the target memory, the better chance of suc-
cess (Baddeley 2009a). Furthermore, due to encoding
specificity principle, the more similar the retrieval cues
are when recalling a target memory, to that of the con-
ditions available at the encoding stage, the more suc-
cessful the retrieval will be (Tulving and Thomson
1973).

Memory cues or retrieval cues are little bits of infor-
mation that can be used as a prompt or hint to access a
memory stored in LTM (Anderson 2009). They can
include visual and/or verbal information, for example
in the form of a question, ‘what did you do at the week-
end?’ or they can be just one word, such as ‘house’, they
can be in the form of a picture, or being just one note of
music. They can also be merely a smell, or be the
environmental context or an emotional context.
Regardless of their form, more memory cues lead to
easier access to the target memory (Anderson 2009;
Hanna and Remington 1996).

2.3. Colour as a memory cue

Colour can be used as a meaningful memory cue for
retrieving target information (Hanna and Remington
1996; Helkala and Svendsen 2012; Huang, Lin, and
Chiang 2008). Colour is processed independently to
any other visual sensory information e.g. motion and
depth, through an area of the visual cortex dedicated
to processing just colour (Hanna and Remington
1996; Livingstone and Hubel 1987; Zeki 1993; Zeki
and Marini 1998). It operates as an influential infor-
mation channel to the human cognitive system, and
functions as a significant source in improving memory
performance (Wichmann, Sharpe, and Gegenfurtner
2002). Previous studies have shown that participants
perform better at memory tests when colour is present
as a cue (Hanna and Remington 1996). Due to the effec-
tiveness of colour, it is often seen as a primary visual
element that can add interest in any visual context
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(e.g. Poulin 2011). Coloured information results in bet-
ter attention and memorability than information with
an achromatic colour scheme (Farley and Grant 1976;
Wichmann, Sharpe, and Gegenfurtner 2002). This is
because colour can add meaning to a memory when it
is being encoded (Derefeldt et al. 2004; Huang,
Lin, and Chiang 2008).

Colour preferences have also been found to have an
effect on memory and can affect the way information
is processed (Huang, Lin, and Chiang 2008; Palmer
and Schloss 2010). Maier et al. (2009) found strong pre-
ferences for the colour red, over colours such as green
and grey. However, colour preferences can differ
between cultures (Taylor, Clifford, and Franklin 2013).
Previous studies have also found a strong valence
between colours and objects/contexts, ‘People like col-
ours strongly associated with objects they like (e.g.
blues with clear skies and clean water) and dislike col-
ours strongly associated with objects they dislike (e.g.
browns with faeces and rotten food)’ (Palmer and
Schloss 2010, 107). Colour preference and selection
enhances memorability due to the increase in the
depth of processing (Craik and Lockhart 1972; Huang,
Lin, and Chiang 2008), and due to the way it can
increase the visual working memory capacity similar
to reward-incentive motivations (Kawasaki and Yama-
guchi 2012). Furthermore, colour can utilise the encod-
ing specificity principle, contributing to the retrieval
process if present at the encoding stage (Hanna and
Remington 1996).

2.4 . Colour used in security

Previous research has suggested that colour as a mem-
ory cue can be used in various ways to increase security.
A recent study has found that colour can be used as a
part of a filter to add privacy to password management
(Khamis et al. 2019); colour has also been used to aid the
memory of passwords in a graphical password scheme
(Chiang and Chiasson 2013). Several studies have
applied colour to other graphical password options
such as digital signatures as a form of authentication
(Thoopsamut and Limthanmaphon 2019), and draw-
metric graphical passwords such as Passdoodle and
Pass-Go (Biddle, Chiasson, and Van Orschot 2012).
By adding the colour to the pen in these drawmetric
graphical passwords, it enhances personalisation, varia-
bility and complexity through the additional parameter,
which can increase security (Biddle et al. 2012; van
Oorschot and Thorpe 2008). A study by Renaud and
Ramsey (2014) examined the memorability of PIN
codes through using pre-selected colours. Although,
they found that through adding colour, the

memorability of the PIN codes was not increased.
These unexpected findings could have been due to
that the colours were pre-selected by the experimenters;
colour research has shown that preferences and selec-
tion of colour can affect memory accuracy (Huang,
Lin, and Chiang 2008). Colour has been suggested as a
memory cue to increase text-based passwords memor-
ability. Helkala and Svendsen (2012) proposed that an
‘associated element’ such as a colour, a shape, text or
an element associated with the service (e.g. present on
the internet page), could be used as a memory cue,
and incorporated into creating text-based passwords.
The associated elements were incorporated in the
form of the name of the element (e.g. golden, or circle)
as a part of the actual password ‘TringleCirclePricess-
WithGoldenBl’. They found that including these
elements in this way increased password memorability.

2.5. Current study

Drawing upon memory theory and specifically with
regard to colour memory cues, we have developed a
novel approach to examine colour cues in the security
context that is different to what has been studied pre-
viously. PIN entry ismuch different from that of complex
text-based passwords, due to passwords’ complex nature
in terms of length, character composition and meaning
to the user. Thus, making strong colour associations
between a random four-digit number maybe more
difficult (Renaud and Ramsey, 2014), than with a com-
plex text-based password. Moreover, applying colour to
drawmetric graphical passwords would also be different
compared with text-based passwords. This is because the
cognitive process is different to that of processing simple
one line drawn graphical passwords. With additional
levels of memory processing through the complexity of
text-based passwords (Craik and Lockhart 1972), plus
the addition of colour, this could consequently produce
stronger memory cues, for enhanced password retrieval.
Therefore, in this study, we propose adding colour to
text-based passwords can be utilised as a memory cue
to increase password memorability, and as an additional
parameter to increase password security, simultaneously.
Hence, we hypothesise:

H1: Coloured passwords will have a positive effect on
correct password recall, compared with passwords
with no colour.

Colour selection in the password creation process
will add another cognitive processing stage, which
increases the depth of processing (Huang, Lin, and
Chiang 2008), which enhances the memorability of the
created password. We therefore, hypothesise:

4 N. WOODS AND J. SILVENNOINEN



H2: Personally selected colours will have a greater posi-
tive effect on memorability of colours than preselected
colours.

H3: Personally selected colours will have a greater posi-
tive effect on correct password recall, compared with
passwords with preselected colour and passwords with
no colour.

3. Research methods

A longitudinal study was designed based on several pre-
vious password studies. The participants created, learnt
and recalled passwords several times over five weeks.
During the experiment, data were collected to measure
password recall, and the effects of colour as a memory
cue for recalling passwords.

3.1. Participants

Previous studies have found that when comparing pass-
words collected from participants who were workers to
those who were staff and students from universities, it
has been noted that there is very little difference
between the two groups (Mazurek et al. 2013; Shay
et al. 2016). Therefore, we selected 90 participants
from staff and students from a European university.
All participants were all experienced computer users
and were employed. Participants exhibiting any colour
blindness were prohibited from taking part in the
study, as it could have potentially affected the results.
Although they could not take part, it would not mean
that users with colour blindness could not use colour
as a part of their authentication process. All the
colours were checked for accessibility using an accessi-
bility colour checker (https://webaim.org/resources/
contrastchecker/) to make sure they were all considered
WCAG 2.0 level AA accessible for graphical objects and
user interface components. All the colours passed apart
from one – light orange. We chose to keep this colour in
the selection to give more variability for those without
any issues, and had chosen to not change the hue as it

would have been too similar to the darker version of
the colour. Those users who are colour blind would
use the colours available that were not an issue for
their colour perception. The participants’ colour blind-
ness was tested in the recruitment stage by two colour
blindness tests. The sample size required to achieve a
good level of statistical power (0.80) (Cohen 1992) was
assessed before recruitment, and was surpassed by 90
participants being allocated to three groups: control
(no colour) group (N = 30); preselected colour group
(N = 30); and the personally selected colour group (N
= 30). All groups were matched for age, as age can
affect memory (Baddeley 2009b). Demographic infor-
mation is reported in Table 1. To encourage participants
to engage and complete the study, a movie ticket was
offered as an incentive for their participation.

3.2. Measures

Recruitment: During the recruitment process, partici-
pants were asked to take two colour blindness tests,
employed to identify participants with colour blindness.
The first was an Ishihara Test, consisting of several col-
our plates containing coloured randomised dots, which
make up patterns of shapes and numbers visible to
people with normal colour vision (Ishihara 1917). The
second test was a Colour Arrangement Test (Farns-
worth–Munsell 100 Hue Colour Vision test), which is
used to observe differences perceived between colours
by people with normal colour vision and those with col-
our vision deficits (Farnsworth 1943).

Study: An online password system was designed to
collect password data. This type of system has been
employed in a number of previous studies successfully
(Woods 2017; Woods and Siponen 2018, 2019). The sys-
tem allowed participants to create and recall passwords,
and monitored correct input, and input errors. Over five
weeks, five passwords per participant were created for
five fictitious accounts. This design was employed to
prevent cognitive overload, as learning many items at
once, could have affected the recall results (Baddeley

Table 1. Demographic information.
Gender Education level

Male (N = 41; 46%) Bachelor’s degree (N = 47; 52%)
Female (N = 49; 54%) Master’s degree (N = 38; 42%)

Doctoral degree (N = 5; 6%)
Age distribution across groups
Age range Overall study (N = ) Control group (no colour) (N = ) Preselected colour group (N = ) Personally selected colour group (N = )
18–24 years N = 31 (34.4%) 10 11 10
25–34 years N = 41 (45.6%) 14 13 14
35–44 years N = 11 (12.2%) 3 4 4
45–54 years N = 5 (5.6%) 2 2 1
55–64 years N = 2 (2.2%) 1 0 1
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1992). To make the study as realistic as possible, the five
account types varied in importance from online bank-
ing, to social networking, to online gaming. To increase
the likelihood of participants engaging with the study,
and treating the passwords as they were for real
accounts; a technique was employed that has been
used many times before with success: role-play (e.g. For-
get, Chiasson, and Biddle 2008; Gaw and Felten 2006;
Komanduri et al. 2011; Shay et al. 2010; Woods and
Siponen 2018). The participants were asked to role-
play, and imagine they were creating and recalling pass-
words for real accounts, even though they were aware
they were fictious.

Several previous studies have asked their participants
to create passwords that meet common password policy
rules (e.g. Shay et al. 2016; Woo et al. 2019; Woods and
Siponen 2019); this study was no different. To create the
five passwords to ensure a minimal level of strength and
complexity, the participants were asked to create pass-
words that they were not using in their real-life, and
that were at least eight characters long and contained
characters including, uppercase and lowercase letters,
digits and special characters. All passwords were dic-
tionary checked, and were required to be unique from
each other. As with previous studies (e.g. Shay et al.
2015; Woods 2017; Woods and Siponen 2018, 2019),
feedback was provided to all participants when creating
their passwords, on whether or how their passwords met
the password rules, and when they did not. This allowed
them to correct their errors and successfully create pass-
words while not decreasing strength. Along with the pass-
word rules, colour selection instructions were provided.
The colour selection instructions were given to all groups,
but differed for each group (see Table 2, for colour selec-
tion instructions). Colour selection instructions were given
to the control group as well as the preselected colour
group, to control for the action of selecting a colour on
the cognitive processes and password recall results.

During the study, both objective and subjective data
were collection. The objective data included all the

passwords recalled (correct and errors), and all the col-
our recalled (correct and errors). Subjective data were
also collected by means of questionnaires that the par-
ticipants completed after creating and recalling their
passwords, and at the end of the study to enrich the
data collection. The questionnaires were comprised of
questions asking the participants about their experience
with the study, including their techniques for creating
and learning their passwords, their choice of colours
and how colour effected their password memorability.

3.3. Stimuli

For the online password system, a grid of coloured and
black squares was designed and presented to the partici-
pants (dependent on the group) when creating and
recalling passwords. Once a square had been selected,
then the participants would be able to create or recall
their passwords in the corresponding colour.

The colours for the experiment were selected for sev-
eral reasons: basic colour terms and names given to the
colours; the interaction the colours had with the back-
ground of the interface; and the interaction the colour
had with each other. The basic colour terms in English
categories are: black, white, red, green, yellow, blue,
brown, purple, pink, orange and grey. Even though con-
ceptual differentiation between these colours could be
conducted, not all the languages contain this categoris-
ation (Berlin and Kay 1969). In addition to the basic col-
our terms, the colours were selected according to the
colour terms that are the best remembered: red, orange,
yellow, purple, green and white (Berlin and Kay 1969).
The basic colour terms have gained criticism among
scholars, for instance concerning the hierarchical categ-
orisation of colour naming in cultures (e.g. Loreto,
Mukherjee, and Tria 2012). Colour naming is difficult.
People perceive colours differently and different mean-
ings are attached to them across cultures, and therefore
multiple colour names exist, which also implicates
openness of language systems (e.g. Wyler 1992). For
instance, describing green can vary from olive-green
to grass-coloured. The reason why naming colours is
important is that colours that have principal colour
terms are remembered more easily than colours without
principal terms (Biggam 2012). One reason why colour
names enable enhanced memory performance is
because colours with names create a mental concept of
the colour in the mind (Biggam 2012). Enhanced mem-
ory performance also supports the selection of the basic
colours (Berlin and Kay 1969) as the stimuli.

In this study, the colours were selected due to their
noticeable difference from each other. This is because
the user interface area in which the participants insert

Table 2. Colour selection instructions.
Control (non-colour)
group

Preselected colour
group

Personal selected colour
group

‘Please click on one of
the boxes in the
grid before creating
a password’.

‘Please click on the pre-
selected colour from
the menu before
creating a password.
Please remember the
colour, as you will be
asked to select it
when recalling your
password later’.

‘Please choose a colour
from the menu before
creating a password.
Please remember the
colour, as you will be
asked to select it
when recalling your
password later. You
should select a
different colour for
each password
created’.
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the password and select the colour was white, which pre-
vented the occurrences of unwanted colour contrasts,
such as simultaneous contrast, in which complementary
colours with same saturation and luminosity create opti-
cal illusions and change the appearance of the perceived
colour (Itten 1973). Moreover, colours are constantly
changing in relation to the surrounding colours. It is
almost impossible to perceive a colour without the col-
our interacting with its surrounding colours (Albers
1975). Therefore, it has to be taken into account, when
experimenting with colours, that the surrounding col-
ours and the amount of colours in colour combinations
influence the interaction of colours.

Overall, due to the selection criteria, the colours cho-
sen were red, green, yellow, blue, brown, purple, pink,
orange and grey (Table 3 presents the selected colours).
Yellow colour was excluded from the colours due to its
inefficient visual usability on a white background (Itten
1973). White colour was excluded because the back-
ground of the user interface in which the passwords are
typed is white, which is also the case inmost of the current
user interfaces for the password typing area. However,
because conventionally passwords are typed in black,
this colour was used for the control group. Moreover, to
increase the amount of the colours for participants in
the experimental groups, a dark and light version of the
colours were included. This addition was also in line
with Berlin and Kay’s basic colour terms (1969), in
which dark (black) and bright (white) colour terms are
also included, because all cultures have terms for these.
Furthermore, only one colour was allowed to be selected
at once and was displayed with a white background. This
was crucial as not to enable the colours to interact with
each other, and to change the perceived colour.

3.4. Procedure

Ethical considerations were taken into account. Exten-
sive information about the study was provided to all
participants before asking for their consent. Consent
was asked for participation and for allowing the col-
lected data to be used in scientific research. The

participants were informed that the information they
provided would be anonymised, and kept confidential.
Furthermore, the participants were given the right to
withdraw at any point.

A recruitment advertisement was posted on the uni-
versity’s website, and sent out across the university’s
emailing lists to recruit participants. A weblink was sup-
plied within the advert that took participants to the web-
site where they could find about the study and sign up.
The participants were given information about the
study, including what to expect over the five weeks.
They were informed about how they would be con-
tacted, what level of involvement would be required,
and that they would be creating and recalling passwords
for fictitious accounts, and completing questionnaires
about their experience. This information was also
made available throughout the study. Participants who
agreed to take part in the study gave their formal con-
sent and were informed at the beginning and through-
out the study that they had the right to withdraw at
any point. As a part of the recruitment stage, all those
wanting to take part in the study undertook two colour
blindness tests. Those who were considered colour-
blind, were exempt from the study. The rest of the par-
ticipants were allowed into the three groups.

The participants from all three groups completed the
same study. The longitudinal experiment was conducted
1–2 times per week during five weeks. When the partici-
pants were required to interact with the study, an email
was sent giving instructions on what was required. The
passwords were created, learnt, and recalled several
times during the five weeks. One password was created
in week 1, and in weeks 2 and 3, two passwords were cre-
ated. Two passwords were recalled every week, (apart
from week 1, when one password was recalled, and in
week 5, when five passwords were recalled). The study
schedule is presented in Table 4.

The groups were defined by the presence of colour,
and if the colour was preselected by the experimenters
or personally chosen by the participants. The colours
that were preselected by the experimenters are shown
in Table 5.

Table 3. The colours used in the experiment with Hex codes.
Red Green Blue Brown Purple Pink Orange Grey
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When creating or recalling passwords, all participants
were presented with a grid of coloured or black squares
(an example screenshot is presented in Figure 1).

The personal selected colour group were asked to select
a colour by clicking on only one of the 16 colours from the
grid before creating or recalling their passwords. When
they started to type into the box provided, the passwords
would be presented in the corresponding colours. To
make the password creation process consistent across
groups, the participants in preselected colour group were
presented with the same grid of 16 colours (as with the
personal selected colour group) and were asked to click
on the colour before they could type in their password,
even though the colour was preselected by the exper-
imenter. For both experimental groups, when recalling

their passwords, the participants were asked to recall
which colour was saved with the password, and to click
on the colour before they could enter the password.
Again, when the participants started to type into the box
provided, the passwords would be presented in the corre-
sponding colours (presented in Figure 2). The password
system was designed to change the position of the colours
within the grid every time the participants created and
recalled their passwords. This was with the purpose of con-
trolling for the effect of remembering the position of the
colour rather than the colour itself. The control group
were also presented with a grid, but this time with black
squares to make the creation and recalling password pro-
cess consistent with the other groups. They were asked to
select any black square from the grid before typing in their

Table 4. Password creation and recall schedule.
Week Number of passwords created Number of passwords recalled Which password: Account type

1 beginning 1 Online Banking
1 end 1 Online Banking
2 beginning 2 Email/Social Networking
2 end 2 Online Banking/Email
3 beginning 2 Online Shopping/Online Gaming
3 end 2 Online Shopping/Online Gaming
4 beginning
4 end 2 Social Networking/Online Shopping
5 beginning
5 end 5 All

Table 5. Preselected colours and allocated account types.

Figure 1. Example screenshot of the password creation page for the personal selected colour group.
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passwords when both creating and recalling their pass-
words. The passwords would appear in black. All partici-
pants in all three groups were given three attempts to
recall their passwords correctly, and if they did not then
the system would move on to the questionnaire.

After creating and recalling their passwords (regard-
less if they correctly recalled their passwords), the par-
ticipants in all three groups were asked to complete
online questionnaires to report on their experience
with the study, and answer questions regarding their
choice of colour (personal selected colour group only).

The participants were sent an email when they had
completed each part of the study and reminders if they
had not taken part. They were sent confirmation emails
of when they had finally completed the whole study with
details of the study and how to collect their movie tickets.

4. Results

A large amount of data was analysed from 90 partici-
pants, collected by means of an online password system,
specifically designed for this study. Each participant cre-
ated five passwords, and recalled them 12 times, with up
to 3 attempts each time. Therefore, over 3000 passwords
were collected over the five weeks when participants
created and recalled their passwords. Colour choices
were also collected with the passwords from the per-
sonal selected colour group, and colours recalled by
both experimental groups. Subjective data in the form
of questionnaire responses reporting on colour choices
and study experience were also collected. To test the
hypotheses, between-subjects analysis of variance
(ANOVA) tests were used to confirm the differences
between the two experimental and control groups.

4.1. Correct password recall

Correct password recall was classified into the number
of times passwords were correctly recalled on the first
attempt (correct first time password recall), and the
total number of passwords correctly recalled (total
correct password recall). For a password to be con-
sidered successfully or correctly recalled, the colour
would need to match the one selected for the specific
password, and the password content to be correct
also. Between-subjects ANOVA were employed to
examine the effect of colour on password recall.
There was a significant different between the groups
for correct first time password recall (χ2 = 14.722, df
= 2, p = 0.001) and total correct password recall
(F(2,87) = 11.578, p < 0.001). However, the lowest
mean scores of correct password recall (correct first
time and total correct password recall) (see Table 6)
were found in the preselected colour group compared
with both the control (non-colour) group and the
personal selected colour group, not supporting H1
(see Table 7). The success rates for both total correct
password recall and correct first time password recall
are represented in Figure 3.

Figure 2. Example screenshot of the password recall page for the preselected and personal selected colour groups.

Table 6. Descriptive statistics.
Mean, standard
deviation and
range

Control (non-
colour) group

(N = 30)

Preselected
colour group (N

= 30)

Personal
selected colour
group (N = 30)

Password recall:
Total correct
password recall

4.93 (3.36) (0–
12)

3.87 (3.05) (0–12) 7.67 (3.04) (0–
12)

Correct first time
password recall

4.00 (3.09) (0–
12)

2.63 (2.71) (0–12) 5.77 (3.19) (0–
12)

Colour
memorability

N/A 5.77 (3.04) (0–12) 8.80 (2.54) (0–
12)
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4.2. Colour memorability

Colour memorability was measured as the number of
times the colour was recalled correctly, irrespectively
of if the password was correctly recalled. In the prese-
lected colour group, for each password created the par-
ticipants were given a colour and asked to learn it with
the password they created, and were then asked to recall
the password and corresponding colour. In the personal
selection colour group, participants were asked to
choose a colour and learn it with the password they cre-
ated, and then to recall both colour and password. A

Mann–Whitney U test (non-parametric t-test, due to
data distribution) was performed to analyse the differ-
ence between the preselected and personally selected
colour groups to see whether choosing or having a col-
our chosen would have an effect on the memorability of
the colour. We found that colour memorability was sig-
nificantly higher in the personal selection colour group
compared with the preselected colour group (U =
206.000, N1= 30, N2= 30, p < 0.001, one-tailed), sup-
porting H2. Descriptive and interferential statistics are
shown in Table 6 and 7.

4.3. Personal selection of colour and password
memorability

From the between-subjects ANOVA test that was
employed to examine the effect of colour on total cor-
rect password recall, post hoc pair-wise comparisons
with Bonferroni correction showed there was no signifi-
cant difference between the preselected colour group
and the control group (p = 0.58). However, it did
show that total correct password recall was significantly
higher in the personal selected colour group, compared
with the control (non-colour) group (p = 0.004), and
compared with preselected colour group (p < 0.001),
supporting H3 (see Table 6 and 7).

4.4. Further analysis

During the study, a considerable amount of data was
collected measuring password recall, colour memorabil-
ity, and colour preferences. Further analysis was con-
ducted to give a more enriched understanding of how
colour affects password memorability.

4.4.1. Colour memorability
Through analysing the data, we found that colours were
more successfully remembered when the participants
chose the colour, compared to when it was preselected.
To support our results, we looked deeper into which
colours were more memorable to see if they had an
effect (represented in Table 8).

The preselected colour group had the lowest level of
successful password recall out of the three groups and
the lowest colour memorability out of the two

Table 7. Inferential statistics.
Variables Hypotheses Supported/Sig.

Password recall
Colour

H1: Coloured passwords
will have a positive
effect on correct
password recall,
compared with
passwords with no
colour.

χ2 = 14.722, df = 2, p =
0.001 (correct first
time password
recall)
F(2,87) = 11.578, p <
0.001 (total correct
password recall)
Overall, not
supported

Colour memorability
Colour: Personal
selected/
Preselected

H2: Personally selected
colours will have a
positive effect on
memorability of
colours than
preselected colours.

U = 206.000, N1 = 30,
N2= 30, p < 0.001,
one-tailed
Supported

Password recall
Colour: Personal
selected/
Preselected

H3: Personally selected
colours will have a
greater positive effect
on correct password
recall, compared with
passwords with
preselected colour and
passwords with no
colour.

Personal selected
colour × Preselected
colour (p < 0.001)
Personal selected
colour × No colour
(p = 0.004)
Preselected colour ×
No colour (p = 0.58)
Overall, supported

Figure 3. Success rates of password recall.

Table 8. Preselected colours and percentages of correct recall.
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experimental groups. However, out of the preselected
colours dark green and light grey were the most mem-
orable. Dark green was the first colour to be learnt; how-
ever, light grey was not the second colour to be learnt
nor the last, which could have suggested a primacy
and recency effect (Baddeley and Hitch 1977). Never-
theless, out of the five accounts the online banking
and the online shopping account, i.e. the accounts for
which these colours were assigned, were recalled more
often than the other three accounts (three times, instead
of two times), this may suggest why they were more
highly recalled.

The personal selected colour group was able to choose
between 16 different colours. The colours chosen are
reported in Table 9 in rank order of choice. The recall
rate showed to be different to the colours that were pre-
ferred (shown in Table 9). Dark blue was not the most
chosen colour, but was still very popular (ranked 3rd).
It was most used for the online banking; although, it
was used only once for the online shopping account.
Overall, it was the highest recalled colour. Light red
was also very popular (ranked 2nd), especially for online
banking and shopping, however, it was used only once
for the social networking account, and was not used
for online gaming. It had the second highest recall
rate; this could be a result of these accounts being
recalled three times compared with two times for the
other accounts. Light grey was of average popularity
(ranked 7th), it was not used for the online banking
nor email accounts, however, it ranked third for mem-
orability. Dark orange was above average in popularity,
its use was distributed across all accounts, and was
ranked fourth in memorability. Light blue was more
popular, but was mainly used for email and social net-
working. Dark green, on the other hand was the most

chosen of colours, but was ranked sixth in memorabil-
ity. It was used fairly equally across all accounts, how-
ever, it was not used at all for the online gaming
account.

Are the colours comparable in terms ofmemorability?
Dark red and light purple were harder to remember for
both preselected colour group and personal selected col-
our group. Dark green, even though it was the most cho-
sen of colours in the personal selected colour group, it
was not as memorable as some other colours. In the pre-
selected colour group, it was the most remembered col-
our, however, this could be due to the number of times
it was required to be recalled. Light grey and dark orange
were better remembered than most colours across both
groups (Table 10 compares the two colour memorability
rankings). From these results, it is hard to infer that the
colours were comparable between groups, suggesting
that just the colours (without any personal meaning),
would be memorable enough on their own. However,
during the study all participants completed several ques-
tionnaires, after creating and recalling passwords, and at
the end of the study for a more in-depth account of the
meaning that the participants associated with the colours
and their effect on their memorability.

4.4.2. Colour and account
The participants in the experimental groups were asked
how strongly they thought the colours were related or
associated with the accounts, and why. The majority
of participants in the preselected colour group found
that the colours were not related to the accounts. Only
a few participants reported that the colour was strongly
related or related to the accounts due to them personally
finding an association to help them remember (see
Figure 4).

Table 9. Personal selected colours, and ranking of correct recall with percentages.
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The participants in the personal selected colour
group found more association with the accounts, this
was due to them being able to select the colour them-
selves and attach their own meaning for the association
(see Figures 5–7).

4.4.3. Colour and password memorability and
security
The participants were asked if the choice of colour helped
them remember their passwords, and if so, how it helped.
Fifty-one percent of the selected colour group reported
that the colours helped them remember their passwords,
compared to 15% from the preselected colour group. Out
of the 51% in the selected colour group, the participants’
responses referred to the colours helping them remem-
ber the accounts (e.g. the colour of the logo, from their
own personal account), or it helped them remember
something related to the service of the accounts (e.g.
money for online banking). The participants also
referred to the colours being associated with the content
of the passwords (e.g. the colourwas included in the pass-
word in some form), or the colours helped them form
and create the passwords. Other responses referred to
the colours having personal meaning for them. For the
preselected colour group all responses for how the col-
ours helped them remember their passwords, referred
to the content of the password or how they were formed.
Therewere no responses suggesting that the colourswere
related to the accounts or could help them remember the
accounts (see Figure 6).

When examining the responses to how the partici-
pants created their passwords, there was a notable
difference between the groups in terms of their reason-
ing for choosing their passwords. The control (non-col-
our) group had a higher number of reported chosen
passwords because they were easy to remember, com-
pared with using a memory technique, rules or patterns;
even the using the accounts to help them create and
learn their passwords. The preselected colour group
also reported higher numbers of choosing passwords
due to them being easy to remember. However, they

Figure 4. How strongly the colours were thought to be related
to the accounts in the preselected colour group.

Figure 5. How strongly the colours were thought to be related
to the accounts in the personal selected colour group.

Table 10. Comparation of rank order of preselected and personally selected colours most successfully recalled.
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had slightly higher numbers of using memory tech-
niques, but using the colour to help them create their
passwords was low (6%), and so too, using the accounts
(6%). They did however, have a response not found in
the other groups; 15% reported that they chose their
passwords just to meet the criteria of the password
rules. The personal selected colour group reported
higher numbers of passwords being created with mem-
ory techniques, associating them with accounts and the
colours they chose, and there were less passwords being
chosen just because they were easy to remember, and
less being chosen randomly compared to the other
two groups. These results suggest that the presence of
colour, and more importantly being able to choose col-
our encouraged the participants to add more meaning
and effort to creating passwords and learning them.

Nonetheless, this does raise the question about secur-
ity; through the use of colour, could the security of the
passwords be compromised by incorporating the colour
into the content of the password? This could potentially
occur if the user uses this type of insecure behaviour.
Although, within our study, out of the two colour
groups (N = 60) with each participant creating 5 pass-
words each (totalling 300 passwords), only 11 passwords
showed to have an ‘obvious’ incorporation of colour in
the content of the passwords. For example, ‘Purpl3-
viole#’ (colour: dark purple), ‘0R45t%e21’ (colour:
dark orange) and ‘H4rm44781!’ (colour: light grey (Har-
maa in Finnish)). Participants reported to use colour in
the content of their passwords (see Figure 6), however,
those who did, created random passwords that were
difficult to see any connection with the colour.

Figure 6. Participants’ responses: reasoning for why colour helped password memorability.

Figure 7. Participants’ responses: reasoning for why they chose their passwords.
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5. Discussion

The security of password authentication is a pertinent
issue as users often chose memorability over security
(Grawemeyer and Johnson 2011; Tam, Glassman, and
Vandenwauver 2010; Weir et al., 2009; Zhang et al.
2009). The trade-off between password security and
memorability leads to many security breaches that result
in financial losses and privacy threats to organisations
and home-users (Brostoff and Sasse 2000; Brown et al.
2004; Hayashi et al. 2012; Saastamoinen 2014; Vu
et al. 2007). The purpose of this study is to tackle this
issue by suggesting the incorporation of colour into
the password process, employing it as a memory cue
and as an additional security parameter. Based on our
results we will next discuss our findings, and the impli-
cations of our findings.

5.1. Colour and password memorability

Colour has been used previously within security
research adding an additional security parameter to
graphical passwords, and to PIN codes (Biddle, 2012;
Chiang and Chiasson 2013; Khamis et al. 2019; Renaud
and Ramsey, 2014; Thoopsamut and Limthanmaphon
2019; van Oorschot and Thorpe 2008). However, as
of yet, it had not been added to text-based passwords
within the font of the password. The results have
important implications, as where colour has been
found to improve password memorability; it has only
shown improvements when it has been chosen by the
user. Testing this small distinction has shown signifi-
cant results, showing that including colour (personally
selected) into the creation and recalling password pro-
cess, could increase password memorability by 21%,
compared with current practices (using black font).
However, it is also important to understand why
choosing the colour was essential to password
memorability.

5.2. Colour memorability

Another important finding from this study was that per-
sonal selection of colours positively affected the memor-
ability of colours when compared with colours that were
preselected. After examining the highest and lowest
ranking recalled colours, we found that the colour
alone (it just being present in the environment) was
not enough to effect memory performance, and there-
fore, not supporting encoding specificity principle (Tul-
ving and Thomson 1973). The theory would suggest
that the colour just being present when creating the
passwords and then when recalling them would

improve memory performance; ‘evidence suggests that
colour should aid memory performance only when
items are identically coloured at study and test’
(Hanna and Remington 1996, 323). However, when
Hanna and Remington were examining encoding
specificity principle and visual stimuli, such as colour,
they were pairing the colours with geometric shapes as
their visual stimuli, which would be cognitively pro-
cessed differently to the written word, or in this instance
a complex random text-based password. After examin-
ing the participants’ responses, we found that the prese-
lected colour group reported the colours were strongly
unrelated to the accounts. However, there were a
small number of participants who thought the opposite,
but reported that they had made an effort to find a con-
nection and meaning between the preselected colours
and accounts, to aid them in their password memorabil-
ity. This finding supports findings by Hanna and Loftus
(1993), that colour needs more than perceptual proces-
sing to be encoded properly, conceptual processing is
required and having a strong relationship with the
item to be remembered.

5.3. Personal selection of colour and password
memorability

Personal selection of colours had a significantly greater
effect on password recall (63%) than current practices
(black font) (42%) or having the colours preselected
(34%). The differences between being able to personally
select the colours and having them preselected are con-
sistent with findings from Renaud and Ramsey (2014),
where preselected colours were used to aid PIN memor-
ability. They found that the colours did not improve
PIN memorability, and concluded that this was due to
the lack of meaningful associations between the colours
and numbers.

In the current study, we found that 15% of the prese-
lected colour group reported that colour helped with
recalling their passwords, as they were used as a mem-
ory cue in creating the passwords or relating them to
something within the passwords. Colour affects mem-
ory if used as a cue; presence alone is not enough
(Hanna and Loftus 1993). Therefore, 6% of the prese-
lected colour group used the colour as a memory cue
when creating their passwords, and 15% found it helped
them recall their passwords. Consequently, the remain-
ing participants in the group, had to learn and recall the
preselected colour in addition to their passwords, which
would increase cognitive load (more to remember);
these results are consistent with findings from Renaud
and Ramsey (2014).
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The personal colour selection group used their choice
of colours in a more varied way in creating, learning and
recalling their passwords. They reported that the colours
helped them recall their passwords by helping them
think of the accounts, passwords and through adding
meaning. These results are supported by Palmer and
Schloss (2010), associating colour with objects, as for
example, online banking websites often use blue; and
within the study, participants selected colours that
were associated with the accounts (e.g. logo). Moreover,
in the creation stage, more participants in the personal
colour selection group reported to create their pass-
words with memory techniques, using the colour and
accounts as memory cues, and created less ‘random’
(less meaningful) passwords than the other two groups.
Therefore, the colours were not additional items to be
learnt, but a means to elicit the target items – the pass-
words. The option of choosing colours encouraged the
participants in the group to create more personal and
meaningful memory cues to aid their password
memorability.

5.4. Personal selection of colour and password
security

Within the study, a minimum level of strength was
imposed through the password creation rules. All pass-
words were of a minimum length (min. eight characters
long), complexity (including upper and lower letters,
numbers and special characters), no names or words
were allowed, therefore, the passwords were random,
and finally, all passwords had to be unique from each
other (max. three characters in common). Through
imposing these password creation requirements, we
had imposed a minimum level of strength; however,
additional strength came from two perspectives. Firstly,
choosing colours as a part of the passwords adds
another parameter increasing all passwords’ entropy
(Biddle, 2012; van Oorschot and Thorpe 2008). Sec-
ondly, by creating more meaningful memory cues
with their passwords, users will increase their password
memorability that will lead to less insecure password
behaviours being adopted, for example, password
reuse. Furthermore, choosing colours would be effective
in terms of password security as cultural relativity of
colour preferences (Taylor, Clifford, and Franklin
2013) would increase the variability of colour selection
in the password process.

5.5. Implications for practice

Previous research highlights the trade-off between pass-
word memorability and password security; if one factor

(password memorability) increases then another (pass-
word security) decreases (Brown et al. 2004; Hayashi
et al. 2012; Vu et al. 2007; Woods and Siponen 2018).
Our insightful study had some important results that
suggest this does not necessarily have to be the case,
and furthermore uncovered some significant findings
that bring a better understanding of how colour can
be used as a memory cue, and how it can improve pass-
word memorability and security simultaneously.

Renaud and Ramsey (2014) in their paper, warned
manufacturers to be careful using colours for ATM
machines, as the additional preselected colours could
decrease the memorability of PINs. However, in our
study, the experimental colour groups were divided
into preselected colours and personally selected colours,
revealing that colour can improve memorability if it is
chosen and a meaningful association is formed. There-
fore, the implications of our results affect organisations
and home-users, through the incorporation of a selection
of colours into the password requirements, and where
the user can choose the colour; not only can this increase
password memorability, but it can also increase pass-
word security. With increased password memorability,
users will be struggling less with their passwords, which
will result in a reduction of insecure password behaviours
(such as writing passwords down,modifying and reusing
passwords) being adopted by users (Adams and Sasse
1999; Campbell, Kleeman, and Ma 2006; Inglesant and
Sasse 2010;Marquardson 2012; Zhang et al. 2009).More-
over, with less insecure passwords behaviours being
adopted, and that colour passwords would be more
secure with the extra security parameter, this will both
reduce security breaches and the consequences that
arise from them (Das et al. 2014;Hayashi et al. 2012; Saas-
tamoinen 2014; Vu et al. 2007).

5.6. Study limitations

5.6.1. Ecological validity
When examining the human memory, employing a lab-
oratory design is often a preferred means of data collec-
tion to ensure precision and control over the variables
(Dennis and Valacich 2001; Liu and Myers 2011).
Many previous password memorability studies employ
such designs (e.g. Fahl et al. 2013; Nelson and Vu
2010; Vu et al. 2007; Wiedenbeck et al. 2005; Woods
and Siponen 2018, 2019; Zhang et al. 2009). However,
it has to be acknowledged that while a design such as
this brings precision of data, it also brings some draw-
backs pertaining to realism. To counter the realism
issue, the study was designed in such a way to be as rea-
listic as possible: the participants created and recalled
their passwords online, and over a period of time (not
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just all at once). Previous studies have brought to light
that password studies that are online are more represen-
tative of participants’ actual password behaviour (Fahl
et al. 2013; Shay et al. 2016). However, within the
study, the participants were aware they were creating
and recalling passwords for fictitious accounts, which
could have potentially affected their motivation to
learn and recall their passwords. Therefore, the partici-
pants were asked to role-play, a technique used in many
previous studies (e.g. Forget, Chiasson, and Biddle 2008;
Gaw and Felton, 2006; Komanduri et al. 2011; Shay et al.
2010, 2015, 2016; Woo et al. 2019). It was stipulated
before the study began, ‘We would appreciate it if you
would learn your passwords to the best of your ability,
and consider them as protecting “real” accounts, as we
will monitor your interaction with the system’. Previous
studies have found that role-playing in password cre-
ation and recall studies, helps the participants create
stronger passwords, helps them engage more with the
experiment, and helps the participants treat the pass-
words as genuine (Komanduri et al. 2011; Shay et al.
2015, 2016; Woo et al. 2019).

5.6.2. Writing password down
By increasing the realism of the study, where the partici-
pants created and recalled their passwords online, could
potentially allow the participants to write their password
down. However, throughout the study participants were
asked and reminded not to do so, suggesting that they
would be breaking the rules and such behaviour could
lead to security breaches. Furthermore, at the end of
the study participants were asked, ‘During this study,
did you use any memory aids, techniques or strategies
to help remember your passwords?’ and were given
the options of ‘Yes/No, if yes… wrote it down, saved
it electronically, used a memory technique to remember,
or other… .’ Only one participant had reported to have
written one of their passwords down (from the prese-
lected colour group), but they reported that they did
not record the colour, and subsequently forgot it. For
the other passwords, they used a memory technique to
learn and recall them. Overall, several of participants
reported that they had used memory techniques to
help them recall their passwords, with only that one
instance of writing down one password but forgetting
the colour.

5.7. Future research

This study revealed some interesting findings; however,
future research could extend the longitudinal study
design for a longer period of time, to see whether the
improved password memorability is consistent for a

longer period of time. Other suggestions for future
research could involve increasing the number of pass-
words to be learnt and recalled, and different variations
of accounts. Future research could also examine if more
colours could be included into the design, and whether
too many colours would increase password and colour
interference. Other suggestions for future research
could include examining other visual elements that
could be incorporated in the same way as colour was
in this study, such as style of font, which would increase
password memorability and security concurrently.

5.8. Conclusion

Password security is imperative in this digital age.
However, users are compromising the authentication
mechanism due to the large number of passwords
they have to remember (Grawemeyer and Johnson
2011; Zhang et al. 2009). As the number of passwords
increases due to the number of online accounts increas-
ing, the ability of users to cope with remembering mul-
tiple passwords diminishes. Therefore, many users will
adopt insecure password behaviours to cope with their
limitations (Biddle, Chiasson, and Van Orschot 2012;
Duggan, Johnson, and Grawemeyer 2012; Gaw and Fel-
ten 2006; Grawemeyer and Johnson 2011; Notoatmodjo
and Thomborson 2009; Stobert and Biddle, 2018;
Zhang et al. 2009). This is resulting in a trade-off
between password memorability and security, and
therefore, finding new ways in which to increase both
factors simultaneously is of the utmost importance. In
this study, colour was examined to see whether it
could be utilised as a memory cue to improve password
memorability and security.

Over 3000 passwords were created, learnt and
recalled (password process) over a five-week period
in a longitudinal study. Objective (colour and password
recall) data and subjective (participant questionnaire
responses on colour and password recall) data, led to
a plethora of enriched results, and interesting findings.
The results suggest that by adding colour to the pass-
word process, password memorability can be increased
by over 20% when compared with current practices
(black font). Choosing colours (compared with colours
being preselected), encouraged participants to create
more meaningful memory cues to help them increase
their password memorability. Moreover, adding colour
provided another security parameter, increasing pass-
word entropy. These results have significant impli-
cations for organisations and home-users, as
increasing password memorability and security at the
same time, could lead to a reduction in security
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breaches, and therefore, a reduction in the financial
losses suffered due to password security breaches.
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