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ABSTRACT

Khandker, Syed Ibrahim
Positioning Services in Different Wireless Networks: A Development and Secu-
rity Perspective
Jyväskylä: University of Jyväskylä, 2022, 80 p. (+included articles)
(JYU Dissertations
ISSN 2489-9003; 546)
ISBN 978-951-39-9360-3 (PDF)

In this Internet of things era, accurate positioning is crucial for all devices. Fin-
gerprinting is a prevalent positioning technique in a Wi-Fi network that uses re-
ceived signal strength (RSS) from the available access point to provide satisfac-
tory user positioning in the indoor environment, where global navigation satellite
systems perform poorly. However, the fingerprinting positioning system (FPS)
faces many challenges. This thesis proposes development of the FPS by employ-
ing new technology, such as device-to-device communication, and new ideas
such as error prediction and RSS quantization. The aviation and maritime sec-
tor uses automatic dependent surveillance-broadcast (ADS-B) and the automatic
identification system (AIS) to share aircraft and ship locations with other entities,
respectively. This thesis identifies some severe security vulnerabilities of both
technologies. An aviation and maritime pentesting platform has been set up to
analyze the security of these two technologies thoroughly. The platform contains
heterogeneous ADS-B and AIS devices such as mobile cockpit information sys-
tems, commercial transponders, various ADS-B and AIS receivers, and autopilot
for drones. Various radio frequency-link-based attacks were implemented using
software-defined radio. Along with existing attack ideas such as spoofing, denial
of service, and jamming, this thesis demonstrates some novel attack concepts in
ADS-B and AIS contexts, such as the coordinated attack, protocol fuzzing, and
false distress signal. The results show that both ADS-B and the AIS are exposed
to cyberattacks, leading to a system crash in the worst case. It has been found
that most of the ADS-B setups correct up to 2-bit errors, whereas AIS configura-
tions do not correct any errors. The investigation in this thesis demonstrates that
an RSS and distance-to-emitter relation could distinguish real and fake ADS-B
signals. The consistency of the results for a comprehensive range of hardware-
software configurations indicates the reliability of the approach and test results.

Keywords: Fingerprinting, ADS-B, AIS, 1090ES, UAT978, Positioning, Wireless
Networks



TIIVISTELMÄ (ABSTRACT IN FINNISH)

Khandker, Syed Ibrahim
Paikannuspalvelut erilaisissa langattomissa verkoissa: Näkökulmia kehitykseen
ja turvallisuuteen
Jyväskylä: University of Jyväskylä, 2022, 80 s. (+artikkelit)
(JYU Dissertations
ISSN 2489-9003; 546)
ISBN 978-951-39-9360-3 (PDF)

Laitteiden tarkka sijaintitieto on esineiden internetissä korvaamatonta. Sisätilois-
sa laitteiden sijaintia havainnoidaan langattomassa verkossa sormenjälkipaikan-
nuksen (Fingerprinting Positioning System, FPS) avulla, sillä satelliittipohjaiset
ratkaisut kuten GPS toimii sisätiloissa huonosti. Sormenjälkipaikannus käyttää
signaalin voimakkuutta (RSS) laitteen ja vastaanottimen välillä riittävän tarkan
sijaintitiedon saamiseksi. Sormenjälkipaikannuksessa on kuitenkin ongelmansa.
Tässä väitöskirjassa ehdotetaan uudenlaista tekniikkaa FPS:n parantamiseksi ku-
ten laitteiden välistä kommunikaatiota, virheenkorjausta ja RSS:n kvantisointia.
Ilmailu- ja merenkulkutoimialoilla käytetään ADS-B (Automatic Dependent
Surveillance-Broadcast) ja AIS (Automatic Identification System) protokollia pai-
kannusdatan jakamiseen liikennöinnin osapuolten kesken.

Tässä väitöskirjassa esitetään useita vakavia haavoittuvuuksia molemmista
protokollista. Väitöskirjassa esitellään myös kyseisten protokollien penetraatio-
testaukseen tarkoitettu järjestelmä. Järjestelmä sisältää useita ABS-B ja AIS lait-
teita kuten ohjaamoinformaatiojärjestelmiä, kaupallisia transpondereita, useita
vastaanottimia, sekä autopilottijärjestelmä drooneille. Ohjelmistoradioilla toteu-
tettiin useita radiosignaalin välityksellä tapahtuvia hyökkäyksiä kyseisiä laitteita
kohtaan. Tavanomaisten palvelunestohyökkäysten, häirinnän ja väärentämisen
lisäksi toteutettiin myös uudenlaisia hyökkäyksiä kuten koordinoitu hyökkäys ja
hätäsignaalin väärentäminen.

Tuloksista havaitaan, että kyseiset protokollat ovat haavoittuvaisia kyber-
hyökkäyksille ja pahimmassa tapauksessa niitä käyttävät järjestelmät myös kaa-
tuvat. Tutkimuksessa havaittiin, että useimmat ADS-B:tä käyttävät järjestelmät
kykenevät korjaamaan signaalivirheitä kahteen bittiin asti, mutta AIS:ää
käyttävät järjestelmät eivät korjanneet virheitä ollenkaan. Tässä väitöskirjassa
myös esitellään kuinka RSS:ää ja etäisyyttä voidaan hyödyntää valheellisten sig-
naalien havainnointiin. Tuloksien johdonmukaisuus laajalla laiteskaalalla osoit-
taa käytetyn menettelytavan sekä tuloksien luotettavuuden.

Avainsanat: Sormenjälkipaikannus, ADS-B, AIS, 1090ES, UAT978, Paikannus, Lan-
gattomat verkot
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1 INTRODUCTION

1.1 Background and Motivation

Localization is a fundamental human need. With the help of the star Polaris, the
human race navigated from one place to another for several thousand years. In
the modern era, a variety of localization techniques have emerged. Of these, radio
frequency (RF)-based positioning systems are widely used. The main advantage
of using RF as the means of positioning is that it can be operated remotely with
extremely fast speed. Therefore, global navigation satellite system (GNSS)-based
services, such as GPS, Galileo, BeiDou, and GLONASS, are very popular. Most
safety- and mission-critical systems, such as aviation systems, maritime systems,
terrestrial vehicles, and ordinary smartphones, use GNSS-based positioning ser-
vices. The aim, mission, and strategy of different positioning services depend on
the nature and demands of the targeted operation. For example, if a ship, air-
craft, or vehicle in an outdoor environment wants to share its location, it must
first obtain its position coordinates through a GNSS service. It then shares the in-
formation with others using media, such as radio links. In this case, the integrity
of the positioning service depends mainly on the security of the radio link. How-
ever, if people in an indoor environment want to determine their position using
a GNSS system the results might be poor because the satellite signal’s blockage
degrades the positioning performance. Therefore, the challenge of developing a
global-scale indoor localization system remains unsolved. According to Kurschl
et al. (2008), a single positioning system cannot meet all the requirements set by
the industry. Consequently, continuous research on a variety of positioning tech-
nologies is necessary. This thesis investigates positioning services in the indoor
environment, aviation, and maritime sectors. These three domains have been
chosen because of their importance in the near future. For example, now peo-
ple are staying in indoor premises more than anytime before, and this trend is
gradually increasing. So developing a faultless indoor positioning system is very
important. Due to economic growth, international trade, tourism, and affordable
ticket price, air and maritime transportation are expanding. An efficient localiza-
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tion and surveillance system for these two transportation modes is very crucial
because of the safety of passengers or goods.

The obstruction of satellite signals substantially hampers satellite-based lo-
calization in indoor environments. Therefore, alternative indoor localization tech-
nologies have been developed using optic (Bergen et al., 2015), ultrasound (Perez
et al., 2009), dead reckoning (Jimenez et al., 2009), radio frequency identification
(RFID) (Liu et al., 2019), ultra-wideband (Ruiz and Granja, 2017), visible light (De-
La-Llana-Calvo et al., 2020), and Bluetooth technology (Ji et al., 2015). Most of
these are based on communication technologies and require additional hardware
to function properly. However, the demand for an Internet connection at any
time anywhere has boosted the use of Wi-Fi networks. Researchers have shown
that the ability to use Wi-Fi networks can solve the indoor positioning problem.
As a result, Wi-Fi fingerprinting-based localization has emerged as a viable and
cost-effective solution for indoor positioning systems (He and Chan, 2016). The
strategy relies on the idea that every indoor location can be identified by a unique
signal feature known as a fingerprint. A typical Wi-Fi fingerprint consists of re-
ceived signal strength (RSS) measurements from multiple access points (APs) to
provide a fingerprint of the radio conditions of a location. Later, the location of
a fingerprint with unknown position information can be calculated using a sim-
ilar kind of fingerprint previously recorded with a reference location. However,
this fingerprint-based positioning system often suffers from significant position-
ing errors due to noise, obstruction, and the unstable behavior of radio signals.
As a result, in the indoor environment where humans spend approximately 80%
of their time an effective and error-free positioning system is lacking. This has
motivated us to research the fingerprinting positioning system (FPS).

Situational awareness in various transportation industries depends on local-
ization information to a large extent. In aviation, automatic dependent surveillance-
broadcast (ADS-B) is a surveillance technology used to broadcast an aircraft’s
identity, position, speed, etc., to other aircraft or control centers. ADS-B has been
mandated in several countries as a cornerstone of the next-generation air trans-
portation surveillance system to make air transportation safer and to meet future
challenges. Despite providing many useful services, ADS-B falls short in terms
of security. The main problem is that sufficient security measures ( e.g., authen-
tication, encryption) were not considered when the protocol was designed. The
Federal Aviation Administration (FAA) claims that unencrypted data links are
necessary due to operational requirements (Finke et al., 2013). The missing se-
curity features and the advancement of transmission-enabled software-defined
radio (SDR) technology have forced ADS-B to face unprecedented security chal-
lenges. A variety of ADS-B attacks have been outlined in the literature (Costin
and Francillon, 2012; Schäfer et al., 2013; Strohmeier et al., 2014; Braeken, 2019;
Wu et al., 2020); however, only a few studies have investigated these concerns
practically using ADS-B packet data. The lack of thorough investigation of RF
link-based attacks on ADS-B, the unknown impact of attacks on various ADS-B
installations, and the need to identify the error-handling capabilities of diverse
ADS-B setups have motivated us to research ADS-B.
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The automatic identification system (AIS) is a ship-tracking system used
to improve navigation safety and avoid collisions in maritime transportation.
It periodically transmits a ship’s name, position, speed, etc., to nearby vessels
and other naval entities. In 2004, the International Maritime Organization (IMO)
mandated the use of the AIS (IMO, 2004). The AIS protocol was designed three
decades ago when RF attacking equipment was not widely available. Therefore,
like ADS-B, the AIS also did not consider some security measures, such as au-
thentication and encryption. However, current attack tools and knowledge have
made the AIS vulnerable to cyberattacks. Several examples of AIS exploitation
have been reported (Bateman, 2021; Zwirko, 2019; MarineTraffic, 2019). These
reports imply that the AIS has already been exploited at the national or mili-
tary level. However, only a few researchers in academia have looked into such
dangerous security weaknesses (Balduzzi et al., 2014; Cruz et al., 2018; Marques
et al., 2019; Androjna et al., 2021). Moreover, many new AIS hardware, soft-
ware, transponder, and mobile applications have been developed, which have
remained untested against cyberattacks. Also of note is that attackers have devel-
oped new intelligent attacking strategies and tools. Therefore, evaluating attacks
on modern AIS setups is critical. This has motivated us to research the AIS.

1.2 Research Objectives and Scope

This thesis focuses on the following three topics:

1. Analyzing Wi-Fi fingerprinting-based indoor localization.

2. Investigating the security issues in ADS-B, focusing on aircraft localization.

3. Exploring the security concerns regarding the AIS, focusing on ship local-
ization.

Several studies have investigated different aspects of the FPS. For example, Torres-
Sospedra et al. (2015) studied the effect of distance metrics, Xia et al. (2017) stud-
ied the impact of the applied method, Liu et al. (2017) investigated sources of
error, Zhuang et al. (2016) demonstrated the use of filters to reduce errors, and
Song et al. (2019) used powerful image processing tools in the FPS. Our objec-
tives regarding the FPS are as follows:

• To employ new technology to share fingerprint and localization experience
to improve the positioning accuracy.

• To Find an effective error prediction technique so that the end user can be
informed about the service quality.

• To Analyze the core part of the FPS, called RSS, for a simplified and secured
FPS.
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In aviation, ADS-B is used to share positioning and other crucial traffic-related
information. Given the advantages, many countries are considering ADS-B de-
ployment. The US and Europe have already mandated the use of ADS-B to fly
through their skies, beginning in early 2020 (FAA, 2018; EASA, 2018). However,
researchers have raised concerns about the security of this system because no au-
thentication and encryption were considered during the design of the protocol.
Our objectives in ADS-B research are as follows:

• To discover new vulnerabilities of ADS-B by attacking the system over RF
links.

• To test different cyberattacks on a wide range of ADS-B setups to gain real-
life experience.

• To investigate the possible countermeasures against attacks.

In maritime transportation, the AIS has been in use for approximately two decades
(IMO, 2004). The goal of the AIS is to ensure the situational awareness of ma-
rine vessels and other entities by exchanging position coordinates and additional
traffic-related information. However, the AIS falls short in security, as it failed to
consider basic security measures during the protocol design. Our objectives for
the AIS research are as follows:

• To discover new vulnerabilities of the AIS by implementing different cyber-
attacks over RF links.

• To evaluate the impact of attacks on a broad range of AIS solutions.

Our AIS vulnerabilities detection approach could help to effectively address AIS
attacks and develop proper countermeasures in the near future.

Each of the research focuses and the corresponding publications have ad-
dressed different positioning-related problems. Figure 1 shows the publication
topics within the scope of the research area.
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Research focus 1 – Indoor positioning 

 

 

 

 

 

 

 
 

Research focus 2 – Aircraft positioning  

 

 

 

 

 
 

 

Research focus 3 – Ship positioning   

Studying the device diversity effect in the fingerprinting positioning system 
[Article PI] 

Employing device-to-device communication technology to improve the 
fingerprinting positioning system [Article PII] 

Error prediction technique in the fingerprinting positioning system [Article PIII] 

Analyzing RSS quantization in the fingerprinting positioning system [Article PIV] 

Popular avionics protocol GDL-90 fuzz testing [Article PVI] 

Examining the security of mobile cockpit information systems [Article PVII] 

Inspecting the security of ship surveillance systems [Article PVIII] 

Investigating the security of aircraft surveillance systems [Article PV] 

FIGURE 1 Publication topics within the scope of the thematic focuses

1.3 Main Contributions of the Thesis

This thesis summarizes eight publications concerning FPS, ADS-B, and AIS that
all use RF as the means of localization. Regarding the FPS, our goal was to in-
crease the accuracy, whereas, regarding ADS-B and AIS, we mainly investigated
existing and novel attacking concepts and possible countermeasures. The main
contributions of the thesis can be concisely described as follows:

We investigated how the FPS can be developed in Articles PI to PIV. The de-
vice diversity effect in the radio map was studied in Article PI. In Article PII, we
demonstrated how device-to-device (D2D) communication could help to develop
positioning accuracy. The study shows that positioning errors could be reduced
by approximately 44% by sharing fingerprints and positioning experiences with
other devices. In Article PIII, we studied how positioning errors can be predicted
in the FPS so that end users can be notified of the errors to avoid frustration.
Furthermore, an error prediction method could help service providers to adopt a



22

different strategy to improve service quality. In Article PIV, we analyzed the RSS
quantization. The test result shows that if a quantized RSS fingerprint can carry
the major characteristics of a radio condition, it is satisfactory for fingerprint-
based localization. Our proposed method could simplify the hardware configu-
ration, enhance security, and reduce approximately 40–60% of storage space and
data traffic.

Different security aspects of ADS-B were thoroughly investigated in this
thesis. In Article PV, we developed a test bed consisting of 13 hardware and 22
software programs from 4 operating systems, resulting in 36 configurations. In-
cluding 5 novel attack concepts, we practically demonstrated 12 attacks on ADS-
B. Our proposed coordinated attack created logical vulnerabilities in most of the
setups. More than 50% of the configurations were impacted/crashed due to the
denial of service (DoS) attack. Distress alarms such as aircraft hijacking were
triggered easily. We noticed that although data integrity checking is defined in
the ADS-B protocol, the data validity checking remains neglected. Therefore, we
were able to pass technically correct but logically incorrect data through the ADS-
B communication. Different kinds of jamming attacks and their variants, such as
aircraft disappearance and trajectory modification, were tested. Avionics proto-
col fuzz testing was extensively studied in Article PVI. We observed that around
56% of electronic flight bag (EFB) applications crashed or became unresponsive
due to protocol fuzzing. In Article PVII, we evaluated the security of six mobile
cockpit information systems (MCISs). We found that all of them are vulnerable
to cyberattacks. System crashes due to a DoS attack is a common problem for this
type of mobile setup. To check the error correction capability of the ADS-B setups,
an error-handling test was conducted in Article PV. Most of the ADS-B configu-
rations support up to 2-bit error correction. As a part of the countermeasures,
we investigated an RSS-distance model and the Doppler shift effect of the ADS-B
signal. Although the model achieved 90% accuracy in spoofing signal detection
in the best case, the Doppler shift effect experiment did not show any favorable
result.

AIS security concerns were extensively studied in Article PVIII. We con-
ducted 11 attacks/tests on 19 AIS setups. Along with some existing attack con-
cepts (e.g., DoS, spoofing, flooding), we demonstrated several novel attack ideas,
such as a coordinated attack, overwhelming alerts, and logically invalid data en-
coding. The result shows that the DoS attack impacted 89% of the tested setups.
The coordinated attack, overwhelming alerts, jamming, flooding, etc., are all very
effective against the AIS. The test result shows that although the AIS has error
detection functionality, it does not support error correction. However, an error
correction feature could help to reduce RF pollution. We also identified an AIS
preamble-related implementation flaw, which could affect the interoperability of
different AIS devices.
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1.4 Organization of the Thesis

This thesis is organized as follows:

Chapter 2 provides the relevant knowledge concerning the FPS. Possible
sources of error, popular positioning algorithms, and database descriptions are
explained. Subsequently, some developments regarding the FPS are presented
based on the published articles.

Chapter 3 contains details of our ADS-B experiment. Various existing and
novel attacks on ADS-B are demonstrated. Defense strategies using the RSS-
distance model and Doppler shift are also discussed.

Chapter 4 details different attacks on and tests of the AIS. Technical aspects
of the AIS, our test bed description, and attacks are explained. Some defensive
measures in the current literature are also discussed.

Finally, in Chapter 5 we draw conclusions by unifying the important out-
comes presented in the dissertation. Furthermore, we discuss possible future
studies relevant to the topics.

Author’s Role in Included Articles

The author of this thesis is the main person responsible for conceiving, designing,
and conducting most of the experiments and is regarded as the first author of all
the publications except Article PVI. The author also did most of the writing, with
the coauthors making valuable contributions. Riaz Mondal assisted in Articles
PI and PIII with constructive comments. Joaquín Torres-Sospedra helped with
writing and drawing figures in Articles PII and PIV. Dr. Andrei Costin arranged
funding and test equipment for ADS-B and AIS experiments. He also assisted
with experiment designing, brainstorming, suggestions, comments, and writing
in Articles PV to PVIII. Hannu Turtiainen acted as the main contributor for Article
PVI, and the author of the thesis contributed with some experiments and writing.
Hannu Turtiainen also contributed in Articles PV to PVIII with programming and
writing.



2 FINGERPRINTING POSITIONING SYSTEM

Localization is an essential aspect of everyday living. Many emergency services
(e.g., rescue and navigation), commercial activities (e.g., advertisement and de-
livery), and even fancy gaming require position information to work properly.
Satellite-based positioning systems such as GPS, Galileo, and BeiDou have solved
most outdoor positioning-related problems. However, in indoor environments,
these GNSS-based positioning systems’ performance is severely degraded due
to the obstruction of satellite signals. To solve this problem, many indoor po-
sitioning systems have been developed. Of these, the FPS has become a viable
and cost-effective technical solution. This chapter contains the details of our FPS
research.

2.1 Basic Principle

In the FPS, RSS measurements are used as the key means to perform the localiza-
tion tasks. RSS is a measurement of a radio signal’s strength. In a Wi-Fi network,
the RSS from different APs creates a unique pattern for a particular geographi-
cal point called a fingerprint. Due to the attenuation characteristics of the radio
signal, depending on geographical location, this pattern changes. Therefore, a
fingerprint remains unique for a particular location. Therefore, a location can be
identified based on a radio signal fingerprint. The FPS works according to the
database correlation approach in which the position of user equipment (UE) is
estimated by correlating that equipment’s current fingerprint with a previously
recorded database. The FPS has two phases, the training phase and the testing
phase. Fingerprints are collected and stored with associated location information
during the training phase through a site survey or crowdsourcing. In the testing
phase, a fingerprint with an unknown location is compared to the database to de-
termine with which training fingerprints the testing fingerprint closely matches.
Generally, signal distance is considered for the purpose of matching. To calculate
a signal distance between a training fingerprint and a testing fingerprint, many
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types of distance metrics can be used, such as Euclidean, Sorensen, or Manhattan
distance metrics (Torres-Sospedra et al., 2015). If P and Q are two RSS vectors of
test and training fingerprints, respectively, and their length is n, the signal dis-
tance between them can be calculated as follows:

distanceeuclidean(P, Q) = 2

√
n

∑
i=1

(Pi − Qi)
2, (1)

distancesorensen(P, Q) =
∑n

i=1 |Pi − Qi|
∑n

i=1(Pi + Qi)
, (2)

distancemanhattan(P, Q) =
n

∑
i=1

|Pi − Qi|. (3)

Figure 2 depicts the general concept of the FPS. A radio map or database is
created during the training phase by collecting fingerprints from different loca-
tions. In the testing phase, to retrieve a test fingerprint’s location, its RSS vector
is compared with the database. The, most similar training fingerprints are se-
lected depending on the signal distance. Finally, the test fingerprint’s location is
computed based on the locations of the short-listed training fingerprints.
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FIGURE 2 Basic architecture of the fingerprinting positioning system

2.2 Sources of Error

The FPS works according to the database correlation method. Any discrepancy
between the training and testing data could affect the positioning performance.
The core part of the FPS is the RSS, which can be influenced by many natural



26

Non-line-of-sight path 

 

Transmit antenna Receive antenna 
Line-of-sight path 

FIGURE 3 Multipath propagation of radio signal

and artificial causes. Moreover, different positioning algorithms yield different
results. Here, we discuss some important sources of error in the FPS.

A Wi-Fi signal is an electromagnetic wave. Any electromagnetic wave is
affected by natural phenomena such as reflection, refraction, diffraction, absorp-
tion, and attenuation (Stein, 1998). These phenomena impact the strength of the
signal. As a result, the core part of the FPS is affected. For example, a radio sig-
nal is generally reflected by the surrounding objects. Any object near the trans-
mitter or receiver can cause multipath propagation of a signal. Figure 3 shows
that a radio signal could travel from an emitter to a receiver via line-of-sight and
non-line-of-sight paths. In practice, a signal could be reflected by many objects.
Each reflected path experiences a different attenuation and phase shift. At the
receiver end, all the paths are added up. The summation of multipath signals
can affect the signal strength constructively, destructively, or a mix of both. The
reflection depends on obstacle patterns and materials that continuously change
in an indoor environment, such as humans, furniture, and construction materi-
als. Because the obstruction pattern always changes in an indoor environment,
it causes an RSS difference for a fingerprint from the same location over time,
which induces errors in the fingerprinting positioning. Sen et al. (2013) proposed
using physical layer information to extract the signal strength and angle of only
the direct path to avoid this problem.

Any substantial difference between the training and testing data could im-
pact the positioning performance. For example, data or fingerprints are collected
by site surveying or crowdsourcing. A coverage gap could be created if contribu-
tors do not cover all the areas adequately during the training phase. Talvitie et al.
(2014) studied the coverage gap effect by randomly losing training fingerprints.
They reported that 20% of the coverage gap contributed to approximately 10%
of the positioning performance degradation. Additionally, incorrectly reported
information (e.g., RSS or position) during any phase would result in erroneous
positioning performance.

People use various types of smartphones, the network card or chipset for
which comes from different manufacturers. The sensitivity of all chipsets is not
equal. Furthermore, the antenna design, height, position, and gain differ from
one device to another. Therefore, different devices might sense an identical radio
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signal at different RSS levels. This effect is called the device diversity effect, which
is considered a source of error. To address this problem, instead of using absolute
RSS values, Mahtab Hossain et al. (2013) used the difference in RSS observed
by two receivers to create robust fingerprints. Their signal strength difference-
based localization algorithms outperformed the traditional RSS-based FPS with
approximately 20% better accuracy.

Liu et al. (2017) reported that the AP density had a considerable effect on
the positioning performance. A higher number of APs increases the reference of
a fingerprint, which enhances the distinctiveness of that fingerprint. However,
increasing the AP number also increases the RSS numbers, which tend to be er-
roneous. Moreover, due to the coverage limits of a Wi-Fi network, all APs are not
available for all fingerprints. Therefore, using an optimal number of APs is de-
sirable. Setting a universal optimal number of APs is challenging because every
indoor environment is different in shape and size. In practice, the use of 5 to 20
APs per fingerprint is the most common in the current literature (Torres-Sospedra
and Moreira, 2017).

The density of the training fingerprint also contributes to the positioning
performance. Due to the nature of the radio signal, the RSS value fluctuates,
which increases the possibility of a fingerprint being corrupted in its signal do-
main. The temporal average of fingerprints increases the probability of recording
the actual radio condition of a geographical area. Furthermore, to define an op-
erational fingerprint’s location, the positioning algorithm tries to find a closely
matched training fingerprint, expecting the training fingerprint to be geographi-
cally located near the test fingerprint. If all the training fingerprints are sparsely
located, the algorithm is forced to select the best possible option, which already
introduces a mix of errors. However, if the training fingerprints’ density is too
high, it would be time-consuming and computationally burdensome to calculate
the position that does not improve the performance after a particular saturation
level (Moghtadaiee and Dempster, 2014; Xia et al., 2017). The optimal density
depends on the test bed setup.

Crowds, temperature, and humidity also affect the radio signal. Because
these variables change over time, it could affect the positioning performance.
The coverage area of an AP can be increased or decreased over time, resulting
in a substantial change in the RSS. Finally, there are many positioning algorithms
available. Each algorithm uses different techniques and distance metrics to esti-
mate the position, resulting in different positioning performances (Nessa et al.,
2020).

2.3 Positioning Algorithms

Since Bahl and Padmanabhan (2000) first demonstrated the FPS, researchers have
proposed many algorithms that mainly focus on improving positioning perfor-
mance. In this section, we discuss some popular algorithms.
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K-Nearest Neighbor The K-nearest neighbor (KNN) algorithm classifies instances
based on their similarity. Due to the low computation effort and better position-
ing accuracy, it has become the most popular and widely used algorithm in the
FPS (Xie et al., 2016; Bi et al., 2018). This algorithm calculates signal distances be-
tween the test fingerprint and each training fingerprint using different distance
metrics (e.g., Eqs. (1), (2), (3)). The distances are then sorted in descending or-
der. Finally, the K amount of minimum signal distance containing training fin-
gerprints’ mean location is given as the calculated location of the test fingerprint.
Theoretically, K can be any positive number. However, in practice, K is limited
from 1–5. Too high of a K value could induce error by averaging the training
fingerprint location from a distant area.

Weighted Centroid The weighted centroid (WC) algorithm calculates the posi-
tion of a test fingerprint based on the weighted average of the positions of APs
available in the fingerprint (Blumenthal et al., 2007; Razavi et al., 2015). The set of
all hearable APs by the device is denoted by APh. The following formula is used
to calculate the WC-based test fingerprint’s location:

Pi(x, y, z) =
∑n

j=1
(
wij × APhj(x, y, z)

)
∑n

j=1 wij
. (4)

Here, n is the size of the set APh and w is the weight function. The value of w is
implementation-dependent; we used w = 10rss/10. If the positions of the APs are
not given in the database, they need to be calculated first according to the same
concept of Eq. (4). In this case, the location of the fingerprints from where an AP
is heard can be used to calculate the AP’s location. After that, the test fingerprint’s
position is calculated.

Log-Gaussian Probability The log-Gaussian probability (LGP) algorithm cal-
culated a Gaussian likelihood function ιi for each training fingerprint against the
test fingerprint (Honkavirta et al., 2009; Laitinen et al., 2015). If the commonly
heard AP’s (Nap) RSS set for the test fingerprint is Pk and is Qî,k for the training
fingerprint, then ιi can be calculated as follows:

ιi =
Nap

∑
k=1

log

 1√
2πσ2

ap

exp

−

(
Pk − Qî,k

)2

2σ2
ap


 . (5)

Here, σap is a noise variance; to maintain consistency with previous studies, we
used σap = 7 (Lohan et al., 2017). The highest ιi containing training fingerprint’s
location is selected as the test fingerprint’s location.

K-Means Clustering The K-means clustering algorithm has been used in the
FPS by many researchers (Arya et al., 2013; Razavi et al., 2015). This algorithm
begins with a set of training fingerprints Qi, where i = 1, 2, ..., n, and a predefined
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maximum cluster number K. The task is to choose K centers ck to minimize the
following distance function:

d (Q, c) =
n

∑
i=1

|Qi − ck| . (6)

The K-means clustering algorithm works as follows:

1. The first center c1 is chosen uniformly at random from Q.

2. A new center ck is chosen from Q with probability

D (Qi)
2

∑n−1
i=1 D (Qi)

2 .

Here, D(Qi) denotes the shortest RSS distance from a fingerprint to the al-
ready chosen cluster center.

3. Step 2 is repeated until all K centers are chosen.

4. For each ck, training fingerprints are assigned to it that are closer to it than
any other ck.

5. A new ck is computed from the mean of all training fingerprints that belong
to the previous ck.

6. Steps 4 and 5 are repeated until c no longer changes.

Depending on the RSS set, this algorithm determines in which cluster a test fin-
gerprint could belong. The delegated cluster’s center is considered as the test
fingerprint’s position. In the published articles, we have used Euclidean distance
and the Davies–Bouldin criterion in MATLAB to determine the optimal value of
K.

Convolutional Neural Network Researchers have suggested many machine learn-
ing and neural network-based algorithms to address the fingerprinting positioning-
related problem. Among them, the convolutional neural network (CNN) has
drawn significant attention for its strong feature-extracting capability. Convolu-
tion can replace the general matrix multiplication that reduces the computation
complexity in the neural network. Some studies have demonstrated better floor
detection and positioning accuracy using this method (Song et al., 2019; Qin et
al., 2021). The RSS values are first normalized into the 0 to 1 range. The RSS vec-
tor is then converted into an M × N rectangle or N × N square. This grid can be
considered the image of that fingerprint. Through convolution and max pooling,
the feature of the image is extracted and trains the network by supplying corre-
sponding position information as the category. During the operational phase, the
CNN predicts the position information through a maximum vote at the fully con-
nected layer. Figure 4 shows how a fingerprint can be transformed into an image,
which can later be processed by image processing tools.
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FIGURE 4 Transformation of a fingerprint into an image

2.4 Fingerprint Databases

In the different articles of this thesis, we have used five fingerprint databases.
Research groups from various universities (e.g., the Tampere University of Tech-
nology (TUT), the University of Jaume I (UJI), the University of Minho, and the
University of Mannheim) created these databases and later made them publicly
available for research purposes. The important features of all the databases are
listed in Table 1. Descriptions of these databases are available in Article PIV .

TABLE 1 Facts about the databases

Database
name

Coverage
(m2)

Number of
training samples

Number of
testing samples

Number of
APs

Positioning
accuracy (m)

Floor
detection (%)

Reference

TUT 22,570 697 3951 991 9.39 91.75 Lohan et al. (2017)
UJIIndoorLoc 108,703 19,936 1111 520 7.74 90.28 Torres-Sospedra et al. (2014)
Minho 1000 4973 810 11 4.7 NA Moreira et al. (2017)
Mannheim 312 14,300 5060 28 3.01 NA King et al. (2006)
Library 308 576 3120 620 2.34 100 Mendoza-Silva et al. (2018)

2.5 Development of the FPS

The overall accuracy of the FPS is from a few meters to around a hundred me-
ters (Mautz, 2012; Peral-Rosado et al., 2018). However, the test bed settings and
applied methods vary in different studies. Therefore, comparing the position-
ing accuracy of different studies might not be fair. Although some studies re-
ported that the accuracy of the FPS is around 2–3 m (Bahl and Padmanabhan,
2000; Youssef et al., 2003), it can reach a higher averaged error when the condi-
tions are not favorable, for example, if low density of training fingerprints, fewer
APs in the environment, or external resources (e.g., inertial sensors, magnetome-
ter, floor plan) are not considered (Xiao et al., 2016; Potortì et al., 2017; Lohan et al.,
2017; Meneses et al., 2019). Thus, the accuracy depends on test bed settings, the
quality of the radio map, and the impact of the error. In this section, we discuss
our efforts to develop some aspects of the FPS.
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2.5.1 Error Prediction

Many artificial and natural causes make the propagation of a radio signal un-
predictable in indoor environments. Movable furniture, people, and other obsta-
cles create reflections, refractions, and multipath interference, which significantly
affect the RSS of a signal that degrades the FPS accuracy. However, the GNSS-
based positioning system performs poorly in indoor areas due to the blockage of
satellite signals. Therefore, there is no alternative system to verify the FPS per-
formance. However, evaluating the FPS performance for many modern-day ser-
vices and applications (that work based on precise location information) is very
important. In Article PIII, we demonstrated how an error could be predicted in
the FPS. Our method works on the idea that if a few spatially adjacent test finger-
prints (TFPs) show calculated/estimated position similarity, it could be assumed
that the estimated position is correct because the result is verified several times.
However, if they show scattered positioning results, it can be said that the results
are erroneous. Figure 5 demonstrates the proposed concept.

Figure 5 shows that, during the position estimation, there may be three sce-
narios for a few test fingerprints from a closely located area (having a real po-
sitions cluster radius (rreal)). The estimated positions cluster radius (rest) can be
smaller, approximately the same, or greater than rreal. If rreal is a small value,
then for the first two scenarios the error would not be very large. However, when
rest is greater than rreal, the error depends on how much greater the rest is; this

FIGURE 5 Conceptual positions of four fingerprints
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FIGURE 6 Relationship between pe and rest

is the most common scenario in the FPS. The rreal, rest, and positioning error (pe)
roughly show the following relationship:

pe ∝
rest

rreal
. (7)

Because rreal is controllable from the user or service provider side, if rreal main-
tains a constant value, the relationship can be expressed as follows:

pe ∝ rest. (8)

According to Eq. (8), it is possible to get an idea about the pe with the help
of rest, where the test fingerprints’ real position information is not needed. Using
this idea in Article PIII, we conducted an experiment on the TUT database using
four different algorithms. Figure 6 shows that if rest increases, the positioning
error also increases, through all four algorithms. So, the positioning error can be
predicted by observing the estimated position cluster radius.

2.5.2 D2D Communication-Assisted FPS

The number of mobile phone subscribers and data use have been rapidly increas-
ing. To meet this demand, direct communication between mobile devices called
D2D communication has been specified in (3GPP, 2013). This system allows data
to be exchanged among devices without it routing through a base station. There-
fore, a significant amount of data, such as that in content sharing and multi-party
gaming, can be offloaded, which can enhance the cellular network’s throughput,
spectrum utilization, and energy efficiency. We present technical details of D2D
communication in Article PII, where we also propose a collaborative FPS based
on this concept. The proposed method is based on the idea that if multiple devices
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share their fingerprinting positioning experience and some D2D communication
aspects, such as signal time of arrival, can be exploited, it may help to improve the
positioning accuracy. Figure 7 shows the proposed D2D communication-assisted
FPS.

If device A needs its location information, the evolved node B (eNB) can
provide it using A’s fingerprint. Additionally, A can request another device B to
share B’s position. Device B can retrieve its position from the eNB based on its
fingerprint and share with A. Device A can now calculate the distance between
A and B using two methods—the signal’s TOA method (DTOA) or based on the
eNB given coordinates (Dfingerprint). If these two distance measurements are rela-
tively close, the position information derived from the FPS can be assumed to be
valid because another technique verifies it. This process can be repeated several
times after a short time interval, ∆T. At each time, the error indicator (δ) can be
calculated as follows:

δi = |DTOAi − Dfingerprinti |. (9)

Here, i = 1, 2, ..., n. From the several measurements, device A can select the min-
imum δ containing FPS response to improve confidence. However, if device A
cannot make a conclusive decision based on this collaborative process, it can
switch back to the traditional process and be satisfied with the non-collaborative
FPS response given by the eNB.

We explain the D2D communication-assisted FPS process and result in de-
tail in Article PII. Because, technologically, D2D communication has not been im-
plemented yet, we emulated a scenario where fingerprints from the other device
can be shared. We tested the idea on the TUT database using the KNN algorithm.
The performance of the proposed method and the traditional method are com-
pared in Figure 8. During the collaboration process, the secondary device could
be either stationary or in motion; therefore, we studied both scenarios. In both
cases, the cumulative distribution function (CDF) of the positioning error in Fig-
ure 8 shows that the proposed D2D communication-assisted FPS outperforms the
traditional FPS.
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2.5.3 Analysis of RSS Quantization

Generally, the RSS values are expressed in dBm units with 1-dBm granularity.
The primary purpose of RSS is to evaluate signal and service quality, which
needs fine-granular RSS. However, in the FPS, in addition to RSS data, reference
AP labels are also recorded. Because a fingerprint has so many reference APs,
a coarse-granular RSS may result in the same positioning accuracy as that of a
finger-granular RSS. However, according to some studies, storing, exchanging,
and processing fine-granular raw RSS values can occupy a considerable amount
of memory (Mizmizi and Reggiani, 2016; Richter et al., 2018) and can be a poten-
tial threat to users’ location privacy (Li et al., 2014; Konstantinidis et al., 2015).
In this case, an efficient quantization method could be useful. In Article PIV, we
thoroughly investigate the RSS quantization in five publicly available databases.

Figure 9 shows that the spreading of RSS values is mostly between −30 and
−100 dBm. To keep the same length for all the fingerprints, it is common practice
to use a very weak signal value (e.g., −103 dBm) for the non-heard AP. Therefore,
the RSS from −30 to −103 dBm is effectively used in the fingerprints. Therefore,
quantizing the RSS from −30 to −103 dBm could be sufficient for the FPS. The
following equations are used to convert the RSS value from dBm to mW and vice
versa:

PmW = 1 mW × 10(PdBm/10), (10)

PdBm = 10 × log10

(
PmW

1 mW

)
. (11)

Generally, quantization happens at the absolute signal energy level. There-
fore, we used Eq. (10) to convert all RSS values from dBm to mW before applying
quantization. However, we found that, instead of mW, if quantization is applied
to dBm, it provides the same results because they are the same value represented
by two distinct units.
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FIGURE 9 RSS distribution in the databases

Quantizer Figure 9 shows that the usable RSS range for FPS is −30 dBm to
−103 dBm, which is equivalent to 10−3 mW to 10−10.3 mW. Therefore, we can set
the maximum energy index, Emax = −3, and minimum energy index, Emin =
−10.3. We propose four different formulas ( f1, f2, f3, f4) for seven different bit
numbers (n), where n = 2, 3, 4, 5, 6, 7, 8 and i = 1, . . . , 2n, to divide the signal en-
ergy for each quantization level. The first formula yields a linear quantization;
depending on the applied bit number, each level shares an equal energy index

f1 = (Emax − Emin)/(2n − 1). (12)

In the next three formulas, we applied nonlinear quantization to reflect the nature
of signal propagation. From the maximum energy index, at each quantized level,
the energy index is reduced as follows:

f2(i) = (Emax − Emin)×
∑ith

i=1

√
2i−1

∑2n

i=1

√
2i−1

, (13)

f3(i) = (Emax − Emin)×
∑ith

i=1
3
√

2i−1

∑2n

i=1
3
√

2i−1
, (14)

f4(i) = (Emax − Emin)×
∑ith

i=1 log
(
2i−1)

∑2n

i=1 log (2i−1)
. (15)
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Quantized Fingerprint We randomly chose a fingerprint to check its character-
istics before and after quantization. This fingerprint had 61 RSS values. Figure 10
shows the fingerprints in traditional and quantized RSS representation based on
linear quantization according to Eq. (12). The X-axis shows the reference AP, and
the Y-axis shows the RSS values. Figure 10 shows that 2-bit quantization is not
enough to accommodate all the characteristics of the traditional fingerprint. At
3-bit quantization, the situation improves. Most of the original fingerprint prop-
erties appear to be at a lesser magnitude in the 4-bit quantization. However, this
lower bit quantization may result in many identical fingerprints, a problem that
we broadly discuss in Article PIV. Our experiment in Article PIV shows that at
4-bit quantization, the granularity is 4.86 dBm, which is not very high. Further-
more, the number of reference APs and a wide variety in signal levels also help
to distinguish a quantized fingerprint from other quantized fingerprints. This is
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FIGURE 10 Traditional vs. quantized RSS fingerprint



37

why a 4-bit quantized fingerprint could achieve the same positioning accuracy
as the traditional one. However, the situation might vary from sample to sample
and environment to environment. Therefore, we conducted experiments on five
databases to test the positioning performance of quantized fingerprints.

Positioning Performance Figure 11 demonstrates the positioning performance
of quantized fingerprints for five databases. The red dashed line compares re-
sults with the traditional RSS representation. Due to inferior performance and
capacity, we did not consider 1-bit quantization. Across all the databases, the 2-
bit quantization results in a large pe. Positioning accuracy improves considerably
with 3-bit quantization. However, the 4-bit quantization results in almost the
same positioning accuracy as that of traditional RSS. Positioning accuracy barely
improves after 4-bit quantization. Different formulas have a slightly different im-
pact on the positioning performance. Formula f1 shows the best performance in
all the databases.

Floor Detection Performance The floor detection percentage in the Library, TUT,
and UJIIndoorLoc databases is shown in Figure 12. The Manheim and Minho
databases did not have floor-related information. Figure 12 shows that, like po-
sitioning performance, the floor detection performance is poor at 2-bit quantiza-
tion. The situation significantly improves when 3-bit quantization is applied. Be-
yond 3-bit quantization, the floor detection performance remains almost steady.
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FIGURE 12 Floor detection performance of quantized fingerprints

The experimental results show that in the FPS, a 4-bit quantization could
yield the same positioning and floor detection performance as that of traditional
RSS representation. Because the proposed method uses only 4-bit quantization,
it could offer the following advantages:

Simplification The experiment results show that a maximum 4-bit or 16-level
quantization is sufficient for the FPS. As a result, a 4-bit quantizer can be utilized
instead of a traditional 8-bit quantizer, simplifying the hardware configuration
and the sensing process.

Less Storage The proposed method uses fewer bits, and therefore less memory
will be occupied. Figure 13 shows the quantized training fingerprints database
size at different bit levels. All the given formulas have different efficiency and
quantization techniques. As a result, memory sizes vary depending on the for-
mula. However, on average, 40–60% of memory space in the training databases
can be saved by 4-bit quantization.

Less Traffic In the FPS, the test fingerprints need to be exchanged between client
and server. Using lower bit quantization could reduce the test fingerprint data
size. As a result, there is a potential opportunity to cut the network traffic while
exchanging the test fingerprints. Figure 14 illustrates that, compared to the tra-
ditional approach, the suggested 4-bit quantization can reduce network traffic by
40–60% on average.

Enhancing Security Traditional RSS includes real signal strength data. Storing
and exchanging this raw data could jeopardize a user’s location privacy. An ad-
versary between the client device and the positioning server may intercept and
get the data. The user’s position could then be determined using a radio signal
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propagation model. However, our suggested method uses mapped RSS values
based on a hidden quantization formula and bit number rather than actual RSS
values. As a result, obtaining the real RSS and position information would be
significantly difficult for any adversary.

2.6 Summary of FPS Study

This chapter is dedicated to the development of FPS. In this regard, three contri-
butions are made. These are how to predict the positioning error, how the FPS
accuracy can be improved with the assistance of D2D communication, and a deep
analysis of RSS quantization, which shows that 4-bit quantization is sufficient for
the FPS. As the structure and setups of the indoor environments vary, it is chal-
lenging to apply one testbed’s solution to another. Therefore, customized meth-
ods need to be applied for an efficient FPS depending on the environment and
available resources. Nonetheless, the contributions of this thesis on FPS deliver
a general development perspective, which can be effectively applied for FPS de-
velopment in industry and academia. The next chapter investigates the security
aspects of aircraft localization.



3 AUTOMATIC DEPENDENT
SURVEILLANCE–BROADCAST

ADS-B has been mandated in several countries as a cornerstone of the next-
generation air transportation surveillance system. However, researchers have
raised concerns about the security of this system. This chapter contains the details
of our ADS-B research.

3.1 Background

In the very early stages of aviation, aircraft position used to be determined by a
primary surveillance radar (PSR). A PSR emits a radio pulse. If that wave is re-
flected by an aircraft (or any other object), some energy is returned to the antenna.
The range of an aircraft can be calculated based on the time difference between
the emitted pulse and the received pulse, whereas antenna azimuth determines
the aircraft’s bearing. However, knowing an aircraft’s identity became essential
with the growing number of aircraft. The secondary surveillance radar (SSR) was
designed to address this issue. The SSR can continually interrogate to determine
an aircraft’s identity and altitude using mode A and C radio pulse. However,
in the modern busy air transportation system, SSR is considered slow and inef-
ficient. It is also blamed for RF pollution, lost targets, identity errors, and more.
Mode S was designed to address these problems. Mode S employs selective inter-
rogation of aircraft based on the aircraft ID, also known as the International Civil
Aviation Organization (ICAO) address or ICAO24 code, which is a unique 24-bit
address assigned to each aircraft. The ADS-B idea was later developed based
on mode S. ADS-B is a surveillance technology that periodically broadcasts an
aircraft’s position, identification, velocity, and flight-related data to other aircraft
and ground stations over a radio link.

Two different data link technologies meet the ADS-B requirements, ADS-
B 1090 and Universal Access Transceivers (UAT) 978. The 1090 MHz channel is
used by ADS-B 1090 to transmit flight-related information via mode S transpon-
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FIGURE 15 ADS-B hierarchy

ders all over the world. However, UAT978 operates in the 978 MHz frequency
currently applicable in the USA for aircraft flying below 18,000 feet, focusing
on general aviation (GA). ADS-B 1090 is divided into two groups depending on
squitter pulses, short squitter and extended squitter. Short squitter contains some
protocol information (e.g., downlink format [DF], capability [CA]), aircraft ID,
and a cyclic redundancy check (CRC). A short squitter extended with other infor-
mation such as altitude, position, and velocity is called an extended squitter. In
our research, we focused on the extended squitter to facilitate all the information.
Figure 15 shows the mapping of ADS-B within SSR.

3.2 ADS-B

ADS-B is a surveillance technology that broadcasts an aircraft’s location, veloc-
ity, identity, and other flight-related data to other aircraft and air traffic control
(ATC) in the vicinity, typically once a second. Figure 16 illustrates the ADS-B
communication system. The most critical aspect of ADS-B is the precise location
coordinates of an aircraft determined by the GNSS, which is crucial for safety-
critical systems such as the traffic collision avoidance system (TCAS). There are
two functionalities of ADS-B, ADS-B OUT and ADS-B IN. ADS-B OUT sends in-
formation to ATC and other aircraft regarding an aircraft’s GPS location, altitude,
ground speed, and other data. In contrast, ADS-B IN receives, processes, and
displays ADS-B signals.

ADS-B 1090 Extended Squitter ADS-B 1090 extended squitter (ES) is operated
on 1090 MHz, just like mode A/C/S transponders, but no interrogation is needed.
The maximum transmission rate of ADS-B 1090ES is 6.2 messages/second; how-
ever, in practice, the signal is transmitted once a second. Pulse position modu-
lation (PPM) is used to modulate the signal. The length of ADS-B 1090ES is 112
bits. A 0.8 µs preamble is added before the data block. Unlike UAT978, there is no
weather information exchanging capacity on it. ADS-B 1090ES is approved, being
tested, and functional in many parts of the world, such as the USA, EU, Australia,
and Japan (FAA, 2018; EASA, 2018). Figure 17 shows the ADS-B 1090ES message
structure.
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UAT978 UAT978 operates on the 978 MHz frequency. Compared with 1090ES,
UAT978 has some additional facilities. For example, UAT978 supports weather
information services, allowing pilots to improve safety. UAT978 uses continuous
phase frequency shift keying (CPFSK) modulation with a data rate of 1.041667
Mbps and a modulation index of 0.6. UAT978 communications are divided into
two categories, basic messages and long messages. The length of the basic mes-
sage is 144 bits, whereas the length of the long message is 272 bits. UAT978 uses
the Reed–Solomon error correction code as forward error correction (FEC). The
FEC length is 96 bits and 112 bits for the basic and long messages, respectively.
Figure 18 shows the UAT978 message structure.
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3.3 Security Concerns

ADS-B is designed to make the ATC job easier by eliminating the constraints
of modes A, C, and S, improving aircraft positioning accuracy via GNSS, and
eventually replacing the SSR. However, ADS-B is insecure because it lacks ba-
sic security features such as authentication and encryption. Missing basic secu-
rity mechanisms makes ADS-B easy to forge or tamper with, which affects the
confidentiality, integrity, and availability of the transmitted aircraft data (Wu et
al., 2020). Despite these security shortcomings, all ADS-B users have to use the
currently available protocol, which is insecure. Furthermore, the evolution of
transmission-enabled SDR technology has increased security challenges for ADS-
B. Because with the help of transmission-enabled SDR, it is possible to produce
almost any kind of radio signal with little cost and effort. Researchers have out-
lined many different types of ADS-B attacks. Some earlier studies are discussed
below.

Costin and Francillon (2012) conducted the first ADS-B attack in 2012. They
used Universal Software Radio Peripheral (USRP) to transmit a MATLAB-generated
attack payload. A Plane Gadget Radar (PGR) received the counterfeit signal and
displayed a spoofed aircraft on a virtual radar. They warned that ADS-B technol-
ogy could be attacked using low-cost setup and recommended proper security
measures before full deployment. Schäfer et al. (2013) demonstrated attacks on
ADS-B using USRP. They conducted several attacks, such as spoofing, a false
alarm, aircraft disappearance, ghost aircraft flooding, ground station flooding,
and virtual trajectory modification. They concluded that the ATC process should
not rely on ADS-B data until proper countermeasures are taken against the attack.
Strohmeier et al. (2014) thoroughly analyzed the 1090MHz ADS-B channel using
the OpenSky network. They reported that SDR could pose a significant threat
to insecure ADS-B communication. They also observed that increased traffic on
the ADS-B channel causes a large number of message losses. In a separate study,
they suggested fingerprinting, random frequency hopping, public-key cryptogra-
phy, and retroactive key publication as secure means of ADS-B (Strohmeier et al.,
2015). Lundberg et al. (2014) evaluated the security of different MCIS setups. Ac-
cording to the authors, a mobile setup is not part of an aircraft’s onboard system;
therefore, the reliability does not meet the required standards of traditional avion-
ics. They tested three mobile setups and found all of them allow an attacker to
manipulate information presented to the pilot. To improve the security of MCIS
setups, they recommended secure software, regular updates, and a secure data
exchange system. To observe the spoofing attack’s impact, Manesh et al. (2018)
placed a ghost aircraft near to their own aircraft position in the Piccolo autopilot.
The sudden appearance of a ghost aircraft prompted a rapid descent and steep
turn to achieve safety clearance. Eskilsson et al. (2020) demonstrated a low-cost
attack setup. Using a Python program, they generated the attack payload, which
was subsequently transmitted into the air using a HackRF. Dump1090 software
fed by RTL-SDR confirmed the success of the spoofing attack. They expressed
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TABLE 2 ADS-B attacks implemented in this study

Attack Method Closest related work
Aircraft reconnaissance Eavesdropping McCallie et al. (2011); Manesh and Kaabouch (2017)
Spoofing or ghost aircraft Message injection Costin and Francillon (2012); Eskilsson et al. (2020)
Flooding High-level signal jamming Schäfer et al. (2013); Mccallie (2012)
ADS-B packets DoS** High-level signal jamming Schäfer et al. (2013); Li and Wang (2019)
Aircraft disappearance Message deletion Schäfer et al. (2013)
Trajectory modification Message modification Schäfer et al. (2013)
Logically invalid data encoding Fake signal Sjödin and Gruneau (2020)
False distress signal** Squawk code modification Schäfer et al. (2013)
Jamming Low-level signal jamming Schäfer et al. (2013); Leonardi et al. (2021)
Specific data-link protocol fuzzing* Fuzzing* Domin et al. (2016); Kim et al. (2019)
Coordinated attack* Multiple emitter* [None]
Specific error-handling test* Message modification [None]

* Our novel idea in the ADS-B context (to the best of our knowledge)
** Our practical demonstration based on existing theoretical idea(s)

concern that the availability of cheap attacking equipment may encourage many
adversaries to launch attacks. Sjödin and Gruneau (2020) demonstrated data
injection and flooding attacks using HackRF and Sentry. They reported that the
ADS-B system does not check the data validity; the receiver blindly trusts the pro-
tocol. In addition to the attacks mentioned in the literature, we propose several
novel attack ideas and practically implement some existing attack concepts. Ta-
ble 2 summarizes the various types of ADS-B attacks implemented in this study
and in the literature.

3.4 ADS-B Experiment Setup

Our heterogeneous test bed consisted of various avionics hardware and software
supported by different operating systems. Setups varied depending on the na-
ture of the experiment. For example, in Article PV, 13 hardware devices and 22
pieces of software from 4 operating systems (resulting in 36 configurations) were
considered. In Article PVI, fuzz test was done for 16 EFB applications. Forty-
four 1090ES and 24 UAT978 MCIS configurations were tested in Article PVII.
Details on ADS-B hardware and software and their functionalities are available
in Articles PV to PVII. Python programming language was used to create 1090ES
attack payloads according to the protocols. We used Yusupov’s script (Yusupov,
2021a) to encode altitude and position information. We extended the software’s
functionality by writing the codes for encoding flight information, velocity, and
squawk into the 1090ES signal.

A UAT978 long message generator was also provided by Yusupov (Yusupov,
2021b). To create UAT978 payloads, we used Yusupov’s program. We slightly
modified Larroque’s Reed–Solomon codec to generate the FEC (Filiba, 2020). Af-
ter that, we created the final payload by adding synchronization bits and serial-
izing all the parts in the correct order. GNU Radio Companion (GRC) software
was used to generate the in-phase and quadrature (IQ) of the signal from the pay-
load. The IQs were transmitted on the air using HackRF, BladeRF, and Pluto SDR.



46

GRC 

 

 

 

 

RTL SDR 

HackRF 

BladeRF 

PGR 

GDL 52 

Skyecho2 

Sentry 

echoUAT 

EVAT-TT-SF1 

TR-1W 

PX4 

Cube Orange 

RTL 1090 Variants 

PlanePlotter 

EFBs 

Micro ADS-B 

QGround Control 

Dump Variants  

Mission Planner 

Attacking Host Attacking SDR Receiver Receiving Software 

Linux 
HackRF 

BladeRF 

Pluto SDR 

FIGURE 19 Experimental attack setup

Although one transmitter is enough for most of the experiments, we used three
of them to check the availability and diversity of attacking devices. Figure 19
shows the experimental setup used in Article PV. Compared with UAT978, ADS-
B 1090ES is much more widely used and adopted. Therefore, ADS-B 1090ES was
the primary focus of our research. All the attacking scenarios listed in Table 2
were tested for ADS-B 1090ES. However, aircraft reconnaissance, flooding, jam-
ming, protocol fuzzing, and spoofing attacks were considered for the UAT978
tests.

3.5 Practical Attacks on ADS-B

In Articles PV to PVII, we demonstrated and explained some existing and novel
attacks on ADS-B in detail. In this section, we summarize them. Some sensitive
information in different figures has been blurred.

Aircraft Reconnaissance All the tested receivers received 1090ES signals from
the flying aircraft, which is kind of an effortless task. We could not receive any
UAT978 signal from aircraft because this is not used in Finland. However, we
produced UAT978 signals in the laboratory and successfully tested the reception
via supported receivers. Eavesdropping is impossible to avoid because the ADS-
B signal is neither encrypted nor requires any authentication. Privacy could be
violated via eavesdropping, and spreading the eavesdropped data on the Inter-
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FIGURE 20 President Joe Biden’s flight for his presidential inauguration

FIGURE 21 Spoofed aircraft over North Korea

net exacerbates the problem. For example, Joe Biden’s trip from Wilmington,
Delaware to Washington DC for his presidential inauguration is shown in Fig-
ure 20.1

Spoofing We successfully produced fake ADS-B 1090ES and UAT978 signals in
our laboratory. Without any warning, all ADS-B receivers decoded our spoofed
signal. Although spoofing is the most basic and earliest type of ADS-B attack,
it can nevertheless represent a severe risk to ATC operations. Figure 21 shows a
spoofed aircraft over North Korea.

Flooding Flooding attacks make it impossible to distinguish fake aircraft from
real ones. We did not observe any alarm in any of the receivers during the flood-
ing attack. We observed that mobile configurations constrained by memory, pro-
cessing power, and screen size were more vulnerable to flooding attacks than
their desktop counterparts. Figure 22 exhibits a flooded screen.

False Distress Signal We developed a Python script to encode squawk code in
the ADS-B signal. When a distress squawk code is transmitted, it immediately

1 Image courtesy: https://twitter.com/flightradar24/status/1351628618187862026



48

FIGURE 22 The flooded screen of tar1090 software

FIGURE 23 Fake squawk code in the Dump1090 net

alerts all the ATCs and planes in the vicinity that the aircraft is facing an emer-
gency. A fake distress squawk code could have serious consequences, such as
triggering a false alarm, leading to Air Force deployment. Figure 23 shows a
false hijacking alert in dump1090.

Coordinated Attack When multiple attackers/attacking devices coordinately
attack a single aircraft, we call it a coordinated attack. Here, we briefly explain
the coordinated attack concept. The ICAO24 code is a unique property of an
aircraft; therefore, it is used as the reference in ADS-B communication. In sub-
sequent messages, the ADS-B information is displayed and updated against that
ICAO24 code. Our attack setup offered us the flexibility to use any ICAO24 code.
Using two transmitters, we transmitted two ADS-B 1090ES signals having the
same ICAO24 code but differing values in some of the other ADS-B data fields.
Because the reference point (ICAO24 code) is the same, on the receiving side,
ADS-B information was updated according to the received data. However, some
data fields are static and should not be updated throughout a flight, or changes in
dynamic data should follow a linear or standard pattern. For example, the flight
number should not be updated during a single flight, but when we used two
flight numbers against the same ICAO24 code in two transmitters at the receiver
end, we observed that the flight number fluctuated every second. In the same
way, when we used two (very distant) location coordinates for a single ICAO24
code, the targeted aircraft changed its position from one city to another in an in-
stant. This situation can lead to ATC confusion and can have many dangerous
consequences. We present the coordinated attack results for all the ADS-B se-
tups in Article PV, where we considered the attack for each ADS-B data field.
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FIGURE 24 ADS-B Micro displays logically incorrect data

We observed that the coordinated attack triggered logical discrepancies at some
receivers. For example, some software showed wrong values, some retained the
first signal’s value, and in some, the flight and velocity information disappeared.

Logically Invalid Data Encoding Although data integrity checking is defined
in the ADS-B protocol using CRC, the data validity checking is neglected. There-
fore, we were able to encode and pass technically correct but logically invalid
data through the ADS-B communication. Figure 24 depicts a high-speed aircraft
at a low altitude and vice versa for another aircraft.

Jamming In a jamming attack, an attacker uses a powerful RF signal to over-
whelm the communication channel, preventing service to all wireless nodes within
range of the interference. This tactic can be used to formulate several ADS-B at-
tacks. Some of them are as follows:

• Signal jamming ADS-B 1090 uses a 4.6 MHz-wide radio spectrum from
1087.7 MHz to 1092.3 MHz, centering at 1090 MHz (ITU, 2017). On the
other hand, UAT978 uses a 1.3 MHz broad spectrum that centers at 978
MHz (ICAO, 2005). Using BladeRF, we were able to block these two bands
with white noise transmission, and no receiver received valid ADS-B trans-
mission. In Figure 25, the pink wavy line shows the noise floor during nor-
mal time. The greenish-yellow wavy line shows that the noise level signifi-
cantly increased during the attack. Nevertheless, if the signal jammer is not

FIGURE 25 Increase in the noise floor due to the jamming attack
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very powerful, this type of attack would not be effective in a vast area.

• Aircraft disappearance Using the jamming and spoofing attack, we formu-
lated the aircraft disappear attack. To begin, using a BladeRF, we jammed
the 1090 MHz channel so that the targeted receiver could not receive any
valid signal from the flying aircraft. Using a distant RTL-SDR receiver
with dump1090, we then collected the legitimate ADS-B data. Using the
“./dump1090 –write-json-every < t >” command in dump1090, we were able
to write the data in a file. After that, using a Python program, we created
the attack payload based on the data of that file but filtered out the targeted
aircraft’s data that we wanted to disappear. Finally, we transmitted that at-
tack payload into the air using HackRF in high-power mode. We observed
that the targeted aircraft had vanished from the targeted receiver, but the
other planes were still visible.

• Trajectory modification A trajectory modification attack works the same
way as an aircraft disappearance attack. However, after disappearing the
targeted legitimate aircraft from the targeted receiver, we transmitted a se-
ries of false position coordinates of that aircraft. So on the receiver, the air-
craft reappeared on a new flight path.

Fuzzing Avionics Protocol Fuzzing is a technique for finding bugs or vulnera-
bilities in software by providing randomized inputs to programs, which may lead
to a crash in the worst case. MCIS setups use a variety of data-link protocols to
exchange data between devices and applications. GDL-90 is the most prevalent of
these protocols. We performed GDL-90 protocol fuzzing by forming packets with
a real protocol-like format, but some parts were malformed by the fuzzing com-
ponent. The technical details of our fuzz test are available in Article PVI. In our
experiment, the American Fuzzy Lop (AFL) Python implementation (python-afl
v 0.7.3) was used as a fuzzing framework. We instructed the AFL to send faulty
data to the IP address of the mobile device. Of the 16 tested EFBs, 9 either crashed
or became unresponsive during the experiment. We present the complete test re-
sults in Article PVI.

ADS-B Error-Handling Test ADS-B signals can be entirely or partially distorted
by noise. Therefore, CRC is used to check the received signal’s integrity. ADS-
B 1090ES supports up to 5-bit error correction using a 24-degree fixed generator
polynomial (Strohmeier et al., 2013). To test the error-handling capability of ADS-
B setups, we randomly flipped some bits and transmitted that message. We ob-
served that most of the setups supported up to 2-bit error correction. We present
the complete result of the error-handling test in Article PV. We noticed that all
the ADS-B setups took extra time to decode an erroneous message. The test re-
sults also indicate that although software plays a vital role in demodulating and
decoding data, hardware can sometimes play a role. For example, the ForeFlight
application connected to the Sentry did not correct the message, but the same
application connected to echoUAT and SkyEcho2 did.
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DoS Attack Each application or program can decode only a limited amount of
ADS-B signals in a particular period due to processing resources and software
design limitations. A massive amount of ADS-B signals from an adversary could
exceed that limit, leading to a DoS attack on ADS-B IN functionality. To test the
resilience of the ADS-B setups, we burst 30,000 to 100,000 ADS-B signals in a
short amount of time. Our DoS attack exceeded the ADS-B IN or receiving ca-
pacity of most tested applications/software. As a result, we noticed abnormal
behavior by the receivers. For example, some of them crashed, some of their
outputs clogged, some setups produced garbage outputs that could not be read,
and others dropped messages (e.g., did not detect, process, or show all the trans-
mitted messages). We present the complete DoS attack results in Article PV. We
extended the investigation of the DoS attack impact on popular MCIS devices,
such as Garmin GDL 52, ADL 180, and SensorBox. Most of the configurations
were affected by the attack. Detailed DoS attack results on MCIS are presented
in Article PVII. We also looked into how DoS attacks affected ADS-B OUT’s per-
formance. Among the tested MCIS devices, SkyEcho2 and echoUAT had ADS-B
OUT functionality. SkyEcho2 could transmit 1090ES signals, while echoUAT sup-
ported the sending of UAT978 signals. We performed ADS-B IN DoS in these two
devices by bursting 10,000 ADS-B signals and checked their ADS-B OUT perfor-
mance. The DoS attack on ADS-B IN reduced approximately 15% ADS-B OUT
capacity of SkyEcho2, whereas no significant impact on the echoUAT was ob-
served.

3.6 Countermeasures

Over the last decade, researchers have proposed various techniques to secure
ADS-B communication (Huang et al., 2013; Finke et al., 2013; Ghose and Lazos,
2015; Kim et al., 2016, 2017; Yang et al., 2019; Wu et al., 2020). All the offered solu-
tions have some benefits and drawbacks. Some solutions are easy to implement,
whereas some need extensive infrastructure. We studied the RSS-distance model
and Doppler effect solutions in a practical manner.

3.6.1 RSS-Distance Model

Due to attenuation, an RF signal weakens the farther it travels. Therefore, the
signal strength and the distance traveled are correlated. This relationship can be
used to verify the distance of a signal’s source (e.g., an aircraft) from a recep-
tion point. To create an RSS-distance model, we recorded the 3D distance and
ADS-B signal RSS of aircraft from our laboratory for three days. Figure 26 shows
the created model. The red line plots the raw measurements. Because the raw
measurement was noisy, we used a Kalman filter to smooth it out. We then ap-
plied the Python-based scipy.optimize.curve_fit function to create the final model.
Again, we recorded measurements from real aircraft for three days to distinguish
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FIGURE 26 Created RSS-distance model

the real aircraft from the spoofed aircraft. During this period, our attack setup
randomly transmitted fake signals. The receiver captured both spoofed and real
signals. A total of 2,107 test samples were collected during the experiment. Of
them, 966 were from real aircraft, and 1,141 were from attackers’ spoofed air-
craft. From the given location coordinate in the ADS-B message, the distance of
an aircraft from our laboratory was calculated. We then retrieved the possible
RSS value for that distance from the model. If the retrieved RSS and the real-time
RSS were close enough, the aircraft was considered legitimate; otherwise, it was
considered a fake aircraft. Generally, the RSS of a signal is affected by noise, tem-
perature, humidity, and other factors. Therefore, we employed some tolerance
when comparing the retrieved and actual RSS values.

The power level of an attack signal is uncertain, so we considered three
scenarios—low-power attack (LPA), medium-power attack (MPA), and high-power
attack (HPA). The RF output gain in the GRC script was set at 10 dB, 20 dB, and
30 dB for these three attacks, respectively. We classified the experiment outcomes
into four categories—true positive, true negative, false positive, and false nega-
tive. We calculated accuracy, precision, recall, and F1 score based on these four
categories to better understand the model’s spoofing detection capabilities. The
accuracy metric in Figure 27 reveals that compared with LPAs or MPAs, HPAs
are relatively easy to detect. Attack detection precision also remains low in LPAs.
Recall indicates how many predictions were accurately categorized. The recall
ratio decreases when the tolerance is large. The F1 score reveals a combined re-
sult of precision and recall, which is found to be best during HPAs, in addition to
a high tolerance. From Figure 27, the overall understanding is that attacks are rel-
atively easy to detect when the RSS is strong, and weak signal attacks are prone
to erroneous detection.
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FIGURE 27 Model’s spoofing signal detection performance

3.6.2 Doppler Shift

The Doppler shift is the change in frequency of a signal due to motion. Some
studies have suggested using the Doppler shift to verify the signal source mo-
tion (Ghose and Lazos, 2015; Schäfer et al., 2016). Thus, an attack signal from a
static source can be identified. We developed a GRC script to record the strongest
RSS and its position in a fast Fourier transform (FFT) display. The FFT size was set
to 32,768, and the sample rate was set at 250,000; this resulted in 7.62 Hz per FFT
resolution. Figure 28 shows the recorded data from a flying aircraft. The lower
part of the figure shows that RSS increased as the aircraft approached the receiver
and vice versa. However, during the pass of an aircraft, we did not observe any
significant change in frequency (in the upper part of the figure). Despite many at-
tempts, we were unable to identify a good frequency change pattern. Therefore,
we conclude that it might be challenging to use the ADS-B signal’s Doppler shift
effect as a reliable indicator of the motion of an authentic ADS-B transponder
versus a static attacker. Moreover, an attacker can also be in motion, for example,
using a drone.
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FIGURE 28 Doppler shift evaluation experiment

3.7 Summary of ADS-B Study

This chapter investigates different aspects of ADS-B. The experiment result shows
that ADS-B is exposed to severe security problems. The insecure protocol design
can be identified as the main culprit. Poor software design also can be blamed in
many cases. As the system is already deployed in many parts of the world, mak-
ing any significant change in the protocol would be very costly and cumbersome.
Instead, some back-compatible solution would be realistic. We practically inves-
tigate the RSS-distance model and Doppler shift to distinguish the real and fake
signals. The first approach shows a 90% success rate in the best case, while the
latter one did not show good performance. However, seeking solutions based on
radio signal characteristics is the first line of defense. We suggest relevant stake-
holders to review the protocol and work together to design a back-compatible
solution to ensure the safety of ADS-B against cyberattacks such as those demon-
strated in this thesis. The next chapter investigates the security aspects of ship
localization.



4 AUTOMATIC IDENTIFICATION SYSTEM

Ships sailing across isolated waterways are exposed to unique challenges, such as
rough weather, pirate attacks, and collision with other vessels. To minimize the
risk, the IMO announced the mandatory installation of the AIS for ships exceed-
ing 300 tons of gross weight and for all passenger ships, regardless of size (IMO,
2004). This chapter contains the details of our AIS research.

4.1 AIS overview

The AIS is a ship identification system that works by attaching a transponder to
the vessel that periodically transmits the ship’s name, call sign, location, speed,
and other navigation-related data using a radio signal. It plays an important role
in integrating navigation, collision avoidance, maritime supervision, accident in-
vestigation, search and rescue operations, and weather forecasts. Although tech-
nically and operationally distinct, the AIS can be compared with the ADS-B sys-
tem of aviation. An AIS-equipped vessel, base station, or satellite can receive a
signal, and the received data is typically displayed by chart-plotting software.
Due to its easy installation and effectiveness, the AIS is gaining immense popu-
larity. From big ships to small leisure crafts, all are being equipped with the AIS.
According to the popular vessel-tracking service provider, approximately 570,000
vessels are fitted with the AIS (Vessel-Finder, 2021).

Due to the earth’s curvature and antenna height, the typical range of AIS
signals is limited to approximately 40 nautical miles. However, various orga-
nizations have been experimenting with detecting AIS communications using
satellite-based receivers known as SAT-AIS since 2005 to expand coverage. In
2009, ORBCOMM launched AIS-enabled satellites to demonstrate the ability to
collect AIS messages from space. On July 12, 2010, the Norwegian AISSat-1 satel-
lite was launched into polar orbit to improve surveillance of maritime activities
in Northern Europe. On April 20, 2011, the Indian Space Research Organisation
launched Resourcesat-2 containing an SAT-AIS payload for monitoring maritime



56

AIS  
Base Station 

 GPS AIS Satellite 

FIGURE 29 AIS communication concept

traffic in the Indian coastal area. Some satellites from the USA, Canada, Denmark,
Norway, and India are already in orbit to expand the AIS service. However, the
significant quantity of simultaneous AIS signals within a satellite’s vast footprint
is the fundamental challenge with SAT-AIS. The AIS uses a time division multi-
ple access (TDMA) radio access scheme where 4,500 time slots are available each
minute on two channels. These limited time slots can be overwhelmed by the
number of AIS transmitters within the satellite’s reception footprints, resulting in
message collisions. Nonetheless, many types of research are being undertaken to
develop efficient SAT-AIS with constellations of nano-satellites. Figure 29 shows
the AIS communication concept. Different vessels can exchange information di-
rectly or via a base station or satellite, as shown in Figure 29. A total of 64 types
of AIS messages are defined in the protocol, such as position report, base sta-
tion report, voyage-related report, etc. Of these, 27 are currently in use, and the
other 37 are reserved for the future. A complete list of AIS messages is available
in (Coast-guard, 2021).

4.2 RF Characteristics

In Section 4.1, we have seen that the AIS can be operated through terrestrial and
satellite-based communication. Because the terrestrial-based AIS is the most pop-
ular and currently operational, we shall discuss the terrestrial-based AIS in this
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section. The AIS uses two marine band channels. The channels are as follows:

1. Channel A at 161.975 MHz

2. Channel B at 162.025 MHz

Dual channels are used to mitigate RF interference, enhance link capacity, and
allow switching of the channels without communications loss from other ships.
The AIS uses the TDMA channel access method, where each ship is assigned a
particular time slot or frame for the transmission (ITU, 2014). Generally, a sin-
gle message is transmitted in each time slot; however, multiple slots can some-
times be used for single message transmission. According to the protocol, a frame
length is 256 bits, and the data transmission rate is 9,600 bits/second. Thus, the
timing limit of a frame is 256/9600 = 26.66 milliseconds, which results in 2,250
slots per minute per channel or 4,500 slots per minute on both channels. Gaussian
minimum shift keying (GMSK) modulation is used to modulate the AIS RF sig-
nal with a bandwidth-time product of 0.4. Non-return-to-zero inverted (NRZI)
encoding is used to encode the data. An AIS frame structure is shown in Fig-
ure 30.

Ramp-up 

8 bit 

Preamble 

24 bit 

Start flag 

8 bit 

Payload 

168 bit 

CRC 

16 bit 

Stop flag 

8 bit 

Buffer 

24 bit 

 

FIGURE 30 AIS frame structure

4.3 Security Issues

Like ADS-B, AIS also lacks basic security measures, such as encryption or au-
thentication, which makes it vulnerable to cyberattacks. There have already been
some incidents of exploitation of the AIS. According to an Internet ship track-
ing site, a British warship was spotted near Sevastopol, Crimea, escalating ten-
sions between Russia and the UK (Bateman, 2021). However, an onboard camera
showed that the ship was approximately 300 km away. North Korean vessels of-
ten change their ship identity to avoid sanctions (Zwirko, 2019). Near the Strait
of Hormuz, unknown entities falsely claimed to be US warships (MarineTraffic,
2019).

These incidents indicate that the AIS has already been exploited at the mil-
itary level. In academia, however, only a few researchers have looked into such
dangerous security weaknesses (Mathapo, 2007; Larsen et al., 2011; Balduzzi et
al., 2014; Marques et al., 2019; Cruz et al., 2018; Androjna et al., 2021). Among
them, only Balduzzi et al. (2014) demonstrated AIS packet-level attacks, while
others looked into the decoding and the possibility of building a cheap transpon-
der using SDR. Balduzzi et al. demonstrated some attacks using fake AIS sig-
nals, such as service availability disruption, false alerts, spoofing, etc. Since their
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study, technology has advanced dramatically; new hardware, software, transpon-
der, and mobile applications have been developed. However, attackers have also
become smarter with new hacking ideas and tools. Therefore, evaluating attacks
on modern AIS setups is very important.

4.4 AIS Experiment Setup

Our AIS test bed includes a commercial transponder, a professional AIS receiver,
some RTL-SDR-based mobile receivers, and two attacking SDRs, resulting in 19
AIS setups. A list of hardware and software and their functionalities is presented
in Article PVIII. We acquired a maritime mobile service identity (MMSI) num-
ber from the Finnish transport and communications agency for this experiment.
Most of the previous studies used AISTX to generate the AIS payload (TrendMi-
cro, 2014). However, the original version of AISTX produces only a single AIS
frame at a time, which is very slow to test attacks such as DoS or flooding. To
eliminate this limitation, we modified AISTX to produce a user-defined number
of AIS frames using a single command in a file. GRC was used to produce the IQ
samples based on the data of the file. HackRF and BladeRF transmitted the IQ
samples in the air.

The attack impacts were evaluated using a Matsutec HP-33A AIS transpon-
der, a Quark-elec QK-A027 AIS receiver, Windows-based ShipPlotter (COAA,
2021), and OpenCPN (OpenCPN, 2021) software, as well as several Android ap-
plications. Apart from the HP-33A transponder, all other setups used QK-A027
or RTL-SDR as the RF front end. A program called SDR Sharp was used on the
Windows platform to tune the AIS signal. The resulting audio was fed to AIS-
Mon (MarineTraffic, 2021), which decoded the AIS signal. The decoded data was
provided to the OpenCPN using a UDP port. Another Windows-based program,
ShipPlotter, had a built-in decoder, so it did not need AISMon but only the audio
from the SDR Sharp. The RTL AIS driver application performed the decoding
task on the Android platform. The decoded messages were shared with different
navigation applications by another application called AIS Share (EbcTech, 2021).
The QK-A027 has a built-in decoder and could share the decoded data through
a TCP port. Therefore, the Android applications did not require additional de-
coding software while using QK-A027. We could not configure Ships v 4.07 with
QK-A207 because that application does not support a TCP connection. Figure 31
shows the experimental attack setup. Modified AISTX supplied the attack pay-
load to GRC, where the IQs of the signal are generated. HackRF and BladeRF
were used to transmit the IQs into the air. We could transmit the signal on both
AIS channels by switching the frequency. Furthermore, using two attack SDRs,
we were able to transmit the AIS signal on both channels at the same time. All
the receivers received, demodulated, decoded, and displayed the AIS data.
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FIGURE 31 AIS attack setup

4.5 Practical Attacks on the AIS

In Article PVIII, we demonstrated 11 attacks on/tests of the AIS. This section
summarizes the observed effects on receiving hardware and software. Some sen-
sitive information in different figures has been blurred.

Spoofing Our counterfeit signal resulted in fake ships in all the receivers, as
already accomplished by Balduzzi et al. (2014). AIS spoofing could have severe
consequences (Bateman, 2021). For example, the sudden presence of enemy ships
in a country’s territory could lead to military deployment. Figure 32 depicts a
fake ship on the Helsinki Airport runway.

FIGURE 32 A spoofed ship
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FIGURE 33 Matsutec HP-33A AIS transponder showing an MOB alert

FIGURE 34 Collision alert in ShipPlotter

Man Overboard In the AIS, the Man Overboard (MOB) alert is used when a
person falls off a ship and needs to be rescued immediately. The rescue workers
also use it during their operations. A small beacon is used to transmit the MOB
signal containing the beacon’s location. A type 1 message with navigation status
14 and an MMSI starting with 972 is used in a MOB signal. Figure 33 shows our
fake MOB alert. This kind of false alert could trigger costly rescue operations and
waste time.

Collision Alert From the AIS data, the system always calculates the closest
point of approach (CPA) and the time to the closest point of approach (TCPA)
values for other ships to determine any possible collision. Using our program,
we could encode any location for a fake ship. We, therefore, placed a fake ship
close to the own ship’s location in different software to observe the effect. We
noticed that when CPA and TCPA values fell below the threshold, it triggered a
collision alert. Using this kind of false collision alert, attackers could try to change
the course of a ship to bring it into their area of interest. Figure 34 shows a false
collision alert.

Jamming Generally, a jamming attack is executed by transmitting overpowered
white noise to a radio channel so that valid data get distorted. In our laboratory,
we successfully performed this attack. Despite the success in a controlled envi-
ronment, such an attack would have limited impact in large water areas. How-
ever, using valid AIS data, we could flood the system so that there would be no
available slot for the legitimate data. The TDMA scheme in AIS sets 2,250 time
slots per minute per channel. This means a receiver would be able to receive AIS
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FIGURE 35 Signal-receiving statistics for one minute in AIS Share

signals from a maximum of 2,250 ships in a minute per channel. We generated
two files containing a huge number of AIS messages using the modified AISTX.
Through HackRF and BladeRF, we transmitted those two files to both AIS chan-
nels. Figure 35 shows signal reception statistics in AIS Share. The two attacking
SDRs consumed roughly 96% of channel A’s capacity and 100% of channel B’s
capacity. Thus, the channels can be jammed with valid AIS packets.

Overwhelming Alerts Previously, we saw there are two types of alerts in the
AIS, collision alerts and MOB alerts. We triggered 1,000 collision alerts and the
same amount of MOB alerts using counterfeit signals. We noticed that in some
software, thousands of audio-visual alerts created a chaotic situation called “alert
fatigue” (Hassan et al., 2019). A true positive alert may remain unnoticed in such
a situation. Furthermore, the ShipPlotter software crashed as a result of this at-
tack. We also noticed that some applications did not put out any alert at all,
which could lead to dangerous consequences in case of an actual alert situation.
We present the details of the overwhelming alerts attack results in Article PVIII.

Coordinated Attack We conducted a coordinated attack in the AIS in the same
way as we did in ADS-B. Like the ICAO24 code in ADS-B, the MMSI number is
used as the reference by the AIS software. In successive messages, information
on a particular ship is updated against the MMSI number. Using HackRF and
BladeRF, we transmitted two AIS signals on the same channel. In both signals,
only the MMSI number was the same, and the rest of the data fields (e.g., ship
name, call sign, position, speed, navigation status, vessel type, and dimension)
were different. On the receivers, we observed that all the AIS data started to fluc-
tuate during the attack, showing the alternate values every second as those were
encoded into two transmitted signals. This fluctuation may lead to confusion in
Vessel Traffic Services (VTSs) or among other ships. For example, a cargo ship
could be shown as a passenger ship or the position of a vessel could change from
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(a) Zero-speed ship moving position in ShipPlotter

(b) Different ships having the same name and call sign in OpenCPN

FIGURE 36 Illogical AIS data in different software

one place to another in an instant on the AIS screen, thus producing dangerous
consequences. Coordinated attack results for the important AIS data fields are
presented in Article PVIII.

Logically Invalid Data Encoding During the signal transmission and reception,
some data bits may become affected by the noise. Therefore, AIS uses data in-
tegrity checks using CRC. However, it does not check the validity of the data. It
is possible to encode technically accurate but logically incorrect data. For exam-
ple, Figure 36(a) shows a ship changes its position, but its speed remains zero.
Figure 36(b) shows that three vessels have the same name and call sign, although
their speed, course, and types are different.

Error-Handling Test According to the protocol, the AIS uses CRC for error de-
tection (ITU, 2014). To test the error detection capability of our test bed AIS se-
tups, we flipped a data bit and transmitted that frame via an SDR. We noticed that
all the test setups detected that error and dropped that message. Figure 37 shows
error detection in the AISMon software. The occurrence of an error in a radio
transmission is a regular incident. Therefore, along with error detection, ADS-B
uses an error-correction mechanism. However, we found that the AIS uses only
error detection but no error correction. An error-correction system could save the
AIS signals from being corrupted by noise on the channel, thus decreasing RF
pollution. We recommend at least a 1-bit error-correcting scheme.

Visual Navigation Disruption Counterfeit AIS transmission can seriously dis-
rupt AIS-aided visual navigation. For example, AIS base stations are stationary
and are generally located on the coast. Using the same MMSI number in some
type 4 messages and changing the position coordinates values, it is possible to
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FIGURE 37 Error detection in AISMon

FIGURE 38 Fake base stations encircling a ship in the OpenCPN software

create such a situation where it seems the base station is moving towards a ship.
In another scenario, we encircled a ship with stationary base stations, shown in
Figure 38.

DoS We tested the resilience of all our test bed AIS setups using a DoS attack.
The attack was performed by transmitting a massive amount of AIS signals. Be-
cause our program could produce a user-defined number of AIS messages by a
single command in a file, we created 200,000 type 1 messages with different MMSI
numbers. We then transmitted those signals into the air using a HackRF. Due
to the fixed computing resources and software design, almost all the receivers
can decode and display up to a limited number of AIS signals. For example, the
Boat Beacon application can display approximately 100 MMSIs, and the Matsutec
transponder can display 1000 MMSIs. When the amount of received signals ex-
ceeds an AIS setup’s capacity, some abnormal behaviors are observed. Some AIS
setups crashed during our DoS attack, and some clogged or became unrespon-
sive. The attack impacted approximately 89% of the setups. The detailed result
of the DoS attack is presented in Article PVIII. Figure 39(a) shows the Matsutec
transponder’s maximum display capacity. Figure 39(b) shows a flooded screen
of the Boat Beacon application.



64

(a) Clogged screen of Matsutec HP-33A

(b) Flooded screen of Boat Beacon

FIGURE 39 DoS and flooding attack in the AIS

AIS Preamble Test During our experiments, we noticed that the QK-A027 re-
ceiver did not receive an AIS signal from HackRF or BladeRF, but it received a
signal from the Matsutec transponder. Therefore, we thoroughly investigated the
matter and found a preamble-related issue that we call an “AIS preamble-related
implementation flaw.”

A 24-bit preamble alternating zeros and ones is used in the AIS (ITU, 2014).
According to ITU (2014) Annex 2, “this sequence may begin with a 1 or a 0 since
NRZI encoding is used.” However, in the same document, Annex 7 says, “this
sequence always starts with a 0.” Annex 2 focuses on the self-organized time
division multiple access (SOTDMA), which is mainly used by class A AIS de-
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vices on commercial vessels. Annex 7 focuses on the carrier sense time division
multiple access (CSTDMA) used primarily by class B shipborne AIS stations on
leisure boats or lighter ships. However, regardless of class, if ships are within the
AIS range, they must be visible to one another via AIS as per requirements (ITU,
2014). Therefore, the International Electrotechnical Commission (IEC) standards
IEC 62287-1 (IEC, 2017a), IEC 62287-2 (IEC, 2017b), and IEC 61993-2 (IEC, 2012)
require all equipment under test to receive the AIS signal regardless of whether the
preamble begins with 0 or 1.

Allowing the transmission preamble to start with 1 and expecting the re-
ception preamble to start with 0 could cause some confusion. For example, the
QK-A027 receiver recognized the AIS signal when the preamble started with 0
but dropped it when the preamble began with 1. Indeed, the way AIS preamble
instructions are given in the specification can easily mislead the designer. The
instruction says the AIS uses NRZI encoding so that the preamble may start with
1 or 0. Therefore, we checked the situation after NRZI encoding. The NRZI en-
coding has some variants, and the AIS uses the non-return-to-zero space (NRZS)
variant of NRZI, where the waveform changes due to the occurrence of 0. The
NRZI encoding also depends on the previous bit level, so we also considered
the ramp-up (000000000) bits during the investigation. Figure 40 shows that the
two waveforms are not exactly the same after the NRZI encoding. A MATLAB
code by Dembovskis (2015) also showed that a preamble starting with 0 and a
preamble starting with 1 do not yield the same results after NRZI encoding. The
detailed results of the AIS preamble test are presented in Article PVIII.

FIGURE 40 NRZI conversion of ramp-up bits and preamble bits

4.6 Defence Against Attacks

Several attacks on the AIS are practically demonstrated in Section 4.5. Such at-
tacks can affect the integrity, authenticity, confidentiality, and availability of AIS
information (Parker, 2012). Therefore, defense against such attacks is critical.
More systematic research is needed to implement an effective defense strategy,
which is beyond the scope of this thesis. However, we set that as our future
work. Various researchers have proposed some solutions in the literature. We
briefly discuss these below.

To secure the AIS data, Su et al. (2017) presented a digital certificate-based
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identity authentication mechanism. In this process, a vessel should generate both
private and public keys. Later, the public keys can be distributed through a trust-
worthy organization called the Certification Authority (CA). If a vessel wants to
hide its identity from the CA, it should send several digital signatures to the CA.
Upon receiving them back, the vessel selects one randomly. Goudossis and Kat-
sikas (2018) also proposed a similar type key-based solution. They suggested that
IMO and National Maritime Authorities (NMA) be involved in private and pub-
lic key generation, respectively. For remote and insecure areas, such as the coast
of Somalia, a micro-satellite or military patrol boat can be involved in the key
distribution. A study by Bothur et al. (2017) found that all the electronics sys-
tems of a ship are susceptible to cyberattacks. Although they did not specifically
mention any solution to the AIS vulnerabilities, they think a proper policy and
protecting the security of data, applications, hosts, and networks could help to
prevent such attacks. Leite et al. (2021) used an image processing technique to de-
tect AIS attacks. Upon receiving the signal, AIS software plots a ship icon on the
map, which changes the mean intensity of pixels in that area. The authors com-
pared the display pixel intensity against a threshold. If the pixel intensity went
above that limit, it activated the alerting system. They claimed a 93% success rate.
Sciancalepore et al. (2021) proposed an authentication framework called “Auth-
AIS”. They used a type 8 message to exchange cryptography-related data. In
their framework, the precise timing of AIS signal transmission of a ship remains
hidden, which is shared with other ships by a trusted third party. An attacker is
unlikely to know a ship’s AIS transmission schedule. Thus, the counterfeit signal
transmitted at the wrong time would not be authenticated by other ships.

4.7 Summary of AIS Study

Several existing and novel attacks on the AIS have been demonstrated in this
chapter. Our research result shows that cyberattacks on the AIS could be poten-
tially harmful and threaten the safety of ship surveillance systems. The insecure
protocol design can be blamed for this problem. We suggest basic security mea-
sures, such as authentication and encryption in the AIS protocol to make it secure
and resilient against cyberattacks. However, because the AIS has been deployed
and operational since 2004, making any significant change in the protocol would
be very costly and cumbersome. Instead, some back-compatible solution would
be realistic. The AIS message types 28 to 64 are reserved for future use. Some of
them can be used to exchange security-related data. Due to time and scope lim-
itations, we could not investigate the implementation of security features of the
AIS in this thesis, which we plan for our future research. Relevant stakeholders,
researchers in academia, and the industry can effectively use our approach and
outcomes to investigate and improve the security of the AIS.



5 CONCLUSION

In this IoT era, all devices need to determine and share their position to be part
of a network or to access location-based services. This thesis investigated local-
ization challenges and security in three types of networks—Wi-Fi, aviation, and
maritime networks.

Numerous things affect the Wi-Fi fingerprinting positioning accuracy. To
improve the accuracy, we investigated different aspects of the FPS in this thesis.
First, we studied the device diversity effect in Article PI. When the fingerprints
are collected in a crowdsourced manner, keeping the reference of the fingerprint-
recording device type could help to have less RSS deviation and thus better posi-
tioning accuracy. We proposed a D2D communication-assisted FPS in Article PII.
Sharing the fingerprints and positioning experience with other devices resulted
in 44% fewer positioning errors in our experiment. Because the FPS often suf-
fers from a large number of errors, we developed a real-time error prediction
technique in Article PIII. Instead of one, we calculated the locations of multi-
ple test fingerprints. If all the calculated locations are close together, it indicates
the reliability of the calculation. Thus, based on the estimated position cluster
radius, a possible error can be predicted. We analyzed the RSS quantization in
Article PIV. Based on the experiment on five publicly available databases, we
demonstrated that 4-bit quantization is sufficient for the FPS. If a quantized RSS
fingerprint can carry the key properties of a radio environment, it is satisfactory
for fingerprint-based localization. In the FPS, along with RSS, AP references are
also used, which helps to distinguish one fingerprint from another even if low-bit
quantization is used. Our proposed method could simplify the hardware config-
uration, improve security, and reduce approximately 40–60% of storage space and
data traffic. Nonetheless, as the GNSS is not designed for indoor localization and
therefore provides poor performance in the indoor environment, the challenge
of developing a global-scale indoor positioning system remains unsolved. Like
other methods, the FPS also faces many challenges (as mentioned in Section 2.2).
It is hard to find an effective universal solution for all problems. We need to ap-
ply customized methods depending on the nature and available resources of the
network and environment.
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In the aviation sector, ADS-B plays a major role in broadcasting an air-
craft’s location and other flight-related information to another aircraft and the
ATC tower. Through various online services (e.g., flightradar241, flightaware2),
it is possible to track down almost all aircraft. Our study in Articles PV to PVII
found that ADS-B is insecure and exposed to cyberattacks. In Article PV, includ-
ing 5 novel attack concepts, we practically demonstrated a total of 12 attacks.
We examined in depth the security of avionics protocol GDL-90 in Article PVI,
and found that around 56% of tested EFB applications crashed or became unre-
sponsive due to the fuzzing attack. MCIS devices were extensively tested in Arti-
cle PVII. The total number of 1090ES and UAT978 setups were 44 and 24, respec-
tively. The DoS attack affected approximately 63% and 37% of them, correspond-
ingly. We noticed that the DoS attack reduced the ADS-B OUT efficiency of the
Skyecho2 device by 15%. The result shows that computing resource-constrained
MCIS installations are more vulnerable to cyberattacks than powerful transpon-
der or desktop setups. Our attacks on/tests of ADS-B reveal an alarming picture
regarding its security. Many kinds of attacks were implemented at a low cost and
with little effort. Moreover, knowledge and attack resources are easily obtain-
able. If proper security measures are not considered in the protocol, it would be
nearly impossible to stop such attacks. Defense measures using signal strength or
Doppler shift are the first line of defense, which would not be sufficient against
intelligent attacks. However, because ADS-B has already been deployed in many
parts of the world, it would be cumbersome and costly to make any significant
changes in the protocol. In our opinion, relevant stakeholders, such as ICAO,
FAA, the European Aviation Safety Agency (EASA), and the European Organi-
sation for the Safety of Air Navigation (EUROCONTROL), should pay attention
and work together to design a back-compatible solution to ensure the safety of
ADS-B against cyberattacks such as those demonstrated in this thesis.

In maritime transportation, vessels use the AIS to share their location and
other navigation-related data with different maritime entities. In Article PVIII,
we demonstrated that, like ADS-B, the AIS is also exposed to cyberattacks. We
practically implemented 11 attacks/tests against 19 AIS configurations, where
most of the attacks were found to be effective. In addition to existing attack con-
cepts, such as DoS and jamming, some novel ideas such as a coordinated attack
and overwhelming alerts indicate that a multi-million dollar ship’s navigation
security can be affected by a low-cost attack setup. Insufficient security measures
during the protocol design can be blamed for these vulnerabilities. Along with
the AIS, big commercial vessels use radar for navigation; this is why no major
physical accident has happened yet due to an AIS attack. However, a secure AIS
protocol is needed to reduce the navigation cost and make the system fully auto-
matic. Among the solutions mentioned in the literature, we found the proposal
by Sciancalepore et al. (2021) very interesting because of its back-compatibility
features. In our opinion, relevant bodies, such as IMO, the US coast guard, the
ITU, and researchers in academia and the industry can effectively use our ap-

1 https://www.flightradar24.com
2 https://flightaware.com
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proach and outcomes to investigate and improve the security of the AIS.
The research is ongoing. Future work will be devoted to further investigat-

ing the security of ADS-B and the AIS. Although some European countries are
testing UAT978, it is not currently in use in Europe, and its research is very lim-
ited there. However, UAT978 offers many attractive features, such as free access
to weather information services. We plan to extend a security investigation of
UAT978 offered services. We also plan to investigate, design, implement, and
test some defensive measures against AIS attacks in our future studies.



YHTEENVETO (SUMMARY IN FINNISH)

Tässä väitöskirjassa tutkitaan paikannuspalveluiden kehitystä ja turvallisuutta
erilaisissa langattomissa verkoissa. Artikkelit PI-PIV on omistettu sormenjälki-
paikannussysteemien (FPS) kehittämiselle. Artikkeleissa PV–PVII tutkitaan au-
tomatiikkaan perustuvan valvonnan lähetysten (ADS-B) turvallisuutta, ja artik-
kelissa PVIII käsitellään automaattisten tunnistusjärjestelmien (AIS) turvallisuut-
ta.

Ihmiset viettävät paljon aikaa sisätiloissa, joissa satelliiteista riippuvaiset
paikanninohjelmat eivät toimi kunnolla. FPS:n avulla sisätilojen aiheuttamia pai-
kannusongelmia voidaan korjata, sillä se hyödyntää olemassa olevaa Wi-Fi ver-
kostoa. Sormenjälkipaikannuksessa on kuitenkin haasteensa. Esimerkiksi monet
keinotekoiset ja luonnolliset syyt vaikuttavat vastaanotetun radiosignaalin voi-
makkuuteen (RSS), joka heikentää FPS:n toimivuutta. Lisäksi käytetyt algoritmit,
etäisyysmatriisit, AP-tiheys, sormenjälkien tiheys, jne. vaikuttavat myös FPS:n te-
hokkuuteen. Jotta FPS:n suorituskykyä voidaan kehittää, teimme empiiristä tut-
kimusta artikkeleissa PI-PIV. Viittä julkisesti saatavilla olevaa sormenjälkien da-
tapankkia käytettiin tutkimuksemme aikana. Artikkelin PI tulokset osoittavat,
että kun sormenjälkiä kerätään joukkoistetulla tavalla, sormenjälkiä tallentavan
laitteen tyypin säilyttäminen voisi auttaa vähentämään RSS-poikkeamaa ja siten
parantamaan paikannustarkkuutta. Artikkelissa PII ehdotimme laitteiden välistä
(D2D) viestintää tukevaa FPS:ää. Ehdotettu metodi jakaa sormenjäljet ja paikan-
nuskokemuksen muiden laitteiden kanssa D2D-kommunikaatiota hyödyntäen.
Tulokset osoittivat, että ehdotetun metodimme avulla paikannusvirheet vähe-
nisivät noin 44%. FPS:n virheiden ennustustekniikka esitellään artikkelissa PIII.
Tässä tekniikassa lasketaan yhden sijaan useiden testisormenjälkien sijainnit. Jos
kaikki laskelmoidut sijainnit ovat lähellä toisiaan, on FPS-vaste luotettava. Vir-
heindikaattorina käytetään sijaintiklusterin arvioitua sädettä. Artikkelissa PIV
tehdyt kokeet osoittavat, että 4-bittinen kvantisointi riittää FPS:lle. Jos kvanti-
soitu RSS-sormenjälki voi kantaa radioympäristön tärkeimmät ominaisuudet, se
on riittävä myös sormenjälkeen perustuvaan paikannukseen. Perinteiseen RSS:n
verrattuna ehdottamamme 4-bittinen kvantisointi voi yksinkertaistaa laitteiston
kokoonpanoa, parantaa turvallisuutta ja vähentää tarvittavaa varastointitilaa ja
tietoliikennettä noin 40–60%.

ADS-B-teknologiaa käytetään ilmailualalla lähettämään lentokoneen sijain-
titietoja ja muita tarpeellisia lentotietoja muille lentokoneille ja ATC-torneille. Si-
tä pidetään seuraavan sukupolven valvontajärjestelmien kulmakivenä, joka tekee
ilmailusta turvallisempaa ja jonka avulla tulevaisuuden haasteisiin voidaan vas-
tata. Vaikka ADS-B tarjoaakin monia hyödyllisiä palveluja, sen turvallisuudessa
on parantamisen varaa. Artikkelissa PV toteutimme erilaisia hyökkäyksiä useita
ADS-B-asetelmia vastaan käyttäen ohjelmistomääriteltyä radiota. Kaikki hyök-
käykset osoittautuivat haitallisiksi ja saattavat uhata ADS-B-järjestelmää. Artik-
kelissa PVI järjestimme ohjelmistotestin (fuzz test) elektronisille lentolaukkuso-
velluksille (EFB). Tulokset osoittivat, että noin 56% testatuista sovelluksista kaa-
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tui tai lakkasi reagoimasta testihyökkäyksen vuoksi. Artikkelissa PVII arvioimme
suosittujen ohjaamoissa käytettyjen tietojärjestelmien turvallisuutta ja sietoky-
kyä. 1090ES-asemia testattiin 44 ja UAT978-asemia 24 kappaletta. DoS-hyökkäys
vaikutti 1090ES-asemista noin 63%:n ja UAT978-asemista noin 37%:n. Artikke-
lien PV–PVII tutkimustuloksista paljastui, että tämänhetkinen ADS-B-protokolla
on haavoittuvainen erilaisille kyberhyökkäyksille.

Vastatoimena loimme RSS etäisyysmallin, jolla todellinen ja väärennetty ADS-
B-signaali voidaan erottaa toisistaan. Tämä malli toimii paremmin, kun hyök-
käyssignaali oli voimakas. Doppler siirtymäkokeessa ei saatu myönteisiä tulok-
sia. Väärennettyjen signaalien havaitseminen signaalin voimakkuuden tai Doppler-
siirtymän avulla on vain ensimmäinen puolustuslinja. Meidän mielestämme tär-
keiden sidosryhmien, kuten Kansainvälinen siviili-ilmailujärjestö (ICAO), Yhdys-
valtain ilmailuhallinto (FAA), Euroopan unionin lentoturvallisuusvirasto (EASA)
ja European Organization for the Safety of Air Navigation (EUROCONTROL),
pitäisi huomioida nämä ongelmat ja tehdä yhteistyötä suunnitellakseen ratkai-
su, jolla ADS-B-järjestelmän turvallisuus voidaan varmistaa tässä väitöskirjassa
esiteltyjä kyberhyökkäyksiä vastaan.

Meriliikenteessä alukset käyttävät AIS-järjestelmää jakaakseen sijaintinsa ja
muita navigointiin liittyviä tietoja eri merenkulkualan toimijoiden kanssa. Kan-
sainvälinen merenkulkujärjestö (IMO) määräsi AIS-järjestelmän käytön vuonna
2004. ADS-B:n tavoin myös AIS:n turvallisuudessa on puutteita. Artikkelissa PVIII
esitellään 11 hyökkäystä 19:ää AIS-konfiguraatiota vastaan, ja useimmat hyök-
käykset osoittautuivat tehokkaiksi. Olemassa olevien hyökkäyskonseptien, kuten
palveluneston ja häirinnän lisäksi jotkin uudet ideat, kuten koordinoitu hyökkäys
ja hälytysten suuri yhtäaikainen määrä osoittavat, että halvalla hyökkäystentorjunta-
asetelmalla voidaan vaikuttaa useiden miljoonien dollareiden arvoisen aluksen
navigointiturvallisuuteen. Mielestämme asiaankuuluvat elimet, kuten Kansain-
välinen merenkulkujärjestö (IMO), Yhdysvaltain rannikkovartiosto, Kansainvä-
linen televiestintäliitto (ITU) sekä korkeakoulujen ja alan muut tutkijat voivat
käyttää lähestymistapaamme ja tuloksiamme tehokkaasti AIS-järjestelmän tur-
vallisuuden tutkimiseen ja parantamiseen.
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Abstract—This paper presents the device diversity effects on
Radio Frequency (RF) fingerprinting framework in the indoor
environment for the three-dimensional positioning system. RF
Fingerprinting positioning was studied inside of a multistory
university building by devices from multiple manufacturers at
different times. The goal was to study the effects of equipment
heterogeneity on positioning accuracy in Wireless Local Area
Network (WLAN). The performance evaluation demonstrates
that RF fingerprints from homogeneous devices maintain better
similarity in a crowdsourced database. By keeping the reference
of user device information, better positioning accuracy can be
achieved with less amount of training data.

Index Terms—RF Fingerprinting, Indoor positioning, k-nearest
neighbor, k-means clustering

I. INTRODUCTION

Indoor localization is a critical tool for fast developing

location-based service [1]. It plays an essential role

in navigation, security, and healthcare industries. The

proliferation of wireless network devices has encouraged

researchers to develop a wide range of different positioning

methods to estimate User Equipment (UE) location such

as RF fingerprinting method. RF fingerprinting method

refers to a database correlation method where UE position

is determined by comparing UE’s RF fingerprint with

correlation RF fingerprint database that is associated with

known locations [2]. Typical RF fingerprint or signature

consists of radio measurements from multiple base stations /

Access Points (AP), i.e., Received Signal Strength (RSS) or

path-loss measurements, to provide a unique fingerprint of the

radio conditions at a specific geographical location [3]. RF

fingerprinting method consists of two phases, training phase,

and testing phase. During the training phase, fingerprints

associated with known locations are stored in a database,

and this process allows to build a correlation database with

a reference radio and location measurements. In this way a

radio environment map can be created to estimate positions

of UEs, having no accurate position information.

Location of reference fingerprints is usually determined by

accurate reference position measurement, e.g., using Global

Navigation Satellite System (GNSS). In the indoor area where

the direct signal of GNSS satellite is not available, it becomes

more challenging to create an RF fingerprint database due

to the need of the particular device or software to obtain

accurate positioning information. The use of specialized

support to build a training database may aggravate the chance

of hardware and software level dissimilarity between the

data collection phase and the testing phase. Devices used by

users are varied by brand, model, and manufacture. Receiving

sensitivity of network card or chipset is not also equal [4],

therefore the sensing of a radio signal by different devices

would not be the same. Different devices would sense an

identical signal at different signal strength level. However,

RSS is the crucial element to distinguish the RF fingerprints.

The minor variation in RSS reveals the closer physical stand

among the RF fingerprints. Heterogeneous devices experience

a radio condition independently, that would put effects on

radio signal based positioning system.

In this paper, we have investigated the effects of device

diversity on RF fingerprinting based three-dimensional

coordinate positioning system. To justify the diversity effect,

at data collection phase the mobile devices from four different

manufacturers were considered. Data was collected from a

five-story university indoor premises. Nearest Neighbor (NN),

K-Nearest Neighbor (kNN), and k-means clustering algorithm

were used to evaluate the positioning performance.

This paper is organized as follows: Section II describes the

causes of hardware-based RSS variations. Section III contains

the description of the database we used in the experiments. In

Section IV, we discussed RF fingerprinting based positioning

algorithms. Finally, in Section V, the performance evaluation

of device diversity on RF fingerprinting based indoor position-

ing is presented.

II. DEVICE LEVEL RSS VARIATION

In an indoor environment where spatial characteristics (e.g.,

shadowing and multipath effects) are different across space are

vulnerable to RSS variation. Moreover, environmental factors,

cell breathing, transmission power adjustment, and device

types also put a significant impact on radio condition [5].

Depending on the chip, WLAN RF receive sensitivity varies,

for example, at 802.11G standard WCN3620 Wi-Fi chip used

by Sony shows typical receive sensitivity -75.1 dBm whereas

BCM4334 of Broadcom widely used in Samsung devices has

a typical rating of -76 dBm at WLAN RF port [6], [7]. Table

978-1-5386-6984-6/18/$31.00 ©2018 IEEE
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I shows that the popular 802.11 network protocols also have

variety in range, speed, and response frequency.

TABLE I: 802.11 Protocols

Name Speed Indoor Range Frequency
802.11/AC 1 Gbps 115 Feet 5 GHz
802.11/N 300 Mbps 230 Feet 2.4 GHz, 5 GHz
802.11/G 54 Mbps 125 Feet 2.4 GHz
802.11/B 11 Mbps 115 Feet 2.4 GHz

The coverage range of all the standards are not equal,

therefore it is likely to be unequal in physical distance for

the same amount of path-loss component. The devices which

were considered in the experiment among them Sony supports

802.11 a/b/g/n/ac + MIMO while Samsung or Asus capable of

802.11 b/g/n. Being updated in standard Sony would be able to

cooperate with 5GHz frequency’s wireless router where others

would be limited to the 2.4GHz band. Device specifications of

Wi-Fi chips reveal that depending on the communication speed

typical minimum receive sensitivity changes. Broadcom and

Qualcomm both Wi-Fi chips have around -97 dBm, -90 dBm,

and -76 dBm sensitivity for 1Mbps, 11Mbps, and 54Mbps

receptively [6], [7]. Furthermore, the mapping between the

actual RF energy to the received signal strength indicator range

can vary from one manufacturer to another [4].

III. DATABASE DESCRIPTION

Real life Wi-Fi crowdsourced RF fingerprints collected by

the research group of the Tampere University of Technology

has been used in this paper [8]. The five-story building has a

footprint of about 22,570m2. During the measurement period,

a total of 991 Media Access Control (MAC) addresses were

heard. Data were collected by using different Android devices

in the user’s hands, with the screen up. Devices supported both

the 2.4GHz and 5GHz frequency range, the RSSs coming from

both frequency bands were stored. However, the Android tool

for data collection does not make the differentiation between

RSS collected in different frequency bands. Fingerprints col-

lected by Samsung (SM-A310F & SM-A510F), Sony (E5823

& SGP771), Asus (Nexus 7 & Transformer Prime TF201),

and Huawei (Y360-U61 & T1 7.0) were considered for this

research as those were the considerably higher amount in

number. “Fig. 1” shows the overall position of training and

testing signatures.

IV. MATCHING ALGORITHM

A. Signature Concept

RF fingerprint or signature consists of APs, corresponding

RSS values, and location information. The ith signature Si in

training phase is given by

Si = {γi, μi, ρixyz} (1)

where γi = [β1, β2, ..., βk] is a column vector presenting a

set of APs detected by UE from the location ρixyz . k is

the total number of detected APs of ith signature. Vector μi

represents the RSS values [μ1, μ2, ..., μk] for corresponding

Fig. 1: RF fingerprint database

[β1, β2, ..., βk] . Testing signatures at online phase do not

contain location information.

B. k Nearest Neighbor

K-Nearest Neighbor (kNN) algorithm is also known as a

distance based classifier that classifies instances based on

their similarity. In order to satisfy the acceptable localization

accuracy with low computation effort kNN has been used for

WLAN UE positioning by several researchers [9], [10], [11].

To find out the position of testing signature SE =
{
γE , μE

}

the algorithm works follow:

1: While {Si} �= ∅ do
2: select SR

i =
{
γR
i , μ

R
i

}
from {Si}

3: {Si} = {Si} − SR
i

4: extract μE
d and μR

i,d from SE and SR
i according γE

5: calculate similarity distance d
(
SE , SR

i

)

6: end while
7: find k minimum d

(
SE , SR

i

)

8: return the mean coordinate of the k training signatures

C. Nearest Neighbor

While only one neighbor is considered to determine the lo-

cation information is called Nearest Neighbor (NN) algorithm.

It always finds out the shortest RSS distance between current

signature and visited signature. While all the signatures in the

database are compared, then set the shortest distance holding

signature as current signature and terminate the execution.

Compare to the kNN algorithm stated above at step 7 instead

of k minimum d
(
SE , SR

i

)
it finds 1 minimum d

(
SE , SR

i

)
.

D. k-means Clustering

The k-means algorithm is a widely used clustering technique

in scientific and industrial applications [12]. It has been

successfully used in indoor mobile localization and also in

outdoor positioning as an energy efficient RF fingerprinting

method [13], [14]. This algorithm begins with a set of training

signatures Si where i = 1,2,...,n and a pre-defined maximum
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cluster number k. The task is to choose k centers ck so as to

minimize the following distance function,

d (S, c) =

n∑

i=1

|Si − ck| (2)

D(Si) denotes the shortest RSS distance from a RF

fingerprint to the already chosen cluster center. k-means

algorithm performs the following steps:

1: The first center c1 is chosen uniformly at random from S.

2: A new center ck is chosen from S with probability
D(Si)

2

∑n−1
i=1 D(Si)

2

3: Step (2) is repeated until all k centers are chosen.

4: For each ck, training signatures are assigned to it which

are closer to it than any other ck.

5. New ck is computed from the mean of all training

signatures that belongs to the previous ck.

6. Steps (4) and (5) are repeated until c no longer changes.

Euclidean distance and Davies-Bouldin criterion from Mat-

lab implementation have been used to find out optimal value

of k.

V. RESULT AND DISCUSSION

A. Experiment Set-up

All the testing signatures were selected in a way that, every

single of them has at least two training signatures within

a five-meter radius, from each device group. Otherwise, it

would be hard to distinguish the cause of effects, whether

the repercussions occur due to device heterogeneity or due to

the disparity in physical distance.

TABLE II: Number of training and testing signatures

Name
Number of
training signatures

Number of
testing signatures

Asus 304 100
Huawei 500 100
Samsung 660 100
Sony 719 100

B. Evaluation

kNN algorithm has been used to analyze the positioning

accuracy of 100 testing signatures from each device group for

own, and other devices created Training Database (TRDB).

We set k = 3 to maintain the best trade-off between per-

formance and analyzing capability. Cumulative Distribution

Function (CDF) has been used to express the percentage of

test signatures against any positioning error value ( in meter).

For example, in “Fig. 2(a)”, 68% Asus test signatures resulted

8.5 meters positioning error or less in Asus TRDB. The benefit

of using CDF expression is, it illustrates the performance of

entire test population. In a normal distribution, approximately

68% and 95% of the observations fall within first and second

standard deviation of the mean respectively; therefore we

focused on 68-95 rule. In the “Fig. 2” we can see each device’s

testing signatures are showing better performance on own

device created training database.

(a) Asus testing signatures’ performance

(b) Huawei testing signatures’ performance

(c) Samsung testing signatures’ performance

(d) Sony testing signatures’ performance

Fig. 2: Cross devices performance evaluation by kNN
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Asus has 304 training signatures whereas Sony or Samsung

has more than double of that. But Asus-collected testing

signatures perform better on training database built by Asus

compare to the other training databases. Huwaei, Samsung,

and Sony testing signatures show the same trend. An issue can

be raised that, testing fingerprints were physically close to their

own device created training fingerprints. But as we mentioned,

the testing databases were created in a way that from each

training devices there will be at least two signatures within a

five-meters radius, “Fig. 1” also shows the compact position

of the fingerprints. Moreover, each testing signature database

was analyzed by Combined Training Database (CTRDB) of all

training signatures, where there were 2183 training signatures

altogether. “Fig. 3” shows that the position accuracy in own

DB and CTRDB is very close.

(a) Asus testing signatures (b) Huawei testing signatures

(c) Samsung testing signatures (d) Sony testing signatures

Fig. 3: Performance comparison on TRDB and CTRDB

The CDF of positioning error for the four test databases

in “Fig. 3” shows that by using significantly less amount of

training data nearly same result can be achieved. Difference

between the amount of training signature in CTRDB and

own device created TRDB were 1879, 1683, 1523, and 1464

for Asus, Huawei, Samsung, and Sony respectively. That

indicates the scope of reducing computational complexity,

reducing the time to respond, and in some cases higher

accuracy. Of course, the number of training signatures plays

a vital role; a higher amount of training data can achieve

better positioning accuracy. However, only increase in the

number of training signature does not improve the position

accuracy. Another research carried out on same crowdsourced

fingerprints database [15], they also concluded that when

several heterogeneous devices and software are used, there

will be an inherent deterioration in the positioning accuracy

compared to the single device single software approach. The

comparison of the mean three-dimensional positioning error

by different algorithms for the different testing database is

shown in “Fig. 4” to “Fig. 7”

Fig. 4: Asus testing signatures’ performance

Fig. 5: Huawei testing signatures’ performance

Positioning accuracy by k-means and NN algorithms also

reveal the same characteristic that, on own device created

TRDB testing signatures perform better. The best perfor-

mance comes from kNN algorithm. TUT research group found

24.73m to 8.73m mean three-dimensional positioning error,
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Fig. 6: Samsung testing signatures’ performance

Fig. 7: Sony testing signatures’ performance

depending on different algorithms [8]. In our single device

approach, we calculated it 6.87m, 6.59m, 7.96m, and 8.35m

for Sony, Samsung, Asus, and Huawei respectively by kNN

method. Even though the setup and the approach are different,

but it indicates that, along with a higher amount of training

data, the less variation in hardware ( since the software was

same) can provide improved performance.

C. Suggestion

Experiments show that in the real world situation due to

the difference in hardware, devices may not sense the same

radio condition what may lead to having inaccurate location

information from the service provider (SP). Beside daily life

user equipment localization, Internet of Things (IoT) would

also deal with various devices; therefore RF fingerprinting with

device reference would be very useful. An extra layer, e.g.,

the device information layer can be added to the traditional

correlation database as shown in “Fig. 8”. While training

database is created by warwalking or wardriving than devices

used in data collection process are known to SP. If online

Minimization of Drive Test (MDT) data is used for training

purpose than by MAC ID, or International Mobile Equipment

Identity (IMEI), or Electronic Serial number (ESN), device-

level information can be obtained [16]. According to authors’

current knowledge, inside of MDT data WLAN signal strength

information has not been included yet but experts are inves-

tigating the issue. While training signatures contain device

information (e.g., device name, model), at testing phase SP

can respond to location information request according to the

device type. Split segments of traditional correlation database

to serve own device group’s positioning request. In case of

having no or less amount of training data by own device

group, the system can look for training information from other

segments or combined database.

Fig. 8: RF fingerprint positioning process

VI. CONCLUSION

This paper has evaluated the impact of device heterogeneity

on RF fingerprinting based indoor positioning system. The

result indicates that if the training device and the testing device

are homogeneous than positioning information can be obtained

with less amount of training data and positioning accuracy

improves. We suggest splitting the training database into small

segments to store the fingerprints according to the device

profile. At online phase, positioning request can be answered

according to device type. In case of a new device or inadequate

amount of training data for any device group, split segments

can be merged to play traditional correlation database role.
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Abstract: Radio Frequency (RF) fingerprinting is widely applied for indoor positioning due to the
existing Wi-Fi infrastructure present in most indoor spaces (home, work, leisure, among others)
and the widespread usage of smartphones everywhere. It corresponds to a simple idea, the signal
signature in a location tends to be stable over the time. Therefore, with the signals received from
multiple APs, a unique fingerprint can be created. However, the Wi-Fi signal is affected by many
factors which degrade the positioning error range to around a few meters. This paper introduces a
collaborative method based on device-to-device (D2D) communication to improve the positioning
accuracy using only fingerprinting and the direct communication to nearby devices. The results
presented in this paper show that the positioning error can be reduced around 44% by considering
D2D communication in the operational stage without adding new infrastructure for fingerprinting
or complex resource-consuming filters. Moreover, the presence of very large errors is significantly
reduced when the collaborative positioning based on D2D is available.

Keywords: RF Fingerprinting; D2D; 5G; indoor positioning

1. Introduction and Motivation

With the rapid development of communication technology, more and more electronic equipment
is being connected to the internet, which has led to a rise in innovative applications in the smart
everything everywhere, such as smart homes, smart cities, and so on. The widespread application of
Global Navigation Satellite System (GNSS) technology (such as GPS, Galileo, GLONASS) has solved
most of the outdoor positioning problems. However, the localization accuracy sharply declines once
the receiver enters a non-line of sight (NLOS) environment. Therefore, indoor positioning systems
have been extensively investigated, and intense efforts have been devoted to enhancing the localization
performance [1,2]. Among the current indoor positioning schemes, for instance, Radio Frequency
Identification (RFID), Ultra-WideBand (UWB), Dead reckoning, image-based technology, and ultrasonic
which strongly depend on extra devices, the Radio Frequency (RF) fingerprint positioning system
has become a very promising and competitive technical solution for its high precision positioning by
low-cost [3].

The strategy relies on the idea that every indoor location can be identified by a unique signal
feature known as a fingerprint. Typical RF fingerprint (from now on, fingerprint) consists of radio
measurements from multiple Access Points (AP), i.e., Received Signal Strengths (RSS) or path-loss
measurements to provide a fingerprint of radio conditions at a specific location. The location of a
fingerprint can be estimated using the known location of similar fingerprints previously recorded.
One of the critical challenges to support such fingerprinting localization is to create and maintain
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accurate fingerprint databases [4]. A site survey is often used to collect fingerprints from a targeted
area. However, site surveying is a time-consuming and labor-intensive process. It requires several
measurements of each fingerprint to obtain the statistical value of signal strength. Often professional
work is needed for efficient site surveying. Moreover, a well-built fingerprint database become
outdated as soon as the environment changes. For instance, the redistribution of APs after maintenance
might degrade the accuracy of the fingerprint-based positioning system. To solve the problems
mentioned above, some new kind of radio map construction techniques have been proposed, including
data collection with the help of volunteers, simultaneous localization and mapping, propagation
model prediction, RSS prediction based on exist fingerprints, fingerprint construction using passive
crowdsourcing data [5], or by means of unsupervised techniques.

The overall accuracy of Wi-Fi based fingerprint positioning is from few meters to around hundred
meters [6,7]. However, comparing the positioning accuracy of the different methods by using the
published results of different studies might not be fair, since researchers are using different evaluation
environments, methodologies and test-beds. Although some traditional works report that the accuracy
of Wi-Fi based fingerprint positioning is around 2–3 m [8,9], it can reach a higher averaged error when
the fingerprint density (including the distance between reference points and/or number of fingerprints
per reference point) in the radio map is not dense enough [10] or when external resources (e.g., floor
plan, magnetometer, barometer, inertial sensors) are not considered [11–13]. Thus, the accuracy highly
depends on the scenario (building materials, obstacles, presence of people, among others) and on the
quality of the generated radio map (deployed anchors/APs, number of independent fingerprints per
reference point, distance between reference points, device diversity, among many other features).

Some previous works have identified that the noise present in the radio map and the operational
fingerprint is one of the primary sources of the positioning errors [14]. The white noise present in
the fingerprints in a given location has been usually modeled by a Gaussian distribution centered
in the averaged RSS value with a standard deviation around 2–4 dBm depending on the scenario
and environment. Although the best distribution tends to be slightly skewed [15], the Gaussian
distribution has been well established and widely used in fingerprinting methods. There have been
many attempts to minimize this noise, including a more detailed characterization of the RSS values (e.g.,
by using the Logarithmic Gaussian distance for fingerprint comparison [16]), averaging consecutive
fingerprints [17], employing multiple Wi-Fi interfaces to obtain robust averaged fingerprints from
independent readings [18], using ensembles as positioning system [19], or applying Gaussian Process
Regression Modeling [20], among others. Most of them, requires to increase the computational
complexity of the positioning algorithms and, therefore, the energy consumption at the device and/or
the remote server side.

In this paper, we propose a collaborative method based on device-to-device (D2D) communication
to improve the positioning accuracy. The proposed collaborative method is based on the core idea
behind the ensemble, and multiple interfaces approach. The probability of having a large, or very
large, positioning errors is generally lower when the prediction is based on multiple devices and/or
multiple independent predictions. In a place with multiple mobile units nearby (e.g., smartphones),
they can be considered independent interconnected sensors for positioning purposes. Each mobile unit
could use fingerprinting to roughly estimate its position and D2D communications with other devices
to refine the final position estimation by sharing the roughly estimated positions and calculating the
estimated distances between the mobile units.

Green communication, as energy-efficient communication, is of paramount importance nowadays
since the environment protection and energy-saving are inevitable trends [21]. A comprehensive
study of energy-efficient tradeoffs involving green communication and wireless was introduced
in [22]. Our paper explores the usage of D2D communication to enhance the performance of the
indoor positioning systems based on fingerprinting. This approach can be considered simpler and
more efficient than those based on multiple-sensor fusion and advanced filtering (Kalman filters
and/or Particle filter). Moreover, the positioning accuracy is improved without adding additional
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infrastructure (namely new Wi-Fi APs or Bluetooth low energy beacons) and, therefore, without
increasing the energy consumption of the infrastructure needed for positioning.

The remaining of this paper is organized as follows. Section 2 introduces a review of the works
related to fingerprinting, collaborative/cooperative positioning and D2D communications. Section 3
describes the basics of the RF fingerprinting technique, D2D communication aspects, Time of Arrival
(TOA) of RF signal and the proposed D2D communication assisted RF fingerprint positioning method.
Section 4 is devoted to the experimental setup, performance analysis of the proposed method under
different conditions and discussion. Section 5 presents the conclusions and draws the research lines for
further work.

2. Related Work

D2D cooperative localization has received extensive interest from the robotics, optimization, and
wireless positioning research communities [23–25]. The core concept of cooperative localization is
the information exchange among users in order to increase their localization accuracy. Cooperative
localization was initially considered for addressing the localization problem with limited information
about the current position of the mobile unit [26], but this positioning approach can also been extended
to those cases where the accuracy is around a few meters, as in Wi-Fi based fingerprinting, in order to
obtain more accurate position estimates and reduce positioning ambiguities [27].

Papapostolou et al. [28] showed real-time fingerprint exchange among the users to refine UE’s
initial location. They achieved up to 43% error reduction for 200 user collaboration, but a collaboration
of such a high amount of users might be impractical in some cases or scenarios. For 20 users
collaboration, they found 16% mean location error reduction through their cooperative location
refinement algorithm. For the experiments, they simulated a radiomap with the IEEE 802.11 channel
and the indoor log-distance path loss model in a rectangular area of 80 × 80 m2 with 5 AP.

Iwase at al. [29] proposed a solution to reduce the accumulative positioning error through
cooperative positioning among multiple pedestrians using smartphone and pedestrian dead reckoning.
Their proposed method introduces linkage structures to simplify the trajectories of pedestrians. These
structures work as a constraint to reduce the number of variables to be estimated. Moreover, they
introduced the concept of communications points, where the Wi-Fi ranging error is expected to be
low. Therefore, the user’s tracks can be correct using this information. They found the positioning
accuracy improved as the number of participants in the cooperative positioning operation increased.
Two experiments were conduced: the first one was indoors and using real data from smartphones and
up to 8 people, the second one corresponded to a large-scale simulation.

Vaghefi et al. [30] used round-trip time measurement for cooperative localization technique in
LTE network, according to the performed simulations the higher number of collaborator, the higher
positioning accuracy, but increasing number of candidates increases the complexity exponentially.
They concluded ten candidates provide a balance between complexity and the performance under a
LTE communication and positioning scenario.

Bargshady et al. [31] used particle filter to integrate RSS and TOA of RF signal for improving
cooperative localization precise in indoor environment. But they used only three moving objects
in their simulation along with eight fixed anchors. They concluded improvised positioning trend
stemming from hybrid cooperative mode.

Karlsson et al. [32] showed smartphone based Wi-Fi signal measurements exchange via Bluetooth
connection between the users. They used Bluetooth signal strength difference between users to
calculate relative distance, which is used to evaluate the probability distribution functions of their
states. Two simulation scenarios were carried out with 10 and 100 users. Their proposed method
increases the average positioning performance by 28% and 22% respectively for the two cases.

Chen et al. [33] proposed a cooperative localization method to combine the fingerprint-based
algorithm and the physical constraint of pairwise physical distances to refine the localization estimates
for multiple users simultaneously. They found the number of peers and peers selection have a
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substantial impact on accuracy performance. The experimental area was a corridor surrounding a
rectangular area. They selected 80 reference points in the corridor, where the distances between two
adjacent points were around 1.5–3 m. A total of 150 combination of several predefined positions were
used to simulate the multiple users condition. The technique to measure the relative distance between
two units was based on acoustic ranging, if they were close to each other (less than 3 m).

Cui et al. [34] studied a real-time positioning based on the D2D real-time communication,
which will be reliable in future 5G cellular networks. The ranging and positioning performance were
evaluated with four impulse radio waveforms. Their proposed method provided sufficient accuracy
for the future real-time positioning applications.

Raveneau et al. [35] used D2D collaboration to eliminate redundant fingerprints from a
crowdsourced database. According to them, intercommunication among the devices would help
to know whether a fingerprint need to be recorded or the database already handled a fingerprint from
that location by other devices.

Yin et al. [36] focused on a GNSS/5G integrated positioning methodology with the D2D
range and angle measurements. They analyzed the characteristics of a GNSS/5G integrated system
and proposed a high-efficiency D2D positioning measure protocol, named crossover multiple-way
ranging, which consumes fewer communication resources. Their simulation results show that their
proposed integrated positioning methodology outperforms the non-integrated one especially with
more mobile terminals and accurate D2D measurements. The evaluation test-bed was in the outdoor
area. The real-time kinematic positioning technique was applied to collect GNSS data with a centimeter
level accuracy. They used simulated 5G D2D data.

Most of the previous studies were conducted on simulation data or in a laboratory
environment. Compare to those our study reflects almost all the practical aspects of the real-world
scenario. According to the authors best knowledge, this is a novel work where the D2D
communication protocol is used to improve the RF fingerprint positioning method in such a sizable
three-dimensional environment.

3. Material and Methods

This section includes the proposed method and introduces theoretical background concerning the
proposal. Section 3.1 shows a brief description of the RF fingerprint positioning method. The D2D
communication protocol in Section 3.2 explains the feasibility of using the protocol in the proposed
method. Clock synchronization is crucial in TOA-based distance calculation, but it is impractical to
have all the devices’ synchronized clock in a wireless network. Section 3.3 shows the technique to
calculate the TOA-based distance despite asynchronous clocks. The proposed method is explained in
Section 3.4.

3.1. RF Fingerprint Positioning

RF fingerprint positioning refers to database matching or correlation method where UE’s position
can be estimated by comparing UE’s RF fingerprint with a database previously recorded. Each reference
(or training) fingerprint in the database is associated to a known location, which commonly corresponds
to a local coordinate (X, Y), or a global coordinate (latitude, longitude), or a label (e.g., Main Corridor).
Generally, the fingerprint database is built by site surveying, crowdsourcing or by other means.
Different distance measurement metrics, e.g., Jaccard, Manhattan, Minkowski, etc., can be used to
determine the signal distance between training and testing fingerprint [37,38]. Figure 1 depicts the
general concept of RF fingerprint positioning method.
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We have used Euclidean distance throughout the research since it is the most commonly used
distance measure used in the current literature. If P and Q are two RSS vectors of test and training
fingerprint respectively, the signal distance between them can be calculated as follows:

distanceeuclidean(P, Q) = 2

√
n

∑
i=1

(Pi − Qi)
2 (1)

Here n is the length of the RSS vectors. Generally, the signal distance between the test fingerprint
and all the training fingerprints are calculated. The test fingerprint’s coordinate is estimated by
computing the coordinates of the k reference/training fingerprints reporting the shortest signal distance.
In the most simple case, the coordinate corresponding to the reference fingerprint reporting the lowest
signal distance.
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Figure 1. Diagram of matching-based RF fingerprint positioning system with examples of the radio
map, operational fingerprint and estimated position.

3.2. D2D Communication Aspects

D2D communication has been specified in 3GPP LTE Release 12, that enables direct
communication between nearby devices to handle particular applications such as proximity services
(ProSe), content sharing, multi-party gaming, etc [39]. It is an exciting and innovative feature of
next-generation cellular networks. By exploiting D2D communication, it is possible to enhance
throughput, spectrum utilization and energy efficiency of the cellular network. To address future
network challenges of dynamic environment adaptability, and productive use of available resources
in 5G, D2D communication is considered as a potential tool. Concerning spectrum usage, D2D
communication is primarily classified into two types, e.g., inband and outband. In inband D2D
communication, cellular communication and D2D communication use the same spectrum licensed to
the network operator, whereas outband D2D communication uses unlicensed spectrum (e.g., the free
2.4 GHz ISM band) where cellular communication does not occur [39]. Use of outband eliminates the
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interference between D2D communication and network users. In terms of control, outband technology
is divided into two categories, controlled and autonomous. In control mode, the radio interface is
controlled by the cellular network while in autonomous mode, control of D2D communication belongs
to the end users. The basic architecture of the 3GPP D2D communication architecture is shown in
Figure 2.

Evolve Packet
Core (EPC)

ProSe Function

PC4
PC3

PC3

S1

PC
5

Uu

U
u

Figure 2. Basic architecture of D2D communication.

A device that wants to establish D2D communication needs to contact the ProSe function through
PC3 logical interface to obtain permission. After the authorization completed, the device can start
the discovery process. From a user’s perspective, there are two types of peer discovery techniques,
Evolved Packet Core (EPC)-level discovery and direct discovery. At direct discovery, a device would
search other devices with ProSe capability in their proximity using the PC5 interface. When two (or
more) ProSe-enabled devices have discovered each other, they can start direct communication over
the direct link between them. From a network perspective, peer discovery can be controlled hardly
or softly by the base station [40]. The interface between the EPC and the ProSe function is called
PC4. Generally, a D2D link connects a device to another following in a single-hop communication.
A multi-hop network composed of D2D connections is also possible. In a multihop D2D network,
the central devices act as relays between two devices. In 5G, cell size will be smaller, and the density of
the devices will be higher, 150 devices per cell are assumed in 3GPP for evaluating D2D discovery [41].
As a result, less inter-device distance is expected. Small inter-device distance increases the probability
of Line of Sight (LOS) communication among devices that results in a better TOA-based ranging
accuracy [42]. Without any relay, the effective D2D communication range is expected to be around
30 m [43].

Due to the distributed structure of control and mobile devices being computationally poor to
apply complex encryption mechanisms and other security technologies, D2D communication can be
vulnerable to malicious attacks. Ramirez [44] mentioned three major security and privacy problems,
these are ubiquitous data collection, unexpected uses of data, and heightened security risks. Many
researchers [45,46] have studied RF fingerprint based wireless security system. Zhang et al. [47]
proposed a D2D communication security authentication process based on RF fingerprint identification.
The advantage of using fingerprint for security purpose is that fingerprint computes the inherent
hardware differences of the transmitter for identification, so this method cannot be completely
copied. Their simulation results show that when Signal to Noise Ratio (SNR) is higher than
8 dB, the device recognition rate is 100%. RF fingerprint can be used for positioning and security
purpose simultaneously.
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3.3. TOA Based Distance Determination

Generally, the time required for a signal to travel from one node to another is used to estimate
the distance between the nodes. According to our proposed method, a device would request another
device to exchange their position information, TOA of the same communication can be utilized to
measure the distance between them. A brief process of two-way time of arrival is illustrated in Figure 3.

Data Request Tx1

Data Indication Ty1

Data Request Ty2

Data Indication Tx2

MAC - X

DEVICE - X

RequestPropagation Delay Tt

Propagation Delay Tt

Turn-around Time Tz

Response

MAC - Y

DEVICE - Y

Figure 3. Two-way TOA diagram.

Two-way time of arrival is a ranging protocol [48], based on the reception of timestamp packets
distance between two devices can be estimated in the absence of time synchronization. Assuming the
propagation delays of the request and response frames are the same, the TOA and physical distance
between the two devices can be calculated as follows:

Tt =
(Tx2 − Tx1)− (Ty2 − Ty1)

2
(2)

dxy = Tt × c (3)

Here c is the speed of light. Akiyama et al. [49] proposed a method using a smartphone to
measure the TOA, employ modulated light with a signal for the time-of-flight short measurement, they
achieved positioning error of less than 10 mm. However, in an indoor environment, most connections
between devices are NLOS as the LOS paths are blocked by wall, ceiling, or furniture. The LOS path
is often mixed with multiple time-delayed NLOS paths. NLOS can degrade the D2D ranging since
they have significant positive biases which make the measured pair-wise distances much larger than
their actual values [50]. Some studies have focused on distinguishing NLOS connections from LOS
connections. An identification technique based on maximum likelihood estimation is described in [51].
By exploring physical layer information 95% LOS was identified in [52]. Cui et al. [34] showed how to
detected actual TOA from an NLOS / multipath channel from received signal energy. According to
them in a multipath channel with a low signal to noise ratio, some low energy level value may appear
before the maximum energy value. By setting a threshold value, actual TOA can be determined as
shown in Figure 4.
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Figure 4. TOA estimation based on the received signal energy.

3.4. Description of the Proposed Method: D2D Communication Assisted RF Fingerprint Positioning

A D2D communication underlying cellular network is considered as a key technique to alleviate
the exponential growth of user demands for high data rates, low power consumption, and spectrum
efficiency. In D2D communication, two devices under the proximity to each other can communicate
directly without passing through the Evolved Node B (eNB) (described in Section 3.2). Through direct
communication, a device would be able to exchange information with other devices, e.g., location,
quality of service, observe radio condition, etc. Information obtained from D2D communication
can be used to verify the location of the User Equipment (UE) to mitigate the erroneous position
information received from the fingerprinting method. Figure 5 shows the D2D communication assisted
fingerprint positioning method that we propose in this work. Let’s assume that, device A needs to
know its position. The eNB can provide device A’s position based on device A’s fingerprint. Due to
numerous factors that affect the strength of a radio signal, e.g., multi-path propagation, obstruction,
and temperature, the provided position information can be inaccurate. Device A can ask another
device B about B’s position, B can respond to A with B’s position information obtained from eNB.

TTTTTT

Device A

Device B

D
T

O
A

Fingerprint Coordinate - X2,Y2,Z2

Fingerprint Coordinate - X1,Y1,Z1

Dfingerprint
TTTTTTT

Figure 5. D2D communication assisted RF fingerprint positioning method.

From their communication, device A would be able to calculate the physical distance between
them by two procedures. Firstly, by signal’s time of arrival method (DTOA) secondly, from their
coordinate, that they received from eNB (Df ingerprint). If these two values are the same or very close,
then it can be supposed that the obtained position information from the fingerprinting method is
correct as the outcome of the fingerprint positioning is verified by another method. This process can
be repeated several times after a short time interval ΔT.
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δi = |DTOAi − Df ingerprinti
| (4)

Out of the several measurements i = 1, 2, ..., n device A can select fingerprint positioning response
from the eNB containing minimum error indicator (δ) to increase the positioning confidence. If device
A is unable to make a conclusive decision from the process, it should be satisfied with the position
information received from eNB. Figure 6 shows the flowchart of the proposed method.

In Figure 6, a UE with unknown position requests eNB for its location information, at the same
time it requests another device to send that device’s position. From these two devices multiple
inter-communication, UE can calculate error indicator (δ) several times according to Equation (4).
By accepting minimum δ containing response from eNB, UE can fine-tune its location information.
The main idea of our proposed method is to verify the fingerprint positioning response by TOA-based
distance in order to rectify the erroneous response of eNB. To increase the confidence level of
positioning the verification process (or communication with other devices) is repeated several times
within a short period, this process creates the advantage to select the best positioning response.
Generally, the motion of the human in an indoor environment is languid, so the change of position
in a few milliseconds does not put an observable effect. The number cooperation with other
devices depends on the user, each measurement increases the positioning calculation complexity
(see Section 4.6); therefore the amount of cooperation (δ calculation) should be kept low. We initialized
the δ cordiality, τ = 3 in the proposed Algorithm 1. Our algorithm works as follow:

eNB

   UE
DEVICE    

X    
 

E   

fingerprint fingerprint

position position

multiple location request

multiple location response

min  ?

TOA Measurement

Provide estimated position

UE's at unknown location

start process to
estimate UE's position

UE's gets a
reliable position

 

Figure 6. Flowchart of the proposed method.
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Algorithm 1 Output = D2D(τ = 3)

1: while cardinality of δ ≤ τ do
2: Step 1: UE with unknown location information sends a request to the eNB to know it’s location.
3: Step 2: The eNB responses UE’s request and send UE’s location according to the fingerprinting

method (see Section 3.1).
4: Step 3: UE sends a request to another nearby device to know other device’s location.
5: Step 4: Other device responses UE’s request and send it’s location information to the UE (Other

devices obtain their location from the eNB according to step 1–2).
6: Step 5: UE calculates the physical distance between UE and another device by two different

procedures, and calculates δ.
Step 5.1: Calculate distance by coordinate information obtained from the system through

RF fingerprinting.
Step 5.2: Calculate distance from TOA measurement (here TOA has been emulated by

true physical distance).
Step 5.3: Calculate δ.

7: end while

8: Fingerprint positioning response from the eNB containing the minimum δ value is selected as
UE’s position.

Collected fingerprints from the targeted area generally stored in the server located at under
the control of eNB. For D2D direct communication, responsibility data management and security
belong to the participated device, and this topic is under intensive research [53,54]. According to
our proposed method, only position information of other device is needed to be passed through the
D2D communication link. Such a small amount of information can easily be fit within 1 kilo bits
packet including address, header, encryption etc. To prevent the exploitation of the data devices
should communicate with other secured devices, with whom confidentiality, integrity, and privacy are
maintained under a common agreement.

4. Experiment and Results

This section introduces the evaluation setup, including the database description and shows the
main results derived from the evaluation of the proposed method and the effects of the D2D distance,
motion direction, amount of D2D measurements, among others.

4.1. Database Description

In this research article, we have used the Wi-Fi crowdsourced fingerprint database created
by a research group from Tampere University of Technology (TUT) [13]. The database and the
benchmarking software are distributed under the open-source MIT license and can be found on the EU
Zenodo repository [55]. The measurements were taken in a five-floor building in Tampere (23.85580◦ N,
61.44585◦ E), Finland. The five-floor building has a footprint of about 22,570 m2 (208 m × 108 m).
Total 4648 fingerprints were collected which were then split uniformly randomly 15% for the training
and 85% for the test purpose. Volunteer users installed the android application on their devices and
reported the correct location (based on a manual input on the map) to the server. The server stored
the location reported by the user, the time stamp, the device model, the MAC addresses of the heard
access points and the RSS from each AP. A local coordinate system e.g., (x, y, z) = (123.45, 14.71, 0) was
used instead of the global WGS84 commonly used in other applications. During the measurements,
a total of 991 AP were heard, the exact position of the APs was not known. Figure 7 shows the
fingerprint database.



Electronics 2019, 8, 97 11 of 20

0

3.7

El
ev

at
io

n 
- F

lo
or

 le
ve

l (
m

)

7.4

11.1

14.8

75
100

50
Y (m) 25 150 175

125100
X (m)

75500 250

fingerprint location

Figure 7. Visual representation of the reference fingerprints location. Fingerprints are colored according
to the elevation (floor level).

According to the benchmark result provided by the TUT research group, the mean 2D and
3D positioning errors of this database were in the order of 8–10 m in the best cases. They made it
deliberately challenging by keeping the training data very low, only 15% (i.e., 0.03 fingerprints/m2).
The fingerprints locations were recorded manually and accurately, so the physical distance between
fingerprints (in other senses, devices) according to the coordinate value are true. To the best of the
authors’ knowledge, this database or any other standard fingerprint database available on the internet
does not contain TOA information among the fingerprints. We have emulated true physical distance
among the fingerprints as TOA-based distance.

4.2. D2D Communication Assisted RF Fingerprint Positioning

From the test database, 1860 test fingerprints were chosen to evaluate the proposed method, since
all of them are not suitable for the experiment carried out in this work. Training database remained
unaltered, containing 697 fingerprints as in Zenodo repository. From several communications with
a secondary device (see Section 3.4) minimum δ containing coordinate were selected as the test
fingerprint’s position according to the proposed method. On the other hand, the traditional k-NN
method has been applied to compute the same test fingerprint’s coordinate to compare the effectiveness
of the proposed method. If the UE (the primary device that needs to know the position) is stationary,
then it can not get the benefit from the proposed method to select the best result out of several
options since it would experience the same positioning information all the time. UE needs to change
its positioning, but the other secondary devices can either be in motion or stationary. Figure 8
shows the comparison between our proposed method and the traditional fingerprint positioning
method. This comparison is based on the empirical Cumulative Distribution Function (CDF) of the
3D positioning error highlighting the median error (50%) and the spherical error (95%) as suggested
by the ISO18305:2018 standard for real-time locating systems [56], and the third quartile (75%) as
suggested by the EvAAL framework [57]. For this experiment, we considered two scenarios for the
behavior of the secondary devices: Motion and Stationary. Physical distance among the devices was
chosen randomly. CDF of 3D positioning error in Figure 8 shows that compared to the traditional
positioning method, our proposed method provides a significant amount of better accuracy. The mean
3D positioning accuracy through traditional method is 8.68 m, that is similar to the results provided
in [13]. Our proposed method managed to rectify the error and significantly reduce the mean 3D error.
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Figure 8. CDF of the positioning errors provided by the proposed method based on D2D
communications (motion and stationary scenario for the secondary devices) and traditional method
based on k-NN.

The results indicate that the proposed method provided better results if the other secondary
devices are stationary, with a mean 3D error of 5.34 m. Nonetheless, our proposed method also
provides good results, with a 5.59 m mean positioning accuracy, when the primary device exchanges
information with devices which are in motion. It is worth to highlight that the proposed method
prevents very large positioning errors. With the traditional method, almost 10% of operational samples
have a positioning error higher than 20 m, whereas the presence of such kind of errors is marginal
when D2D communications are considered.

4.3. D2D Distance Effect

To observe the effect of physical distance among the devices, in the proposed method three
distance ranges were set-up: (1) 1 to 10 m; (2) 11 to 20 m, and (3) 21 to 30 m. In both scenarios, motion
and stationary, the physical distance between UE and other devices did not put a significant impact.
Figure 9 shows that, regardless of the distance range (denoted by d) among the devices, the positioning
accuracy remains almost the same.
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Figure 9. Effect of physical distance among the devices in the proposed method shown as the CDF of
the positioning errors.
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Based on the outcomes of Figures 8 and 9, it can be stated that the accuracy level improves
significantly if the RF fingerprint positioning information is verified with a true value. Moreover,
some features of the reference device (distance, motion/stationary, etc.) do not affect the D2D
collaborative positioning.

4.4. Effect of Motion Direction

In an open space, it is highly likely that during the movement a user changes her/his direction.
Since the motion did not affect the positioning accuracy in the previous experiment, it indicates that the
moving direction might not have a significant effect on the proposed method. Effect of the change of
direction has been investigated in this experiment. Since different test fingerprint has different position
and orientation, it is impractical to maintain common axis reference for angle calculation. However,
since the database contains local coordinate, we used the origin point (XY = [0, 0]), UE coordinate,
and other devices coordinate to make a triangle and calculate the angle of motion. In Figure 10 it can
be seen that 351 test fingerprint (FP) took assistance from such devices which changed their course
between 0◦ to 30◦ angular direction resulted in a mean 6.12 m error.

307 test fingerprints communicated with other devices which were moving from 30◦ to 60◦ angle
caused 5.59 m mean error. 403 test fingerprints communicated with other devices which were moving
from 60◦ to 90◦ angle caused 5.42 m mean error. 276 test fingerprints communicated with other
devices which were moving from 90◦ to 120◦ angle caused 5.28 m mean error. 223 test fingerprints
communicated with other devices which were moving from 120◦ to 150◦ angle caused 5.84 m mean
error. 290 test fingerprints communicated with other devices which were moving from 150◦ to 180◦

angle caused 5.37 m mean error. From all the segments in Figure 10 it can be seen that the mean
positioning error is very close to the overall mean positioning error of the system, no particular
characteristic is observable due to the change of movement direction. However, the highest difference
in mean error is between the devices moving from 0◦ to 30◦ (6.12 m) and the devices moving from 90◦

to 120◦ (5.28 m).

Figure 10. Positioning accuracy based on other devices’ moving direction.

4.5. Amount of Measurements

D2D communication assisted positioning performances mentioned above are based on three
measurements, that means a device communicated with another device for three times. With the
purpose to check if the accuracy results are affected by the number of measurements considered, a test
considering up to seven measurements was carried out. Results are shown in Figure 11.

From Figure 11 it can be seen that four and five times measurement provides better accuracy
than that of baseline three times measurement. Six and seven times measurement between UE and
other devices provide even better accuracy. However, the computational load increases as the number
of considered references are included. There should be a trade-off between positioning accuracy
and the number of measurement to keep the calculation complexity and energy consumption as low
as possible.
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Figure 11. Effect of the increase on the amount of measurements in the proposed method shown as the
CDF of the positioning errors.

4.6. Processing Time vs. Performance

Compare to the traditional fingerprint positioning, D2D collaborative positioning takes much
longer processing time. The additional time is spent to communicate with other devices, acquiring
positioning information for own and other devices, and processing delay. The more cooperation,
the more processing time. Our laboratory computer was running on windows 8.1 operating system
with Intel core i-5 processor having 2.30 GHz clock speed and 8 GB RAM. Positioning program was
coded in Matlab 8.4 software. Figure 12 shows the relation between performance and processing time.

Figure 12. Processing time vs. performance (Instead of meter, positioning error has been expressed in
centimeter unit to make the figure more sensible where two scale -time and performance- come closer
to each other.).
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According to the traditional fingerprint method the recorded mean processing time was
103 millisecond (ms) per test fingerprint, that resulted in 8.68 m mean positioning error. On the
contrary, when the proposed method was applied, positioning error decreased but processing time
raised over 500 ms per test fingerprint. From Figure 12 it can be seen that processing time raised
around 520 ms but positioning error decreases to 559 cm (or 5.59 m) when UE starts to communicate
with other devices at least 3 times. Ascending trend of processing time and descending trend of
positioning error can be seen in Figure 12. A decision regarding optimal resource management can be
made based on this type of plotting.

4.7. Accuracy Limit

All the experiments in this paper were carried out over a public dataset which was collected by
means of crowdsourcing. In contrast to professional deployments with a dense radio map (small grid
and many training fingerprints), the density of training fingerprints in the selected database was not so
high only 0.03 fingerprints/m2. This low density might have contributed to degrading the positioning
accuracy. An additional experiment was carried out to compare the accuracy of the proposed D2D
method (best case) with respect to the maximum possible accuracy for the database. This maximum
accuracy is computed as the physical distance of the test fingerprint location with respect the nearest
training fingerprint’s location in the real-world (not RSS-space). Figure 13 shows the comparison
between the maximum accuracy limit of the database and the best-achieved accuracy through the
proposed method.

The best mean 3D positioning accuracy through the proposed method is 4.83 m while the
maximum mean accuracy limit for the database is 1.34 m. Apart from the unavoidable error,
our proposed method offers mean 3.50 m level accuracy for such a vast and complex indoor
environment which has strong merit.
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Figure 13. The accuracy limit in the proposed method shown as the CDF of the positioning errors.

4.8. Error Indicator

We further investigated the relationship between positioning error and error indicator δ (see
Equation (4)). The results of this analysis are shown in Table 1. No measurement was found containing
a value of δ equal to 0. From Table 1 it can be seen that when the value of δ increases, positioning error
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also increases. Therefore, δ can be used as an indicator, when UE experience high δ value it should
keep communicating with other devices in order to have better positioning result.

Table 1. Relationship between error indicator and positioning error.

Value of δ
Amount of

Test Fingerprints
Mean 3D

Positioning Error

<0.5 m 575 3.92 m
0.5 m to <1 m 360 4.61 m
1 m to <2 m 450 4.73 m
2 m to <3 m 197 5.29 m
3 m to <4 m 120 5.86 m
4 m to <5 m 65 6.53 m

>5 m 93 8.20 m

4.9. Successful Floor Detection

Finally, we checked the successful floor detection rate. In Figure 14 it can be seen compare to
the traditional method, our proposed method shows slightly better correct floor detection rate with
94.46%. Although the absolute increase of performance (as successful floor detection rate) has been
just 1.45% with respect to the traditional method, the relative floor detection error has been reduced in
a 20% (from 6.99% to 5.45%). While all the benchmark results for correct floor detection rate were in
between 85% to 92% in the previous study [13].

Figure 14. Floor detection rate (%) of the traditional fingerprinting and D2D-based proposed methods.

5. Conclusions

This paper mainly focused on the advantage of using D2D communication features in the RF
fingerprint positioning method. Experiments were done on a dedicated RF fingerprint database where
the measurement was very accurate and reflected all most all the real world aspects. Since the database
does not contain TOA information we had to emulate that by true physical distance, and that has been
supported by the proper literature. The main contribution of this paper is to invent a procedure to
verify the RF fingerprint positioning information with true value in order to eliminate noisy answer
from the system. Through the proposed method about 44% better mean 3D positioning accuracy
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was achieved. Positioning accuracy for the different D2D communication scenario was evaluated.
It has been observed that motion and distance among the devices do not hamper the proposed idea.
Moreover, according to the presented results, it seems that the motion direction has not a huge impact
on the system accuracy. However, by increasing the amount of measurement better accuracy can be
achieved, i.e., better results can be obtained by using more measurements between the two devices.
Although increasing the number of measurements from three to seven reduces the positioning error in
around a 13% (from 5.59 m to 4.83 m), this increase is at the expense of increasing the computational
burden around a 40% (from 520 ms to 720 ms). If the accuracy and the computational burden are
balanced, the optimal number of measurements is between 3 and 4.

Apart from TOA, the true physical distance among the devices can be measured by sound,
infrared light, camera flash, the signal strength of D2D communication, etc. In the future, we shall
try to transfer the calculation burden to the eNB side. Instead of D2D distance, we will explore the
UE-eNB true distance, which can also be used to verify the RF fingerprint positioning output. Finally,
as further work, we will consider to include power consumption restrictions in the indoor positioning
systems due to the rising interest in developing more energy-efficient protocols and algorithms to
reduce their economic and environmental impact and promote Green Communications.
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Abstract—Radio Frequency (RF) fingerprinting-based localiza-
tion has become a research interest due to its minimum hard-
ware requirement and satisfiable positioning accuracy. However,
despite the significant attention this topic has gained, most of the
research focused on the calculation of position estimates. In this
paper, we propose a simple and novel method that can be used
as an indicator of fingerprinting positioning error. The method is
based on cluster radius evaluation of multiple fingerprinting data
during the test phase, which can be used by a Location Based
Service (LBS) provider to predict the user position estimation
accuracy. This method can be used effectively in real-time to
predict the estimation error and thereby assists the LBS to offer
a better quality of service. The cluster radius also reveals the
quality of the recorded radio map.

Index Terms—RF Fingerprinting, Indoor positioning, Crowd-
sourcing, KNN, Log-Gaussian probability, Weighted-Centroid.

I. INTRODUCTION

The propagation of radio signals in an indoor environment

is unpredictable due to the presence of people and movable

obstacles which create reflections, refractions, and multi-

path interference that impair the radio signal based precise

positioning. Besides, there is no alternative system to

verify the RF fingerprint (from now on, fingerprint) based

positioning performance since GNSS does not perform well

enough in the indoor area. However, there are many situations

where precise location information is highly needed. So

knowing the positioning accuracy is crucial for many modern

days services and applications. End users could be informed

about the estimated position error to avoid frustration in

case the system gives wrong position information. Moreover,

service providers could adopt a new strategy to achieve a

higher service quality if the error can be predicted in advance.

For an efficient error prediction, knowing the possible

sources of error is essential. Some studies reported that

the coverage gap between the training and testing phase is

the source of a significant amount of error [1], [2]. In the

crowdsourcing data collection process, ordinary users collect

location fingerprints by installing a particular application

on their mobile devices. Generally, the contributors to a

crowdsourced database, work independently in a freestyle

manner. Therefore, it is highly likely that data collectors

would cover some area multiple times or they may not visit

some other areas at all, this may lead to creating an unbalance

radio map of a geographical area. As a result, in the radio

map, some areas would be covered by a large number of

training data, whereas some other areas may contain less

amount of fingerprints. A large amount of training fingerprints

often increases the positioning accuracy, but it would occupy

the more memory, increases the calculation complexity,

rises user positioning time, and in some cases degrades the

positioning accuracy [3]. So, an optimal amount of training

data is desirable which will reduce the coverage gap as well

as increase the positioning accuracy.

In this paper, we investigated on two issues: i) how to

predict positioning error ii) how to detect a unbalance radio

map. Our study would help to predict the positioning error,

finding out the coverage gap, decision of adding new training

data on the radio map and choosing the right positioning

method based on the quality of the training database.

Fingerprint data from a five-storey university building of

Tampere University of Technology (TUT) has been used

in our study, that reflects almost every aspects real-world

scenario. Four different positioning approaches have been

applied to check the effectiveness of the study.

This paper is organized as follows: Section II describes the

related works. Information regarding fingerprint database has

been stated in Section III. Section IV contains the descriptions

of different fingerprinting positioning approach. Section V

includes the proposed method and experiment results followed

by a conclusion in Section VI.

II. RELATED WORK

Compare to position calculation and improvement studies,

less attention has been paid on the error prediction strategy.

In [4] authors showed that strong Received Signal Strength

(RSS) in a fingerprint increase the probability of containing

more accurate information compare to the weaker ones, they

used strong signal strength feature as a positioning accuracy

indicator. In [5] error was predicted by a set of the best

estimates. The error indicator was calculated from the average

distance between the position of the best estimate and all the

other better estimates. The paper [6] proposes a mechanism to

predict the positioning error by investigating the relationship

between spatial distance and radio signal distance. In [7]

the uncertainty of a fingerprinting localization was predicted978-1-7281-1788-1/19/$31.00 © 2019 IEEE
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by relating the location error with the conditional entropy

in the location posterior probability distribution. Gaussian

distribution based indicators were studied in [8], [9]. Recently

a positioning error prediction technique based on the device-

to-device communication protocol has been proposed in [10].

Most of the previous works rely on signal strength information

or other devices to predict the positioning error. However,

our approach is self-dependent, it predicts the positioning

error based on cluster radius evaluation of a few fingerprints.

Unlike some previous works, it does not require any deep

mathematical calculation or searching for strong RSS values to

predict the error. Our proposed method also helps to evaluate

the quality of the training data.

III. DATABASE DESCRIPTION

Crowdsourced fingerprints collected by the research group

of the TUT have been used in this paper. The database and the

benchmarking software are distributed under the open-source

MIT license and can be found on the Zenodo repository

[11]. It is a general-purpose open-access repository developed

under the European OpenAIRE program. It allows researchers

to deposit data sets, research software, reports, and any other

research related digital artifacts. The measurements were

taken in a five-storey university building in Tampere, Finland.

The building has a footprint of about 22,570m2 (208 m x 108

m). Total 4648 fingerprints were collected which were then

split uniformly randomly 15% for the training and 85% for

the test purpose. A total of twenty-one android devices with

an identical application were used by a group of student to

collect the fingerprints. The contributors reported the location

based on a manual input on the map to the server. The server

stored the time stamp, the device model, the MAC addresses

of the heard access points (AP), the RSS from each AP,

and the location reported by the user. A local coordinate

system, e.g., (x, y, z) = (123.45, 14.71, 0) was used instead

of the global WGS84 commonly used in other applications.

During the measurements, a total of 991 AP were heard, the

exact position of the APs was not known. Fig. 1 shows the

fingerprint database.

IV. POSITIONING APPROACHES

A. Log-Gaussian Probability (LGP)

Log-Gaussian probability works by computing a Gaussian

likelihood function ιi for all the training fingerprints with

respect to the test fingerprint [12], [13]. If the commonly heard

AP’(Nap) RSS set for the test fingerprint is Qk, and for the

training fingerprint Pî,k. Then ιi can be calculated

ιi =

Nap∑
k=1

log

⎛
⎜⎝ 1√

2πσ2
ap

exp

⎛
⎜⎝−

(
Qk − Pî,k

)2

2σ2
ap

⎞
⎟⎠

⎞
⎟⎠ (1)

Here σap is a noise variance that represents both shadowing

and measurement error effects. The location of the training

fingerprint with the highest ιi is selected as the position of
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Fig. 1: Visual representation of the fingerprints location.

the test fingerprint. We have used σap = 7 in our study to

maintain consistency with other studies [14].

B. Weighted Centroid (WC)

The position of the test fingerprint in the weighted centroid

approach is computed as the weighted average of the positions

of APs recorded in the fingerprint [15], [16]. Denoting the

set of all hearable access point by the device by APh.

The weighted centroid-based estimate of test coordinates is

computed as

Pi(x, y, z) =

∑n
j=1 (wij ×APhj(x, y, z))∑n

j=1 wij
(2)

Where n is the size of the set APh, and w is the weight

function. In our experiment we used w = 10rss/10 to calculate

the weight metric. The position of the APs are not given in

the database, therefore at first, we had to estimate the position

of the APs. According to the same concept of Eq. 2 instead

of fingerprint’s position, APs positions were calculated. The

positions of the fingerprints from where an AP was heard,

were used to estimate the position of that AP.

C. Universitat Jaume I (UJI)

The research group of Universitat Jaume I (UJI) uses the

KNN classifier, but their data representation is different. Gen-

erally, RSS is expressed in negative dB unit, but some distance

and similarity measures do not allow the use of negative value.

They proposed to use three alternatives to represent the RSS

in positive value [17]. At first, minimum possible RSS for an

AP is obtained, if i represents the AP in the x fingerprint than

Positivei(x) = RSSi −min (3)

Exponentiali(x) =
exp(positive(x)α )

exp(−min
α )

(4)

powedi(x) =
(positivei(x))

β

(−min)β
(5)
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The denominator constant (α) was set to 24 and the ex-

ponent (β) was set to the mathematical constant e. In this

paper we choose to use Eq. 3, with Sorensen distance measure.

Non-heard AP’s RSS was set to -103 dB. Sorensen distance

between two RSS vectors (P,Q) can be calculated as:

distancesorensen(P,Q) =

∑n
i=1 |Pi −Qi|∑n
i=1(Pi +Qi)

(6)

n represent the length of the RSS vectors.

D. K-Nearest Neighbor (KNN)

KNN approach is also known as a distance-based clas-

sifier that classifies instances based on their similarity. In

order to satisfy the acceptable localization accuracy with low

computation effort, KNN has been used for fingerprinting

positioning by many researchers [18], [19]. In this approach,

signal distances between the test fingerprint and each training

fingerprint are calculated. Than for K = 1, the lowest signal

distance containing training fingerprint’s location is given as

the estimated location of test fingerprint. We have used Eu-

clidean distance in this approach since it is the most commonly

used distance measure used in the current literature. If P and Q
are two RSS vectors having n length, then their signal distance

is:

distanceeuclidean(P,Q) = 2

√√√√
n∑

i=1

(Pi −Qi)
2

(7)

V. METHOD AND EXPERIMENTS

A. Method Explanation

In the fingerprinting method, there are two types of

fingerprint data, training fingerprint, and test fingerprint.

Training fingerprint contains RSS values from multiple APs,

and location information where test fingerprints consist of

only RSS values. The geographical location from where a

fingerprint is recorded is called as the true or real position

of that fingerprint. On the other hand, a test fingerprint

contains only RSS values, the position which is calculated

from the RSS values of a test fingerprint is known as the

estimated position of that test fingerprint. The main idea

behind our method is, if multiple spatially adjacent test

fingerprints reveal nearly the same estimated positions such

as all the estimation positions are close to each other, then

it can be said that the estimated position is correct since

the calculated position is cross-checked multiple times. If

test fingerprints from a closely located area do not show

estimated position similarity, then it can be assumed that there

is some positioning error. A positioning error is calculated

between the real and estimated position of that test fingerprint.

Fig. 2 demonstrates the proposed concept. The black star

marks represent the real positions of four test fingerprints

forming a cluster. This cluster’s radius is called real positions

cluster radius (rreal), whereas the red star marks show their

corresponding estimated positions in three different scenarios,

forming three different clusters with radius rest1, rest2, and

Fig. 2: Conceptual positions of four fingerprints.

rest3 respectively. Here the radius of a cluster is calculated

as the distance between its centroid and furthest position of

the fingerprints.

As we can see from Fig. 2, in the first and second scenarios

rest1 < rreal and rest2 ≈ rreal, if the value of rreal is small,

the differences between the real and estimated positions will

not be significantly high. The estimated positions may not

be exactly equal to the real locations but close enough. In

these two scenarios, to have a large scale positioning error,

all of these fingerprints’ estimated positions need to be nearly

equally wrong at a time, that is very unlikely because different

test fingerprints contain different RSS values. However, in

scenario 3, rest3 > rreal implies that estimated positions are

quite far from the real locations, that is the most common

scenario in fingerprinting positioning. If the estimated position

cluster radius ( rest ) is greater than the real position cluster

radius then it can be inferred that the additional space has been

occurred due to the presence of error and there is a relation

between rreal and rest in terms of positioning error (pe). It

was found that compared to rreal, the larger the rest the more

pe is. They approximately show the following relation:

pe ∝
rest
rreal

(8)

To be confirmed that the test fingerprints are spatially close

to each other and there is a less probability of having physical

obstacle among them rreal should be low, e.g., 1~2 meters.
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Obstacle inside the test cluster may put a significant effect on

the radio condition of that area, which may lead to having

massive RSS anomaly among the fingerprints; subsequently,

test fingerprints of the cluster may show inconsistency in esti-

mated position performance. On the other hand, if there are no

changes in RSS values among the test fingerprints of a cluster,

then all of them may reveal the same estimated location.

Therefore, there should be little spatial distance among the

test fingerprints within a test cluster to have low-level RSS

variation. Several studies have shown that for separation of

one-meter between two fingerprints creates on average 3~5

dB of RSS deviation [20], [21]. The average walking speed

of a human is approximately 1.4m/s. During the position

estimation phase, for a moving device, if the system collects

few test fingerprints from the user’s device for a shorter period

(e.g., 1~3 seconds) or a stationary user goes through a simple

calibration process by walking few steps around to send a

few test samples to the system, then most likely these test

samples are spatially close to each other which leads to a

small rreal value. We have observed that in most of the cases

rest larger than rreal, mainly because of the change of radio

signal obstruction pattern between training and testing phase,

and due to insignificant training data [2]. Since rreal will

constantly be maintained a small value (1~2 meters), from

different experimental results with varying training dataset, it

was found that the mean positioning error of multiple test

fingerprints bears a relation with the cluster radius formed by

their estimated positions. This relation can be approximately

stated as follows:

pe ∝ rest (9)

From the Eq. 9, it can be seen that the estimated position

cluster radius indicates the positioning error of test fingerprints

even without the real positions.

B. Experiment Result

From the test database, 2980 test fingerprints out of 3951

were chosen to evaluate the experiment, since all of them

are not suitable for the experiments carried out in this work,

e.g., some of them had not enough neighbors within short

range. Training database remained unaltered, containing

697 fingerprints (15% of the whole database) as in Zenodo

repository [11]. We selected four range groups (in meter), i.e.,

0 to < 5, 5 to < 10, 10 to < 15, and ≥ 15 for rest to express a

statistically meaningful relation of rest with pe. The value of

rreal was set to 2m. Each test cluster was comprised of 3 to 5

test fingerprints (TFP). Fig. 3 shows that when rest increases

the mean 3D positioning error also increases through all the

four positioning approaches. Clusters of 1237 test fingerprints

resulted within 0 to <5 meters range, through KNN and UJI

approach their mean pe was slightly above 5m, but LGP and

WC showed worse performance with around 9m accuracy.

pe was escalated by 978 test fingerprints whose rest were

5 to <10 meters range. The inclined trend of pe continues

with an increase of rest till the end, regardless of the applied
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Fig. 3: Relation between positioning error (pe) and estimated

position cluster radius (rest).

positioning approach. Worst positioning performance was

shown by the test fingerprints having the rest more than

or equal 15m. So we can see when rest increases pe also

increases. By observing the estimated position cluster radius,

the positioning error can be predicted.

The experiment showed how to predict the positioning error.

Many factors may have contributed on pe, e.g., obstruction,

coverage gap, erroneous information in the fingerprint, and

device diversity effect, etc. The rreal value was only 2m.

Therefore there is less probability of having obstacles inside

the cluster. Device diversity effect in crowdsourced fingerprint

database does not affect in a large scale [22]. A dedicated

application was used to collect the fingerprints, and the

coordinates were selected manually. According to the TUT

research group, there could be an average 0.5m error in

location coordinate in the collected data [11]. So apparently a

significant portion of the error occurred due to the coverage

gap. That means that during the data collection process,

contributors did not cover all the area equally. That might

lead to an unbalanced radio map, subsequently an unstable

positioning performance. Moreover, one can also argue that

the amount of training data was inadequate ( only 15% of the

whole database ), a high densely training database may show

a different scenario. In the following experiment, the amount

of training data has been increased. Our focus is to find out

the optimal amount of training data for better positioning

accuracy. More specifically, the relation between rest and

training data. Based on this relation, the system would be able

to decide whether to accept or ignore any reported fingerprint

in an automatic crowdsourcing process.

The unused 971 test fingerprints (3951-2980) from the

first experiment have been shifted to the training database
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(a) Performance of 1st test data group (1237 fingerprints) (b) Performance of 2nd test data group (978 fingerprints)

(c) Performance of 3rd test data group (467 fingerprints) (d) Performance of 4th test data group (208 fingerprints)

Fig. 4: Comparison of the positioning performance for high and low amount of training data.

to increase the amount of training data. In the previous

experiment, there were four groups of test data according

to rest range, containing 1237, 978, 467, and 208 test

fingerprints. For simplicity, we call them 1st, 2nd, 3rd, and

4th test data group, respectively. One test data group does not

affect another. Therefore, at the time of one test data group’s

positioning estimation, other test data groups can also be a

part of the training data. Thus the amount of training data

were raised to 60% of the whole database.

Solid lines in Fig. 4(a-d) express Cumulative Distribution

Function (CDF) of pe for the first experiment (less amount of

training data, 15% of the whole database), while dashed lines

show the CDF of pe for the larger amount of training data

(60% of the whole database). In Fig. 4(a-d) solid lines show

that with an increase of rest range (1st group to 4th group)

positioning performance degrades sharply regardless of the

applied positioning approach. A larger amount of training data

helps to improve performance (dashed line). Each positioning

approach in Fig. 4(d) experienced dramatic improvement with

more training data, Fig. 4(c) and Fig. 4(b) also reveals the same

trend. However, in Fig. 4(a), WC’s performance degraded, no

significant changes for KNN and UJI. LGP improved a bit, but

previously it had very week performance. The explanation for

the worthless improvement with high densely training data in

Fig. 4(a) could be, the radio map was already saturated (lower

rest indicates that phenomena). More training data did not

bring any significant improvement. Based on this experiment

result, it can be said that rest also indicates the quality of

training data.

Since the increase of training data affects the positioning

performance, we further checked how it does affect rest. From

Fig. 5 it can be seen that, mean rest declined when the amount

of training data is increased in all the range group except first
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one. The first group had already a decent amount of effective

training data. Therefore, the addition of more training point

did not improve the rest; subsequently, the positioning perfor-

mance also did not progress (see Fig. 4(a)). However, in the

rest other range groups previously with higher rest value hints

that quality of the training data is not satisfactory. When more

training data was added for those group, the rest decreased.

As a result, positioning accuracy improved significantly (see

Fig. 4(b-d)). Exact numerical relation between rest and the

optimal amount of training data varies depending on the test

bed, but the experimental result proves that they are correlated.

An adequate amount of training data would set a low level of

rest value (e.g., 3~5 meters). During the design phase based

on rest value, a system could be able to set an optimal amount

of training data to achieve the best performance.

VI. CONCLUSION

In this paper, the positioning error prediction, and training

database evaluation technique in RF fingerprinting method

have been discussed. It has been found that few spatially

adjacent fingerprints’ estimated position cluster radius indi-

cates the magnitude of the error. The radius also demonstrates

the quality of the recorded radio map. Use of real fingerprint

data from a large three-dimensional area and four different

positioning approaches in the experiments have validated the

effectiveness of the proposed techniques. Findings of this

study are very simple to implement and would help to make

many kinds of effective decisions to improve the quality of

fingerprinting positioning. The main limitation of our proposed

method is, the user’s position needs to be slightly changed

while the positioning request is being made. If the user remains

stationary, then a positioning request for an identical finger-

print will be made several times, that limit the effectiveness

of the proposed method. In our future studies, we shall work

to eliminate this limitation.
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Abstract: In recent times, Received Signal Strength (RSS)-based Wi-Fi fingerprinting localization has
become one of the most promising techniques for indoor localization. The primary aim of RSS is
to check the quality of the signal to determine the coverage and the quality of service. Therefore,
fine-resolution RSS is needed, which is generally expressed by 1-dBm granularity. However, we found
that, for fingerprinting localization, fine-granular RSS is unnecessary. A coarse-granular RSS can yield
the same positioning accuracy. In this paper, we propose quantization for only the effective portion of
the signal strength for fingerprinting localization. We found that, if a quantized RSS fingerprint can
carry the major characteristics of a radio environment, it is sufficient for localization. Five publicly
open fingerprinting databases with four different quantization strategies were used to evaluate the
study. The proposed method can help to simplify the hardware configuration, enhance security,
and save approximately 40–60% storage space and data traffic.

Keywords: fingerprinting; quantization; indoor positioning

1. Introduction and Motivation

Positioning is an important part of our daily life. Essential services, e.g., navigation, health care,
personnel management, and emergency rescue, require localization information to work effectively.
The predominant localization technology (e.g., GPS and Galileo) using satellite signals has solved most
of the outdoor positioning-related problems. However, the satellite-based positioning in indoor is
severely degraded due to the blockage of the satellite signals by the obstacles. Therefore, alternative
indoor localization technologies have been recently developed using optic [1], ultra-sound [2],
dead reckoning [3], ultra-wideband [4], RFID [5], visible Light [6], and Bluetooth technology [7].
Most of them are based on communications technologies and require the deployment of additional
hardware components in the environment to work effectively. Dead reckoning is only able to provide
relative positioning (displacement from the origin) and needs a secondary technology to support
absolute positioning and reduce the error drift. However, Wi-Fi fingerprinting localization has become
a very promising and competitive technical solution for indoor positioning systems for its cost-effective
high precision performance [8] for either smartphone [9,10] or autonomous vehicle [11,12] applications.

Wi-Fi fingerprinting localization is a technique that uses RSS measurement to perform localization
tasks. RSS is easy to obtain with the current Wi-Fi interfaces without requiring any additional
hardware. Moreover, unlike Channel State Information (CSI)-based techniques [13], it is not restricted
to a particular LAN card and operating system. Therefore, RSS-based positioning has attracted
considerable attention from researchers [14–16]. RSS is a measurement of the strength of a radio signal
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that performed at the receiver end. In a wireless network, RSS from different Access Points (AP)
creates a unique pattern for a geographical area, which is called Wi-Fi fingerprint. It is assumed that
a fingerprint from a recording point remains unique for that location. Therefore, fingerprints can
be used to retrieve the location. Generally, the RSS values are expressed in dBm unit with 1-dBm
granularity. The main aim of RSS is to check the signal quality for evaluating the coverage and the
quality of service; therefore, fine-granular RSS is needed. However, in fingerprinting positioning
along with RSS values, reference AP labels are also recorded. Since a fingerprint has many reference
AP, instead of fine-granular RSS, coarse-granular RSS could be able to provide the same positioning
accuracy. Moreover, storing, exchanging, and processing raw RSS value can occupy a considerable
amount of memory [17,18], as well as be a potential threat to user’s location privacy [19,20]. In this
case, a quantization method can be useful.

Quantization is the process of mapping a set of values to a particular value. It is inherent,
for instance, in analog-to-digital converters and it has been widely studied in different positioning
technologies [18,21–25]. In Wi-Fi fingerprinting, at the receiver end, a sensor captures the energy of a
signal transmitted by the AP. This signal strength is a continuous number and fluctuates over time.
For making sense out of it and for different kinds of signal processing, e.g., quality checking, ranging,
and positioning, the signal power needs to be divided and expressed by a set of finite numbers,
which is called quantization. The output (l) of a quantization depends on the used bit number. If n bits
are used, the total output would be

l = 2n (1)

Figure 1 shows an example of linear quantization.
Pmax and Pmin are the maximum and minimum power of a signal. In Figure 1, we can see

each quantized level shares a range of input power. Typically, the strength of a Wi-Fi signal is in
between 1 and 10−10 mW. Through the quantization process, a large range of Pmax and Pmin can
be scale down to a smaller set of numbers, where the granularity of output level depends on the
used bit number. Figure 1 shows that more bits lead to finer output levels, while fewer bits lead to
coarser output levels. The IEEE 802.11-2012 standard recommends to quantized the received signal
power in the range of 0 to ≤ 8 bits, where the output levels are called Received Signal Strength
Indicator (RSSI) [26]. However, quantization is implementation-dependent and done in a proprietary
manner by different manufacturers. Pmax, Pmin, and applied bit number vary from manufacturer to
manufacturer, which may contribute to the device heterogeneity problem, along with some other
heterogeneity contributors such as the design of the antenna, and antenna orientation. Moreover,
some manufacturers express the quantized value of receives power (e.g., 0,1,2,. . . ,N) where some other
provides RSS directly in dBm unit (e.g., −30 or −40) [27]. This makes a great confusion between RSS
and RSSI. However, solving this confusion is out of the aim of this paper. More information regarding
the relationship between RSS and RSSI can be found in [26–28].

Generally, in dBm unit, RSS values are in the range of 0 to −100 dBm, and expressed by 1-dBm
granularity [29]. To express these 101 levels, at least 7 bits are needed. Some studies showed that,
instead of this fine-granular RSS, coarse-granular or fewer-bit quantized RSS could provide the same
positioning accuracy [17,18,30]. However, most of the simulation-based previous studies investigated
the quantization effect on Wireless Sensor Networks (WSN) or Distributed Sensor Networks (DSN).
RSS quantization in the Wi-Fi network focusing the fingerprinting positioning purpose has not been
studied enough. Why coarse-granular RSS or reduced-bit quantization can provide the same amount
of positioning accuracy is not investigated yet. In the real scenario, vast numbers of AP, different
mobile devices, and obstacles can have a great impact on quantization. Lack of thorough investigation
of RSS quantization on real data motivated us to conduct this research. The main contributions of this
study are followings:

• We thoroughly investigated the usefulness of reduction bit quantization considering why it can
perform the same positioning accuracy as that of traditional RSS.
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• Reduction bit quantization also reduces the data size. We investigated how much disk space and
network traffic can be saved if reduced-bit quantization were used.

• We analyzed the RSS quantization effect on five different publicly open fingerprinting databases.
Our findings are coherent and reflect all the real-life scenarios.
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Figure 1. RSS quantization concept.

The remaining of this paper is organized as follows. Section 2 introduces a review of the works
related the quantization. Section 3 describes the fingerprinting databases and explains the method.
Section 4 is devoted to the different kinds of experiments and results. In Section 5, we discuss
the findings and observations. Section 6 presents the conclusions and draws the research lines for
further work.

2. Related Work

Since the primary purpose of RSS is not localization, only a few works have been done on the
technical aspect of RSS (i.e., quantization) focusing on the localization, especially in the Wi-Fi network.
This section reviews the existing works that address different aspects of signal strength quantization.

Bahl and Padmanabhan introduced RADAR, the first indoor positioning system based on k-NN for
Wi-Fi fingerprinting in 2000 [31]. Although some k-NN variants [32–35] and other advanced methods,
e.g., probabilistic models [36,37] or SVM-based [38], have also been applied with fingerprinting,
we focus on the simple k-NN model as it is still widely used nowadays [39–43].

Jarvinen et al. [44] proposed RSS quantization to secure two-party computation (STPC) to preserve
the privacy in fingerprint-based positioning. Their proposal decreases the overhead of STPC evaluation.
They implemented an approximately 500 times faster privacy-preserving indoor localization protocol
using quantized RSS. They observed that a 50 % reduction on quantized bits has around 5% impact on
the accuracy of localization.

Nguyen et al. [45] observed that, in a WSN at the outdoor environment, the quantized scheme
performed more stably and had smaller errors compared to the indoor space; this is because the
wireless signals in the indoor environment suffered from multi-path and reflection effects from walls
and obstacles. Both RSS and angle of arrival measurement were used in their study. They mentioned
that, after a certain number of quantization levels, positioning accuracy does not improve.

Ababneh [46] mentioned that in a distributed sensor network (DNS) the localization error becomes
highly dependent on the total number of bits and the pattern of the distribution of the sensors,
especially when the number of bits allowed is relatively small. He proposed two novel low-complexity
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bit allocation algorithms to solve optimal computational complexity. The simulation results show a
significant reduction in computational complexity.

Richter et al. [17] studied the effects of the RSS quantization, focusing privacy-preserving.
According to them, quantized RSS is beneficial to create ciphertext for encrypting purpose. Therefore,
quantization can be an excellent tool for privacy preservation. Their non-uniform 4-bit quantization
yields the same positioning accuracy as that of the unquantized system.

Nui et al. [47] performed a comparative study on location estimator in WSNs, based on
quantized data, and compared it with localization approaches using analog data. They suggested that,
to reduce communication costs, and sensor power consumption, local sensors should send quantized
measurements to the fusion center. The simulation experiment showed that the positioning precision
loss due to quantization reduces as the number of bits increases, which is almost negligible when 6 bits
are used.

Li et al. [48] proposed quantized received signal strength-based target localization method to
save energy and communication bandwidth in WSN. Their proposed algorithm, firstly, combines the
particle swarm optimization (PSO) with their proposed formula to generate a fixed set of thresholds
and then uses those to quantize the measured RSS. Based on the obtained quantized RSS data, PSO and
optimized algorithms are used for accurate and efficient positioning.

Gao et al. [30] showed that, in fingerprinting positioning, the full resolution RSSI measurements
are unnecessary. According to them, raw RSSI are noisy, exhibit a high degree of variability, and occupy
a massive amount of memory. In their study, through a non-uniform quantization process, it was
possible to reduce the RSSI data volume by approximately 72% without compromising the localization
accuracy, while the positioning accuracy was around 2 m.

Torres-Sospedra and Moreira [49] analyzed the sources of very large positioning errors.
They identified that the representation of the received signal strength as an integer value, which can be
seen as a first quantization added to all RSSI measurements, added some uncertainty to the reference
fingerprints, especially if the distance between the AP and the receiver is moderate or high. Depending
on the AP distribution, which in most scenarios were deployed for communication purposes, and the
noise level in the RSSI measurements, there can be some large areas in the operational environment
where the collected fingerprints are similar. Thus, the fingerprint methods cannot properly operate or
provide accurate position estimations on them.

Mizmizi and Reggiani [18] showed that the computational complexity could be limited by
adapting the RSSI quantization. Their simulation of WSN contained many beacons over a limited
squared area on a single floor with a two-dimensional coordinate system. They observed that there is
an optimal quantization level number, over which positioning accuracy cannot be improved without
increasing the number of beacons. However, if the quality of the RSSI measurements increases, then it
is possible to reduce the number of quantization levels at the same performance. The exact meaning of
the “quality of the RSSI” was not mentioned.

Shi et al. [50] studied the relationship among quantization level, network configuration
parameters, and the lower bound of the positioning error based on the quantized RSSI in WSN.
Their simulation suggests that localization error variance cannot be improved by only increasing the
quantization level after a particular value; this is due to the noise in the RSSI readings. When the
quantized RSSI value interval is comparable to the noise, increasing the quantization level becomes
less useful.

Krishnamachari [51] showed a positioning performance analysis by using Cramér–Rao bound
(CRB). He mentioned that 3 bits of RSS quantization in WSN suffices to give a lower bound that is very
close to best possible.

Patwari and Hero [52] used the Cramer–Rao Bound (CRB) to compare the minimal attainable
variances of unbiased sensor location estimators in WSN. They considered that RSS measurements are
always going to be quantized while an analog-to-digital converter converts it. If there are many levels,
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then the effect of the quantization is minimal. According to them, 3 bits of quantization are sufficient
for an RSS-based positioning system.

Most of the previous works were done in WSN or DSN. According to our best knowledge,
only two studies were done on RSS quantization in the Wi-Fi network focusing on user’s privacy
preservation [17,44]. In general, the RSS quantization effect in the Wi-Fi network has not been
studied enough. Moreover, simulation results of the previous studies may not reflect all the
aspects of a real-world scenario. This study focused on a step-by-step investigation of the
quantization process on five different publicly open databases by four different quantization strategies.
Furthermore, we considered applying quantization on the absolute signal energy level, which is
a novel contribution to the Wi-Fi fingerprinting localization. Finally, the quantization of RSS
measurements in fingerprinting has usually been applied to reduce the radio map size and optimize
the computation of fingerprint-based methods. However, quantization only partially reduces
the complexity of fingerprinting as the number of APs and reference fingerprints are not altered.
Other relevant works that have focused on reducing the radio map include a focus on removing
useless APs from the radio map [53], applying unsupervised learning to cluster/split the radio
map [33,38,54,55], using radio-signal propagation knowledge to filter fingerprints out the radio-map
[34,56–58], combining clustering with RSSI-based rules [59], and, even, reducing on-the-fly the
reference samples and APs of the radio map [60]. In this study, we focused on the nominal case
where no other optimizations have been performed. This ensures that the study reflects the benefits of
quantization without the interference of other approaches, such as advanced fingerprint models or
optimization rules.

3. Materials and Methods

In this section, we describe fingerprinting databases and the RSS quantization process.

3.1. Database Description

Five publicly open fingerprinting databases were used in this research. The first one is from the
University of Jaume I, Spain. The author presented their work at the 2014 International Conference on
Indoor Positioning and Indoor Navigation conference; the name of this database is UJIIndoorLoc [61].
The second one is from the Tampere University of Technology (TUT) Finland; we named it as TUT
database [62]. The third database was collected by the research group of the University of Minho,
Portugal, and is called Minho database [63]. The name of the next database is Mannheim. It was
collected by the research group from the University of Mannheim, Germany [64]. The final database
was collected from a library building of the University of Jaume I, which is different from the first
database; we call it the Library database [65]. Short descriptions and comparison of these databases
are discussed below.

3.1.1. UJIIndoorLoc Database

This multi-building, multi-floor localization database is the first publicly available Wi-Fi
fingerprinting database created by the researchers from the University of Jaume I, Spain. Twenty users
and 25 devices were deployed to collect the fingerprinting data from 3 buildings with 4 or 5 floors
depending on the building. Two Android applications were used to create the database. In total,
this database contains 21,049 samples. Apart from the RSS and location information, features such
as BuildingID, FloorID, UserID, and timestamp are given for each sample. The location points were
uniformly distributed to the users with the restriction that any reference point should be covered by,
at least, two users. The longitude and latitude coordinates are given in meters with UTM from WGS84.

3.1.2. TUT Database

Fingerprints from the TUT university building were collected by a research group from that
university from January 2017 to August 2017. The total area of that building is approximately 22,570 m2
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containing five floors. In total, 991 AP were recorded during the collection period. Out of 4648 collected
fingerprints, 15% were used for the training and 85% were used for the testing. All fingerprints
contained local coordinate values, e.g., (x, y, z) = (41.45, 14.71, 3.7), not the GPS one. Twenty-one
Android devices having an identical application were used during the crowd-sourced data collection
process. According to the TUT research group, approximately 10 m of mean 3D positioning accuracy
was achieved through different positioning methods.

3.1.3. Minho Database

The research group from the University of Minho, Portugal collected the third database of
this study from a university building that resembles an industrial floor plant, with a total area of
around 1000 m2. The data were collected in July 2017. The data collection setup was based on a
Raspberry Pi 3 Model B with its internal Wi-Fi interface, and four additional USB Wi-Fi interfaces
(Edimax EW-7811un). The database contains five sets of files, one for each one of the Wi-Fi interfaces.
Since there is no significant impact of change in the Wi-Fi interface in our study, we used the data
from the fifth interface in our work. In total, 5783 fingerprints were collected, among which 4973 were
labeled as training fingerprints, and the rest were used as test fingerprints. The RSS from 11 different
APs were recorded in each fingerprint.

3.1.4. Mannheim Database

A research group from the University of Mannheim, Germany, collected this database.
The primary purpose of this database is to create a digital compass. Therefore, apart from the RSS
and location, angular information was recorded by a USB powered digital compass. Samples were
collected from the hallway of an office building. For each training and testing point, samples were
collected 20 and 100 times, respectively. However, to speed up the experiment, we randomly selected
ten samples per testing points. We had 14,300 training samples and 5060 testing samples. Local X,Y
coordinate was used to define the location of the fingerprints.

3.1.5. Library Database

The UJI research group has been collecting the Wi-Fi measurement from their university library
premises for the last 25 months, which has 308 m2 of footprint. The fingerprints were recorded from
the bookshelves area of the third and fifth floors of the library. These two floors are adjoining floors
despite their numbering. Wi-Fi signal could travel from one story to another through stairs, but no
line-of-sight path is available. That data have been recording for the last 25 months for the same place.
We used the latest data (25th month) in this study. The database contains 576 training fingerprints and
3120 testing fingerprints. As with the TUT database, they also used a local coordinate system. In total,
620 AP were heard during the collection time. A Samsung Galaxy S3 smartphone was used to collect
the fingerprint data with dedicated software. The authors reported the mean 2D positioning accuracy
of 2.34 m.

3.2. Facts in the Databases

Facts regarding fingerprinting positioning in all theses database are summarized in Table 1.
Positioning performance based on traditional RSS was calculated using the k-NN algorithm and

Euclidean distance. To keep similarity with previous works, k = 1 was used in UJIIndoorLoc, TUT,
and Mannheim; and k = 3 was used in Minho and Library. Positioning accuracy for the TUT database
was based on 3D positioning; for the other databases, it was 2D positioning. Minho and Mannheim
have no floor information; therefore, floor detection is Not Applicable (NA) in these two.
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Table 1. Facts in the databases.

Database
Coverage Number of Number of Number of Positioning (m) Floor

(m2) Training Sample Testing Sample AP Accuracy Detection (%)

UJIIndoorLoc 108,703 19,936 1111 520 7.74 90.28
TUT 22,570 697 3951 991 9.39 91.75

Minho 1000 4973 810 11 4.7 NA
Mannheim 312 14,300 5060 28 3.01 NA

Library 308 576 3120 620 2.34 100

3.3. Method

We briefly state the quantization process in the Introduction. In this subsection, the proposed
quantization method is explained in detail.

3.3.1. Quantization

The Wi-Fi signal is an electromagnetic wave whose intensity is attenuated as it propagates through
space. When that wave reaches the antenna of a sensor, the sensor captures the energy from the signal.
This energy expresses the strength of that signal. Despite the signal strength being continuous, it needs
to be expressed to a countable finite number of elements to make that sensible and valuable for a
different kind of signal processing, e.g., checking the quality of the signal, ranging, and positioning.
To express the continuous value of the received signal to finite numbers, it generally goes through a
process called quantization. If Pi is the absolute received power (in mW), using an S-level quantization,
we obtain

Q(Pi) =

⎧
⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

0, L0 ≤ Pi < L1

1, L1 ≤ Pi < L2

. .

. .

. .
S − 1, LS−1 ≤ Pi < LS

(2)

Here, L0, . . . , LS defines the range of the quantization levels, where L0 = ∞ mW and Ls = −∞ mW.
The quantized power is Q(Pi) = 0, 1, . . . . . . , S − 1. If we look at the distribution of RSS in all the
databases in Figure 2, we can see that the spreading of RSS is between −30 and −100 dBm. However,
there could be some negligible amount of RSS reading beyond this range. It is common practice to
use very weak signal value, e.g., −103 dBm for the non-heard AP in the fingerprints, to maintain the
same length for all the fingerprints. Thus, we can see RSS values in the scale of −30 to −103 dBm are
mostly used in fingerprinting positioning. RSS beyond this range will have no or negligible impact in
fingerprinting localization. Therefore, we considered quantizing the RSS only from −30 to −103 dBm.
The databases provide RSS in dBm unit. The following equations can convert RSS value from dBm to
mW and vice versa.

PmW = 1 mW × 10
PdBm

10 (3)

PdBm = 10 × log10(PmW/1 mW) (4)

Since quantization happens at the absolute signal energy level, at first, we converted all RSS from
dBm unit to mW unit using Equation (3) and then applied quantization. However, we found that,
instead of mW unit, if quantization is applied on dBm unit, it provides the same results because they
are just the same value represented by two different units.
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Figure 2. RSS distribution in the databases.

3.3.2. Quantizer

Figure 2 shows that the usable RSS range for fingerprinting localization is −30 to −103 dBm,
which is equivalent to 10−3 to 10−10.3 mW. Thus, we can set maximum energy index, Emax = −3,
and minimum energy index, Emin = −10.3. We proposed four different formulas ( f1, f2, f3, f4) for
seven different bit numbers (n) where n = 2, 3, 4, 5, 6, 7, 8 and i = 1, . . . , 2n to divide the signal energy
for each quantization level. The first formula results a linear quantization; depending on applied bit
number, each level shares an equal amount of energy index.

f1 = (Emax − Emin)/(2n − 1) (5)

In the next three formulas, we applied non-linear quantization to reflect the nature of signal
propagation. From the maximum energy index, in each quantized level, the energy index is reduced
as follows

f2(i) = (Emax − Emin)× ∑ith
i=1

√
2i−1

∑2n
i=1

√
2i−1

(6)

f3(i) = (Emax − Emin)× ∑ith
i=1

3√2i−1

∑2n
i=1

3√2i−1
(7)

f4(i) = (Emax − Emin)× ∑ith
i=1 log

(
2i−1)

∑2n
i=1 log

(
2i−1

) (8)

Figures 3 and 4 show the 3- and 4-bit quantizers, respectively.
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Figure 3. Three-bit quantization using proposed formulas.
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Figure 4. Four-bit quantization using proposed formulas.

3.3.3. Reason for the Same Positioning Performance by the Traditional and Quantized RSS Fingerprint

The proposed quantization scales down the traditional RSS values. To check the characteristic of an
entire fingerprint before and after quantization, we randomly choose a sample from the TUT database.
This example is based on linear quantization. This particular sample received signals from 61 APs.
Figure 5 shows the fingerprints in traditional and quantized RSS representation, where the X-axis shows
the reference AP and the Y-axis shows the RSS values. The 2-bit quantization has maximum capacity
of four output levels, where each level represent s(−30 − (−103))/(22 − 1) = 24.33 dBm equivalent
signal power. Thus, 24.33 dBm traditional RSS is mapped to each quantized level, where scaling ratio
is 24.33:1; similarly for 3 to 5 bits, the scaling ratio is 10.42:1, 4.86:1, and 2.35:1, respectively. If the
scaling ratio gets closer, more characteristics of the original fingerprint appear. Figure 5 shows that
2-bit quantization misses many characteristics of the traditional one, while the situation improves at
3-bit quantization. The 4-bit quantization seems to have most of the characteristics of the original
fingerprint at a lower magnitude.
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Figure 5. Traditional vs. quantized RSS fingerprint.

For the same amount of attenuation, a strong Wi-Fi signal travels less distance than that of a weak
signal. The 2-bit quantization’s granularity is 24.33 dBm. According to the ITU-R indoor propagation
model, for this amount of attenuation, a 2.4 GHz Wi-Fi signal can travel approximately 7 m when
it is strong or more than 30 m when it is weak [66]. Here, we considered approximately −30 dBm
as strong and −70 dBm as weak signal levels. Due to this high-granular RSS, depending on the
composition of a fingerprint (e.g., number of AP and signal quality), there is a possibility of having
identical quantized fingerprints for many different locations, which is a problem. That is why we can
see a significant amount of positioning error for low-bit quantization in Figure 6. If the granularity is
reduced, the problem mitigates. At 4-bit quantization, the granularity is only 4.86 dBm. This amount
of attenuation can cover approximately 1 m and 6 m at the strong and weak states, respectively.
Since the attenuation covers less distance, the possibility of having identical quantized fingerprint for
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the different locations also diminishes. Besides, the number of reference APs and a wide variety in
signal level also helps a quantized fingerprint to be distinct from other quantized fingerprints. If each
quantized RSS fingerprint is unique at their signal space, they will result in the same positioning
accuracy as that of traditional RSS fingerprint. That is why 4-bit quantized fingerprint can achieve
the same positioning accuracy as the traditional one. However, the situation may vary from sample
to sample and environment to environment. Therefore, we carried a series of experiments on five
different databases.
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Figure 6. Positioning performance.

4. Experiment and Results

This section provides information regarding experiment and localization performance for different
quantization setup.

4.1. Experiment Setup

Previous studies on these databases were mostly done based on popular Euclidean distance and
k-NN algorithm [61–65,67]. To keep consistency with earlier studies, k = 1 was used in UJIIndoorLoc,
TUT, and Mannheim. k = 3 was used in Minho and Library. If we change any parameters (in this
case, k value), the experimental results would show not only the effect of proposed quantization but
also a mixed impact of quantization and change of k value. However, our main target was to identify
only the quantization effect. Therefore, we kept the k = 1 in some databases, and k = 3 in some other
databases to keep similarity with the previous study. The distance between the ground truth and the
calculated position (based on RSS) of a fingerprint is called positioning error (pe), which has been
expressed in meters. Fingerprints in the TUT database have exact height information (not just the floor
level number, but height in meters); therefore, we calculated 3D pe for the TUT database, For the other
databases, it was 2D positioning. Our laboratory computer had an Intel Core i5-6600 processor with a
clock speed of 3.3 GHz and 8 GB RAM, using Matlab 2018a programming software.
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4.2. Positioning Performance

Figure 6 shows the quantization effect on fingerprinting positioning for all the databases.
To compare the result with the traditional RSS representation, a red dashed line is drawn. We did
not consider 1 bit because that results in a huge amount of pe. Two-bit quantization also shows a
large pe. However, from 3-bit quantization, positioning accuracy dramatically improves. Dimension,
environment, and the number of training and testing samples are quite different in all the databases.
As a result, the localization performance slightly varies by different quantization formula. However,
the 4-bit quantization results in almost the same positioning accuracy as that of traditional RSS.
Beyond 4-bit quantization, positioning accuracy does not improve. Formulas f1 and f4 provide slightly
better performance then that of formulas f2 and f3.

4.3. Floor Detection Performance

We also checked the efficiency of our proposed method for successful floor detection. Figure 7
shows the successful floor detection rate in Library, TUT, and UJIIndoorLoc. The other databases had
no floor related information. In Figure 7, we can see that, in most cases, the performance of 2-bit
quantization is not satisfactory. However, from 3-bit quantization, the successful floor detection rate
starts to get closer to that of traditional RSS results. Depending on the database, performance slightly
varies by the different formulas. Formula f1 is the best performer in all the databases.
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Figure 7. Floor detection performance.

5. Discussion

Our proposed method uses only the effective portion of RSS for fingerprinting positioning
purposes. The result from the experiments shows that our proposed quantization method provides
the same positioning performance as that of the traditional RSS representation by using only 4 bits.
Since our proposed method uses only 4-bit quantization, it may bring the following advantages.

5.1. Simplification

Figure 2 shows that RSS from −30 to −103 dBm (or equivalent from 10−3 to 10−10.3 mW) is
used in fingerprinting. Besides, a maximum 4-bit or 16-level quantization of that range is sufficient
for the localization. Therefore, instead of a traditional 8-bit quantizer, a 4-bit quantizer can be used,
which would simplify the hardware configuration and the sensing process.
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5.2. Enhancing Security

Traditional RSS contains real signal strength information. Storing and exchanging this raw
information could be a potential threat to the user’s location privacy. An adversary in between client
device and positioning server may eavesdrop and get the information; later, through a radio signal
propagation model, the position of the user could be determined. However, our proposed method
does not use the real RSS values, but the mapped one according to a hidden quantization formula
and bit number. Therefore it would be significantly harder for any adversary to get the real RSS,
and subsequently the position.

5.3. Less Storage

The representation of traditional RSS and quantized RSS are different. Since we use fewer bits,
less memory will be occupied. Figure 8 shows the comparison of the storage space of the training
databases, which generally located at the positioning server side. The efficiency and quantization
strategy of all the proposed formulas are not the same. As a result, different formulas result in different
memory sizes. In Figures 3 and 4 we can see f2 and f3 are biased to the strong part of the signal.
Therefore, with the increase of bit number, the strong part of the signal gets more quantized, while a
big chunk of the weak part of the signal is quantized to a single level.

As a result, disk size through f2 and f3 does not increase gradually. However, f1 and f4 quantize
the signal linearly and show a gradual increase of memory size with the rise of bit number. In Figure 8,
we can see that, compared to the traditional RSS, on average, 40–60% memory space in the training
databases can be saved by 4-bit quantization.
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Figure 8. Training database storage size comparison.
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5.4. Less Traffic

Users having no positioning information would request the server by exchanging test/online
fingerprint. Thus, the data need to be exchanged between the client device and the positioning server.
Since our proposed method scales down the data size, compared to the traditional RSS, there is less
traffic while exchanging the online fingerprint. Figure 9 shows the test data size. Since the default
values of non-heard APs are handled at the server-side, we excluded the non-heard AP reading from
all the test fingerprints. Figure 9 shows that, through the proposed method, there is an excellent
opportunity to reduce the network traffic while exchanging the online fingerprint. Depending on the
database and applied formula, compared to the traditional approach, on average, 40–60% network
traffic reduction is possible by the proposed 4-bit quantization.

2 3 4 5 6 7 8
bit size

0

10

20

30

Si
ze

 [K
B]

UJIIndoorLoc

f1
f2
f3
f4
Traditional

2 3 4 5 6 7 8
bit size

0

50

100

150

200

250

Si
ze

 [K
B]

TUT

2 3 4 5 6 7 8
bit size

0

20

40

60

80

Si
ze

 [K
B]

Mannheim

2 3 4 5 6 7 8
bit size

0

5

10

Si
ze

 [K
B]

Minho

2 3 4 5 6 7 8
bit size

0

50

100

Si
ze

 [K
B]

Library

Figure 9. Test database storage size comparison.

5.4.1. Observation

Based on the outcome of the experiments, we can draw the following observations:

• The effective range of RSS is from −30 to −103 dBm for fingerprinting localization. Any value
beyond this range can be considered as noise.

• In Wi-Fi fingerprinting localization, 4-bit quantization is enough.
• To have good quality fingerprints, a well planned, organized Wi-Fi network is desirable.
• Sometimes, the number of APs per fingerprint in the crowd-sourced database is very high.

RSS from the reliable or known AP should be used.
• Hot-spot or mobile AP can contribute a significant amount of noise. Data from those should

be ignored.
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6. Conclusions

In this study, we investigated the received signal strength quantization effect for localization in
five different databases by four different formulas. The environment, data collection strategy, coverage
area, number of training and testing fingerprints, number of floors, and number of APs were different
from one database to another. Without having any correlation in all the databases, we found that
4-bit quantization can achieve the same localization accuracy as that of traditional RSS. Generally,
the traditional RSS is quantized by 8 bits. However, most Wi-Fi chip manufacturers do not reveal
their quantization strategy. In general, we can see the typical range of the RSS is between 0 dBm
and −100 dBm that needs 101 different levels, which is in the range of at least 7 bits. In our study,
we found that, for fingerprinting positioning purposes, 4-bit or 16-level quantization is sufficient.
The proposed quantization method can help to simplify the hardware configuration, conceal the real
RSS, save approximately 40–60% storage space, and data traffic. Since the quantization happens
just after sensing the signal, we used the signal strength in the mW unit. However, we found that,
instead of mW format, if quantization is done based on the dBm unit, that also provides the same
localization accuracy. The performance of all the quantization formulas slightly varies. Nonetheless,
linear quantization is a consistent performer. We achieved the performance limit of traditional RSS
through 4-bit quantization.

One limitation of this study is that quantization was analyzed using k-NN as the main localization
algorithm. Probably, quantization will have a similar impact on the results reported by the
variants based on weighted k-NN. Therefore, as further work, we shall focus on how to reduce
the computational load and increase localization accuracy through an efficient combination of RSS
quantization, radio map clustering, AP filtering, and advanced fingerprint algorithms.
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Cybersecurity attacks on software logic and error
handling within ADS-B implementations:

Systematic testing of resilience and countermeasures
Syed Khandker, Hannu Turtiainen, Andrei Costin, and Timo Hämäläinen

Abstract—Automatic Dependent Surveillance-Broadcast (ADS-
B) is a cornerstone of the next-generation digital sky and is
now mandated in several countries. However, there have been
many reports of serious security vulnerabilities in the ADS-B
architecture. In this paper, we demonstrate and evaluate the
impact of multiple cyberattacks on ADS-B via remote radio
frequency links that affected various network, processing, and
display subsystems used within the ADS-B ecosystem.
Overall we implemented and tested 12 cyberattacks on ADS-

B in a controlled environment, out of which 5 attacks were
presented or implemented for the first time. For all these attacks,
we developed a unique testbed that consisted of 13 hardware
devices and 22 software that ran on Android, iOS, Linux,
and Windows operating systems, which result in a total of 36
tested configurations. Each of the attacks was successful on
various subsets of the tested configurations. In some attacks, we
discovered wide qualitative variations and discrepancies in how
particular configurations react to and treat ADS-B inputs that
contain errors or contradicting flight information, with the main
culprit almost always being the software implementation. In some
other attacks, we managed to cause Denial of Service (DoS) by
remotely crashing/impacting more than 50% of the test-set that
corresponded to those attacks.
Besides demonstrating successful attacks, we also imple-

mented, investigated, and report herein some practical counter-
measures to these attacks. We demonstrated that the strong rela-
tionship between the received signal strength and the distance-to-
emitter might help verify the aircraft’s advertised ADS-B position
and distance. For example, our best machine learning models
achieved 90% accuracy in detecting spoofed ADS-B signals,
which may be effectively used to distinguish ADS-B signals of
real aircraft from spoofed signals of attackers.

Index Terms—ADS-B, 1090ES, UAT, EFB, 1090MHz, 978MHz,
aviation, avionics, ATC, ATM, datalink, cybersecurity, vulnera-
bilities, pentesting, experimental platform, countermeasures.

I. INTRODUCTION

AUTOMATIC Dependent Surveillance-Broadcast (ADS-

B) is a surveillance technology where by the position,

identity, velocity, and other information of an aircraft are

periodically broadcast up to 6.2 times in a second via a

radio link to inform other aircraft and the ground station in

the vicinity about the aircraft. ADS-B is designed to make

air traffic control easier, to eliminate the limitations of the

currently used Modes A and C, to improve the positioning

accuracy of aircraft via satellite navigation system, and replace

the secondary surveillance radar (SSR) in the future. However,

S. Khandker, H. Turtainen, A. Costin and T. Hämäläinen are with the
Faculty of Information Technology of the University of Jyväskylä, P.O.
Box 35, Jyväskylä, 40014 Finland E-mail: syibkhan@jyu.fi, turthzu@jyu.fi,
ancostin@jyu.fi, timoh@jyu.fi

ADS-B is not secure because it does not use basic security

measures, e.g., authentication, encryption. The U.S. Federal

Aviation Administration (FAA) claims that unencrypted data

links are necessary due to operational requirements [1]. The

lack of basic security mechanisms of the ADS-B signal makes

them easy to forge or tamper with, which affects the confi-

dentiality, integrity, and availability of the transmitted aircraft

data [2].

At the same time, cyberattacks in the aviation industry

are increasing. Wireless attacks such as jamming, Denial-of-

Service (DoS), and spoofing are becoming common [3]. For

example, a security expert had allegedly broken into an aircraft

control system using an in-flight entertainment network [4]. A

hacker had demonstrated the possibility of remotely attacking

and hijacking an airplane using an Android device [5]. A false

hijacking alarm has been triggered in a WestJet flight [6].

Ground testing of ADS-B equipment triggered a fake Traffic

Collision Avoidance System (TCAS) alert on a Boeing 737

while landing [7]. Attackers targeting a specific insecure

protocol, may formulate many new types of attacks that had

not been investigated before in a specific context. For example,

to the best of our knowledge, we are the first to notice and

subsequently study that two ADS-B signals with the same

International Civil Aviation Organization (ICAO) address 1

but different flight information (e.g., location) can induce

logical vulnerability of an ADS-B receiver and hence, pose

operational and decisional risks. Moreover, many countries

already have strict ADS-B mandates. Effective January 1,

2020, aircraft operating in the continental United States are

required to be ADS-B-enabled [8]. The European Union has

also mandated the gradual use of ADS-B by all aircraft flying

over its skies starting in June 2020 [9]. However, all current

ADS-B solutions use the only available ADS-B protocol,

which is “insecure by default” in many ways. Missing basic

security measures and the evolution of transmission-enabled

software-defined radio (SDR) technology have made ADS-

B vulnerable to unprecedented challenges from cybersecurity

attacks. ADS-B receivers are also becoming very handy. The

proliferation of mobile devices enables quick deployment of

mobile cockpit services using different electronic flight bag

(EFB) applications and portable ADS-B transceivers such as

SkyEcho2, Sentry, and echoUAT [10]. These mobile solutions,

due to their low cost as well as ease of installation and

usage, are becoming popular among users of general aviation

1Also known as “ICAO24 code”.
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(GA) aircraft (e.g., business jets and aircraft of hobbyist

pilots). However, most affordable mobile cockpit solutions in

the current literature are untested against cyberattacks. Many

studies had outlined several types of attacks against ADS-

B [11], [12], [13], [14], [15], but only a few of them practically

and deeply investigated the cybersecurity concerns. The lack

of thorough investigation of radio frequency (RF) link-based

attacks on ADS-B, the attacks’ impact on various ADS-B

installations, and the error-handling capabilities of diverse

ADS-B setups motivated us to conduct this research. In this

article, we revisit the lack of security of ADS-B and investigate

several systematic cyberattacks on the ADS-B system. Our

main contributions with this work are:

i) Practical implementation of several new (and some exist-

ing) attack concepts mainly against ADS-B over an RF

link.

ii) Thorough investigation and reporting of responses to

attacks against, as well as, system resilience and error-

handling capabilities of, a wide range of ADS-B setups.

iii) Effective demonstration of the feasibility and usability

of the Received Signal Strength (RSS)-Distance model

in distinguishing between genuine and attacker-originated

ADS-B signals.

The rest of this article is organized as follows. Details of

the ADS-B communication system are described in Section II.

Related studies are discussed in Section III. Different attack

scenarios are presented in Section IV. Details of our test

platform, attack implementation, and experimental setup are

presented in Section V. Our results and analysis are explained

in Section VI. The detection of ADS-B spoofing by the RSS-

Distance model and some other countermeasures are demon-

strated in Section VII. Finally, possible workarounds, future

studies, and the conclusion are presented in Section VIII.

II. OVERVIEW OF ADS-B

Using ADS-B, aircraft periodically broadcast their position

and other information to the air traffic control (ATC) and to

other aircraft in the vicinity. There are two types of ADS-

B: 1090ES and UAT978. The 1090ES operates a 1090MHz

radio signal to broadcast information worldwide via a Mode

S transponder, whereas UAT978 operates at the 978MHz

frequency for GA aircraft flying below 18,000 feet in the

United States.
ADS-B 1090 is often called a “1090 Extended Squitter

(1090ES)”. A “squitter” refers to a periodic burst of aircraft-

tracking data by a Mode S transponder without interrogation

from the controller’s radar. There are two types of squitters:

short and extended. Since the 1090MHz extended squitter

covers all the crucial data, 1090ES is a popular terminology.
The ADS-B functionality is divided into two parts: ADS-

B IN and ADS-B OUT. ADS-B IN refers to the receiving,

processing, and displaying ADS-B signals from the ATC,

aircraft, and other ADS-B OUT-equipped vehicles. ADS-B

OUT refers to the transmission of aircraft’s Global Navigation

Satellite System (GNSS) position, identity, velocity, and other

information. Both functions are fully automatic processes that

do not require traditional interrogations. Figure 1 shows a

simplified view of the ADS-B communication system.

 

GNSS 

ATC 

ADS-B IN 

ADS-B OUT 

Fig. 1: ADS-B communication concept.

ADS-B is much less expensive to deploy. For example, SSR

installation costs around $30 million, whereas ADS-B ground

stations have a cost of approximately $4 million. In addition,

ADS-B enhances safety by increasing situational awareness,

makes the search-and-rescue (SAR) operations more efficient,

simplifies the tasks of ATC, optimizes instrument flight rules,

and allows for an increase in flight volume.

However, ADS-B also has some downsides. Its main prob-

lem is that it does not use message encryption nor authenti-

cation. It is a clear-text unauthenticated broadcast protocol,

and its details are readily available [16]. Figure 2 shows

the message structure of the two types of ADS-B signals.

The ADS-B 1090ES signal is modulated using pulse position

modulation, which is 112 bits long. A 0.8μs preamble leads the
data block. The UAT978 signal is modulated using continuous

phase frequency shift keying modulation with a modulation

index of 0.6 and a data rate of 1.041667 Mbps. There are

two types of UAT978 messages: basic messages and long

messages. A basic message contains 144 bits and a long

message has 272 bits. For message error correction, UAT789

uses Forward Error Correction (FEC) with Reed-Solomon

error correction code. FEC length is 96 bits for short messages

and 112 bits for long messages.

III. RELATED WORKS

The first ADS-B injection and spoofing attacks were pub-

licly demonstrated in 2012 at the BlackHat USA conference by
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Fig. 2: ADS-B message structures.
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Costin and Francillon [12]. They used MATLAB to encode and

modulate the ADS-B data and they used Universal Software

Radio Peripheral (USRP) SDR as the attacker and Plane

Gadget Radar (PGR) as the victim. The spoofed aircraft was

visible in Virtual Radar. They warned that low-cost hardware

and moderate software effort could pose a threat to a multi-

million dollar technology due to its lack of proper security

measures. Strohmeier et al. [17] thoroughly analyzed the

1090Mhz communication channel through OpenSky sensor

network in central Europe, which in 2014, was seen as

capable of capturing about 30% of the European commercial

air traffic. They found that ADS-B is highly susceptible to

RF attacks, which may impact affected aircraft’s collision

avoidance and separation abilities. They also reported a high

number of message losses caused by growing traffic on the

1090MHz channel. They recommended proper addressing of

the ADS-B security issues before its full-scale deployment.

A later study [18] suggested fingerprinting, random frequency

hopping, public-key cryptography, retroactive key publication,

etc., as the secure means of ADS-B broadcast. Schäfer et

al. [19] mentioned that attacks on ADS-B can be inexpensive

and highly successful. They transmitted fake signals using

USRP and tested the reception via the SBS-3 ADS-B receiver.

They performed several attacks, e.g., ghost aircraft flooding,

ground station flooding, ghost aircraft injection, and virtual

trajectory modification. They concluded that critical air traffic

management decision processes should not rely on ADS-B-

derived data without appropriate countermeasures. Manesh et

al. [20] investigated the impacts of ADS-B message injection

attacks. In their simulation experiment, they tested the Piccolo

autopilot’s response to ghost aircraft injection. The sudden

appearance of a ghost aircraft close to the autopilot’s position

triggered a quick descent and a steep turn to gain safety

clearance. According to the authors, this type of attack on

ADS-B can distract pilots and ground controllers, cause air

traffic disturbance, and increase the risk of aircraft collisions.

Eskilsson et al. [21] demonstrated an ADS-B attack setup

that cost only around $300. They used Python programming

language to encode the ADS-B data, HackRF to transmit the

signal, and dump1090 with a RTL-SDR transceiver to receive

the signal. They warned that the availability of inexpensive

attack equipment might encourage many adversaries to carry

out attacks.

Portable ADS-B transceivers (e.g., SkyEcho2, Sentry, and

echoUAT) connected to smartphones are popular, especially

in the GA sector. However, according to Lundberg et al. [22],

[23], these mobile setups are not part of the aircraft on-board

systems. Thus, they do not meet and are not required to

meet the reliability standards applied to traditional avionics.

The authors conducted four tests: on the receiver-to-mobile

application channel integrity, application-to-receiver channel

integrity, EFB data integrity, and receiver integrity. The test

results showed that all out of three mobile setups used

were vulnerable as they allowed an attacker to manipulate

information presented to the pilot. The authors recommended

regular software and firmware updates, security-aware soft-

ware development, and secure data exchange from the device

to the application and vice versa. Sjödin and Gruneau [24]

demonstrated a new type of attack called “teleporting ghost

aircraft”. Using HackRF and Sentry, they transmitted reports of

an aircraft’s position at different altitudes and moving around

in an erratic pattern. Thus, the aircraft seems to have been

breaking the laws of physics in terms of movement. They

further reported that the receiver trust the protocol without

any validation. They warned that if the insecure ADS-B gets

more deeply integrated into aircraft, it will likely gain more

access to internal flight and control systems. If the TCAS relies

on ADS-B, an attacker would be able to steer the plane like

a puppet. Leonardo et al. [25] developed realistic jamming

threat models and analyzed the impact of jamming on crowd-

sourced air traffic surveillance. They showed that a high-power

jammer could significantly disrupt ADS-B communication

and that a ground-based attack is more dangerous than an

air-based attack because it can be implemented with very

cheap equipment. They proposed two jamming mitigation ap-

proaches: network-based mitigation and sensor-based mitiga-

tion. For network-based mitigation, they proposed increasing

or modifying the distribution of sensors so that the available

redundancy can mitigate some of the jamming effects. For

sensor-based mitigation, they suggested multi-channel signal

processing or multi-channel receiver using sector antennas.

Leonardi et al. [26] demonstrated a USRP SDR-based low-

cost jammer that could jam ADS-B signal up to approximately

218 km away using an amplifier. They used ICAO standard

preambles but random binary data to generate the jammer

waveforms. The jamming signal created an interference in

the ADS-B channel. As a result, the real signal was distorted

fully or partially. At the receiving end, the cyclic redundancy

check (CRC) of the signal did not match the payload, so the

receiver dropped it assuming possible corruption. Separation

of overlapping real and jamming signals was mentioned as a

solution, and that it could be done in between the preamble

detection and the pulse extraction. However, no further details

on the solution were provided. Pearce et al. [27] also tested

the impact of an interference attack on the ADS-B signal.

They used USRP to produce a fake signal. Constructive

interference was formulated by transmitting two signals, a

phase interference and a destructive interference, in a 180-

degree phase. They found that the destructive interference

caused the highest bit error rate of 32.39%. They concluded

that due to the insecure nature of ADS-B, even low-technology

could exploit it.

IV. ATTACKS ON ADS-B

Several studies had defined various types of attacks on

the ADS-B system [12], [18], [19], [21], [28], [29], [30],

[31], [32]. The attacks varied according to their goal, setup,

and method. In addition to the attacks cited in literature, we

propose some new attack ideas. They are briefly summarized

in Table I and further discussed below.

A. Aircraft reconnaissance

Anyone can listen to unencrypted ADS-B broadcast using

cheap SDR dongles that cost as low as $15. Web-based

flight tracking services (e.g., https://flightware.com, https://
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TABLE I: Summary of types of ADS-B attacks in literature.

Attack Method Implemented
in this study

Closest
related work

Aircraft reconnaissance Eavesdropping � [28], [29]

Spoofing or ghost aircraft Message injection � [12], [32], [21]

Flooding High-level signal jamming � [19], [30]

ADS-B packets DoS** High-level signal jamming � [19], [33]

Aircraft disappearance Message deletion � [19]

Trajectory modification Message modification � [19]

Logically-invalid data encoding Fake signal � [24]

False distress signal** Squawk code modification � [19]

Jamming Low-level signal jamming � [19], [25]

Specific data-link protocol fuzzing* Fuzzing* � [34], [35]

Coordinated attack* Multiple emitter* � [None]

Specific error handling test* Message modification � [None]

* Our novel idea in the ADS-B context (to the best of our knowledge)
** Our practical demonstration based on existing theoretical idea(s)

flightradar24.com, and many others) gather flight data world-

wide through eavesdropping. These services publish these real-

time data on their websites. At times, they may hamper the

privacy of prominent public figures and ordinary individuals.

B. Spoofing

As ADS-B transmissions are unauthenticated, spoofing can

be done with a fake signal that matches the required messaging

protocol. A spoofed signal may result in appearance of ghost

aircraft on the ATC’s screens or on the screens of other

airplanes in the vicinity. This could cause significant disruption

if real aircraft need to perform evasive maneuvers to avoid

the ghost aircraft. In addition, the sudden presence of foreign

military aircraft may trigger military action.

C. Flooding

Flooding is an attack where an attacker floods the screen of

the ATC or of an aircraft with fake planes. The attack does not

require high-end equipment, as ADS-B receivers are designed

to detect very weak signals (e.g., around -80 dBm) [36]. Even a

very basic flooding attack could potentially disrupt regular air

traffic monitoring; and a higher-impact flooding attack can be

achieved with transmission-enabled SDR coupled with power

amplifiers.

D. False distress signal

ADS-B provides mechanisms for supporting surveillance

replies, e.g., Mode A and Mode C. As such, downlink format

5 (DF5) is assigned to the 13-bit identity code that encodes

the four octal digits called the “squawk code” assigned by

the ATC to the aircraft. Some squawk codes are used only to

indicate emergencies or unlawful interference such as aircraft

hijacking and radio failure. A distress squawk code can be

assigned to a plane without ATC’s permission. Squawk codes

such as 7500 (aircraft hijacking), 7600 (radio failure or lost

communication), and 7700 (emergency) would set off an alarm

in the ADS-B network and nearby ATC towers [37]. An

attacker may try to alter the squawk code of the targeted

aircraft, which would cause a severe disturbance in both the

flight and ground operations. Though this operational attack

concept was introduced in [19], [12], to the best of our

knowledge, we are the first to implement and study it in an

extensive experimental setup within the ADS-B context.

E. Coordinated attackers

Among the data fields in an ADS-B message, the ICAO24

code is used as the reference by the receiving software. In

subsequent messages, the ADS-B information is displayed and

updated against such ICAO24 code. Our pentesting platform

allowed us the flexibility to use any ICAO24 code. Thus,

multiple attackers could coordinate among themselves, or a

single attacker with multiple emitters could coordinate its

attacks. During the attack, the “coordinated attackers” used

the same ICAO24 code to send multiple signals that contain

the same reference (ICAO24 code) but differing values in

some of the other ADS-B data fields. We call this type of

attack a “coordinated attack” in the sense that the same (or

multiple) attacker(s) coordinate to target the same ICAO24

perceived by the same ADS-B receiver. In contrast, non-

coordinated attackers may target different ICAO24 codes as

perceived by different (or same) ADS-B receivers (e.g., ATC

towers or in-flight aircraft) even though there is a minor

statistical probability that two distinct attackers may end up

targeting the same ICAO24 code perceived by the same ADS-

B receiver even though those attackers are not coordinated.
Since the reference point is the same, the data fields will be

updated according to the encoded message of multiple signals

in the receiving software. However, some fields in the ADS-B

should not be updated throughout the flight, or the updates

should follow a standard or common pattern. For example,

the flight number should not be updated within a single

flight, and position coordinate should be updated smoothly

with a clear direction, possibly with a historical fading-out

path. However, in a “coordinated attack”, the attackers, using

multiple emitters, can change the flight number every second

or can change the position of the aircraft from one city to

another in an instant. This can lead to ATC confusion, and can

have many dangerous consequences. In practice, a coordinated

attack can also be achieved even with a single attack emitter,

since the second emitter can be that of the legitimate aircraft

itself, hence the single attacker merely has to coordinate with

the aircraft using the same ICAO24 code and will be able to

achieve the same effect similar to two “coordinated attackers”.

To the best of our knowledge, we are the first to propose,

implement, and study this type of attack within the ADS-B

context.

F. Attacks on ADS-B CRC error handling

Noise in the RF channel can distort an ADS-B signal com-

pletely or partially. The CRC allows the receiver to validate the

correctness of the transmitted information. Depending on the

receiver capability, ADS-B 1090ES supports up to 5-bit error

correction using a 24-degree fixed generator polynomial [38].

In order to test the CRC and error-handling capabilities of

the software, we deliberately and randomly flipped some

message bits in the ADS-B, and then transmitted them to the



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TAES.2021.3139559, IEEE
Transactions on Aerospace and Electronic Systems

IEEE TRANSACTIONS ON AEROSPACE AND ELECTRONIC SYSTEMS 5

target software. Flipping bits is not an effective attack per-

se, however it is an interesting test of the integrity of the

target software. To the best of our knowledge, we are the first

to propose, implement, and study this test within the ADS-B

context.

G. DoS attacks on the ADS-B protocol

DoS attacks target the disruption of the availability of

services by clogging or shutting down service entities or net-

works. For example, an attacker may send a massive amount of

fake signals to a targeted aircraft or ground station, which may

exceed the ADS-B IN capacity. In this situation, an ADS-B

system may exhibit abnormal behavior such as not responding,

freezing, delivering wrong information. Since the ADS-B

service works based on unencrypted radio communication,

it cannot block a malicious transmission source. Schäfer et

al. [19] implemented an RF-spectrum (low-level) DoS attack

by emitting white noise (i.e., DoS not at the ADS-B packet

level), which can be more generically categorized as jamming

(see Section IV-J). However, to the best of our knowledge,

we are the first to propose, implement, and study DoS attacks

at the ADS-B packet level that resulted in software crashes

in some worst-case scenarios, and can further lead to Remote

Code Execution (RCE) exploits.

H. Fuzzing avionics protocols

Fuzzing is a software testing method that finds bugs in

implementation, input sanitization, and logic using intention-

ally malformed inputs and corner-case scenarios. Many ADS-

B devices use the Garmin Data Link 90 (GDL-90) protocol

to display data on mobile applications. These types of ADS-

B transceivers open a WiFi access point which either lacks

a password at all or has a weak default one. The mobile

device connects to transponder’s WiFi network, and receives

the ADS-B data through that WiFi channel. Connection to the

insecure WiFi network of the ADS-B transceiver may expose

the ADS-B transceiver to the risk of fuzzing, which could lead

to software crashes in some worst-case scenarios. To the best

of our knowledge, we are the first to propose, implement, and

study this type of attack within the GDL-90/ADS-B contexts.

I. Logically-invalid data encoding

The allocated bit number defines the maximum and min-

imum value of each data field in the ADS-B message. For

example, the altitude value ranges from -1,000 feet to 50,175

feet, and the velocity value ranges from 0 knots to 1,024

knots. However, since the encoded ADS-B messages are not

validated, a technically correct but logically invalid message

could be formulated, e.g., regarding the maximum possible

velocity of an aircraft at the minimum possible altitude or

vice versa. As it is assumed that the onboard system would

provide the correct data to the ADS-B system, which will be

subsequently transmitted, however the correlation among the

data fields is not checked. Hence, an attacker can use this type

of discrepancy to launch an attack or to puzzle the ATC.

J. Jamming

Jamming the communication channel to disrupt or suspend

service has been a common tactic since World War II. In this

type of attack, an adversary introduces a powerful RF signal

to overwhelm the system’s spectrum, thus denying service to

all wireless nodes within the range of the interference. Several

types of ADS-B attacks can be made based on this technique

such as the following:

1) Signal jamming: This is a very basic type of attack that
has been demonstrated by several researchers in different fields

of RF communication. An attacker may block the two ADS-

B traffic channels (1090MHz 1090ES and 978MHz UAT978)

using a high-power RF noise transmission. A jamming at-

tack near a busy airport may limit or stop flight operations.

However, important radio spectra on important areas are

continuously monitored by the regulatory bodies, therefore

detecting and countering the jamming would be easier when

the attack is performed in an urban area. In remote areas,

where such monitoring is limited or missing, detecting and

countering jamming would be more challenging.

2) Aircraft disappearance: This type of attack creates a

destructive interference, or alternatively, blocks the targeted

aircraft’s signal. As a result, the aircraft can disappear from the

receiver’s screens. This is intelligent jamming as its technical

complexity is several magnitudes higher that of basic signal

jamming. There are two possible ways to carry out this attack.

First, the attacker can generate a timely synchronized inverse

of the ADS-B signal and transmit it over the air. The real

aircraft’s signal and the attacker’s inverse signal fully or

partially diminish the real ADS-B message. As a result, the

ADS-B messages are distorted and thus are dropped by the

receivers. However, precise timing synchronization is difficult

to achieve and thus, less efficient to perform. Another strategy

is to block the signal. However, selective blocking is arduous.

Therefore, the attacker could jam the ADS-B channel to pre-

vent a receiver from receiving any legitimate signal. Then the

attacker can collect the real signals through another receiver

and selectively replay or transmit those signals in a high-power

mode, except the targeted aircraft’s signal. Thus, the targeted

aircraft disappears from the targeted receiver. Investigation of

time-synchronized selective aircraft disappearance is left for

future work, to demonstrate that the attacker can learn the time

pattern of ADS-B broadcasts of its targeted aircraft and thus,

can beam highly directional synchronized noise during the

exact time slot of the aircraft’s ADS-B broadcast to degrade

the aircraft’s ADS-B messages (i.e., erasing them from the

displays of other traffic participants, including the ATC) while

leaving intact the ADS-B messages of the other participating

emitters.

3) Trajectory modification: This attack can be performed

through message modification. For example, an attacker can

send a high-power signal to suppress an actual low-power

signal. Thus, the attacker replaces a part or all of the target

message. However, the need to calculate a new CRC code can

make this approach harder. Nonetheless, the attack can also

be as an aircraft disappearance attack (see subsection IV-J2),

but instead of hiding the targeted aircraft’s signal, the attacker
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transmits the location of the new trajectory. The actual trans-

mitter or receiver may not be aware of the change in the

arbitrary data. Therefore, the attack may remain undetected.

As a result, the ATC may give wrong instructions or the TCAS

may have an unnecessary reaction.

V. EXPERIMENTAL SETUP

In this study, we used a total of 36 ADS-B IN configurations

(hardware + software). We developed an avionics pentesting

platform that uses the Python programming language to con-

trol ADS-B messages and protocols. Our platform also uses

the GNU Radio Companion (GRC) software to build the signal

processing blocks that take the attacking payload’s byte order

as input and generates the “in-phase” and “quadrature” (I/Q)

of the signal. The IQs would subsequently be transmitted

over the air using a variety of supported SDRs (e.g., HackRF,

BladeRF, Pluto SDR) that can be connected to the platform.

Figure 3 shows our experimental setup. More details on the

hardware and software can be found in Table II and Table III,

respectively. In general, ADS-B 1090ES is much more widely

used and adopted than UAT978. Therefore, our strongest

focus was on ADS-B 1090ES, whereas our focus on UAT978

was scenario-dependent. All the attacking scenarios listed in

Section IV were tested for ADS-B 1090ES. For UAT978, we

limited the tests to aircraft reconnaissance, spoofing, flooding,

DoS, jamming, and protocol fuzzing attacks. We leave the

testing of the rest of the attacking scenarios for UAT978 for

future work.

TABLE II: List of hardware used in the experiments.

Device Name ADS-B IN
(RX)

ADS-B OUT
(TX)

Attacker
Mode

uAvionix SkyEcho2
1090ES
UAT978

1090ES ×

uAvionix echoUAT
1090ES
UAT978

UAT978 ×

ForeFlight Sentry
1090ES
UAT978

No ×

Garmin GDL 52
1090ES
UAT978

No ×

Plane Gadget Radar (PGR) 1090ES No ×
Aerobits TR-1W 1090ES 1090ES ×
Aerobits EVAL-TT-SF1 1090ES No ×
PX4 (Aerobits AERO chip) 1090ES No ×
Cube Orange 1090ES No ×

RTL SDR
1090ES
UAT978

No ×

HackRF Programmable Programmable �
BladeRF Programmable Programmable �
Pluto SDR Programmable Programmable �

A. Attacking hardware and devices

We used HackRF, Pluto SDR, and BladeRF as the attacking

devices. As a part of signal processing, we used the freely

available GRC software. In additions, we use the Python

programming language to create the attack payload. GRC

TABLE III: List of software tested.

Software ADS-B type Platform

Dump1090-fa v 4.0 1090ES Linux

Dump1090 v 1.09.0608.14 1090ES Windows

Dump1090 v 1.15-dev 1090ES Windows

Dump978-fa v 4.0 UAT978 Linux

PlanePlotter v 6.5.1.1 1090ES Windows

RTL1090 v 0.9.0.100 1090ES Windows

RTL1090 v 2.11.3.103 1090ES Windows

Micro ADS-B v 1.15.1 1090ES Windows

Mission Planner v 1.3.74 1090ES Windows

QGround Control 4.1.2 1090ES Windows

ForeFlight EFB v 13.0.1 1090ES, UAT978 iOS

Stratus Insight EFB v 5.17.3 1090ES, UAT978 iOS

Airmate EFB v 2.3 1090ES, UAT978 iOS

FlyQ EFB v 5.0 1090ES, UAT978 iOS

AvPlan EFB v 7.10.7 1090ES, UAT978 iOS

AvPlan EFB v 1.3.14 1090ES, UAT978 Android

EasyVFR4 EFB v 5.0.866 1090ES, UAT978 iOS

EasyVFR4 EFB v 4.0.870 1090ES, UAT978 Android

OZRunways EFB v 10.10 1090ES, UAT978 iOS

OZRunways EFB v 4.4.1 1090ES, UAT978 Android

Garmin Pilot EFB v 10.5.7 1090ES, UAT978 iOS

Garmin Pilot EFB v 8.0.0 1090ES, UAT978 Android

produces and supplies the IQ of the signal to the transmission-

enabled SDR according to the payload. Thus, the RF signal

of the ADS-B message was created.

B. Receiving hardware and devices

In this study, we tested a total of 12 different receiving

devices. EFB apps hosted in mobile devices (iOS and Android)

accessed data from SkyEcho2, echoUAT, and Sentry through

a WiFi connection. Data from a GDL 52 device was accessed

via a Bluetooth connection. All the other tested software were

run on a laptop, and the data was accessed using a USB con-

nection. As the attacking SDRs also had receiving capability,

they could also be used as receivers. When RTL SDR, HackRF,

and BladeRF were used as receiving devices (i.e., only for the

IQ RF frontend) connected to the dump1090 and dump978

variant, they had identical results because the software did

all the heavy-processing in the form of demodulation and

decoding. As the transceiver hardware did not affect the results

in this case, we omitted the hardware transceiver hardware

column from the result tables. However, the different receivers

or transceivers had different functionalities. For example, some

of them supported only 1090ES; some others, only UAT978;

and the rest supported both. Therefore, all the devices and

their functionalities are presented in Table II.
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Fig. 3: Experimental attacking setup.

C. Receiving software

There is a wide range of ADS-B receiving software that

support various devices. Those that were used in this study are

listed in Table III. Different users are likely to use different

hardware and software combinations as their preferred ADS-

B solution. However, the software may differ in function-

ality, logic, error-handling capacity, and other behavior. To

be able to stage a possible real-life scenario, we tested 22

different ADS-B software. Our software testbed included many

desktop-based applications (i.e., those that target ATC or air

traffic management (ATM) deployment), mobile-based EFB

(i.e., those that target GA and personal users), and various

specialized hardware devices (i.e., those that target commercial

and military aviation using specialized hardware setups).

VI. RESULTS AND EVALUATION

During the experiment, we tested 36 different ADS-B IN

combinations (of hardware, software, and host). In this section,

we describe our findings on the attack scenarios listed in

Table I. Some sensitive information in Figure 7, and Figure 9

was blurred, and a real flight number in Figure 8 was replaced

with a dummy number.

A. Aircraft reconnaissance

We confirmed what had been stated in many previous

studies – that aircraft reconnaissance through eavesdropping

is an effortless task. Each of our ADS-B receivers did receive

the 1090ES signal from the flying aircraft. We did not receive

any UAT978 signal, as this signal is not used in Europe.

However, using our platform we were able to produce a

UAT978 signal that commercial mobile cockpit devices, e.g.,

Sentry, SkyEcho2, and echoUAT, properly received and dis-

played. Eavesdropping sometimes violates privacy, and sharing

the eavesdropped data on the internet aggravates the privacy

concern. Since the ADS-B signal is not encrypted, there is

no way to stop eavesdropping. For example, Figure 4 shows

Joe Biden’s flight from Wilmington, Delaware to Washington,

D.C. for his presidential inauguration.

B. Spoofing

We were able to spoof both ADS-B signals 1090ES and

UAT978 signals. All the ADS-B receivers decoded (according

to their supported type) our fake signal without any alert.
Researchers had suggested identifying the fake signal using

the Doppler shift, multilateration, and many other machine

learning methods [39], [40]. However, none of the tested ADS-

B combinations showed any alert. Though spoofing is the

simplest and earliest type of attacks of ADS-B, it may still

pose a significant threat to the safety and resiliency of ATC.

For example, Figure 5 shows a spoofed aircraft as if over the

North Korean sky.
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Fig. 4: President Joe Biden’s flight for his presidential inaugu-

ration (image courtesy: https://twitter.com/flightradar24/status/

1351628618187862026).

Fig. 5: Spoofed aircraft over the North Korean sky.

C. Flooding

We flooded the ADS-B receivers with the fake signal.

Flooding attacks make it impossible to distinguish fake aircraft

from real ones. Similar to spoofing, we observed no alert

during our flooding attack in any of the ADS-B combinations.

Our general observation is that the flooding attacks had

more sensible impact on constrained mobile setups (e.g., the

memory, computational power, and screen size) than on their

desktop setup counterparts. For example, Figure 6 shows a

flooded screen during our test, which indicates that an attacker

can literally flood the entire world map.

Fig. 6: Flooded screen when using tar1090 software.

D. False distress signal

When a distress signal is transmitted, all the ATCs in

the area are immediately alerted that the aircraft has an

emergency. We developed a Python script for encoding a false

distress squawk code in an ADS-B signal. During our test,

the transmission of our fake distress squawk was decoded

by all the (supported) receivers. A fake distress squawk code

may have severe consequences. For example, it may initiate

a false alarm that could lead to air force deployment. In

our test, as a part of the visual alert that an aircraft should

receive after a distress message, the dump1090-fa software

made the aircraft’s icon turn red and displayed an alert text

with a red background, as shown in Figure 7. However, the

alert function was implementation-dependent, and thus, was

not available in most of the tested ADS-B configurations (see

Table IV). Manuals of commercial aviation ADS-B devices

suggest that such devices, when mounted in cabins of for

commercial aircraft, be equipped with bring audio-visual alerts

for unexpected situations, as described above. However, we

were unable to verify due to our lack of access to such devices.

Fig. 7: Fake distress squawk code in the Dump1090 net.

E. Coordinated attackers

All the ADS-B software we are aware of use the ICAO24

code of an ADS-B message as the reference for storing

and processing the other data in that message. Hence, to

implement the “coordinated attackers” scenario, we used the

same ICAO24 code but encoded different ADS-B information

into two separate signals and then sent the signals via two

separate SDRs towards the tested configuration at the receiving

end. We observed that this type of attack created logical

vulnerabilities in the receiving software. Instead of a smooth

position change the receiver decoded a scattered aircraft po-

sition with incoherent coordinates. As a result, the ATC may

become confused as to which is the actual location of that

aircraft. We summarize the results of the coordinated attacker

scenario for all the ADS-B message fields in Table IV, where

we use N=2 as the number of coordinated attackers. However,

our platform allowed us to perform the attack with N>2, and
the only limiting factor was the number of SDRs available

and dedicated to the “attacker role.” Table IV show disturbing

inconsistencies and discrepancies in on how different ADS-

B configurations deal with such unexpected scenarios. Even

more troubling, in our opinion, is that none of the tested

configurations displayed any alert on such inconsistencies

during the signal decoding and display stages.

For example, in Table IV we can see some interesting

scenarios. First, if the air traffic management team has three

ATC locations and each location is combined with one of three

different software – for example, dump1090 v 1.09.0608.14,

dump1090 v 1.15-dev, and RTL1090 v 0.9.0.10 – then each

ATC could see a completely different operational picture due

to the coordinated attack because the longitude field in the



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TAES.2021.3139559, IEEE
Transactions on Aerospace and Electronic Systems

IEEE TRANSACTIONS ON AEROSPACE AND ELECTRONIC SYSTEMS 9

TABLE IV: Summary of the effects of multiple coordinated attackers on ADS-B 1090ES.

Configurations Effects

Hardware Software ICAO24 Squawk Flight Velocity Altitude Latitude Longitude
Latitude and
Longitude

RTL SDR

Dump1090-fa v 4.0 CDA FLC FLC FLC FLC WRG WRG WRG

Dump1090 v 1.09.0608.14 CDA FLC FLC FLC FLC WRG WRG WRG

Dump1090 v 1.15-dev CDA FLC FLC FLC FLC FST FST FST

Dump978-fa v 4.0 (DNT) (DNT) (DNT) (DNT) (DNT) (DNT) (DNT) (DNT)

RTL1090 v 0.9.0.100 CDA FLC FLC FLC FLC FST FLC FST

RTL1090 v 2.11.3.103 CDA FLC FLC FLC FLC FST FLC FST

PGR PlanePlotter v 6.5.1.1 CDA FLC FLC FLC FLC FLC FLC FLC

EVAL-TT-SF1 Micro ADS-B v 1.15.1 CDA INA FLC FLC FLC WRG WRG WRG

TR-1W Micro ADS-B v 1.15.1 CDA INA FLC FLC FLC WRG WRG WRG

PX4
Mission Planner v 1.3.74 CDA FST FLC FLC WRG FLC FLC FLC

QGround Control v 4.1.2 CDA INA INA INA FLC FLC FLC FLC

Cube Orange
Mission Planner v 1.3.74 CDA FST FLC FLC WRG FLC FLC FLC

QGround Control v 4.1.2 CDA INA INA INA FLC FLC FLC FLC

GDL 52
Garmin Pilot v 10.5.7 CDA INA DSP DSP FLC FLC FLC FLC

Garmin Pilot v 8.0.0 * CDA INA DSP DSP FLC FLC FLC FLC

Sentry ForeFlight CDA INA FLC FLC FLC FLC FLC FLC

SkyEcho2

Airmate EFB v 2.3 CDA INA FLC INA FLC FLC FLC FLC

AvPlan EFB 7.10.7 CDA INA FLC FLC FLC FLC FLC FLC

AvPlan EFB 1.3.14 * CDA INA FLC FLC FLC FLC FLC FLC

EasyVFR4 EFB v 4.0.866 CDA INA FLC FLC FLC FLC FLC FLC

EasyVFR4 EFB v 4.0.870 * CDA INA FLC FLC FLC FLC FLC FLC

FlyQ EFB v 5.0 CDA INA FLC FLC FLC FLC FLC FLC

ForeFlight EFB v 13.0.1 CDA INA FLC FLC FLC FLC FLC FLC

Stratus Insight EFB v 5.17.3 CDA INA FLC FLC FLC FLC FLC FLC

OZRunways EFB v 10.10 CDA INA FLC FLC FLC FLC FLC FLC

OZRunways EFB v 4.4.1 * CDA INA FLC FLC FLC FLC FLC FLC

echoUAT

Airmate EFB v 2.3 CDA INA FLC INA FLC FLC FLC FLC

AvPlan EFB 7.10.7 CDA INA FLC FLC FLC FLC FLC FLC

AvPlan EFB 1.3.14 * CDA INA FLC FLC FLC FLC FLC FLC

EasyVFR4 EFB v 4.0.866 CDA INA FLC FLC FLC FLC FLC FLC

EasyVFR4 EFB v 4.0.870 * CDA INA FLC FLC FLC FLC FLC FLC

FlyQ EFB v 5.0 CDA INA FLC FLC FLC FLC FLC FLC

ForeFlight EFB v 13.0.1 CDA INA FLC FLC FLC FLC FLC FLC

Stratus Insight EFB v 5.17.3 CDA INA FLC FLC FLC FLC FLC FLC

OZRunways EFB v 10.10 CDA INA FLC INA FLC FLC FLC FLC

OZRunways EFB v 4.4.1 * CDA INA FLC INA FLC FLC FLC FLC

Note: * = Android version (other EFBs are iOS version); CDA = Count as Different Aircraft; FLC = Fluctuates (i.e., displays alternate values from
different attackers); WRG = Wrong value(s) altogether; INA = Information Not Available in the application; FST = Retain the First received signal’s
information; DNT = Did Not Test; DSP = Disappear.
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three software variants behaves differently. The first soft-

ware (dump1090 v 1.09.0608.14) shows a completely wrong

value (encoded as WRG in Table IV); the second software

(dump1090 v 1.15-dev) retains the first value it received

(encoded as FST in Table IV); and in the third software

(RTL1090 v 0.9.0.10) the value fluctuates (encoded as “FLC”

in Table IV) according to the value from each of the attackers.

Such effects of a coordinated attack can have high-impact

negative effects for ATMs from the operation, coordination,

and safety points of view.

Second, let us consider a coordinated attack that targets the

same flight number. Under normal circumstances, there should

be only one unique flight number for an aircraft in a single

time frame in a certain airspace. We can also assign the same

flight number to multiple aircraft within our coordinated attack

setup, which can confuse the ATC. For example, Figure 8

shows three aircraft with the same flight number “ABCDEFG.”

In addition, by using multiple SDRs, we can assign multiple

flight numbers to the same ICAO24 code, which can further

confuse and make uncertain both the human operator and the

ATM software.

Third, a good case to discuss is the effect on Mission
Planner v 1.3.74 when it was exposed to a coordinated attack.
Mission Planner v 1.3.74 is a widely used software for flight

and mission control of drones and unmanned aerial vehicles

(UAVs). Such flight and mission control software can also

receive ADS-B IN data via compatible hardware such as

Cube Orange with an integrated ADS-B receiver and PX4

with a Universal Asynchronous Receiver Transmitter (UART)-

based ADS-B IN sensor. This is a very useful functionality

for avoiding any dangerously close paths or potential mid-air

collisions. However, the Mission Planner v 1.3.74 software

wrongly computes the altitude (see the value marked WRG
in Table IV) of the surrounding ADS-B OUT systems when a

coordinated attack is performed. This means that the software

automatically instructs the drone(s) under it’s control to take

a flight path or a decision that can lead to the drone’s

unsafe operation such as to a mid-air or ground collision,

due to the incorrect altitude estimation. It is important to

note that the effect of the coordinated attack can also be

achieved completely unintentionally if two legitimate ADS-

B transmitters set by mistake the same ICAO24 code within

the ADS-B receiving range of the Mission Planner v 1.3.74.
Although it is unlikely that such unintentional situations may

occur in real life, it is still a possible scenario and cannot be

excluded from a risk assessment unless the software is fixed

and retested with our suggested methodology.

Finally, in Garmin GDL 52 coupled with the Garmin Pilot

application, we observed an interesting information disappear-

ance effect (encoded as DSP in Table IV). Two attackers

transmitted ADS-B signals that contained the same ICAO24

code but differing values for other fields (e.g., flight number,

velocity, and position information). After about 2–3 minutes

of the test, the flight number and velocity of the aircraft

disappeared from the main application’s screen, and the po-

sition information fluctuated similar to other EFBs. However

the fluctuations started to be more random after the aircraft

disappeared from the main application’s screen, an effect not

observed in other EFBs.

Fig. 8: Virtual Radar displaying the same flight number for

multiple aircraft with distinct ICAO24 codes.

F. Attacks on ADS-B CRC error handling

Depending on receiver capability, ADS-B 1090ES supports

up to 5-bit error detection and correction [38]. Due to the

interference, if the bit error (against the CRC) exceeds a

threshold, the receiver assumes that the message is corrupted

and drops that message. To test how much error a system

can handle in practice, we designed tests where we randomly

flipped (i.e., simulated a random error) several bits (up to

3 bits) to test the system’s error-handling capacity. Table V

summarizes the results of the bit-flip tests. The results show

that most setups generally support ADS-B 1090ES CRC error

correction only up to 2 error bits.

We observed that all the ADS-B configurations took extra

time to decode the message during the error correction. This

is due to the processing-intensive nature of error detection and

correction, which could lead to resource-allocation variations

of DoS attacks, e.g., to possible degradation of the ADS-B

decoding/display performance to below the ADS-B minimum

operational performance standards (such as Radio Technical

Commission for Aeronautics RTCA-260 and RTCA-282) and

the ADS-B minimum aviation system performance standards

(such as RTCA-242). We also observed that a significant

number of messages were dropped, and the percentage of

the dropped messages varied during the test. In line with this

observation, Leonardo et al. [25] also observed high message

drop percentages (50% to 90%) due to interferences.

In addition, we observed behavioral variations or inconsis-

tencies based on the tested configuration. For example, the

error-correcting routines themselves introduced other types of

software logic errors such as the appearance of ghost aircraft

in some of the dump1090 variants while the routine tried

to correct the error (a situation that in itself is ironic). We

believe this bug occurred most likely due to an erroneous
error-correction at the implementation level, but we leave the
further investigation of the open-source code to future work.

While the correction should be deterministic in all cases (based
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on the strict mathematical foundations of CRC), in our tests,

the efficacy and soundness of the correction depended on the

setup and implementation. Some of the setups detected and

corrected the error(s) without any side effects, whereas some

detected and corrected the error(s) but introduced other bugs.

Therefore, inconsistent error correction cause differences in

the screen display across large-area ATMs or highly heteroge-

neous setups in various ATCs. The results shown in Table V

also indicate that even though software play a significant role

in demodulating and decoding data, sometimes, the hardware

also plays a role that must be considered. For example, the

EFBs connected to the Sentry did not correct the message, but

the same EFB apps (including ForeFlight Mobile) that were

connected to echoUAT and SkyEcho2 (both from the same

vendor) decoded the message. ADS-B devices in ATMs and

ATCs may altogether use different chipsets, different hardware

designs, or different firmware, which may cause differences

in performance. Finally, the PX4 and Cube Orange entries

in Table V, clearly show that even with dedicated hardware

for ADS-B devices, the software plays an important role in

determining the level, extent, and quality of the CRC error

detection and correction. Last but not least, we leave the

exploration of the UAT978 FEC error handling for future work.

G. DoS attacks on ADS-B protocol level

Due to constraints in computing resources and software

design choices, each application or software can decode only

a limited number of ADS-B signals in a given time. When the

limit is exceeded, a DoS attack can be performed. We burst

a very high amount of valid yet fake ADS-B signals (30–100

thousand different ICAO24 codes) in a short amount of time

(2–3 min) while trying to perform a successful high-level DoS

attack on the target application or hardware device. Depending

on the software and the hardware, different ADS-B combina-

tions performed slightly differently when they were exposed to

a DoS attack. The performed DoS attack exceeded the ADS-B

IN processing capacity of most of the software/applications we

tested. Some of them crashed, some of their output clogged,

some setups produced garbage outputs that could not be read,

and others significantly dropped messages (e.g., did not detect

nor process nor show all the transmitted messages). If a setup

did not support an ADS-B mode, we mentioned that setup

as Not Applicable (see the value marked NA in Table VI).

The applications that were connected to echoUAT did not

crash because echoUAT slowly forward data to the application,

hence, indirectly protecting the applications from DoS attacks,

but at the expense of dropping legitimate ADS-B packets,

which violates the minimal operational specifications of ADS-

B. Over the 1090ES ADS-B IN, SkyEcho2 and Sentry can

receive and process up to approximately 55 thousand distinct

ICAO24 codes per minute, whereas echoUAT surprisingly

had a hardware limitation in processing approximately 400

distinct ICAO24 codes per minute. We do not know why such

functional discrepancy occurred considering that SkyEcho2

and echoUAT are manufactured by the same vendor.

At the same time, EFBs are graphical user interface-oriented

devices or software that are intended to make the service easy

TABLE V: Summary of the ADS-B CRC error-handling

experiments on the 1090ES.

Configurations Message error

Hardware Software 1-bit 2-bit 3-bit

RTL SDR

Dump1090-fa v 4.0 MSD+DE MSD+DE NDE

Dump1090 v 1.09.0608.14 BUG+DE MSD+BUG+DE NDE

Dump1090 v 1.15-dev DE MSD+BUG+DE MSD+BUG+DE

RTL1090 v 0.9.0.100 MSD+DE MSD+DE NDE

RTL1090 v 2.11.3.103 MSD+DE MSD+DE NDE

Dump978-fa v 4.0 (DNT) (DNT) (DNT)

PGR PlanePlotter v 6.5.1.1 MSD+DE NDE NDE

EVAL-TT-SF1 Micro ADS-B v 1.15.1 MSD+DE MSD+DE NDE

TR-1W Micro ADS-B v 1.15.1 MSD+DE MSD+DE NDE

PX4
Mission Planner v 1.3.74 MSD+DE NDE NDE

QGround Control v 4.1.2 NDE NDE NDE

Cube Orange
Mission Planner v 1.3.74 MSD+DE MSD+DE NDE

QGround Control v 4.1.2 MSD+DE NDE NDE

GDL 52
Garmin Pilot v 10.5.7 MSD+DE MSD+DE NDE

Garmin Pilot v 8.0.0 * MSD+DE MSD+DE NDE

Sentry ForeFlight EFB v 13.0.1 NDE NDE NDE

SkyEcho2

Airmate EFB v 2.3 MSD+DE MSD+DE NDE

AvPlan EFB 7.10.7 MSD+DE MSD+DE NDE

AvPlan EFB 1.3.14 * MSD+DE MSD+DE NDE

EasyVFR4 EFB v 4.0.866 MSD+DE MSD+DE NDE

EasyVFR4 EFB v 4.0.870 * MSD+DE MSD+DE NDE

FlyQ EFB v 5.0 MSD+DE MSD+DE NDE

ForeFlight EFB v 13.0.1 MSD+DE MSD+DE NDE

Stratus Insight EFB v 5.17.3 MSD+DE MSD+DE NDE

OZRunways EFB v 10.10 MSD+DE MSD+DE NDE

OZRunways EFB v 4.4.1 * MSD+DE MSD+DE NDE

echoUAT

Airmate EFB v 2.3 MSD+DE MSD+DE NDE

AvPlan EFB 7.10.7 MSD+DE MSD+DE NDE

AvPlan EFB 1.3.14 * MSD+DE MSD+DE NDE

EasyVFR4 EFB v 4.0.866 MSD+DE MSD+DE NDE

EasyVFR4 EFB v 4.0.870 * MSD+DE MSD+DE NDE

FlyQ EFB v 5.0 MSD+DE MSD+DE NDE

ForeFlight EFB v 13.0.1 MSD+DE MSD+DE NDE

Stratus Insight EFB v 5.17.3 MSD+DE MSD+DE NDE

OZRunways EFB v 10.10 MSD+DE MSD+DE NDE

OZRunways EFB v 4.4.1 * MSD+DE MSD+DE NDE

Note: * = Android version (rest other EFBs are iOS version); MSD =
Message(s) Dropped; DE = Decoded; NDE = Not Decoded; BUG = Bug
or ghost aircraft(s) introduced; DNT = Did Not Test.

and attractive. They define the aircraft location (or “ownship”

location) using their built-in GNSS receiver. Based on that

location, they show the map of the surrounding area, which is

typically 50 to 60 nautical miles in radius. Therefore, we also

tested the variatios of invisible and silent ADS-B DoS attacks

on EFBs using fake aircraft at quite distant locations (e.g.,

another city, country, or continent) that are generally outside

of the EFB’s displayed screen, which is mainly centered on the

position of the ADS-B receiver (i.e., the attack victim). Thus,

there were no visible attacker-injected aircraft on the screen,

but the EFB was silently affected by the DoS attack. This new

invisible and silent ADS-B DoS attack that we propose and

tested would be very challenging (if not impossible) to detect

without specific improvements in the ADS-B software (e.g.,

in the EFB and ATC) aimed at mitigating the list of attacks

that we described in this article.

Table VI summarizes the results of our ADS-B-level DoS

attack, while we present the complete ADS-B DoS experiment

and findings in a separate work.
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H. Fuzzing avionics protocols

Fuzzing is a way to discover bugs in software by pro-

viding randomized inputs to programs to find test cases of

crash causes. Mobile cockpit devices and EFB applications

use several different data-link protocols to exchange data, of

TABLE VI: Summary of the ADS-B DoS attack experiments

on both 1090ES and UAT978.

Configurations Results

Hardware Software 1090ES UAT978

RTL SDR

Dump1090-fa v 4.0 UNR NA

Dump1090 v 1.09.0608.14 UNR NA

Dump1090 v 1.15-dev UNR NA

Dump978-fa v 4.0 NA UNR

RTL1090 v 0.9.0.100 CLG NA

RTL1090 v 2.11.3.103 CLG NA

PGR PlanePlotter v 6.5.1.1 CLG NA

EVAL-TT-SF1 Micro ADS-B v 1.15.1 CLG NA

TR-1W Micro ADS-B v 1.15.1 CLG NA

PX4
Mission Planner v 1.3.74 CLG NA

QGround Control v 4.1.2 CLG NA

Cube Orange
Mission Planner v 1.3.74 CLG NA

QGround Control v 4.1.2 CLG NA

GDL 52
Garmin Pilot v 10.5.7 CLG CLG

Garmin Pilot v 8.0.0 * CLG CLG

Sentry ForeFlight EFB v 13.0.1 CRA CRA

SkyEcho2

Airmate EFB v 2.3 CRA CRA

AvPlan EFB 7.10.7 CRA CRA

AvPlan EFB 1.3.14 * CRA CRA

EasyVFR4 EFB v 4.0.866 MSD MSD

EasyVFR4 EFB v 4.0.870 * MSD MSD

FlyQ EFB v 5.0 MSD MSD

ForeFlight EFB v 13.0.1 CRA CRA

Stratus Insight EFB v 5.17.3 CRA CRA

OZRunways EFB v 10.10 CRA CRA

OZRunways EFB v 4.4.1* UNR UNR

echoUAT

Airmate EFB v 2.3 MSD MSD

AvPlan EFB 7.10.7 MSD MSD

AvPlan EFB 1.3.14 * MSD MSD

EasyVFR4 EFB v 4.0.866 MSD MSD

EasyVFR4 EFB v 4.0.870 * MSD MSD

FlyQ EFB v 5.0 MSD MSD

ForeFlight EFB v 13.0.1 MSD MSD

Stratus Insight EFB v 5.17.3 MSD MSD

OZRunways EFB v 10.10 MSD MSD

OZRunways EFB v 4.4.1 * MSD MSD

Note: * = Android version (rest other EFBs are iOS version); UNR=
Unreadable output; NA= Not applicable; CLG = Clogged output; MSD =
Message dropped; CRA = Crashed.

which the GDL-90 protocol is one of the most popular. We

performed protocol fuzzing by forming packets with a real

protocol-like format, but some parts malformed by the fuzzing

component. As a fuzzing framework, we used the American

Fuzzy Lop (AFL) Python implementation (python-afl v.0.7.3).

We targeted the IP address of the connected mobile device, and

AFL was instructed to send malformed data to it. Of the 10

tested EFBs, fuzzing experiments affected 7 (either crashed or

became unresponsive), and the remaining 3 behaved normally

during the attack. Table VII summarizes the results of the

protocol fuzzing attack, while we present the complete GDL-

90 fuzzing experiment and findings in a separate work.

TABLE VII: Summary of the GDL-90 fuzzing experiments.

Application with GDL-90 Platform Result

ForeFlight EFB v 13.0.1 iOS No effect

Stratus Insight EFB v 5.17.3 iOS Crashed

Airmate EFB v 2.3 iOS Crashed

FlyQ EFB v 5.0 iOS Unresponsive

AvPlan EFB v 7.10.7 iOS Crashed

EasyVFR4 EFB v 5.0.866 iOS No effect

OZRunways EFB v 10.10 iOS Crashed

AvPlan EFB v 1.13.14 Android Crashed

EasyVFR4 EFB v 4.0.870 Android No effect

OZRunways EFB v 4.4.1 Android Crashed

I. Logically invalid data encoding

While ADS-B can ensure limited data integrity checks via

CRC, it does not check by default the validity of the data itself.

Therefore, technically correct but logically invalid data can be

encoded into ADS-B messages. For example, Figure 9 shows

the very high velocity of an aircraft at a very low altitude

and vice versa for another aircraft. In our tests, no ADS-B

receiving software issued an alert for this kind of irrational

data. An attacker can use this to formulate an attack or to

puzzle the ATC.

Fig. 9: Logically invalid data displayed in ADS-B Micro.

J. Jamming

1) Signal jamming: This is the oldest type of attack to dis-
rupt any RF-related service. ADS-B 1090 uses a 4.6MHz wide

radio spectrum from 1087.7MHz to 1092.3MHz, centering at
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1090MHz [41]. On the other hand, UAT978 uses a 1.3 MHz

broad spectrum that centers at 978MHz (±0.65MHz) [42].
Almost all of currently available transmission capable SDRs

can block these two radio channels using noise transmission.

Thus, normal service can be easily suspended. However, an

attacker would most likely launch the attack from the ground.

Therefore, the jamming attack would not be effective for all

the receivers in a wide range of areas. Instead, it could be

a local attack. In Figure 10 pink wavy line shows the noise

floor, which is below -100 dB. The greenish-yellow wavy line

shows the rise of the noise floor around -40 dB for the entire

ADS-B 1090ES spectrum due to a jamming attack in our

laboratory. None of the receivers in our lab could receive any

valid transmission during the signal jamming attack.

Fig. 10: Rise of the noise floor due to the jamming attack on

ADS-B 1090ES.

2) Aircraft disappearance: We used jamming and fake

transmission to make a legitimate aircraft disappear. We set a

distant receiver using RTL SDR and dump1090. The receiver

setup can write the receiving data through the “./dump1090
–write-json-every < t >” command. We jammed the ADS-

B channel with a BladeRF using a noise source block of

GRC. The jammer produced a noise signal of random values

using the Gaussian distribution, which significantly raised the

noise floor. We set the jammer near the targeted receiver.

The high noise from the jammer degraded the signal-to-noise

ratio. As a result, the targeted receiver dropped the legitimate

transmission. Then our Python program collected the JSON

data from the distant receiver, filtered out the targeted aircraft,

created the byte order of the signals, and finally transmitted it

into the air using a HackRF at high power mode. We noticed

that the targeted aircraft disappeared from the targeted receiver,

but the other aircraft were visible. Since the typical range

of the ADS-B communication is very large (≈ 300 nautical

miles) and there will be many receivers in the targeted area, we

doubt that such an attack will be effective in real life, though

it may cause some local disturbance. Our main conclusion

is that this advanced attack requires huge investments in

infrastructure and expertise, which only large organizations

or nation-states can afford.

3) Trajectory modification: One way to perform the tra-

jectory modification attack is to further combine aircraft
disappearance with aircraft injection attacks. Therefore, to

change the trajectory of a target aircraft, we started with the

same strategy that we used to make the plane disappear from

the receiver (see above Section VI-J2). In contrast to aircraft

disappearance, however, in aircraft injection, after we filter out
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Fig. 11: Ontological tree classification of defensive measures

for ADS-B security.

the data, we periodically broadcast a new flight path (i.e., a

modified trajectory) of the targeted aircraft. Hence, the targeted

aircraft appeared on receiving displays as having changed

its course. Similar to aircraft disappearance, the trajectory

modification attack works well in a lab setup but may be

hardly practical in the real world in the near future and without

considerable technical support.

VII. COUNTERMEASURES AND DEFENSES FOR ADS-B

SECURITY

Several studies on different approaches to securing the

ADS-B communications have been conducted in the past

decade [43], [2], [1], [44], [39], [45], [46]. Some promising

directions for generic RF communication defenses are ex-

plored by the physical layer security (PLS) techniques that

were used to secure beamforming [47], [48], [49]. Though we

were unable to verify at this point the effectiveness of PLS

techniques against our ADS-B attacks, we invite interested

readers to further explore the field.

Overall, the proposed defensive solutions in literature can be

categorized into two main groups: solutions for location verifi-

cation and solutions for broadcast authentication. In Figure 11,

we present an ontological tree classification of defensive

measures for ADS-B security. All the proposed methods have

some advantages and disadvantages. Some solutions are very
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handy, and some need extensive infrastructure. We suggest that

proper guidelines for multiple sources of the same signal, i.e.,

coordinated attacks, be issued by the regulatory authority. Our

tests merely investigated the RSS-Distance model and Doppler

effect solutions in a practical manner.

A. Defense using the RSS-Distance model

An RF signal attenuates as it travels through space. The

more the signal travels, the weaker it becomes. Thus, the

traveled distance and the signal strength are correlated. This

phenomenon can be used to verify the source of the signal, i.e.,

the aircraft. We recorded the three-dimension (3D) distance

and the RSS of the aircraft from our laboratory for three days.

In Figure 12, the X and Y axes show the distance and the RSS,

respectively. The red line shows the raw measurements. The

receiving software (dump1090 v1.15dev) provided the RSS in

the dBFS unit instead of the standard signal strength in the

dBm unit. However, we can observe that the RSS weakened

as the aircraft flew farther, regardless of the scale. The raw

measurement suffered from noise, so we used the Kalman

filter to smooth the noise. The green line shows the Kalman

filter values. To make a meaningful model, we applied Python-

based scipy.optimize.curve fit function. Finally, we used the

blue dotted curve fit data to verify the aircraft’s distance (or

claimed position) against the RSS.

Fig. 12: Example of the the RSS-Distance model created based

on the the ADS-B signals from real aircraft.

To distinguish the real aircraft from the spoofed aircraft, we

set up a spoofing unit that randomly transmited fake ADS-B

1090ES signals that encoded a random positions. To test our

model, we let this spoofing setup be active for three days. The

receiver did receive both spoofed and real signals. Based on the

given location in the ADS-B message, our setup calculated the

3D distance of the aircraft from the receiver, and then retrieved

the possible RSS from the model. If the retrieved RSS and the

real-time RSS were close enough, the aircraft was considered

legitimate, otherwise, it was considered a fake aircraft. Since

the RF signal suffered from noise and fluctuations, we used

some tolerance while we compared the retrieved and real

RSS values. As an attacker may use different power levels

for signals, we tested three different power-level attacks: low

power attack (LPA), medium power attack (MPA), and high

power attack (HPA). For these three attacks, the RF output

gain in the GRC script was set at 10 dB, 20 dB, and 30 dB,

respectively. We classified the experiment outcomes into four

categories. A True Positive (TP) means the attacker aircraft

flagged as attacker aircraft; a True Negative (TN) outcome

means the real aircraft was flagged as a real aircraft; a False

Positive (FP) outcome means the real aircraft was flagged

as an attack; and a False Negatives (FN) outcome means

attacker signals were flagged as real aircraft. Using these four

parameters and to fully understand model’s capabilities, we

also calculated the accuracy, precision, recall, and F1 score,

as follows:

• “Accuracy” the ratio of the number of correctly predicted

observations to the number of total observations. It’s

formula is Accuracy = (TP+TN)/(TP+FP+FN+TN).

• “Precision” is the ratio of the number of correctly

predicted positive observations to the number of total

predicted positive observations. Its formula is Precision

= TP/(TP+FP).

• “Recall” is the ratio of the number of correctly predicted

positive observations to the number of all observations of

attacking aircraft. Its formula is Recall = TP/(TP+FN).

• “F1 score” is the weighted average of the precision

and the recall. Its formula is F1 score = 2×(Recall ×
Precision) / (Recall + Precision).

During the experiment, a total of 2,107 test samples were

collected. Out of them, 966 were from real airplanes and 1,141

were from attackers’ spoofed airplanes. The accuracy metric

in Figure 13 shows that high-power attacks are easier to detect,

while low-power attacks are harder to detect or else prone to

erroneous detection. Similar to the accuracy, the precision also

diminishes with low-power attacks. Recall tells us how many

predictions were labeled correctly. If the tolerance is high,

the recall ratio decreases. The F1 score reveals the accuracy

based on precision and recall. The best F1 score was observed

during the high-power attack in addition to a high tolerance.

Schäfer [50] implemented an RSS profiling-based trajectory

verification scheme called VeriFly and evaluated its security

by conducting experiments and simulations with real data.

Instead of an instantaneous RSS value, the authors used the

distribution of RSS as the verification factor. More importantly,

the authors did not systematically measure the accuracy of the

results in terms of the model versus the outcome; instead,

they tried to determine the model parameters that would yield

the highest TP and the lowest FN. At the best parameter

combination, they achieved approximately 82% success. The

work of Schäfer [50] and our RSS-Distance model work are

quite different. For example, our model (once pre-trained)

provides the result instantly, whereas VeriFly requires cum-

bersome preparation and conditional calibrations, such as at

least 150 ADS-B position messages plus some neighboring

messages (e.g., k = 10) within a maximum distance (e.g.,

625 meters). Our model does not require such types of con-

ditional calibration. In summary, VeriFly is suitable for post-

processing, i.e., after gathering all the messages and checking

the valid flights, whereas our model performs real-time instant

category profiling (i.e., of legit signals vs. attacker signals) for

each position message.
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Fig. 13: Results of the detection of the attacker’s ADS-B messages when the previously built RSS-Distance model was used.

B. Defense using the Doppler shift

The Doppler shift measures the change in the frequency of

a wave in relation to a motion between the transmitter and the

receiver. It is a common phenomenon in wireless communi-

cations, which is widely used in many applications [51], [40].

However, some studies have suggested using the Doppler shift

of an ADS-B signal to verify the velocity, and subsequently,

the position of an aircraft [52], [53]. The Doppler shift effect

is mainly used to verify whether the signal is coming from a

source-in-motion, assuming that the attacker is likely to be in

the static mode, while a real aircraft is constantly in motion

when it flies.

To test our proposal, we developed a GRC script to record

the strongest the strongest positions of the RSS and the

frequency in the Fast Fourier Transform (FFT) display. We

set the FFT size 32,768 and the sample rate at 250 thousand

to produce a fine-granular frequency change (250 kHz / 32,768

= 7.62 Hz) per FFT resolution. We tuned the receiving radio

slightly off the center frequency (1090 MHz) to avoid a DC

spike (a common problem in SDR). Therefore, the receiving

FFT position was around 8,000 instead of 32, 768/2 =
16, 384. Figure 14 shows the strongest positions of the RSS

and the frequency in the FTT display according to the recorded

time. The lower part of the figure show that the RSS increased

when the aircraft approached the receiver, and vice versa.

Since the aircraft’s position was changing, a slight change in

the position of the reception frequency was expected in the

upper part of the figure. However, despite many attempts, we

did not find a good frequency change trend. Had a weaker

signal been considered, the noise would have been increased

significantly. The ATC is likely to receive a weak ADS-B

signals most of the time, since aircraft would not fly in the

direct line of sight. Considering our experience with the ADS-

B Doppler shift, we conclude that it may be difficult to use

the Doppler shift of an ADS-B signal as a reliable indicator

of the motion of a valid/authentic ADS-B transponder versus

that of a static ADS-B attacker. Even if the motion is verified,

it could not block the attacker in motion, e.g., an attacking

SDR mounted on a drone or airplane-like UAV, or an attacker

SDR planted inside a legitimate flying aircraft.

C. Defense against coordinated attacks

In our view, resiliency to the inconsistencies generated by

coordinated attacks in ADS-B messages could (and should)
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Fig. 14: Position of the strongest RSS in the FFT for evaluation of the Doppler shift.

be achieved by standardizing (across industries, vendors, and

geographies) the expected behavior in such anomalous cases.

However, to the best of our knowledge, there are no tech-

nical or procedural specifications and guidelines for dealing

with such cases. In our view, relevant bodies such as Radio

Technical Commission for Aeronautics (RTCA), International

Civil Aviation Organization (ICAO), U.S. Federal Aviation

Administration (FAA), The European Organisation for the

Safety of Air Navigation (EUROCONTROL), European Union

Aviation Safety Agency (EASA), and Single European Sky

ATM Research (SESAR), should issue revised ADS-B speci-

fications and guidelines for ensuring consistent treatment (as

well as proper detection and flagging, whether at the hardware

and/or software level) of ADS-B messages arising from such

coordinated attacks.

D. Defense against other attacks

Below we present some ideas on how to improve existing

software so that the user interface or user experience would

have sufficient controls for the users in cyberattacks or even

when legitimate malfunctions occur.

• Implement simple yet effective detections in software,

e.g., detection of anomalous data, illogical data, and

fluctuating data.

• Implement better logic to alert the users when the above

detections occur, as well as friendly and aerospace-

approved ways to notify and handle alerts.

• Offer users the ability to configure some of the dis-

play/alert thresholds but provide the software with sen-

sible and well-tested defaults, perhaps based on industry

guidelines, specifications, and certifications.

VIII. CONCLUSION

We practically demonstrated and evaluated the impact of

multiple novel and known attacks on ADS-B that are primarily

achievable via an RF link and that affect various network,

processing, and display subsystems used within the ADS-B

ecosystem. Overall, we implemented and tested, in a controlled

environment, 12 attacks on ADS-B, of which 5 were presented

or implemented for the first time in the field of ADS-B

security. For all these attacks, we developed a unique testbed

that consisted of 13 hardware devices and 22 software (based

on Android, iOS, Linux, and Windows), which resulted in

a total of 36 tested configurations. Each of the attacks was

successful on various subsets of the tested configurations.

In some attacks, we discovered wide qualitative variations

and discrepancies in how particular configurations reacted to

and treated ADS-B inputs that contained errors or contra-

dicting flight information, and the main culprit was almost

always the software implementation. In some other attacks,

we managed to cause DoS by remotely crashing/impacting

more than 50% of the testset that corresponded to those

attacks. Besides demonstrating a few novel attack concepts,

we also implemented, investigated, and reported on some

practical countermeasures to those attacks. For example, we

found and practically demonstrated that the strong relationship

between the RSS and the distance-to-emitter may help verify

the aircraft’s advertised ADS-B position and distance. In some

scenarios, we achieved 90% accuracy in detecting spoofed

ADS-B signals, and our method might be effectively used

to distinguish real aircraft’s ADS-B signals from attackers’

spoofed signals.

To the best of our knowledge, in terms of the tested

configurations and attacks/scenarios, this is the first study

and is the largest qualitative and quantitative public study

of this kind that targets ADS-B systems. The consistency of

our results on a comprehensive range of hardware-software

configurations indicates the reliability of our approach and test

results. We hope our approach and results can be positively

used by research and industry organizations to improve the

cybersecurity of today’s ever-growing ADS-B deployments.
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of University of Jyväskylä (The authors thank Dr. Andrei

Costin for facilitating and managing the grant).

Hannu Turtiainen also thanks the Finnish Cultural Founda-

tion / Suomen Kulttuurirahasto (https://skr.fi/en) for supporting

his Ph.D. dissertation work and research (under grant decision

no.00211119) and the Faculty of Information Technology of

the University of Jyvaskyla (JYU), in particular, Prof. Timo
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ABSTRACT As the core technology of next-generation air transportation systems, the Automatic Dependent
Surveillance-Broadcast (ADS-B) is becoming very popular. However, many (if not most) ADS-B devices
and implementations support and rely on Garmin’s Datalink 90 (GDL-90) protocol for data exchange
and encapsulation. This makes it essential to investigate the integrity of the GDL-90 protocol especially
against attacks on the core subsystem availability, such as denial-of-service (DoS), which pose high risks to
safety-critical and mission-critical systems such as in avionics and aerospace. In this paper, we consider
GDL-90 protocol fuzzing options and demonstrate practical DoS attacks on popular electronic flight
bag (EFB) software operating on mobile devices. Then we present our own specially configured avionics
pentesting platform and the GDL-90 protocol. We captured legitimate traffic from ADS-B avionics devices.
We ran our samples through the state-of-the-art fuzzing platform American Fuzzy Lop (AFL) and fed
the AFL’s output to EFB apps and the GDL-90 decoding software via the network in the same manner
as legitimate GDL-90 traffic would be sent from ADS-B and other avionics devices. The results showed
worrying and critical lack of security in many EFB applications where the security is directly related to the
aircraft’s safe navigation. Out of the 16 tested configurations, our avionics pentesting platform managed
to crash or otherwise impact 9 (56%). The observed problems manifested as crashes, hangs, and abnormal
behaviors of the EFB apps and GDL-90 decoders during the fuzzing test. Our developed and proposed
systematic pentesting methodology for avionics devices, protocols, and software can be used to discover
and report vulnerabilities as early as possible.

INDEX TERMS GDL-90, ADS-B, attacks, cybersecurity, pentesting, resiliency, DoS, aviation, avionics.

I. INTRODUCTION
In the United States aviation sector, the Federal Aviation
Administration (FAA) is pushing a shift from secondary
surveillance radar (SSR) interrogations to the more modern
Automatic Dependent Surveillance-Broadcast (ADS-B) tech-
nology in air traffic control. As of January 2020, all aircraft

The associate editor coordinating the review of this manuscript and
approving it for publication was Yang Liu.

operating in the continental United States are required to use
ADS-B [1]. European aviation is following suit – the gradual
shift to mandatory ADS-B broadcasting already started in
June 2020 [2]. ADS-B offers many benefits over SSR, such
as enhanced and fully automatic situational awareness of all
aircraft and air traffic control (ATC) in the vicinity, increased
system efficiency by eliminating interrogation processes,
and cost-effective implementation. Moreover, FAA and its
stakeholders are actively experimenting with ADS-B for
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commercial space transportation applications [3]. Due to
ADS-B’s efficiency, light weight, and cost-efficient features,
it is gaining popularity among all types of users. Using a
portable ADS-B transceiver (e.g., SkyEcho2, Sentry, and
echoUAT) as a mobile cockpit solution is very trendy nowa-
days, especially in the general aviation sector. Such portable
ADS-B devices provide services through and electronic
flight bag (EFB) application hosted on a mobile tablet or
smartphone. ADS-B devices (e.g., SkyEcho2, Sentry, and
echoUAT) exchange data mainly using the Garmin DataLink
90 (GDL-90) protocol, one of the de facto standard tech-
nologies that are leading in the avionics industry. GDL-90
is also used in many integrated flight deck (IFD) systems
and electronic flight instrumentation systems (EFISs) such
as Garmin’s G1000, Avidyne’s IFD440/540, and EX5000,
as well as in many mobile cockpit devices and EFB
applications (such as AvPlan, Naviator, and Airmate). Due
to the wide use of GDL-90, any potential vulnerability in it
poses elevated cybersecurity risks to avionics systems as well
as safety risks to the passengers and crew lives. Researchers
have reported several types of security threats involving
ADS-B, such as ghost aircraft, aircraft disappearance, denial-
of-service (DoS) [4]–[6]. However, protocol fuzzing in
mobile cockpit systems has not been thoroughly investigated
yet, which has motivated us to conduct this study. This
study is important as it systematically addresses the discovery
of potential bugs and cybersecurity vulnerabilities within
GDL-90 implementations. Our main contributions with this
work are as follows.
1) To the best of our knowledge, we are the first to

propose, develop, and execute a systematic fuzzing
platform and experiments aimed specifically at the
GDL-90 protocol (although our method is easily
extensible to more avionics and aerospace data-link
protocols).

2) We are the first to discover and report safety-critical
DoS vulnerabilities in a handful of the most popular
aviation apps and mobile EFBs as a result from fuzzing
the GDL-90 inputs.

The rest of this article is organized as follows. Different
fuzzing aspects are discussed in Section II. In Section III,
we introduce our attack strategy. We present the results in
Section IV. We discuss related works in Section V. Finally,
in Section VI, we discuss possible workarounds and future
work as we conclude this paper.

II. BACKGROUND
In this section we briefly present background technologies
and techniques used in our experiments.

A. FUZZING
Fuzzing (or fuzz testing) is an automated software testing
method for finding implementation and input sanitization
bugs by using intentionally malformed or randomized inputs.
It was originally developed by Professor Barton Miller and
his team of students at the University of Wisconsin Madison

FIGURE 1. GDL-90 message format.

in 1989 [7]. With fuzzing, a generator is used to create
random and semi-random (known to be dangerous) data
usually sampled from real inputs. Such data are inputed in
to the software being tested, and the software’s behaviour
is observed. Fuzzing is based on the premise that bugs exist
in every program and therefore, a consistent and systematic
approach will eventually cover them [8]. Fuzzing is a blind
testing technique with caveats, such as the possibility of
missed program paths due to the random nature of the input
mutations [9]. In our experiments, we targeted the GDL-90
protocol, which means that we used protocol fuzzing by
forging packets with a real protocol-like format but with some
parts malformed. (This topic will be discussed further in
Section III-D).
In this study, we used the American Fuzzy Lop (AFL) as

our core fuzzing toolset. AFL is a security-oriented greybox
fuzzer originally developed by Michal Zalewski [10]. It is a
proven, easy-to-use, stable, and effective fuzzer that utilizes
performance optimizations to decrease unnecessary runtime.
It uses an instrumentation-guided genetic algorithm to fuzz
the software being tested with brute force. In essence, AFL
takes the user-supplied sample test cases one by one,trims
them, and mutates the trimmed versions with traditional
fuzzing strategies. The behavior of the software being tested
is recorded, and interesting test cases are recorded for further
use and for runtime modifications of the fuzzer [9]. AFL is
currently maintained by Google Open Source and is licensed
with Apache License 2.0 [9], [11].

B. GDL-90 PROTOCOL
The Garmin DataLink 90 (GDL-90) format is supported by
many aviation hardware and software (see Table 3). It is
described in the RTCA DO-267A standard as a messaging
structure based on asynchronous high-level data link control
(HDLC), with some modifications to better suit avionics data
interfaces [12], [13]. The basic GDL-90 message format is
presented in Figure 1.

The message starts with a Flag Byte (0× 7E), followed by
a one-byte Message ID, which specifies the type of message
being transmitted. The message type sets the message data
content and length. All the message definitions are listed in
Table 1.
A two-byte frame check sequence (16-bit CRC, LSB first)

is calculated for the data and appended to the message, and
themessage ends with another flag byte. If a flag byte (0×7E)
or a control-escape character (CEC, 0× 7D) is present in the
original message, the message byte is XOR’d with 0 × 20,
and a CEC is prefixed to it. Thus, the integrity of the message
is preserved. The receiving end checks the incoming traffic
for the Flag Bytes and captures the data between them. The
captured data are inspected for CECs. If a CEC is found, it is
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TABLE 1. GDL-90 message IDs.

discarded, and the byte after it is XOR’d again to return its
old form properly. The CRC for the message data part of
the full GDL-90 message is calculated and verified. If it is
deemed valid, the message is ready for use. GDL-90 devices
in operation transmit a heartbeat message once every second,
followed by an ownship report. In between these ‘‘pulses’’
other messages such as traffic reports can be transmitted.
In our experiments, we focused on three types of messages:

• Heartbeat messages,
• Traffic reports; and
• Ownship reports
A heartbeat message is used for the devices to indi-

cate that they are operational and to submit information
about their status. Two status bytes in the message tell
information about the transmitter in Boolean fashion. This
information includes ‘‘battery low,’’ ‘‘Global Positioning
System (GPS) fix,’’ ‘‘maintenance requirement,’’ etc. flags.
A timestamp is also present in the message after the status
bytes.
Traffic reports are at the output in each second for each

proximate target. GDL-90 expects at least 32 simultaneous
targets to be handled, but more can be processed depending
on the uplink configurations and the interface baud rate.
Traffic report data use 27 bytes to represent each needed
attribute. Table 2 shows the fields of the traffic report data in
order.
An ownship report message follows the traffic report

format. It is always in the output even without a proper
GPS fix. It broadcasts the transmitter information to the
network.

C. GDL-90 PROTOCOL EXTENSIONS
Some vendors have their own interpretation of the protocol
outside of the Garmin standard. For example, Uavionix’s
SkyEcho2 mainly uses the standard messaging types, but it
outputs its ownship message with the message type code 101.
On the other hand, ForeFlight’s Sentry extends the protocol
and does not communicate with the standard message types.
Sentry transmits messages with IDs 37 and 38, which are
longer than the standard heartbeat, ownship, and traffic
messages and most likely contain multiple message types

FIGURE 2. Heartbeat messages of SkyEcho2 proprietary GDL-90
extension as captured and decoded by wireshark software.

FIGURE 3. System diagram of Garmin G1000 EFIS/IFD [15]. Note the
GDL-90 inputs going into No. 2 GIA 63/63W that, in turn, controls the
auto-pilot Honeywell KAP 140 [14].

in a single packet. The ForeFlight EFB supports both
devices. It broadcasts messages to the network. When the
app is accepting traffic, it sends ‘‘i-want-to-play-ffm-udp’’;
and when it goes to sleep it sends ‘‘i-cannot-play-ffm-
udp.’’ It also identifies itself to the network by broadcasting
‘‘App: ForeFlight, GDL90: port:4000’’ messages. For our
experiments, we did not delve deeper into the ForeFlight
protocol as it was not necessary. We were able to capture,
modify, resend, and receive Sentry packets just like with
the other devices. Thus, the integration with AFL was quite
straightforward. Figure 2 shows a Skyecho-ecoded heartbeat
packet in Wireshark.
Figure 3 depicts the system diagram of Garmin

G1000 – a real-world EFIS/IFD/avionics system. It is
important to note that GDL-90 inputs go to the GIA 63/63W
avionics unit that is also directly controlling the auto-pilot
systems such as Bendix/King KAP-140 [14]. Therefore, any
GDL-90 vulnerabilities present within the avionics units have
a potential direct effect on the auto-pilot systems. Therefore,
it is important to discover such GDL-90 (and other data-link
protocol) vulnerabilities as fast and as efficiently as possible,
for example, using our approach and results.
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TABLE 2. GDL-90 traffic/ownship report fields.

FIGURE 4. Overview of the GDL-90 test-bench and positioning of our
fuzzing platform (for GDL-90 and similar avionics data-link protocols).

III. FUZZING ATTACKS ON GDL-90
A. DIAGRAMS OF OUR APPROACH
In Figure 4 we present a high-level diagram1 of where
GDL-90 outputs and inputs are connected in real-world
systems and where our platform can be connected during
the execution of GDL-90 fuzzing. It is important to note
that discovering or triggering such protocol implementation
vulnerabilities does not necessarily require physical or
adjacent proximity. In another study of ours, we demonstrated
that carefully crafted wireless ADS-B communications can
be used to achieve the same goals, crash EFB/ADS-B apps
or ADS-B avionics devices, which can be due to the GDL-90
or ADS-B vulnerabilities, or a handful of other reasons [5],
[6]. This is possible because many ADS-B devices with an

1This setup is part of a larger pentesting platform for aviation/avionics and
maritime technologies [5], [6].

ADS-B IN function provide processed data using GDL-90
protocol encoding.

B. ADVANTAGES OF OUR APPROACH
Using the GDL-90 fuzzing approach that we developed and
propose in this paper has the following main advantages:
1) Does not require aviation-spectrum wireless trans-

mission (e.g., ADS-B) and thus, avoids any radio
interference and lowers the costs, as SDR devices are
not required (i.e., it works directly at the GDL-90
receiving point);

2) Is not limited to the capacity of radio channels and thus,
can perform fuzzing/testing at considerably higher
speeds (e.g., WiFi/ethernet has higher a throughput
than the ADS-B RF link);

3) Works closer to the source of the possible GDL-90
implementation problems and thus, avoids the
extra layer(s) introduced by higher protocols’ (such
as ADS-B’s) processing chains, which could be
sources of bottlenecks, false negatives/positives, and
air-transmission regulatory challenges.

C. OVERALL HARDWARE-SOFTWARE SETUP
Our attacks were made simple by the fact that the common
GDL-90 enables WiFi ADS-B devices (such as SkyEcho2,
echoUAT, and Sentry) using connectionless UDP packets
to send data. Therefore, we were able to easily capture,
manipulate, and resend the packets to the applicationswithout
issues. First, we observed the packets transmitted in the
WiFi networks created by the Sentry and SkyEcho2 with the
Wireshark [16] network packet inspection tool. We applied
the GDL-90 dissector [17] lua-script to Wireshark to identify
and analyze the packets. We also transmitted ADS-B traffic
messages via HackRFOne to the receivers. We copied the
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required messages from the packet captures and saved them
as samples for the fuzzer. Depending on the device and its
configuration, we either left the different message types as
separate samples or left them as one in the case of Sentry.
In addition to the samples that we gathered from real device
networks, we also utilized Eric Dey’s GDL-90 code [18] to
simulate Stratus [19] and SkyRadar [20] ADS-B receivers
and created samples for those. In total, we tried four different
samples with the applications. Some applications worked
with only one sample-specific sample set. The simulated
SkyRadar sample set was deemed the best generalization of
the four, due to which it was the most widely used in our
tests.
We were inspired by Eric Dey’s GDL-90 code [18] and

made our own GDL-90 sender script for fuzzing purposes.
We chose AFL as our fuzzer of choice since we were adamant
that the input coverage with AFL would be sufficient. We set
up our environment as a Docker container with AFL and
our sender/fuzzing script. With our sender script, the target
IP address and the target port must be set at the beginning.
When the parameters are set, we can start fuzzing. As we
used UDP packets over WiFi, the applications at the mobile
phone end were not aware that the device at the other end was
not legitimate; therefore, the testing was realistic. However,
as we had no feedback from the mobile device through the
network to the fuzzer, we could not have AFL recording the
exact input that made an app crash. We could only observe
the applications. Running the fuzzer over the network with a
packet sending delay made the fuzzing quite slow for AFL
standards. However, the applications that were affected the
most crashed within the first 60 minutes of the test. For
the initial test, the target and the attacking PC were both
connected to the same home network via a WiFi access
point that ran OpenWRT 17.01.0 [21] or via an ethernet to a
router.
Overall, our test setup works on the one-click-test princi-

ple. After the Docker container is built, a test can be started
by running a script with four arguments: the IP address of
the attacked device, the UDP port (4000 or 43211 in our
tests), the sample folder (one of our four offerings), and the
output folder (arbitrary and useful for resuming long fuzzing
sessions). Logs are saved to the specified output folder. With
the inclusion of Docker, the setup is easy, as each component
is installed automatically. Figure 5 shows a status display
during the test.

D. AFL SETUP
We used AFL’s Python implementation (python-afl v.0.7.3)
and the latest AFL as of date (afl-fuzz v.2.57b) in our tests.
As our test setup was quite slow, we specified ‘‘quick and
dirty’’ mode (-d option), which skips deterministic steps and
usually yields faster results. This limited the depth that we
could achieve with the tests; however, we discovered that this
mode was perfectly adequate for many applications to falter.
With the non-deterministic mode on and with the sample
variety low, our longest (one-hour) fuzzing sessions reached

FIGURE 5. Example of an AFL run status.

TABLE 3. List of software exposed to fuzzing attacks (‘‘software under
test’’).

at least 50 cycles. A cycle in AFL means that the fuzzer went
through all the interesting test cases [22]. Therefore, we argue
that the tests were quite thorough within the limitations
of the samples we acquired. We observed that the crashes
occurred at several stages of the fuzzing cycles. Even if the
test applications did not crash, the usability of the data they
presented was greatly hindered due to the malformed input
data (see the details in the results in Section IV).

E. GDL-90 FUZZING TARGETS
In Table 3, we present a comprehensive list of the targeted
software. We targeted mostly mobile EFB apps, but we
also tested some open-source tools. For Eric Dey’s GDL-90
code [18], we targeted only the decoding script.
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F. HIGH-LEVEL GDL-90 ATTACK DESCRIPTION
Apossible cybersecurity attack involving vulnerable GDL-90
implementations could look as follows:
1) At the research time: An exploitable GDL-90

vulnerability is first discovered (e.g., using our
implementation-independent GDL-90 protocol fuzzing
approach).

2) At the design/manufacturing time: An adversary
designs and puts on the market an ADS-B-capable
and GDL-90-compatible ‘‘backdoored’’ device that
contains the GDL-90 exploitation payloads and attack
vectors. The ‘‘backdoor’’ could be implemented at the
hardware or at the firmware level in such a way to avoid
the detection at the (re-)certification time (similar to the
Volkswagen emission engine control unit manipulation
scandal [23]).

3) At the usage time: The ‘‘backdoored’’ ADS-B-capable
device sends or activates the GDL-90 exploitation
payload. Such exploitation payloads could be activated
conditionally, such as at certain altitudes, within certain
geo-fence areas, and upon receiving a ‘‘secret knock’’
ADS-B message.

4) At the usage time: Alternatively, the discovered
GDL-90 vulnerability can be reconstructed back to a
specially crafted triggering ADS-B payload/message.
Therefore, it may even be possible to trigger the
GDL-90 vulnerability without ‘‘backdoored’’ hard-
ware, by simply sending a specially crafted ADS-B
payload/message.

5) Ultimately, backdoors have been shown to be
implanted even in military-grade chips [24]. Therefore,
it is more than reasonable to believe that backdoor
implanting is also feasible for ADS-B devices
destined for avionics/EFIS/IFD/EFB setups within
commercial/general aviation and amateur aircraft.

IV. RESULTS
The fuzzing results are presented in Table 4. Of the
15 tested mobile EFB applications, 6 crashed (4 iOS-only
and 2 iOS+Android) and 2 became unresponsive (1 iOS-only
and 1 Android-only). In addition to mobile the EFB apps,
Eric Dey’s open-source GDL-90 [18] decoder experienced
several dozen of unique crashes during a day-long fuzzing
session on a normal PC (Linux). We focused only on fuzzing
Eric Dey’s GDL-90 decoder, leaving its network component
out of the equation. The unique errors and crashes that we
recorded were related to the different inputs that generated
Python assertion statement failures which, in turn, were due
to the faulty lengths of the messages. (Finding such issues
is exactly the aim of fuzzing tests in general.) These results
allow us to assume that Eric Dey’s open-source GDL-90 [18]
could pose stability, availability, and DoS-resiliency issues
if deployed or operated ‘‘as-is’’ in real-world systems and
devices.
In one of our recent works [5], [6], we tested almost

the same set of mobile apps and devices for DoS attacks

TABLE 4. Details of the mobile applications (apps) considered ‘‘attacked
software’’.

via the ADS-B layer and found that 6 of the mobile apps
in Table 4 were impacted by the ADS-B IN DoS attack,
which possibly affected over 200,000 mobile application
installs worldwide. In [5], [6], we tested a total of 68
different ADS-B configurations (mobile and non-mobile) for
the ADS-B IN DoS attack. We managed to crash 25% of
them mostly within 2 minutes, while overall, the DoS attack
impacted 51.47% of the tested configurations. In comparison,
the fuzzing results presented in this paper have similarly
worrying results in terms of aviation safety and lack of
resiliency to cybersecurity attacks such as DoS. Attacks on
core subsystem availability (such as DoS) pose high risks to
safety-critical and mission-critical systems such as avionics
and aerospace.

A. VISUAL OBSERVATIONS
All the mobile application crashes were observed by visually
inspecting the device and software under test. The crashes
happened either by themselves or while trying to operate the
software (e.g., after any touch input, movement of the map,
or zooming in/out) while the test was running. For each tested
configuration that was impacted, the crashes were observed
and confirmed at least three times (unless noted otherwise)
before the result was registered.
Although FlyQ did not crash, it became unresponsive and

had to be closed by the user. OzRunways on Android crashed,
but the result was not consistently repeated. The Naviator
app on Android did not crash during the test. However,
it consistently closed the GDL-90 ADS-B input on an error
state in each of our attempts and recovered only after a
restart. Otherwise, the application remained functional. Most
of the test applications showed some abnormal behavior,
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such as an irrationally flinching map screen, fluctuating
GPS data (due to the GPS positioning taken from the
GDL-90 messages), alerts (due to plane proximity or altitude
readings), and other non-standard or device operator-alerting
behavior. Therefore, the apps marked with DNCs (Did Not
Crash) in Table 4 should not be considered conclusively
stable [25]. The applications that did not crash in our tests in
this study may crash with some other sample data or testing
methods.

V. RELATED WORKS
A. SOFTWARE FUZZING
Reliable and efficient aerial communication is at the heart
of aerospace safety. Any defects in this safety-critical
technology may cost human lives and property. However,
modern protocols and the accompanying software are
not always up to the task. Several studies have shown
numerous viable attacks on these protocols and software
[4], [26]. Developers, researchers, and hackers are using
many tools to find out the security vulnerabilities of this
kind of mission-critical system. Here, we discuss a few of
them.
The success stories and the open-source nature of AFL

have encouraged researchers to customize this fuzzer for
different tasks [10]. Numerous studies have added many
functionalities to the AFL (e.g., pathfinding, sample creation,
and coverage) to improve its performance and effectiveness
[27]–[35]. As a result, AFL has been added to commercial
off-the-shelf (COTS) binaries [36]–[38]. It has also received
modifications for its parallel-run capabilities [39].

B. ATTACKS AND FUZZING ON AVIONICS DATA-LINK
The Micro Air Vehicle Link (MAVLink) communication
protocol is a bidirectional communication protocol that is
used in drones and ground control stations. It offers different
types of messages that can be transmitted reliably in an
efficient package [40]. However, Domin et al. reported a
crash of MAVLink-capable software in their protocol fuzzing
tests in 2016 [41]. Theywere able to crash a virtual dronewith
a random payload by incrementally increasing the payload
bytes from 1 to 255, thus increasing the length of the whole
message. An open-source MAVLink fuzzing software is
available [42].
PX4 is a widely avaible and extremely popular flight

controller that also supports the MAVLink protocol as
well as data from ADS-B IN-capable devices (such as
Aerobits AERO and uAvionix pingRX). Alias Robotics [43]
presented a general cybersecurity overview of PX4 from
threat modeling and static analysis perspectives and, in this
context, introduced the Robot Vulnerability Database (RVD).
Subsequently, Jang et al. [44] performed a thorough static
analysis of various PX4 firmware codebases.
Other communication protocols are also used for drones

in particular. Rudo and Zeng [45] showed fuzzing results
on the file transfer protocol/session initiation protocol

(FTP/SIP) and session description protocol (SDP) embedded
in consumer-grade drones. They raised concerns about the
state of security of such drones with commercial drone
software. They demonstrated GPS navigation and other
subsystem failures (e.g., video feed and motor issues).
Multiple studies have shown that the Internet-of-Things (IoT)
and embedded devices are quite vulnerable [46], [47].
With regad to drone security issues, Kim et al. pub-

lished their robotic vehicle (RV) fuzzing tool called
‘‘RVFuzzer’’ [48]. This tool was designed to highlight
missing or faulty validation checks for control inputs.
These bugs and missing features may cause physical
disruptions, such as mission failures or crashes, on RVs,
such as drones, if exploited. The authors constructed the
RVFuzzer to employ three distinct strategies for searching
input validation bugs, such as control parameter mutation,
one-dimensional mutation, and multidimensional mutation.
Throughout their evaluation, they discovered 89 input
validation bugs from two control programs. Since the attacks
do not require any code injection or other invasive proce-
dures, they cannot be detected by security solutions [48].
Hence more specific code improvements and internal
security audits for source codes under development are
required.

C. ATTACKS ON AVIONICS SYSTEMS AND PROTOCOLS
The research community has adamantly scrutinized the
security of ADS-B communication over the years. In 2004,
Korzel et al. [49] demonstrated issues with the data integrity
of the protocol due to erroneous inputs and data dropouts.
Further concerns over the authenticity, security, confiden-
tiality, and integrity of such protocol have been periodically
raised since [50]–[52].
Several researcher have frequently demonstrated attacks

against the ADS-B protocol. Costin and Francillon [4]
conducted the first practical ADS-B message injection
and spoofing attacks. Schäfer et al. [26] exposed several
attacks such as ghost aircraft attacks and virtual trajectory
modification on budget devices. Sjödin and Gruneau [53]
used HackRF SDR to demonstrate data injection and flooding
attacks on the Sentry ADS-B transceiver. They concluded
that the device does not validate the messages from the
ADS-B protocol. McCallie et al. [54] classified such attacks
and explored their consequences, which resulted in worrying
results.
Portable ADS-B transceivers (e.g., SkyEcho2, Sentry,

and echoUAT), which are operated with iPads and other
tablets, are favored by many general aviation pilots due
to their ease of setup, ease of use, and affordable pricing.
As these devices are not part of the onboard avionics per se,
Lundberg et al. [55], [56] pointed out that they do not, nor do
they need to, meet the standards of traditional avionics (e.g.,
RTCA, ARINC, and EUROCAE). The authors also found
vulnerabilities on all of their test samples and recommended
further product improvements to the device and software
designers.
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VI. CONCLUSION
In this paper, we presented our study of the impact of
GDL-90 protocol fuzzing on a range of popular mobile
EFBs and some standard PC software. Our results showed
a worrying lack of security in many EFB applications
where the security is directly related to aircraft’s safety
navigation. Of the 16 configurations that we tested herein, our
avionics pentesting platform managed to crash or otherwise
impact 9 configurations (56%). During the fuzzing test,
we observed crashes, hangs, and other abnormal behaviors
of the EFB apps and GDL-90 decoders. The consistency
of our test results on a heterogeneous and representative
set of EFBs (on the Android, iOS, and Linux platforms)
indicates the reliability of our approach and results. DoS
attacks can be devastating for mission-critical systems such
as in avionics and aerospace, where the availability and
reliability of the system are crucial. However, we hope that
our results and presented methodology can motivate the
standardization and regulatory bodies, as well as the industry
and air traffic organizations, to improve the requirements
for and the implementation checks of avionics devices and
apps with regard to resiliency to cybersecurity attacks, and in
particular, resiliency to DoS attacks. To ensure the adequate
safety of such mission-critical systems, multidimensional
security measures need to be taken. For avionics devices and
related software/firmware, upgrading their defence against
cyberattacks should be considered a continuous process, and
thus, related research and development need to be sustained
along with the operation of such devices and technologies.
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ABSTRACT Automatic dependent surveillance-broadcast (ADS-B) is a key air surveillance technology
and a critical component of next-generation air transportation systems. It significantly simplifies aircraft
surveillance technology and improves airborne traffic situational awareness. Many types of mobile cockpit
information systems (MCISs) are based on ADS-B technology. MCIS gives pilots the flight and traffic-
related information they need. MCIS has two parts: an ADS-B transceiver and an electronic flight bag (EFB)
application. The ADS-B transceivers transmit and receive the ADS-B radio signals while the EFB applica-
tions hosted on mobile phones display the data. Because they are cheap, lightweight, and easy to install,
MCISs became very popular. However, due to the lack of basic security measures, ADS-B technology
is vulnerable to cyberattacks, which makes the MCIS inherently exposed to attacks. Attacks are even
more likely for the MCIS, because they are power, memory, and computationally constrained. This study
explores the cybersecurity posture of various MCIS setups for both types of ADS-B technology: 1090ES
and UAT978. Total six portable MCIS devices and 21 EFB applications were tested against radio-link-based
attacks by transmission-capable software-defined radio (SDR). Packet-level denial of service (DoS) attacks
affected approximately 63% and 37% of 1090ES and UAT978 setups, respectively, while many of them
experienced a system crash. Our experiments show that DoS attacks on the reception could meaningfully
reduce transmission capacity. Our coordinated attack and fuzz tests also reported worrying issues on the
MCIS. The consistency of our results on a very broad range of hardware and software configurations indicate
the reliability of our proposed methodology as well as the effectiveness and efficiency of our platform.

INDEX TERMS Cybersecurity, attacks, ADS-B, ATC, ATM, UAT978, 1090ES, availability, DoS.

I. INTRODUCTION
THE demand for air transportation has been steadily increas-
ing over the last few decades. The Federal Aviation Admin-
istration (FAA) predicts that the number of passengers in
commercial aviation will increase to 1.15 billion by 2033 [1].
On the other side of the Atlantic, Eurocontrol predicts
1.6 billion air passengers in its sky per year by the early
2030s [2]. In addition, air cargo transportation, military

The associate editor coordinating the review of this manuscript and

approving it for publication was Zhenbao Liu .

aircraft, and unmanned aerial vehicles are expected to boost
air traffic in the coming years. As a result, the number
of aircraft in the airspace will continue to increase, and
the airspace will become even more crowded. For reasons
such as the safety of navigation, increased airspace capac-
ity, improved flight safety, and future navigation needs, in
2004 the FAA initiated the Next Generation Air Transporta-
tion System (NextGen) project. NextGen focuses on the mod-
ernization of America’s air transportation system to make
flying even safer, more efficient, and predictable. One of
its aspirations is to gradually transform the current obsolete
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and imprecise radar-based air traffic control (ATC) and air
traffic management (ATM) systems into a fully digital and
satellite-based navigation system. To implement this, the
FAA chose the Automatic dependent surveillance-broadcast
(ADS-B) system to be a core part of future air navigation
technology in the US. In 2011, the EU also mandated a
gradual ADS-B requirement starting in June 2020 [3]. The
core idea of ADS-B is to periodically broadcast the position
and other flight-related information of an aircraft to the ATC
and other aircraft in the vicinity via radio frequency (RF)
data link. The ADS-B communication system’s construction
and maintenance costs are expected to be only one-tenth
of radar-based navigation [4]. This simplified air navigation
technology is gaining popularity all over the world.
Light weight yet effective ADS-B technology is easy

to adapt and use. For example, the ADS-B transceiver
and smartphone-based mobile cockpit information sys-
tem (MCIS) is very trendy in the general aviation (GA) sector.
In this system, a small ADS-B transceiver is connected to a
smartphone or other smart device that displays the naviga-
tion data to the pilot through an electronic flight bag (EFB)
application. It also transmits global navigation satellite sys-
tem (GNSS) location, flight information, and other useful
information via theADS-B antenna.MCIS setups cost around
500–1000 dollars. The affordable price and the ease of instal-
lation make such setups attractive to pilots of private planes.
Studies show that firmware vulnerabilities are quite com-

mon in Internet-of-Things (IoT) and embedded devices [5],
[6] and this is also the case for ADS-B technology.
The main reason for this insecurity is that ADS-B does
not utilize basic security measures such as authentication
and encryption. There have been many reports of ADS-
B exploitation in the industry [7], [8] and in academia
[9]–[12]; therefore, MCISs can be labelled inherently inse-
cure. Even though many studies investigated the secu-
rity of ADS-B, the security assessment of MCIS remains
particularly under-researched. Compared to the powerful
transponder or desktop setups, these power-, memory-, and
computationally constraint mobile setups could be more vul-
nerable against cyberattacks. Nonetheless, the use of mobile
setups is increasing rapidly. The 21 EFB applications used
in this study were downloaded more than 650,000 times
from the Google play store, leaving alone other non-tested
applications and iOS platform’s download numbers aside.
Assessing the security of such safety- and mission-critical
systems against modern cyberattacks has motivated us to
conduct this research. Our main contributions with this
work are:
1) We present a systematic and comprehensive study of

the (in)security of different commercial-grade MCISs.
2) We test the impacts of the attacks on a large number of

EFB applications.
3) To the best of our knowledge, we implement

and demonstrate the first-ever ADS-B attacks over
UAT978.

4) We demonstrate that the UAT978 and 1090ES imple-
mentations are comparably vulnerable to generic and
available cyberattacks.

The rest of this article is organized as follows: Section II
introduces the relevant background on ADS-B and MCIS.
Related studies are discussed in Section III. Details of our test
platform and experiment setup are presented in Section IV.
Attacks on MCIS are explained in Section V. Attack results
are evaluated in Section VI. We discuss some solutions in
Section VII. Finally, with Section VIII we conclude this
article.

II. BACKGROUND
Modern aviation has relied only on primary surveillance
radar (PSR) for a long time. With PSR, the position of the
aircraft is measured by the distance and the angle to the
radar, but the identity of the aircraft remains unknown. For
this purpose, secondary surveillance radar (SSR) was devel-
oped. SSR transmits interrogation pulses using RF signals,
which are known as Mode A and Mode C. These pulses
allow the SSR to continuously interrogate the identity and the
barometric altitude of an aircraft. However, the SSR systems
have reached the limit of their operational capability. Mode A
communication is limited to 4096 unique codes, which poses
an issue for very busy modern air transportation. Therefore,
a more advanced aircraft communication protocol is needed.
Mode S was designed to solve these problems. Mode S is
an SSR process that allows selective interrogation of air-
craft according to an aircraft’s unique 24-bit code called the
International Civil Aviation Organization (ICAO or ICAO24)
address. Based onMode S, ADS-B’s concept was evolved and
it is now considered the future replacement of SSR.
ADS-B is a surveillance technique that relies on aircraft

broadcasting their identity, position, and other information
derived from onboard systems periodically without the need
for interrogation. Besides the ground station, other aircraft
also can receive the broadcast to have situational awareness
and self-separation. The most important part of the ADS-B is
position information, which is determined by GNSS. There
are two main functionalities in ADS-B: ADS-B IN and
ADS-B OUT. ADS-B IN refers to receiving, processing,
and displaying the ADS-B signals from the ATC, aircraft, and
other ADS-B OUT-equipped vehicles. ADS-B OUT refers
to transmitting an aircraft’s position, identity, velocity, and
additional flight-related information. For data transmission,
two datalink solutions are used as the physical layer for the
ADS-B: 1090 MHz Extended Squitter (1090ES) and Uni-
versal Access Transceiver at 978 MHz (UAT978). Figure 1
depicts the ADS-B protocol in SSR.

A. 1090ES
1090ES uses the 1090 MHz radio frequency to transmit
ADS-B OUT via a Mode-S transponder. Squitter refers to
a burst or broadcast of aircraft-tracking data transmitted
periodically by a Mode S transponder without interrogation
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FIGURE 1. ADS-B protocol within SSR.

from the controller’s radar. There are two types of squit-
ters: short squitter and extended squitter. As short squitter
includes downlink format capability, ICAO24 address, and
cyclic redundancy check (CRC). An extended squitter con-
tains all the information of a short squitter but it also includes
altitude, position, heading, and velocity. To analyze all the
information, we have focused on the extended squitter in this
study. The ADS-B 1090ES signal is modulated using pulse
position modulation (PPM), which is 112 bits long. A 0.8μs
preamble should precede the data block.

B. UAT978
UAT978 applies to aircraft that fly below 18,000 feet in
the US, mainly focusing on GA. If an aircraft flies above
18,000 feet, it must be equipped with an ADS-B 1090ES
transmitter. Besides navigation, UAT978 also provides ser-
vices such as flight information system-broadcast (FIS-B)
and traffic information system-broadcast (TIS-B). UAT978
uses continuous phase frequency shift keying (CPFSK)
modulation with a modulation index of 0.6 and a data
rate of 1.041667 Mbps. There are two types of UAT
ADS-B downlink messages: basic and long. A basic mes-
sage contains 144 bits, while a long message has 272 bits.
Forward error correction (FEC) is performed using a
systematic Reed–Solomon error correction code. For the
basic message, the FEC should be 96 bits long, and for
the long message, the FEC should be 112 bits long.
111010101100110111011010010011100010 is the default
synchronization bit pattern for both types of messages in
UAT978.

C. MOBILE COCKPIT INFORMATION SYSTEM
Compared to SSR, ADS-B is very handy and lightweight.
With this simplified version of the air navigation technique,
many manufacturers offer portable ADS-B transceivers.
Some of these transceivers can fit in the plane’s cockpit;
some are hung on the window. They transmit and receive the
ADS-B signals with a built-in antenna or via the aircraft’s
antenna port. EFB applications hosted on smartphones or
tablets are connected to the transceiver device via WiFi.
EFB application displays all the necessary navigation data to
the pilot. These portable transceivers are programmable via
computer or mobile application. A needed change in the static
information (e.g., ICAO24 address, flight number, squawk
code) can be done via the nominated program. In contrast,

FIGURE 2. SkyEcho2 with OzRunways EFB application.

dynamic data (e.g., location, altitude) are changed automat-
ically via the GNSS receiver of the device. Figure 2 shows
a MCIS setup, where data ADS-B data from the SkyEcho2
transceiver is displayed on OzRunways EFB application via
WiFi network.

D. TERMINOLOGY CLARIFICATIONS
During different phases of the experiment in this study,
we observed different behavior from various tested config-
urations and MCISs. Below we explain the terminology and
meaning of states, as used throughout this paper:

• Crash: If a MCIS totally shuts down unexpectedly or
ungracefully due to software misbehaviour from the
Denial-of-Service (DoS) attack inputs, we classify that
as a crash. Commonly, this is the first and immediate
step before an attacker can perform remote code execu-
tion (RCE) or arbitrary code execution (ACE) attacks-
This means the attacker can execute their own code
(e.g., ransomware, malware) on the affected system
(e.g., device, software, MCIS).

• Unresponsive: Some setups did not crash but they could
not handle the overwhelming amount of data. As a result,
they hang on, which is described as unresponsive.

• Output clogged: Some setups, perhaps to avoid a sys-
tem crash or due to design limitations, can decode or dis-
play a limited number of aircraft. The setups cyclically
show the ADS-B message within that capacity. Some-
times the ADS-B messages from new aircraft replace
the old ones within that limit, or new aircraft from valid
ADS-B signals do not appear at all. This situation is
called output clogged.

• Unreadable screen: When the system is flooded with
attacker ADS-B signals, the very large number of data
fields and aircraft icons make it impossible to read the
screen. However, the system keeps functioning without
crashing or becoming unresponsive, though most of the
time, the system becomes slower.

• No effect: Despite the attack, if the system behaves
normally without any visible/observable DoS or side-
effects, we called that no effect. However, none of the
tested MCISs were able to handle a massive amount of
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ADS-B messages (e.g., 200,000 or more). For instance,
we observed in many MCISs a significant amount
of valid messages being dropped (i.e., the number of
processed/displayed ADS-B messages is significantly
lower than the number of input ADS-B messages we
send). In such cases, we called this no effect but make a
side comment that messages were dropped.

III. RELATED STUDIES
Securing the ADS-B has drawn massive attention from
researchers due to its direct connection to aircrafts’ safe
navigation and the effects that failures have on passengers’
life. As early as 2004, Krozel and Andrisani [15] reported that
data dropouts, erroneous inputs, and deception might degrade
data integrity from ADS-B-equipped aircraft. They proposed
verification and validation techniques to ensure data integrity
using a Kalman filter. The filter would smooth out noise in
measured ADS-B signals, identify and suppress erroneous
data, coast between data dropouts, and provide the current
best state estimates. Since then, there have been many kinds
of studies to enhance ADS-B communication’s authenticity,
security, confidentiality, and integrity [16]–[18].
Sampigethaya [19] focused on the security of ADS-B

and proposed a framework for broadcast data link-based
navigation and surveillance for the ADS-B-enabled aircraft.
Costin and Francillon [9] presented the first public imple-
mentation and results of launching ADS-B message injec-
tion and spoofing attacks. Strohmeier et al. [20] analyzed
the 1090 MHz communication channel to understand the
behavior of ADS-B 1090ES under increasing traffic load and
security challenges. They concluded that the cheap and easily
available SDRs posed a significant threat to ADS-B commu-
nication and could be used for practical RF-based attacks.
Schäfer et al. [11] implemented attacks onADS-B 1090 using
USRP N210 as the transmitter and SBS-3 as the receiver.
They showed that active attacks such as ghost aircraft injec-
tion, ghost aircraft flooding, ground station flooding, and
virtual trajectory modification are easily implemented using
low-cost devices.
McCallie et al. [21] analyzed the security vulnerabilities

associated with ADS-B implementations. They classified the
attacks and examined the potential damage that the attacks
may have on air transportation operations. They stated that
ADS-B exploitation could cause disastrous consequences,
confusion, aircraft groundings, and in the worst case even
plane crashes. Manesh et al. [22] used Piccolo autopilot and
a portable ground station to observe the autopilot’s ghost
aircraft injection response. They injected fake ADS-B mes-
sages causing ghost aircraft to appear in the vicinity of the
Piccolo autopilot (ownership). This caused the autopilot to
take evasive measures to avoid the collision. Subsequently,
they pushed the ghost aircraft very close to the autopilot. The
sudden appearance of false aircraft caused the pilot to execute
a steep turn and start descending to regain well-clear as soon
as possible. Eskilsson et al. [23] demonstrated ADS-B and
controller–pilot data link communications (CPDLC) attacks

using HackRF. They used freely available ADSB_Encoder.py
Python script [24] to encode ICAO, latitude, longitude, and
altitude information into an IQ file. Later the file was trans-
mitted over the air using a HackRF device and decoded by
dump1090 software. They stated that simple implementation,
systematic documentation, and relatively inexpensive equip-
ment could also result in an increasing number of people
carrying out an attack. The acquisition of more attacking
devices can lead to a large-scale attack.
Tabassum et al. [25], [26] concluded ADS-B systems are

prone tomessage and payload loss. In their exploratory analy-
sis, they found that message contents are sometimes inconsis-
tent with nominal conditions. They spotted message dropout,
partial message content losses, data drift from the nominal
value, and discrepancies between geometric and barometric
altitude. They suggested that prior to the complete implemen-
tation of ADS-B, it is important to address, understand and
monitor these deficiencies.
Air communication modes are also a significant source

of big data that must be handled securely and effectively.
Mink et al. [27] analyzed the unaddressed big data issues for
NextGen. They evaluated the NextGen system using five
differentiated qualitative characteristics of big data: volume,
velocity, variety, veracity, and value. They estimated that all
modes (Mode A, C, and S) combined would generate 41 TiB
data per year at a velocity of 13 messages per millisecond
with no encryption. These findings indicate that the NextGen
system has several big data challenges that must be addressed
it it is to obtain its maximal potential. However, no such study
in Europe has been conducted yet.
Wu et al. [10] did a survey of the security issues of ADS-B.

They noted that the attack intention could be for economic
benefit, terrorism, cyber warfare, or personal interest. The
authors modeled the attacker as professional hacking groups,
terrorist organizations, military organizations, or amateurs.
The survey showed that a single solution does not fully pro-
tect the ADS-B system’s security. The public key infrastruc-
ture or spread spectrum technology can resist most attacks,
but there are still deficiencies. They proposed a multi-layered
security framework.
Most recently, Leonardi et al. [28] studied the effect of

jamming attacks in crowd-sourced air traffic surveillance.
They found that ground-based communication link jamming
can disrupt ADS-B communication more easily and effec-
tively than an air-based jammer and it is easy to implement
the attack from the ground. Their work complements our
study in the sense that it analyzes DoS attacks on air traffic
surveillance (including ADS-B). However, they performed
the DoS on the communication link where we performed it
on the datalink ADS-B layers.
Dave et al. [29] reviewed the cybersecurity challenges

in aviation communication, navigation, and surveillance.
According to them, as the aviation sector becomes digitized
and increasingly reliant on wireless technology, cyberattack-
ers in this sector are also increasing. From old VHF, CPDLC,
and PSR to today’s ADS-B technology, all are proven to
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TABLE 1. Comparison with related work shows different types of ADS-B attacks demonstrated throughout the state of the art.

be vulnerable to cyberattacks. Moreover, the unencrypted
nature of ADS-B opens many other attack paradigms. SDR
availability is one of the most technical advantages for attack-
ers. Many GA pilots use MCIS, which is very handy and
easy to install. Lundberg et al. [30] found that this type of
mobile setup is not a part of the onboard systems. Thus, its
reliability does not meet the standards applied to traditional
avionics such as radio technical commission for aeronautics,
aeronautical radio incorporated, and the European organisa-
tion for civil aviation equipment. They tested three sets of
hardware and applications: Appareo Stratus2 receiver with
the ForeFlight app, Garmin GDL 39 receiver with the Garmin
Pilot app, and SageTech Clarity CL01 with the WingX Pro7
application. They reported that all of them were vulnerable,
allowing an attacker to manipulate information presented
to the pilot. They recommended a device should sign the
data sent from the receiver to the app and vice versa. They
also recommend regularly updating the firmware, implement-
ing EFB updates, and to following security-aware software
development in order to enhance the security of such mobile
cockpit information systems.
Even though the security of ADS-B is heavily researched,

Lundberg et al. [30] have provided as the sole contribution
to MCIS security. However, technology and the demand
for MCIS have drastically changed since that study. Many
new ADS-B transceivers and software have been developed.
Attackers have new tools and ideas as well. Therefore, eval-
uating the attacks on MCIS against current technology is
essential. In comparison with Lundberg et al. [30], our work
provides comprehensive qualitative and quantitative security
feature testing of MCIS. Last but not least, the present paper
complements our research work and the results in [14], [31].
Table 1 compares this article’s attacks and contributions

against the relevant attacks presented in the literature.

IV. EXPERIMENT SETUP
In this section, we describe our approach for attackingMCIS.
We performed the experiments inwell-controlled lab environ-
ments using low power, placing the receivers and transmitters
in close proximity, and employing signal attenuators.

A. ATTACK PLATFORM
We used Python programming language to generate the
attack payloads. Then a program called GNU radio compan-
ion (GRC) was used to produce the IQ values, subsequently
transmitted on the air using transmission-enabled SDR. Three
transmission-enabled SDRs were used: HackRF, BladeRF,
and PlutoSDR. One type of device was sufficient for the

attacks in this study. However, we tested three of them to
check the feasibility of attacks by heterogeneous devices.
To encode the position and altitude into the ADS-B 1090ES
signal, we used Yusupov’s example script [24]. Later we
extended the software’s service by writing the codes for other
necessary data fields of the ADS-B 1090ES, such as flight
information, velocity, and squawk. Yusupov also provided
a UAT978 long-message generator [32], and we used that
script to experiment with UAT978 data encoding. We slightly
modified Larroque’s Reed–Solomon codec to generate the
FEC [33]. Later, by adding synchronization bits and proper
serialization, we generated the final UAT978 attack payload.
We used GRC’s CPFSK block to transmit the UAT978 signal
over the air. Our written software can send 1-to-N 1090ES
and UAT978 messages by 1-to-N transmitters. It is controlled
by several arguments in a command-line interface or with
a graphical user interface. To generate a fake ADS-B radio
signal, we generateNmessages to a CSVfile. Then, we create
the IQ file of those messages for the 1090ES or UAT978
signal. We duplicate each message 5–10 times to ensure that
the tested receiver caught each one. In the end, we transmitted
all theNmessages very quickly to push the receiving software
to its limits. Figure 3 shows how a Python-generated attack
payload reaches the MCIS through a radio link. Below we
present the ADS-B fields and other parameters that can be
set in our software to send individual or multiple messages
using 1090ES or UAT978 protocols.

• icao24: set an ICAO address to the message.
• squawk: set a squawk code to the message.
• flightnum: set a flight number.
• velocity: set airspeed of the aircraft.
• lat: set GPS latitude coordinate.
• lon: set GPS longitude coordinate.
• alt: set GPS altitude.
• gain: set the transmit gain.
• modetx set the protocol 1090ES or UAT978.
• devtx: set a specific transmitter device.
• file set the paths of attack file.
• ts: set a timestamp in milliseconds.
• crc: set a CRC checksum. For UAT978, this argument
refers to the Reed–Solomon FEC.

• multiprocessing: set the number of parallel transmitters
to use at once.

B. MOBILE COCKPIT INFORMATION DEVICES
We tested six mobile cockpit information devices from dif-
ferent manufacturers. Some of them had ADS-B transmission
capability, while others were limited to receive only. Because
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FIGURE 3. Attacker model.

TABLE 2. List of tested mobile cockpit information devices.

ADS-B is not fully functional in many parts of the world,
some devices did not support transmission. Table 2 shows the
list of tested devices.

C. ELECTRONIC FLIGHT BAG APPLICATIONS
A variety of EFB applications support the devices listed in
Table 2. However, not all the applications were compatible
with all the devices, because some devices use proprietary
protocols to exchange data with applications. The most popu-
lar protocol is GDL-90 [31], which most applications, such as
AvPlan, FLyQ, OzRunways, use. However, the GarminPilot
application worked only with the Garmin GDL-52 device,
while SensorBox worked with their developed Horizon appli-
cation. Table 3 shows the list of tested EFB applications.
We included the world-wide installation number for Android
platform applications (reliably available) to get an idea of
how many users could be affected by an application failure.
Some applications were not available for a specific platform,
device, or our region. We cross-marked if we could not test
it on a platform. Tested applications per platform are check-
marked. Missing information was marked NA (not avail-
able). All the EFB applications did not support all the tests
(see VI-D).

TABLE 3. List of tested EFB applications.

V. ATTACKS ON MOBILE COCKPIT INFORMATION
SYSTEMS
We implemented RF-link-based attacks on the MCISs. Being
portable and lightweight, MCISs have limited computa-
tion power, memory capacity, and screen size. Therefore,
an ADS-B packet-level DoS attack would be a good choice
to check their resilience under a cyberattack. In this study,
we primarily focused on DoS attacks on the MCISs. DoS
attacks disrupt the availability of services by clogging or
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shutting down service entities or networks. The intention
is to prevent legitimate users from accessing the service
or to prevent legitimate data from reaching its destination.
This is accomplished by crashing the service with mali-
cious data or by flooding its input with garbage data or
fake messages beyond its capabilities. Because ADS-B does
not use authentication or encrypted wireless traffic, it is
virtually impossible for it to block a malicious source of
fake signals. Therefore, identifying and properly handling
the messages is the key to defending against these attacks.
The effects of DoS attacks on wireless traffic and wireless
sensor networks have been the subject of extensive and pro-
lific research. Osanaiye et al. [34] and Ghildiyal et al. [35]
concluded that DoS attacks could be detrimental to the oper-
ation of the system, and defending against them is not trivial.
Strohmeier et al. [20] addresses the security issues of ADS-B
broadcasts, stating that the system is sensitive to RF attacks.
DoS attacks can lead to an unresponsive or disabled system,
which can lead to poor decision-making within ATC or the
malfunction of automated systems because of the authentic
information. Our attack system operated on a click-and-run
approach, where we first generated random yet valid ADS-B
messages and transmitted those messages via transmission-
enabled SDRs in a rapid burst. While attacking, we visually
observed the effect of the attack and recorded the obser-
vations. We noted if the software had any crashes, errors,
malfunctions, or unresponsiveness. If not, we noted if the
output of the software was clogged enough to miss ADS-B
messages.
We also tested coordinated attacks on the MCISs. In these

attacks, multiple attackers targeted a single aircraft (or
ICAO24 address). Multiple attackers continuously sent spo-
radic information about the targeted aircraft. To a receiver,
this seems like the targeted aircraft is erratically changing
its location or other important flight-relevant information.
We showed that such attacks lead to logical vulnerabili-
ties [14].
Finally, we conducted fuzz testing for the EFB appli-

cations. This is an automated software testing method for
finding implementation and input sanitization bugs using
intentionally malformed or randomized inputs. The ADS-B
devices communicated to the mobile application following
some protocols. Among them, GDL-90 is the most popu-
lar. By following this protocol but using malformed input,
we conducted fuzz tests of the EFB applications [31].

VI. RESULTS AND EVALUATION
We identified many candidate EFB applications for various
tests. After a few trial-and-error setups (e.g., successful instal-
lation and configuration with hardware), 17 applications were
selected for RF-link-based attacks, and 15 applications were
selected for fuzz tests. Some applications supported both
types of tests, while somewere limited to only one. In total, 21
distinct EFB applications were tested in this study. Further-
more, six MCIS devices were tested. Of them, four supported
UAT978, while all six supported the 1090ES protocol.

In the receive mode, compared with other MCIS devices
such as SkyEcho2 or Sentry, the echoUAT receives and
processes both 1090ES and UAT978 messages at a consid-
erably lower (≈100 × −140× less) number of messages
per minute. Subsequently, it forwards a significantly smaller
number of ADS-B messages to the decoding application.
Therefore, we construe this as being the main reason that
none of the tested mobile apps crashed during the DoS
attack tests while using echoUAT hardware. SkyEcho2 and
Sentry can receive up to 55k distinct ICAO24 addresses
per minute, but echoUAT surprisingly has a hardware lim-
itation that processes approximately 400 distinct ICAO24
addresses per minute. We are not sure about the core rea-
sons for this functional discrepancy. The maximum transmis-
sion rates of messages per second for 1090ES and UAT978
were 6.2 and 1, respectively [36], [37]. However, we have
not found the maximum or minimum receiving resolution
of the ADS-B system. In our experiment, we found that
SensorBox and Garmin GDL-52’s decoding capacity was
approximately 10,000 and 30 distinct ICAO24 addresses,
respectively. Because these two devices work with their pro-
prietary application only, we could not find out whether
the limitation was in the hardware or the software. Dur-
ing the test, we found the the ADL 180 device displayed
approximately 75 aircraft at a time in both Android and iOS
applications.

A. DoS ATTACK RESULTS FOR UAT978
DoS attacks on UAT978 were tested on a number of hardware
and software combinations:

• 4 MCIS devices
• 2 mobile operating systems
• 9 EFB applications
• 24 different setup combinations

Overall, our DoS attack affected 9 out of 24 tested con-
figuration for UAT978. The configurations crashed, clogged,
or were unresponsive. Some applications were not affected
during the DoS attack. Instead they dropped a signifi-
cant number of legitimate messages and displayed only a
tiny portion of the transmitted signal. In practice, with the
limited memory, computational power, and display capac-
ity, it is nearly impossible for the MCISs to display and
update the ADS-B data for a huge number of distinct air-
craft flawlessly (e.g., attack payload of 200,000 ICAO24
address or more). Despite the applications not crashing,
we believe that clogging the system and disabling the capa-
bility of the system to show all required signals to the user
was a successful DoS attack as it disrupted the availabil-
ity of required data. We marked these situations as non-
impacted to distinguish the systems that showed even some
resilience to the attacks from the ones that crashed consis-
tently. Therefore, we believe that the non-impacted setups
are also not adequate for safety and mission-critical sys-
tems. Table 4 presents a summary of the results of the
attacks.
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TABLE 4. DoS attack results for UAT978.

B. DoS ATTACK RESULTS FOR 1090ES
The attacks on ADS-B 1090ES were tested on a number of
hardware and software combinations:

• 6 MCIS devices and 1 RTL-SDR
• 2 mobile operating system
• 15 EFB applications
• 44 total configuration combinations

We found that some EFBs worked with the RTL-SDR
through SDR driver v.3.10 in the Android platform. Thus,
we used RTL-SDR as the RF front-end for EFBs. Overall,
out of 44 tested configurations for DoS attacks on ADS-B
1090ES, 28 were affected. Table 5 presents a summary of the
results of the attacks.

C. ADS-B OUT IMPACT
We also investigated the impact of DoS attacks on the perfor-
mance of ADS-BOUT. Among theMCIS devices, SkyEcho2
transmits the 1090ES signals and echoUAT transmits the
UAT978 signals. Table 6 shows the results of the ADS-B
OUT impact experiment. In all the ADS-B OUT scenar-
ios, we performed the attacks with a burst of 10k unique

ICAO ADS-B messages. However, changing attack intensity
numbers (i.e., increasing to bursts of 20k or 30k ICAO24
address) did not significantly change the impact. Each test
was were carried out 15 times for each scenario. The results
show that the DoS attack on ADS-B IN reduced the ADS-B
OUT capacity of SkyEcho2 by approximately 15%, while no
significant impact was observed on the echoUAT. However,
it is still unclear whether the described impact on SkyEcho2
ADS-B OUT also had a qualitative impact. In other words,
it remains for future work to investigate if the decline was
due to some critical ADS-B OUT messages being dropped
or being sent with unacceptable delay. For example, if some
ADS-B OUT packets are delayed or dropped altogether, this
could dramatically impact the effectiveness of the traffic
collision avoidance system.

D. FUZZING
The communication between the MCIS devices and the EFB
was mostly conducted via WiFi using the GDL-90 protocol
by Garmin. However, the MCIS devices used insecure WiFi
connections through which malformed data can be passed to
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TABLE 5. DoS attack results for 1090ES.
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TABLE 6. Impact on ADS-B OUT when executing a DoS attack.

the application, and this may affect the integrity and security
of the overall system.
We performed extensive fuzz-testing for the EFBs by using

the American fuzzy lop (AFL) Python implementation. AFL
was set up to send malformed data to the IP address of the
EFB application host. Table 7 highlights our fuzz-testing
results. To compare the result with the DoS tests, we also
show in Table 7 the corresponding ADS-B DoS test result on
corresponding EFBs. In the table, wemarked asNAwhenever
we could not configure an EFB for the test (e.g., due to
unavailability, or some other limitation). In addition, some
applications (e.g., EFB apps, desktop software) did not work
with our MCIS devices. However, they worked with GDL-90
and the fuzzing setup, which can also be seen in Table 7 in
their corresponding rows. The results show that 3 out of 7 or
approximately 42% applications were affected by the fuzzing
test on the Android platform. On the iOS platform, the impact
rate was around 53% for 7 affected EFB applications out of
13. Some EFBs applications, such as AvPlan, were crashed
by both tests. Some EFB were crashed by one of the tests,
while only EasyVFR4 and Pilot Atlas survived both tests.
One particular observation from Table 7 is as follows.

If the tested application is vulnerable to ADS-B DoS attacks
(e.g., crash), it is extremely likely that it will be found vul-
nerable by GDL-90 fuzzing with very likely the same con-
sequences (e.g., crash). Examples include AirMate, AvPlan,
OzRunways, and Stratus Insight. Likewise, if an application
did not present any major issues during ADS-B DoS attacks,
it will very likely pass the GDL-90 fuzzing tests. Although,
exceptions to this rule are iFlightPlanner and Levil Aviation.
This shows strong efficiency and correlation of cybersecurity
testing by ADS-B DoS and/or GDL-90 fuzzing. This means
that insufficiently secured applications (e.g., see Table 7) that
result in serious consequences (e.g., software/EFB crash) will
eventually be discovered with sufficient testing when using
the methodology and the pentesting platform design that we
propose in this paper and in our related works [14], [31].

E. LOGICAL VULNERABILITIES
For an aircraft, ADS-B traffic information in the MCIS
updates with the reference of the ICAO24 address. If mul-
tiple sources of ADS-B signal containing the same ICAO24
address emit the position information from different places,
it appears that aircraft is changing its position erratically.

TABLE 7. Comparing ADS-B DoS results with GDL-90 fuzzing results [31].

Also, we found that none of the tested MCIS setups check the
received data’s integrity. For example, many aircraft might
have the same flight number or irrational altitude and speed
relationship [14]. Such a situation may raise logical vulnera-
bilities for the MCIS user.

VII. DISCUSSION
We did not observe any hardware crashes. However, this does
not mean the devices we tested do not have potential bugs or
security vulnerabilities at their hardware or firmware level.
In fact, firmware vulnerabilities are quite common in IoT and
embedded devices [5], [6] and as Muench et al. [38] demon-
strated, when memory is corrupted in embedded devices, the
results are different from desktop systems. Lookingmore into
the future, we argue that the possibilities of the presented
attacks may have impacts beyond the ground-, and aircraft-
based ADS-B systems and well into the aerospace domain.
The emergence and deployment of satellite-based ADS-B
surveillance and receivers [39]–[41] and the increase of
ADS-B application in unmanned aerial vehicles (UAVs) [42],
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[43] could increase the attack sphere and severely amplify the
potential impact of attacks [44].
To address the security vulnerabilities of MCISs demon-

strated in this study, we present some solutions. First, the
hardware, firmware, and software should be rigorously and
continuously tested through automated means such as our
platform. The testing should start from the development
environment and extend to the operational environment,
because development environments do not fully represent
the proper use cases. Kacem et al. [45] proposed a crypto
and radio-location-based hybrid solution to thwart ADS-B
attacks. Their proposed framework called ADS-Bsec pro-
vides authenticity and integrity for ADS- B packets by using
a keyed-hash message authentication code (HMAC). The
minimum size of an HMAC is 128 bits which need to be
distributed among several ADS-B messages. Although their
proposed framework supports backward compatibility with
the current ADS-B protocol; however, the CRC checks must
be disabled.
Kassab [46] surveyed safety-critical software development

and concluded that although safety-critical applications are
tested more frequently, quality assurance testing is mostly
performed in the very late stages of software development.
According to him, the software development practices must
be of a higher standard. Possible attack vectors must be
identified during software development, and mitigation must
be implemented. The iterative development cycle between
testing and mitigation implementation should be enforced.
For example, a subset of DO-178B (Software Considerations
in Airborne Systems and Equipment Certification) could be
developed and explicitly required for MCISs. Furthermore,
proper memory management must be implemented in the
software. The software that crashed, hung up, or went unre-
sponsive does not have appropriate memory management
implemented. Therefore, it can be assumed that the EFBs
were not tested against DoS attacks during the software devel-
opment. Researchers have proposed several defense strate-
gies against attacks on ADS-B. However, the effectiveness
of the proposed attack detection and prevention methods are
yet to be tested in academia and industry. Nonetheless, some
defense strategies are available.
Li and Wang [47] proposed a sequential collaborative

attack detection strategy based on ADS-B data. According
to them, time series and position, the law of motion, histor-
ical data, etc., can be used to detect injection, DoS, replay,
and ghost attacks. However, the authors did not consider
the physical or signal pattern of the attacks. They solely
trusted the data. The position-related data of a commercial
aircraft change a bit within 30 seconds. However, our study
shows that a successful DoS attack can be performed within
this short time. In contrast, it may take much more time
to apply their proposed method to establish collaboration
among the nodes such as ground stations and aircraft in the
vicinity to detect the DoS attack. Ying et al. [48] proposed
a deep neural network (DNN)-based spoofing detector. That
method allows a ground station to examine each incoming

message based on physical layer features such as IQ samples
and phases to flag suspicious messages. The classifier pre-
dicts the ICAO24 address of the received ADS-B message
and compares it against the claimed ICAO24 address. The
rate of the change in the signal phase indicates the carrier
frequency offset, which is a sum of frequency offsets and
the Doppler shift. They used this feature for classification
purposes. However, the main limitation of their method is
the supervised learning method for a dynamic environment.
An unknown legitimate aircraft flying over the region can
initiate a false alarm. Moreover, radio propagation, receiver
characteristics, and measurement noise also can affect the
system. Our attacking approach can generate any ICAO24
address, which can be regarded as an aircraft flying for the
first time in the air space with no historical data, thus bypass-
ing the security or generating a false alarm. Jansen et al. [49]
proposed a non-invasive trust evaluation system to detect
attacks on ADS-B-based air-traffic surveillance. They used
a ‘‘Wireless Witnessing’’ method to detect the attacks, which
is essentially sharing the observations of geographically dis-
tributed sensors. An ADS-B receiving sensor should always
receive the signals within its coverage. During a spoofing or
an injection attack, sensors may receive such ADS-B signals
that the signal’s encoded position information exceeds the
sensor’s range. Multiple sensors’ wireless witnessing would
increase the probability of attack detection. By collecting
scores from all the sensors, they calculated a total that indi-
cated and ADS-B attack. Their proposed method is a post-
processing method. It is not suitable for a real-time attack.
As our study has shown, an attack can be made within a few
minutes. A quick DoS attack may cause substantial negative
consequences.

VIII. CONCLUSION
This work performed the largest and the most comprehen-
sive cybersecurity assessment of DoS availability attacks on
popular MCIS setups by modelling the attacker via remote
unauthenticated and unauthorized RF-link. We developed a
cybersecurity pentesting platform consisting of a large and
comprehensive list of ADS-B transceivers, SDRs, and differ-
ent EFB applications. Furthermore, we developed a flexible
software suite that allows us to perform cybersecurity tests.
We tested 44 1090ES and 24 UAT978 MCIS setups, for
a total of 68 test configurations. Our ADS-B packet-level
DoS attack affected availability on approximately 63% and
37% of 1090ES and UAT978 setups, respectively. The most
concerning finding of this study was the very high number
of MCISs and ADS-B software that crashed as a result of
the performed attacks, where such crashes further expose the
affected systems to potential ACE attacks.
The test results show that many, if not most, popular

MCISs are vulnerable to many types of cyberattacks, includ-
ing attacks on availability with resulting software crashes.
Relevant overseeing and regulatory bodies (such as FAA,
EASA, and ICAO) should investigate these issues further,
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and propose practical steps and approaches to ensure further
resilience of MCISs to cyberattacks.
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ABSTRACT To increase situational awareness of maritime vessels and other entities and to enable
their exchange of various information, the International Maritime Organization mandated the use of the
Automatic Identification System (AIS) in 2004. The AIS is a self-reporting system that uses the VHF
radio link. However, any radio-based self-reporting system is prone to forgery, especially in situations
where authentication of the message is not designed into the architecture. As AIS was designed in the
1990s when cyberattacks were in their infancy, it does not implement authentication or encryption; thus,
it can be seen as fundamentally vulnerable against cyberattacks. This paper demonstrates and evaluates the
impact of multiple cyberattacks on AIS via remote radio frequency (RF) links using transmission-enabled
software-defined radio (SDR). Overall, we implemented and tested a total of 11 different tests/attacks on
19 AIS setups, using a controlled environment. The tested configurations were derived from heterogeneous
platforms such asWindows, Android, generic receivers, and commercial transponders. Our aim is to enhance
the early discovery of new vulnerabilities in AIS to effectively address AIS attacks in the nearest future. The
results showed that approximately 89% of the setups were affected by Denial-of-Service (DoS) attacks at
the AIS protocol level. Besides implementing some existing attack ideas (e.g., spoofing, DoS, and flooding),
we showed some novel attack concepts in the AIS context such as a coordinated attack, overwhelming alerts,
and logical vulnerabilities, all of which have the potential to cause software/system crashes in the worst-case
scenarios. Moreover, an implementation/specification flaw related to the AIS preamble was identified during
the experiments, which may affect the interoperability of different AIS devices. The error-handling system
in AIS was also investigated. Unlike the aviation sector’s Automatic Dependent Surveillance-Broadcast
(ADS-B), the maritime sector’s AIS does not effectively support any error correction method, which may
contribute to RF pollution and less effective use of the overall system. The consistency of our results for
a comprehensive range of hardware-software configurations indicated the reliability of our approach, test
system, and evaluation results.

INDEX TERMS AIS, attacks, cybersecurity, DoS, maritime, resiliency, ship.

I. INTRODUCTION
TO facilitate the growing world trade, the number of com-
mercial cargo carriers is increasing. Also, many other vessels
share the same waterways, such as leisure boats, fishing
boats, and passenger ships. To improve the safety of nav-
igation and to avoid collisions, the International Maritime

The associate editor coordinating the review of this manuscript and

approving it for publication was Tyson Brooks .

Organization (IMO) announced in 2004 the mandatory use of
the Automatic Identification System [1]. AIS is an automatic
tracking system that periodically transmits a ship’s type,
name, position, speed, and other data to nearby vessels and
other maritime entities. It is a prevalent maritime situational
awareness system used by approximately 570,000 vessels [2].
AIS uses a VHF radio link to transmit and receive signals.
It is a self-reporting system wherein the trustworthiness of
information depends on the data being reported by the vessel
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rather than measured by radar. However, any self-reporting
system over a radio link is exposed to security vulnerabili-
ties due to the possibility of spoofing. To prevent spoofing,
security measures such as authentication or encryption are
necessary. However, the current AIS protocol does not utilize
any authentication or encryption methods; therefore, it is
exposed to serious cybersecurity threats.
There have been several incidents of exploitation of the

AIS system. On June 19, 2021, an online ship tracking site
showed that a British warship and a Dutch frigate were close
to Sevastopol in Crimea, which escalated tension between
Russia and Britain. However, the on-board cameras of both
ships revealed that they were roughly 300 km away [3].
In another case, North Korean vessels altered the Maritime
Mobile Service Identity (MMSI) of their fishing ship to evade
sanctions. Under their false identity, they were found fishing
near the coastal area of China [4]. Finally, unknown entities
were falsely claiming to be the US or coalition warships
near the strait of Hormuz [5]. Such reports indicate that
AIS has already been exploited at the national or military
level. Such sensitive dangerous security flaws have not yet
been thoroughly investigated in academia. Only a handful
of studies practically investigated the such flaws [6]. In the
meantime, malicious attacks on AIS threaten to spread at the
ordinary hacker level due to the proliferation of low-cost,
transmission-enabled software-defined radio (SDR) technol-
ogy that has made it possible to produce any radio signal at a
low cost and effort. For example, our laboratory had two types
of transmission-enabled SDR, HackRF and BladeRF. Each of
them, though costing less than $500, was able to produce fake
AIS signals. Missing basic security measures and the evo-
lution of transmission-enabled SDR technology have forced
this three-decades-old AIS technology to face unprecedented
challenges from cybersecurity attacks. Nonetheless, all ves-
sels in the vast waterways have to follow the current AIS
protocol, which is insecure by default.
AIS receivers are also diversifying day by day. Besides the

traditional on-board AIS setup, smartphone-based navigation
applications are also broadly used. The 7 smartphone-based
navigation applications used in this study were downloaded
approximately 43,000 times from the Google play store, leav-
ing alone other non-tested applications and iOS platform’s
download numbers aside. The navigation data are fed to the
mobile application from the receiver through a WiFi con-
nection. These smartphone-based receiving setups, due to
their attractive graphical user interface, low cost, and ease
of installation, are gaining popularity among private users.
However, these types of portable receivers remain untested
against cyberattacks, as shown in current literature. Lack
of extensive study of AIS exploitation, insufficient study
on the impact of cyberattacks on modern AIS setups, and
our previous security experience on a similar aviation ser-
vice (Automatic Dependent Surveillance-Broadcast (ADS-B)
[7], [8]) have motivated us to conduct this study. The main
contributions of this study are:

1) Some novel (and existing) attacking concepts on
AIS – such as spoofing, jamming, Denial-of-Service
(DoS), coordinated attack, collision alert, overwhelm-
ing alerts, logically invalid data encoding, man over-
board, etc., – were practically implemented and
evaluated over the radio link;

2) Logic vulnerabilities, error handling and coordinated
attacks in AIS were studied for the first time (to the
best of our knowledge); and

3) An important AIS preamble-related implementation
flaw was identified and investigated.

The rest of this article is organized as follows. Details
of the AIS technology are described in Section II. Related
studies are discussed in Section III. Details of our test plat-
form, attack implementation, and experimental setup are pre-
sented in Section IV. Our attacks, results, and analysis are
explained in Section V. Some countermeasures to attacks
are discussed in Section VI. Finally, possible workarounds,
future studies, and conclusions are presented in Section VII.

FIGURE 1. AIS communication architecture.

II. OVERVIEW OF AUTOMATIC IDENTIFICATION SYSTEM
The AIS is a worldwide automatic ship tracking system that
based on fits into vessel as small transponders that peri-
odically transmit the ship name, type, MMSI, speed, navi-
gation status, and other useful information using the VHF
radio signal. The most important information in the AIS
data is the location information, which is generally obtained
from the Global Navigation Satellite System (GNSS) such
as the Global Positioning System (GPS). AIS uses two radio
channels: channel A at 161.975 MHz (denoted as 87B) and
channel B at 162.025 MHz (denoted as 88B). A dual-channel
system is used to increase the link capacity and to minimize
the RF interference. Using these two channels, ships can
communicate with other ships, base stations, or other entities
(e.g., stationary boys and men overboard). Due to the earth’s
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curvature and antenna height, the typical range of AIS signals
is limited to approximately 40 nautical miles. If two ships
cannot communicate directly, they can still exchange infor-
mation via a base station or satellite called SAT-AIS. How-
ever, SAT-AIS is not yet fully operational across the globe.
To date, countries such as USA, Canada, Norway, and India
launched a few satellites to conduct full-scale research on
SAT-AIS. Figure 1 shows the AIS communication concept.
It enables different types of vessels to exchange information
directly or via a base station or a satellite. There are mainly
five types of AIS devices:

• Class A uses the Self-Organized Time DivisionMultiple
Access (SOTDMA) scheme. Its nominal transmission
power is 12.5 watts. It is mainly used by large commer-
cial vessels;

• Class B uses the Carrier Sense Time Division Multiple
Access (CSTDMA) scheme. It is used for lighter com-
mercial and leisure vessels with its 2 watts transmission
power;

• Base station, situated at the shore side, provides AIS
channel management, time synchronization, text mes-
sages, navigation information, and meteorological and
hydrological information;

• Aids to Navigation (AtoN), a shore- or buoy-based
transceiver, is designed to collect and transmit data
related to sea and weather conditions and to relay AIS
messages so as to extend the network coverage;

• Search and rescue transceiver (SART), an emer-
gency distress beacon that assists in homing to itself
(i.e., lifeboats and life rafts). It transmits a text broadcast
using message type 14.

The AIS uses the Time Division Multiple Access (TDMA)
channel access method, which means the time unit is divided
into many slots [9]. Generally, each time slot or frame can
accommodate a single AIS message. A frame is 256 bits,
and the standard data transmission rate is 9,600 bits/second.
Therefore, each frame has a timing limit of 26.66 millisec-
onds, which results in 2,250 slots per minute per channel or
4,500 slots per minute in both channels. Sometimes, mul-
tiple frames can be used for a single message. AIS frames
are transmitted into the air using Gaussian Minimum Shift
Keying (GMSK) modulation with the bandwidth-time (BT)
product set at 0.4. The data must be encoded using the Non-
Return to Zero Inverted (NRZI) format before transmission.
Figure 2 shows the basic structure of an AIS frame.

FIGURE 2. The basic structure of an AIS frame.

There are 64 types of AIS messages, of which 27 are
currently in use. The rest (37) are reserved for the future.
Some of the most important AIS message types are listed
below.

• 1 = Position report of class A
• 4 = Base station report

• 14 = Safety-related broadcast message
• 18 = Standard class B position report
• 20 = Data link management message
• 21 = Aid-to-Navigation report
• 22 = Channel management
• 23 = Group assignment command
• 24 = Static data report
The full list and details of the AIS message types are

available in [10]. Despite offering many valuable services
for ship navigation, AIS falls short in security measures. Its
main problem is that it does not utilize authentication or
encryption; therefore, any attacker with the proper knowledge
of generating valid AIS protocol signals can impact the AIS
communication.

III. RELATED STUDIES
Mathapo [11] implemented an SDR-based AIS receiver as a
proposed payload of the South African ZA-002 satellite in
2007. The proposed receiver can be used to track and store
the movement of ships at sea and then forward this informa-
tion to the ground station upon request. C++ programming
language was used to implement the AIS receiver on the SDR
architecture. The SDR AIS receiver was capable of high-
pass filtering, amplifying, symbol synchronizing, decoding,
bit destuffing, error checking, translating, and interpreting
the AIS messages in real time. The results showed that the
AIS messages were decoded correctly. Larsen et al. [12] also
demonstrated their SDR-based AIS receiver for the Danish
AAUSAT3 satellite. The receiver down-converts a 200KHz-
wide frequency spectrum of around 162 MHz to a 200 KHz
intermediate frequency (IF) signal, then samples it to an
in-phase and quadrature components (IQ) signal at a speed
of 1 mega-samples-per-second. Later, the IQ data is filtered
into the two AIS channels. Then each channel is demodulated
using matched filter implementation. The transmitted bits
are estimated by recovering the bit-synchronization using a
correlator to find the training sequence. The authors tested
their receiver using a stratospheric balloon flight at a 24km
altitude. The test results showed that AIS can be received
from approximately 500km away. The first SDR-based AIS
attacks were demonstrated in 2014 by Balduzzi et al. [6]. The
authors developed a Python language-based program called
AISTX [13] to create an AIS payload according to the proto-
col. GNU Radio Companion (GRC) was used to generate the
IQs of the signal, which were transmitted into the air using the
Universal Software Radio Peripheral (USRP). Three different
receivers verified the reception of the counterfeit transmis-
sion. TheAIS protocol specificationswere affected by several
threats and were vulnerable to cyberattacks such as spoofing,
false collision threat, and service availability disruption.
Marques et al. [14] built a low-cost AIS transponder using

a HackRF. The authors encoded the message with [15]
and used AISTX to construct the final AIS frame. They
tested the transmission of type 1 messages via an RF link.
Another SDR-based receiver with a chart-plotting software
called OpenCPN was used to test the reception. The main
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FIGURE 3. Experimental attack setup.

intention of their research was to develop a low-cost (around
150 euros) AIS transponder. A similar test was conducted
by Cruz et al. [16]. Using transmission-enabled SDR, GRC,
and AISTX, the authors transmitted the position of a ship.
At the receiver end, they calculated the difference between the
transmitted data and the received data. They found on average
7-meter difference in the ship’s location between the original
data and the received data. They found that the technical stan-
dard requires four decimal places in latitude and longitude,
but the GPS device that they used provided three decimal
places, which caused a small calculation error. Foster [17]
developed an AIS decoder based on the Python programming
language to report the shipborne position called ‘‘gr-ais’’.
It can be used with GRC and other chart-plotting software.
The software can be used with any SDR that provides IQ data,
such as RTL-SDR and HackRF. Some other decoders were
also developed [18], [19]. Attacks on ships are not limited to
fake AIS transmissions. A research team from the University
of Texas hijacked an $80 million yacht with cheap GPS
spoofing [20]. In another test, the GPS spoofing resulted in
an unbelievable ship speed [21]. Androjna et al. [22] studied
AIS vulnerabilities and challenges. They thoroughly ana-
lyzed a spoofing event that happened near Elba in December
2019. The fake signals created a dangerous situation for a real
ship. More than a dozen fake ships were found on a collision
course of that ship. They concluded that themaritime industry
is neither immune to cyberattacks nor fully prepared for the
risks associated with the use of modern digital systems.
So far, only Balduzzi et al. [6] in 2014 have demonstrated

attacks using AIS packet data. Other studies focused on

the SDR implementation of AIS, decoding, or possibilities
for cheap transponder build-up. Technology has drastically
changed since the study of Balduzzi et al. [6] study. Many
new types of receivers, software, chart-plotting applications
using smart devices have been developed. Attackers have new
tools and ideas as well. Therefore, evaluating the attacks on
modern AIS setups against current technology is essential.

TABLE 1. List of hardware.

IV. EXPERIMENT SETUP
Many types of AIS hardware and software are available in
the market. Some hardware has built-in display function-
ality, while others display the AIS data through external
software and additional accessories. In most cases, we found
the hardware and software are interoperable. For the pur-
pose of our study, a compatible combination of hardware
and software makes an AIS setup for the evaluation. In this
study, a total of 19 combinations of AIS setups were tested
against AIS attacks. The hardware and software were selected
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TABLE 2. List of software.

comprehensively to test the attacks on diverse AIS setups, yet
at the same time the diversity of the setups was limited by the
budget limitations, as well as market availability of certain
products at the time of the experiments. The list of hardware
and software used and their functionalities are presented in
Tables 1 and 2, respectively. For this experiment, we have
also acquired an official MMSI number from TRAFICOM
(Finland). For privacy and safety reasons, we blurred the
MMSI number in some figures. Some past studies used
AISTX as an AIS payload generator. The original version of
AISTX produced a single AIS frame at a time, when testing
of some attacks such as DoS or flooding it was very slow. For
the demands of this study, we modified AISTX so that it could
produce N number of AIS frames from a single command
in a single file. Linux-based GRC was used to produce the
IQ samples based on the data of the file. Finally, the IQ
samples were provided to the HackRF and BladeRF for the
transmission of an AIS RF signal. To verify the reception and
impact of the attacks, we used the Matsutec HP-33A AIS
transponder, Quark-elec QK-A027 AIS receiver, Windows-
based ShipPlotter [23] and OpenCPN [24] software, and
several Android mobile applications. Apart from the HP-33A
transponder which is an all-in-one complete setup, all other
setups used QK-A027 and RTL-SDR as the RF front-end. In
Windows, we used SDR Sharp to tune the AIS frequency
and provided the resulting audio to AISMon [25], which
decoded the AIS signal. The signal was subsequently fed
to the OpenCPN using a UDP port in the National Marine
Electronics Association (NMEA) format. ShipPlotter had a
built-in decoder. In Android, the decoding task was done
by the RTL AIS driver application. The decoded messages
were shared by AIS Share with different navigation appli-
cations [26]. The QK-A027 receiver has a built-in decoder
and could provide the decoded AIS data to the other appli-
cation using a TCP port. Therefore, while QK-A027 was
used, the Android applications did not need other decod-
ing software. Ships v 4.07 did not work with QK-A207

because that application does not support a TCP connection.
Figure 3 shows the experimental attack setup and how theAIS
payload reaches the receiver over the air. Modified AISTX
supplied the payload to GRC, where base-band IQs of the
signal are generated according to the GMSKmodulation. The
IQs are transmitted into the air using HackRF and BladeRF.
AIS receivers receive the signal from the air and demodu-
late, decode, and display the AIS data. Figure 4 shows the
GRC transmission script. We maintained the 9,600 bits-per-
second rate according to the AIS protocol. Therefore, 2 mega-
samples-per-second resulted in around 208 samples/symbol.
The bandwidth-time is the product of the duration of a signal
and its spectral width, which was set at 0.4. By changing
the channel frequency, we were able to transmit on both AIS
channels. Moreover, through multiple transmission-enabled
SDRs, wewere able to simultaneously transmit theAIS signal
in both channels.

FIGURE 4. GRC flow-graph for AIS injections.

V. ATTACKS AND RESULTS
This section describes different types of attacks on AIS
and the observed impact on the receiving devices and
applications.

A. SPOOFING
Wewere able to produce spoofed or fake ships, as has already
been done before [6]. The spoofed ship was visible on all
the receivers, including the commercial AIS transponder.
A spoofed ship may have severe consequences [3] and may
jolt the safety of navigation in waterways. Figure 5 shows a
spoofed ship.

B. MAN OVERBOARD
Man Overboard (MOB) is a survivor recovery alert system
used when a crew member or a passenger falls off the ship
into the water or used by rescue workers in any ship evacu-
ation operation. It indicates that a human is in the water and
needs immediate rescue. It is a small beacon that transmits
to the neighboring vessels a distress AIS signal containing
the beacon’s GPS location (if available). The MOB signal
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FIGURE 5. A spoofed maritime vessel as-if present on the runway of
Helsinki airport in an android ship application.

uses a type 1 message, navigation status 14, and a 9-digit
MMSI starting with 972. It alerts the ship’s radar system
that there is an emergency. Using our aviation and maritime
pentesting platform, we were able to produce a fake MOB
alert. Attackers using this type of counterfeit signal can waste
a significant amount of time of any ship by engaging the ship
in a vain and costly rescue operation. Figure 6 shows a MOB
alert in the Matsutec HP-33A transponder due to the fake
distress signal.

FIGURE 6. MOB alert in the Matsutec HP-33A AIS transponder.

C. COLLISION ALERT
Since it is possible to fake a ship’s location, we placed a fake
ship near another ship to observe the reaction. We observed
that when the closest point of approach (CPA) and the time
to the closest point of approach (TCPA) values fell behind
the threshold, the ship was alerted about a possible collision.
Attackers may use this type of attack to change the course of
a target vessel. Figure 7 shows a collision alert.

FIGURE 7. Collision alert in ShipPlotter.

D. JAMMING
Jamming in AIS can be divided into two categories: RF jam-
ming, and (display) flooding. RF jamming is the transmission
of overpowered white noise to the AIS channels in such a
way that the valid packets cannot be transmitted through the
channel. We tested RF jamming in our laboratory. Although
it worked, the effectiveness of this type of attack in vast water
areas would be limited.Wewere able to jam the channels with
valid AIS packets. According to the AIS’s TDMA scheme,
each AIS channel has 2,250 available time slots to receive
AIS signals from a maximum of 2,250 different ships every
minute. Each unique MMSI is counted as a different ship.
Using the modified AISTX, we generated two files that con-
tained a huge amount of AIS frames with different MMSI.
Using two transmission-enabled SDRs, we transmitted those
two files to both AIS channels. Figure 8 shows a screenshot of
the AIS reception statistics in the AIS Share application. Two
consequent attackers using SDRs consumed approximately
96% of channel A’s capacity and 100% of channel B’s capac-
ity. Thus, the channels can be jammed by the attacker with
valid messages.

FIGURE 8. Signal receiving statistics of both channels for one minute in
AIS Share.

E. OVERWHELMING ALERTS
Usually, AIS receivers raise an alert when there is a possi-
bility of collision with another ship based on the CPA and
TCPA thresholds or in a distress situation like MOB.We took
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advantage of this feature to trigger a huge number of alerts
in a short period of time. We set 1,000 fake ships very near
the receiver’s Own ship location to trigger the collision alert.
Similarly, in another test, we transmitted 1,000MOB distress
signals. We found that a large number of simultaneous alerts
led to a crash of the ShipPlotter software, which did not crash
under normal circumstances when exposed to the AIS DoS
attack (see V-I). When an overwhelming number of collision
alerts, similar to Figure 7, started to pile up on the user inter-
face, the software eventually collapsed, hence affecting the
availability of a mission-critical software and display. Some
applications do not present any alert at all, which is quite
dangerous and exposes the ship to unnecessary risk. Relying
on this type of poor software may lead to accidents and other
unexpected scenarios. We also noticed that the overwhelming
number of alerts lead to a situation in some software where
thousands of audio-visual alerts create a chaotic situation
called ‘‘alert fatigue’’ [27]. A true positive alert may go
unnoticed in such a chaotic situation. Table 3 summarizes the
result of our alert-handling tests. Certainly, similarly to traffic
collision avoidance system (TCAS) and cockpit systems [28],
the AIS users (e.g., port and ship crews) may switch off the
AIS receivers in case of malicious attacks via overwhelming
alerts. However, such switching off, in essence, means the
AIS is under DoS, and the entire benefits of AIS (e.g., nav-
igational awareness and communication) is completely lost.

F. COORDINATED ATTACK
Among the data fields in an AIS message, the MMSI number
is used as the main reference by the receiving software.
In successive messages, information on a particular ship
is updated against this MMSI number. To avoid a conflict
with other ships’ MMSIs, some commercial transponders
allow the MMSI to be set only once. However, since our
pentesting platform can use any MMSI number, multiple
emitters can be used to transmit different AIS signals con-
taining the same MMSI number. During this type of attack,
the attackers coordinate among themselves to send multiple
signals that contain the same reference (the MMSI number)
but differing values in some of the AIS data fields. This
is called a ‘‘coordinated attack.’’ Since the reference point
is the same, the data fields will be updated according to
the encoded message of multiple signals in the receiving
software. However, some fields in AIS should be updated by
following a standard or a common pattern. For example, the
position of the ship should be updated smoothly with a clear
course, possibly with a historical fading-out path. However,
in a coordinated attack, the attackers, using multiple emitters,
can change the position of the ship from one place to another
in an instant. Cargo carriers may turn into passenger carriers.
The ship’s name, call sign, dimension, and other data may
differ in a second. These can lead to confusion in Vessel
Traffic Services (VTS) or among other ships, thus producing
dangerous consequences. We focused on the most important
data fields of AIS, for example, the ship name, call sign,

position, speed, navigation status, vessel type, and dimension.
We observed that in all the receivers, the ship’s information
fluctuates every second, that is, alternates between different
transmitters’ signal values. Table 4 shows the results of the
coordinated attack. In practice, it is possible to carry out a
coordinated attack even with a single attacking emitter since
the legitimate ship itself can be the second emitter. In this
case, the attacking emitter mimics the target ship’s MMSI
number and alters the other values, thus achieving effects
similar to those when there are two coordinated attackers.

TABLE 3. Test results: overwhelming alerts.

G. LOGICALLY INVALID DATA ENCODING
We noticed that there is no data validity checking in AIS.
It is possible to form technically correct but logically invalid
messages. For example, in Figure 9(a), ShipPlotter decodes
that a ship (with the same MMSI number) went from one
place to another place, but its speed remained zero even
though it was sailing. This type of irrationality among data
may open the opportunity for an attack. For example, if the
speed remains zero, a TCPA alert would not be triggered.
Figure 9(b) shows that multiple ships engaged in different
activities have different speeds and courses, but all of them
have the same name and call sign. Such a situation could be
confusing for VTS or other ships if the MMSI is not checked
carefully. However, maintaining the same MMSI number
through a coordinated attack can result in a more complex
situation, which we describe in V-F. Nonetheless, for these
logically invalid data, no receiver provided any alarm during
our experiment.
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TABLE 4. Test results: coordinated attack.

FIGURE 9. (a) Zero speed ship moving position in ShipPlotter.
(b) Different ships having the same Name and call sign in OpenCPN.

H. VISUAL NAVIGATION DISRUPTION
Ships generally navigate in water by following an
AIS-supported plotted chart or radar screen. We found that
this visual navigation can be significantly disrupted by fake
AIS transmissions. For example, message type 4 is reserved
for the AIS base station, which is usually stationary on the
shore. However, in some type 4 messages, we changed the
coordinate value linearly but kept the same MMSI, so it
appeared that the base station was moving towards the ship
along the navigation line of the ship itself. In another setting,
using several different MMSI and geo-coordinate values,
we surrounded a ship with stationary base stations. Figure 10
shows a scenario wherein a ship is surrounded by base
stations. This type of situation may cause the operator of the
ship to experience serious situational awareness confusion.

FIGURE 10. Ship surrounded by fake base stations in OpenCPN.

I. DENIAL OF SERVICE
To test the system resiliency, we performed our DoS attack
by trying to ‘‘overpower’’ the receivers with AIS signals. Our
modified AISTX could produce N number of AIS frames at
a time. We produced 200K type 1 frames in a single file and
transmitted it through an SDR. The results in Table 5 show
that approximately 89% of the configurations were impacted
by the DoS attack (e.g., the output was clogged, unresponsive,
or crashed). Some software did not crash during the AIS DoS
attack because they decoded only a limited number of distinct
MMSIs (e.g., up to 1,000 for Matsutec HP-33A). However,
this type of behavior indicates the possibility of a legitimate
message drop. Some setups follow amoderate decoding cycle
to optimize memory and displaying capacity. However, the
attack floods the display, so it becomes nearly impossible
to read the screen. Figure 11(a) shows that the Matsutec
transponder was clogged at its maximum decoding capability
of 1,000 ships. Figure 11(b) shows the flooded screen of an
Android application.

J. ERROR HANDLING TEST
According to the technical characteristics of AIS, cyclic
redundancy check (CRC) is used for error detection [9]. If an
error is detected, that message is dropped, assuming possible
corruption. To test the error detection system, we deliberately
flipped a message bit and repeatedly transmitted that file with
a HackRF. We observed that all the receivers dropped the
erroneous message. Figure 12 shows the error detection in
AISMon, where all the messages were detected as erroneous
messages. Error detection worked well across all the tested
setups. However, none of them alerted the user regarding the
erroneous packets. Error correction and alerting are optional
in the standard. For many reasons, an error can occur; for
example, we found that sometimes, due to a slight frequency
offset in the receiver, a valid AIS frame was regarded as
invalid. Alerting users upon error detection could help them to
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FIGURE 11. (a) Clogged screen as effect of AIS DoS attack on Matsutec
HP-33A. (b) Flooded screen as effect of AIS DoS attack on boat beacon.

FIGURE 12. Detection of errors in AIS frames by AISMon.

calibrate the system for better-quality service. Moreover, in a
congested RF channel, signal distortion is a regular incident,
which can induce an error. Therefore, besides error detection,
ADS-B uses an error correction system. An error correction
scheme can save significant RF pollution. Thus we suggest at
least a 1-bit error correction system in AIS.

K. AIS PREAMBLE TEST
During some early experiments, we noticed that one of our
testbed devices (QK-A027) misbehaved. It displayed data

TABLE 5. Test results: DoS attack.

from some transponders (e.g., Matsutec) but did not display
valid non-attack AIS signals from our pentest platform. At the
same time, the same signal was displayed perfectly fine in the
Matsutec-based and RTL-SDR-based setups. This prompted
us to investigate further this root cause of the QK-A027’s
misbehavior, which led us to discover what we call the ‘‘AIS
preamble-related implementation flaw’’.
AIS uses a 24-bit preamble consisting of alternating zeros

and ones (0101. . . .). ITU-R M.1371-5 [9] in Annex 2 titled
‘‘Technical characteristics of an automatic identification sys-
tem using time division multiple access techniques in the
maritime mobile band’’ (in Figure 13(a)) specifies that
the preamble (or training sequence) can start with 1 or 0
when transmitting. At the same time, the same document
in Annex 7 titled ‘‘Class B automatic identification system
using carrier sense time division multiple access technology’’
(in Figure 13(b)) specifies that the preamble always starts
with 0 when transmitting. Annex 2 focuses on the SOTDMA
channel access scheme, which is mainly used by class A
vessels, while Annex 7 focuses on the CSTDMA scheme
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primarily used for class B vessels. Nonetheless, according to
the requirement [9], regardless of class, all the vessels (in the
range) should be visible to each other via AIS. Therefore, the
International Electrotechnical Commission (IEC) standards
IEC 62287-1 [29], IEC 62287-2 [30], and IEC 61993-2 [31]
require all Equipment Under Test to receive the signal regard-
less of where the preamble starts with 0 or 1. Now, allowing
the transmission preamble to start with 1 and expecting the
reception preamble to start with 0 may induce confusion.
The QK-A027 case can be an example. We observed that
the QK-A027 receiver did not receive messages when the
preamble in the messages started with 1. However, it detected
the message when the preamble started with 0. The details of
the AIS preamble test are presented in Table 6.

FIGURE 13. (a) AIS preamble instruction in ITU-R M.1371-5, Annex 2.
(b) AIS preamble instruction in ITU-R M.1371-5, Annex 7.

Certainly, the way the specification is drafted and the
lack of cautionary notes can easily mislead system design-
ers, developers, and integrators. This finding would mean
in practice that there is a very high probability that a ship
equipped with a QK-A027 may not detect some other ships
on the AIS displays. Therefore, this could lead to a possible
collision or a similar accident, especially in low-visibility
situations. Moreover, this problem is not necessarily isolated
to QK-A027. In fact, we fear that similar misinterpretations
and implementation flaws could have been made by other
vendors or in other models similar to QK-A027 from the
same vendor. In practice, this means that extensive retesting
and revalidation of a large number of devices are required,
with particular application of the methodology proposed in
this article. While investigating this issue, we also studied
the impact of NRZI conversion on the AIS data and pream-
ble. We present those results in Appendix A for technical
completeness.

VI. DEFENCE AGAINST AIS ATTACKS
Attacks onAIS can affect information confidentiality, authen-
ticity, integrity, availability, possession, and utility [32],
which need to be prioritized. However, implementing a
proper defense strategy requires more systematic research

TABLE 6. AIS signal detection status depending on the preamble start.

and development, which is beyond the core focus of this
paper. Nonetheless, in a similar service in aviation (ADS-B),
we showed a received signal strength (RSS) and distance
relationship model [8] that reached up to 90% accuracy in
the best case. This strategy can easily be transferred to AIS,
as the concept is protocol agnostic. We cannot create yet an
RSS-Distance model for the AIS service because we are not
in the close vicinity of a real-world port where realistic AIS
traffic is seen. In fact, from our location (the central part of
Finland), we do not receive any AIS messages. In the current
literature, researchers have suggested some solutions.
To identify erroneous transmissions or falsified data,

Ray et al. [33] proposed checking the integrity of the AIS
data. According to them, the integrity can be assessed by
comparing the AIS data with long-term historical data on the
message with respect to other messages, and on the signal
itself with its physical characteristics. Their proposed method
is supposed to provide an integrity-based confidence coeffi-
cient on data that can be used to take further action on that
data.
Junior et al. [34] showed a triggering mechanism that uses

an image processing template matching technique to detect
specific patterns transmitted by an attacker. Chart plotter
software (e.g., OpenCPN) plots the ship on the map as it
receives the data throughAIS. This plotting changes themean
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intensity of the pixels of an area on the map. The authors
set a threshold and compared the display pixel intensity; if it
exceeded the threshold, it triggered the alerting mechanism.
The authors reported a 93% success rate.
Goudossis and Katsikas [35] proposed identity-based pub-

lic cryptography and symmetric cryptography to enhance the
security of AIS. For asymmetric cryptography, they proposed
that IMO generate a private key for the corresponding public
keys of the National Maritime Authorities (NMA). In con-
trast, NMA could generate private keys for the corresponding
keys at the national level. They also proposed symmetric
cryptography for insecure sea areas such as the coast of
Somalia. In this case, the presence of at least one trusted
third party (e.g., a military patrol boat or a micro-satellite)
is necessary to create and distribute the keys.
Bothur et al. [36] analyzed the security vulnerabilities and

countermeasures in a smart ship system. According to them,
most of the electronics systems in a ship, such as information
technology networks, control systems, electronic chart dis-
play information system, very small aperture terminals, and
AIS, are vulnerable to cyberattacks. They listed the possible
weakness of all the subsystems. They mentioned that proper
policy, and ensuring the security of data, application, host,
network, etc., could help counter the attacks.
Su et al. [37] proposed a digital certificate-based identity

authentication scheme to ensure the authenticity of the AIS
data. According to them, a ship should generate its public
and private keys. The public key should be distributed by an
trusted official institution. They further proposed a mixed-
zone and blind-signature-based trajectory privacy protection
scheme to protect the vessel identity and the trajectory pri-
vacy. They suggested using pseudonyms instead of the actual
MMSI to safeguard the true identity of a ship under the super-
vision of a trusted party called a ‘‘certification authority’’
(CA). It knows the relationship of every pseudonym to the
real identity. If ships want to bar the CA from knowing the
identity of the ship, the selection of pseudonyms must be
executed by the vessel. In this case, the vessel sends many
digital signatures to the CA. After the CA signs and returns
the signatures, the ship chooses one randomly.
Sciancalepore et al. [38] proposed a secure, flexible,

standard-compliant, and backward-compatible authentica-
tion framework to secure AIS broadcast messages. They con-
textualized a broadcast authentication protocol called Timed
Efficient Stream Loss-tolerant Authentication (TESLA) and
a space- and time-efficient probabilistic data structure called
‘‘Bloom filter data structure’’ in their authenticated AIS
called ‘‘Auth-AIS.’’ Their proposed system required trans-
mission of cryptography-related data via a type 8 message,
which increases the AIS overhead. The difference with other
cryptography solutions and Auth-AIS is the start time of the
AIS transmission for a vessel, which is hidden but sharedwith
other vessels by a trusted third party. An attacker is unlikely
to know the precise AIS transmission timing of a vessel; thus,
the fake transmission would not be authenticated by other
ships.

VII. CONCLUSION
In this paper, we practically demonstrated and evaluated the
impact of multiple attacks on AIS (both novel and known
ones), primarily achievable via an RF link and with effects
on the various network, processing, and display subsystems
used within the AIS ecosystem. We developed a heteroge-
neous testbed that consisted of a commercial transponder,
dual-channel AIS receiver, several SDRs, and software from
different platforms (e.g., Android, Windows, and embedded
OS), which resulted in a total of 19 tested configurations.
Overall, within a controlled environment we performed 11
different tests/attacks, most of which represented either novel
attack concepts or novel implementation of existing ideas in
the AIS context.We demonstrated that the navigation security
of multi-million dollar ships can be affected by a low-cost
setup. Almost all the test configurations were impacted by
some sort of attack. A coordinated attack, flooding, visual
navigation disruption, and others indicate that attackers can
be potentially harmful due to their ingenious attacks and
state-of-the-art equipment. Software crashes due to DoS or
an overwhelming number of alerts showed the most worry-
ing scenario. Mobile applications are mostly unreliable and
more vulnerable to attacks than desktop solutions, very likely
due to memory, display, and computational constraints. Dur-
ing the experiments, we identified an AIS preamble-related
implementation flaw. When the preamble started with 0,
it worked fine across all the devices; but when it started
with 1, it had the potential to affect the interoperability of
some AIS devices. We urge the relevant stakeholders to pay
attention to this issue to avoid further mishaps. Test results
throughout this study reveal that, apart from the preamble-
related issue, the other attack consequences belong to the
software limitation. The identified issues are in the pro-
cess of being reported to respective vendors according to
responsible disclosure policy. The consistency of our results
for a comprehensive range of hardware-software configu-
rations indicates the reliability of our approach and test
results. We hope researchers and industry can positively use
our approach and outcomes to improve the cybersecurity of
today’s ever-growing AIS deployments. In the future, we plan
to design, implement, and test different defense strategies
against attacks on AIS. We also leave the jamming of specific
messages for any targeted receiver as our future work.

APPENDIX A
AIS PREAMBLE AND NRZI
AIS uses NRZI encoding to encode the data. NRZI has many
variants, and the one where the waveform changed due to the
occurrence of 0 is called Non-Return-to-Zero Space (NRZS).
More precisely, AIS uses NRZS variant of NRZI. Therefore,
we also investigated the resulting differences between the
scenarios where the preamble starts with 0, and 1 respec-
tively, when using the NRZI conversion. Before the preamble
starts according to the AIS message structure in Figure 2
there should be an 8-bit ramp up (000000000). Since NRZI
depends on the previous level, we draw the signal with
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ramp-up bits. The Figure 14 shows that after NRZI encod-
ing, the two signals are not exactly the same. We further
checked the NRZI conversion of AIS data with the Matlab
code in [39]. That also resulted that preamble start with 1 and
preamble start with 0 do not result exactly the same after
NRZI conversion.

FIGURE 14. Comparison of NRZI conversion of ramp up and preamble
bits – scenarios when starting with 0, and 1, respectively.
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