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ABSTRACT

Aaltola, Kirsi
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Jyvaskyla: University of Jyvaskyld, 2022, 117 p. (+included articles)
(JYU Dissertations

ISSN 2489-9003; 540)

ISBN 978-951-39-9337-5 (PDF)

This dissertation focuses on the acquisition of expert skills in modern learning
environments (MLEs). The overall goal is to discover the effects of MLEs on
expert learning and to find meaningful ways to integrate the use of MLEs into
training and education. The technological revolution has created the overall need
and opportunity to adapt the use of technologies and effective methods to
facilitate learning experiences and enhance learning outcomes.

To understand the effects of MLEs on skills acquisition and the transfer of
skills and knowledge to real life, four research papers (Articles I, I, III, and VIII)
are presented in this dissertation. To understand knowledge transfer, potential
gaps, and methods of improving technology integration in education and
training, four additional research papers (Articles IV, V, VI, and VII) are
presented in this dissertation. This dissertation proposes tentative frameworks
for the design and implementation of sustainable, motivating, and engaging
solutions. The Model for Integrating Immersive Learning Content into Adult
Training follows the study’s findings on skills acquisition and expertise
development and uses them as an educational foundation; the Human-Centered
Design Model offers a framework for the development of online learning tools;
the Systematic Integration Approach emphasizes motivation in the integration of
technology into higher education; and the Societal Impact Assessment Toolkit
and Evaluation Framework facilitates network collaboration and information
sharing.

The findings of this research can accelerate the understanding of knowledge
and skills acquisition in MLEs designed for expertise development. The research
provides domain-specific results for peacebuilding and cybersecurity training
communities. Proper skills acquisition through training can have direct and
indirect impacts on the success of operations and on resilience in risk situations.
Facilitating cognitive skills acquisition, as well as presenting findings on
expertise development and theories on the integration and design of MLEs in
professional training, could open new frontiers in designing methods and
implementing practices that will foster more effective and impactful learning and
performance in different realities and in real life.

Keywords: skills acquisition, expertise development, performance, modern
learning environment, augmented reality, virtual reality, immersive learning
content, peacebuilding, cybersecurity, cyber-physical systems
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Tama vditoskirja keskittyy taidon hankkimiseen ja asiantuntijuuteen moder-
neissa oppimisalustoissa. Tavoitteena on selvittdd modernien oppimisymparis-
tojen vaikutuksia ihmisten oppimiseen ja taitojen hyodyntdmiseen todellisessa
tyoympdristossd. Teknologinen siirtyméd on nostanut uudenlaisia tarpeita oppi-
miskokemusten jdrjestdimisen kannalta sekd oppimistavoitteiden saavuttamisen
osalta.

Tahén viitoskirjaan liitetyt artikkelit I, II, III ja VIII tarkastelevat modernien
oppimisympadristojen vaikutuksia oppimiseen ja tietotaidon siirtdmiseen todelli-
seen tyoeldmdkontekstiin. Artikkelit IV, V, VI ja VII tarkastelevat tiedon siirta-
mistd ja teknologiaintegroinnin mahdollisia haasteita ja menetelmia. Tutkimus-
tuloksiin perustuen tdssd vditoskirjassa ehdotan (1) alustavia ldhestymistapoja
kestavien, motivoivien ja sitouttavien ratkaisuiden suunnitteluun ja kdytannon
toteutukseen, (2) immersiivisen oppimissisédllon integrointimallia aikuiskoulu-
tuksessa, (3) ihmiskeskeistd suunnittelumallia verkko-oppimistyokalujen kehit-
tamiselle, (4) motivaatiopainotteista systemaattista ldahestymistapaa teknologian
integroimiseen korkeakoulutuksessa ja (5) yhteiskunnallisen vaikuttavuuden
tyokalu- ja arviointikehikkoa verkostoyhteistyolle ja tiedon siirtdmiselle.

Taman viitoskirjan tutkimustuloksia voi hyodyntdd koulutuksissa ja asian-
tuntijuuden kehittdmisessd, jossa oppiminen keskittyy tiedon ja taidon hankki-
miseen moderneilla oppimisalustoilla. Tamén véitoskirjan osatutkimukset ovat
toteutettu rauhanrakentamisen ja kyberturvallisuuden asiantuntijakonteksteissa.
Hyva taidon hankkiminen koulutuksessa voi vaikuttaa suorasti tai epasuorasti
operatiiviseen asiantuntijatoimintaan riski- ja turvallisuustilanteissa. Kognitio-
tieteisiin perustuva taidon hankkiminen ja asiantuntijuuden kehittyminen mo-
derneilla oppimisalustoilla voi avata yhd uusia metodeja ja kaytdntsjd tehok-
kaalle ja vaikuttavalle oppimiselle ja kouluttamiselle eri todellisuuksissa ja tyo-
elamdkonteksteissa.

Avainsanat: taidon hankkiminen, asiantuntijuuden kehittyminen, suorituskyky,
modernit oppimisymparistot, modernit oppimisalustat, augmentoitu todellisuus,
virtuaalitodellisuus, immersiivinen oppimissisiltd, rauhanrakentaminen, kyber-
turvallisuus, kyberfyysiset jarjestelmat
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PREFACE

Modern learning environments (MLEs) include immersive and affective learning
content in new digital forms, social media, augmented or virtual realities
(AR/VR), 3D environments, and gaming. These immersive features provide new
opportunities for learning and skills acquisition. Nevertheless, the use of digital
technologies in training and education contexts has been stationary. The
obstacles derive from the domain-specific needs related to the learning content,
a lack of effective design and pedagogical practices, competence gaps among
instructors, and institutional and policy interests. Among the scientific
community, there has been interest in understanding the acquisition of
knowledge and skills (e.g., Ericsson & Charness, 1994), the experiences that can
be produced in the interaction between humans and technology (e.g., Saariluoma
& Jokinen, 2015), the study of human-centered design practices (e.g., Giacomin,
2014), and, recently, how skills and expertise are transferred from different
technology-supported realities to real life (e.g., Williams, Ward, & Chapman,
2003).

This dissertation is the result of over seven years of research undertaken as
part of the European Commission H2020-funded projects to investigate the
acquisition of knowledge, skills, and expertise and develop learning
environments in the domains of peacebuilding and cybersecurity. The research
began with theoretical and empirical examinations of the design of MLEs
(research IV) and the integration of MLEs into training and education (research
V). As the research progressed and new studies were undertaken, the focus
shifted from the aspects of design and integration toward a more holistic
acquisition of knowledge in a network community (research VI, VII, VIII) and
acquisition of skills and expertise (research I), as well as the role of experiential
learning in improving human performance (research III). Following this, a
specific study of cybersecurity learning environments, cyber ranges (CRs), raised
the question of how likely the current capabilities and features are to support the
acquisition of skills (research II).

Two questions that kept emerging during the analysis were as follows:
“What are the effects of MILEs on knowledge and skills acquisition in the development of
expertise?” and “How can MLEs be designed to ensure the acquisition of skills and their
integration in a meaningful way into training and education?” Both quantitative and
qualitative data were collected to provide insights into experiences in playing
with learning technologies, knowledge about the effects of MLEs on skills
acquisition, and information about pedagogical and integration practices in
training and education. Two MLE design cases demonstrated an understanding
of design research and human-centered design models. The empirical studies
also showed the potentials and challenges of integrating technologies into
training and education environments. To yield a holistic understanding of the
effects, potential assessment methods for analyzing societal impacts were
reviewed.
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1 INTRODUCTION

1.1 Research Context and Significance

Throughout evolution, humans have used physical tools that increase their
sensorimotor abilities, such as pencils, stone tools, hammers, and knives (Osiurak,
Navarro & Reynaud, 2018). Technology has organized and influenced human life,
communication, and learning in a new way (Firth et al., 2019; Roztocki, Soja, &
Weistroffer, 2019; Siemens, 2014). Emerging technologies such as artificial
intelligence (AI), machine learning (ML), and autonomous systems have
radically recontextualized the human dimensions of organization (Aaltola &
Taitto, 2019; Dwivedi et al., 2019) and are expected to change our way of working
(Leikas, Koivisto & Gotcheva, 2019), for example, by the replacement of humans
in many information-processing tasks (Saariluoma, Kujala, Karvonen & Ahonen,
2018). At the same time, strategic-level changes reveal critical societal
vulnerabilities in the use of information technologies, such as cyberthreats and
disinformation campaigning. They can impact humanity at all levels, from
individual to societal (Aaltola, M. 2020).

Due to digitalization and emerging technologies, the effects of everyday
technologies have recently become the object of intense theoretical and empirical
scrutiny. Digital transformation —the adaptation of companies and actors to the
new digital reality —requires constant investment in management and skilled
personnel (Aaltola & Ruoslahti, 2020; Nadkarni & Pruigl, 2021) and the digital
culture of organizations by continual learning and the encouragement of
experiments (Kane, 2019). It has been stressed that digital education and training
is much more than a technical concern because new learning environments
change the dynamics of time and space to create learning cultures, geographic
boundaries, and social interactions (Penprase, 2018). Covid-19 influenced
educational practices quickly by reorganizing them online at all educational
levels (Agasisti & Soncin, 2021).

The research contexts of this dissertation relate to peacebuilding and
cybersecurity education and training that aim to contribute, by way of expertise
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development, to the overall goals of preventing and responding to crisis and
disaster situations by the establishment of risk mitigation processes,
preparedness, and expertise. The domains of peacebuilding and cybersecurity
construct the domain-contextual environment for this study. An understanding
of the nature of these domains is relevant. Peacebuilding and cybersecurity
interventions take place either before a disruption (for example, a violent conflict
or cyber-attack) occurs or after it ends. Whereas peacebuilding addresses deep-
rooted or structural causes of conflict and aims to build and support the local
authorities in becoming peaceful, stable communities and societies at local and
national levels (UNESCO, 2015), cybersecurity aims to build resilience against
cyber threats and protect citizens and infrastructures (European Commission,
2020). Security, humanitarian work, and peacebuilding work are
multidimensional and complex phenomena.

The complex reality of security requires committed people to be prepared
and trained with knowledge, skills, and competences before entering the conflict,
security, or peacebuilding area. Both peacebuilding and cybersecurity highlight
the role of training and education as crucial ways to influence human
performance during disruptions. Moreover, peacebuilding interventions have
revealed the need to present the impact and relevance of the selected allocation
of resources and to maximize performance in the field effectively (Edjus & Juncos,
2018; Zupanci¢, Peji¢, Grilj & Peen Rodt, 2018). Presenting evidence of the
effectiveness and success of peacebuilding interventions has been of interest in
the political, operational, and academic fields (van der Lijn, 2009; Zupanci¢ &
Peji¢, 2018). Peacebuilding missions analyze their effect on the knowledge,
attitudes, and behavior of the people and organizations involved to optimize
their activities at the political and leadership levels (De Coning, 2020). In the
conflict mediation and peacebuilding context, individual skills training, beyond
donations or infrastructure building, is the area where the most impact has been
identified (De Coning, 2020; Topcu & Sigri, 2018). For example, peacebuilding
includes a variety of responses to a range of crisis situations and has recognized
several key areas of expertise, such as negotiation (Stage, 2020) and managerial
skills (Topcu & Sigri, 2018). Human expertise plays a crucial role in building
stability, managing crises, and securing cyber-physical environments.

Digitalization has also influenced peacebuilding and cybersecurity domain-
specific education and training by increasing the use of modern learning
environments (MLEs) and technology as pedagogical methods. Generally,
expertise development and learning take place partially or entirely over the
Internet. New technologies reveal modern opportunities for new ways of
physical and cognitive capabilities, even beyond what is biologically possible.
First, computers made possible the delivery of education and its materials both
in print and in electronic media (Moore, Dickson-Deane & Galyen, 1990); then
the capabilities of tablets and smartphones were considered to be a key
development in the field of education and training, especially in the European
countries (Sevillo-Garcia & Vazquez-Cano, 2015). As early as 2008, enrollment in
online courses was growing faster than general higher education enrollment
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(Allen & Seaman, 2008). Simulations are seen as useful for training and practicing
professional expertise and performance, such as in medical surgery (Law, Atkins,
Kirkpatrick, Lomax & Mackenzie, 2004), piloting (Kasarskis, Stehwien, Hickox,
Aretz & Wickens, 2001), and cybersecurity (Veksler, Buchler, Hoffman, Cassenti,
Sample & Sugrim, 2018).

Expertise and expert performance research (Ericsson, 2006; Ericsson &
Polson, 1988; Ericsson & Smith, 1991) have shown that experts’” high-level
performance is often acquired through experience and that the effect of deliberate
practice on performance is greater than usually believed. The impact of learning
is recognized in expertise development (Ericsson, 2006), human performance,
and acquisition of skills and competences (Aaltola & Ruoslahti, 2020). The link
between training and successful performance in crisis situations is recognized in
the peacebuilding domain, and international agencies are increasingly aware of
the need for peacebuilding training (Hallward & Tarkhani, 2019). Expertise
development and skills acquisition are accomplished through a selection of the
proper pedagogical methods, and domain-specific knowledge is based on
cognitive processing such as problem-solving (Dane, 2010). Skills acquisition is
studied by analysing perceptual processes as part of complex problem solving
(Chase & Simon, 1973).

Researchers have addressed assumptions, models, methods, concepts, and
cognitive aspects of digital technologies and their implications for human
learning (Korte, 2020; Singh, 2021; Zwart, Van Luit, Noroozi & Lin Goel, 2017),
but also for the ways of managing information (Hyttinen, 2017). Perspectives on
and approaches to learning and skills acquisition in digital training design are
only somewhat touched upon and studied, especially in peacebuilding and
cybersecurity training. Effective crisis management and emergency
preparedness rely on stakeholders working effectively together along with
operational knowledge and skills (Ravyse, Blignaut, Leendertz & Woolner, 2017),
and these elements open information-sharing connections with the use of new
technologies. VR technologies have been identified as the most promising
methods of training in the domain sectors, such as emergency and crisis response
in managing accidents, disasters, and other crises (Gowing, Walker, Elmer &
Cummings, 2017).

Technologies increasingly color our perceptions and behaviors in society,
learning, and politics, and this increases research interest in understanding the
differences among these perceptions and behaviors and their impacts (Crookall,
2010; Korte, 2020; Penprase, 2018). The increasing use of technologies has an
impact on human lives, and we learn of the impact of their usage in different
physical and cyber contexts all the time. The spread of immersive content
technologies like AR or VR offers new interfaces between humans and computers
(Fritsch, 2019) but also new considerations about skills acquisition and expertise
development. To ensure effective learning, we have had much to study and learn
about regarding how to use these kinds of technologies in education and training
(Garrison, 2003).

15



1.2 Research objectives

Digital technology has recently emerged, and this has led to a substantial body
of research empirically investigating the multiple potential pathways through
which MLEs could affect learning and skills acquisition. This dissertation aims to
contribute to the research on technology usage and design for expertise
development, learning, and skills acquisition. The studies of this dissertation aim
to contribute to the body of theoretical research that seeks to understand whether
the rapidly changing digital world, with its multiple uses of different learning
technologies, has critical implications for traditional learning approaches
(Rauste-von Wright & von Wright, 1994). This dissertation aims to increase the
understanding of MLEs and their design in expertise development training.

The overarching goal of this dissertation is twofold: to explore the
influences of MLEs on skills acquisition and domain-specific expertise
development; and to describe the integration models and improved design of
MLEs in training and education. First, this dissertation aims to provide an
understanding of the role and effects of MLEs in the acquisition of skills in
expertise development. Second, to design meaningful MLEs for domain-specific
expert training and education, this dissertation aims to increase the
understanding of the experiences with technologies described by experts. Third,
the design models of this dissertation aim to contribute to the integration of MLEs
into learning and overcome the challenges related to this endeavor.

This research strives to contribute theoretically to meaningful MLE design
for training and education. In the pursuit of these aims, the research objectives
are as follows:

e Design theoretical frameworks for the acquisition of knowledge and skills
in expertise development (Articles I, II, III, VI, VII, and VIII) and for the
design and development of MLEs (Articles IV, V, and VI)

e Acquire empirical knowledge by collecting data and analyzing
experiences of using MLEs in domain-specific training and education
(Articles I, II, I1I, IV, and V)

e Articulate models and recommendations for the design of MLEs to ensure
effective learning (Articles I, II, I1I, IV, V, and VI)

This dissertation deals with the acquisition of knowledge and skills in
expertise development in the domain-specific environments of international
crisis management, peacebuilding, and cybersecurity. This research contributes
to the research agenda of designing proper MLEs to improve the acquisition of
skills and expertise, and, finally, human performance, in real life. The theoretical
framework of skills acquisition and expertise development highlights the roles
of context-specific experience, problem-solving, reflection, and motivation.

16



1.3 Research components

The research followed an interactive process structure, aiming to respond to
more detailed research questions in different study papers, which are published
as peer-reviewed book chapters or peer-reviewed papers in scientific conference
proceedings. Three of these eight papers were published as peer-reviewed book
chapters, and five papers were published in peer-reviewed scientific conference
proceedings (three are recognized as Jufo 1). The conferences were KMIS
(International Conference on Knowledge Management and Information Sharing),
DIGILIENCE (2019, 2020), and the 23rd International Public Relations Research
Symposium BledCom (Ljubljana).

This author was the sole author of two book chapters (Articles I and II). She
was also the sole author of Article IV presented at the International Conference
on Knowledge Management and Information Sharing, published in the
proceedings. In the following, the responsibilities of each coauthor of the
coauthored papers are listed and described.

The author of this dissertation wrote Article III and designed the study in
contact with the coauthor, Mr. Petteri Taitto. Taitto collected and reviewed the
decision-making literature and provided insights for the discussion. This author
compiled and wrote the paper and was the contact for correspondence with the
editor and adaptation after reviews.

This author, Mr. Jorma Jokela, and Mr. Harri Ruoslahti coauthored Article
V. This author designed the study and collected and analyzed the data. Jokela
and Ruoslahti included data from two higher education courses and conducted
the final analysis. This author mainly compiled and wrote the paper, while Jokela
and Ruoslahti contributed parts of it. This author was the contact for
correspondence with the editor and adaptations after the reviews.

This author and Ruoslahti coauthored Article VI. The research was
designed jointly. The authors had specific areas of interest for theoretical and
empirical work. This author focused on the analysis of expertise development,
skills acquisition, and learning in societal impact assessment. This author was the
contact for correspondence with the editor and adaptations after the reviews.

Henriksson, Ruoslahti, and this author coauthored Article VII. This author
collected the data from relevant projects and analyzed the data based on the
paper’s design. This author had the special role of analyzing the technology-
relevant information management systems and benefits of MLEs. This author
conducted the adaptations after the reviews of her parts.

Ruoslahti and this author coauthored Article VIII. This author conducted a
literature review of knowledge, tacit information, and organization learning. She
also analyzed the data and wrote about the findings with regard to the potentials
of online learning environments and relevant pedagogy in the Artic network
communities.
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2 THEORETICAL PROBLEM

Digitalized improvements are faster than ever before. People are asked to apply
new ways of thinking immediately, sooner than ever before. The Covid-19
pandemic has led to large-scale behavioral changes and has had swift impacts on
the field of training and education (Ferrel & Ryan, 2020). MLEs attempt to
support the acquisition of knowledge (Allan & Clarke, 2007; Choi & Hannafin,
1995; Laszlo & Castro, 1995; Shrader & McCreedy, 2008) and skills, expertise
development, and knowledge sharing. Technology plays a critical role in
mediating between learning and the learner, and its role in mediating
information can stimulate and reward a learning experience almost as in real life
(Laszlo & Castro, 1995). In doing so, technological solutions mainly touch upon
elements of human abilities and introduce new environments, such as features of
augmented realities (AR), virtual realities (VR), and cyber-physical systems
(CPSs). At the same time, information technology and computer scientists
develop AI, ML, and robotics, aiming at reproducing human skills (Penprase,
2018); it has been argued that these technologies will have the effect of a decrease
in basic skills acquisition in humans in the coming decades (Elliot, 2017).

The focus of training and education is on improving humans’ real-life
knowledge, skills, and expertise in performance. Training and education offer
new avenues for the benefits of technologies with affective and immersive
learning content. The prevalent learning paradigm has been described as
changing in order to focus on the use of the new media to promote learning
(Schrader, 2015).

The effectiveness of simulation methodologies has been scrutinized, and
evidence has been given that web-based simulation programs are effective in
teaching high school students problem-solving and negotiation skills (Brown,
Lawless & Boyer, 2013; Cuhadar & Kampf, 2014). This dissertation combines
previous research and studies and provides more specific empirical findings to
increase the potential to improve practical and operational peacebuilding and
cybersecurity effectiveness by enhancing training practices with the use of MLEs.
The foundations for this positioning employ different scientific disciplines, such
as cognitive science, adult education, information and communication
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technology, and organizational and management theories and therefore aim for
a multidisciplinary approach to the phenomenon. This dissertation brings
together multiple cognitive science and educational understandings into a
concise framework incorporating cognitive learning and acquisition of skills,
expert performance, experiential learning, and human-centric design.

Researchers have already considered the need for multidisciplinary
research, with a focus on multilevel adult education directions in security-related
training and education (Berki, Valtanen, Chaudhary & Linfeng, 2018). MLEs and
CPSs will not only increase safety and reliability requirements (Lee, 2008), but
will also challenge strategic leadership (Lehto & Limnéll, 2020) and competence
requirements with sets of skills (Abyshev, Yablochnikov & Mikio, 2020;
Dworschak & Zaiser, 2014). In CPSs, the use codes, data, or logic with the aim of
causing disruptive consequences that lead to accidents, threats, and cybercrime
(Berki et al., 2018). The consequences of new realities and spaces have led to an
increase in security threats from stolen hardware, identity theft, spoofing, system
infiltration, and breach of access to direct message abuse. Beyond physical and
syntactic cyberattacks, semantic cyberattacks are seen as more serious threats,
since they target the human interface. (Schneier, 2000). Therefore, human
performance is also a pertinent issue within the cybersecurity domain (McClain,
Silva, Emmanuel, Anderson, Nauer, Abbott & Forsythe, 2015). Human and
organizational factors both play a significant role in computer and information
security vulnerabilities (Kraemer, Carayon & Clem, 2009). Beyond the critical
organizations of security, peacebuilding actors have also identified evolving
cybersecurity threats and digital changes and innovations (Fovino, Neisse, Lazari,
Ruzzante, Polemi & Figwer, 2018).

Today, expertise development and skills acquisition benefit from digital
solutions, such as different learning applications, web resources, web-based
applications, and new collaboration technologies. Moreover, new types of hybrid
approaches to the production of online training and education activities are
increasing (Means, Toyama, Murphy, Bakia & Jones, 2009). The term “distance
learning” has evolved into online learning, virtual learning, e-learning, mediated
learning, web-based learning, gaming, and AR/ VR-supported learning (Conrad,
2002). In the 21st century, empirical studies have captured collaborative practices
in online learning (Siemens, 2014), and findings about connecting the use of social
online learning tools and a social constructivist approach in e-learning have
provided students with personal tools by engaging them in social networks
(Dalsgaard, 2006). Dalsgaard (2006) also argued that emerging social software
tools can allow learners to direct their own problem-solving process beyond the
traditional learning management systems (LMSs). Modern advances in
educational and training technology offer promising learning environments,
including dimensional virtual worlds (Mantovani & Castelnuovo, 2003). MLEs
also affect sensorimotor abilities, and their usage is slowly influencing human
evolution. Visual capabilities in the form of immersion create opportunities to
influence the human imagination and experience in MLEs.
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Not only these technological resources, but also broadened educational and
training goals with regard to lifelong learning, global interaction, and the
acquisition of meta-cognitive knowledge and skills have changed the roles of
students, teachers, and trainers, as well as led to a socio-constructivist paradigm
of learning (Felix, 2005). Many people are enrolling voluntarily in online courses
to enhance their skills and knowledge (Sofat & Sharma, 2020), and training and
education institutes benefit from technologies —for example revising teaching
methods, monitoring study progress, monitoring student learning, and
facilitating distant and interactive collaboration among students (Gaebel,
Kupriyanova, Rita & Colucci, 2014). At the same time, there have been difficulties
in Europe in finding staff and personnel with the proper skills, and this has been
argued to be a cause of unemployment (Cedefop, 2015). Policy-level work affects
the level of practice in such a way that higher levels of skill and expertise demand
proficiency in jobs (Cedefop, 2015).

Although there are certain studies on the benefits and limitations of using
technologies for learning and skills acquisition, the long-term effects have not
been extensively studied in academic practice. Participation in VR, AR, or other
realities provides an experience of perception and audiovisual content.
AR/VR/MR simulations enable users to practice skills and develop knowledge
in a safe environment that closely replicates real-life practice (Cook, 2014).
Human-interaction studies have analyzed the factors affecting human
performance with technology, such as typing speed on a computer (Jokinen,
Sarcar, Oulasvirta, Silpasuwanchai, Wang & Ren, 2017) or interface factors in
usability (Bergstrom-Lehtovirta et al., 2009). In these studies, the focus has been
on human skills acquisition in the interaction between humans and technology,
so as to learn to use technology effectively for its purpose. Nevertheless, the
transformative potential of MLEs in skills acquisition as part of expertise
development often garners little attention in academic research.

The increased research interest in better understanding how MLEs and
technologies should be designed arises from a pedagogical (Hyttinen, 2017) and
skills acquisition point of view (Aaltola, 2020). The second research agenda of
this study focuses on the design, development, and integration of technologies
for training and education. Although achievements in learning technology
development are rather exciting, there is a lack of commitment and engagement
in training and education-related user communities. Moreover, even in attractive
and immersive learning content influenced by the motivation to play, there are
negative effects on learning performance due to high cognitive load (Cheng, She,
& Annetta, 2015). In addition, the motivation is often based on whether the game
is fun to play or use and whether the target audiences prefer to learn through
game playing (Chen, Yang, Huang, & Fu, 2019).

As technological solutions are becoming more relevant to replacing or fine-
tuning human work, including in training and education practices, progress
should address relevant modelling and conceptual foundations (Kujala &
Saariluoma, 2018). The range of instructional and methodological design
opportunities is broad, and the selection of proper learning techniques supports
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the adaption of new competences in different contexts (Marsick & Watkins, 2001).
As with any use of learning methods, the use of technology in the classroom
needs to be unified in terms of content, technology, and pedagogy (Mishra &
Koehler, 2006).

2.1 Expertise development

Expertise is a long-term developmental process, resulting from rich instrumental ex-
periences in the world and extensive practice. (Feltovich, Prietula, & Ericsson, 2006,
p. 46).

Understanding expertise development is crucial for the proper use and design of
meaningful training and learning environments for adult learners. Chatham
(2014, p. 43) argued that “the right kind of training can make enormous
differences in performance,” and Ericsson (1993, 2002) instructed students
aiming to acquire expertise to avoid development associated with
automatization and asserted that top-level performance requires practice to be
well structured and deliberate. Proper learning strategies enable the
recontextualization and transfer of knowledge and insights into practice and are
vital to fully realize the improvement of human performance (Morley, Bettles, &
Derham, 2010).

The theoretical framework of the expert performance approach by Ericsson
(2006a) identifies the tasks of a superior performance, the application of standard
cognitive methods to analyze the mechanisms to repeat the elicitation of the
superior performance, and the critical situations in which immediate action
needs to be taken. Studies of the superior performance of experts have shown
that complex representations of domain-specific expertise are developed through
extended exposure and practices such as repetition. Ericsson and Smith’s (1999)
approach to expert performance has been adopted in several domains, such as
medicine, aviation, music, and sports, but few researchers have used it in design
and simulation performance (Ward, Williams & Hancock, 2006).

The identification of the mechanisms of the expert-performance approach
has been applied, for example, in surgical procedures, medical diagnosis, musical
performance, writing, painting, and sports, such as volleyball, tennis, and
rhythmic gymnastics. (Ericsson, 2006b). There are clear differences among top-
level experts, intermediates, and novices. These differences can be utilized in
simulation task environments to ensure skills acquisition. Feltovich et al. (2006)
summarized the point, explaining that research on expertise and experts has
shown that there are cognitive differences between experts and novices
(Charness, 1976), and experts not only complete tasks and solve problems faster
and better than novices, but often analyze and conduct their solutions in
qualitatively different ways, and experts often spend more time in initial problem
evaluation than do novices (Glaser & Chi, 1988). The study by Chase and Simon
(1973) shows variations between novice and master chess players’ perceptual
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chunks. According to that study, the superior performance of stronger players
derives from their ability to encode the position to larger perceptual chunks.

Important characteristics of experts’ superior performance are acquired
through experience, and the effect of practice on performance is highlighted. The
concept of deliberate practice includes representative training with feedback and
has shown evidence of the importance of the role of feedback in skills acquisition
and learning for improved performance (Chatham, 2014; Ericsson, 2006a). The
critical role of deliberate practice in the development of expertise emphasizes
mechanisms such as repeated practice experiences and clear goals and the
important role of feedback regarding the quality of attempts (Ericsson, Krampe,
& Tesch-Romer, 1993). Ericsson et al. (1993) highlighted that the perquisite
conditions for deliberate practice are the following: design of the task such that
it considers the pre-existing knowledge of the learners (so that the instructions
are correctly understood), reception of immediate informative feedback and
knowledge of the results, and repetition of the same or a similar task. These
conditions ensure that practice will improve speed and accuracy of performance
of motor cognitive and perceptual tasks (Fitts & Posner, 1967).

In terms of transferring the acquired skills to an actual operating
environment (Williams, Ward & Chapman, 2003), there is some evidence that this
can be done effectively, but in the specifically improved performance, the roles
of instructions and feedback have received only limited attention (Ward et al.
2006). The findings of research on expert performance behavior, such as the
quicker picking up of meaningful information and monitoring, show the
relevance of simulations as useful tools for assessing real-life performance under
standardized conditions. Beyond the measurement of performance, there is
evidence that simulations can be effective at improving performance, especially
for specific skills whose nature is perceptual-cognitive. Deliberate practice
maintains the continuity of improvement of performance (Ericsson, 2003;
Ericsson et al., 1993).

211 Learning theories

Learning is the combination of processes throughout a lifetime whereby the whole
person - body (genetic, physical and biological) and mind (knowledge, skills, attitudes,
values, emotions, beliefs and senses) - experiences social situations, the perceived con-
tent of which is then transformed cognitively, emotively or practically (or through any
combination) and integrated into the individual person’s biography resulting in a con-
tinually changing (or more experienced) person” (Jarvis, 2009, p. 25).

Learning is a basic human activity taking place everywhere (Rosenberg, 2006)
and should not be limited to classroom facilities (Senge, 1990). Formal learning is
typically institutionally organized and structured (Marsick & Watkins, 2001). In
contrast to formal learning, informal learning “takes place outside the curricula
provided by formal and non-formal educational institutions and programs”
(Schugurensky, 2000, p. 2). Traditional classroom-based learning is formal and
more structured, whereas informal learning is not typically structured, and the
learning is in the hands of the learner (Marsick & Watkins, 2001). Education and
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training are crucial parts of career development, and they also both try to assess
and evaluate competence needs in cooperation with work life (Lawlor &
Hornyak, 2012). Education has a traditional societal role and objectives (Hyttinen,
Ruoslahdi & Jokela, 2017; Vidlimaa, 2004), and it aims to connect with work life
needs (Teichler, 1998). Higher education is expected to impact society through
research contributions and educated persons, as well as interact with the
surrounding society (Raij, 2014). Training is a systematic process designed to
impart skills, attitudes, knowledge, concepts, and rules to trainees and result in
enhanced performance or organizational outcomes of value (Kraiger et al., 2014).

Learning can occur through one’s own experiences (Kolb, 1984), through
critical reflection (Mezirow, 1981), and problem-solving (Poikela & Poikela, 1991).
Empiric, constructive, and rational learning approaches (Rauste-von Wright &
von Wright, 1994) have influenced pedagogical methods instructional design,
and teaching practices. While the view of rationalism focuses on the idea that
knowledge is derived from reason without the aid of the senses, empiricism
understands experience to be the primary source of knowledge acquisition
(Schunk, 1991). These approaches influence questions about how to facilitate
learning events and activities. The variety of learning theories shows the
complexity of learning paradigms due to the content dimensions of what is
learned. Learning is described as the acquisition of skills, competences, and
knowledge, but also as performance, opinions, attitudes, values, behavior,
meanings, methods, and strategies (Illeris, 2009).

Rationalism calls for a focus on the structure of information, and
empiricism calls for a focus on facilitating experiences with the use of proper
associations. Cognitivism emphasizes complex cognitive human processes such
as thinking, problem-solving, concept formation, and information processing
(Roszkowski & Snelbecker, 1983). The cognitive revolution in psychology around
1960 replaced behaviorism, and cognitive learning theories stressed the
behavioral importance of metacognitive strategies, working memory, and prior
knowledge (Kanselaar, 2002). Cognitive learning theories are unified by the
importance of the learner’s internal mental processes. The shift from behaviorism
to cognitive theories is based on Piaget’'s work on cognitive development (1973),
as well as that of Vygotsky (1978) and Bruner (1990). The key constructivist
viewpoints are the theory of cognitive development (Piaget, 1936), the theory of
experience (Dewey, 1938), and social constructivism (Vygotsky, 1986). Dewey
(1938) asserted that the nature of learning is based on problem-solving and that
humans are active learners. Piaget’s cognitive development built the basis for
constructive ways of thinking (Rauste-von Wright & von Wright, 1991), and he
(1950) described how experience shapes intelligence. The role of interactions with
others in a social-environmental context was highlighted by constructivist
learning theory (Dewey, 1938). Learning can be seen as socially situated (Lave &
Wenger, 1991). Schrader (2015) addressed the importance of active engagement
with knowledge and social interaction in meaning making and learning.

Behaviorism and cognitivism are seen as more objectivistic in their
philosophical assumptions and understand the world to be external to the learner.
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Behavioral theories built the basis for competence-based curricula and training
programs by understanding a stimulation in the context or environment to lead
to changes in behavior (Skinner, 1954). The cognitive school of learning focuses
on meaning and semantics and equates learning with creating meaning from
experience (Bednar et al., 1991; Piaget, 1973; Vygotsky, 1978). Bruner (1990)
modeled how the learner derives information from the environment. Learning is
considered to include a cognitive understanding of mental activity in which the
crucial idea is that new impulses can be included in mental organizations in
multiple ways (Illeris, 2009; Piaget 1973). Fischer’s (1980) alternative view of
cognitive abilities as context-embedded skills understands knowledge to be
organized within specific domains, such as particular tasks and contexts, spatial
properties, social interactions, or music. However, some researchers have argued
that cognitive skills can be transferred with almost the same logical principles as
knowledge (Rauste-von Wright & von-Wright, 1991); others have offered a skill
theory as the context-embedded conception of cognition (Fisher, 1980). Skill
theory argues that it is easier to construct specific and context-embedded skills
than general cross-contextual logical structures (Bidell & Fischer, 1992).

Constructivism focuses on the understanding that humans create
meanings rather than acquire them. From the constructivist perspective, learners
do not transfer information, knowledge, or skills to their mental models or
memories; rather, they build individual interpretations based on individual
experiences and interactions (Ertmer & Newby, 1993). Constructivist pedagogy
includes methods in which students learn by working collaboratively with social
influences (Vygotsky, 1978). Social constructivism is seen as a view of learning
that leads to decision-making about training methods, pedagogy, andragogy,
and curriculum design (Oldfather & West, 1999). Social and environmental
contexts and interactions with others lead to individual development (Dewey,
1938), and learning thus becomes socially situated (Lave & Wenger, 1991). Dewey
(1938) addressed the importance of an active role in learning and problem-
solving. Other critical theories of learning highlight that knowledge and skills
emerge in contexts in which they are relevant and that behavior and performance
are situationally determined (Jonassen, 1991). Therefore, when the interaction
between the learner and the environment creates knowledge (Ertmer & Newby,
1993), it is critical for learning to actually occur in realistic settings and contexts
where the experiences are relevant for learning. Felix (2005) noted a shift to the
constructivist learning paradigm as active and collaborative, in which knowledge
is constructed from engagement with information in modern environments and
technology. The change from physical library spaces to online library spaces has
increased interest in understanding the relationships between spaces and their
role in learning (Nitecki & Simpson, 2016).

Experiential learning theory and cycles (Kolb & Kolb, 2011) are dynamic
approaches for pedagogy, training, and education. Kolb’s (1984) dichotomy
between actual doing and reflection after action has strongly influenced adult
education and training practices (Wang & Newton, 2012). Experiential learning
theory (ELT) is a dynamic perspective on learning that is relevant for adults,
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performance improvement, and expertise development. It includes action with
reflection and experience with abstraction. (Kolb & Kolb, 2011). The experiential
learning cycle is used especially in the training and education domains (Kolb &
Kolb, 2011). The original four-stage cycle was established by Kolb (1984) and
includes the following steps:

1. A new experience or situation is encountered, or a reinterpretation of an
existing experience occurs (feeling).

2. Reflection on the new or reinterpreted experience is particularly important
for establishing inconsistencies between the experience and
understanding (watching).

3. Abstract conceptualization through reflection offers new ideas or a
modification of existing abstract concepts (thinking).

4. Active experimentation occurs in which the learner applies the idea to the
actual life around them to see what happens (doing).

Kolb and Kolb (2011) offer evidence from the past twenty years of how
experiential learning has influenced the improvement of the learning processes
and pedagogical methods used by trainers and teachers. Experiential learning
methods encourage taking the learners systematically through each learning step,
where knowledge is created through the transformation of experience. The
holistic approach to experiential learning includes cognition, emotions, and
environmental factors (context). The combination of several scientific approaches,
such as cognitive sciences, neuroscience, or other psychological theories, offers
multiple options from which to choose (Aaltola, 2020). The use of constructive
learning methods among adult learners has displayed competences and skills in
doing, and Jarvis (2006) asserted that certain elements of learning must be
presented: the person as a learner, the social situation within which the learning
occurs, the experience that the learner has of the situation, and the process of
transforming it and storing it within learners” mind.

Learning approaches are also related to employment, ideologies, politics,
and different creative and interactive ways of living (Aspin & Chapman, 2007;
Jarvis, 1998). Today, lifelong learning is described as a “high-individualized way
of learning which is guided by the changes and new ways of life” (Field, 2006, p.
198). This concept of lifelong learning is developed into a broader concept to
consolidate everyday life learning with the aim of improving knowledge, skills,
and competences (Tissot, 2004) in knowledge societies (Boutsiouki, 2010).
Lifelong learning is an important part of the Lisbon strategy of the European
Union, by which the European Union aims to be the most dynamic knowledge-
based area to lead to a more cohesive and inclusive society (European
Commission, 2001).

Individual learning processes are dependent on social interaction (Bandura,
1971), culture (Bruner, 1990), and group membership, along with the acceptance
of the values and culture of the group (Lewin & Grabbe, 1945). Social networks
influence people’s views and opinions (Katz & Lazarsfeld, 2006; Stevenson &
Greenberg, 2000), and this influence results from the larger network structure in
which the actors are embedded (Coleman, 1990). Social networks have

25



traditionally been seen as a link between the micro level (individual) and the
macro level (culture, organization, collective norms, and system) (Coleman, 1990).
Social learning has also been studied in management and organizational studies,
using the concept of organizational learning (Argyris 1993; Argyris & Schon 1974,
1978). The German sociological critical theory of Habermas (1979) described
social change as a process of social learning with cognitive and normative
dimensions. Habermas’ (1981) original ideas refer to a genuine exchange of
arguments and ideas in such a way that perceptions lead to new social
movements. Connectivism argues that a network of connections creates
knowledge, and learning consists of exploring these networks (Downes, 2007;
Kop & Hill, 2008; Siemens, 2005).

Knowledge creation theories from organizational and management studies
strongly argue for the relevance of understanding knowledge as a socially
constructed process. Polanyi’s (1958) assumption about tacit knowledge was that
some knowledge is difficult to articulate with language and may exist in the form
of experiences. He (1966) argued that often “we know more than we can tell” and
discussed the role of tacit knowledge in perception and thinking. According to
him, our tacit knowledge is in relation to our personal interests, commitments,
and society. According to Argyris and Schon (1974), the learning journey
includes the reinterpretation of knowledge through different stages and assists
in bridging the theory-practice gap, where experience is wedded with the
theories learned in the training or education institute.

Individuals in organizations take action to develop and refine their
cognitive maps as mental models (Senge, 1990) or as theories in use (Argyris &
Schon, 1974). Senge (1990) proposed that learning organizations are based on the
individual’s ability to think systematically about their own organizations and
make changes toward influencing results. One element that these researchers
held in common was that they “advocate a cognitive approach to intervening in
organizations to improve their adaptability and effectiveness” (Edmondson &
Moingeon, 1998, p. 34). Expertise development theory also recognizes the
transition from novice to expert through mentoring and participation in a
community of practice. According to Nonaka and Takeuchi (1995), knowledge is
defined in relation to actions and beliefs about meaningful messages and
commitment. According to them, information is a flow of meaningful messages.
The knowledge continues toward organizational learning in social interactions.
As a synthesis of previous theories, Stenmark (2001) has argued that fact
knowledge includes both forms of knowledge —explicit and tacit. Also relevant
for higher education and training relationships and connections, Ruoslahti (2017)
noted that the networks for knowledge and innovation cocreation always require
facilitation in order to achieve the active participation of the stakeholders.

2.1.2 Knowledge and skills acquisition

“Discussions of skills, dispositions, thoughtful action, and so on, seems to me appro-
priate in relation to ability to play well, but not in relation to knowing how to play”
(Chomsky, 1986, p. 317)
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Human skills acquisition such as reading, writing, and the use of a computer are
the most recent developments in human history (Levy, 2010; Matthews, 2003).
Skilled action is the ability to perform serially ordered acts (Bruner, 1973), and a
skill enables one to modify performance when needed (Widmer, Ziegler, Held,
Luft & Lutz, 2016). Skilled performance is, therefore, defined as error-free, fast,
and effortless (Schneider & Fisk, 1983). Of course, genetic, and biological factors
influence individual differences such as physical characteristics and anatomical
attributes of the human body and its nervous system (Ericsson et al., 1993).

The acquisition of knowledge or a skill is described as an internal coding
structure and mental activity, and learning is viewed as an active participant in
the learning process (Ertmer & Newby, 1993). The cognitivist approach has
influenced the use of the appropriate learning strategies relevant for the learner.
Moreover, cognitivism focuses on information transfer in the most efficient way
to accommodate the learners’ memory. Fitts (1964) offered a three-phase
characterization of skills acquisition called three-stage theory, including
cognitive, associative, and autonomous phases. Anderson’s adaptive control of
thought (ACT) model can be interpreted as a kind of cognitive stimulus-response
theory (Ellis & Shintani, 2013), which includes elements of both cognitive and
behaviorist theories (Parziale & Fischer, 2009). The ACT model focuses on
language learning as a process of human learning. In the first stage, the
declarative stage, the learner produces an approximation of the skill by using
general goal-oriented problem-solving strategies to interpret the basis about the
skill. Performance at this stage is seen as slow, and the working memory load is
high because the facts about the skills, such as the correct movements, need to be
rehearsed. In the second stage, the procedural stage, declarative facts about the
skill are converted into procedural knowledge through knowledge compilation.

Anderson (1982) claims that “...the mechanisms of skill acquisition
basically function within the mold provided by the basic problem-solving
character of skills,” and Dekeyser presents a theory of skills acquisition such that

The learning of a wide variety of skills shows a remarkable similarity in development
from initial representation of knowledge through initial changes in behavior to even-
tual fluent, spontaneous, largely effortless, and highly skilled behavior, and that this
set of phenomena can be accounted for by a set of basic principles common to acquisi-
tion of all skills. (Dekeyser, 2007b, p. 97)

A study by Anderson et al. (2018) shows that abstract knowledge is not
enough for high-level human performance, and key drivers of learning in tasks
involve receiving instructions and perfecting skills with experience. Human
information processing from a cognitive theory perspective assumes key
hierarchical layers of basic capacities, cognitive skills that are transformed from
controlled to automatic processes and higher cognitive skills for goal setting and
cognitive activity planning (Royer et al., 1993). Empirical and documented
evidence shows that human cognitive processing is built on moving from smaller
tasks toward larger tasks, and learning transfer occurs more efficiently in that
way than only in a specific context (Stone & Clements, 1990).
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Cognitive skills acquisition aims to develop the ability of problem-solving
in information-rich tasks and is seen as important for individuals to meet the
challenges of our modern, knowledge-driven society (Renkl & Atkinson, 2002).
In movement skills, inputs from sensory and cognitive processes are important
in choosing correctly, organizing, and adjusting movement. Environmental
conditions, task requirements, and personal characteristics inflict constraints on
what action a person may perform. Most motor skill schemes are based on
experiences and are distinguished regarding skill structure, complexity, and
level of familiarity and difficulty (Voelcker-Rehage, 2008). According to Eltovich
et al. (2006), human cognition includes general abilities such as problem-solving,
learning, reasoning, and concept formation, which correspond to abilities and
capacities that can be studied independently of domain-specific environments.
Schon (1983) recommended that practitioners be able to apply their learning
creatively in order to be able to perform and make decisions.

Ericsson et al. (1993) highlighted the role of motivation in attending to a task
in order to improve performance. In accordance with an evolutionary
psychology perspective on the social intelligence hypothesis (Boyd & Richerson,
1996), humans have sophisticated social-cognitive skills for competing and
cooperation, as well as evolved skills for creating different cultural groups,
institutions, and social practices and operating with a set of artifacts and symbols
(Herrmann et al., 2007).

Ignatow (2007) argued that knowledge is fundamentally “embodied,” since
bodily, emotional perceptions and sensations are disassociated from mental
representations and are only later examined through a secondary process of
abstraction. Embodied cognition addresses the observation that the features of
cognition are shaped by aspects of the entire body of the organism. The bodily
aspects include the motor system, the perceptual system, and interactions with
and assumptions about the world. Embodied cognition theory addresses the
importance of the body for problem-solving and thinking (Aaltola, 2020). Husserl
(1997) studied the role of movement sense in visual perception and how visual
objects activate the kinesthetic system in the form of bodily movements. Merleau-
Ponty (2012) argued for the role of the body as perceiver and the concept of the
body schema with dynamically bodily movements.

The evidence shows that physical exercise or sensorimotor cognitive
activities increase brain functioning in different ways. Several studies have
shown improvements in cognitive abilities, such as learning and memory,
executive and attentional processes (Chieffi et al., 2017; Colcombe and Kramer,
2003; Fernandes et al., 2017; Grego et al., 2005; Kramer et al., 1999; Lista and
Sorrentino, 2010; Pereira et al., 2007; Winter et al., 2007), through physical
exercise. In humans, specific brain volume metrics can be correlated to cognitive
performance, defining their functional neural efficiency. The indicators of
structural changes correspond, for example, to brain volumes, such as measures
of white matter integrity in neurotrophin levels (by correlation with trophic
factors plasma levels) (Serra et al., 2011). Motor learning science has shown that
expert-level skill performance involves high speed, accuracy, and smoothness of
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movement in task execution (Fitts, 1964). Simple motor skill learning influences
motor and movement abilities, such as posture or presentation (Aaltola, 2020).
For example, human hand and eye-hand coordination processes are sufficient
for expressing all human skills in piano playing. New visions and creativity
beyond the routine manner of completing sensor-motor tasks require higher
cortical processes, such as problem-solving and decision-making (Sloboda, 1991).

Successful and creative skill production requires practice, experiences, and
starting from the simple versions of the task and increasing the level of
complexity (Charter & Christiansen, 2018). Previous acquisition mechanisms
affect the processes of skills acquisition. For example, transferring experiential
visual perceptions into actual performance and movements requires a cognitive
mental process. Different body parts must be coordinated during movement to
produce the final movement skill. This skill builds the basis for new competence
(Voelcker-Rehage, 2008). Learning a new skill or movement is a complex
phenomenon in humans (Coker, 2017). As described in the learning theories
section (Section 2.1.1.), Reinmann-Rothmeier & Mandl (1998) also define learning
as an active, situated, self-regulated, constructive, and social process. The role of
participation in certain contexts, situations, and environments is important, and
the separation of the acquired knowledge does not happen by itself but requires
explicit support (Mandl & Krause, 2003).

For humans to function effectively in the socio-cultural real-life context,
children are required to learn communities” artifacts and tools to participate in
societal practices that involve social-cognitive skills, communication, or the
development of higher psychological skills (Herrmann et al., 2007; Vygotsky,
1978). The acquisition of competence combines the relationship between
experience transformation, knowledge creation, and social constructions (Aaltola,
2020). Acting or behaving based on new knowledge by transforming the
information into pre-existing knowledge, experiences, and understandings
requires constructions and problem-solving. Chomsky’s (1986) conception of
cognitive competence specifies language, spatial relations, or mathematical
abilities that are specific to certain domains. He also defined the differences
between the ability to do something well and knowing how to do something.
Some theories have differentiated the conceptions of cognition into domains or
types of intelligence, such as verbal, spatial, or musical intelligences (Gardner,
1983).

It is essential not only to investigate cognitive abilities and the role of kinetic
and sensorimotor experiences in new ways of organizing learning or the role of
embodied cognition in driving skills acquisition and expertise development, but
also to increase understanding of the effects of context on knowledge and skills
acquisition (Aaltola, 2020). Simulation pedagogy understands that a simulation
is an opportunity to bridge this gap between contexts and encourages learners to
have the innovation and creativity to apply their original learning in the different
context of real-life practice (Morley, 2015). Constructivists define the challenge of
the applicability of skills and knowledge as the concepts of contextualization,
recontextualization, and applicability (Prenzel & Mandl, 1993). Skills and
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knowledge acquired at an education or training institution need to be transferred
or “re-contextualised” to make them available and to enable learners to transfer
their learning to a natural context (Evans et al., 2010). Studies in medication
education show that the natural context led to significantly larger success rates
in the transferring of skills than the simulated context (Ma, Trombly, & Robinson-
Podolski, 1999).

In cognitive psychology, the concept of a domain represents the acceptance
of a social basis of cognition (Sdljo, 1999). The nature of expertise is domain-
specific (Ericsson & Smith, 1991), and the attributes of experts are specific to time
and place. Domains as bodies of knowledge are introduced in performance
research to undertake domain-related tasks in laboratory conditions (Ericsson &
Smith, 1991). Nevertheless, general expertise or general knowledge, such as
logical reasoning, mathematical ability, or problem-solving, can serve as the basis
for the transfer of knowledge to new situations and contexts (Weisberg, 2006).
The constructivist conception of the problem of the applicability of skills and
knowledge is elaborated as situated or contextualized cognition (Prenzel &
Mandl, 1993; Resnick, 1989).

The importance of perceptual experiences (such as vision) for integration
with the environment in which they normally arise is evident by sensorimotor
approaches. The action, constraints of action, and goals of action need to be taken
into account when designing perceptual mechanisms and representations. (Myin
& Degenaar, 2014). Clark (1999, p. 350) wrote: “Embodied, environmentally
embedded approaches have views to offer cognitive science. It is increasingly
clear that, in a wide variety of cases, the individual brain should not be the sole
locus of cognitive scientific interest. Cognition is not a phenomenon that can be
successfully studied while marginalizing the roles of body, world and action. The
major challenge for the vision of ‘radical embodiment” described here lies with
the class of ‘representation-hungry’ problems and the phenomena of off-line,
abstract, and environmentally-decoupled reason”.

2.1.3 Domain-specific skills in peacebuilding and cybersecurity expertise

The domain-specific nature of experts' superior performance implies that acquired
knowledge and skill are important to attainment of expert performance. (Ericsson,
Krampe, Tesch-Romer, 1993, p. 365)

Expertise is seen domain-specific (Myllyld & Saariluoma, 2022). The changing
nature of complex working environments may have increased the number of
studies in relation to defining relevant skills in domain-specific work
environments. Global peacebuilding and cybersecurity settings construct
complex working environments in which humans are asked to conduct several
activities incorporating knowledge and skills as competence areas. Effective
response to crises or conflicts has been an agenda of governmental and
international organizations since the end of the Cold War (OECD, 2012; UN,
2000). EU member states have domestic and international commitments to
perform peacebuilding interventions. From the domestic perspective, there are
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political, societal, legal, and economic factors. From an international perspective,
there are security threats and questions of cooperation with other countries and
international frameworks, such as NATO, the United Nations (UN), or the OSCE
(Giegerich, 2017).

In post-conflict regions, there are many international actors that contribute
to stability, security, peacebuilding, and development. As part of the EU’s
Common Foreign and Security Policy (CFSP) and the development of the
European Security and Defence Policy (since 2009, the Common Security and
Defence Policy, CSDP), the EU has taken action through its capacities for conflict
prevention and crisis management (Hyttinen, 2017). EU engagements have been
assessed from the perspective of the effectiveness of different conflict prevention
and crisis management activities (European Parliament, 2012), including training
and technology capabilities (Hyttinen, 2017; Hyttinen et al., 2018). Efforts and
interventions have been complex and frustrating (Greene, 2006), and there is no
clear understanding of how EU conflict prevention and peacebuilding are
implemented in practice (Juncos & Blockmans, 2018). The Western Balkans have
been a key to engagement for the EU (Blockmans, 2007) and have become a
testing region for the EU’s security and defense capabilities, as well as approach
(Juncos & Blockmans, 2018). Globally, there has been an emerging need to show
enhanced efforts, effective response, and human performance (OECD, 2007).

The EU peacebuilding community has not met its goals with an appropriate
level of resources or suitably trained personnel in its peacebuilding missions
(Pirozzi, 2019). Cross-cutting behavioral and professional skills and attitudes are
needed to effectively operate and act as experts in real life. In these contexts,
pedagogical challenges for adult training concern not only the design of methods,
but also the understanding that professionals should perform with the capacity
to cope with complexity and uncertainty and the awareness of multiple actors in
conflict-affected settings (OECD, 2012). Lave and Wenger (1991), as well as
Brown et al. (1989), addressed peripheral participation and conceptual
representation as important, for example, for people entering a culture.
Peripheral participation can be defined as the need to observe how qualified
practitioners behave and to get a sense of what constitutes expertise. In the
peacebuilding context, pre-deployment training sessions with context-specific
and appropriate training methods are seen as essential to adapting knowledge
and learning skills (Goodwin, 2005). More specific peacebuilding skills and
cybersecurity expertise have proven exceedingly difficult to define.

Holohan (2019) analyzed the key challenges to peacekeeping training with
regard to soft skills as related to the need for nuanced cultural awareness training,
training in communication with populations, and enhancement of associations
with gender topics. Experts need a set of skills that is effective in their roles,
including more integrated skills, including characteristic qualities and traits of
leadership, adaptability, creativity, trust, and teamwork. Holohan (2019)
considered the diversity among peacebuilding experts in terms of organizations,
gender, and culture to make cooperation and communication challenging.
European peacebuilding training aims to tackle the greater part of the training
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gap (Taitto, 2017), but Holohan (2019) argued that current training does not put
enough effort into training critical skills in relation to communication, cultural
awareness, and cooperation.

McCready et al. (2017) mapped the communication and cooperation skills
for civilian, police, and military personnel onto performance criteria from
standards and relevant knowledge, as well as understanding of the standards.
Soft skills have been considered to include everything from nonverbal skills to
communication skills, or from empathy and noncognitive skills to emotional
skills, definitions are continuously contested in the literature (Hyttinen & Smith,
2019). Cimatti (2016) analyzed soft skills from the perspective of technology,
processing, and engineering as transversal competences, including
communication and language capability, social aptitudes, the ability to work in
a team, and other personality traits that characterize relationships between
people. Tadimeti (2014, p. 1) defined soft skills as “the non-technical skills,
abilities and traits that one needs to function in a specific employment
environment. They include various sets of workplace competencies: problem-
solving, cognitive skills, oral communication skills, personal qualities, work
ethics, interpersonal and teamwork.” In addition, a study by Szilard et al. (2018)
argued for the need for skills such as innovation, problem-solving, creativity, and
a learning mindset to be further improved among information and
communication technology (ICT) professionals to support solutions to hiring
challenges.

According to the theory of communication skills, media literacy skills play
a vital role in handling and transforming knowledge. Beyond basic
communication, the conflict area often requires the ability to engage
meaningfully with the media in its various forms and to critically evaluate
literacy content in various media forms (UNESCO, 2017). Notably, skills that are
not only technical have an inherent personal import, as well as a more general
outward function of engaging with others. Goleman (1998) recognized five
components of demonstrating emotional intelligence (such as the ability to work
with others and effectiveness in leading change) at work —self-regulation, self-
awareness, empathy, motivation, and social skills. With social skills being those
necessary for effectively bringing about change and expertly building and
leading teams. Decision-making is seen as a dynamic process in which the
interaction with the task environment contains limited information and
uncertainty (Cooker et al., 2018). Conflict resolution and negotiation skills as key
interpersonal competencies include conflict management, problem-solving, and
compromising. The ability to solve interpersonal conflicts as an important
competence may also influence individual well-being in work environments and
teams (Klein, 2009).

The same digital transformation described in earlier chapters has led
organizations to rapidly accelerate their digital business transformation
(Campfield, 2021). Interest in cybersecurity expertise is increasing with the
increase in incidents of cybercrimes and security breaches (Sohime et al., 2020).
The elements of cybersecurity include aspects from information security,
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network security, business continuity planning, disaster recovery, and training
to security expertise and cloud security (Campfield, 2021). Traditional
information security mainly focuses on the protection of information sources and
the roles of humans in the security processes, while cybersecurity also sees
humans as potential targets of cyber-attacks or participants in a cyberattack (von
Solms & van Niekerk, 2013). Several reviews of cybersecurity might be completed
under the classified domain, since CR work has been covered and funded
strongly by the US military (Davis & Magrath, 2013). In information technology,
technology and systems development have been the research focus (Hershberger,
2014), but human behavior plays a vital role in many cybersecurity incidents
(Taylor-Jackson et al., 2021). Cybersecurity skills are seen as essential for
businesses across all levels of the leadership and workforce (Adams &
Makramalla, 2015) because the market does not have enough professionals with
the required skill set (Cobb, 2018). Furnell and Bishop (2020, p. 6) argued that
“understanding and recognising the knowledge, skills and abilities required to
deliver cyber security is a blurry area.”

Nevertheless, the established key cybersecurity skills-related frameworks,
such as an international standard, are used as starting points by academic,
industry, and professional communities (Furnell & Bishop, 2020). The necessary
technical skills include the capability of choosing security settings for software or
devices, setting up firewalls, setting up antivirus protection for security
architecture, carrying out engineering, carrying out penetration testing, and
using tools to monitor user activity. As for peacebuilding expertise, which is also
within the cybersecurity domain, nontechnical or soft skills are prioritized over
technical skills (Pedley et al., 2020). The domain lacks empirical results regarding
teamwork, cognitive aptitudes, and communication skills relevant among
cybersecurity professionals. Often, the focus in cybersecurity studies with regard
to skills has been on dealing with cybersecurity skill gaps instead of on the actual
relevant skills (Taylor-Jackson et al., 2021). To gain relevant cybersecurity skills,
professional certification, role-based certification, and technology-specific
certification are required beyond theoretical or general academic education
(Furnell, 2021).

2.2 Modern Learning Environments (MLEs)

Distance education holds greater promise and is subject to more suspicion than any
other instructional mode in the 21st century. (Casey, 2008, p. 45)

Beyond traditional formal learning environments such as classrooms, learning
may occur at a distance in digital environments and with the use of technologies.
MLEs include LMSs, massive online open courses, applications, websites, social
media, games, or simulations. Educational technologies were one of the key
research areas in distance education studies between the years 2010 and 2015
(Bozkurt et al., 2015). In this research, the term modern learning environment (MLE)
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aims to combine the current modern digital and technological solutions that are
used for learning and skills acquisition purposes in training and education. MLEs
provide a variety of opportunities to organize and facilitate teaching and utilize
learning activities or cooperation in many different ways.

Emerging digital possibilities have enabled the rise of e-learning and
information distribution around the globe (Zhang et al., 2004). Digital learning
opportunities have become popular worldwide after the appearance of flexible
access to content anywhere and anytime (IECEU-project, 2016b). The original
term distance learning has evolved toward web-based learning, online learning,
virtual learning, e-learning, and mediated learning (Conrad, 2002). Computers
made the delivery of education possible, and the material was able to be
delivered both in print and electronically (Moore, 1990; Moore et al., 2010). E-
learning has been defined as “the use of information and computer technologies
to create learning experiences” (Horton, 2006, p. 1). While e-learning is often
described according to the use of a computer as a media-rich environment and is
collaborative and more formal, mobile learning (m-learning) is defined as the use
of mobile devices and is connected, networked, and informal (Laouris &
Eteokleous, 2005). The evolution from e-learning into a wireless form and a new
stage of distance learning has been described as the natural development of m-
learning (Mostakhdemin-Hosseini & Tuimala, 2005). In the European countries,
smartphones and tablets are considered to be important tools in the field of
education (Eimeren & Frees, 2012). Often, both e-learning and m-learning are
described as the practice in which learning is supported by a digital electronic
tool (Pinkwart et al., 2003), device (Turunen, Syvdnen & Ahonen, 2003), or
technology (Traxler, 2005).

LMSs are technologies for sharing and engaging with digital resources and
places for social interactions (Watson & Watson, 2007). A robust LMS includes
tools for surveillance and evaluation of performance, and therefore also enables
management to measure the impact, effectiveness, and overall costs (Ellis, 2009).
LMSs are, in practice, online library spaces, including relevant documentation.
Practitioners have pointed out that traditional methods of e-learning should
move beyond the use of LMSs (Dalsgaard, 2006; Sevillano-Garcia & Vazquez-
Cano, 2015), and that learning components should be combined or blended,
including face-to-face instruction, in order to provide more learning outcomes
(Means et al., 2009). Substantive literature and research have been
overwhelmingly in favor of gaming as an educational tool (Pivec & Dziabenko,
2004). Even though it has been argued that flexible media options for digital
environments are not currently fully taken advantage of in e-learning contexts
(Clark & Mayer, 2016), it has been suggested that collaborative learning tools can
be used from both a cognitive constructivist and social constructivist perspective
(Bonk & Cunningham, 1998). Empirical studies show that students more engaged
in collaborative learning, for instance by interaction with teachers and peers, in
using online social media have performed better in academic studies (Ansari &
Khan, 2020).
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Digital resources have changed from a library space into an environment
for users to engage with digital knowledge (Bennett, 2009). In comparison,
distance education and training have been defined as a form of
telecommunication or an electronic device for instructional interaction between
learners and teachers (Bruder, 1989). In some cases, online education is following
the trend of using teaching technologies dating back to the 1950s (Kara & Sevim,
2013). The distance between actors increased with the development of the post
office, radio, television, computer, satellite communications, and finally, the
World Wide Web. Technological advancements began to provide enormous
opportunities for academic, educational, and training institutions to meet
learners’ needs with a combination of web-based, online, and face-to-face
instruction (Casey, 2008). Learners also expect more digital technologies to be
employed as teaching and learning tools (Glover, 2013).

The dominance of the digital sector and innovative technologies in the 21st
century has led to the phenomenon of incorporating modern technologies and
big data into learning (Huda et al., 2018; Hyttinen, 2017; Wafta & Audi, 2015). For
example, the training and education sector has increased the use of AR/VR and
serious learning games (Mangina, 2017; Papadopoulou, 2019; Reynolds, 2020).
While games are often associated with spare-time activities and entertainment,
educators and trainers have looked at games as tools to support the achievement
of particular learning objectives. Particularly serious games have been designed
for educational and training purposes (Kapp, 2012; Ulicsak & Wright, 2010).
Recently, AR and VR technologies and solutions have been widely applied in
training and education (Huang et al., 2021). AR can enhance users’ visualization
of real life with virtual objects (Radu, 2014), whereas VR provides a virtual
environment through visual simulations (Chang et al, 2020). AR game
simulations immerse the player in the game, and immersion in the decision-
making process of the game requires the player to learn the consequences of their
decisions, and thus to be part of an active learning process (Kraiger, 2014). VR
can display kinetic effects, which means that the image of real objects change
according to motions performed by the user (Sutherland, 1968).

MLEs in cybersecurity are commonly understood as part of Cyber Ranges
(CRs) (Ferguson, Tall & Olsen, 2014; Tam, Moara-Nkwe, & Jones, 2020; Ukwandu
et al., 2020). CRs can address learning objectives, exercises (e.g., network
forensics), social engineering, reverse engineering, and penetration testing and
learning as self-directed or problem based (Raybourn et al., 2018). Game theories
and simulation methods are acknowledged in CRs (Wang 2010). The purpose of
CRs varies from identifying critical processes, running threat scenarios, and
developing cyber experts’ skills to testing organizations’ environments.
Simulations of the real world are augmented in CRs, including capabilities such
as data traffic generation and capture, network environment, incident response,
penetration testing, thread injection, patch levels, and network services to testing,
interoperability assessment of devices, and applications. The augmented
operations model responds to threat scenarios, using platform-based security
tools, simulations of real applications, continuous updating, and upgradation.
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CR can also implement mission refinement capabilities with the use of tools,
techniques, and procedures, as well as electronic warfare, tests, and rehearsal
(Priyadarshini, 2018).

2.21 Tehnology Design

The design and development of MLEs, games, or simulations is still a time-
consuming and difficult process, which includes developing efforts, interactive
experiences, interactions, details, quality graphics, and journey content (Knapp,
2012). Modern technologies enable new ways of narrating content (Hyttinen,
2017) and creating stories (Alexander, 2017), and developers attempt to augment
the illusion of a virtual reality or world for the players or users through an
immersive experience (Zyda, 2005). The understanding of physical and
observational experiences is relevant when digital environments are developed
and designed for learning (see for example Cross et al., 2009).

Everyday objects, such as office machines and light switches, are easy to
interpret and understand when they are well designed (Norman, 2000). The first
idea of Newell & Simon (1956), that computation could support humans by
intelligent behavior, led to the idea that computers and their programs could
stand as formal models of human cognition (Feltovich, Prietula, & Ericsson, 2006).
In general, we aim to understand imitated systems in a variety of simulated
environments. The relationship of program to environment opened up the role
of computer simulation as a tool for understanding human behavior (Simon,
1996).

Cognitive science is more than simply meaning making and information
processing, and cognitive processes are run in computational programs by
realistically simulating the success of one’s effort to understand, say, memorize,
and attain a concept (Bruner, 1990). In addition, cognitive studies have shown
the effect of perception speeds on performance level, and various forms of
information (e.g., visual) are represented in a temporary memory store (Newell
& Broder, 2008). In cognitive automation or technologies, autonomous systems,
robotics, and Al the role of human intelligence, including mind and thinking, is
seen as important. Empirical studies of human processing in intelligent thinking
enable us to determine the best models of human thinking when programming
intellectual machines (Saariluoma et al., 2019).

In the 1960s, the theoretical concept of mental representation to describe
information as memories, thoughts, precepts, ideas, motor movements, emotions,
and desires was accepted by modern psychology as an analytical concept
(Saariluoma & Jokinen, 2014). The achievements of psychological research on the
human mind should be applied in technology design practices to analyze and
solve design challenges (Saariluoma, 2004). The analytical concept of mental
representation contains a layer of cognitive sensory and memory information, as
well as a layer of emotional and dynamic information. Mental representations
have conscious and subconscious parts, and humans can explicitly describe
certain actions, although it may not be possible to describe the emotional
dimensions immediately after experience (Saariluoma & Jokinen, 2014). Myllyla
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& Saariluoma (2022) argues that our perceptual and emotional systems provide
immediate information based on our perceptual experience on the objects. After
immediate information, our conceptual and memory systems enrich perceptual
representations.

Schmidt et al. (2017) argued that the user-centered design approach, by
connecting the principles of design theories and processes of learning design,
“can help ensure that digital environments for learning are constructed in ways
that best support learners’ achievement of their learning goals.” The overall
purpose of human-centered design is to make technology, applications, or
systems easy to use (ISO, 1999). The shift in focus from a technology-centered to
a human-centered design approach creates technologies relevant to the learning
objectives (Persson, 2017). These technologies are not designed merely according
to the designer’s own creative process, but are co-designed with people
(Giacomin, 2014). The importance of developing an understanding of the users
through close personal contact is recognized by different scholars (Lewis &
Rieman, 1993). In human-centered design, the person is at the center of the design
process in order to improve human engagement and human satisfaction and to
make the product or service better. As McGonigal (2011) pointed out, experts and
researchers from different disciplines work together in design processes. In
human-centered design, people’s needs, desires, and experiences are listened to.
Saariluoma et al. (2016) discussed motivation as being relevant in explaining the
use of technologies by humans, but, as previously described, there are also
empirical findings on the importance of motivation in learning (see Section 2.1).

The goals of design are defined as the improvement of the quality of human
life (Leikas, 2009) or the improvement of the work life of people who work with
computerized systems (Clement, 1994). Actors and end-users are seen as relevant
parts of the designing process because the designer cannot understand a certain
form of life without immediate contact with representatives of that form
(Clement, 1994; Leikas, 2009; Lowyck & Poysd, 2001). This means that the
engagement of end-users is essential for making the human-technology
interaction (HTI) work toward its desired purpose. Torvinen and Ulkiniemi (2016)
stated that there is a lack of proper tools for end-user engagement. They found
that, even though engaging users might not have led to new innovative solutions,
it increased user satisfaction. In the design of technologies, systems, or robotics,
human and animal cognitive processes have been a source of imitation and
mimicking (Kujala & Saariluoma, 2018).

Saariluoma et al. (2019) pointed out that explicating tacit or subconscious
knowledge is a problem or challenge in mimetics. As a solution, tacit and
subconscious knowledge could be explicated with the use of ontologies as a
framework, for example, to describe thinking (Saariluoma et al., 2016; Saariluoma
et al., 2019). Not only in design practices has narrating been a powerful human
invention (Bruner, 1986) that involves experiences or perspectives for a purpose
and in relation to a specific environment (Dauite, 2014). In crisis situations,
narrating has served a therapeutic function (Drozdek et al., 2020), and in
education and training, narrating can include socioemotional and cognitive
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processes (Siller & Waibel, 2018). As crisis situations practices and education
practices show, narrating and storytelling can be used as problem-solving
activities to define and analyze experiences and reflections from specific
situations (Dauite, 2020).

2.2.2 Human Technology Interaction

The use of technology has increased the interaction between humans and
technology in learning activities. User psychological research aims to explain the
interaction between people and technology (Saariluoma, 2004), and a full
realization of user experience should be based on these psychological concepts
and theories (Saariluoma, 2014). The commonly known theory of research on
human-computer interaction (HCI) posits the importance of understanding and
studying the interaction between humans and technology (Aaltola, 2021). Since
digital computing began in the 1940s, HCI has been an issue to study (Fritsch,
2019). Jounghyun (2015) defines the goals of HCI as functional completeness,
high usability, aesthetic appeal, and compelling user experience. HCI aims to
enhance the quality of interaction between humans and computers, and as a
design discipline, it applies knowledge about the purposes, capabilities, and
limitations of both humans and machines (Norman, 2000).

The extended concept of HCI is described as human-technology interaction
(HTT) (Dix, 2017). HTI research aims to support the design and development of
usable technology for humans, especially in improving the quality of people’s
everyday lives (Saariluoma et al., 2016). HTI, in its broadest sense, covers forms
of interaction between human and technical interfaces and includes all roles in
the design process. The most emphasized aspect of HTI has been that difficult-
to-use technology is easily rejected, and whether or not people find it easy to use
the designed products and systems (Saariluoma et al., 2016), people should know
how to use them (Leikas, 2009). The early focus of HTI has been how to design
interaction and implement interfaces for high usability; it has been used for
specific user communities (Hyttinen, 2017).

HTT's objective to better understand users’ interactions with new interfaces
can also allow for enhanced human performance with technology. For example,
the analysis of variances in typing and motor performance in text entry allows
for the prediction of search times and the design of visual patterns (Jokinen et al.,
2017), and studying personality traits can reflect inter-individual differences in
the interaction (Attig, Wessel, & Franke, 2017). Recently, researchers have shown
growing interest in emotions as a crucial part of information processing and
explaining people’s behavior, which has influenced the need to understand
emotions as a fundamental part of HTI (Saariluoma, 2020). Emotions play a
crucial role in human thinking; therefore, their position in problem-solving,
decision-making, and learning is critical (Kahneman et al., 2011). Often,
technology designers focus on intuition and trust their own thinking and feelings
instead of scientific objective research into user emotion (Saariluoma & Jokinen,
2014; Saariluoma & Maarttola, 2003).
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MLEs, in particular, provide a platform for user experience that is
interactive and fun while also contributing to learning or skills development. The
learning experiences of humans in interaction with digital learning technology,
when applied in appropriate ways, have been shown to enable positive learning
experiences and improve learning outcomes (Carlson, 2013). The rise of
interaction practices extends to representations of social systems and includes
interactions between humans and technology in skills and knowledge acquisition.
Formal learning practices are dedicated in MLEs, and informal learning takes
place through social media and chat platforms (Szil'rd et al., 2018). They have
been argued to mainly follow behaviorist and cognitivist theories of learning
(Wilkinson, 2016).

The human ability to recognize information is sensitive to the way in which
information is presented to the senses or to the memory (Larkin & Simon, 1987).
Certain relevant facts about cognitive processing were outlined by Newell and
Border (2008) that the distinction between controlled and autonomous
processing where the memory plays a role in capacity limitation, interaction, the
ability to learn, the translation of cause-effect learning to the development of
categorization and the regulation of cognition. Emerging technologies have
several ways to enhance HTI and immersion (Martin-Gutiérrez et al., 2017).
Recent technological developments have integrated technology into the human
body. Integrating the human body and including human personal spaces to
improve user experiences can extend to sensory, cognitive, and motor functions
(Ihde, 1990).

The “reality-virtuality continuum,” a term coined by Milgram and Kishino
(1994), aims to describe the connections between humans in different realities.
The real environment encompasses actual reality, and it also includes direct or
indirect views of real scenes, such as through video displays. VR is computer
generated, and real objects do not exist in VR. Users in VR interact through
technological interfaces online. VR users can navigate and interact in real-time
simulations using their own senses (Guttentag, 2010). In addition to this
approach to a reality-virtuality continuum, an extended approach to realities has
been defined as an independent dimension called “pure mixed reality” (PMR).
In PMR, users interact simultaneously with both reality and virtual objects
(Flavian et al., 2019). The continuum in different realities provides factors for
humans to interact in the physical and virtual worlds.

Notably, establishing these factors can be expensive and not cost-effective,
and it can also be time-consuming (Knapp, 2012). When this kind of technological
embodiment increases, the technology becomes part of human actions, which
also changes the HTI processes. The boundaries of digital realities raise interest
in the knowledge area of the processes between humans and technologies,
actions and interactions. Experiments on expert and simulation performance can
be utilized for MLE design. Interestingly, fourth-year medical students who
treated virtual patients successfully in a simulation game environment reported
a higher level of self-efficiency and experienced less stress than students who
were less successful in the game (Dankbaar et al., 2017).
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In terms of designing interactions between humans and MLEs around
learning experiences, Simon (1980) challenged us to focus on understanding how
much and what kind of transfer of knowledge and skills we are expecting from
the specific learning contents instead of being too optimistic in predicting
students’ specific future needs for knowledge and skills. Psychological views on
learning as active highlight the idea that problem-oriented learning that focuses
on acquiring knowledge in meaningful and real-life situations supports the
effective transfer of knowledge to real-life situations (Mandl, Grasel, & Fischer,
2000). Bonk and Cunningham (1998) argued that MLEs and tools support
methods” application of methods from both a cognitive constructivist and social
constructivist perspective. Several empirical studies have been eager to find
proof of learning outcomes through the implementation of constructivist and
cognitive methods. Therefore, the learning outcome needs to be SMART (specific,
measurable, achievable, realistic, and time-based) and thus, the outcomes are
defined in a constructive alignment process, where learning outcomes are
defined using measurable results (Lawlor & Hornyak, 2012).

Immersive and affective content

The influence and potential of immersive content and virtual simulations for
perceiving and skills acquisition, such as leadership or communication, in these
learning environments have become an interest to study (Mantovani &
Castelnuovo, 2003). In addition, the use of the full potential of MLEs in education
and training is limited, even as immersive and visual experiences have become a
new trend in other fields (Aaltola, 2020). This is because, in spite of the presented
benefits that digital tools can provide to various training, they are not a substitute
for face-to-face methods, but rather complement them by increasing constant
interaction (Friedrich, 2013).

MLEs for training and education mainly include affective and immersive
learning content that is perceived audio-visually. New media, immersive or
affective content, and learning technology resources are based on principles of
mobility, accessibility, collaboration, and active user participation. Ubiquity and
mobility have become recurrent principles of educational performance in this
century. (Sevillano-Garcia & Vazquez-Cano, 2015). Learning games, animations,
simulations, and communication technologies and applications have the
potential to be important learning tools because they provide audiovisual content
with problem-solving features, and they are learner-centered, interactive, and
engaging and involve immersive activities (Teschner, 2016).

Surrounding users with AR or VR technologies with devices and sensors is
often used to create immersion (Wu, Lui, Wang & Zhao, 2015). AR modifies users’
real-life actual surroundings with virtual elements, such as live, direct, or indirect
computer-generated input, such as videos, images, virtual, and other immersive
items (Chavan, 2014). The merits of incorporating VR and AR design widely are
that they can be used for solving real-world challenges, from societal problems
to specific issues of conflict or climate change (McGonigal, 2011). AR technology
allows interaction between a user and the real world, and it generates virtual or
augmented information (Carrera, Perez & Cantero, 2018). Augmentation of the
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real environment as perceived by the human senses, such as hearing, vision,
feeling, and smell, is often enhanced with additional virtual information
produced by suitable devices (Bimber & Raskar, 2005).

The rapid progression of computing capacities and graphic design has
increased sophisticated visualizations (Betrancourt, 2005) beyond static graphics
or written information. Perceptual and cognitive processes are involved when
visual animations are observed (Schnotz & Lowe, 2003). From a learning
perspective, animations can support the understanding and memorization of a
phenomenon, but the benefits of animations may appear more clearly when the
domain is abstract (Betrancourt, 2005). Within the peacebuilding domain, a real-
life-based simulation of the conflict was used for a cross-cultural experimental
design to assess whether participants can increase knowledge about a conflict
and develop perspective-taking so as to learn about conflict and negotiations
(Cuhadar & Kampf, 2014).

Simulations aimed at immersing the player in the game and the decision-
making process require the player to understand the consequences of their
decisions, and thus to feel like a part of an active process (Kraiger, 2014). Games
are especially valuable, since they make it easy to communicate complex ideas in
an accessible way to different audiences (Sou, 2018). Several approaches to e-
learning exist, and despite the variation in online methods and measures that
evaluate “success” in Internet-based instruction, commentators argue that e-
learning has been shown to be as effective as more traditional teaching methods
(Cook et al., 2008).

2.2.3 Technology Integration to Training and Education

From 2010 onwards, it has been recognized that a rapid shift in education is
taking place from traditional classrooms to online and virtual environments
(Allen & Seaman, 2010; Lindgren & Johnson-Glenberg, 2013). The paradigm shift
in education to distance learning and teaching (Bozkurt et al., 2015), increase of
online enrollment (Allen & Seaman, 2008), new pedagogical theories, and models
such as blended learning (Means et al., 2009) have increased interest in studying
models for integrating technology in a meaningful way. Moreover, there have
been several challenges in integrating technologies into higher education and
training activities.

The term integration in this dissertation is seen as a perspective for
institutionalizing and facilitating crucial parts of training and education
strategies and practices. The increased need for efficient technology integration
in the field of training and education requires knowledge of subject content,
pedagogy, and technology, as well as of their relationship with each other
(Koehler, Mishra, & Yahya, 2007). The societal role of higher education has
highlighted the necessity of connections and relationships with work life,
companies, and industry. Educational and training institutes still vary greatly in
their successful integration of relevant aspects, such as learning approaches,
work life needs, industry, research, and partnerships, or networks for learning
and teaching practices.
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Technology cannot be seen as an optional aspect of or skill for training or
educational professionals upon entering a teaching situation (US Department of
Education, 2017). Even with the user-centric opportunities that technology can
provide, researchers have seen the integration of technologies to support
collaborative learning environments as a challenge (Zheng, 2014). The process of
human-centered design does not yet guarantee the successful implementation of
developed technologies into training curriculums and practices. The practices
and design of MLEs can be based on learning objectives, target audience, access,
and type of content (Moore & Dickson-Deane, 2011). The integration perspective
for MLEs could be framed as student-centered, knowledge-centered, assessment-
centered, and community-centered (Lowyck & Poysd, 2001). Findings from age-
related performance differences must be considered in the design of learning
technologies for all. For example, researchers have shown that older adults rely
more on visual control when acquiring and performing precision locomotor tasks
(e.g., Van Hedel & Dietz, 2004).

As an example of integration in education, work-life sectors have
influenced the education policies that encourage work-life-based strategies and
relations between relevant actors (Hyttinen, 2014; Neuvonen-Rauhala, 2009). The
integration of well-structured work-life connections is seen as crucial in order for
students to be successfully employed after higher education studies (Kirjalainen,
2010). Currently, universities have many stakeholders and partnerships
(Jongbloed, Enders, & Salerno, 2008), but Siegel et al. (2003) found that academics
have a low level of interest in dealing with private sector companies and poor
knowledge of technology processes. The practice of integrating expertise from
different fields, such as external professionals into course implementations or
recruitment of them for higher education teaching positions, has been identified
as an activity in Finland that increases the fulfilment of work-life needs (Hyttinen,
Hohenthal, & Gdddnas, 2011). Students” participation in projects is also seen as
relevant for achieving advanced group participation results and impacting
dissemination of international research, development, and innovation (RDI)
projects. (Pirinen, 2008, 2015, 2018). Network-based RDI projects are envisioned
according to the conceptual understanding of public participation, in which
people with diverse personal and common interests become a community and
must work together collectively to solve joint challenges or problems (Webler,
Kastenholz, &Renn, 1995).

The challenges of successfully integrating technology into education and
training are categorized as internal or external barriers. Internal barriers, such as
trainers’ or educators’ personal understanding, beliefs, and perceptions
associated with technology use, may cause a lack of user confidence. External
barriers include the changing nature of technology, lack of technological support,
or inadequate professional development. Reforming teacher education and
professional development could be the answer to how to integrate technology
into education. Teachers must be offered support and given opportunities to
create student-centered learning. The best integration happens when pre-service
teachers are exposed to technologies during their practicums, which allows them
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to build confidence in using technology in education before they become “real”
teachers. (Ryan & Bagley, 2015).

An important observation raised by the studies is that technology inclusion
does not automatically improve pedagogy (Nelson & Hawk, 2020). Consequently,
when considering learning with the use of MLEs, we automatically face
pedagogical planning questions. Individual instructors or teachers may teach in
ways that reflect their own learning styles, and therefore, teachers should
encourage learners to use pedagogical learning principles, such as Kolb’s
learning stages of experiential learning (Healey & Jenkins, 2000). Scholars have
developed pedagogical and theoretical models for improving the integration of
digital learning technologies into education and training (Hew & Bush, 2007;
Keillor & Littlefield, 2012; Mishra & Koeher, 2006). Different models can help
explain technology usage in educational environments, but they are argued to be
too limited in number to guide the decision-making process or achieve the
organizational effectiveness of technology integration (Karaca et al., 2013). In the
tield of cybersecurity, it has been recognized that training programs often fail to
fully address the psychological components of cybersecurity itself (Taylor-
Jackson et al., 2021).

Statistical analysis has found that integration is more successful after
principals receive training on technology integration (Dawson & Rakes, 2003).
There are a number of aspects that can affect the successful integration of
technology within the education and training domains. For example, technical
aspects, such as user interface design and transparency, have influenced the
adoption rate of a technology (Charalambos et al., 2004), but the value beliefs of
teachers have also influenced their intentions to integrate technology (Nelson &
Hawk, 2020). The instructional pedagogy discussion from 2010 onwards has
concluded that ideally, online learning components should ensure the use of
blended methods to achieve learning outcomes (Means et al., 2009). Nevertheless,
the level of technologies integrated into training and education is still lower than
those integrated into the commercial game industry.

2.24 Effects of MLE usage in learning

The effects of MLEs are interesting from several standpoints. Emerging
technologies make education and training more accessible, and even students
with disabilities can join virtual environments (Lange et al., 2010) as well as
communities with access to the Internet. According to Nitecki and Simpson
(2016), academic libraries should not be seen and communicated only as
knowledge-gathering spaces, but also as informal learning environments to help
students connect with their existing knowledge and new knowledge resources,
as well as for social interactions. Web tools can support pedagogies and can be
used effectively to provide structured guidance through tasks and through the
provision of effective and timely feedback. (Conole & Alevizou, 2010). Research
has also acknowledged that there is a “large diversity in the way that
experimental research on digital games-based learning effectiveness assessment
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is conducted, making comparison of results across studies difficult” (All,
Castellar, & Looy, 2016, p. 91).

Even with the increased interest in the use of technologies in education and
training, Bacca et al. (2014) completed a systematic literature review and found
that there was, for example, no research evidence regarding the use of AR in
master- or doctoral-level education between 2003 and 2013. The upsurge in
interest in MLEs has not led to convincing evidence for conclusions about the role
and effects of technologies in learning activities. In general, “interest has been
speculative, discussing the potential to provide new methods for supporting
learning” (Boyle et al., 2016, p. 178). Xu and Jaggars (2013) provided evidence
that an online format in courses had a significantly negative impact on course
grades and course persistence.

Nevertheless, the potential advantages of modern technologies, such as
serious games and simulations, appear numerous. Studies have shown that using
technology for skills acquisition and learning can increase motivation and
provide positive and meaningful experiences (Costley, 2014; Hyttinen & Taitto,
2019; Vlachopoulos & Makri, 2017). Academic educational studies have shown
that digital games are considered effective for motivating and engaging students
(Boeker et al., 2013; de Freitas, 2006; Kirriemuir & McFarlane, 2004; Mitchell &
Savill-Smith, 2004) and providing new kinds of learning environments. Learning
games also offer an excellent opportunity to promote learning, for example,
among people who have to cope with changes in their job work life and social
responsibilities (Buendia-Garcia, 2013).

Expertise research has noted that an account of the environmental
circumstances (such as the duration and structure of activities) and the
necessarily minimal biological attributes can lead to the acquisition of desired
characteristics, skills, and performance (Ericsson, Krampe, & Tesch-Romer, 1993).
Several methods and approaches have been established for the use of simulation,
especially for medical and piloting training, that were developed to take
advantage of cognitive science in developing effective training. An expert model
proposed by Staszewski and Davison (2000) uses empirical evidence to
determine how an expert performs a particular task and uses that evidence for
the further development of the simulation. Positive research findings about skills
acquisition in simulated environments have increased the use of simulation in
clinical learning environments, such that perceptual-motor skills and domain-
specific knowledge can be acquired in unison rather than in isolation (Colt et al.,
2001; Ward et al., 2006).

A study conducted by the University of Colorado Denver Business School
(2010) reported that workers gained a greater skill level and higher retention of
knowledge with the use of online simulation than with formal classroom or web-
based tutorials. Empirical studies have shown that immersive learning tools,
such as games or simulations, enable positive experiences in which scenarios
resembled real-life practice (Morley, Bettles, & Derham, 2018), and that the level
of interactivity between learners, content, and instructor in the learning
environment drives learning (Knapp, 2012). The more the learner interacts and
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collaborates with others, the content, and the instructor, the more likely it is that
learning will occur (Knapp, 2012). VR solutions simulate the physical presence of
the user in a virtual environment, and these experiences are categorized as
cognitive, sensory-motoric, or emotional (Bjork & Holopainen, 2004). There is
also evidence of potential negative impacts of immersive content. For example,
one case shows that VR gameplay elicits strong negative emotional responses
and could be harmful to users (Lavoie, Main, & King, 2021).

The increase of affective and immersive experiences through technology
extends human perception and can affect motor and sense perceptual skills
(Flavidn et al.,, 2019; Tussyadiah et al., 2017), and emotional events are
remembered best (Linton, 1982). Perception gives emerging technologies several
ways to enhance HTI and immersion (Martin-Gutiérrez et al., 2017) as well as
information processing and memory, thought, and emotional learning processes
(Saariluoma, 2020). During the perception process, people select information to
build memory representations (Saariluoma, 2020). Earlier research results have
especially corroborated the benefits of MLEs for motivating students and
improving their learning performance in a digital context (Di Serio et al., 2013;
Liu & Chu, 2010).

The attractiveness of MLEs can also have more negative side effects. The
latest research has begun to empirically investigate how the multiple media
streams on the Internet affect our cognitive development and brain function.
Multiple incoming media streams affect our attention, memory, knowledge, and
social cognition (Firth et al., 2019). Situational awareness in CRs is seen as
relevant in describing, measuring, and predicting human performance. It
includes situation recognition (e.g., perception of the type of cyberattack, source
of the attack, target of the attack), situation comprehension (e.g., understanding
why and how the situation is caused and its impacts), and situation projection
(the expectations of future locations and impacts) (Jajodia et al., 2010; Tadda et
al., 2006).

Learning technologies are seen to support associative pedagogies and,
when used effectively, provide structured guidance for tasks and effective and
timely feedback (Conole & Alevizou, 2010). Learning technologies have raised
the potential to model and teach complex cognitive competences in an engaging
way (Dankbaar et al., 2017), and they provide practical and functional methods
to train and educate meaningfully (Aaltola, 2021). For example, in peacebuilding,
games can be used as problem-solving spaces and as exercises to better
understand complex problems (Brynen & Milante, 2012). Farrell (2005) found
that a simulation game in an international business course was a highly beneficial
learning tool compared to traditional teaching methods (e.g., textbooks and
cases).

Empirical studies have shown that the use of MLEs generates excitement
and motivation by providing visual expressions (Dunleavy et al., 2009; O’Shea et
al., 2011; Solak & Cakir, 2015; Vargas et al., 2020). De Freitas (2014) addressed the
potential of immersive experiences for memory and learning: “Learning in the
immersive worlds presents us with the ability to remember learning experiences
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for longer, engaging and motivating us as learners.” Kabil et al. (2018) argued
that the use of cyber virtual environments raises situational awareness, and
Piskozub et al. (2017) found that VR simulations can simulate and augment
decision-makers’ understanding of cyber-physical situational awareness. In
addition, case studies have shown the effects of immersive and affective content
that is integrated into training and education to enhance motivation and
commitment (Di Serio et al., 2013; Harris & Reid, 2005; Kerawalla et al., 2006;
Martin-Gutierrez et al., 2010). The International Committee of the Red Cross has
worked with video game developers and concluded that “games can be an
important avenue towards disseminating knowledge and awareness of
international humanitarian law (IHL) and humanitarianism” (Mishori, Kureshi,
& Fedowsian, 2017). There is proof that MLEs can enable positive learning
experiences and improve learning outcomes (Carlson, 2013). The impacts and
effects have been studied by researchers, and “The majority of studies discuss the
beneficial impact of game-based learning (GBL) activities on knowledge
acquisition and conceptual understanding, revealing positive cognitive
outcomes in promoting knowledge, concept learning and deeper content
understanding” (Vlachopoulos & Makri, 2017).

There are enormous prospects when it comes to the appropriate and
effective use of MLEs as part of the learning methods used to educate and train
different levels of experts to gain skills to perform and work in real life. The
International Committee of the Red Cross, for instance, has worked with video
game developers and concluded that these technological devices can be
important in disseminating knowledge and awareness of international
humanitarian law (Mishori et al., 2017). In addition, humanitarian, security, and
justice actors working in conflict response and resolution have also recognized
that the changing global digital landscape and the rapidly evolving role of ICTs
represent new and important opportunities for preventing, mitigating, and
responding to conflict (Brown, 2018). At the same time, some researchers and
practitioners in the education field have pointed out that traditional methods of
e-learning should move beyond LMS (Dalsgaard, 2006) and that online learning
components should be combined or blended, for example, to produce hybrid
methods that include face-to-face instruction, in order to produce greater
learning outcomes (Means et al., 2009).

The influence of learning technologies and the potential of immersive
content and virtual simulations for skills acquisition, such as leadership or
communication, in these learning environments have become an interest for
research (Mantovani & Castelnuovo, 2003). Immersive and affective content has
shown its potential to influence human experiences and opportunities for
reflection and adoption of knowledge in MLEs. Immersive features and devices
are becoming an important part of training and education. Several studies
(Philips et al., 2015; Sasinka et al., 2019) have shown the benefits of immersive
content, such as an increase of motivation with regard to the learning
environment and eagerness to gain even more realistic and comprehensive
augmented visual experiences. The dynamics encompassing interactions
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between humans and technology, and the combination of the different
perspectives of designers, teachers, and users in concrete MLE design are
valuable for creating meaningful impacts (Kénings et al., 2010). Research results
have especially corroborated the benefits of immersive and attractive learning
content for motivating students and improving learning performances (Di Serio
et al., 2013; Liu & Chu, 2010), but they can also offer an excellent opportunity to
promote learning experiences (Buendia-Garcia, 2013).

To be credible, perception in a virtual environment requires real-time
interaction and feedback (Riva, 2006). Collaborative online learning methods
allow students to engage with the subject matter and develop teamwork skills
(Farrell, 2005).Radianti et al. (2020) drew categories of learning content from the
literature by Anderson (1982) regarding the acquisition of cognitive skills and
from the research by Crebert et al. (2004) regarding the development of generic
skills. The categories of learning content in the use of VR are the following: 1)
analytical and problem-solving, 2) communication, collaboration, soft skills, 3)
procedural-practical knowledge, 4) declarative knowledge, 5) learning a
language, and 6) behavioral impacts. According to their literature review
findings, VR applications for higher education were most frequently used to
teach procedural-practical knowledge (33%), declarative knowledge (25%), and
analytical and problem-solving skills (12%). The other categories established
based on the literature were collaboration, communication, and soft skills (10%),
behavioral impact (6%), and learning a language (2%).

Expert performance studies, such as examinations by Doane et al. (2004)
and Kasarskis et al. (2001), of simulation performance by pilots have shown the
difference between expert and novice pilots” abilities, and experts were typically
quicker, needed less time to extract relevant information, and were more
sensitive to whether trials were consistent. Law et al. (2004) assessed expert
surgeons’ and novice students’ perceptual-cognitive processes during
performance in a simulated environment and found that experts pay different
attention or perceptual strategies than novices, which enables their superior level
of control. Several bodies of evidence have established that experts are better able
to anticipate the consequences of the current situation, and that expertise is
highly context-specific, especially with regard to particular aspects of the task
(Ward et al., 2006).

The use of external sensors to capture users’ movements in a VR
environment provides a deeper immersive feeling (Martin-Gutiérrez, Mora,
Aforbe & Gonzalez-Marrero, 2017), but skill acquisition requires dependencies
on perception, emotions, and movements in embodied cognitive processes
(Aaltola, 2020). The theory of perception as a sensory outcome (Prinz, 1997) is
important to address in the associative learning processes. The use of haptic
bodysuits and headsets amplifies and mimics sensory feedback to match the
visual scene in AR or VR environments. They ensure a feeling of being bodily
present in bodily movement and provide responses to game events (Aaltola,
2020). Embodied self-representations in AR/VR provide an anchor for visual-
motor tasks and can have behavioral implications (Borrego et al., 2019).
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Reflection on the experiences can be facilitated with the use of socially
constructive pedagogical methods (such as tasks, peer-to-peer discussions, or
group discussions) in a classroom or informal learning environment. The use of
these methods can inspire the students to create knowledge and to find the
connections between abstraction or theory and practice (Aaltola, 2020). In
addition, Rose and Church (1998) found that engaging in an actual performance
and receiving feedback strongly affect learning behaviors and skills. According
to them, proper practice, feedback, and reflection increase performance through
high commitment, problem-solving, and metacognitive outcomes.
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3 RESEARCH DESIGN AND METHODS

This chapter presents an overview of the research design and methods of the
empirical research cases in this dissertation. More information about the
empirical research can be found in the articles by the author, which present the
different studies in detail.

3.1 Research Questions

The overarching assumption of this research is that MLEs provide technological
support, especially in distance learning, for the acquisition of new skills and
competences. In the context of using MLEs in the acquisition of skills, this
dissertation aims to contribute to the research by studying the experiences of
learners, current training practices, and the way in which technology is
integrated into training and education. A consideration of cyber ranges (CRs)
raised new thinking during the research process. The following main research
questions were formulated to investigate approaches to the acquisition of skills
and expertise using MLEs in training and education:

RQ1 What are the effects of MLEs on knowledge and skills acquisition in
expertise development?

RQ2 How can MLEs be designed to ensure the acquisition of skills, and how
can they be integrated meaningfully into training and education?

Subsequent research questions were as follows:
RQ3 What are the contents and capabilities of MLEs?
RQ4 How do experts experience the use of MLEs?
RQ5 How does the acquisition of skills happen in MLEs?

RQ6 How can MLEs and their immersive content be effectively designed?
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3.2 Data collection methods

An inter- and multidisciplinary research spirit is fitting for studies on cognitive
processes. The nexus between educational science, cognitive science, and the
psychology of learning has led to research focusing on different stages of the
acquisition of expertise (Hoffman & Gavan, 2006). The approach of researchers
in this field has been explicitly one of eclecticism, as pointed out by cognitive
scientists George Miller and Jerome Bruner, to negotiate ideas, words, and
concepts about to negotiate ideas, words, and concepts in order to understand,
in general, how people think (Cohen-Cole, 2007).

This dissertation utilized mixed research methods and included a selection
of empirical methods in data collection, including in-depth semi-structured
interviews, surveys, small group discussions, and observations in evaluation
workshops. The analysis of the findings aimed to contribute to resolving the
research challenge and problem and to provide in-depth knowledge from both
the researcher’s impressions and the respondents’ experiences. Figure 1 shows
the research approach utilized in this dissertation.
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FIGURE1  Research approach with methods

Mixed methods research is useful for comprehensively addressing the topic
or process to be studied. Qualitative methods in psychology turned to intellectual
language orientation to examine ways of talking and representing reality
(Stainton-Rogers & Willig, 2017). Qualitative research methods are often
inductive (Kaplan & Maxwell, 2005), and in this study, the hypothesis was
developed while conducting the study and learning about the setting and people
engaged in it. Patton (1999) identified the convergence of data from different
sources and methods as a qualitative research strategy to test validity. He also
established that studies have shown that using only one method can increase the
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incidence of errors, but using multiple methods can provide data for cross-data
validity checks. Combining complementary data can help researchers validate
data; therefore, mixed research methods can be more comprehensive and can
enrich the research results (Johnson & Onwuegbuzie, 2004).

Of the studies included in this dissertation that address the research
questions presented in Section 3.1, the design studies provide insights from the
design model perspective into RQ2 and RQ6, the interview study addresses RQ4
and RQ)5, the learning application evaluation applies to RQ3, RQ5, and RQ6, and
the learning game evaluation responds to RQ3, RQ5, and RQ1. Additionally, the
studies presented only in this dissertation aim to contribute to RQ1, RQ2, RQ3,
and RQ4. In Table 1, the study settings and relations are presented for
clarification purposes.

TABLE 1 Study settings and their contribution to the research questions

Study Participants Data collection Contribution
Design of Researchers, experts and | Survey, Observations, RQ1-RQ6
Learning Ap- | private sector represent- | DSR, Model design during
plication atives the process
Design of Researchers, experts and | Observations RQ1-RQ6
Learning Game | private sector represent- | DSR and model design dur-

atives ing the process

Scenario creation
Role-play design

Interviews Peacebuilding experts Semi-structured interviews | RQ2-RQ6
Learning Tool | The participants (n=62) | Observations when users RQ1-RQ4
Evaluation were both men and played with device (cell
workshop women experts and with | phone, iPad or laptop); Sur-

different professional vey to describe user experi-

backgrounds. ences; Semi-structured in-

educators, professors terviews to explore their

and trainers (n=>5); thinking

end user or practitioner

experts (n=14)

higher education stu-

dents (n=43)
Learning Game | The participants (n=65) | Game playing observations; | RQ1-RQ6
Evaluation attended the evaluations | Survey responses before
workshops or | sessions, and 35% of the | and after playing the game;
sessions respondents were fe- Semi-structured interviews

male. after playing the game

29 of them represented

police officers

27 of them represented

military

Nine (9) of them repre-

sented civilians.
Cyber Ranges | Experts (n=49) respond- | Empirical data collection by | RQ2-RQ3
(CRs) ing to survey about CRs" | survey (n=49) and observa-

capabilities tions
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The empirical studies presented in this dissertation vary in their contextual
domains, selected methods, and aims. The empirical studies included
investigations in chronological order:

Literature and document review aimed to summarize existing information in a
structured manner and make sense on the studied topics. According to
Kitchenham (2004), “the systematic literature review is conducted in a three-step
process including the following activities: identification of research, selection of
primary studies, study quality assessment, data extraction and monitoring
progress and data synthesis”. The literature review in the studies in this
dissertation focused on the identification and selection of primary research and
studies.

Design Science Research (DSR) approach was followed in the theory-led design
modeling work regarding MLEs: the learning application and the learning game.
The study perspective focused on human-centered HTI principles during the
design and development process. The DSR approach has been used for
developing and evaluating internet technology (IT) artifacts in order to
understand, explain, and improve them. Artifacts within DSR are constructs
(vocabulary and symbols), models (abstractions and representations), methods
(algorithms and practices), and instantiations (systems and services) (Hevner et
al., 2004).

Semi-structured interview is a method for collecting in-depth information about
people’s experiences and opinions (McNamara, 1999). Qualitative research
interviews are structured, semi-structured, lightly structured, or in-depth (Gill et
al., 2008; Manson, 1994). Semi-structured interviews aim to shed light on actions,
anticipations, metacognition, and action-deliberation, but also increase the
reliability of the results. Semi-structured interviews take place within a specific
context and have a key agenda, with some thematic questions, but also include
open-ended questions. As these types of interviews are conducted only once per
participant and with a duration of 30 minutes to over an hour (DiCicco-Bloom &
Crabtree, 2006), the semi-structured interviews in this study were conducted
individually with professionals, and the length of the interviews varied from an
hour to an hour and half.

Surveys were conducted to collect data during the learning environment design
processes in the evaluation sessions. A survey is an effective method of collecting
information in a short time. The limitation of surveys often concerns the
formulation of questions, which may lead to misunderstandings. It is beneficial
to consider cognitive processes when designing survey questions (Gullickson,
1997). Moreover, the number of questions may influence the respondents may
influence the depth of the responses. The first survey was conducted among
users after they used the learning tool. It included multiple-choice and open-
ended questions to capture the participants’” opinions, attitudes, experiences, and
knowledge. The survey focused on gathering first impressions and user
experiences. Open-ended questions gave participants the opportunity to express
their opinions freely. The second survey was conducted with regard to playing
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an AR game in an evaluation workshop. The survey was provided in an online
format. The aim of the survey was to collect players’ thoughts before and after
playing the game and to understand the differences in their thinking before and
after playing the game. Closed questions with a Likert-style rating scale were
used, in which participants were invited to express their level of agreement or
disagreement with a statement (Albaum, 1997). The results were analyzed
through quantitative and qualitative methods. In total, 65 participants attended
the evaluations sessions, and 29 of them represented police officers, 27 of them
represented military personnel, and nine of them represented civilians. Of the
respondents, 35% were female.

Observations were made by the researchers while the experts were using the
immersive learning tool and augmented learning game. Observations of the
evaluation sessions provided valuable information about the embodiment and
led to an analysis of the cognitive strengths and limitations of modern learning
technologies. The researcher did not distract the users with questions during the
observations of the activities but remained silent.

Semi-structured interviews were used to collect data about experiences in
relation to domain-specific skills and their practice in the studied context and also
to explore explanations of personal reason behind quantitative data, observed
behaviors, and attitudes. This method was judged to be the most appropriate
within this context to elaborate domain-specific soft skills and expertise, as well
as depth of experience in training and in the use of MLEs.

There is no one accepted way to analyze collected data within the
qualitative paradigm. Braun and Clarke (2013) argued that inter-rater reliability
in a thematic analysis can only be ensured by the use of coders trained to code
the data in the same way. The transcripts of the recorded semi-structured
interviews (n = 29) were coded to identify the relevance of skills, experiences
relating to expertise development, and actions taken in the context of the actual
reality. In the analysis of the interviews on rich case studies in conflict and crisis
settings, the coding helped the content to be categorized and placed the aspects
and experiences on a timeline. All interviews were recorded, transcribed, and
analyzed using content analysis methods. The analytical features of NVIVO
software were used to analyze the transcript texts. Word frequency analysis was
followed by manual thematic analysis. The interviews were further aligned in the
research and development process as a basis for timelined and narration
scenarios and role-playing and as typical decision-making procedures in AR
game development.

The triangulation of different data (interviews, observations, and survey
results) was selected as a method of analysis for interpreting the phenomena
comprehensively. Triangulation as a method supports the development of an
understanding of phenomena (Patton, 1999). The information collected in this
dissertation comes from multiple sources and different times, and the additional
findings are presented only in this dissertation in Section 4.1. Triangulation can
increase the trustworthiness of an analysis when different perspectives are
considered.
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3.3 Research contexts

3.3.1 Improving the Effectiveness of Capabilities in EU conflict prevention

In 2015, the European Commission financed a project called the IECEU
(Improving the Effectiveness of Capabilities in EU Conflict Prevention) of the EU
Framework Programme for Research and Innovation HORIZON 2020. This
project aimed to enhance conflict prevention capabilities by implementing
comprehensive research and cooperation activities. The IECEU consortium (11
participants from seven different European countries) itself consisted of a diverse
group of academic universities or research institutes and nongovernmental
organizations, including both civilian and military organizations. The research of
this project focused on answering several research questions over the three years
of the project’s implementation in collaboration with researchers. Studies were
targeted toward civilian and military operations implemented under the EU
Common Security and Defence Policy in different regional areas where the EU
has carried out post-conflict, conflict prevention, and peacebuilding activities.
The identification of best practices and the extraction of lessons allowed the
written research to be more immersive and affective. One crucial part of IECEU
was the development and design of the New Media based Learning Application
(NMLA), which included research and evidence-based learning material.
(Hyttinen et al., 2017a).

The regions selected in this research project were Kosovo, Bosnia and
Herzegovina, Afghanistan, occupied Palestinian territories, Libya, the Central
African Republic, South Sudan, and the Democratic Republic of Congo. Even
though each context was different, commonalities were found between practices
in peacebuilding settings (Hyttinen et al., 2017a). Societally and politically, there
was strong interest in determining the effectiveness and impacts of these EU
operations for the progress of these countries, as well as for EU citizens (Edjus &
Juncos, 2018; Hyttinen et al., 2017; Zupanci¢ et al., 2018). While effectiveness
analysis often remains conceptual or political (Edjus & Juncos, 2018), empirical
findings about peacebuilding interventions’ effectiveness have addressed the
role of human-skills-related lessons, such as the need for coordination of
practices in operational conflict prevention (Zupancic et al., 2018).

3.3.2 Gaming of Peace (GAP)

The Gaming for Peace (GAP) project studied peacebuilding experts” soft skills
and developed an AR game to teach relevant soft skills. The creation of a
curriculum supported the integration of the AR game into peacebuilding training
(McCready et al., 2016a). Within the competence areas of crisis management and
peacebuilding expertise, the focus of the studies highlighted the importance of
different soft skills when working in a conflict area (Holohan, 2019; McCready et
al., 2016a).
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Communication, cooperation, and trust building were identified as
essential skills in peacebuilding operations (Devlin et al, 2017). It was
determined that gaming is a relatively new field of potential when it comes to
training in complex post-conflict and peacebuilding contexts. Nevertheless,
significant research has been conducted in other arenas, including education, that
could mirror some of the possible benefits for similar methods in adult training
and skills training (Holohan 2019).

3.3.3 ECHO - the European network of Cybersecurity centres and
competence Hub for innovation and Operations

The European Commission brought together cybersecurity scientists and experts
by funding four pilot projects to develop a new educational ecosystem in
cybersecurity (Blazi¢, 2021) and, finally, to contribute to European cybersecurity
strategy (Aivatoglou et al., 2021). The consortium of the ECHO project aims to
strengthen proactive cyber defense by enhancing Europe’s technological
sovereignty through effective and efficient multisector and multidomain
collaboration. As an overall goal, this research, innovation, and network project
aims to build a European-level ecosystem of competence centers (Aaltola &
Ruoslahti, 2020) and a governance model (Tagarev & Davis, 2020) to support
secure cooperation and development of the European market and, finally, to
protect the citizens against cyberthreats and cyber crime incidents.

One key item on the research agenda of the ECHO network project is to
build a cyber skills framework with an associated training curriculum and to
introduce the federation model of CRs. CRs are an arena for hands-on education
and training purposes, but also for advanced prototype development and
cybersecurity certification testing (Oikonomou et al., 2021). Cybersecurity
exercises and CRs have the key role of providing realistic, although fictive,
environments for experiments, cyberattack exercises, prototype testing, and
research (Aaltola & Taitto, 2019). These learning activities in a cyber-physical
domain can enable a combination of multiple scenarios with a focus on the
acquisition of skills and expertise. Cybersecurity is multi-sectoral, and the ECHO
project focuses on sectors such as healthcare, energy, maritime transportation,
and defense (Pappalardo et al., 2020).
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4 RESEARCH FINDINGS

The overall goal of this research was to explore the effects of MLEs on skills
acquisition and discover how to integrate MLEs in a meaningful way into
training and education. The entire publications are presented in their original
form at the end of this dissertation. The findings of nine research publications are
presented in Sections 4.1-4.3. The publications were authored by this writer and
published in scientific journals and channels.

These original publications provide research results and propose tentative
frameworks for design and technological solutions in training and education.
The Model to Integrate Immersive Learning Content into Adult Training aims to
follow the study findings on skills acquisition and expertise development and
base itself on educational underpinnings. The Human-Centered Design Model
concerns the development of online learning tools. The Systematic Integration
Approach emphasizes the importance of motivation in technology integration
into higher education. The Societal Impact Assessment Toolkit and Evaluation
Framework are directed at network collaboration and information sharing.

4.1 Article I: New Technologies Shaping learning? AR learning
experiences and integration model

Aaltola, K. (2020). New Technologies Shaping Learning? AR Learning
Experiences and Integration Model. In R. Z. Zheng (Ed.), Cognitive and Affective
Perspectives on Immersive Technology in Education: Advances in Educational
Technologies and Instructional Design, pp. 195-214. IGI Global

This chapter presented the findings of two studies conducted as part of the
IECEU and GAP projects over the years 2015-2019. Empirical data collection and
analysis aimed to provide knowledge through the researcher’s impressions and
the interviewees’ experiences. Empirical data were collected by interviewing and
observing the evaluation sessions. The semi-structured interview transcriptions
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and evaluation observation notes were analyzed by the author. All interviewed
experts had professional field experience in peacebuilding missions or operations.

Both studied MLEs offered affective and immersive content in digital forms
to the learners. The research findings from eight different conflict regions
provided evidence-based insights for designing the immersive learning tool. The
training content included peacebuilding legislation, culture, and practices. A
mutual characteristic of the MLEs was that they were created in a multinational,
multi-professional, and multicultural design process.

The learning tool contained immersive content in multimedia form,
including audiovisual animated stories and written documentation. Affective
and gamified features such as questionnaires aimed to raise the motivation for
playing it but also to implement problem-based pedagogy. Grading elements
were included in the tool, and the learners answered question sets after the
animation plays. After successful completion, the learners received certification.
The certification was a concrete product, and it enabled the use of the learning
tool as part of the training curricula, for example, as a pre-course task.

The second studied MLE was an online role-playing game. It was designed
for training purposes for the acquisition of skills, especially for the professionals
planning to work in peacebuilding operations. The learning game consisted of
mimicked scenarios, role-playing, storytelling, and question sets for the
individual learning path. It aimed to engage players through the use of 3D audio-
visual elements (combining vision and hearing) in the form of animations with
music and storytelling. After answering (by clicking) question sets, the player
was led into the next scenario. The scenarios and storyline were based on the
research conducted by the project consortium researchers. The overall research
included in-depth interviews in different European countries, the establishment
of learning outcomes, the co-creative design of vignettes and scenarios (by
designers, practitioners, and researchers), the creation of question sets for
decision-making and the rating of them by practitioners, and finally, an
evaluation, including testing by potential users.

Main findings

The key interest was to study experts’ play and experiences to provide a model
for technology integration into peacebuilding training. The players” experiences
during and after their use of the tool and game were analyzed to understand the
tool’s and game’s potential for helping learners acquire skills and expertise. A
literature review highlighted the relevance of cognition, emotions, and kinetics
in skills acquisition. ELT provided the theoretical framework for modeling
meaningful technology integration into peacebuilding training. The findings
based on the empirical data collection and analysis were presented according to
five themes: first impressions, experiential methods in game play, perceptions
and embodiment, and HTI.

The importance of motivation was highlighted in the literature review in
relation to both the use of technology and knowledge and skills acquisition.
Evaluation data revealed that the users’ first impressions were the most relevant
for their motivation to continue to use the learning technology. The users of both
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the learning tool and the game reported that they felt higher motivation and
excitement when using the learning tool or game than when engaged in
traditional learning methods, such as listening to a lecture. Moreover, the
learning game users felt that the game was an interesting option as a new training
method.

The audio-visual, affective, and immersive content was assessed by the
users as bringing additional value. The audio-visual learning content, such as
videos, animations, storytelling, actual life-based peacebuilding scenarios, maps,
and structured reading material, was seen as important in helping the users
adopt new knowledge more precisely and faster. The learning tool provided an
audio-visual experience using animations captured from actual peacebuilding
operational situations. Users also described how the audio-visual content
increased their feeling of belonging to the context. One respondent reported that
she did not feel like engaging in other activities at the same time as she was
learning, as she normally would while reading or attending a lecture. (Aaltola,
2020).

The game offered a role-playing opportunity in a 3D gamified
peacebuilding scenario, which was followed by the storytelling journey and
scenarios according to the decisions made. The roleplaying was described as
“eye-opening” by a few users. Playing a specific role increased the users’ ability
to examine their own assumptions about a profession, nationality, age, or gender.
Several interviewees compared the augmented audio-visual experiences to real-
life stories by colleagues who had previous experiences in some peacebuilding
environments.

As previous studies have shown, learning requires thinking and reflection,
and explicit conceptualization also plays a role. The users were not able to
describe what they had learned immediately after using the tool or playing the
game. Most of the interviewees could not say precisely whether they had learned
anything new. Nevertheless, they placed high value on the tool and game as new
learning technologies. More experienced experts were able to compare their
experiences during the play to real-life situations and experiences. Nevertheless,
after playing the game, the interviewees described their emotions and feelings.
With regard to the music and voice-over audio, empirical data supported
previous studies, especially with regard to music’s ability to give rise to and affect
our emotions. In the learning tool evaluation workshops, the sense of hearing
was addressed as an important additional feature. In the game evaluation
workshop, the users reported that music helped them get into the proper mood.

In terms of HTI, the users described their experiences and placed high value
on the gamified features, smart-phone-friendliness, and multi-browser
compatibility. The interaction with the technology varied according to whether
the user played on a PC, Mac or iPad, or smartphone. On a laptop, the user used
a mouse to interact, while on a smartphone or iPad, they could swipe with a
finger. The tools and games did not employ sensors or joysticks, and involved
only hearing, observing, and touch (Aaltola, 2020). In terms of the interaction
between the users and technology during the learning game play, physical
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movements focused on the use of a computer mouse or touchscreen, for decisions,
and the use of a headset. In evaluations of both the learning tool and the game, it
was observed that users mostly stayed in the same position while playing. Even
though the learning game themes focused on soft skills such as communication,
cooperation, trust building, and cultural and gender awareness, the game play
did not connect with the human. There was a lack of actual bodily practice, which
is relevant in skills acquisition and real-life performance, although, as described,
perception plays an important role in the initial and reflective part of the
acquisition of skills and improved performance.

The findings presented in this chapter address the importance of the
integration of MLEs in a meaningful way into training and education. The
experiences were connected to well-known experiential learning cycles (Kolb &
Kolb, 2011) to model the integration of MLEs into peacebuilding training. This
model can support not only trainers, instructors, and teachers, but also the
training community, designers, and researchers. Peacebuilding experts
highlighted the importance of user commitment and asserted that engagement
plays a crucial role. The model is based on empirical data collected from the users,
as well as combining educational and pedagogical underpinnings. “This
integration model helps the trainers, teachers and learners to understand the
entire process and select the use of technological parts meaningfully to reach
learning outcomes” (Aaltola, 2020).

4.2 Article II: Empirical study on Cyber Range (CR) capabilities,
interactions and learning features

Aaltola K. (2021). Empirical Study on Cyber Range Capabilities, Interactions and
Learning Features. In: Tagarev T., Atanassov K.T., Kharchenko V., Kacprzyk J.
(Eds) Digital Transformation, Cyber Security and Resilience of Modern Societies, pp.
413-428. Studies in Big Data, 84. Springer, Cham.

The connections between physical systems and the Internet have led to greater
potential for safety-critical infrastructures to become targets of external threats
and attacks. The cybersecurity industry has recognized the value of training, after
accepting that users are often the weak link in the security of the cyber domain.
Cybersecurity training aims to enhance human skills and competences to
increase preparedness and ensure better performance in threat situations in
cyberspace. However, human cognitive learning and human performance
approaches in the design of the cybersecurity content of VR, AR, mixed reality
(MR), and CR environments are only partially touched upon. One of the crucial
challenges of cybersecurity training is the lack of open research evidence
concerning relevant CR features and capabilities for users’ learning, such as skills
acquisition.
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This study aims to improve the understanding of CRs’ capabilities as
learning platforms in order to improve human performance and provide insights
into the enhancement of the design and impact of CRs as learning environments.
First, this research reviews previous literature and clarifies some terminological
concepts to establish limits and standardize the use of terms describing CRs’
capabilities in the different realities and cyber-physical systems (CPSs). A
theoretical framework of learning and skills acquisition provides the basis for a
study of the role of cybersecurity learning environments from a skills acquisition
perspective. Second, this article presents the findings from the survey and
observation data collection about CR learning platform capabilities.

Different perspectives (technological, cognitive, and behavioral) are taken
into account in the review, and the empirical findings provide additional
knowledge about current forms of CRs. The findings reveal the features of CRs
used for learning purposes, both desired and actual, by respondents representing
different organizations. The practices used with CRs are elaborated, and
commonalities with real-life security exercises, such as evaluation and
debriefing, are described.

Main findings

Human and user errors are still often the weak link in cybersecurity systems. To
avoid human errors, improvement of human performance in CPSs is needed.
Virtual cyber environments can offer support, for example, by simulating and
mimicking decision makers’ situational awareness. This paper explains that the
development of CRs has mostly been carried out by military organizations,
which may have led to a lack of proper understanding of these technological
developments within the public academic community.

According to the survey data presented in this article, CRs can be deployed
on organizations’” own physical premises or in the cloud or both. The technical
capabilities varied, and in addition to custom-made tools, VMware, OpenStack,
VirtualBox, and COTS were mentioned. The respondents saw SCADA scenario
capabilities as the most relevant, but IoT and mobile devices were also mentioned.
The respondents identified different scenarios within different domains and
sectors, including supply chains, critical infrastructure, cloud service providers,
healthcare, finance, and software development. Domain-specific knowledge and
expertise were highly valued in CR and cyber-exercise design.

The capabilities of CRs used for skills acquisition and learning purposes
were described as the production of a learning platform, including features such
as attack and defense simulation, performance evaluation, traffic simulation, and
real-time monitoring. Tasks included securing networks and services as well as
collaboration with different actors. When studying the CRs, the commonly
followed phases identified were reconnaissance, exploitation, escalation, and
completion of the mission (for example, “shut-down” or “kill”). The evaluation
features described by the survey respondents were hot wash-up, debriefing,
feedback based on the training data, and debriefing by the company personnel
after the use of the CR. With regard to development, respondents reported that
they would like to further develop their sector-specific capabilities, provide
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better automation for quicker development and deployment, and add automatic
performance evaluation.

The study revealed that the CR exercise lifecycle could be outlined as
follows: the production of a set of learning outcomes or objectives, including
scenarios and tasks or design of the scoring (gamified features), repetition of the
exercise with scenario and simulation tweaks, familiarization by the learners,
execution of the exercise, hot wash-up, and possible internal organizational
reflection processes. Afterward, the exercise evaluation and reflection in the real
world among other professionals increases the possibility of achieving the
learning outcomes.

Cognitive modeling aims to integrate memory dynamics to explain humans
to predict a cyber-attack on the system. Cognitive models of network users
interact with the same software with which humans interact to generate offline
predictions and add simulated participants to training sessions. By doing so, this
study concludes that CRs are a new addition to the AR/VR continuum
framework because of their capabilities to model cognitive and behavioral
interactions between CPSs and humans in cybersecurity MLEs.

4.3 Article III: Utilising Experiential and Organizational
Learning Theories to Improve Human Performance in Cyber
Training

Aaltola, K. & Taitto, P. (2019). Utilising Experiential and Organizational Learning
Theories to Improve Human Performance in Cyber Training. Information & Secu-
rity: An International Journal 43(2), 123-133.

This position paper aimed to capture current cybersecurity training practices and
rethink the improvement of human performance through cybersecurity exercises
and training sessions. This paper includes an analysis of potential practical and
scientific implications and aims to move beyond current academic concepts of
cybersecurity training. European cybersecurity actors have tried to create a
shared taxonomy and language to better understand meanings as social
constructions.

Desk study review methods were used to discuss different aspects that
address the complexity of cybersecurity training and education. The paper
addressed the current practices of cybersecurity exercises, focusing on skills areas
within the exercises and techniques used from the pedagogical viewpoint. The
research aligns a) concepts of cyber training and education, b) experiential and
organizational learning theories, and c) design practices within cybersecurity
training and exercises.

Main findings

Cybersecurity can be seen as a multidisciplinary and cross-cutting domain,
affecting different functions of organizations all the way up to society. The nature
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of cybersecurity focuses on increasing awareness and responding to threats and
risks by building preparedness and resilience. Cyber exercises involve
competitive events with teams, involving analysis skills, problem-solving,
situational awareness, and decision-making. Human behavior and decision-
making in particular play important roles in risk awareness, preparedness, and
resilience in cybersecurity.

In the cybersecurity domain, as in any domain, much tacit knowledge is
involved in learning about risks and ensuring competitiveness for organizations.
Because there is a lack of pedagogical theories within the European cybersecurity
domain, experiential and organizational learning theories were presented.
Pedagogical theoretical understanding can provide common standards and
principles for cybersecurity training and exercise systems. This paper challenged
cybersecurity training to benefit from experiential and organizational learning
principles for improving core skills in training and exercises.

The design of training sessions and education includes perspectives on
setting new requirements and relevant learning objectives for cybersecurity
training and exploits relevant pedagogical methods and human cognitive
processes in the design of intelligent systems, such as CRs. Experiential learning
through cybersecurity training and education can occur through methods such
as simulated scenarios, role-playing, problem-solving, and visual observations.
The design of CRs can benefit from simulating human cognitive and decision-
making processes. Consequently, according to the results of the cybersecurity
training practices, the authors discussed the relevance of the multidisciplinary
research community in designing processes” to study the more human aspects of
cyber training from the perspectives of learning and cognitive behavior. (Aaltola
& Taitto, 2019).

4.4 Article IV: Human-centered Design Model in the
Development of Online Learning Tools for International
Security Training: CASE IECEU New Media based Learning
Application (NMLA)

Hyttinen, K., Ruoslahti, H., & Jokela, J. (2017). Model for effective integration
between research, work life and higher education in international security
studies. In Proceedings of the 9th International Joint Conference on Knowledge
Discovery, Knowledge Engineering and Knowledge Management, Vol. 3, pp. 299-306.

The aim of this study was to analyze how learning technology can be better
utilized for current training practices. Even though digitalization has happened
quickly, there are several challenges that may occur during the design and
development of MLEs, as well as in their integration into adult training. The
purpose of the research was to provide evidence-based recommendations for the
digitalization of peacebuilding training exercises.
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The design process of the new media-based learning application (NMLA)
was conducted as part of the IECEU project in the years 2015-2017. The learning
application NMLA was designed to provide an MLE for the crisis management
training community. The principles of selected design approaches, together with
DSR, were followed during the learning technology design process. Empirical
research data were collected. The DSR approach is seen as valuable when
developing and evaluating meaningful IT artifacts to help humans correctly
understand, explain, and potentially improve them (Hevner et al., 2004).

Human-centered and HTI design approaches were applied for better
utilization of technologies among training and education communities.
Moreover, the basis of experiential learning as a pedagogical model was utilized
during the design process. Throughout the design process, user community
representatives were seen as important in improving the learning application in
the proper direction. The collected end-user data were fed into the final design
NMLA.

Main findings

According to the analyzed data collected during the design process, it was
recognized that e-learning and technologies such as learning tools were not
systematically and broadly utilized within peacebuilding training communities.
Additionally, the interview data showed that practitioners in peacebuilding
training communities mainly look for technical instantiations that are easy to use
without requiring further guidance.

The interaction between users and different technology devices (PC and
mobile devices) was observed, and data were collected separately from the user
groups playing with laptops. Generally, all users had a first impression of the
crucial role that motivation plays in the continued use of the tool. The users
focused on describing the functionality and completed interface of NMLA. The
tindings highlighted the importance of the functionality and completeness of the
MLE and its relation to users’” motivation to use the technology. When asked
about the symbols and structure of NMLA, they responded that they were easy
to understand. All in all, 17 out of the 19 users said that the NMLA was easy to
use (Hyttinen, 2017). The users reported that the navigation system was clear and
that the interaction structure between learners and the technology was smooth.
The user group who used mobile devices addressed the importance of scaling
with and around the learning content.

A comparison of the results between different backgrounds showed a
variation among respondents of different educational levels. The master-level
students saw the content as advanced and challenging to understand. Experts
with previous peacebuilding experience focused on analyzing the media-rich
learning content, especially video animations and visualizations. They judged
the visual material of the NMLA to be successful, especially with regard to
culturally sensitive topics. Both groups —master-level students and experienced
experts —felt that the massive amounts of reading materials (such as research
articles or research reports) were challenging to absorb. Respondents reported
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that the animated videos, which were based on predefined scenarios, described
the conflict setting well.

Interestingly, the necessity of updating content knowledge in line with the
global situation was addressed in the group discussions. As a practical solution,
the research could contribute to the content by providing evidence-based
knowledge to update it. Moreover, the necessity of opportunities for feedback
and reflection was addressed by more experienced experts. Additionally, the
relevance of the guidance on using the technology solutions was studied before
their actual use. According to the data, the experienced experts mentioned that
learning tools should be easy to use without any further guidance.

The designed NMLA enabled the opportunity for experiential and
problem-based learning. Based on previous studies and empirical data collection
in NMLA design, the Human-Centered Model for Online Learning Tool Design
was created. The design model of NMLA included six phases: 1) instantiation, 2)
construction of framework, 3) quality assurance requirements, 4) iteration of
methods, 5) creation of models to transfer the content, and 6) evaluation and
assessment. It was suggested that the principles of adult education, user-centric
approach, and HTI be followed in the design of modern learning environments
for peacebuilding training.

4.5 Article V: Model for Effective Integration between Research,
Work Life and Higher Education in International Security
Studies

Hyttinen, K., Ruoslahti, H., & Jokela, J. (2017). Model for effective integration
between research, work life and higher education in international security
studies. In Proceedings of the 9th International Joint Conference on Knowledge
Discovery, Knowledge Engineering and Knowledge Management, Vol. 3, pp. 299-306.

In this paper, the integration of research, work life, and higher education was
studied to understand different practices and model effective integration. The
study focused on analyzing three different international security courses in
higher education with a view to understanding integration practices and
collaborative learning activities. The focus was on how to successfully integrate
research and projects into higher education programs or independent courses.
The authors completed a desk review of the research and studied three
different courses of integration between research, work life, and higher education
during the years 2016 and 2017. The literature review focused on previous
research and practices for integrating research and development activities into
higher education programs. The data were collected and analyzed from three
independent higher education courses. The national- and European-level
research projects’ content and activities were integrated by different practices

64



into these courses, and the potential of learning technologies in the integration
practices was studied.

Main findings

The integration practices of the higher education courses studied included
reading material, video-based visual content, peer discussions, and group work
in the course implementations. The pedagogical practices of self-reflection by the
use of learning diaries and abstract thinking by alignment of theory with
experiences were applied in the courses. One practice for integrating research
into an education course focused on piloting the conceptual framework of the EU
project in a bachelor’s-level course. The bachelor’s-level students applied the
conceptual framework to analyze the effectiveness and capabilities of different
private-sector organizations.

The master-level students in the first case reported that the opportunity to
attend and be involved with the EU project network community raised their
motivation with regard to the learning contents concerning external security and
the international approach to peacebuilding. The course sessions led by external
experts working on peacebuilding were seen as very important for sharing and
transferring knowledge from the field and for future employment possibilities.
The students in the second case also valued the motivating learning content and
the opportunity to become familiar with an interesting topic through external
speakers and professionals. In the third case, students applied the project
objectives and conducted small studies as part of a national-level project. The
activity was defined as active student integration. In the fourth case, the students
gained competence in applying a research concept and different research
methods (interviews, surveys, desk research) practically by using the conceptual
framework established in the EU project.

The findings support the view that the integration of higher education with
work life is crucial, especially for polytechnic schools and universities of applied
sciences. Connections and activities between students and work life
representatives can bring added value to learning and reaching set goals. The
integration practices of linking research project contents and experts from the
consortiums to higher education courses raised student motivation with regard
to the learning themes. Motivation is important in achieving learning objectives,
as well as increasing knowledge creation in peer groups and beyond. Through
the integration practices, the students also felt a greater sense of involvement in
larger research communities. The integration of international research projects
into higher education courses may increase knowledge levels when external
experts give lectures and provide current research results to bachelor’s- and
master’s-level students. The findings show that integration practices may benefit
from both content- and competence-related learning objectives and outcomes
within the required EQF7-8 levels.

In conclusion, the authors highlighted the need to achieve integration with
a systematic approach and to understand the research value according to
pedagogical needs or objectives. Systematic and competence-based integration
between research, work life, and education includes identifying the key actors
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and integration practices with the purpose of meeting with success in learning
and education delivery. In addition, the influence of integrating research projects,
work life, and education can enhance the development of courses and programs
in higher education. In addition to studying integration practices, the value of
collaboration between research, work life, and education in knowledge creation
was established. This integration shift in the teaching and learning paradigms
creates further pressure for the management of projects, networks, and
cocreation activities. Higher education professionals must further improve their
knowledge regarding degree and program requirements and EQF objectives, but
also competences in managing project and network-based integration.

4.6 Article VI: Societal Impact Assessment of a Cyber Security
Network Project

Aaltola, K., & Ruoslahti, H. (2020). Societal impact assessment of a cyber security
network project. Information & Security, 46(1), 53-64.

This article provides conceptual insights into network cocreation and
organizational knowledge transfer, which can be linked to network projects to
assess societal impacts. The paper is built on the dissemination framework
presented in Henriksson et al. (2018). The literature review includes societal-level
approaches to performing evaluation and assessment, network cocreation, and
learning approaches relevant to expertise development. These concepts aim to
contribute as indicators of societal impact assessment in a specific network
project.

The theoretical concepts and creation of relevant indicators supported the
development of a modeled toolkit for measuring impacts through a digital
societal impact assessment (SIA). The use of the SIA toolkit can improve the
quality of the value creation and show the evidence of the projects” value and
impacts. The toolkit, with its conceptual framework, aims to go beyond
traditional societal impact assessment and include co-creative innovation and
performance outcomes in a practical matrix.

Main findings

Study expectations at the societal level for the implementation of European
research and innovation projects have increased. It was acknowledged that
European research and innovation network projects increasingly face the
challenge of mobilizing knowledge in value creation and even more when
assessing their impacts and effectiveness (North & Kumta, 2017). Scholars have
addressed the need for reviewing the measurement criteria of the community
and implementing a comprehensive impact assessment process that can deliver

outcomes, without forgetting the importance of the learning and sharing of
knowledge (Sanchez & Mitchell, 2017).
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The theoretical construction of the evaluation and assessment, network
cocreation, and learning approaches, together with project communication,
dissemination, and exploitation evaluation, was reviewed with a view to
building a societal impact assessment. In the evaluation of network research
impacts, the quality measures and systematic documentation were recognized as
good practices. Network cocreation highlights collaboration in knowledge
creation, and learning approaches highlight the relevance of understanding
knowledge creation as a socially constructed process and the role of experience
in the processes. A summary of the literature review shows the approaches
studied with key concepts and themes by different authors.

The key findings are presented as learning outcomes (acquisition of
knowledge and skills, innovation cocreation and dissemination, development of
behaviors and attitudes, and community norms and values). The study suggests
that learning outcomes and evaluation outcomes should be seen as indicators in
assessing the societal impacts of network research projects. The indicators are
categorized as SIA-outcomes according to different levels and communication
layers. The SIA outcome matrix summarizes specific outcomes from the literature
review at the levels of society, the individual, the community, dissemination, and
communication.

This kind of model goes beyond the traditional assessment of network
projects, which focus mainly on dissemination and exploitation results. This
model aims to contribute to the digital design of an Al-assisted toolkit for
outcome-based data creation and could be utilized for any innovation and
network project or organization that wishes to understand how its actions and
solutions have influence at the societal level.

4.7 Article VII: Opportunities for Strategic Public Relations:
Evaluation of International Research and Innovation Project
Dissemination

Henriksson, K., Ruoslahti, H., & Hyttinen, K., (2018). Opportunities for strategic
public relations: Evaluation of international research and innovation project
dissemination. In S. Bowman, A. Crookes, . Ihlen, & S. Romenti (Eds.), Public
Relations and the Power of Creativity: Strategic Opportunities, Innovation and Critical
Challenges, pp. 197-214. Emerald Publishing.

This chapter emphasized the ways and implementation of communication and
dissemination as part of EU-funded research and innovation projects.
Multidisciplinary network projects provide a new platform for strategic
communication. The research purpose focused on effective and beneficial
communication and dissemination in line with project funding requirements.
Dissemination and communication practices were studied within the
internal and external communication cycles through three research and
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innovation projects. The methodology included the alignment of quality
dimensions and domains for the dissemination and communication evaluation
frameworks. The authors participated in project work, and according to their
findings, they created an evaluation framework for project dissemination.

Main findings

All the projects studied implemented their communication and dissemination
activities among people who had substantial knowledge about the research
topics of the projects. This means that only a few communication or public
relations (PR) professionals were involved. It was established that proper PR
skills should be ensured and developed within project consortiums as well and
that PR experts jointly facilitate collaboration in cocreation activities.

The first project studied, ABC4EU, implemented its dissemination with
traditional activities, but also included the creation of an end-user community
and the establishment of a secured online platform. The second project studied,
IECEU, established its indicators for dissemination evaluation in the early stages
of the project. It implemented various engagement activities, such as policy
dialogues, to engage the project’s key stakeholders. Comprehensive employment
of social media and technologies ensured the use of interactive methods. The
third project studied, GAP, clearly divided internal and external communication
and shared their responsibilities in terms of execution. It adapted a project
communication plan, funding requirements, and reporting in the form of a media
evaluation framework. This framework enables an emphasis on the self-
generation of relevant activities, as well as accountability for communication.

Research and project communication and dissemination activities require
new types of knowledge creation, competences, and evaluation practices to show
the evidence of value and impacts. A selection of proper tools should be aligned
according to target groups and communities. It was noted that new
communication and dissemination resources may influence the professional
skills and competences of experts working on project dissemination tasks. Joint
agreement and early-stage commitment were observed to be relevant to
achieving the set communication and dissemination objectives. Monitoring the
achievements and shortfalls by evaluation based on selected indicators was seen
as beneficial for determining whether the projects were moving in the desired
direction. The demands for funders to require two-way communication, the use
of digital technologies, and community-based cooperation in these kinds of
projects were suggested by the authors.
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4.8 Article VIII: A Co-created Network Community for
Knowledge and Innovations: Promoting Safety and Security
in the Arctic

Ruoslahti H. & Hyttinen K. (2017). A co-created network community for
knowledge and innovations: Promoting safety and security in the Arctic. In
Engaging people in a disengaged world, Proceedings of the 23th International Public
Relations Research Symposium BledCom, pp. 100-106. University of Ljubljana.

The overall purpose of this paper was to contribute to long-term cooperation
between higher education and practitioners in the form of a cocreation network.
The still-disengaged domain of safety and security in the Arctic region is
attempting to develop from its current state of scattered and unlinked programs
and systems. The cocreation network aims to build an alignment of good
practices.

This paper provides a suggestion for the process of cocreation for
knowledge and innovation among network members. The value of digital
platforms was analyzed in terms of facilitating the first information sharing, as
well as enabling the cocreation processes toward knowledge and innovations
among the network community.

Main findings

The cocreation network of safety and security in the Arctic can help to bring
about long-term systems of information- and knowledge-sharing so as to change
the improve the current state of programs and systems, which are scattered and
unlinked (Ruoslahti & Aaltola, 2017). There is a need to demonstrate new
knowledge of how cooperation should work in the future (for example, in search
and rescue) as a process to improve and change the current attitude and mindset
within this context. This cooperation is argued not only to address technical
matters, but to be of benefit on the societal level to security and safety and
therefore to fulfil human needs related to living, economics, and transport in the
Arctic environment.

The value of cocreation ranges and streams, from the smallest innovation in
product development to a wider theory of cocreation research streams (Galvagno
& Dalli, 2014), was discussed. The nature of cocreation, which involves common
goals and objectives to work in a joint direction, was addressed. Digital
technologies involve an operational arena that is complementary to physical
activities. The importance of contracts between collaborators (Bhalla, 2014) and
value chain features was also addressed in the paper.

Thematic working groups in the Arctic network community were identified
under the umbrella of safer, more secure, and cleaner seas through sustainable
economic growth. The integration of the social dimension into technology was
considered by the authors. A link between relevant pedagogical methods, such
as Felix’s (2005) synthesis of cognitive constructivist and social constructivist
approaches, was further established.
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5 DISCUSSION

The overarching goal of this dissertation was twofold: to explore the effects of the
MLEs on knowledge and skills acquisition in expertise development; and to
study the design of MLEs in training and education. The empirical results
presented in this dissertation are based on both practical and design experiences
to analyze the effects of MLEs in skills acquisition, as well as to improve the
design of MLEs for adult learners. The findings support the practice of
integrating modern technologies into training and higher education.

Section 5.1, in particular, aims to address the first two research questions of
this dissertation:

RQ1 What are the effects of MLEs on knowledge and skills acquisition in
expertise development?

RQ2 How can MLEs be designed to ensure the acquisition of skills, and how
can they be integrated meaningfully into training and education?

Additionally, the limitations and validity of the research conducted (Section 5.2)
and possible future research topics (Section 5.3) are discussed in this chapter.

5.1 Contribution to the research

In the wake of so much technological innovation and skills training through
MLEs, how the use of MLEs influences knowledge and skills acquisition in
expertise development has not been adequately assessed. In the studies of this
dissertation, experts’ experiences and learning situations when using MLEs,
employers” expectations of MLEs, and domain-specific practices in the use of
MLEs were analyzed to understand the immediate effects of the use of MLEs.
Moreover, the practices of integration into higher education and human-centered
design were studied to better understand how to meaningfully design and
integrate MLEs into training and education. The interviews analyzed provided
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unique results about MLEs and their immersive contents in the domain contexts
of international security, peacebuilding, and cybersecurity.

MLEs are given different definitions, including e-learning platforms, LMSs,
gaming, simulations, serious games, immersive learning simulation, digital
game-based learning (Hyttinen & Smith, 2019), and CRs in the cybersecurity
domain (Aaltola, 2021). MLEs engage with augmented or virtual information via
wireless devices. In MLEs, learners may have an immersive experience, from a
sensorimotoric opportunity and 2D perception or a 3D experience (Aaltola, 2020).
The capabilities of the CRs studied for cybersecurity included the production of
a learning platform, including features such as attack and defense simulation,
performance evaluation, and traffic simulation or real-time monitoring. CRs
include a tailored learning platform to help the user learn skills and improve
performance in different scenarios and simulated exercises, with some
immersive features (Aaltola, 2021).

Within the studied context domains of peacebuilding and cybersecurity, the
contribution of psychological and education research in the planning of
meaningful training sessions for experts is rather small. A literature review
shows that learning approaches from different perspectives should be considered
more thoroughly in the design and planning of MLEs for the skills acquisition of
experts in training sessions. Behavioral, cognitive, or experiential perspectives
are only partly touched upon and implemented in the design of security
education and training, even though they are commonly used in both the
theoretical and conceptual traditions of adult training and education. For
example, peacebuilding communities have more frequently used and adapted
management perspectives, such as organizational learning and performance
assessment models, to analyze systems and impacts (Benner, Binder, & Rotmann,
2007; de Coning, 2020; Hirschmann, 2012).

The perspective in this dissertation focuses on cognitive learning, which is
interested in understanding and analyzing how people process information
received from MLEs, how they add it to their already-existing knowledge, and
how they define their experiences. Cognitive learning is eager to understand this
information processing based on experiences, and it focuses on cognitive
processes such as acquisition of knowledge or skill, transformation into memory,
thinking, problem-solving, and emotions (Carey, 1986; Newell & Rosenbloom,
1981; Saariluoma, 1995). In addition, the studies in this dissertation benefitted
from the principles of the experiential learning theory framework. The role of
experience is commonly acknowledged in the theoretical frameworks of
expertise development, adult education, and cognitive science.

In the domains studied, the purpose of skills acquisition in education and
training focuses on performing successfully in actual work roles. Commonly, the
acquisition of skills and knowledge is stated as an objective or purpose for
competence-based higher education and expert development training programs.
Scholars have established that successful performance requires a set of
knowledge, skills, and expertise, like any work. Within the domain context of
peacebuilding environments, there is an emphasis on certain skills that personnel
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deploy in peacebuilding operations (Curran, 2013; Holohan, 2019), including
softer skills such as communication, cooperation, gender and cultural awareness,
and trust building (McCready et al., 2016b). In the domain context of
cybersecurity, it is recognized that technical skills, such as engineering,
penetration testing, and using tools, but also non-technical skills or soft skills, are
relevant for performing in cybersecurity work roles (Pedley et al., 2020).

The contributions of this dissertation are based on its emphasis on learners’
experiences and behavior during and after playing with MLEs. Generally, the
tindings of this dissertation indicate that experts place a great deal of importance
on domain-specific training, in relation to skills acquisition and successful
performance in a fieldwork setting. Few experts with long-term experience in
actual work environments felt that training sessions have improved over time
but assert that the greater part of skills acquisition and learning is work-based
and happens in real life through work experiences, since traditional training is so
lecture-based. The peacebuilding experts studied in this dissertation highlighted
the importance of domain-specific experience and the problem-solving nature of
the work.

Empirical data results in this dissertation show that cases in higher
education and training sessions are still in the early stages of integrating and
benefitting from digital technologies in training and educational practices.
Whether or not it is due to the latest global situation with the Covid-19 pandemic,
there is an increased interest in developing MLEs for distance learning. Although
the use of technologies has been rather innovative in security training and
education fields, it seems that new forms of MLEs could be more effectively
developed to meet user and pedagogical needs. A meaningful integration of
learning technologies into training practices could support them in reaching
diverse audiences and potentially reduce the cost of large training settings. The
user perspectives indicate a desire to use MLEs as complementary tools and to
support a blended learning approach in education and training. To support
effective technology integration, the practices of integrating different aspects into
security higher education were studied in article V, and an effective integration
model was established.

RQ1: What are the effects of MLEs on knowledge and skills acquisition in
expertise development?

Important aspects of the acquisition of knowledge and skills include processes of
transforming information, holistic experiences, sensorimotor learning, and tacit
knowledge creation. Peacebuilding and cybersecurity contexts are complex,
sensitive, and hostile, and the development of crucial skills in training is strongly
believed to facilitate effective cooperation, negotiation, and situational awareness
in actual crisis situations. In the development of skills, automatic processing
seems to be closely tied to extended practice (Newell & Rosenbloom, 1981), and
superior individual performance as an expert requires practical intelligence and
tacit knowledge (Cianciolo & Stenberg, 2018), deliberate practice, and a superior
working memory (Ericsson, 2018).
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Cyber security and peacebuilding domains have been used to implement
exercises, simulations, roleplaying, and gamified pedagogical practices. In the
cybersecurity domain, the training sessions include a planned event in which a
cyber disruption scenario is simulated to test and enhance capabilities (Aaltola &
Taitto, 2019; Happa, Glencross, & Steed, 2019). These digital environments
provide the opportunity to train personnel across different organizational levels
(Aaltola & Taitto, 2019) and practice skills such as defending networks,
penetration testing, and responding to attacks (Davis & Magrath, 2013). CRs
illustrate knowledge and skills acquisition in simulated scenarios by role-playing,
problem-solving, and visual perceptions. Kabil et al. (2018) argued that the use
of cyber environments raises situational awareness, and Piskozub et al. (2017)
found that VR simulations can simulate decision-makers” situational awareness
in cyber-physical domains. Whereas the studied MLEs provide audio-perceptual
experiences, VR environments provide a sensory immersive experience for the
user (Aaltola, 2021).

Earlier empirical studies have shown that the use of MLEs generates
excitement and motivation by providing visual expressions (Dunleavy et al., 2009;
O’Shea et al., 2011; Solak & Cakir, 2015; Vargas et al., 2020) and enhances the
retention of memorized knowledge (De Freitas, 2014). Some authors have argued
that the role of instruction and feedback has received only limited attention in
studies focusing on motivation (Ward et al., 2006). The findings in this
dissertation show the aspects that increased the motivation of the learners with
regard to MLEs. When users were asked for their first impressions of the MLEs
studied in this dissertation, they responded that the functionality of the learning
tool influenced their motivation to keep playing with it. The complete and
functional user interface was seen as important for continuing to use the learning
tool.

The role of experience is a necessity in the learning process. Learning
experiences can occur in formal or informal environments. They may also take
place outside the classroom in daily life and informal forms (Aaltola, 2020). As in
traditional learning environments, the importance of experience was seen as
important in the use of the MLEs studied as technological solutions for skills and
knowledge acquisition in expertise development. When users played with MLEs,
real-life movement or sensorimotor activities focused on perceptual and visual
attention and the interaction with the laptop by the fingers and hands. In the use
of technology, simultaneous hand-eye coordination was observed MLEs studied.
Playing with immersive content in MLEs enhances the engagement of
individuals through interaction with technologies and provides experiences of
seeing, feeling, and doing while playing. Audiovisual training and educational
content, tutorial quizzes, and forms and surveys provide easy-to-use tools to
support the work of teachers and instructors. The use of these types of content in
MLEs can ensure immersive and perceptual experiences for the learners (Aaltola,
2020). The immersive content of MLEs can replace or add components to
traditional storytelling, lecturing, or expert-novice mentoring. The learning
technologies studied in this dissertation include different visual and immersive
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contents. They connected scenarios, immersive and affective content, and some
pedagogical methods.

The results of this dissertation support the thesis that MLEs can have a
crucial role in facilitating perceptual and audiovisual experiences, especially to
help retain the content learned and apply it in real-life context. A beneficial effect
of MLEs was found in the creation of perceptual individual experiences that were
facilitated when playing with the MLEs. Immersion increases the ability to
remember experiences longer and engages and motivates the user (de Freitas,
2014), and simulations and games have the potential to teach complex cognitive
skills at relatively low costs (Dankbaar et al., 2017). Several interviewees in the
study of article 1 described how they were able to experience visual and audio
perceptions with the use of MLEs instead of just using their imagination. It was
established that the learning game content related to gender and cultural
awareness gave rise to thoughts and emotions in the learners (Aaltola, 2020).
Even though the MLEs studied in this dissertation provided mainly audio-visual
experiences with opportunities for immersive and affective perceptions by the
learner, the findings presented in Chapter 4 argue that MLEs provide more
avenues for self-representation, expression, reflection, and more organized forms
of collaboration and knowledge building. The interviewees described their
thinking processes and emotions after playing with immersive and affective
content and when playing with the learning game and using the learning tool.
Interaction with the MLE content influenced to thinking process and increased
the emotions of the learners. Moreover, the sense of hearing, used, for example,
with music, was established as important to get users into the proper mood.

Nevertheless, based on the qualitative analysis presented in this
dissertation, some negative effects appeared after using MLEs. These effects
mainly focused on the personal cognitive challenges of adapting a great amount
of written knowledge within a short timeframe. Also, the time reserved for
reflection is often short in training sessions, and this was also noted by the players
in their learning tool and game evaluations. The issue of the lack of reflection
after MLE play was raised among the MLEs studied for peacebuilding, but the
capabilities of CRs included separate debriefing or wrap-up sessions as reflection
opportunities. According to the author’s observations, the players mainly stayed
in the same physical position while playing the game and using the learning tool.
Setting aside time for reflection through discussions, hot wash-up, or debriefing
should be considered to ensure appropriate learning and techniques for
understanding the thinking of the learners. Beyond providing experiential
opportunities, reflection and abstraction are essential for learning and the
acquisition of skills. The trainers emphasized the importance of getting back to
the learning contents, along with the importance of reflection, and they felt the
duration of the learning game was rather long.

Learning effectiveness requires transferring the acquired knowledge and
skills of expert performance in different situations to real life. Earlier studies of
expert performance have presented good evidence of the benefits of training and
education practices when the purpose focuses on knowledge and skills
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acquisition. As concluded in article I, the way to transfer MLE-based experience
to real life as expert performance is more difficult to decipher (Aaltola, 2020).
Skills and knowledge acquisition in education and training need to be
recontextualized or transferred to make them available and to enable learners to
transfer their learning to a real-life context (Evans et al., 2010). Sensorimotor
activities in MLE play are different from real-life skills that were skills that were
practiced in the MLEs. This requires transferring and adapting the knowledge
and skills to other contexts in real life. The relation between perception and action
in skills acquisition was previously studied and further elaborated in article 1.

The use of MLEs in the contexts studied (peacebuilding and cybersecurity)
had disadvantages, such as the lack of embodiment when used for the acquisition
of skills, and there was a lack of proper problem-based reflection. As the findings
in this dissertation show, there are considerable challenges in assessing and
evaluating what “actual skills” are developed through these new technological
methods. The interview and survey results can be interpreted to show some level
of change in thinking, but changes in behavior in real life should be studied
further. There is not much knowledge on how to evaluate learning outcomes
when playing with MLEs in training activities (Radianti et al., 2020). Cognitive
skills acquisition by training for performing successfully in professional real-life
environments can be seen as a “tick the box” training or exercise with no real
value for real-world application. While MLEs are expected to promote
educational goals, they have also claim to support attitudinal and behavioral
change. The big question remains of how to continue conducting a proper
measurement and evaluation of such changes in attitude and behavior, especially
since it is anticipated that learning will naturally occur with the use of MLEs or
other digital environments (Aaltola, 2020; Aaltola, 2021; Aaltola & Ruoslahti,
2020; Henriksson, Ruoslahti, & Aaltola, 2018).

The benefits of technology can be used to enhance skills acquisition and
expertise development in new ways as part of the selection of methods in training
and education. MLEs can provide a variety of opportunities for new methods
and practices. A perceptual learning experience can occur in the interaction
between humans and learning technology. However, the value of technological
innovation should not be overestimated when it comes to the acquisition of skills
using MLEs; rather, the potential to integrate MLEs into relevant matters in
education and training practices should be understood. For example, classroom-
based lectures as a pedagogical method encourage passive learning, whereas
active learning, participation, and practicing are far more desirable ways to
acquire knowledge and skills.

The empirical data established some level of evidence for the potential of
MLEs’ effects on skills acquisition. The MLEs” main effect on skills acquisition
was through providing experiences and helping users retain the learning content
longer. It must be acknowledged that the experts” experiences of playing in MLEs
were captured immediately after the MLE play. In terms of skills acquisition and
expertise performance in real life, this study contributes only to the discussion
on the change in thinking before and after the use of technology for learning.
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Based on the data results, the emphasis on the value of technology use for skills
acquisition and learning applies especially to the audio-visual experience, which
affects thinking and the awareness of skills in a real-life environment. There is a
place for MLEs in skills acquisition, but practice in real life cannot be forgotten
especially in relation to skills acquisition and expert performance. Moreover, the
additional benefits of using learning technologies, such as social interactions and
distance opportunities, can create greater knowledge and enhance professional
communities in other ways.

RQ2: How can MLEs be designed to ensure the acquisition of skills, and how
can they be integrated meaningfully into training and education?

The design and development challenges are to meet actual needs or achieve
overarching goals through the use of MLEs and immersive content in training
and education. The purposes of MLEs vary from providing better access to
knowledge and creating professional online communities to enhancing skills
acquisition and expertise development. Training plays a crucial role in both
domains, cybersecurity and peacebuilding (Aaltola, 2020; Aaltola & Taitto, 2019;
Hyttinen et al., 2017b). All the MLEs studied during this dissertation process
were seen as having potential and being important in domain-specific training
and higher education. More experienced experts felt that the learning game was
very relevant as training content for immersion in actual life in the peacebuilding
mission environment. The findings show that there is interest in and motivation
to engage with immersive learning content in professional training sessions and
higher education. Nevertheless, the MLEs were seen more as additional
components or methods in current practices and curricula than as replacements
for face-to-face practices.

The complexity of real life, such as the peacebuilding and cybersecurity
contexts in this study, requires the analysis of experiences and expert
performances to model, mimic, and augment the virtual content for learning. The
knowledge, skills, and expertise needed in complex, multifaceted -crisis
environments are mutually constructed across experiences in actual work.
Digital technologies enable new ways of narrating content (Hyttinen, 2017) and
provide opportunities for users to be actively involved in building content
through the use of different digital tools and channels (Katz, 2013).

Within the field of security, MLEs are relevant for replicating challenging
situations like shootings and ethnic profiling in the form of immersive content
(Greitemeyer, 2020). The replication of the actual environment through expert
interviews and human-centered design practices provided the baseline for visual
design, storytelling, narrating, and gamified features of the MLEs studied in this
dissertation. The audiovisual and perceptual contents of studied MLEs were
created by replicating reality through immersive content in MLEs. The MLEs
designed during this dissertation process provide an individual journey of
activities based on the selection of the players. Decision-making and problem-
solving options for the player were designed based on the predefined skills in the
expert interviews and the ratings of different options by the groups of domain
professionals.
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In general, there has been a growing interest in mimicking real-life content
in other realities, and MLEs focus on facilitating learning in scenarios or
simulations to increase our skills acquisition and performance in real life (Aaltola,
2020; Aaltola, 2021; Aaltola & Taitto, 2019). The complexity of reality requires a
great deal from training professionals and designers in their selection of methods
to mimic, augment, and narrate real life in MLEs. Beyond the system design
selection, the processes of maintaining and developing the content within the
necessary timeframe would quickly evolve into the requirement that teachers
and trainers gain design expertise. The design cases are often domain specific
and may require tailoring content for customers. The findings of this dissertation
address the importance of updating real-life scenarios and content to be used in
the design. The conflict scenarios are constructed from serious issues and are
linked, for example, to human suffering, and the content is thus often sensitive.
Tailoring and updating raises additional challenges for designers, providers, and
practitioners in keeping content relevant and engaging.

The mimicking of real experiences with easy-to-access immersive tools can
serve as a new type of learning resource (Aaltola, 2020). The translation and
transformation of human knowledge from real-life to MLE contexts have become
crucial in design. To mimic reality, actions, simulations, storytelling, and role-
playing aim to create immersive and affective experiences in a virtual
environment. While professionals and designers try to replicate a particular
actual scenario with storytelling and roleplaying methods in MLEs, a lack of
empirical studies remains an obstacle to a systematic evaluation (Aaltola, 2020).
Tailor-made MLE solution is time consuming. A need for domain-specific
knowledge and the lack of skills and effective abilities to create new immersive
content in MLEs on the part of practitioners, training designers, and even
teachers or trainers will increase the difficulties in designing, maintaining, and
integrating technologies in training and education (Aaltola 2020; Hyttinen, 2017).

Tailor-made needs and large group of designers in design process raise
potential barriers to effectively putting meaningful MLEs and technologies in use.
An understanding of the benefits and limitations of MLE integration will help us
utilize technologies more realistically in training sessions and education (Aaltola,
2020). The design and development of MLEs involve design phases that address
user needs and requirements. For example, the peacebuilding training
community experts said that the peacebuilding community especially should
mostly look for technological solutions that are easy to use without any further
guidance needed. The most desirable technical functions of the studied learning
tool, according to the learners, were its multibrowser compatibility, smart phone
friendliness, and gamified learning. The experts interviewed in the studies of this
dissertation also strongly asserted that learning objectives should be in line with
training and education content and provided clearly and early in the interface
with the MLEs.

A comprehensive understanding of human learning, skills, and expertise
acquisition principles can provide valuable insights into technology design,
including their creation processes. The alignment of pedagogical approaches,
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research into skills acquisition, and identified changes in cognitive processes
challenges MLE design to include the important factors of human information
processing, problem-solving, emotions, and usability. For example,
understanding emotions and their relation to memory in perception and HTI is
essential in the design processes. Understanding the user’s emotions is a
fundamental part of future HTI (Saariluoma, 2020). Emotions play a crucial role
in human thinking (Kahneman et al., 2011), but often designs focus on intuition
instead of objective scientific research into user emotion (Saariluoma & Jokinen,
2014; Saariluoma & Maarttola, 2003). In technology design for adult education
and training, the principles of expertise development and skill acquisition can set
new requirements for MLE design. The expertise development happens in
different layers. The role of pedagogical theory as a basis for the design and
integration approach has been addressed in several articles of this dissertation.

In this dissertation, the experiential learning was built by aligning the
theoretical model with the experiences analyzed in playing with MLEs. This
model posits that the learning content of MLEs is part of a comprehensive
learning cycle. The alignment of theories and empirical findings supports the
relevance of experience and reflection in technology design and integration as
well. Experience in MLEs involving audio-visual and immersive content can be
combined with effective pedagogical methods such as reflection or practicing
and that can provide new features to the previous integration of immersive
content into training sessions and education. New technologies can lend support
as complementary tools, but there is still a need for traditional learning methods
in skills acquisition, such as actual-life practice, reflection, and replay in expertise
development.

This dissertation highlights the importance of pedagogical underpinnings
and the role of integration between technology and training practices. Also, the
trainers and pedagogical professionals addressed the need to align pedagogical
methods with the desired learning outcomes and quality requirements.
Pedagogical practitioners frequently apply different methods in training and
exercise settings. One potential main shortfall in the further commitment to using
MLEs in training and education focuses on the interest among educational
professionals, such as teachers and trainers, in sticking with traditional methods.
Rather than seeing technology as simply used to deliver material or carry out
administrative tasks, we should see it as deployed to engage students in active
learning that allows them to construct knowledge. At the strategic and policy
levels, background organizations” procedures and policies play a crucial role in
the peacebuilding and cybersecurity training framework and in terms of
knowledge, skills, and competence development guidance. This means a strong
reflection of technology integration for training and education and discussion
with policymakers.

The psychological concepts of skills acquisition, expertise performance, and
findings of HTI cannot be underestimated in peacebuilding or cybersecurity
training and education. These aspects are and will be needed in the design and
development of successful MLEs to increase skills acquisition and improve
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human performance in actual cases. HTI in cognitive skills acquisition and
expertise performance research should be further examined and also applied in
design. Moreover, research findings in domain expertise, such as medicine and
surgery (Norman et al., 2018) and in expert performance (e.g., Ericsson 2018), can
benefit the design practices, as well as the simulation of the high performance of
experts. These can benefit the skills acquisition of novices and intermediates and
support the application of learning experiences of human performance and its
practice in real life. It is difficult to find complete evidence of the successful
transfer of skills and knowledge from MLEs to real life. Valid and reliable
experimental research settings are hard to facilitate and organize. Skills
acquisition and expertise development principles could be used as pedagogical
requirements for the design of MLEs’ content and training material. They could
determine a specific design aspect for the development of digital learning
technologies.

The integration of research, work life, and higher education supports the
perspectives of lifelong learning in Europe and ensures effective information
sharing among knowledge networks. We must definitely include technology
integration in this paradigm. The effective implementation of MLEs for training
programs requires a meaningful integration process between technologies and
practice. The findings support the need to enhance the integration of learning
technologies through blended training methods, consisting of feedback and
interaction with a trainer, teacher, or mentor to deepen the learner’s reflection
about the interaction with technology and content. User commitment and
engagement were seen as relevant to the successful integration of technologies
into education and training. The integration of technology into training and
education may require the application of new methods and strategies to teaching
methods and competence building. The findings of this dissertation show that
there is growing pressure to redefine and develop higher education teachers” and
trainers’ competences due to the emerging use of immersive, online, and digital
content in learning environments. This can be time-consuming, although the
enhancement of training practices can significantly increase human performance
in work life. A study by Hyttinen et al. (2017) established that integration
practices may include the enhancement of technology-supported content,
teachers’” and trainers’ competences, and a smarter alignment of learning
outcomes to design practices.

Learning outcome needs in curriculum planning help by directing learning
toward a common goal and measuring it. Learning outcomes capture the
preceding training needs analysis and should contain an indicator to assess
learning. (Aaltola & Taitto, 2019). MLEs can also have other values, such as
enhancing the communication of complex ideas in an accessible way to audiences
(Sou, 2018) or increasing the learning process performance and student
motivation and engagement (Bacca et al., 2014). During the studies conducted as
part of this dissertation, it was established that MLEs can also be used for
network purposes among a larger audience of stakeholders and other
communities of interest and for dissemination purposes.
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Based on the above results, learning objectives and skills acquisition
utilization can also be analyzed from the perspective of integrating it into the
human-centered design process. In the design process, the step of gathering
empirical data from experts produces valuable context-specific knowledge that
can be transcribed as narratives, scenarios, or vignettes. The next step—
transferring explicit knowledge with specific artistic design features into
animated digital content—is taken by multiprofessional groups. The design and
technical professionals collaborating with higher education and their
institutional professionals must further improve the cocreation processes to
ensure knowledge sharing regarding requirements, learning outcomes, or
objectives. It seems that new forms of technology should be effectively developed
for all professional training and educational fields, which could reach diverse
audiences and potentially reduce the costs of large training settings. Even though
there has been an absolute explosion of digital games for industry sectors, the
gaming industry could provide more meaningful ways of incorporating training
and complex environments into the design of MLEs.

The principles of skills acquisition, expert performance, and the
pedagogical underpinnings of design support designers in developing MLEs that
ensure skills acquisition when users engage in the MLEs. Studying and modeling
expert performances with the use of technology can also increase a domain-
specific understanding of expertise performance. Unfortunately, the ultimate
goals of enhancing expert performance or skills acquisition by the use of
technology are not always at the core of MLEs or immersive content. The proper
features and design from a skills-acquisition point of view do not themselves
guarantee the successful integration and implementation of the developed
technologies” part in training and learning. Attractive features or capabilities to
ensure simplicity of use have the relevant role of committing humans to work
with technology. In terms of engaging learners in using the designed learning
tool and game, several important aspects were identified during the research.
Finally, only time will show whether the extensive research and commitment of
experienced practitioners in the design and development phase will support
users’ engagement with and continued use of them.

5.2 Recommendations for practice

Based on the empirical findings of past years, this dissertation contributes by
clarifying domain-specific knowledge on the effects and roles of MLEs regarding
knowledge and skills acquisition in expertise development and models
integration practices for meaningful technology-enhanced education and
training. To improve human performance through skill acquisition, the interview
descriptions provide valuable insights about current methods, viewpoints, and
challenges within security education and training.

The use of technologies in the field of training and education continues to
focus on the distance-based management of learning with traditional features
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and practices. Particularly during Covid-19, different training communities were
forced to adapt new learning practices, including technologies such as AR and
VR. In practice, technological simulation is one option for creating and
integrating a meaningful learning environment as part of the skills acquisition
process, where a combination of cognitive and experiential learning may occur.
Current digital technologies are a means for creating and facilitating a
meaningful learning experience, where the learner can have audio-perceptual
experience and further learn through reflection and abstraction.

The benefits of visual immersive content should not be underestimated for
learning purposes, for VR patterns, features, and devices can include almost the
entire person (Aaltola, 2020). Technology should not be used as a substitute for
real-life collaboration, experiences, or interpersonal exchanges (Laszlo & Castro,
1995). Immersive learning content provides the opportunity for learners to
engage in augmented scenarios, while the storytelling journey with role-playing
increases the feeling of belonging and commitment and initiates thinking. To
perform skills in real life, practice, including, for example, movements of
different body parts to acquire a basic level of the skill, is the new basis for
competence. Comprehensive experiential learning theories (e.g., Kolb & Kolb),
expertise research (e.g., Ericsson), and findings of skills acquisition (e.g.,
Anderson) as academic theoretical frameworks are presented in this dissertation
as advantages for gaining skills in MLEs.

Skills acquisition and the utilization of learning principles in training design
or higher education programs with embedded digital tools and technology are
highlighted in this dissertation. MLEs with immersive content can facilitate the
experiential part of skills acquisition, as already found in previous studies, such
as those by Laszlo and Castro (1995). This dissertation also highlights the
relevance of applying cognitive and constructive learning principles by selecting
the methods as well as the design. A development of technological solutions to
support efficient learning should not only focus on technology design from a
human perspective in the interaction, but also include human cognitive research
and processes in the design. Cognitive research can support interaction design to
help with knowledge and skills acquisition when human is a target for the
technological content.

The time for playing with the designed MLEs, learning applications, and
games was limited, and there was not enough time for reflection. It is
recommended that teachers ensure enough time for feedback and reflection after
learners play with technology and that the learners practice the acquired skills in
real life. Appropriate actions as part of the education or training program can be
executed by instructors and training providers. Often, the focus is on the
guidelines and perceptions afforded by playing with technology, and the
reflective aspect is missing due to time considerations.

Beyond providing the experiential opportunity to engage with learning
content in MLEs, the facilitator plays a critical role in reflection and abstraction
as parts of the learning process. As the study findings of this dissertation show,
the cognitive load, such as massive amounts of reading materials, in MLEs
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should be carefully analyzed. Learning principles, such as those presented in the
earlier chapters, can be utilized throughout training design or higher education
programs. The value of constructive and cognitive methods is addressed in the
competence acquisition of the adult learner. The importance of cognitive
processes in skills and knowledge acquisition is highlighted through learners’
processes of inputting, storing, and retrieving information from memory.
Findings about age-related differences in performance should be considered in
technology design for adult training. People construct new knowledge and
understandings based on what they already know, and learning is shaped by
previous experiences in collaboration with others. Smart phones and mobile
devices are already suitable for immersion and visualization because of their
developed capacities. In terms of acceptance and user satisfaction when these
devices are used, ease of use and adoption are also relevant elements of MLEs’
content.

Key features of learning approaches focus on subjective experiences and
perceptions of the world, but training and education practices have commonly
taken place in facilities such as classrooms and meeting rooms. These kinds of
limitations in training and education settings are discussed extensively, and
ways for more effective teaching practices are created. Meaningful practice with
feedback in social environments is seen as effective in improving skills and
metacognitive capabilities. The models created in this dissertation are in line with
the experiential learning cycle and aim to enhance expertise development. MLEs
not only shape learning, skills, and expertise acquisition, but also demand
competences in designing and integrating the use of technologies in training and
education successfully.

Nevertheless, the use of technologies in the field of training and education
persists in focusing on the distance-based management of learning with
traditional features and facilitation practices. The challenges for the integration
of technology into training practices consist of gaps in teachers” competence, an
inadequate demonstration of good practices, a lack of resources, the
requirements of highly context-specific content, and the high costs of developing
technologies. In research article V, the integration practices between work life,
research, and education were identified. By identifying current practices, we can
find relevant ways to integrate MLEs in a meaningful way into training and
education. Ultimately, using technological solutions in training and education is
about understanding their role in the pedagogical process and integrating them
in a meaningful way. Technological solutions can be seen as an additional feature
for these current integration practices for training and education, beyond work
life needs, research findings, or projects. The purpose is not to replace classroom
learning but rather to create opportunities for a blended-methods toolbox. For
example, blended learning activities are not always easy or reasonable to
implement for pedagogical professionals. In practice, the selection of learning
methods in the learning process affects whether set learning goals are met
(Buendia-Garcia et al., 2013).
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The successful integration of technological content or MLEs may require the
application of new methods and strategies. The studies in this dissertation reveal
new empirical findings about knowledge and skills acquisition in order to design
learning technologies to better meet human needs in education and training
contexts, as well as to design and model their successful integration into
education and training. Experiences with MLEs empower professionals to
engage with them. There are benefits of a human-centered approach in design.
The implementation of new practices may also be time consuming, and the
teachers and trainers also need learning. It was established in articles  and V that
teachers, trainers, and educators have important roles as guides and facilitators
to find and even design knowledge in the form of visual and immersive content.

The principles of human-centered design (see, e.g., Hyttinen, 2017;
Saariluoma et al., 2016) are essential considerations in the development of novel
technologies (Aaltola, 2020). The proposed model for integration (article I)
recommends practical solutions for instructors and teachers for integrating
immersive technology-based tools more successfully into training or education
courses. The meaning of success lies in ensuring comprehensiveness,
engagement, and commitment in learning processes. The commitment of key
actors who establish training policies, guidelines, and instructions is crucial in
the integration processes. The benefits of earlier research findings from
psychological and educational fields on emotions, memory, and skills acquisition
could further benefit the design of MLEs and help with the choosing of
meaningful pedagogical methods. Therefore, the alignment of these methods
with the design and integration practices of MLEs would not only ensure success,
but also save time.

In design work with training, education, and companies, it is rare to have
many years to conduct background research. More agile ways to build actual life
scenarios and visualize learning content and augmented realities need to be
investigated by future research. Moreover, the potential value of psychological
concepts as part of the pedagogical competences of teaching, training, and
facilitating learning with the use of MLEs should be investigated to narrow the
gap. As authors (Saariluoma, 2016; Leikas, 2009) have previously established,
considerations of usage are relevant. Simple learning technologies may work
more effectively in training and education practices. Article 4 argues that
applying a human-centered model to the design supports efficiency,
effectiveness, and evaluation. One could argue that it is important to apply
technologies that increase the motivation of learners to achieve their goals.

Moreover, considerations about analyzing impacts or effects, for example,
in the form of societal impact assessment, should not be underestimated among
practitioners, and academic practices and studies can provide critical insights
into this topic. Societal impact assessment indicators (development of behaviors
and attitudes, acquisition of skills and knowledge, community norms and values,
and dissemination quality systematic documentation) were identified in article 5
for a network project. In terms of assessment and evaluation, model to assess
impacts can contribute to any activity as a logical toolkit and could be utilized for
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any innovation and network project or organization that wishes to understand
how its actions and solutions influence society.

5.3 Future research

The use of technical tools has been common in humans throughout evolution
(Osiurak et al., 2018). The digital revolution has influenced both the ways
professional communities operate in cooperation with each other and the ways
in which they facilitate learning in training and education environments.
Nowadays, learning experiences take place in different realities —in real life and
in extended realities with augmented and virtual features (Aaltola, 2020). Indeed,
a major advantage of digital learning opportunities is the uniformity and
consistency offered globally.

While this dissertation specifically focuses on the domain-specific skills of
peacebuilding and cybersecurity, interest in more common basic skills, such as
problem-solving and situational awareness, should be further studied in
different domain contexts. To inspire researchers, practitioners, and designers
who analyze and conduct practices with skills, skills acquisition, and the use of
MLE:s for skills acquisition, the dissertation proposes new ways to incorporate
skills acquisition, expert performance, and pedagogical practices into the
learning technology design processes. Beyond domain-specific skills, it is
recommended that more skills in the educational field be studied to enhance
domain-specific training sessions and exercises.

This dissertation posits that the technological solution is best utilized as a
complementary resource for tailored needs but is not adequate and sufficiently
nuanced to act as a stand-alone training tool or as a replacement for real-life
experiential learning, such as reflection or sensorimotor exercise. In this
dissertation, the recommendations based on the study findings highlight
practical solutions to better meet or be prepared for the potential effects of using
MLEs in skills acquisition. However, to increase the validity of these
recommendations, scientific research, cases in different domains, and design
work will be needed in the future.

The findings of this dissertation address concern about properly facilitating
the use of MLEs and reserving time for reflection as part of the pedagogical
process when using technologies. The survey before and after playing the
learning game provided some data to analyze knowledge and skills acquisition.
Nevertheless, more comprehensive, and longer-term research is needed to
understand the role and value of MLEs and their content for expert performance.
Further research is also needed on the appropriate methods for performance
evaluation. Because of the ethical and security aspects of MLEs, their capabilities
are interesting for future research from the perspectives of different academic
disciplines. However, that role of MLEs should not be overstated, and this study
demonstrates that, given the fluid, dynamic nature of professionals’” work in
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peacebuilding and cyber security environments, the nuances and sector-specific
challenges cannot always be exactly replicable in MLE platforms.

In this dissertation, the initial recommendations were modeled to ensure a
scientific background of skills acquisition, pedagogy, and learning in the
emerging usage of learning technologies in the future. There is an inherent
danger that overreliance on behaviorist learning at the expense of traditional
learning approaches and scientific evidence of skills acquisition might leave
individuals ill prepared, underinformed, and under-skilled for their actual
professional roles and work environments. The continuum of AR/VR from a
learning and performance viewpoint should be further studied. It is
recommended that the research community carry out further study, in close
cooperation with practitioners and user communities, of the skills acquisition
and expertise performance aspects and their influences on the design and
knowledge transfer of intelligent cognitive behavior.
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6 CONCLUSION

In this dissertation, the theoretical framework was built on expertise
development and learning technology design to contribute comprehensively to
the research agenda of both skills acquisition in and the design of MLEs. A certain
scrutiny of learning technologies has emerged in recent years, particularly as the
fields have diversified. Although both domains studied highlight the relevance
of training among personnel to enhance their performance in daily work, the use
of MLE:s is a relatively new technological innovation for potential training for
peacebuilding and cybersecurity. In terms of skills acquisition, this dissertation
focused on analyzing the effects and role of MLEs in skills acquisition, training,
and education to improve experts’ performance in actual life. Academic research
and studies have analyzed, evaluated, and assessed MLEs and methods with
regard to skills training and learning. Much of this assessment has thrown down
the gauntlet regarding the merits of skills training with the use of modern
technologies. While there is potential, there are also many obstacles and
limitations.

One key research focus of this dissertation was to analyze domain-specific
skills acquisition in MLEs to improve performance in actual life. Earlier studies
and the literature review show that there is a relationship between higher
processes of sensorimotor skill learning and experiential learning approaches in
adult learners’ skills acquisition and expertise development. In addition,
previous studies on skills acquisition and expertise development highlighted the
skills common to humans, such as problem-solving, adaption, and situational
awareness, which are common in different domains. The findings of this
dissertation on peacebuilding experts” experiences of playing with MLEs focused
on how to gain skills to perform successfully in a real-life environment.

Interestingly, there are few empirical findings on learning’s impacts on
performance and thinking after the use of MLEs for learning and skills
acquisition purposes (Aaltola, 2021). The findings of this dissertation showed
that the general effects, from the users’ perspective immediately after playing in
the MLEs, focused on enjoyment and motivation. Individuals with real-life
experience in comparable settings portrayed in interactions with MLEs
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considered them to be useful additional training tools. Research participants felt
that instead of written texts, the immersive learning content in a digital format
should include visual solutions, such as videos, animations, storytelling,
scenarios, maps, and other visual and structured material. The qualitative
analyses pointed out that experts experienced the rich media content positively,
especially visualizations and video animations. Both positive and negative
implications were addressed in the mimicking narratives of the challenging and
culturally sensitive topic of peacebuilding. They established that these visual
contents helped to adapt new information more precisely and quickly. There are
multiple previous scientific findings on the role of emotions in information
processing, memory, and human behavior (e.g., Myllyld & Saariluoma, 2022;
Saariluoma, 2020). However, this dissertation’s conclusions about digital
learning content effects were tentative and focused on the immediate perceptual
experience.

Consequently, it is posited that the content of MLEs is best utilized as a
complementary tool, but it is not sufficiently and adequately nuanced to act as a
stand-alone training tool or as a replacement for pedagogical methods of
experiential learning (Aaltola, 2020; Aaltola, 2021). Empirical difficulties persist,
and one of the most significant questions relates to expectations for and relevance
of digital content, as well as the estimation of its potential uses. The critical
conclusion to be drawn from this dissertation is that there is room for
improvement in the design and use of MLEs within peacebuilding and
cybersecurity training and higher education. However, the role of technologies
should not be overstated, and the findings demonstrated that, given the fluid,
dynamic nature of professionals” work in complex environments, the nuances
and contexts of those environments cannot always be an exact replicable of
modern environments and realities. There is an inherent danger that overreliance
on active learning through digital learning content in the MLEs at the expense of
traditional learning approaches could leave individuals underinformed and
under-skilled for their professional roles and actual working environments. The
effects of using MLEs focused on shaped pedagogical methods and the
transmission of a large amount of cognitive knowledge and information within
a short timeframe. The time used for using the learning tool or playing the game
was experienced as too short by the players. This kind of cognitive load
challenges HTI, and its influence on learning should be further studied.

MLEs access the people of global communities and provide learning
opportunities through the use of technology in a potentially cost-effective way.
While MLEs are expected to promote educational and competence-improvement
goals, they have also claimed to support attitudinal and behavioral change. When
it is anticipated that learning, skills acquisition, or expertise development will
occur through the use of MLEs, new challenges for an accurate assessment of
them immediately after use may arise in the future (Aaltola, 2021). The
subjectivity of learning and expertise development theories also afflicts AR/VR
simulation and scenario methods (Aaltola, 2021). Aaltola and Taitto (2019), as
well as Radianti et al. (2020), argued that regardless of educational learning
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theory, MLE design and development should be especially firmly guided by
learning and cognitive theories since they provide guidance based on scientific
evidence to reach the desired outcomes. Ensuring the link between learning
theories and MLE design and development will improve their consistency with
learning goals or objectives.

Technologies designed for learning and training often aim to support
humans in gaining the competences and skills to work in new contexts or
environments. Modern digital tools enable new ways of narrating content
(Hyttinen, 2017) and creating stories (Alexander, 2017), and developers attempt
to augment the illusion of a virtual reality or world for the players or users by
immersive experience (Zyda, 2005). Nevertheless, the design and development
of MLEs is a time-consuming and difficult process that includes developing
efforts, interactive experiences, interactions, details, quality graphics, and
journey content (Knapp, 2012). Consequently, this dissertation recommends that
developers, in close cooperation with practitioners, researchers, and user
communities, understand the purpose and context of usage from the point of
view of skills acquisition, expert performance, and expertise development.

According to empirical data analysis from international security,
peacebuilding, and cybersecurity domains, an understanding of the standards of
behavior and an awareness of current practices in a real-life context are required
for designing learning technologies. Otherwise, there might be even higher
resistance among training and education providers to integrating the beneficial
technologies into the curricula of education and training. The findings show that,
even though learning technologies are seen as beneficial by users in evaluation,
their integration into training is one of the key challenges in current practices. In
the context of adult training for professionals and experienced personnel, skills
acquisition and learning principles should be given high priority in both the
integration and design of technology. Interviewees described how culture,
history, religion, and gender aspects play important roles in conflict-area work.
For example, learning content creation should encompass the role of emotions.

The inclusion of more human-centric design perspectives and
psychological concepts of HTI could be suggested for the design of MLEs to
increase skills acquisition and human performance in actual cases. In the study
by Aaltola (2020), the experiential learning cycle was utilized as a foundation for
a model to integrate immersive learning technologies into adult training. The
proposed model presents solutions for instructors and teachers to integrate
immersive technology-based tools more successfully into training or education
courses. The meaning of success lies in commitment, engagement, and ensuring
that learning processes are comprehensively supported by play and immersive
learning content. The design and development of MLEs should consider
ensuring the design phases of user needs and requirements, representation
models, and methods include subconscious and tacit knowledge, as well as
ensure embodied cognition opportunities with VR devices and immersive
content creation. These can benefit skills acquisition and the application of
learning experiences to human competence in real life. Nevertheless, we must
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better understand the roles of human information processing, memory, and
emotions, and their influences on performance.

MLEs with immersive and affective learning content can complement the
acquisition of human skills and competences in the development of expertise. To
conclude, it can be suggested that the design and development of MLEs for
experts deployed in complex real-life settings should comprehensively
understand learning theories and follow the principles of human-centered design
and research findings on HTI. There is the potential for learning technologies to
be integrated in a more effective and engaged way into training and education as
part of a means or method to improve immersive experiences and experiential
opportunities for skills acquisition and successful performance in real life.

89



YHTEENVETO (SUMMARY IN FINNISH)

Nykyaikaiset oppimisymparistot taitojen hankinnassa

Tama vaitoskirja keskittyy taidon hankkimiseen ja asiantuntijuuteen moder-
neissa oppimisalustoissa. Tavoitteena on selvittdid modernien oppimisymparis-
tojen vaikutuksia ihmisten oppimiseen ja taitojen hyodyntdmiseen todellisessa
tydympdristossd. Informaatioteknologian viimeaikaisten suurten muutosten
mukaisesti tutkimuskysymykset ovat valittu niiden merkityksellisyyden ja ajan-
kohtaisuuden vuoksi. Pedagogiset teoriat ja menetelmdt, kuten kayttaytymistie-
teellinen, sosiaalinen konstruktionismi, kognitivismi ja konnektiivisuus, ovat oh-
janneet taidon hankkimista kohti asiantuntijuutta todellisessa tydeldmdkonteks-
tissa.

Digitaalisten teknologioiden nopea muutos ja kehitys on vaikuttanut myos
pedagogisten teorioiden ja menetelmien tarkasteluun. Kehitys on muuttanut ai-
nakin osittain perinteisid oppimisymparistojd. Teknologinen siirtyméd on nosta-
nut uudenlaisia tarpeita oppimiskokemusten jdrjestdamisen kannalta sekd oppi-
mistavoitteiden saavuttamisen osalta. Koulutuksen uudenlaiset digitaaliset kay-
tannot ovat lisdnneet myos monitieteellisen tutkimuksen merkitystd, jotta ym-
médrrdimme paremmin tiedon ja taidon hankkimista uusissa oppimisympaéris-
toissd sekd ihmisen ja teknologian vilistd vuorovaikutusta vaikutuksineen. Tar-
vitsemme uusia tutkimukseen perustuvia malleja ja ldhestymistapoja modernien
oppimisympadristdjen suunnitteluun ja kehittdmiseen, jotta ne ovat niin pedago-
gisesti hyvaksyttdavid, motivoivia kuin sitouttavia.

Viitoskirjan teoreettinen tietopohja perustuu aikuiskasvatustieteellisille 14-
hestymistavoille, asiantuntijuuden kehittymiseen ja teknologiseen suunnitteluun.
Aiemmat kognitiivisen psykologian ja kasvatustieteiden empiiriset tutkimukset
ovat osoittaneet laajasti tuloksia oppimisesta, taidon kehittymisestd ja asiantun-
tijuuden kehittymisestd. Viimeaikaiset muutokset toimintaymparistissa kohti
digitaalisuutta ovat lisinneet tarvetta tutkia myos modernien oppimisympaéris-
tojen vaikutuksia kontekstisidonnaisten taitojen oppimiselle. Lisdksi meidédn tu-
lee paremmin ymmartdd kuinka digitaaliset kdytannot tulisi jarjestdd koulutuk-
sessa, jotta mahdollistamme todellisten tyoeldmdtaitojen parantamisen koulutus-
ympadristoissd. Tutkimustulokset tukevat digitaalisten oppimissisdltdjen suun-
nittelua ja jarjestamista.

Kuinka asiantuntijat hankkivat taitoja ja asiantuntijuus kehittyy? Kuinka
modernit oppimisympaéristot muokkaavat asiantuntijoiden oppimista ja tietotai-
don siirtdmistd todellisiin tyoeldamdkonteksteihin? Millaisia ovat asiantuntijoiden
kayttokokemukset moderneista oppimisympaéristdistd koulutuksessa? Taméan
vditoskirjan artikkelit I, II, III ja VIII tarkastelevat modernien oppimisymparisto-
jen vaikutuksia oppimiseen ja tietotaidon siirtamiseen todelliseen tydeldmékon-
tekstiin

Mitkd ovat tietotaidon ja tiedon siirtdmisen tapoja moderneissa oppimis-
ympadristoissd? Kuinka voimme kehittdd modernien oppimisalustojen suunnitte-
lua, hyodyntamistd ja integraatiota koulutuksessa? Taman vditoskirjan artikkelit
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IV, V, Vlja VII tarkastelevat tiedon siirtdmistd ja teknologiaintegroinnin mahdol-
lisia haasteita ja menetelmid. Tutkimustuloksiin perustuen tdssd vditoskirjassa
ehdotan

1. alustavia ldhestymistapoja kestdvien, motivoivien ja sitouttavien ratkai-
suiden suunnitteluun ja kdytannon toteutukseen,

2. immersiivisen oppimissisédllon integrointimallia aikuiskoulutuksessa,

3. ihmiskeskeistd suunnittelumallia verkko-oppimistyokalujen kehittami-
selle,

4. motivaatiopainotteista systemaattista lihestymistapaa teknologian integ-
roimiseen korkeakoulutuksessa,

5. yhteiskunnallisen vaikuttavuuden tyokalu- ja arviointikehikkoa verkosto-
yhteistyo6lle ja tiedon siirtamiselle.

Taman vaitoskirjan tutkimustuloksia voi hyodyntédd koulutuksissa ja asiantunti-
juuden kehittdmisessd, jossa oppiminen keskittyy tiedon ja taidon hankkimiseen
moderneilla oppimisalustoilla. Tamén vditdskirjan osatutkimukset ovat toteu-
tettu rauhanrakentamisen ja kyberturvallisuuden asiantuntijakonteksteissa. Th-
miskeskeinen teknologiasuunnittelu ja digitaalisten teknologioiden tarkoituk-
senmukainen hyodyntdminen koulutuksissa voi parantaa sekd oppimista etta
asiantuntijoiden suoriutumista haastavissa turvallisuuden tydeldmékonteks-
teissa. Hyvédn taidon hankkiminen koulutuksessa voi vaikuttaa suorasti tai epa-
suorasti operatiiviseen asiantuntijatoimintaan riski- ja turvallisuustilanteissa.
Kognitiotieteisiin perustuva taidon hankkiminen ja asiantuntijuuden kehittymi-
nen moderneilla oppimisalustoilla voi avata yhad uusia metodeja ja kdytantoja te-
hokkaalle ja vaikuttavalle oppimiselle ja kouluttamiselle eri todellisuuksissa ja
tyoelaméakonteksteissa.
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Abstract: Jean Piaget described that intelligence is shaped by experience. In augmented
reality (AR) learning environments, the learner may have an immersive experience, from a
sensor-motoric opportunity as a person to 3D experience. Few studies in the academic
literature directly evaluate and analyze learning technology with regard to immersive
experience in training. This chapter seeks to examine learning experiences when playing
with AR learning technologies and suggests an alternative implementation model for the
integration of immersive learning content to adult training. Specifically, this study examines
a learning tool and a game targeted for the professionals working in security and
peacebuilding context. This study points out a relevance of cognitive and constructive
learning processes with a special attention to experience and reflection, and those
technological immersive tools can positively support training when designed properly.
Moreover, case study findings led to proposing an implementation model to integrate
immersive content, AR tools, and games into adult training.

Introduction

Specific case studies have shown potentiality of virtual technologies to be integrated
to training and education in order to enhance motivation and commitment (Harris & Reid,
2005; Kerawalla et al., 2006; Martin-Gutierrez et al., 2010; Di Serio et al., 2013). Already in
2008, the online enrollments were growing significantly faster than the higher education
enrollments in general (Allen & Seaman, 2008). In 2010 onwards, it was recognized that
there will be a rapid shift in education from traditional classrooms to online and virtual
environments (Allen & Seaman, 2010; Lindgren & Johnson-Glenberg, 2013). Emerging
technologies make education and training more accessible, and students with disabilities
can join to virtual environments (Lange, et al. 2010) as well as communities with access to
Internet. Use of exploratory learning technologies, such as Augmented Reality (AR) as well
as Virtual Reality (VR), is raised in training and education field. Simulation of a real-life
scenario transfers knowledge from reality setting to simulation targeted for communities.
VR and AR systems create a feeling of exploring virtual world with use of features and tools



(e.g. projection screens, virtual glasses, gloves with sensors, trackers, keyboards etc.).
Nevertheless, the level of features used is completely lower in the field of education
compared to the commercial game industry. In addition, the use of full potential of AR and
VR in training and education is limited, even immersive and visual experiences has become
a new trend in several fields. Practical challenges have been noticed especially from the
learning point of view and when integrating solutions to training curricula.

Benefits of technologies are recognized in different fields. In addition, humanitarian,
security, and justice actors working in conflict response or peacebuilding have also
recognized that the changing global digital landscape and the rapidly evolving role of
Information and Communication Technology (ICT). Digitalization represents new and
important opportunities in terms of preventing and responding to international disasters
and conflicts (Brown, 2018, p. 137) through training of competent experts and professionals.
Training plays a crucial role in learning and expertise development before entering to
different work environment or landscape. This chapter reviews learning approaches,
presents particular case study findings about experiences in two AR technologies and
provides a model to integrate of technologies to training more efficiently in practice.

When empiricism focuses on a relevance of experiences, constructivism addresses a
knowledge as compilation of human constructions. Cognitive learning perspectives
consider important the knowledge acquisition and learners’ process to input, store and
retrieve information in memory. In constructive learning approaches, people construct
knowledge and understandings based on what they already know, shaped by previous
experiences and in collaboration with others. One emergent theory of learning,
connectivism, argues that knowledge is a network of connections and learning consist
construction and exploring of these networks (Kop & Hill, 2008; Downes, 2007; Siemens,
2005). Nevertheless, the role of immersive and affective learning contents and use of
technological features in learning still remains underestimated and studied. Moreover, there
are challenges in translation of knowledge and mimic reality to AR context, such as to
simulations or storytelling and role-played games. Beyond the overall learning and use of
technological tools and immersive contents part of training, this chapter highlights a specific
case study to touch dilemmas of learning in AR/VR. The key questions for this case study
were; How did the learners experience AR games in training? How can acquisition of skills
in AR environment enhance expertise performance in real contexts and situations? What are
the lessons when integrating immersive technological solutions into adult training, which
aims to improve human performance in reality?

There are enormous prospects and challenges when it comes to appropriate and
effective technological methods for training personnel to work in new and complex
environments. Often learning outcomes are described as a skill or a competence orientated,
which leads to discussion about sensorimotor learning and expertise development. It is
essential to investigate perspectives of kinetic, sensorimotor experiences in AR/ VR learning
and study the role of embodied cognition to drive the learning and expertise development.
In practice, adult training can aim to improve performance through enhancement of skills,
such as intercommunication competences, project management skills, technological skills or
decision-making skills. Educational learning foundations aim to ensure that relevant steps
of learning are taken into the consideration. This case study revealed potentials as well as
challenges when practically integrating technologies into training setting. General findings
of case study addressed rather low and poor level integration of new technologies to adult



training. To match with learning foundations and integration challenges, the constructive
experiential learning cycle is taken as a baseline to model integration and present it in line
with learning principles.

BACKGROUND

New technologies emerge new types of instructional and design opportunities for
training. Training is a systematic process designed to impart, attitudes, concepts,
knowledge, rules or skills in trainees, and result in improved performance or other
organizational outcomes of value (Kraiger et al. 2014). Mimic knowledge and reality for
learning experiences in AR and immersive content therefore contribute to entire cognitive
and constructive learning processes of the learners. Games engage with augmented or
virtual information via wireless devices. Most conventional AR or VR games use headsets
and haptic bodysuits to mimic and amplify sensory feedback to match the visual scene of
the game. Interaction and bodily presence represent body movement and responses to game
events on external devices. Embodied self-representations in AR/ VR provide an anchor for
visuomotor tasks and can have behaviour implications (Borrego et al., 2019).

Augmentation aims to mimic real experiences and interactions in easy-to-access
immersive tools and therefore provide new types of learning resources. There are numerous
perspectives and studies about AR and VR as well as human cognitive processes among
different disciplines, authors and practitioners. Technically VR solutions are more
developed and simulate a physical presence of the user in a virtual environment, and
includes sensory-motoric and cognitive features and can provide emotional experiences
(Bjork & Holopainen, 2004). The understandings from philosophical, psychological and
educational foundations can bring added value to the discussions of immersive and
affective learning. Studies, on cognitive processes in learning and differences of these
processes in AR/VR contexts, have increased. Even patterns, features and devices can
include almost entire person to virtual reality, there are also findings of benefits on basic
level AR patterns like visual immersive contents. There are claims that perception functions
in AR games to plan for action constitute a kind of action in virtue of sharing a
representational code (Shapiro, 2014). Accordingly, the analyses of embodied aspects and
cognition show that kinesthetic patterns more generally are activated in correlation with
visual perception (Gallagher, 2014). Simple sensor-motor skill development enhances the
performance also in more challenging tasks.

In the context of this case study, pedagogical and methodological challenges for adult
training were not only around methods or integrating technological tools into training, but
also that professionals should possess an awareness of multiple actors, capacities to cope
with complexity and uncertainty in conflict-affected settings (OECD 2012: 33) and learn
large set of skills. Training practitioners have noticed the importance of common standards
and procedures in terms of necessary skillset to be trained through training architecture
globally for mission personnel (Cutillo 2013: 5-7). Complexity of reality provides lot of
requirements for training designers and selections of methods. Background organizations
and their procedures play crucial role in training framework and in terms of knowledge,
skills and competence development guidance. It means strong reflection of policymakers as
well as causality with training methods matching with needs and requirements of quality.

Adult training delivery and professional expertise development struggle with how to
comply with complexity and technological innovations at the same time. Complex reality



requires people who are committed both at organizational and individual levels to be
prepared and trained with knowledge, skills and competences before entering to area. Since
security and humanitarian work in conflict context has grown into a multidimensional and
complex phenomenon, enhancing the training delivery for the personnel globally is
paramount (Hyttinen et al.,, 2017, p. 72). Norheim-Martinsen (2010) concludes in his
analysis, recent operational experience has shown that effective peacebuilding requires a
quick response from flexible teams of people with various professional backgrounds who
can address different types of challenges, i.e. filling immediate security gaps, while, at the
same time, starting to build local capacity. European Union's growth as a security actor since
2003 has affected as a development of various learning mechanisms to improve its
performance (Smith, 2018) in humanitarian and conflict areas. As a professional working
context, activities include a broad awareness of multiple actors and capacities to cope with
complexity and uncertainty in fragile and conflict-affected settings (OECD, 2012. p. 33). It is
evident, that both political and field approaches are challenging training providers towards
effectiveness and efficiency. Since, the target personnel of training possess different
educational and professional backgrounds there has been a specified need for a joint
training (Taitto, 2017). These context-specific communities and cultures are important to
study and discuss. Especially how to proceed with the integration of technological solutions
to training among instructors and teachers who have used to work with traditional
pedagogical methods.

The acquisition of knowledge and skills

This part reviews the background theoretical principles and relevant insights of
learning approaches and cognitive processes in adult training. Traditional empiric,
constructive and rational learning approaches (Rauste-von Wright & von Wright, 1994, p.
105) have influenced to teaching, instructional design and learning methods. Role of
learning styles and methods becomes critical and valid when training aims to transfer
learning outcomes to preferred performance in another context. This happens almost in
every case of formal learning that learning takes place in different context than preferred
performance, also in simulations.

Theory of cognitive development (Piaget, 1936), theory of experience (e.g. Dewey,
1938) and social constructivism (e.g. Miller) were the key constructivist viewpoints, which
led to commonly used experiential learning tradition in adult education and training. Jean
Piaget (1950) described that intelligence is shaped by experience. His theories highlighted
the role of experiment as validation part of constructive processes. Adult learners taught
using constructive learning methods have displayed competences and skills in doing. Piaget
built the basis for constructive way of thinking (Rauste-von Wright & von Wright, 1991, p.
118). Constructivist learning theories believe in the role of social environmental context and
interactions with others in individual development (Dewey, 1938) and assert learning
socially situated (Lave & Wenger, 1991). Dewey (1938) addressed that human is active
learner and the nature of learning is based on problem solving.

Polanyi (1958) discussed about tacit knowledge and his assumption was that some
knowledge is difficult to articulate with language and may exists in a form of experiences.
His understanding of tacit knowledge is in a relation with society and to our personal
interests and commitments. According to Nonaka & Takeuchi (1995, p. 57-58) knowledge is
defined in relation to action and with commitment and beliefs on messages. They described



information as a flow of meaningful messages. Later on, Stenmark (2001) argued that fact
knowledge includes both forms of knowledge, tacit and explicit. Knowledge creation and
learning theories strongly argue about the relevance of understanding knowledge as
socially constructed process. Also experiential learning approaches and skill development
highlight experience high when aim is to improve knowledge, skills and competences. In
training setting, experiences may often take place outside of the classroom in daily real-life
setting and informal form. Humans developing their skills and knowledge in a training with
a purpose to work in new environment require comprehensive learning setting and
awareness of learning methods, not only among facilitators, trainers, teachers or mentors
but also by the learners. The range of instructional and methodological design opportunities
is quite broad, and the effective learning techniques support adaption of new competences
in different contexts in a form of informal learning (Marsick & Watkins, 2001). Cognitive
skills can be transferred with almost same logical principles than knowledge (Rauste-von
Wright & von-Wright, 1991, p. 130).

Acquisition of knowledge and skills includes processes from holistic experiential and
sensorimotor learning to tacit knowledge creation. Moreover, the acquisition of competence
combines the relationship between experience transformation, knowledge creation and
social constructions. Learning of new skill or movement enhancement is a complex
phenomenon of human (Coker, 2017). Simple motor skill learning influences to motor and
movement abilities, such as posture or presenting. The relation between movement skill
learning and experiential learning approach is strong. Successful skills learning require
practice, experiences, starting from the simple versions of the task and increasing the level
of complexity (Charter & Christiansen, 2018). Previous acquisition mechanisms affect to
next processes of skills acquisition throughout the lifespan. Transformation of experiential
visual perceptions into knowledge and performance of movements require cognitive mental
process. Movements of different body parts must be coordinated to produce a movement
skill that can be basis of new competence. In movement skill, inputs from human sensory
and cognition are important in order to choose correctly, organizing and adjusting
movement. Task requirements, environmental conditions and personal characteristics
inflict to constraints to determine what person must do. Most of the motor skills schemes
are based on experiences and descriptive and distinguished with regard to skill complexity,
structure and the level of difficulty and familiarity (Voelcker-Rehage, 2008). In addition,
considerations of reflection and abstraction and their cognitive mental processes are
relevant in learning. Often reflection and abstraction require reflective thinking and explicit
knowledge creation in social construction.

Embodied, environmentally embedded approaches have a lot to offer to cognitive
science as well as to other disciplinary. It is increasingly clear that, in a wide variety of cases,
an individual brain should not be the sole locus of cognitive scientific interest. Cognition is
a phenomenon that can be successfully studied when including the roles of body, world and
action. The facts about embodiment influence our ideas about low-level sensorimotor
processes (Clark, 1999). The most evident way to analyze embodied cognition is to find out
changes in motor system in correlation with changes in perception. Sensor-motor
approaches have addressed the importance of perceptual experiences (such as vision) with
the integration of environment where those normally arise in (Myin & Degenaar, 2014). The
most evident way to define embodied cognition is to analyze the correlation between
changes in perceptions and changes in motor system. Perceptual mechanisms and



representations on immersive learning content for action need to take into account
constraints of action and goals of action.

Auditory perception like listening music when playing often effects to a raise of
emotions. Even deeper immersive feeling requires external sensors to capture user’s
movements to virtual environment (Gutiérrez et al. p. 476-477), but also embodied cognitive
processes especially when learning a skill require dependencies with perception, emotions
and movements. Theory of the perception of sensory outcome (Prinz, 1997) is important to
address through associative learning processes. Perception leads to activation of the
patterns, which involves sensory and motor-cortical areas. Music perception implies an
involvement of emotional and motor systems, affecting to mood regulation and motivation
to move. A growing awareness of the embodied viewpoints gathering different perceptions,
like effects of music, has capacities to influence to next level ranges what cognitive
approaches can achieve.

Experiential Learning Cycle

“Learning is a holistic process of adaptation to the world. Not just the result of
cognition, learning involves the integrated functioning of the total person— thinking,
feeling, perceiving, and behaving” (Kolb & Kolb 2005: 194). Several other authors and
experiments consider the role of experience as one of the most relevant in adult learning
processes. Kolb’s (1984) dichotomy between doing and reflection has strongly influenced to
adult education and training (Wang & Newton, 2012, p. 191). Kolb's (1984) experiential
learning style theory is a four-stage learning cycle;

1. Concrete Experience - a new experience or situation is encountered, or a reinterpretation
of existing experience (i.e. feeling).

2. Reflective Observation of the New Experience - of particular importance are any
inconsistencies between experience and understanding (i.e. watching).

3. Abstract Conceptualization - reflection gives rise to a new idea, or a modification of
existing abstract concepts (i.e. thinking)

4. Active Experimentation - the learner applies the idea(s) to the world around them to see
what happens (i.e. doing).

This comprehensive learning style builds the theoretical model when analyzing
experiences in AR setting and when understanding cognitive processes in relation to skills
development and learning. Experiential learning cycle is one of the most dynamic
approaches in training and education domain (Kolb & Kolb, 2011). Academic studies and
findings from past twenty years have influenced to improve an understanding about the
role of instructor or teacher in learning processes. Experiential learning encourages to
systematically taking the learners through each step, and knowledge is created through the
transformation of experience. The value of experiential educational theories lays in a more
holistic approach including cognition, environmental factors (context), and emotions. They
provide opportunities to apply experiential instructional practices in due time. Other
scientific approaches, like cognitive sciences, neuroscience or other psychological theories,
offer multiple several options to choose but author of this chapter chose to stay in the holistic
experience oriented educational basis.

Learning principles can be utilized throughout training design or higher education
programs. Key features of learning approaches are experiences and adoptions of the world,
but training and education practices have commonly situated in facilities such as in



classrooms or meeting rooms. These kind of limitations in training and education settings
are discussed and new ways are already created. Reflection of the experiences can be
facilitated through social constructive instructors and methods (such as group discussions
or tasks) in a classroom and innovate in knowledge creation and abstractive processes. Rose
& Church (1998) found that practicing with performance and feedback stronger effects in
learning teaching behaviors and skills. Findings from use of high-quality constructivist
curricula have showed increased performance in problem solving, high commitment and
metacognitive outcomes. Mentoring, advising or practice with feedback in social
environments are seen effective in improving skills and metacognitive capabilities.
Experiential learning cycle and social constructivism ensure competence development and
learning.

Learning Technologies

When technological solutions aim to improve human performance, the knowledge and
skill development as well as competence transfer from context to another set some
requirements for learning. The purpose of playing with technology such as games, tools,
simulations or Learning Management Systems (LMSs) can target to better access to
knowledge, enhancing human performance or learning new competences. The emerging
digital possibilities enabled the raise of e-learning and information distribution around the
globe (Zhang et al., 2004, p. 75-79). With its potential for providing flexible access to content
anywhere and anytime, digital learning opportunities have become popular worldwide
(IECEU, 2016). In 2008, online enrollments were growing significantly faster than the higher
education enrollments in general (Allen & Seaman 2008). Technological solutions have
developed, but still LMSs and eLearning stay the most used solutions in education and
training.

Technological simulation, such as game, connects scenario, immersive and affective
contents and learning methodologies in a meaningful way to the learning process. A
simulation has been defined as an artificial or augmented scenario or environment that is
designed to represent or simulate some aspects of reality. Generally, we aim to understand
imitated system in a variety of simulated environments. The relation of program to
environment opened up the role of computer simulation as a tool to understand human
behavior. (Herbert, 1996, p. 13-23). Simulations can incorporate different degrees and types
of fidelity, or realism, namely, physical, functional and psychological. Learning games or
gamified learning tools are or include parts of Augmented Reality (AR) simulations.
Milgram’s reality-virtuality continuum (Milgram & Kishino, 1994) provides the
understanding that the frontier between AR and VR is continuous scale with totally real and
virtual environment. In practice, technological simulation is one mean to create meaningful
learning environment, where learner can experience and learn through reflection,
abstraction and constructivism. In learning processes, also with use of AR and VR, the
learners are not often able to present explicitly their learning immediately after the process.
In addition, playing AR learning game does not yet guarantee applying and transferring
skills to other context physically. The discussion among scholars related to observational
and physical experience (see for example Cross et al. 2009) in learning is becoming even
more relevant to further study when digital environments are developed.



AR/VR games are suitable training tools also various levels and positions in
organizations, because they provide immersive and affective content for perceptions and
visual experiences of reality. Games engage individuals in real-life experiences that result
to interaction between humans and their environments observed seeing, feeling, and doing.
The perceptions may take place in reality as well as in AR forms of games, tools, simulations
or scenarios. AR game and tool provide often, also in this case, only immersive and affective
learning content perceived visually or sense of hearing. AR game simulations immerse the
player in the game and immersion in the decision-making process of the game requires the
player to learn the consequences of their decisions, and thus being part of an active learning
process. (Kraiger, 2014). Simulation can enable achievement of assessable and measurable
learning objectives, when learner navigates in a learning space, where he/she receives
feedback constantly and is facing new challenges in an evolving and dynamic environment.
Surrounding the user with virtual or augmented technologies or devices is often used to
create immersion (Wu, Lui, Wang & Zhao, 2015). To be credible, perception with virtual
environment requires real-time interaction and feedback (Riva, 2006).

Nowadays, smart phones and other mobile devices are more suitable to visualization
and immersion because of their developed capacities. In terms of acceptance and user
satisfaction also ease to use and ease to adopt are relevant elements. Moreover, findings
from the age-related performance differences must be taken into account in design of
technology for adult training. For example, researchers have showed that older adults rely
more on visual control when acquiring and performing a precision locomotor tasks (e.g.
Hedel & Dietz, 2004). In addition, cognitive studies have shown the effect of perceptual
speed the performance level. There are instructional design practices for the integration of
basic immersive learning contents considered in line with adult educational principles (see
for example Keillor & Littlefield, 2012). Tutorial quizzes, audiovisual contents, surveys and
forms provides easy to use tools for the teachers and instructors to ensure perceptional
experiences for the learners.

The principles of human-technology design (see i.e. Saariluoma et al., 2016, Hyttinen,
2017) is essential consider in the development of new products. Development of technology
supported efficient training should be user centric and development curve faster in games
and online tools since both tacit and explicit knowledge changes. Nevertheless, the process
of human-centered design does not yet guarantee the successful implementation of
developed technologies into training curriculums and practices. Individual instructors or
teachers may teach in ways that reflect their own learning styles, and therefore teachers
should be encouraged learners to Kolb’s learning stages (Healey & Jenkins, 2000). There are
potentials for learning technologies to be integrated more effectively to training as part of a
mean or method to improve immersion and experiential opportunities. Moreover, shifting
the focus from technology-centered to human-centered design approach creates systems
relevant to the learning objectives (Persson, 2017) and this may also support enhanced
integration. As McGonigal points out, “game design isn’t just a technological craft. It's a
twenty-first century way of thinking...It's a twenty-first century way of working together
to accomplish real change.” (McGonigal, 2011, p.13). Design and development of AR games
to ensure user needs, embodied cognition and experiential learning would benefit skills
learning and transformation of competence to reality.



CASE STUDY

The findings of this case study are drawn from in-depth expert interviews (n=15) and
two technology evaluation workshops conducted during the Improving the Effectiveness
of Capabilities in EU conflict prevention (IECEU) and Gaming for Peace (GAP) projects in
years 2015-2019. IECEU developed an immersive learning tool to get familiar with
peacebuilding context, legislation and practices. Selected empirical approach in data
collection (interviews and observations) and analysis aims to contribute as a case study and
provide knowledge through researcher’s senses and interviewees’ experiences. Qualitative
research methods are often inductive (Kaplan & Maxwell, 2005) and in this study the
hypothesis were developed in conducting the study and while learning about the setting
and people in it.

Semi-structured interview is a method to collect in-depth information about people’s
experiences and opinions. This methods was seen as the most appropriate within this
context. Learner’s experiences when playing the game and the tool were collected by
observations and interviews. Observations of the evaluation sessions provided valuable
information about the setting to describe strengths and weaknesses when playing with AR
technologies. Triangulation of two different project data (interviews, observations and
documents) was selected as analyzing method to interpret the phenomena
comprehensively. Patton (1999) identified that the convergence of data from different
sources and methods is a qualitative research strategy to test validity.

Part of IECEU- project, a learning tool was developed based on the research findings
from EU operations in eight different conflict areas. GAP -project designed an online role-
playing game in soft skills development for professionals working in the conflict field. Both
case study technologies offered immersive and affective contents in digital forms for the
learners. Both technological learning solutions, the learning tool and the learning game, are
accumulated multicultural and multi-professional design innovation and development
collaboration. Methods, to collect the information for the transcriptions, vignettes and
scenarios, were interviews and workshops among professionals with long-term experience
from the conflict or crisis zones. Learning tool comprehended immersive multimedia
content of written documents, augmented storytelling animations based on reality scenarios
as well as affective and gamified features to raise motivation. Gamified elements implied
grading throughout the tool was played and question sets answered. Learning tool
motivated the learners with certification. Certification was a concrete production for the
learner to show completion of eLearning part. Learning tool enclosed augmented animated
scenarios and storylines for visual observations to mimic multicultural reality conflict zone.
Learning game consisted features to engage player’s senses of audition (sense of hearing)
and vision in a form of animation, music and storytelling. Gamified features were
roleplaying options and question sets for learning reflection. Question sets were followed
into next situation in game scenario. Animated scenario and storyline with audio provided
important features for game playing experiences. The player was able to read and hear the
storytelling and then complete decision to click text boxes to proceed in a game. Game
playing mode allows the player to explore a scene in the game. The player must pan the
scene to discover all its elements within a scene. The decisions taken by the player give
scoring results during the game play.



FINDINGS
Experiences in use of AR Technologies

Viewpoint in this study focused on analyzing learners’ experiences when playing
game and tool. Described experiences, such as feelings, provided meanings to analyze
achievement of the learning outcomes. They also revealed the level of awareness about the
desired human performance. Learners perceived mainly visually and with a sense of
hearing. Both the game and the tool provided perceptions of immersive and affective
content in AR. Experiences were categorized to five themes, which are further elaborated
below; first impressions, experiential methods of AR tool and game, perceptions and
embodiment, and human-technology interaction.

When asking about first impressions, the learning tool players valued the first
impression high even the learning tool included only written material, immersive
animations and gamified quizzes. Learners described the first impression as the most
relevant in order to continue the use of learning tool. Learners felt higher motivation and
excitement when using or playing the online tool or game when they were asked to
compared it to traditional methods; reading or listening a lecture. The game players
addressed the game as “very interesting option” as a learning method. Motivation, not only
to use of technological solutions, but also in human learning processes, plays very important
role. Research participants felt that instead of written texts, the learning content in online
format should include visual solutions such as videos, animations, storytelling, scenarios,
maps and other visual and structured material. They addressed that visual contents help to
adapt new information more precisely and faster.

It was observed that the tool provided a possibility for learners to observe visually
augmented conflict scenarios. Game offered option to join with a specific role in augmented
conflict scenario and follow the storytelling journey as “role playing”. Tool gamified quizzes
after observing animations and therefore provided an immediate reflection opportunity
based on visual perception. Few players described roleplaying as “eyes-opening”, when the
player needed to consider his/her thoughts in a specific role including nationality,
profession, gender and age. Both, gamified animations (tool) and storytelling role-play
(game), provided experience flows for the learners. In comparison to traditional visual
learning methods, such as videos or pictures, learners described that they felt deeper
belonging to the context. One respondents described that she did not feel to do other things
at the same time, like normally she would do when following lectures or while reading. This
can be interpreted as deeper commitment while playing in AR environment. The negative
aspects focused in both data analysis on personal capabilities and possibilities to adapt so
extensive amount of knowledge and information in so short timeframe. The time used for
using the learning tool or playing the game was experienced too short by the players. Often
the time for reflection is minimal even in real-life exercises and training. The training content
may also influence to persons” attitudes, emotions and values, and therefore the time for
reflection through discussions or other methods should be consider to ensure appropriate
learning curve as well as several learning methods and techniques. Beyond providing the
experiential opportunity, the reflection and abstraction are essential to facilitate among the
learners. Instructors and training providers can easily execute these appropriate actions part
of adult training based on technical instructional practices.



Several interviewees described that they earlier heard real-life stories from colleagues
in conflict zones, but with the learning game, they were able to get a visual and audio
perceptions in augmented environment. In evaluation workshops, a sense of hearing was
addressed important additional feature and music influenced to “get in to right mood”.
Music may raise emotions when playing. Perceptions of immersive and affective content in
learning game and tool led learners to describe cognitive processes and their individual
emotions. Theoretical discussions of the meaning between perception and action may differ
from perception for action even to perception as action. In this case study, players mainly
used same position during and after playing. Immersive learning content perceptions,
mainly visual and hearing, and there was no bodily movement observed in AR or real life
situations. It was recognized that even learners of case studies felt excitement and value of
learning tool and game; they were not able to analyze the learning outcomes immediately
after the playing. Most of learners felt that they did not precisely learn anything new, but
they felt that the new learning technologies very much needed and valuable. Nevertheless,
as a comparison the professionals who already had real-life experiences from fragile areas
and conflict settings were able to describe their learning experiences better after playing the
game or tool.

When observing human and technology interaction during case study AR tool and
game playing, there was a clear lack of movement or physical activities during playing. This
is a critical limitation of AR from the learning point of view, especially when considering
individual skill and competence development. From the technical feature point of view, the
learners addressed the most desired functions of the tool as options for gamified learning,
mobile friendly and multi-browser compatible. In terms of technological sensory design,
tool and game did not include sensors, headsets, glasses, joysticks or opportunities for
different sensing than hearing, watching, observing and touching. The interaction between
human and technology occurred with visual and audio perceptions with content via screen
and audio of smart phone, laptop or pad. When learning tool included only animated
videos, learning game offered roleplaying option. Roleplaying is more attractive method for
the player and it can help to produce the feeling “to be inside the game”. On PC and Mac,
the player uses their mouse to drag the scene or highlighted element in order to interact
with them. On iPad, the player swipes the scene left and right to pan, and they can tap on
the highlighted elements to interact. This scoring result were visible either for the learner
(learning tool) or for the trainer or teacher (learning game).

Integration Model

Triangulation of data revealed that current training practices focused on traditional
pedagogical methods than blended learning methods supported with technologies, i.e. AR
or immersive technological solutions. Pedagogical methods of the training were mainly
face-to-face courses with lectures, workshops and exercises and mainly organized
nationally, not always internationally. Practices of trainings mainly laid on classroom
teaching and mentoring, even studies of adult learning and emerging technologies provide
extensive range of methods and solutions to be facilitated. Data analyses addressed an
integration of technological solutions to training as one of the key challenges in current
practices. In the context of adult training for the professional and experienced personnel,
the adult education principles in training should be considered with high priority in the
integration and designing of technology. Interviewees described that culture, history,



religious as well as gender aspects play important roles in conflict area work. Therefore, also
training should possess the roles of emotions and attitudes, as well as learning principles in
the exercises. According to empirical data analyses, the understanding of the standards in
behaving and awareness of current practices in real life context are required when designing
technological tools, exercises, games or simulations. Otherwise, there might be even higher
resistance among training providers accepting beneficial immersive learning contents to
curriculums of training.

Experiential learning cycle was utilized as a foundation to a model to integrate
immersive learning technologies to adult training. In addition, this chapter builds on the
educational approaches and learning theories. The proposed model presents solutions for
instructors and teachers to more successfully integrate immersive technology-based tools
for training or education courses. The meaning of successful rest on commitment,
engagement and ensuring learning processes comprehensively in playing. The model
combines triangulation of empirical data and learning perspectives. It aims to enhance
integration of technologies in order to reach set learning outcomes and improve human
performance in reality setting. Model to integrate immersive learning content to adult
training presented below aims to follow the experiential learning cycle and base on
educational underpinnings.

Perceptual experience can be facilitated through integration of AR (e.g. tools or
games), including immersive content, to training curricula as a task or pre-course task.
Experience can happen as individually by the learner. Immersive learning content can
provide the experiential basis for the adult learners before training. Even perceptions that
AR solutions offer are rather simple and lack variations of senses beyond hearing and
seeing, they help to start cognitive processes towards next phases of the learning.

Action and Reflection in reality, AR or VR should be followed after perceptual
experience. This can take place individually by the learner, but also among peers. A special
attention to embodied cognition in action should be encouraged. Reflective discussions with
experienced mentors or teachers enhance learning from perceptual experience and action
towards desired performance and finally achievement of learning objectives.

Experience and Abstraction increase the understanding of new experiences and ideas
in the abstraction level. The bridge between experiences and theoretical abstractive level
raises learning potential based on individual experience. Summarizing reflected
experiences with frameworks and explicit concepts benefits in human performance and
competence development. Also at this stage, a deliberation of immersive and affective
contents in abstraction can support representations and especially visual learners.

Organizational knowledge creation concludes the learning process with aim to
improve human performance in a community or group level. Constructivist activities add
on information sharing and knowledge creation in the organizations or communities.
Individual experiences in reality, AR or VR can build the basis for knowledge creation and
face-to-face classroom-based training is valuable way to facilitate it with use of
constructivist teaching methods. Sharing individual experiences and discussions enhance
new knowledge creation and learning together.
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Figure 1: A proposed implementation model to integrate immersive content, AR
environments into adult training.

Learning is a comprehensive process including cognition, feelings, kinetics, and
individual experiences. AR and VR technologies can provide new type of experiences
online, located close to learners. As case studies have shown, a special attention should be
paid on the integration of AR and VR in a meaningful way to training and education. This
integration model helps the trainers, teachers and learners to understand the entire process
and select the use of technological parts meaningfully to reach learning outcomes.

DISCUSSION

Lately, the swift from traditional classroom training to more technological training
seems to progress and there is an interest to integrate smarter learning solutions to training
and education. In addition, high costs of technological developments, such as AR and VR
tools or games, have maybe negatively affected to use and integrate them in the educational
courses and adult training. Unfortunately, the current formats of learning technologies are
still low level in comparison with trends and commercial industry.

This chapter addressed that the role of immersive perceptions supplying experiences
and experiential learning cycle provide visions and positions for integrating technologies
more comprehend. In skill and competence development, a lack of movement and
sensorimotor activities influence to learning and embodied cognition as well as low
adaptive capabilities to perform skills and competences in reality context. The
understanding of the benefits and limitations to human performance in reality when
playing AR or VR game helps to utilize technologies realistically in practice. It was
recognized that the content of multi-cultural and novel augmented realities raise different
emotions and thoughts by the learner.

In this case, a lack of embodied cognition when playing the tool or the game was
recognized. It raised several limitations in terms of learning skills and competences in AR.
There was not dependencies between perception, action movement and emotions as part of



playing experience of immersive learning content. Therefore, this kind of approach
highlighting the importance of embodied cognitive processes in learning strongly pushes
integration of immersive learning content, such as AR technologies, with use of other
learning methods. It is also identified earlier “digital tools do not substitute face-to-face
methods, but complement them by enabling more constant interaction with users and
lowering certain users’ participation thresholds” (Friedrich 2013). Blended learning
techniques and methods are seen relevant. Another opportunity to consider would be rather
easily applied in AR simulations and games. Tasking and directing player to movements
during game playing would include opportunities of embodied cognition to entire learning
process. Tasking and skill movement in real life can be facilitate without technical features
like sensors. In line with previous findings of motor skill and competence development and
learning, the exercises of activity and movements in real context are crucial beyond
experience, reflection and abstraction of knowledge.

AR technologies do not usually guarantee the embodied cognition itself. In order to
decrease the level of costs or instructional challenges in using AR technology, simple
solutions without sensors, joysticks or glasses are often more suitable for adult training
purposes. If the learning goal is around skills or competences, applying a perception for
action in physical reality with use of methods like exercising or playing allows improved
performance and successful reach of the learning outcomes. Experiential learning studies
showed the contextual relevance of the experience in learning process. Therefore, the
potential to apply the learned knowledge, skill or competence in demand context grows if
training ensures applying or exercising the competence in reality together with AR.

This is suggested especially in the cases where the reality environment is challenging
to face to provide experience for the learner (e.g. location). As this case study showed, AR
can provide individual perceptual experience for the learner through simulations or
scenarios for example in visually supported games or animations. Because AR context
provides different environment than reality, the immersive learning experience should not
focus towards total absolute in terms of matching with reality. In the end, the aim of
perfection may influence negatively to adaption of immersive contents by the adult training
community. This case study showed that more complex the AR is, more challenging it is to
integrate to training because of its time efforts. Therefore, considerations on use of simple
AR tools may work more effectively in practice. One could argue it is important to apply
tools or games that potentially raises the motivation (with use of immersion, affective
content, goals etc.) towards learning goal by the learners.

The models from movement-based game design or interphases provides simple
baseline for training and education field. Another key finding of this study was that AR
technologies are not often successfully integrated to training and curricula. The
commitment of key actors who establish training policies, guidelines and instructions is
crucial in the integration processes. Case study found out that integration of technological
solutions often failed to facilitate reflective and abstractive parts of experiential learning
cycle in training sessions among adult learners. In practice, the instructors and teachers
focused on introducing guidelines to use and play the tool or the game and followed the
playing in the classroom. Individual playing afforded perceptions, experiences and
cognitions to process them throughout playing, but reflective parts are missing.

This raised an intention to introduce key influences of empiric and constructivism
theoretical underpinnings multidisciplinary. Successful applying experiential learning



model in the integration of AR tools and games to adult training gives opportunities for
learning and instructors. Before immersive technologies, learning methods such as case
studies, board games, role-plays, observations, reading and listening were the most
commonly used to provide substitutional experiences. Exploitation of these traditions and
practices cure the technological learning methods. These kind of learning features could
enhance the integration of learning technologies more effectively to training setting for
instructions who have not used these or similar tools in their own learning.

FUTURE RESEARCH

The findings of earlier studies have showed the relations between perceptions and actions.
The perceptions of immersive learning contents for action or performance in the
environment, reality or augmented, should effect on ways of designing and producing
learning tools and games. The large setting of multiple experiments shows a relation
between different bodies of people and thinking, in a predictable way (Casasanto, 2014).
These kinds of implications could be further studied in the field of immersive and affective
capacities of learning technologies to improve their training potential to performance and
actions. During this research, a use of AR technologies raised number of questions from
efficiency and learning perspectives. Does AR learning games and tools provide dynamic
opportunities for learning? How can immersive content provide kinetic experiences such as
feelings compared in reality? How can we ensure embodied cognition (body, world and
action), learning and sensorimotor experiences in adult expertise development with use of
AR technologies?

Findings revealed number of potentials as well as challenges during integration processes
of AR games to adult training. Case study showed that the technologies with affective
content and positive player feedback was not successfully integrated afterwards to training
curricula. Therefore, the considerations around integration of AR and VR technologies to
adult professional training call for further studies, discussions and good practices.

CONCLUSIONS

This case study showed that beyond the traditional LMSs, immersive learning contents
provide valuable experiences for the learners. Experiences in Augmented or Virtual Reality
(AR/VR) are perceived often visually and with sense of hearing. AR/ VR games and tools
mimic real scenarios and are rather new phenomena in adult training. Moreover, the value
of using multiple learning techniques and methods, such as reading, observations, problem
solving, decision-making and quizzes in AR, is around the wide range of opportunities to
reach individual learning characteristics. How can we benefit from the immersive learning
experiences? How does these experiences shape our learning processes compared to reality
experiences?

Case study findings described first impressions, experiential methods of AR tool and game,
perceptions and embodiment, and human-technology interaction. When observing the
users of AR tool or game, it was evident that embodied cognition was lacking. When
learning content aims to improve skills and competences and to apply them in the real-life
setting as performance, we encounter complexity of cognitive processes and learning
perspectives. Moreover, there were challenges with facilitating reflection and abstraction
stages when playing with AR technologies.



Even the acceptance of digital training solutions is rather positive among learners and
practitioners, the use of AR/VR as part of training has stayed low. Complex hardware is
not the most appropriate when aiming at popularizing use of VR or AR. The costs of AR or
VR solutions can easily reach too high even with one AR scenario. Use of AR technologies
in training still requires research and validation of good practices. Reality is often complex
and changing, how can we develop easy to use and implemented technologies for
traditional adult training setting? However, can we then raise the efficiency using AR? In
addition, should we or how should we complete the translation of complex realities into AR
and training setting? Moreover, how to engage instructors and training providers to
integrate technologies into training if they have no previous experience?

Comprehensive research already exists and suggestions focuses on how to apply interactive
multimedia instructions to teaching and learning especially in the educational practices (see
for example Zheng, 2008). Existence of professional training mechanisms is the first step,
but in order to learn skills to improve performance there is emerging need to study learning
and use of technological solutions part of training more critically. In order to enhance the
learning potential, human-centered design of the content in line with learning outcomes
support learner to succeed and raise the engagement of instructors to use AR/VR.
Nevertheless, the techniques to translate situated knowledge, experiences or scenarios from
real-life setting to AR are developed, the multi-professional collaboration is needed. The
translation or transfer require effective multi-professional collaboration among IT
specialists, researchers, practitioners and educators.
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Key Terms and Definitions



Adult Learning = Adult learning is a process of adults gaining knowledge, skills and
competences. It is defined as the practice of teaching and educating adults, theory and study
of adults learning or pedagogical process. Adults learn are differently experienced,
motivated, oriented, and in need to learn, than children.

Immersive Learning Technology = Immersive Learning Technology is an integration of
augmented or virtual content of physical environment for user or player to experience and
engage with. Technologies for immersive experiences are Augmented Reality (AR), Virtual
Reality (VR) or other recognition and sensing tools.

Experiential Learning = Experiential Learning is a learning process through doing
(experience) and reflecting. Person has a concrete experience following by the reflection of
the experience. Effective experiential learning includes also abstraction analysis with
generalization.

Constructivism = Constructivism is a philosophical learning theory of education. Learners’
knowledge and experiences are determined by learners” social and cultural environment.
Learning occurs by learners constructing knowledge out of experiences. Therefore learning
is an active and constructive process.

Augmented Reality = AR is a system which combines a real or virtual world, interaction
with objects and include perceptional information. Sometimes it also includes multiple
sensory modalities, such as visual or auditory.

Cognition = Cognitive mental actions or processes of acquiring knowledge and
understanding through senses and experiences.

Perception = Perception is an ability to be aware of something through senses. From
psychological viewpoint, it includes processes, including memory, of sensory information
in order to represent and understand the presented information. It involves signals that go
through nervous system.

Embodied Cognition = Embodied cognition is the theory that understands that features of
cognition are shaped by aspects of the entire body of the organism. The body aspects include
the motor system, the perceptual system, interactions and assumptions about the world.
This theory addresses the importance of body for thinking and problem solving.

Knowledge Creation = Knowledge creation means continuous combination, transfer and
conversion of different knowledge. It is a formation of new ideas, occurs through
interactions, and includes tacit and explicit forms of knowledge.

Peacebuilding = Peacebuilding is an activity to resolve conflicts and “action to identify and
support structures, which will tend to strengthen and solidify peace in order to avoid a
relapse into conflict” (UN).

Simulation = Simulation of technology for training, education and games is an imitation of
a situation or process. Simulation show the real eventual effects of conditions and courses



of action. Simulation is often used in cases when the real system or environment cannot be
engaged because, for example, it is not accessible or it may be dangerous.

Scenario = Scenario is often a written outline or synopsis of a novel or stage of work giving
details of specific scenes. It includes a description of possible actions and events of future,
and provides a written plan giving particulars as to the scenes, characters, or situations.
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Abstract

Emerging technologies and the globalization require constant investment in people and
their performance in actual and virtual environments. New technologies such as
autonomous systems, machine learning and artificial intelligence (Al) radically re-
contextualize the human dimension of the organization. Technological developments are
changing the ways people experience the physical and the virtual environments. Strategic
changes have revealed new critical vulnerabilities such as social media-based
disinformation campaigning with impact on the human aspects at state, societal,
organizational and individual levels. Scenarios of gathering information, committing fraud
or getting access to critical systems are often used for follow-up actions. Cybersecurity
education and training aim to raise the level of expertise, skills and competences and ensure
better performance in complex situations in cyber space. Researchers have addressed
assumptions, models, concepts and cognitive aspects of humans performing in the cyber
domain. However, the human cognitive learning and human performance approaches in
Virtual Reality (VR), Augmented Reality (AR) and Mixed Reality (XM) and Cyber Range
(CR) learning platform design are only partly touched. CRs are becoming crucial means in
acquisition of skills and knowledge but also to augment and mimic human cognitive
behaviour for cognitive agents. Empirical studies and evaluations of the capabilities, tools
and techniques for enhancing organizational cyber resilience by the human performance to
better face cyber-attacks are needed. The purpose of this paper is to provide a literature
review, suggest viewpoints on cybersecurity training and education and to study the
current capabilities of CRs. This paper includes a literature review to support human
performance and provides empirical findings on CR capabilities, interactions and learning
teatures. The results of this study can be used as a baseline for future initiatives towards the
development of CRs in accordance with human cognitive learning and future
improvements in design. Furthermore, the intention is to constructively promote discussion
on current issues about humans in cyber physical systems and cybersecurity domain and
thus boost multidisciplinary studies to enhance cyber awareness in different sectors.

1 Introduction
Emerging technologies promise benefits for humanity and reality environment.

Market growth for personal technological equipment and computing technologies adds to
unforeseen security challenges of network technologies (Couretas, 2019, p.3). The



consequences of deploying certain applications presents uncertain risks, untested
mechanisms and involve challenging issues of values and ethics (Linkov et al. 2018). The
lack of experience in dealing with technological issues and the recent increase in adoption
of digital equipment and personal devices opens to several vulnerabilities in different
sectors. As an example, it is still quite common to have general human errors such as
passwords written on top of devices or down on paper close to PC the password should
protect. Every-body can easily peek a password stored this way with high effectiveness
beyond sophisticated phishing campaigns or malware attacks. There are several suggestions
to improve human performance more secure in cyber domain. For example social
engineering could lead to the compromise of sensitive and financial in-formation.
Nevertheless, training and education still play key role in improvement of human
performance and also cybersecurity industry and business have recognized the need of
sector-specific learning opportunities.

Recently, there has been indicated an interest to augment and facilitate reality in
virtual learning platform focusing on facilitating cyber threat scenarios to in-crease human
performance and preparedness. The use of cyber virtual environments raises the situational
awareness (Kabil et al., 2018) and VR simulations can simulate and augment decision-
makers” understanding of cyber-physical situational awareness (Piskozub et al., 2017). This
kind of work focuses on enhance security and cyber security capabilities, where cyber
ranges are acting a crucial role. At the same time, even this study does not focus on it, this
raises the interests to discuss and research the security of devices and environments or plat-
forms themselves. When writing this article, there was not a comprehensive systematic
literature review found by the author on the topic of Cyber Ranges (CR). Nevertheless,
several articles was identified with focus on cyber physical systems, computer network
operations (CNO) and cyber security training. Several reviews might been completed under
the classified domain since CR work has been covered and funded strongly by the US
military (e.g. Davis & Magrath, 2013, p.1). Moreover, there are several pilots and
development initiatives on cyber ranges, such as European Commission funded projects,
launched during year 2019. An example project is called ECHO (European Network of
Cybersecurity Centres for Innovation and Operations) consists of 30 partners from different
tields and sectors including health, transport, manufacturing, ICT, education, research,
telecom, energy, space, healthcare, defence & civil protection. It aims to further develop
cyber range infrastructures to boost European cybersecurity industry.

Cyber range is a system to be used or it can include learning platform to be integrated
in the training and education around cyber, information technology or security topics.
Using technology as a training mechanism and learning skills with the support of
technology can have positive and beneficial experiences. Due to a gap of conceptual
background of the definition “cyber range” among academic practice, this study points out
the literature of cybersecurity learning plat-forms and AR or immersive learning as well as
studies the current capabilities of cyber ranges. Moreover, this study contributes to examine
the role of cybersecurity learning platforms as reality-virtuality technologies and their
applications during learning experience. Firstly, this research reviews previous literature
and clarifies some terminological conceptions in an attempt to establish limits and
standardize the use of the terms describing cyber range capabilities in the different realities.
With this goal in mind, this study extend the “Reality-Virtuality continuum” (Milgram &
Kishino, 1994) and Human-Technology Interaction (HTI) to development and design of



cyber ranges as training technologies. Secondly, this article presents the findings of
qualitative survey responses on cyber range learning platform capabilities. Thirdly, this
article integrates different disciplines related to learning experience (technological,
cognitive and behavioral) in cyber ranges to propose recommendations. The overall aim of
the study is to improve the understanding of cyber range learning platform capabilities from
the learning and human performance perspective and enhance the design and impact of
these technologies on the human experience.

2 Literature Review

Originally or traditionally, the word or definition “cyber” can be traced back to
Ancient Greece and Kybernetes, when it meant “the art of steering” (Tabansky 2011, p. 76).
Nobert Wiener (1948) published Cybernetics as a study of the im-portance of systems in
both, living and artificial machines. In the 1980s there was at the same time, a cyberpunk
movement and a spread of sophisticated com-puters for military operations by U.S. In the
1995, the investigation revealed some vulnerabilities in U.S. critical national infrastructure,
and a phrase “cyber” was chosen to capture the challenges posed by computer
vulnerabilities. (Kaplan 2016, p. 45-46). The definition cyberwar grow from Information
Warfare (IW), Information Operations (IO) and revolution in military (Collins & Futter,
2015). The language of IW and IO begun to disappear from academic debate in early 2000s.

The definition “cyber” had replaced these, as an overall concept to discuss and analyse
security related challenges in the information age. “Cyber” also often refers to real-time
context, digital information as well as to virtual domains. It also includes both people and
machines, which lead to concepts of interfaces and interactions between human, computers
and machines. Cybersecurity has emerged from precise langue and the concept already has
and will have even more complexity, activities, phenomena and dynamics to label. In the
context of cybersecurity, “cyber” connotes with a strong relationship with information
technology and relates to characteristics of security and virtual reality culture in different
sectors and contexts. The definition varies naturally from narrow conceptions to broader
framework.

The conceptualization to physical/mechanical, logical, informational and
human/cognitive (e.g. Futter, 2016), is not enough. Beyond them, there is a need to analyse
more in details physical infrastructure and hardware, command of control,
collection/store/ generate/rely of system data or information, and human beings and their
interactions with computers, machines and technology. The semantics of cybersecurity
relate with rather challenging topics and activities, such as threat, crime, and attack, variety
of physical sectoral scenarios and specific contexts, and there is an ambition to find and
define transversal and inter-sectoral requirements and needs. In order to specify how
comprehensive the concepts are, the definition cyber-attack is commonly used in tactical,
operational, academic and political discourses. Often, the original purpose of the defined
cyber-attack in practice can be to indirectly mislead or spark to crisis rather than aiming to
damage computers, technology or machine. The semantics of phrases “cyber” and
“cybersecurity”, reveal the complexity and comprehensiveness of the vocabulary and
taxonomy used. The challenges are only increasing when the aim is to conceptualize them
in several sectors and link their inter-connectedness. The very original purposes of these
meanings are based on leadership and importance of both, physical and virtual technology



domains. “Resilience” provides means for communicating about system performance,
organizational operational risks, organize the challenges, measure and quantify
organizational cyberattack surface (Couretas, 2019).

2.1 Cyber Range (CR) Capabilities

Cybersecurity and assessment frameworks offer to look more comprehensively at the
reality of cybersecurity concept and practices that are highly nuanced. The taxonomy and
vocabulary provide reality based definitions for strategical and political levels of
responsibilities. Semantics, taxonomies and vocabularies offer better and more precise
language for entire domain and frameworks. Lumping all terms under the framework
draws the direction. The pace of technological change will only continue faster
development, and the understanding of differences (through analysing activities, means,
methods, capabilities, threats and responsibilities) is required especially from academic and
political actors to pro-vide more precisely and clarity. The definition “range” implies an
environment for offensive target practice, much like a shooting range for soldiers (Davis &
Magrath, 2013).

A Cyber Range (CR) would therefore be an environment where staff can practice their
skills and competences towards the challenges posed by computer vulnerabilities. While
cyber range tries to replicate a particular scenario, the lack of empirical studies on cyber
ranges remains a critical drawback to a systematic evaluation. CR is a technological system
or tool, which includes often scenarios and simulations, and it is used an exercise learning
platform. Davis & Magrath (2013) defined that “a CR provides an environment to practice CNO
skills such as penetration testing, defending networks, hardening critical infrastructure and
responding to attacks” .

CR, which includes a learning platform to learn cyber skills and improve performance
in different scenarios and potential simulated exercises, can be under-stood and defined as
technological VR/AR immersive learning platform. The cyber range proof of concept can
address learning objectives, exercises in e.g. network forensics, reverse engineering, social
engineering, or penetration testing and learning is facilitated problem-based and self-
directed (Raybourn et al.,, 2018). Simulations and game theories are acknowledged as
methods of CRs (e.g. Wang 2010). Game theory models the interaction between to acting
teams (often called red and blue teams). Cyber-attack simulations actually implement
hackers to attack to network to define potential vulnerabilities with the aim to increase cyber
defense preparedness. Agent-based simulation platforms on simulating the effects of
attacks and analyse the impacts (Grunewald et al. 2011). Even the simulations are seen
beneficial at providing insights, the impracticality has been raised to the technological and
policy changes. (Moskal et al. 2018).

Depending of CR purposes (national level virtual facility for testing, running network
simulation, respond to incidents, configure virtual machines, gaming, training, practice
skills, promote education) the capabilities varies largely. The purposes of CRs can aim to
providing so called cyber warriors, develop cyber experts” competences, developing and
practicing skills as well as testing organisations” environments, running threat scenarios and
identifying critical processes. The CR capabilities include simulations of real world network
environment, data traffic generation and capture, penetration testing, incident response,
thread injection, patch levels and network services to testing, evaluation, interoperability



assessment of devices and applications, operations based models to respond to threat
scenarios, platform based security tools, simulations for real applications, continuous
updating and upgradation and a cloud hosted environment. CR can also implement
electronic warfare, test and rehearsal, mission refinement capabilities with use of tools,
techniques and procedures. (Priyadarshini, 2018, p. 1-28).

CR setting provides opportunities review and analyse the benefits of cyber range
capabilities for human improvement. It also raises the importance of human learning
research and principles in design and use of cyber ranges in training and education. A
simulation has been defined as an artificial or augmented scenario or environment that is
designed to represent or simulate some aspects of reality. Simulations can incorporate
different degrees and types of fidelity, or realism, namely, physical, functional and
psychological. AR game simulations immerse the player in the game and immersion in the
decision-making process of the game requires the player to learn the consequences of their
decisions, and thus being part of an active learning process. (Kraiger, 2014).

2.2 Interactions and Reality-Virtuality Continuum

As a starting point, commonly known theory of research, Human-Computer
Interaction (HCI), possess the importance to study and understand interaction be-tween
human and technology. Dix (2017) stated the extended concept of HCI to Human-
Technology Interaction (HTI). The presented boundaries of realities raise the interest
towards the knowledge area on the processes between human and technologies, actions and
interactions. Recent technological developments integrate technology to human body. This
raises the users’ experiences and extend the processes to sensory, cognitive and motor
functions (Idhe, 1990). When this kind of technological embodiment increases, the
technology becomes part of human actions which changes also the HTI processes.

Among all revised taxonomies, for researchers to classify the wide variety of realities
has been “Reality-Virtuality Continuum” by Milgram and Kishino (1994). Real
Environments (RE) encompass the reality, and it also includes di-rect or indirect views of
real scene such as video display. Virtual Environments (VE) are entirely computer-
generated, the real objects do not exist, and users interact through technological interface in
real time. Virtual Reality (VR) is also computer-generated environment and user can
navigate and interact in real-time simulation with own senses (Guttentag, 2010). VR
provides a sensory immersive experience. Augmented Reality (AR)“modifies the user's
actual physical surroundings by overlaying virtual elements”, such as images, videos,
virtual and other immersive items. In addition to this approach of reality-virtuality
continuum, the extended approach of realities has been defined, with the independent
dimension called “Pure Mixed Reality” (PMR). In PMR the “users can interact with both virtual
and reality objects in real-time and, simultaneously, these objects can interact with each other”.
(Flavian et al., 2019).

The different realities of the continuum provide the factors for human to interact in
physical and virtual worlds. Online games, VR and AR, in particular, are addressed under
various different names and definitions, e.g. immersive learning simulation, digital game-
based learning, gaming simulations, and cyber range. The merits of incorporating VR and
AR design not only into education and training but should be used for solving real world



challenges, from societal problems to specific issues of conflict or climate change
(McGonigal, 2011).

2.3 Learning with use of AR/ VR technologies

“After behaviourism, constructivism, the “connectivism” is a new concept of learning for the
digital era. Learning is no longer an individual process. When talking about online learning groups,
for example, there are different and changing tools used: formal (dedicated e-learning platforms) and
informal (through chat platforms)” (Szilard et al., 2018, p. 97). When digitalization started to
strongly influence to education and training sector, practitioners pointed out that traditional
methods should move beyond LMS (Learning Management Systems) (Dalsgaard, 2006),
and that online learning components are often combined or blended, such as hybrid
methods which include face-to-face instruction, in order to provide more learning outcomes
(Means et al, 2009). In practice, face-to-face learning still represents the standard in
education (de Freitas, 2014: 16), and we have to consider how new tools and emerging
technologies allow us to utilise and improve methods for enhancing human improvement.
Siemens (2014) posits that the digitization of training and learning methods should be
aligned to the connectivism of the training subjects, and Friedrich (2013) stresses that digital
tools complement traditional methods enabling more constant interaction with users and
lowering users’ participation.

CRs provide platforms for learning with immersive simulations and scenario-oriented
capacities in specified sectors. The use of reality-virtuality technologies in learning allows
to have a more dynamic and autonomous role in experiences (Ostrom et al., 2015) leading
to higher perceptions of value (Patricio et al. 2011). It has been recognized by the empirical
studies that AR and gamification have raising potentials to model and teach complex
cognitive competences in an engaging way (Dankbaar et al, 2017) and they are practical and
functional methods to train and educate. Beyond technological embodiment raises the
immersive experiences, extends the human perception and enhances the motor and sense
perceptual skills. (Flavian et al., 2019; Tussyadiah et al., 2017).

Interestingly, there are not too many empirical findings on learning impacts with
performance change immediate after playing the immersive simulation in AR/VR reality
emerged. The AR/VR platforms and systems raise excitement and motivation with
providing visual expressions different from traditional training settings, the extent of actual
learning and human performance, in particular, is more difficult to decipher. A meta-
analysis study conducted by the University of Colorado Denver Business School in 2010
reported that workers gained a greater skill level and higher retention of relevant
information with online simulation versus formal classroom or web-based tutorials. The
studies also show that the level of interactivity within a learning environment is driving the
learning through higher motivation level. The more the learner interacts and collaborates
with other learners, the content, and the instructor, the more likely it is that learning with
occur (Knapp, 2012 p.21). According to de Freitas (2014), “learning in the immersive worlds
presents us with the ability to remember learning experiences for longer, engaging and motivating
us as learners”. VR solutions simulate the physical presence of the user in a virtual
environment, which is categorized as sensory-motoric, cognitive, and emotional
experiences (Bjork & Holopainen, 2004). Integrating human body and including human
personal spaces to improve their experiences can extend to sensory, cognitive and motor
functions (Ihde, 1990).



The philosophical and psychological foundations in cognition can bring the
foundations to the discussions and practical solutions of immersive learning in
cybersecurity learning platforms. Experiential learning approaches and motor skill
development are relevant when target is to improve knowledge, skills and competences.
More critical the role of learning styles and methods becomes if the training aims to
augmenting (virtual) reality with desired learning outcome to human performance in reality
context. Cyber domain itself is taking place in virtual reality and therefore the competence
development learning with reflection in reality is even more complex. Dewey, Lewin and
Piaget were the founders of experiential learning approach, which led to commonly used
conceptual tradition to adult education and training. Kolb’s (1984) dichotomy between real
or actual doing and reflection has strongly influenced to adult education and training (Wang
& Newton, 2012, p. 191). The acquisition of knowledge about the relationship between
performance and AR immersive contents is related to sensorimotor learning. In movement
skill, inputs from sensory and cognitive processes are important in order to choose correctly
and organizing and adjusting movement. Task requirements, environmental conditions and
personal characteristics inflict to constraints to determine what person must do. Most of the
motor skill schemes are based on experiences and descriptive and distinguished with regard
to skill complexity, structure and the level of difficulty and familiarity. (Voelcker-Rehage,
2008). This possess that the relation between movement skill learning and experiential
learning approach is strong.

“Learning is a holistic process of adaptation to the world. Not just the result of cognition,
learning involves the integrated functioning of the total person — thinking, feeling, perceiving, and
behaving” (Kolb & Kolb 2005: 194). Kolb's (1984) experiential learning style theory is a four-
stage learning cycle of 1) Concrete experience (new experience or situation is encountered,
or a reinterpretation of existing experience (feeling)), 2) Reflective observation of the new
experience - of particular importance are any inconsistencies between experience and
understanding (watching), 3) Abstract conceptualization - reflection gives rise to a new idea,
or a modification of existing abstract concepts (thinking), 4) Active experimentation - the
learner applies the idea(s) to the world around them to see what happens (doing). The
experiences and adoptions may take place in daily re-al-life setting and informal form.
Persons developing their performance in a training with a purpose to work with the
performance in different environment or reality require comprehensive learning setting and
awareness of learning methods, not only among facilitators, trainers, teachers or mentors
but also by the learners.

3 Findings/Results

To understand current CR interactions, capabilities and learning features, qualitative
research methods were implemented to collect empirical data part of ECHO (European
Network of Cybersecurity Centres and Competence Hub for Innovation and Operations) -
project funded by the European Commission. Sur-vey questions were prepared for both,
the cyber-range providers and potential users or customers. The questions were framed
based on cyber range capacities and capabilities, and with combinations of open-ended and
multiple-choice questions. Multiple choices questions were framed to potential responses
or with open ended “something else” opportunity. The survey questionnaire respondents
were selected and questionnaire was sent to specified organizational group to ensure CR
expertise and experience of the respondents. The pre-selection was decided to ensure proper



responses from the organizational representatives who either use the cyber ranges or
provide cyber range services.

The survey was conducted among the sample of respondents (n=49). Data validation
ensured that the questionnaire was fully completed and presented the consistent data. This
study focuses on presenting the analysis and findings of qualitative responses which
focused on understanding CR capabilities by the providers. Quantitative questions of the
survey addressed mainly cybersecurity competences by the personnel in the organisations
and budgetary constraints. The background data included organization related information
and position in the organization. The data was analysed with use of qualitative method
content analysis. This empirical research identified the current CR interactions, capabilities
and learning based on the survey findings and observations by the researcher during study
process. In terms of learning practices (scenarios, simulations, tasks, outcomes), the
observation of open access CR descriptions were studied.

3.1 CR capabilities

Respondents identified that their CR is deployed on the premises. One de-scribed the
cyber-range in cloud, and another in both, cloud and on the premises. When asking about
the technology used for managing and orchestrating the virtualized system, the respondents
identified these; Custom-made tools and automations, virtualization platform vendor's
tools, VirtualBox - vagrant - ansible, Vmware, OpenStack, Ansible Packer, COTS hypervisor
technology. In terms of predefined scenarios, the maximum was up to 50 and one answered
they didn’t have predefined scenarios. Respondents identified they had SCADA, IoT and
Mobile devices as specific scenarios in their cyber-range. Respondents detailed scenarios of
different business sectors for financial, critical infrastructure, ISP, Cloud Service Provider,
Supply Chain, Software development and Healthcare. When analysing the technical
capabilities within cyber-range scenarios, all respondents answered they had attack
simulations. Beyond that defence simulation and learning platform were commonly found
by different providers. When asking about “How training debriefing/performance
evaluation is performed in your cyber-range?”, the majority of the respondents addressed
that they have evaluation activities such as hot wash up as debriefing, provide of feedback
based on collected data during training, or debriefing by company personnel. Only half of
the respondents identified the possibility to include physical devices part of CRs.

Premises Custom-made tools ~ SCADA, IoT and Attack simulation, hot wash up as debriefing,
Cloud and automations, Mobile devices, defence  simulation, provide of feedback based
Premises  virtualization Sectors: learning platform, on collected data during
and Cloud platform vendor's financial, critical performance training,

tools, VirtualBox - infrastructure, ISP, evaluation, real-time debriefing by company

vagrant — ansible, cloud service monitoring of the personnel

Vmware, provider, supply running, traffic

OpenStack, Ansible  chain, software simulations

Packer, COTS development and

hypervisor Healthcare

technology

Figure 1. Summary of Results: CR capabilities



From the development point of view, respondents would like to further develop their
sector specific capabilities (e.g. healthcare, space, transportation, energy), provide better
automation for quicker development and deployment and add automatic performance
evaluation. The domain specific approach was seen necessity and one respondent described
“we always draw domain-specific expertise when create a cyber exercise”. SCADA capabilities
were seen the most relevant by the respondents.

3.2 CR interactions and AR/ VR continuum

CR raises the new level to AR/VR continuum with modelling cognitive and
behavioural interact successfully with the task-environment. Cognitive models of network
users, defenders, and attackers that can interact with the same software that humans interact
with generate offline predictions and adding simulated participants in training sessions.
Cognitive modelling aims to integrate with memory dynamics and explaining human
awareness to predict system on cyber-attack. Modeling efforts involve scenario building
and predict of human behaviour.

CR simulations and game exercises implement several levels of interactions in system
or platform; red and blue teams’ interaction (defined as attackers and defense), human-
network interactions (defined as exploitation) and network-human interactions (defined as
defense). Scenarios include specific models of behaviours and interactions. Cyber-attack
perform and actions are often modelled from real world descriptions and use cases. CR
platforms embed the interactions of human cognition and behaviour in the context of
network and computer systems.

3.3 Learning features

All CR studied provided training and education services for capacity building for any
public or private organisation and their personnel. Therefore, the users of cyber-ranges also
were mainly teachers, students, and teams of companies, SMEs and big enterprises. The
number or participants attending to single training session varied from five to fifty
participants. The red and blue team exercise format was commonly used and the learners
play a role of members in security teams under the scenario or simulation. Scenarios
commonly followed phases of reconnaissance, exploitation, escalation and completion of
the mission (e.g. “shut-down” or “kill”). Tasks included securing network and services as
well as collaboration with different actors.

Observations of five different CRs revealed the general lifecycle of cyber exercises or
simulations. In general, the exercise lifecycle could outlined as follows; a set of learning
outcomes or objectives, included scenario tasks or injects, scoring design (gamified
features), repetition of the exercise with scenario and simulation tweaks, familiarisation by
the learners, execution of the exercise, hot wash up and possible internal lessons learned
processes. The survey respondents addressed the performance evaluation as the most
important to be further developed, even some of the CRs in the survey already implemented
hot wash up or debriefing after the exercise or simulation. From the learning and human
performance view point, the evaluation and reflection in real world among other
professionals enhances to achieve the learning outcomes.



4 Discussion

The lack of experience in dealing with cybersecurity issues and the recent in-crease in
adoption of digital equipment have raised the interest to empower cybersecurity training
and education in different sectors. Due to the large turnover and the number of different
employees involved in organisations, the comprehensiveness of cybersecurity often stays
limited and several vulnerabilities may occur. CR can be defined as a safe environment for
cyber-attack scenario simulation and test. It offers the capabilities to create realistic cyber
simulations useful for cyber training and exercise, to equip cyber analysts and operators
with advanced cyber skills, cyber research and development, to prototype development in
realistic cyber scenarios, test and evaluate, adapt test framework for certification testing. CR
capabilities include strategies, skills and competences of red and blue team, tools and
techniques selected in CR and vulnerabilities. Competences of attackers of defenders are set
in a form of nodes in the network to exploit the capabilities to finally perform on the target.
The iteration of logics of CR game theories or simulations sets possible actions towards
achieving the goals. Simulations are often run for multiple network configurations and
demonstrating different behaviours on a network.

Knapp (2012, 20) argued that gamification is a time-consuming and difficult process
which requires development efforts for interactive learning experiences, multiple
interactions and a careful melding of content. Emerging development of CR capabilities
(techniques, tools procedures) shows the difference of reality to traditional e-Learning, AR,
VR, and gamification discussions. CR capabilities are emerging fast and provides several
opportunities for different organizational purposes. The upsurge interest in learning
platforms and serious games has not led to convincing evidence when it comes to learning
and human improvement. In general, the interest towards games and AR/VR techniques
has been speculative, discussing mainly of the potential of games to provide new methods
for supporting learning (Boyle et al, 2016).

While AR, learning platforms and games are expected to promote educational and
competence improvement goals, they also have further claims of supporting attitudinal and
behavioral change by virtue of playing between reality and virtuality. This can pose
additional questions and challenges as to the accurate measurement and evaluation of such
changes in attitude, behavior or competences, especially since it is anticipated that some
kind of learning will naturally occur by participating. The subjectivity of all learning
approaches also afflicts AR/VR simulation and scenario methods. CR exercises and
simulations following rather traditional exercise life-cycle could be improved with human
performance and experiential learning features allowing AR/ VR continuum. The link with
CR activities with their relevance to human performance and learning perspectives
enhances the cybersecurity resilience in the organisations. Practicing hands-on practical
cyber reality skills in AR/ VR platform is not only enough to improve human performance
with critical thinking and problem solving competences in real cyber-attacks.

Studies argue that there is an emerging need for cognitive-level synthetic cyber offense
and defense in order to ensure realistic cyber simulation and training. The purpose to
analyse human cognitive behavior (which is already seen rich, subtle, and combines
autonomous and deliberative information processing) often focuses to capture the dynamic
and cognitive-level characteristics of cyber warfare. (Randolph, J. 2015). While the potential
for cybersecurity learning plat-forms in cyber ranges must be acknowledged, over-



emphasizing the results in cases where substantial and consistent research is lacking and
purposes of human performance and cognitive processes varies.

5 Conclusions

The organizational representatives value the cybersecurity learning platforms in CRs
high and there is emerging need to expand the use of CRs among entire personnel.
Currently, the cyber ranges are lacking evaluation and wash-up capacities. Consequently,
it is posited that the cyber range or learning platform is best utilised as a complementary
training and education resource but not adequate and sufficiently nuanced to act as a stand-
alone training tool, nor as a replacement for real-life experiential learning. Often, cyber
range learning platforms aim to provide experiences with the combination of virtual-
physical touchpoints in learning environment and improvement of human performance.
The perceptions may take place in AR forms, tools, simulations or scenarios. Cognitive
learning processes may finally lead to competence development and learning. In practice,
simulation is one mean to create meaningful learning environment, where learner can apply
experience based constructivist-learning approach.

This study revealed that number of cyber range learning capabilities mainly lack the
use of evaluation tools for reflection. Humans have a unique capacity to adapt their skills
and competences to different natural and cultural environment and this adaptation requires
the building of suitable mental representations, which help in learning and creating new
concepts, skills, preferences, motivations, and emotional tendencies on the individual, social
and cultural levels. Variety of factors must be considered in the effective design of cyber
range learning platforms in use of training and education purposes. Empirical difficulties
continue to persist and one of the most significant questions relates to cyber range learning
platform expectations and overestimation of potential uses.

The conclusion to be drawn from this study is that there is a role for CR learning
platforms within AR/ VR and gamification discussion. The CR capabilities are reaching high
level variety and is interesting are for future research from different academic disciplines.
However, that role should not be over-stated, and this study demonstrated that given the
fluid, dynamic nature of professionals working in cyber environments, the nuances and
sector-specified challenges can-not be always an exact replicable in AR or VR platforms.
There is an inherent danger that over-reliance on behaviorist learning through CRs at the
expense of traditional learning approaches could leave individuals ill-prepared, under-
informed and under-skilled for their professional roles and work environments. The
continuum of AR/VR from learning and performance view point should be further studied
in use of CRs.
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ABSTRACT:

Development of information technology and the globalization require constant
investment in people. New and emerging technologies such as autonomous sys-
tems, machine learning and Al radically re-contextualize the human dimension
of the organization. Strategic changes have revealed new critical vulnerabilities
such as social media-based election meddling and disinformation campaigning
with impact on the human aspects at state, societal, organizational and individ-
ual levels. Education and training raise the level of expertise, skills and compe-
tences and ensure better performance in complex cyber situations. Researchers
have addressed assumptions, models, concepts and cognitive aspects of human
performance in the cyber domain. However, the theories and approaches of hu-
man learning in training and exercises are only partly touched. New techniques
for enhancing organizational cyber resilience to cyber-attacks are needed and
they still lack sound theoretical foundations.

This article aims to advance the discussion suggesting viewpoints on train-
ing and exercises in the cyber domain, taking into consideration specifics of skills
in cyber security. It provides overview of theories of learning to better support
human performance. Our critical interpretation enhances the comprehensive
understanding of decision-making, learning theories, and design of cyber secu-
rity training and exercises. Furthermore, our intention is to constructively pro-
mote discussion on current issues about human learning in cyber training and
education and thus boost multidisciplinary studies to enhance cyber awareness.
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Introduction

Information technologies are incorporated everywhere in our everyday life and
they have shaped our thinking and decision-making processes. Inventing and
maintaining technological products and processes will have impact on the world
in which people live. Beck claims that reflection is the self-confrontation of unin-
tended consequences of human actions.! It has been described, for example, what
happens when technology develops faster than societal institutions monitoring
technology. Scientific and academic studies have also seen rather challenging
evolving threats, digital changes and innovations.? The foundations for this posi-
tioning employ different scientific disciplines (Information Technology (IT), organ-
izational and management, adult education, cognitive science and psychology of
learning). Traditional information security mainly focuses on protection of infor-
mation sources and the roles of humans in the security processes, when cyber se-
curity also sees humans as potential targets of cyber-attacks or participants in a
cyberattack.® Researchers have considered already a need for multidisciplinary re-
search, with focus on multilevel adult education directions in cyber security edu-
cation.*

Cyberattacks normally use codes to change computer code, data or logic with
the aim to result in disruptive consequences that lead to cybercrime.® The conse-
guences of cyberattacks vary from identity theft, spoofing, stolen hardware,
breach of access, and system infiltration to instant message abuse. Beyond physi-
cal (e.g. physical outage of power) and syntactic (e.g. attack against logic of com-
puter systems) cyberattacks, semantic (e.g. targeting the way human perceive or
interpret) cyberattacks are seen more serious threats since they target human in-
terface.® Therefore, human performance is pertinent issue within cyber security,’
where human and organizational factors play a significant role in the computer
and information security (CIS) vulnerabilities.®

Instead of only focusing human in cyber context, considerations to improve ca-
pabilities and human competences cyber domain has found the relevance of learn-
ing, education and training at the societal level. Improving cyber security compe-
tencies boost skills of citizens and professionals in threat preparedness and in
managing vulnerabilities and disruptions.® Raising interest of researchers as well
as practitioners is to analyse human performance already during cyber trainings
and exercises that can be considered more proactive learning than experiences
during actual cyberattacks. Nevertheless, the considerations mainly screen on ed-
ucation and trainings as information sharing mechanisms and leave out pedagog-
ical models, organizational and learning theories when understanding learning
part of expertise and competence development. Approaches like experiential
learning or organizational learning theories from concrete experience and reflec-
tion towards transformed action broader humans’ experiences (to become richer
and deeper) 1° could further enrich managing better human performance in
cyberattacks.
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Purpose and methods

This position paper aims to provide position of current practices and rethink con-
siderations of human performance in cyber security trainings and exercises. We
focus on consider research and practical implications and construct beyond cur-
rent concepts in cyber security trainings and exercises and evaluating human per-
formance.

We analysed collected information from different sources with use of qualita-
tive analysing methods. Qualitative research methods are seen valuable especially
when analysing social or cultural phenomena from the participants’ point of
view.! Especially in complex cyber domain the understanding of shared taxonomy
and language together with shared meanings are crucial as social constructions.
Our analysis is based on reality assumptions of written concepts, and therefore
philosophical base is in phenomenology.!2

Cyber Training and Exercises

Education approaches recognize the transitioning from novice expert through
mentoring and participation into community of practice.®® In 2010 onwards, it was
recognized that there would be a rapid shift in education from traditional class-
rooms to online and virtual environments.* > The learning spaces extend beyond
traditional thinking of a teacher and a classroom. The learning spaces include par-
ticipation and socialization into a wider community of practice with an involve-
ment as a member, identity formation and experience in the activities of the prac-
tice.

The terms cyber education and cyber training are some of the key terminology.
Cyber education is more focused on the acquisition of knowledge and understand-
ing, through which skills are developed. Whereas, training tends to be targeted at
the acquisition of skills to a demonstrable level of competence. There is a strong
case for engaging in both education and training as part of career development in
cyber security and therefore assessing and evaluating competence needs.'® The
term cyber exercise is used for a planned event during which an organization sim-
ulates a cyber-disruption to develop or test capabilities such as preventing, detect-
ing, mitigating, responding to or recovering from the disruption.'” Cyber exercises
train personnel across different organization levels in a simulated learning envi-
ronment of large-scale cybersecurity incidents that escalate to become cyber cri-
ses. The exercises offer opportunities to analyse, train and rehearse advanced
technical cybersecurity incidents but also to deal with complex business continuity
and crisis management situations. Cyber exercises are based on real-life events,
which are further developed to evolving scenarios. The term cyber exercise meth-
odology refers to the model of the exercises. Exercises can be both Discussion
based (like workshops, tabletop or games) and Operations based (like drills, func-
tional or full-scale exercises).®

Humans performing in cyber domain deal with multi-faced disasters and crisis.
Simulation exercises are proven beneficial by preparing people to sudden onset
hazards. Cyber safety and security exercise platforms provide an opportunity to
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analyse human-machine or human-computer interactions or transactions. Analys-
ing tools can measure human performance during the cyber exercises on their cog-
nition or decision-making based on eye tracking or use of mouse or keyboards.
Such analyses are normally provided with use of quantitative methods and
measures (e.g. number of transitions between software tools).? Cyber exercises
involve competitive events with teams, including problem solving, decision-mak-
ing, analysis skills and situational aware- ness. Situational awareness (SA) in cyber
security is seen relevant in describing, measuring and predicting human perfor-
mance. It includes situation recognition (e.g. perception of the type of cyberattack,
target of the attack, source of the attack), situation comprehension (e.g. under-
standing why and how the situation is caused, and its impacts), and situation pro-
jection (the expectations of the future, locations and impacts).?> % To more com-
prehensively consider learning, including knowledge creation, skills, competences
and expertise, we could adapt experiential learning and relevance of tacit
knowledge in to the discussion of cyber security training and education.

Experiential and organizational learning

Beyond research and studies to be conducted in cyber security, education and
training play crucial role in promoting the knowledge we need to develop.?? We
reviewed two key approaches of learning, experiential learning and organizational
learning theories, to be introduced more in this chapter. Our viewpoints are elab-
orated in line with these theoretical considerations.

Experiential learning is broadly defined as “learning from experience” or “learn-
ing by doing.” Active learning like ‘learning by doing’ promotes understanding of
the experience by involving the participants directly in the experience in relevant
context. For instance, experiential education first permits learners with an experi-
ence and then facilitates reflection about experiences in order to develop skills,
attitudes, or new ways of thinking and competences.”® The well-known David
Kolb’s theory of experiential learning has expanded philosophy of experiential ed-
ucation.?* A foundation of inter-disciplinary and constructivist learning and con-
structivist approaches are the basis of experiential learning. In cyber domain and
cyber security, cognitive approaches are mainstreamed to emphasis the assump-
tions and building new forms of understanding through activity. This understand-
ing is gained within learning field as well.?* Experiential Learning Theory (ELT) is a
dynamic perspective to learning. It includes dual dialects of action with reflection
and experience with abstraction.?® Active process and understanding create to-
gether deeper levels of learning.

Already in 1966 Polanyi concluded that “tacit knowing is such elusive and sub-
jective “awareness” of individual that cannot be articulated in words.”?” Nonaka
and Takeuchi continued this dichotomy of knowledge towards organizational
learning activities in social interactions.?® Social interactions among professionals
can create knowledge and enhance knowledge environment. According to cyber
phenomena, it could be considered that cyber professionals and experts have lot
of tacit knowledge they know but they do not tell or explain. More complex
cybersecurity field increases within its sectors and their dependencies or
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applications and technologies, more complicated it will be for humans and
professionals to communicate among people in different level of knowledge.

Our focus on decision-making of cybersecurity professionals is seen dynamic
process where analysts interact with task environment with limited information
and uncertainty.?® Taitto et al. argue that the decision-making processes are piv-
otal in order to prevent further damages and creating necessary protective
measures in the cyber related incidents.3® Exercising these decision-making pro-
cesses, is often times crucial for the organization’s resilience, and require innova-
tive techniques for an increased engagement and more effective results. Helliar
and co-authors have explored the risk and decision making of the financial man-
agers, and found that the decision makers have number of systematic biases that
that dominates decision-making.3! Such are over-confidence, representativeness
and conservatism, narrow framing, and ambiguity aversion. Over-confidence
arises partly from self-attribution bias. This is a tendency on the part of investors
to regard successes as arising from their expertise while failures are due to bad
luck or the actions of others. This leads to excessive confidence in one’s own pow-
ers of forecasting.

Decision-making is not always rational, and either the linear decision-making
process is not always optimal. Decision making processes have been discussed and
studied for example by Leonard and Biberman in several dimensions.3? They pre-
sent additional dimensions to classical decision-making theory. Such are for in-
stance tacit knowledge decision models and intuitive decision models. Tacit mod-
els encourage managers to draw on their latent cumulative experience in order to
improve decision-making. Intuitive decision models draw on the brain’s ability to
make unconscious correlations that are beyond the conscious mind’s capability.

Education, training and exercises should simulate the reality to ensure experi-
ential learning. A good cyber drill encourages decision maker to challenge tradi-
tional processes and test intuitive and tacit models. The optimal cyber exercise
includes not only exercising on individual level, but also as collective. Those pos-
sessing managerial position in the organization should experience the conse-
guences of their decisions in a safe learning environment providing opportunity
for action and reflection. To provide opportunity to wider and deeper learning,
organizational learning theories could be tested and adapted among professionals
working in cyber domain.

Consequently, when considering learning in education and training, we auto-
matically face training planning aspects. Outcome needs in curriculum planning
helps directing the learning towards common goal and measuring it. Back in the
days, already Greek philosophies, like Aristotele and Plato, final causality sug-
gested that “purpose can incite action.”3¥ 34 The learning outcome captures the
preceding training needs analysis and should contain a metric to assess learning.
Therefore, the outcome needs to be SMART (specific, measurable, achievable, re-
alistic and time-based) and thus the outcomes are defined in a constructive align-
ment process, where learning outcomes are defined using measurable terminol-

ogy.
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Training and exercise design

The diversity of threats and their reach compel states to build a strong cyber se-
curity strategy including education and training aspects. Training design should
therefore acknowledge that the evolving nature of cyber space as itself creates
new requirements. In every training and exercise design, setting the learning ob-
jectives is in the nucleus of the process. Simulation based exercises are means to
transfer outcomes defined in the curriculum in to the practice. In some cases the
online education is following a trend of using teaching technology, or teaching ma-
chines, dating back to the 1950s.3> Moreover, the educational institutes still lack
proven design approaches for complex learning that involves integration of skills,
knowledge, attitudes and adapting them to real life context.*® Cyber training and
exercises will raise even more complex design challenges.

To enhance and raise the effectiveness of learning in cyber training, there are
research findings around narrative-based and tool-based trainings, personalities
in team performance and cognitive aptitude.?” Like in any field, also within cyber
domain, people should know how to use the products, services or systems.>® De-
signing intelligent training and exercise systems like cyber ranges require simula-
tion of human cognitive processes and for example decision-making processes.
That is why methods for designing are important. Specialists of human technology
interaction will need to meet with this challenge on designing technologies with
intelligent capacities.®® Purpose of human-centred design is to create technologi-
cal solutions easy to use and commit community of practices can support design
in cyber training.

The innovative and cost-effective technological solutions like cyber ranges in
cyber education architectures can illustrate the strength of experiential learning
of skills and competencies through simulated scenarios, role-playing, problem-
solving and visual observations in cyber training contexts. Simulation based exer-
cises connect learning, simulation and gaming aspects in an innovative way imitat-
ing reality by using virtual environments or virtual programs in a way where com-
puter-assisted games are integral part of learning environment.

Conclusions

Responding to crisis, preparedness and building resilience requires multidiscipli-
nary approaches. Cyber domain is one of the disciplines, not only as one among
the others, but crosscutting issue in every function in every organization and soci-
ety. As human behaviour and decision-making in particular, play a crucial role in
the cyber security, the training and exercising should simulate this reality as well
as possible.

First, we found that considering cyber education and training in respect to ex-
periential learning principles deepens the level of learning. Developing human
skills and competence in cyber domain should be seen as a constructive process,
where learner’s previously adapted competences are recognized and utilized.
Learning process begins always by screening what competences participants have
and these competences can be utilized to enhance others’ learning process. Expe-
riential learning approach can create framework and theoretical basis for holistic
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approach training and exercise system. Knowledge, competences and expertise
needed in complex multifaceted crisis environment is therefore mutually built and
constructed across organization members. To infuse learning and ensure compet-
itiveness for organizations utilizing explicit and tacit knowledge together later on
become powerful engine.** %42 The approaches of learning could be further uti-
lized and conceptualised in cyber security training, education and exercises to bet-
ter prepare human performance especially on skills like decision-making.

The traditional assumption of the optimality of rational decision-making may be
improved by including other dimensions of decision-making. It is posited that or-
ganizations that encourage and support multi-dimensional decision making, which
utilizes the rational, intuitional, emotional and spiritual aspects of the whole per-
son, develop better management—employee relations, more creative problem
solving, and better market place performance.®® Leonard and Biberman argue
against the classical decision theories that are based on the assumption that deci-
sion makers are rational, and make reasoned choices based on their analysis of
the risks and rewards of the situation.* Instead of making decision consciously
there are number of bias in every decision making process, and therefore exercises
can be seen as important factor shaping the models of decision-making. It is im-
portant to improve such practices that best improve decision-making, taking into
the consideration the characteristics of the decision maker. Knowing yourself, the
self-reflection is the key for improvement of any decision maker. Intuitive and tacit
decision-making theories can be aligned through training and exercising, thus
making the models more systematic.

Consequently, we suggest research community in close cooperation with prac-
titioners and user communities to study more human performance and human
aspects in cyber training from learning perspective with transfer of intelligent cog-
nitive behaviour. It could be suggested to include more design perspectives of hu-
man-technology interaction also to cyber training and exercises to improve human
performance in actual cases.
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A need to enhance online training solutions among peacebuilding and conflict prevention actors in the field
of international security has been addressed in order to raise the collaboration, information sharing and
provide more effective training. The implementation of educational technologies is inherently difficult
especially if it is technology driven. This paper presents the idea of human-centered design approach in line
with the principles of human-technology interaction in order to tackle the possible training challenges that
may occur in the development and implementation of online and Elearning environments for adult students.
As part of research and development project, the design case for peacebuilding and crisis management
online-based training was conducted and studied. The case study showed that before providing the
technological solutions there is a need in dept analysis on the requirements as well as iteration of
algorithms. Moreover, functionality and completeness of the instantiations, such as services, raised the
motivation among the user community. The created human-centred design model for the learning
environment development processes supports to meet not only with current training needs in security but
also in identifying which parts of education and training can be facilitated by technology.

1 INTRODUCTION

Department for International Development (2005)
listed 46 countries considered fragile states, in which
870 million people, or 14% of the world’s
population live and 250 million children worldwide
has no access to education (UNESCO, 2014). The
new threats from weak states, asymmetric conflicts,
organised crime, and terrorism, traditional
peacekeeping has frequently given way to complex
peacebuilding in protracted conflicts. These kinds of
global challenges and threats have led to the
complexity of crisis and conflicts. It has been argued
that international community needs to focus more on
strengthening the emerging fragile or unstable state
with preventive activities in early stage (IECEU-
project, 2016. D1.2). The Lisbon Treaty highlights
conflict prevention as key objective for EU’s foreign
policy and external relations (Treaty of Lisbon,
2009). The conflict prevention has been part of EU’s
Common Foreign and Security Policy (CFSP) and
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the development of European Security and Defence
Policy (since 2009 the Common Security and
Defence Policy, CSDP) with the aim of the EU to
take action through its capacities in conflict
prevention and crisis management. The complexity
of EU engagement and current conflict and crisis
areas requires continuously assessment on the
effectiveness of different conflict prevention and
crisis management activities (see for example
European Parliament, 2012) also training and
technology. The development of the international
community’s perception has changed towards
international  security, shifting from robust
peacekeeping towards the stabilization of fragile
states via conflict prevention and peacebuilding.
(Morton and O’Hagan, 2009).

At the same time, around 80% of the world’s
population will have mobile connectivity and 60%
will enjoy broadband access. Like any use of
technology in the classroom, there is a need to unify
content, technology and pedagogy (Mishra and
Koehler, 2006). The digital possibilities enable the
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learning distribution around the globe online (Zhang
et al, 2004, p. 75-79) and already in the beginning of
21% century the online learning as a field has been
described as complex, diverse, and rapidly evolving
(Anderson and Elloumi, 2004). Technology has a
significant influence on teaching and learning
processes and the technology has re-organized the
human life, communication and learning (Siemens,
2004). Due to current trends, Information
Technology (IT) tools and resources have significant
influence on teaching and learning processes
(Sevillano-Garcia and Vazquez-Cano, 2015. p. 106-
118). With its potential for providing flexible access
to content anywhere and anytime, it has become
popular worldwide (IECEU —project, 2016. D5.2)
and can benefit local counterparts as well as
peacebuilding  organisations. Information and
Communication Technology (ICT) can provide the
access to education and enhance the ability of minor
and vulnerable groups to attend to education and
training (Gulati, 2008).

Even with the opportunities that technology can
provide, the researchers have seen the implementa-
tion of technology-supported collaborative learning
environments as a challenge (Zheng, 2014. p.357).
In addition, there is a need for academic practice-
based design research when developing learning
tools (Leinonen, 2010). Like any use of technology
in the classroom, there seems to always be a need to
unify content, technology and pedagogy (Mishra and
Koehler, 2006). The Web 2.0 offers features, which
are not always considered with human learning
processes. Moreover, the flexible media options of
digital environments are not currently fully
benefitted in e-learning contexts (Clark and Mayer,
2016). It has been argued that the online learning
should move beyond from traditional Learning
Management Systems (LMS). Sevillano-Garcia and
Vazquez-Cano (2015) argue that “institutions need
to orientate methodologies toward the use of new
mobile devices, from the possibilities offered
primarily through open educational resources
(OERs) distributed on wikis, blogs, mash-ups,
podcasts, social software, virtual worlds, personal
learning environments (PLEs), massive open online
courses (MOOCs), and other emerging online
practices”.

These identified needs, challenges and
recommendations provide the basis for this research
and online learning application case study. Human-
Technology Interaction (HTI) with its broadest sense
covers forms of interaction between technical and
human interfacts and includes all roles in to the
design process (Saariluoma et al., 2016, p.2). This
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approach could be benefitted in the online training
of peacebuilding and conflict prevention.

1.1 Objective and Purpose

Overall purpose of this paper is to analyse the
learning technology that could be utilized for the
peacebuilding and international security training. In
order to tackle the challenges with learning
technology, this study aims to provide the
understanding between human and learning
technology interaction. This study provides the
analysis of the findings in the design and
development of New Media based Learning
Application (NMLA) during Improving the
Effectiveness of the Capabilities in EU conflict
prevention (IECEU) —project in years 2015-2017.
Finally, this study provides a human-centered design
model for the development of Elearning solutions
and information sharing especially for adult
education purposes in the field of international
security, peacebuilding and conflict prevention.
Ideally this will finally lead to research on
successful implementation of online training
initiatives in the field of international security and
peacebuilding. The research purpose is to support
the educational capacity building that concentrates
to the societal education structures and enhancing
the protection and successful delivery of education
in online basis according to the principles of
effective human technology interaction.

2 HUMAN-TECHNOLOGY
INTERACTION IN CHANGING
LANDSCAPE OF TRAINING

The technology has re-organized the human life,
communication and learning (Siemens, 2004). In
practice, the learning takes place partially or entirely
over the Internet. With its potential for providing
flexible access to content anywhere, it has become
popular worldwide. The computers made the
delivery of education possible and the material were
able to deliver both print and electronical media.
(Moore, 1990). The online learning includes
different sets of learning applications, web
resources, web-based applications and new
collaboration technologies. Moreover, new type of
hybrid approaches regarding online learning
activities are increasing. (Means et al, 2009). The
term distance learning evolved towards online
learning, virtual learning, e-Learning, mediated
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learning, web-based learning etc. (Conrad, 2002, p.
1-19). In the European countries especially tablets
and smartphones are considered as an important
development on the field of education (Eimeren and
Frees, 2012). From the pedagogical point of view,
the higher education institutes benefits of e-learning
e.g. by revision of teaching methods, monitoring
study progress and student learning, interactive
collaboration among students and by enhancing
learning and teaching in foreign languages (Gaebel,
M. and al. 2014). In 21 century, the theoretical
insights have raised the collaborative practices in
online learning (Siemens, 2004). Dalsgaard (2006)
argues that social software tools can support a social
constructivist approach to e-learning by providing
students with personal tools and by engaging them
in social networks, thus allowing learners to direct
their own problem-solving process. He points out
that e-learning should move beyond from Learning
Management Systems (LMSs).

The technologies in digital context enable new
ways of narrating contents. The users are actively
involved to building the content to different media
and channels. (Katz, 2013. p. 129-133). It has been
also argued that collaborative learning tools can be
used from both a cognitive constructivist and social
constructivist perspective (Bonk and Cunningham,
1998, p.35). It has been issued that the design of
learning environments can be based on the learning
objective, target audience, access (physical, virtual
and/or both), and type of content (Moore and
Dickson-Deane, 2011. p. 129). Different technology
applications are used to support different models of
online learning. Ideally, the online learning
components are combined or blended with face-to-
face instruction, in order to provide more learning
outcomes. (Means et al, 2009). The engagement in
Web 2.0 environments provides more avenues for
self-representation, expression or reflection and
more organized forms of collaboration and
knowledge building. Web 2.0 tools can support
associative pedagogies and be used effectively in
terms of providing structured guidance through tasks
and through provision of effective and timely
feedback. (Conole and Alevizou, 2010). New media
and technology resources are based on principles of
mobility, collaboration and active participation.
Ubiquity and mobility become recurrent principles
for educational performance in this century.
(Sevillano-Garcia and Vazquez-Cano, 2015).

The overall purpose of human-centered design is
on making systems or applications easy to use (ISO,
1999). Jounghyun (2015) defines the goals of
Human—Computer Interaction (HCI): (a) functional

Media based Learning Application (NMLA)

completeness, (b) high usability, (c) aesthetic appeal
and (d) compelling user experience. Firstly, the
research interest can focus on technology-driven
design with emphasis on products, systems or
interphases. Secondly, the human-center or human-
driven approach is seen as important as technology-
driven. Further, the Human-Technology Interaction
(HTI) research aims to support the design and
develop usable technology for humans. The most
emphasied aspect of HTI has been that difficult-to-
use technology is easily rejected and weather people
find it easy to use the systems and products
(Saariluoma et al, 2016) and people should know
how to use the products, services or systems. (Leikas
2008). Despite the early focus of HTI has been how
to design interaction and implement interfaces for
high usability, it has been used for specific user
community. The critical components of successful
integration of technology innovations within
education and training settings and influences the
adoption rate of such technologies are transparency
in user interface design (Charalambos et al, 2004).

3 METHODOLOGY

In the research and development program of IECEU
(H2020) —project, the methodology concept and
quality assurance system for technology systems
were created by co-created methods in early stage of
the project, in the year 2015. The group of
developers, IT specialists and researchers worked
together during years 2016 and 2017 and design
process included the engagement of end users.

This particular study followed the principles of
Design Science Research (DSR) approach and
focused on the HTI during the design and
development of online learning solution for EU
conflict prevention and international security
training. DSR approach has been used for develop
and evaluate IT artifacts in order to understand,
explain and improve them. Artifacts within DSR are

constructs (vocabulary and symbols), models
(abstractions and  representations),  methods
(algorithms and practices) and instantiations

(systems and services). (Hevner et al., 2004). This
paper analyses the design and development process
of IECEU New Media based Learning Application
(NMLA) and findings from the data collection by
end users. The overall framework of NMLA
included the selection of pedagogical approach,
technology in design of NMLA, understanding of
new media interactive solutions and intercultural
competences.
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The selected user community representatives
participated to participatory learning application
testing and provided the self-assessment on the
learning and evalauted the application interface. The
test groups consisted of both men and women of
different age. The majority presented experienced
academic researchers from different disciplines. The
participants were divided into three groups: group of
educators, professors and trainers (n=5), a group of
end user experts (n=14) and higher education
students (n=43). Firstly, each participant tested the
NMLA with use of device (mobile, iPad or laptop)
and answered to the survey. The survey included
multi-choise and open questions and the results were
analysed through quantitative and qualitative
methods. Secondly, the discussions around user
experiences were facilitated. The survey gathered
the first impressions and user experiences. The
discussions focused on analysing the learning
objectives and relevance of the NMLA with end user
needs in peacebuilding training.

The researchers analysed the interaction between
users and the different devices (PC, laptop, mobile
devices) based on research findings and
observations. The findings were further tested
(triangulation) in the discussions with the selected
key representatives in order to further improve the
learning application. The collected information was
then assessed and fed into development process

3.1 Design Case: IECEU Learning
Application

The purpose in the NMLA was to transfer the
original IECEU (Improving the Effectiveness of
capabilities in EU conflict prevention, H2020) —
project research findings and identified good
practices in the online format. In order to the learn of
key competences needed in the field of crisis
management and peacebuilding, the NMLA was
developed. The objective of the tool was primary to
exhibit the selected eight IECEU case studies and
further disseminate the findings of the comparative
analysis. Secondly, the development aimed at
creating an interactive training tool which could be
used in various crisis management training or as a
basis to introduce the new Common Security and
Defence Policy (CSDP) personnel to the roots and
dynamics of different conflicts either in their future
deployment areas or in general. During the
development process it was identified that the tool
can also be used among the larger audience of
stakeholders and other communities of interest (civil
servants, trainers, higher education, students etc.)
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The IECEU NMLA offers a complimentary tool to
enhance the knowledge of a broad end-user audience
on themes related to selected crisis case studies and
crisis management decision making and planning.
The term new media was used to differentiate
between old media (print press, TV, radio) and the
new information technology based media. The
learning content is also supported by the social
media and rich digital contents as selected
algorithms. These algorithms often include
interactive elements and possibility to communicate
and provide feedback. Examples of new media
include websites, games, augmented reality,
multimedia and various learning platforms. (IECEU,
2017, DS5.2). This also because in spite of the
presented benefits Eearning can provide to various
training, “digital tools do not substitute face-to-face
methods, but complement them by enabling more
constant interaction with users and lowering certain
users’ participation thresholds.” (Friedrich, 2013).

Pedagogical
approach
adultleamning
theories

Understanding
of cultures:
Intarcultural

communication

Technology:
application
design skills

New Media
Learning
Application

New Media:
designskillsin
interactive
medis

Figure 1: The framework of IECEU NMLA (IECEU,
2017, D5.2)

3.1.1 Instantiation: The Context for Service

The selection of service as part of instantiation
process was clarified after the analyses on the
context of use in early stage of design and
development. The project reseachers and developers
interviewed, made observations of the context and
participated to project workshops in order to build
comperehensive picture of the context. The special
attention was addressed to functional completeness
in this solution design process. Moreover, the
criteria for the solution selection was that the
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platform needed to based on open source code
featuring desired functions: options for gamified
learning, mobile friendly (meaning a website or web
application that displays correctly in mobile
devices), multi-browser compatible (meaning that it
must be displayed correctly in multiple browsers).
The platform can be ecasily gamified with artifacts
such as badges, user scoring, certification awards
and HS5P module integration, all of which are pre-
installed in the package or obtainable via the free
app store. HS5P is an extension developed for
WordPress, Moodle and Drupal from a separate
organization that is used to gamify Elearning with
ease, all done in HTMLY5, including video quizzes.
The NMLA, which can also be downloaded to
laptop, tablet or mobile phone, could be utilized as a
part of the training conducted in fragile and crisis
areas. The IT instantiations were identified by the
developers. The service as instantiation was selected
with in depth understanding of the context, end users
and other requirements.

3.1.2 Construct Framework: Vocabulary
and Symbols

After instantiation, the key end wusers and
stakeholders of NMLA were analysed by the project
expert group. The IECEU Advisory Board provided
further guidance and support to understand key
training and education providers that may benefit
with the use of learning application in the future.
IECEU NMLA focused on European security and
defence network training initiatives as well as higher
education institutes and university. The research of
IECEU built the overall constrcuts for the NMLA in
line with end users’ vocabulary and symbols. The
learning objectives and outcomes were set according
to the needs and gaps identified during the [ECEU —
project research. The end users group discussions
supported the identification of current training needs
that technologies could support. Learning objectives
are regognised among the training and education
community and they provided the contruct
framework for NMLA.

3.1.3 Quality Assurance Requirements

The requirements for the NMLA were also set in
IECEU Quality Assurance plan according to
technology development. At this phase, the designer
analysed wheather the instantiation, constructs and
representations were in line with quality assurance
requirements.

Media based Learning Application (NMLA)

3.1.4 Iteration of Methods (Algorithms and
Practices)

There is a possibility to organize the technology
supported learning and training in decentralized or
centralized way (IECEU -project, 2016. D5.2). The
methods were agreed by the designers with
understand of algorithms and practices. It was
decided to use cartoon like visualisations from one
hand to keep the developing and programming time
manageable and on the other hand rather flexible to
accommodate any possible changes. Also the field
of international security and peacebuilding support
the use of animations rather than authentic pictures
or videos. Although the serious topic of crisis
management is linked to human suffering, the
visualisations were preferred to keep light. Finally,
perhaps most importantly, peacebuilding and crisis
management topics are often sensitive.

3.1.5 Models: Transfer of the Content

The research studies and analysis (content) were
transferred to rich digital online learning content.
Instead of written texts, the learning content finally
included more visual solutions such as videos,
animations, gamified quizes, and other more visual
material. These representations of information
provided the key models for NMLA design.

3.1.6 Evaluation and Assessment

In order to guarantee a systematic and comprehensive
assessment of the NMLA and its impact, IECEU
Consortium representatives conducted different types
of evaluation that correspond to the four levels:
NMLA evaluation by the producers, NMLA evalua-
tions by the users, In- and Out-Tests for the users and
possibly a NMLA Impact Evaluation Mission (IEM).
The evaluation of NMLA against the requirements
(needs, gaps, curriculas) included the analysis based
on the end users and quality assurance review. The
end user groups finalised the testing, completed the
individual survey and attended to group discussions.
The data collection led to analysis to further improve
the NMLA. The most important step from the
pedagogical point of view in the development process
of NMLA was to test and assess the learning out-
comes when using the tool in trainings and education.
Before and after the use of NMLA, their knowledge
and skills were tested to identify the first learning and
development. The final learning outcomes will be
further identified in the real life context.
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4 FINDINGS

Firstly, the findings of the case study interviews of
experts working currently in the conflict setting
(IECEU Case Studies) corroborated the assumption
that up until now eLearning and learning applica-
tions have been not been broadly and systematically
utilized in the peacebuilding training. The main
shortfalls in the EU conflict prevention and
peacebuilding training focus on information sharing
and the content of Elearning modules. The general
findings of the NMLA design elaborated
experiences of NMLA use by end users. Especially
the evaluation and assessment phases gave valuable
feedback for the NMLA design process and its
further development. The survey findings identified
the benefits and shortfalls of initial version of
NMLA by end users. The introduction of the NMLA
(landing page) paid crucial role in motivation of the
users. The higher motivation raised the level of
continuing the use of service. The users described
the functionality and completed interface of NMLA
to support their active use of service. For the master
level higher education students the content was seen
rather advanced and hard to understand. It was
identified that higher education students were not
identified as key end users in construct framework.
The qualitative analyses pointed out that experts
experienced positively the rich media contents,
especially visualisations and video animations. The
positive implications were addressed on succesful
descriptions of the challenging and culturally
sensitive topics of peacebuilding. The methods and
algorithms used were seen easy to understand.

In the group discussions it was observed that the
content of peacebuilding training material must be
updated and changes must be completed to the
application in line with the global situation. It was
addressed that research could contribute to online
training with providing new knowledge and updated
content. NMLA enabled learning taking place by
adapting knowledge via different methods such as
reading, watching, and hearing. There was also a
possibility to use learners’ earlier experiences and
knowledge and combine them with NMLA content.
Opposite than teacher-centered pedagogy, the
learner-centered pedagogy acknowledges students’
needs, ability and learning styles (Weimer, 2013).
The digital rich media contents were identified
motivating compared to traditional learning
contents. The survey findings described how video
scenarios described well the conflict setting (24
mentions) and enabled the possibility of problem-
based learning. The gamification features (stages,
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certification) raised the learners’ motivation when
the objective was clearly mentioned. The shortfalls
of NMLA were discussed in both end user groups.
Massive reading materials (such as research articles
or research reports) were analysed challenging to
adapt by the learner during learning process.
Moreover, the necessity of the possibility for
feedback and reflection was underlined in order to
ensure learning. The researcher observed that
the learning tool must be easy to use in order to
ensure positive learning experience through
technology. Most of the users (17 out of 19) felt the
NMLA easy to use. The clear navigation and
structure help to ensure humans interacting with
learning tools. The end users using only mobile
devices paid attention to scaling of the learning
content such as videos. As an additional key finding,
the user group that did not receive the information
on how to use the learning application, mainly
produced feedback on clarity of navigation in the
platform. From the HTI point of view, it can be
discussed that human aims to receive the guidance
on how to use the technology solutions before the
actual use. The clear navigation helps the learner to
focus on learning rather than guidance. The
relevance of guidance to be available for online
learning tool users would be beneficial to further
study. According to the interviews, the practitioners
of peacebuilding and conflict prevention mainly
look for technical instatiantions for training that are
ease to use without any further guidance needed.
During the NMLA design, the The Human-
Centered Model for Online Learning Tool Design
was created. The case study of IECEU NMLA
design and development provided an overall model
for successful online learning tool development,
which follows the principles of DSR, human-
centered design and successful human-technology
interaction. The online based and new media
supported educational tools aim to reach well the
end user needs and ensure several learning methods.
It was identified that if different communities of
practice are engaged through test, review and
feedback during the design, it will provide
motivation and possibility to better integrate online
tools for training. Figure 2 presents the Human-
Centered Model for Online Learning Tool Design.
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Instantiation:
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service

Construct
framework:
vocabulary
and symbols

and
Assessment

Human-Centered
Model for Online
Learning Tool
Design (DSR
approach)

Models:
transfer of the
content

Quality
Assurance

requir

Iteration of
methods
(algorithms
and practices)

Figure 2: The Human-Centered Model for Online
Learning Tool Design (Hyttinen, 2017).

S CONCLUSIONS

The education technology accesses the people to the
larger ~community and  provides learning
opportunities via online solutions for people in a
cost effective way. As a conclusion of this study, it
can be suggested that the development of online
learning and education tools for peacebuilding
should follow the principles and theories of adult
learning and human-technology interaction. This
study argues that human-centered approach supports
with better interaction between human and
technology. This study shows the benefits of
considering Human-Technology Interaction (HTI) in
the development of learning solutions for
international security, conflict prevention and
peacebuilding. The importance of the interaction
was observed high especially when the motivation to
use technology in learning is in low level. The
commitment of end wusers may support the
engagement of human to continue the use of
services. Saariluoma et al (2016, p.148) discuss the
motivation beign rather relevant in explaining the
use of technologies by human. This study showed,
the functional and completed user interface was seen
important to raise the motivation. A relation of the
motivation to use of learning tools could be further
assessed among different communities.

Before development of the online solutions it is
suggested to conduct in dept analysis on the current
needs and requirements, context as well as end
users. Therefore, 1 argue that implementation of
educational online technology should focus more on
user centric approach and Data Science Research.

Media based Learning Application (NMLA)

The created model for development process of
learning tools support to meet with current training
needs and to identify which parts of education and
training can be organised in an online learning basis
the most effectively. Moreover, the model supports
when seeking the services for online learning. The
emphasis must also focus on transfering the learning
content to rich online format (videos, animations,
gamified solutions). Also, blended training possibly
consisting feedback and interaction with a trainer,
teacher or mentor deepen the understanding of the
learner and/or users of the content. It would also
provide a fast way to collect feedback to improve the
content or functionalities of the platform further.
Instant hot-wash-up with a trainer/mentor could be
considered beneficial in order to deepen users’
understanding and learning as well as to identify
possible knowledge gaps to be covered better in
various training activities. Based on this paper
analyses and desk study, there is still need for deeper
analysis regarding online education possibilities in
conflict prevention and crisis management training
and education, such as:

1) How can the online learning solutions more
effectively be implemented in current
training and education practices?

2) How will the artificial intelligence and
machine learning affect to the training and

information  sharing in  international
security?
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This is an introduction about building an innovative learning environment for the integration of research, work
life and higher education. The current international security education facilitates higher education studies
through innovative, research integration and collaborative learning activities. Similarly, the education and
training faces challenges and new technology trends in learning delivery. It has been recognised that an
integration between research, work life and education studies may benefit each other in knowledge creation.
The research group completed a desk research and studied four different cases where the integration between
research, work life and higher education was implemented during years 2016 and 2017. According to the
findings of the desk research and case studies, the researchers build a model of innovative learning
environment in order to ensure successful integration processes in the international security management

studies.

1 INTRODUCTION

This paper introduces the understanding of building
systematic and competence-based integration
between research, work life and education to meet
with current global challenges in learning and
education delivery. We must ensure that future
experts will gain high level of education in the real
life setting in order to successfully be employed.

This paper is based on four different cases during
three years where systematic tools for integration of
research and projects were facilitated in course
implementation with the view of lifelong learning and
Learning by Developing (LbD) -concepts (Raij,
2014) in higher education security management
studies. The overall goals of the courses were to
ensure the learning according to set objectives for the
courses.

Earlier research has mainly focused on how to
integrate the higher education to research and
development activities (Ojasalo et al; Pirinen 2008,
2013). Our approach is to focus on studying how to
successfully integrate research and projects to higher
education programs or independent courses. Beyond

Hyttinen, K., Ruoslahti, H. and Jokela, J.

the systematic tools for integration, our focus was
mainly on how the integration of research and
projects can benefit the course implementation and
learning in higher education. Before doing so, we aim
to review the current state of art on integration
between higher education and research. Moreover we
provide analysis of different learning approaches to
support the integration process.

2 THE HIGHER EDUCATION
SETTING

2.1 Integration of Research and Work
Life with Higher Education

Higher education aims to meet with the work life
needs and is tasked to have a societal role nationally
and internationally. Universities are expected to
interact with the surrounding society so that their
research findings better impact society (Raij, 2014).
A systemic and competence-based approach to
integrate the work life and EU —projects is highly
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needed to ensure successful transfer of knowledge
and research findings in large collaboration research
projects.

Earlier research identifies the term “integrative”
as a perspective within research and development and
education strategies that are recognized collectively.
The focus of integrative education has been in the
participation of students in projects and in achieving
advanced results and impact for the research and
development projects. (Pirinen, 2013, 8-26). Pirinen
(2008) announced the importance of learning
activities producing a sustainable drive for the
integration of research and development with higher
education. Beyond the research and development, the
meaning of well-structured work life connections are
seen crucial in order for students be successfully
employed after higher education studies in the
universities of applied sciences (Kirjalainen, 2010, 2).
Work life-oriented education includes a set of
definitions that clarify the competences needed in
today’s work life. The definitions are
comprehensiveness, internationality, research touch,
communication competences, change management
and entrepreneurship. (Salonen, 2010, 3). Also
Tynjdlda & Virtanen (2013) address how higher
education students hope more work life competences
during their master level studies in universities.

Universities of Applied Sciences and current
higher education institutes aim to provide learning
possibilities for humans throughout their life-cycle.
Lifelong learning is considered an important part of
the Lisbon strategy of the European Union, whereas
the European Union aims to be the most competitive
and dynamic knowledge-based area as well as a more
cohesive and inclusive society (Eurostat, 2009). The
concept of lifelong learning is developed into a
broader concept from the everyday life learning of
people with its aim of improving knowledge, skills
and competences (Tissot, 2004, 102) in knowledge
societies (Boutsiouki, 2010). Learning is related to
politics, ideologies, knowledge employment, and
different creative and interactive ways of living
(Aspin & Chapman, 2007; Jarvis, 1998). Today the
lifelong learning is described as high-individualized
way of learning which is guided by the changes and
new ways of life (Field, 2006, 77).

2.2 Technology in a Higher Education
Setting

Technology has re-organized human life,
communication and learning. (Siemens, 2004), and
21% century theoretical insights have raised the
collaborative practices in online learning. Thus
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education is in a changing position and technology
brings new opportunities and challenges for teaching
and learning. Based on earlier theories, learning can
happen through one’s own experiences (see Kolb,
1984), through critical reflection (see Mezirow, 1981)
and as problem based solving (see Poikela & Poikela
1991). The theoretical background for online learning
has concentrated on behaviourism, cognitive and
constructivism learning theories. Furthermore, most
of the current online education tools and
environments are developed based on these theories.
Behaviourism answers to the question “what”,
cognitive to the question “how” and constructivism to
the question “why”. Researchers have raised criticism
regarding the theoretical background of online
learning technology.

E-learning can be implemented as distance
learning, where learners and teachers do not see each
other, and learners may be geographically distant
from one another. Moreover, e-learning is highly
appreciated worldwide because of its cost-effective
possibilities. An online training environment
provides a variety of opportunities: teaching can be
organized and the online learning environment can be
utilized in many different ways. Online teaching can
be divided into guided e-learning, self-study online
learning and multiform learning, in which classroom
training and e-learning are combined.

The new terminology of multiform teaching has
begun to use the term “blended learning”. When the
classroom based learning is more structured and
formal, informal learning is not typically classroom
based or structured and the learning is in the hands of
the learner (Marsick & Watkins, 2001). Furthermore,
the learning experiences provided by education
technology and applied in appropriate ways have
been show to enable positive learning experiences
and improve learning outcomes. (Carlson, 2013). The
challenges in learning in online setting and
technology supported may be raise when the
constructivist pedagogy is aimed to be implemented.

2.3 Learning by Developing and
Co-creative Approaches in Higher
Education

From philosophical stance, it has found out that
students learn by working collaboratively with social
impacts and influence and as a definition we discuss
about constructivist pedagogy (Vygotsky, 1978).
Moreover, the social constructivism is not seen as
method but as a view of learning which leds to
decision making about pedagogy and curriculum
(Oldfather & West 1999, p.91). Ruoslahti (2017)
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finds that there are cyclical connections between
value co-creation networks: cooperation platforms
and active facilitation are needed for co-creative
innovation and knowledge sharing. Active
stakeholder participation stems from common aims
that promise benefits for all collaborators, resulting in
an active drive for co-creation of knowledge and
change.

Innovation environments and collaboration
technology are widely discussed in literature as ways
to facilitate active and open collaboration, which in
turn is the key to successful co-creation. First there
should be a need for collaboration, all collaborators
must feel that they benefit from the co-creation
process and its outcomes, and that the collaboration
becomes jointly constructed and lead. Any one
organization cannot be in charge alone. A common
problem and goals guide the co-creation process, and
just identifying these common problems may be a co-
creation process. These processes take time and are
not without challenges.

These principles also apply to the co-creative
processes of higher education. Ruoslahti, et. al.
(2011) note that, when learning becomes integrated to
projects, it becomes important to also actively
manage networks. First, on a teaching level the
teacher follows student learning and personal
curricula, as well as student specific project
advancement and competences. Second, on a project
management level a teacher may manage projects and
project resources. Third, on a network management
level a teacher manages partners and possible partner
registers. “To be able to genuinely and individually
follow and manage the learning of each student is no
easy task” (p. 12). A forth level for teachers to
manage, may be considered being the level of co-
creation. Ruoslahti (2017) notes that a value network
that aims at the co-creation of knowledge and its
cooperation platforms, which may be electronic or
traditional, require facilitation by the teacher, in order
to achieve the active stakeholder participation, which
is needed to co-create knowledge and innovation.
“Active and open collaboration is the key to
successful co-creation.” (p. 14).

Cost-effective highly interactive higher education
level learning can be achieved, when partners
collaborate to first define a problem worth their
combined efforts, and then they develop dialogues
with their strategic partners to improve knowledge
sharing and develop collaborative processes. The
search for opportunities for the mutual benefit of the
partners serves to unlock the talents of the diverse
groups working together in co-creation (Powell,
2012).

Doyle (2010) identifies that awareness is needed
to clarify meanings between partners, when
universities’ engage with the regions that they are in.
Complex and pervasive cooperation can promote
economic and social inclusion, and community
development. But there is a need to facilitate this
development of mutual understanding, which calls for
both mutual expectations and a common language, so
that universities may become drivers of creative
change.

Ruoslahti & Hyttinen (2017) promote the creation
of education programs that provide learning
possibilities, which are not tied to time or place.
Flexible approaches enable students across these
collaborative networks to choose a learning
curriculum matching its content to one’s individual
interest. They suggest that a co-created network
community could award higher levels of post post-
graduate and post-doctoral education, with a
specifically defined scope and focus on security, and
safety. “This should provide an opportunity to
experience a multi-disciplinary approach toward
security and safety of activities” (p. 10).

Raij (2014) finds that research and development
projects, which are directly based on real working
life, form a learning environment that motivate
students to develop new ways of action as
competences. The ability and preparedness for both
students and teachers to engage and interact with the
ever changing surrounding society becomes crucial in
building new knowledge and competences. The
impact of changes on the character of learning in
projects was first recognized. This in turn “led to the
recognition of the characteristics and stages of the
Learning by Developing action model” (Raij, 2014,

p. 13)

3 CASES OF INTEGRATION IN
INTERNATIONAL SECURITY
MANAGEMENT EDUCATION

3.1 Case 1: An International Approach
to Leadership in Crisis, Conflicts
and Disasters

The master level higher education “International
Approach to leadership in crisis, conflicts and
disasters” — course (5 credits) at Laurea University of
Applied Sciences was implemented with a strong
integration to European Commission Horizon 2020
funded project IECEU (Improving the Effectiveness
of Capabilities in EU conflict prevention) in the
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Autumn 2016. In total, 32 students, a principal
lecturer, a group of lecturers, and three external
experts attended to the implementation process of this
course. The process included planning, execution and
evaluation phases. Most of the learners were adults
with bachelor level knowledge, competences and own
work life experiences. The approaches of adult
education, especially lifelong learning, and Learning
by Developing were used as basis of course
implementation.

Hybrid learning methods were applied in the
course implementation. Different influences such as
reading (the background material of project
deliverables), watching (video material from the
conflict, crisis and fragile areas), peer discussions
(working groups), self-reflection (learning diaries),
writing (theory together with experiences) in and exit
tests (evaluation) and online learning tools (LMS and
social media) were used as teaching and learning
methods. Finally the grades were given as a
combination of different learning outputs.

The feedback of the students addressed that the
possibility to attend H2020 IECEU —project network
community, and be involved in latest research, raised
their motivation towards the external security and
international approach of conflict prevention and
peacebuilding. The external experts working with
crisis management and peacebuilding were seen as
very important figures in receiving the latest
information from the field and future work
employment possibilities.

3.2 Case 2: Humanitarian Aid and
Crisis Management

The master level higher education "Humanitarian Aid
and Crisis Management" course (5 credits) by Laurea
University of Applied Sciences was implemented in
a strong integration with different humanitarian
programs and experiences. Experts have shared their
experiences and discussed with students how to lead
humanitarian work in crisis areas, such as in the
International Committee for Red Cross (ICRC), the
European Union Monitoring Mission (EUMM) in
Georgia, the Organisation for Security, Co-operation
in Europe (OSCE) Special Monitoring Mission
(SMM) to Ukraine and in Kosovo, and The Finnish
Defence Forces International Centre (FINCENT)
peace keeping missions.

Training and deployment of Finnish experts to
humanitarian leadership and management missions
and humanitarian aid was the basis of the study unit.
The process included planning, execution and
evaluation phases. The majority of the learners were
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adults with bachelor level knowledge or competences
and strong work life experiences of their own.
Approaches of adult education, such as lifelong
learning, and Learning by Developing (LbD) the
basis of the course implementation. The hybrid
learning methods were applied in the course
implementation.

Assignments of the master level course were to (1)
raise the awareness in terms of international agencies
and organisations (students picked a national,
regional or international humanitarian aid agency that
they studied further); (2) practical methods giving a
guidance on “packing your “go-pack”; (3) plan an
international humanitarian architecture based on
response need.

The general course feedback of students included
several feedback on motivating learning content and
getting familiar on interesting topic through external
speakers and professionals. This was also identified
as one of the key factor in an individual learning
process. Several earlier adult education research
supports the approach where the motivation of the
learner can be very crucial role in learning process.

3.3 Case 3: Student Integration and
Co-creation of a Guide of Practices
for Greater Social Responsibility
toward Immigrants

Project Antura was a co-creative project, funded by
the Finnish ministry of justice, which involved active
members of an independent citizens’ forum, area
neighbourhood associations, and active student
integration, based on the learning method Learning
by Developing at the Laurea University of Applied
Sciences (Raij, 2014). The project promoted active
cooperation between area actors, neighbourhood and
immigrant associations, researchers, and students of
both higher education and secondary level
institutions. This was realized in the spirit of open co-
creation.

The aim of project Antura was to evaluate the
effects of immigration themed citizens’ forums,
coordinated by the Greater Leppidvaara Citizens’
Forum, a voluntarily coordinated arena for citizens’
participation in Espoo, Finland. Antura’s network
partners co-created forms to smoothen the integration
of immigrants by more open interaction, where all
actors are encouraged to ‘be on the same side’”
(Ruoslahti & Meristd, 2017).

The project was integrated to the Laurea
University of Applied Sciences bachelor level study
unit “Research and Development Methods (5 credit
points) in the fall of 2016. 17 students took the class.
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The study unit was in Finnish, so all students were
Finns. The students formed three teams and each team
was responsible, under a student project manager and
senior lecturer supervision, of completing task 2, 3 or
4: student research team observation of the
immigration themed citizens’ forum discussion event,
observation of Finnish language discussion groups at
the local Library, or interviews of local
neighbourhood association representatives,
respectively. The aim of project Antura was to pave
the way to finding best practices, and development
suggestions for a better future with shared vision
towards greater social responsibility and better
integration between people, be they immigrants or
born in Finland. This was also the focus of the student
work completed.

The studies conducted as student integration
promote, on a very practical level, understanding of
the factors that facilitate immigration challenges, and
identify examples of positive co-existence and social
responsibility, while at the same time promoting
higher education level learning. But also the study
unit addressed the main learning objectives of the
study unit, where students are able to choose the
proper methods for development project and give
reasons for these choices, collect empirical data and
analyse it, interpret empirical results, make
conclusions based on empirical results, recognize the
ethical point of view of the research and development
work, and evaluate the reliability and validity of
research. They did all these on a very practical level.

3.4 Case 4: An Integration between
IECEU —Project and
“Organisational Management and
Leadeship”-Course

An integration process between IECEU -—project
conceptual framework and security management
programme’s “Organisational management and
leadership” —course (5 credits) was implemented in
Laurea UAS from September to December 2016. In
total, a group of 31 students, 3 IECEU —project
researchers and 2 course lecturers participated to
integration process.

The IECEU —project (funded by the European
Commission  H2020  programme)  published
multidisciplinary methodological framework for
analysing the effectiveness of the capabilities of EU
crisis management and peacebuilding with use of
comparative methods. The process of collaborative
creation of the conceptual framework included a
workshop of researchers in June 2015. Organisational
theories identifies capabilities as resources and

competences and in the context of IECEU —project
research, the researchers apply the six different
capabilities in total. The capabilities were planning
capacity, organisational capacities, interoperability,
competences (skills and knowledge),
comprehensiveness and technologies. The conceptual
framework allows the use in a variety of contexts and
situations because of modularity. (IECEU —project,
2016).

In terms of piloting the methodology in different
contexts, the conceptual framework of IECEU was
tested by the students in the research studies in
analysing the effectiveness of the capabilities in
private sector organisations. The implementation of
the student research part of integration process
included several steps; (1) Firstly, the IECEU
researcher and lecturers of the course produced in
collaboration a tailored model for bachelor students
with specific research methodology to meet with
course objectives and timespan. (2) Secondly, the
IECEU project researcher participated to teaching
seminar in the early phase of course implementation
in order to understand the course setting and
objectives in practice as well as to build the trust
among the students, lecturers and project. (3) Thirdly,
the students applied the IECEU conceptual
framework (incl. mixed methods such as interviews
and surveys in selected organisation) in their specific
course study in analysing the effectiveness of
capabilities in selected private sector organisation. (4)
Fourthly, the guidance was given twice a month in
small student group workshops by lecturers and
IECEU project researchers. These collaborative
workshops implemented the co-creation between
students (=peers), lecturers and researchers (=were
seen in a role of mentors). (5) Finally, the students
introduced their findings of their research studies in
seminar in order to ensure knowledge sharing, raising
the presenting skills as well as receiving the feedback.

The students gained competences how to apply a
research concept and different research methods
(interviews, surveys, desk research) practically.
Finally, the use of IECEU conceptual framework in
student research task ensured the possibility to
compare the findings. From the learning perspective,
the students gained especially professional research
skills and competences. An integration of higher
education with work life is seen crucial especially for
polytechnic and applied sciences. Therefore, the
connections and activities between students and work
life representatives can bring added value for learning
and reaching the set goals. The implementation of
IECEU Conceptual Framework in student task
enabled real life contacts with work life
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representatives  in  different  private  sector
organisations. The research competences of the
students were seen rather limited in bachelor level
studies. Therefore the implementation of research
concepts from H2020 projects was required a tailor-
made guidance for the course participants.

In order to ensure systematic approaches in the
integration, the students, lectures and researchers
identified challenges in piloting the IECEU
conceptual framework in student research. The
guidance by researchers and lecturers was seen
crucial to ensure the progress of research process.
Students identified challenges in finding joint time
among each other, whereas the project management
skills were seen crucial in the implementation of the
task. Students also felt collaborative practices with
researcher raising their motivation and involvement
to larger research communication. As a conclusion,
the integration process was time consuming and the
tailoring of IECEU framework to meet with bachelor
student course objectives required several
collaborative interaction cycles among researchers
and lecturers. The process reached the set goals and
student work reports gained valuable findings also for
the H2020 research project. The IECEU —project also
met one of its dissemination goals to integrate key
research findings to higher education.

4 RESULTS

The successful integration of research and projects to
higher education programs and courses is seen to
raise the motivation of students towards the learning
topics and themes. A good motivation can help reach
the set learning objectives as well as increases the
knowledge creation within the topic. Group and
community level learning can raise the socio-
constructivism in life-long learning. Integration
should be embedded with a systematic approach
where the research will primarily benefit the learning
objectives and later, if needed, can influence towards
the process of development of courses and programs
in higher education. The integration of international
research projects to higher education may benefit the
level of knowledge when the external experts are
giving lectures and provide current research results
for bachelor and master level students. A research
project can be a very useful platform for knowledge
creation and the students get opportunities to access
larger expert communities. Integrating project tasks
with studies serves both project and curriculum goals
very well. The co-creative approach involves
students, teachers, citizens, and outside experts
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creating shared excitement and commitment. This in
turn facilitates reaching these shared goals.

At the same time, there have been challenges in
the integration of research projects and work life to
higher education studies in the context of
international security. The integration does not often
follow systematic processes and it often requires
time-consuming collaborative practices among
lecturers, researchers, work life representatives and
students. Moreover, the integration may need to apply
of new methods and strategies for the teaching in
collaborative activities. These activities may be time-
consuming although they may serve better in
problem-based and constructivist learning processes.
It was also identified that online tools are only used
as one method during course implementation. The
online implementation still happens mainly in
information sharing between lecturer and students
and social media tools were not actively used part of
learning practices by the institution.

The implementation of integration of work-life
and research requires that the educator has
competences to facilitate blended learning activities.
The role of networking in projects is much greater
than in the traditional teaching paradigm, where the
teacher mainly shares one’s knowledge with the
students. The implementation of integration of work-
life and research requires that the educator becomes a
guide and facilitator to ways of finding and creating
knowledge.

The case studies identified that the integration
practices may include both, content and competence
related, learning taxonomies. The case studies
showed that the awareness of professional knowledge
finally led to analysing and producing professional
knowledge in constructive frames as required EQF7-
8 levels. Overall, the integration between research,
work life and education requires new systematic
collaboration skills and competences among
personnel in higher education. As a final result, based
on the literature review (Ruoslahti, 2017) and the
findings of the case studies presented in this paper,
the model of innovative learning environment in
order to facilitate integration between research, work
and higher education studies in the international
security studies with actors and practices was created.
The purpose of the model is also to meet with
European Qualification Framework (EQF) standards
and lifelong learning practices in the integration
processes.

The model identifies the key actors, practices and
sets requirements to key competences to facilitate the
innovative learning environment in integration
between research, work life and higher education.
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The key actors identified are 1) Educators, teachers
and lecturers, 2) Researchers and project
professionals, 3) Work life representatives and
professionals, 4) International higher education
students which are already enrolled for Higher
Education Institute (HEI). The systematic practices in
integration were found out as 1) traditional face-to-
face lecturing, seminars and workshops, 2)
knowledge creation through collaborative expert
groups among students as peers, mentors and
professionals, 3) guidance and mentoring, 4)
documented inputs and outputs (e.g. assignments), 5)
professional knowledge and information sharing in
online setting, 6) professional knowledge analysing
and co-creation by students in online setting. The
innovative learning environment requires
competences for facilitating the collaboration among
actors and practices successfully. This study supports
the findings by Ruoslahti, et. al., 2011, who identified
teacher competences needed in project and
networking based learning. A teacher should be able
to understand and manage both learning and the
required collaborative process, but also understand
project management in order to manage the co-
creation process, when integrating teaching into
project work.

S CONCLUSIONS

The role of higher education is in changing position
and a need for new methods is identified. The
research and development projects may benefit also
with these future needs in co-creation of knowledge
in innovative environments. The integration between
research, work life and higher education supports the
perspectives of lifelong learning in Europe. The
social collaborative practices between higher
education students, researchers, lecturers and work
life representatives ensure constructivism and
effective information sharing among different
communities of interests. The innovative learning
environment may facilitate the experience
possibilities for social constructivism. Jarvis (1998,
p.199) addresses the experience as necessity in
learning process.

It is important to make sure that primarily the
learning objectives of the course or study unit in
question are met. But this not enough, also the work
done on the course or study unit must benefit the
project in some way. This can be reached through
selection of actors and practices in an innovative
learning environment. At the same time, the effective
integration practices have been time-consuming and

require more resources. To support the integration,
the implementation can address systematic process in
an innovative environment but especially it may bring
benefits for different groups and professionals. There
is a growing pressure to higher education teachers’
competences. This shift in teaching and learning
paradigm adds further pressure towards the
management if projects, networks, and co-creation
activities. Furthermore, the professionals
collaborating with higher education and their
institutional professionals must further improve their
knowledge regarding degree and programme
requirements and EQF objectives.

The teaching profession is changing. Teaching
professionals need a more varied set of skills and
competences to manage network-based co-creative
integration. Students need teachers to guide them to
discover learning. Projects provide an excellent basis
for learning. The teacher is required to have the skills
to make this connection between benefitting both the
students learning and the accumulation of knowledge
for the project. The teacher needs competences to
identify what are the best ways to apply this in
practice. One way of making sure that the learning
objectives and project aims meet can be achieved by
setting a specific set of macro learning objectives for
the integration tasks. One possible direction to further
enhance students’ learning could be to encourage
them to publish as part of professional knowledge
creation. As it is now students produce a variety of
different level research papers, such thesis.
Institutions could develop paths, where these papers
could be further developed into both professional and
academic articles. Teachers can provide the needed
support and if needed be co-authors. Since the higher
education setting requires better practices in online
basis, the use of technology in collaborative
information creation and knowledge sharing must be
addressed. The technology may benefit different
groups and brings new tools for social activities. The
use of social media and open source tools should be
better piloted and studied especially among
international security professionals and other
communities of interest. Universities should follow
and foster closely at the networks that they have. Just
as one example, Laurea University of Applied
Sciences is implementing a Partner Relationship
Management (PRM) System as online tool for
network management. With PRM students and
teachers will have a better access to the university
contacts and the university can better follow and
quantify the network contacts made and facilitate
their online connections.
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work.
ARTICLE INFO: KEYWORDS:
Recevep: 08 JUNE 2020 societal impact assessment, network co-creation, in-
ReviseD: 01 Sep 2020 novation, organisational learning, skills acquisition,
ONUNE: 16 Sep 2020 competence development, cybersecurity

.
BY _NC Creative Commons BY-NC 4.0

D E-mail: Kirsi.Aaltola@vtt.fi



K. Aaltola, H. Ruoslahti /SlJ 46, no. 1 (2020): 53-64

Introduction

The European Union (EU) promotes innovation through its funding programmes
for research and innovation. These offer opportunities for the creation of
knowledge by engaging diverse organizations of academics, businesses and
public organizations to form project consortia. Innovation projects have a
strong focus in sharing insights and experiences, though participants may sim-
ultaneously have conflicting interests for participation. Project ECHO aims at or-
ganizing a net-worked approach through effective and efficient multi-sector col-
labo-ration that aims at strengthening proactive cyber security in the Euro-pean
Union. Project ECHO (European Network of Cybersecurity Centres and Compe-
tence Hub for Innovation and Operations) started in 2019. This position paper
in part explains the nature of the body of knowledge that the project will cumu-
late in regards to assessment of societal impacts.

Research and innovation network projects, increasingly face the challenge of
mobilizing knowledge towards value creation in a manner that takes into ac-
count assessing its impact and effectiveness.?” Societal expectations increas-
ingly demand projects to review the criteria of the community and a compre-
hensive impact assessment processes that is capable of delivering outcomes,
which ad-dress learning and sharing of knowledge.*®

One part of the purpose of the ECHO project is to deliver a Societal Impact
Assessment (SIA) toolkit. The aim is to measure the effective-ness and impacts
of network co-creation. The purpose of this article is to provide an overview of
approaches on network co-creation and interorganizational knowledge transfer
as learning outcomes, and to discuss the nature of these approaches in perform-
ing Societal Impact Assessment. The aim is to elaborate the path from the se-
lection of relevant learning outcomes to means of impact assessment, which
be-comes demonstrated in forms of learning outcomes. This paper builds on
the dissemination evaluation framework for European research projects pre-
sented in Henriksson et al., “Opportunities for Strategic Public Relations — Eval-
uation of International Research and In-novation Project Dissemination.” 13

Literature
Evaluation and Assessment

Knowledge management has become complex in requiring, for example, com-
prehensive approaches to assessment. Some limitations of evaluation ap-
proaches that have can been recognized are their limited foci on degrees of in-
fluence, subjective satisfaction of results, or empowerment. Daniel Fiorino 1°
and Frank Laird *° used political theories in the development of normative eval-
uation criteria, and they evaluated a wide variety of participation models. The
concept of public participation played a role in the impact assessment of public
participation programs, and provided some added strength to earlier, more nar-
row, evaluation approaches. The model helped describe proper and improper
conduct in public decision-making activities in democratic government.
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Good practices of traditional research dissemination and exploitation are
needed.'® A traditional documentation in evaluating research impacts with
quality dimensions (clarity, environment orientations, consistency, responsive-
ness and effectiveness) and systematic documentation activities (quarterly dis-
semination and progress evaluation, relevant exposures across targeted media
sectors, successful two-way information transfer, committed project partners,
and adoption of project processes).’> 2

Social learning can be treated purposefully as an outcome of impact assess-
ment, which is facilitated through the organizational learning approach and
linked with best practices of stakeholder engagement. Sdnchez and Mitchell
grouped learning outcomes into three different categories: “acquisition of
knowledge and skills, developing new behaviours and developing sustainability-
oriented norms and values”. In order to achieve such outcomes, the means in-
clude education and/or training, experiential learning, learning through partici-
pation and social learning as well as a ‘learning organization approach’.” 3¢

Vos et al. 3 see measurement processes may need “strong commitment and
an open culture of learning” (p. 66). In sensitive matters outcomes may be diffi-
cult to compare, and it “would be recommended to supplement self-assessment
with other measures such as external assessment” (p. 66). Interactions can be
understood through cycles of input, throughput, and output communication,
and in the context of innovation projects, communication activities follow the
elements of complexity in cyclical ways. This can provide a framework to evalu-
ate the workings and impacts of innovation projects.

Beyond relevant evaluation and assessment processes, complex network re-
ality requires people who are committed on both organizational and individual
levels to learn and adopt the knowledge, skills and competences required by
the network co-creation and communities that there are involved in. Develop-
ment of professional expertise comply with networks, complexity and techno-
logical innovations at the same time. Complexity of research and innovation
projects, raise the need of positioning variety of relevant approaches to impact
assessment and evaluations. Network co-creation and learning approaches pro-
vide new systematic ways to analyse the impacts on a societal level of network
projects funded by the public funding.

Network co-creation

Innovation is based on new knowledge and it drives growth and success.®” Cre-
ating knowledge for innovation requires collaboration between research and
business partners; co-creation is seen as a collaborative activity, and it involves
objectives, arenas, collaborators, tools, processes, and contracts,® on different
layers, such as co-creating futures or policies, and involving agents.! Partners,
who work in collaboration in research and network projects, generate new
knowledge and skills resulting to innovations.*3

Ruoslahti finds that co-creation in projects call for: collaboration and a com-
mon problem, and innovation networks have three main challenges to manage
to ensure open communication toward co-creation of knowledge: stakeholders

55



K. Aaltola, H. Ruoslahti /SlJ 46, no. 1 (2020): 53-64

need to be actively engaged throughout the project, which takes time and ef-
fort.3* Co-creation of knowledge can occur in physical spaces, digital environ-
ments or combining both.®

Vos, Schoemaker and Luoma-aho suggest that communication takes place in
Issue Arenas, where actors meet in physical or digital spaces to address and dis-
cuss issues that are relevant to them.*! Arenas can thus, be seen as competitive
spaces, where actors may, besides having common agendas, have interests
their own, use with problem solving and influencing strategies,® % and yet,
deep engagement of the actors involved benefit all stages of an innovation pro-
cess. Ruoslahti ®* demonstrates that a process flow of elements of complexity 2°
can be recognized in the context of innovation projects, and in relation to the
input-throughput-output communication.*

Learning approaches

When people are involved in working towards mutual common objectives, or a
purpose that affects their communities, they become more responsible. This in
turn reaffirms democracy. On a societal level, this phenomenon can be de-
scribed as social learning.** In addition, Webler, Kastenholz and Renn** pro-
vided a solid basis for evaluating public participation processes through fairness,
competence and social learning. Theory of cognitive development,*® theory of
experience® and social constructivism 2* 42 were some of the key constructivist
viewpoints, which have led to the experiential learning tradition, commonly
used in adult education and training.

Studies have shown that individual learning processes are dependent of so-
cial interaction and external sources.* 22 It has been argued that Piaget strongly
built the basis for the constructive way of thinking.3? Constructivist learning the-
ories believe in the role of social environmental contexts and interactions with
others in moulding individual development® and assert that learning becomes
socially situated.?’ Dewey addressed that humans are active learners and the
nature of learning is based on problem solving.® Network research and innova-
tion projects are envisioned in line with the conceptual understanding of public
participation where “a community of people with diverse personal interests,
but also common interests, who must come together to reach agreement on
collective action to solve a mutual problem.” 44

Beyond the pedagogical or psychological tradition, social learning has been
studied in the organizational and management studies with the use of concept
organizational learning.? 3 The German sociological critical theory by Habermas
described social change as a process of social learning with cognitive and nor-
mative dimensions.!! Polanyi’s assumption was that some knowledge is difficult
to articulate with language and may exists in a form of experiences.?! His under-
standing of tacit knowledge is in a relation with society and to our personal in-
terests and commitments. According to Nonaka & Takeuchi?® (pp. 57-58)
knowledge is defined in relation to action and with commitment and beliefs on
messages. Wenger’s contribution as knowledge management theory focused
on communities of practice in the central of learning, meaning and identity.*

56



Societal Impact Assessment of a Cyber Security Network Project

They described information as a flow of meaningful messages. Stenmark argued
that fact knowledge includes both forms of knowledge, tacit and explicit,?” while
Weick argues that paying attention to forgotten and avoided facts through sto-
ries and examples is a way to “discipline imaginations around the topic of or-
ganisational learning.”4®

Knowledge creation and learning theories strongly argue the relevance of un-
derstanding knowledge as a socially constructed process. In addition, experien-
tial learning approaches and skill development highlight the role of experience,
when the aim is to improve knowledge, skills and competences. The range of
instructional and methodological design opportunities is quite broad, and the
effective learning techniques support adaption of new competences in different
contexts in a form of informal learning.?

Summary of the Literature Review

The summary of literature review discusses in the above-mentioned academic
literature, Table 1 (below) presents three main theoretical dimensions relevant
in the toolkit of societal impact assessment of network project: foundations of
evaluation and assessment, co-creative innovation, and learning approaches.
These three dimensions are shown in relation to some key concepts and themes
as relevant authors have presented them.

The above literature review findings of key theoretical foundations (Table 1)
indicate that Societal Impact Assessment (SIA) can be based on the relevant
evaluation and assessment theories, co-creative innovation and learning ap-
proaches. The findings show that the measurement indicators to assess societal
impacts can be combined from the evaluation and assessment practices, inno-
vation targets and learning outcomes. This approach is discussed and modelled
to practical needs of societal impact assessment below in the Conclusions sec-
tion.

Table 1. Summary of the literature review.

Evaluation and Assessment

Approach Author(s) Key concepts and themes
Evaluation and Fiorino 1° - normative evaluation criteria of participa-
Assessment Laird ¥ tion models
Research project Palttala & Vos?® | - quality dimensions in evaluation
dissemination Henriksson et - systematic documentation of dissemina-
evaluation frame- | al.’3 tion
work
Organizational Sénchez and - social learning as an outcome of impact
learning approach | Mitchell 3¢ assessment
and stakeholder
engagementin
impact assess-
ment
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Co-creative innovation

Approach Author Key concepts and themes
Plan and manage | Bhalla® - collaborative activity with: objectives, are-
project to nas, collaborators, tools, processes, con-
co-create value tracts
Input, through- Vos & Schoe- - communication management contributes
put, output maker 4 to three phases

- mutual agreements about communication
Co-creation in EU- | Ruoslahti 33 - collaboration

funded innova-
tion projects

common problem
stakeholder engagement, time and effort

Learning approaches and knowledge creation

Approach Author Key concepts and themes
Cognitive devel- Piaget 3° - learning is a process of accommodation,
opment and cog- | Piaget? assimilation and equilibrium
nitive constructiv-
ism
Social constructiv- | Dewey® - humans are active learners
ism Vygotsky 42 - learning is based on problem solving
- culture and context are highly important

Learning in social Habermas ! - social learning has cognitive and norma-
change Webler, tive dimensions

Kastenholz &

Renn*
Socially situated Lave & - social environmental contexts and inter-
learning Wenger % actions with others in molding individual

development

Organisational Argyris & - a single and double loop learning pro-
learning Schon? cesses

Argyris 3) - organizational learning is highly context-

dependent

Knowledge crea- Nonaka & - knowledge defined in relation to action
tion and transfer | Takeuchi ¢ and with commitment and beliefs on mes-
loop sages
Tacit knowledge Polanyi 3! - some knowledge is difficult to articulate

Stenmark 37

with language and may exists in a form of
experiences

Informal learning

Marsick & Wat-
kins 23

learner-centre focus

focus on self-directed nature, networking,
coaching, mentoring, and performance
planning
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LO: Development of
behavior

* Qutcomes of impact
assessment

LO: Community norms LO: Acquistion of skills

and values and knowledge

* Qutcomes of impact * Qutcomes of impact
assessment assessment

Innovation co-creation
and dissemination

* Qutcomes of impact
assessment

Figure 1: A flow of co-creation learning outcomes for SIA-toolkit.

Summary of the Findings

Positioning evaluation and assessment traditions, learning approaches and net-
work co-creation can provide improvement for the design of Societal Impact
Assessment. Combining these perspectives promote understanding of how
structures foster knowledge sharing and interpretation, enhance organizational
memory, provide sustainable innovation and finally improve the impact at the
societal level. Learning outcomes have to go beyond instrumental learning to
reach new behaviours, norms and values 3 to enable an increasingly practical
approach to Societal Impact Assessment.

When Societal Impact Assessment becomes measured as both learning out-
comes and as evaluation outcomes, a matrix of quality dimensions as noted by
Palttala and Vos % and Henriksson et al.!® can be developed (Table 2, below) to
provide a way of evaluating societal impacts of network and innovation pro-
jects. The innovation co-creation and understanding of communication as issue
arenas contribute to

The blue areas in Table 2 represent the linkages of learning approaches to
SIA. The yellow areas represent linkages of co-creation for innovation activities
to SIA. The grey areas represent linkages of project communication, dissemina-
tion and exploitation evaluation activities in SIA. Measurement of SIA-outcomes
through a toolkit can improve the quality of the value creation at the societal
level.
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Table 2. SIA outcomes Matrix.

K] Societal Individual Community | Dissemination Communication
]
&
3
¥
€8 Outcome Outcome Outcome Outcome Outcome
3
—
s
S Development | Acquisition of | Communit ) - .
a p. au Y Dissemination Systematic docu-
s of Behaviours skills and norms and Qualit mentation
4 and Attitudes knowledge values ¥
[}
<
k]
-~
5]
2
S Input Input Throughput Output Output
g
§
QS
Q
g . . Collabora- . -
S Action with Knowledge . . . Dissemination
S . tion objec- Clarity
° commitment transfer loop ) progress
< tives
a
(]
g Social and in- . .
S Stakeholder formal learn Collabora- Environment Targeted media
3 engagement X tion arenas linkages sectors
& ing
&
(]
£
S Experiential Cognitive de- Collabora- Consistenc Two-way infor-
3 learning velopment tors ¥ mation transfer
<
&
[
£
S Meaningful Joint problem Collabora- Responsiveness Committed pro-
$ messages solving tion tools P ject partners
<
@
[
£ . Collabora-
S Interactions TR
5 Social change in joint envi- Efficiency Project processes
2 ronments cesses, con-
;) tracts
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Research and innovation projects have already been studied from the dis-
semination and exploitation evaluation point of view (e.g. *3) but this approach
goes beyond and positions relevant learning and co-creative innovation foun-
dations as practical outcome indicators to analytical societal impact assessment
in com-plex network innovation projects, such as ECHO -project. The practical
Matrix (Table 2) can provide one applicable element towards a more compre-
hensive SIA-toolkit for the project ECHO network. A flow of co-creation learning
outcomes for the SIA-toolkit are presented below in Figure 1.

Societal impact and its assessment have been lately discussed in both aca-
demic literature and in recent EU-funded research and innovation projects. This
positioning aims to contribute to this research and practitioners’ discussions to
better understand the state-of-art, bring in the relevance of the theoretical
foundations and to identify potential indicators to develop and provide more
practical and accurate methodology for Societal Impact Assessment. Such a
methodology contributes to digital creation of Al-assisted toolkit for data crea-
tion and could be utilized for any innovation and network project or organiza-
tion that wishes to understand how its actions and solutions influence at the
societal level.
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Opportunities for Strategic Public Relations — Evaluation of International
Research and Innovation Project Dissemination

Abstract

European industry, academia, and potential end users for future solutions are widely involved in
applying for European Union (EU) funding of research and innovation and implementation of the
projects. Funding instrument requirements emphasize the influence of skills and knowhow of these
project consortia professionals. This chapter proposes a co-creative model for communication and
dissemination, or project PR, based on the experiences of both planning and coordinating
dissemination activities of three EU funded projects. Multidisciplinary international project PR offers
strategic opportunities for PR professionals.

The model employs the co-creation methods based on the pedagogical model called Learning by
Developing (Laurea, 2011). In addition to the pedagogical model, the proposed conceptualization of
co-creation for public relations and dissemination utilizes a media evaluation framework, which is
adapted from Vos & Schoemaker’s model (2004), combining elements of both balanced scorecard
and quality management.

The findings demonstrate that commitment and active participation of end user groups in the early
stage of the project are needed for successful dissemination, which should be supported by each
partner’s PR actions and networks. The dissemination process should start when the project begins,
be ongoing, even extending to beyond the project. Dissemination is an expanding process, and it
requires facilitation that supports PR and the engagement of key stakeholders. The European
Commission can gain from modernized PR and dissemination activities, and from as many end users
as possible adopting new innovations, which generate more business possibilities for the industry,
and further research projects for the academia.

Key words: Public relations, strategic communication, dissemination, communication, co-creation,
Learning by Developing, evaluation

1. Introduction

European industry, academia, and potential end users for future solutions are widely involved in
applying for EU funding for research and innovation projects. The requirements for efficient
dissemination and exploitation set by the funding instruments, such as the European Commission’s
Horizon 2020, are increasing. Requirements emphasize the influence of the projects and the skills
and knowhow of the project consortia, as Di Cagno et al. (2014, p. 853) write: “given the large and
increasing amount of European resources devoted to promote scientific co-operations among
countries, it is important trying to assess their actual technological and economic impact.” One
objective of funded projects is to expand the benefit of results in the European Union. The
dissemination of Horizon 2020 projects is defined as public disclosure of results by all appropriate
means (European IPR Helpdesk, 2014), and the overall purpose of dissemination includes achieving
scientific excellence. Project dissemination can be looked upon as Public Relations (PR), and its
actors as PR practitioners.

One example is the FP7 project topic SEC-2012.3.4-6 Enhancing the workflow and functionalities
of Automated Border Control (ABC) gates - Integration Project (European Commission, 2011). This
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project is expected to contribute towards a more harmonized common European approach in its field,
automated border control. Funding instruments often require the active participation of end users in
both research by project consortia and as targets for dissemination. In the case of the Automated
Border Control (ABC) gates project, “Institutions of several Member States are expected to be
involved in the case of large-scale pilot project involving different border crossing points and all types
of borders” (European Commission, 2011, p. 43). Another example is the H2020 call BES-2014-12
on border and external security for improvement of conflict prevention and peacebuilding capabilities
of the EU. This call looked for a project that can deliver enhanced activities of coordination and
support with strong engagement of key stakeholders and end users. The resulting project, Improving
the Effectiveness of Capabilities in EU Conflict Prevention (IECEU), was funded under this call and
aimed to meet the requirements through active dissemination methodology and PR activities.

Funded projects are joint ventures built on trust and common goals. Basically, partners form a
consortium with a joint interest for development and / or research which they carry out together. In
light of this common interest, it is important to identify sufficient ways of communication and
dissemination to satisfy the requirements of the funding instrument, and to meet the aims and agendas
of the various stakeholders. The ways to plan and implement dissemination activities are many, so it
is important that project consortia have clear plans, which are in line with the project objectives, carry
them out actively, and react to any feedback that they receive.

There are clear duties set for partners regarding external communication and dissemination
activities by the funding instruments. Project partner actors, who are not used to working with actual
external communication and dissemination duties, can find these duties unnecessary or unfamiliar.
Some partners outsource these PR activities, and some even end up avoiding the activities as much
as possible.

Then there are partners who actively promote the project, disseminate and communicate
externally to the general public, the academia, and various stakeholders. Projects, where every partner
does not actively participate in PR activities throughout the whole project lifecycle, do not necessarily
meet the criteria for funding. Although the projects are based on trust and partners’ mutual agreement
on joint ventures, the case of not participating in daily communication and dissemination makes the
project and its results weaker than in those projects where there are shared ways of working.

This chapter proposes a modern co-creative model for PR activities and dissemination based on
theoretical approaches on communication quality, and practical experiences gained in planning and
coordinating communication and dissemination activities of three EU funded projects. The results
section discusses some strategic opportunities for the creative use of Public Relations to mitigate
critical challenges in innovation projects. The research question is: how can external communication
and dissemination, i.e. project PR, be carried out to efficiently address the requirements of the funding
instrument and benefit the project?

2. Project Communication and Dissemination

The European Commission (2014) outlines that communication about European research projects
should aim at demonstrating the ways in, which “European collaboration has achieved more than
have otherwise been possible” (p. 1) and how its outcomes are both relevant to the lives of us
Europeans. Creative people best achieve desired outcomes, when objectives are clearly defined. For
efficient strategic communication it is key to clarify messages and choose the appropriate media
according to the target audience.
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Efficient and timely communication of project activities ensures the success of a project and is a
core interest of projects (GAP D7.1, 2016), both during, and even beyond, the lifespan of the project.
A dissemination plan will provide an overall framework to coordinate and manage communication
during the implementation of a project. Dissemination in projects can be divided into two different
key groups; dissemination material and dissemination activities. (Hyttinen, 2017). Different
communication platforms and tools are developed to ensure a wide reach of various stakeholders and
end users (IECEU, 2015). EU research and innovation funding and project dissemination should pay
special attention to showing how collaboration has achieved more than would otherwise have been
possible, showing how the outcomes are relevant, and making better use of the results among
decision-makers, industry or academia (Hyttinen, 2017).

To make best use of project results, they should be taken up by the end users, policy-makers,
industry, and the scientific community (European Commission, 2014). A project itself functions as
an organization with an action plan, vision and mission, as well as a clear budget and time plan. The
project’s main actor organizations are partners by contract. Partners who work together in teams
generate new knowledge and skills, resulting in innovations. In the action model Learning by
Developing (LbD), projects function as a learning environment, while they also create new
knowledge for innovations. LbD has five dimensions, which form the learning / working
environment: authenticity, experiential nature, partnership, creativity, and research orientation
(Laurea, 2011). A project is an authentic environment; the case is real. Partners operate in partnership
with the stakeholders and end users, and they employ an experiential approach and are creative, while
they carry out research and develop new joint products to meet their aims. The value that is created
in a joint activity is generated by their shared experiences and the partnership with stakeholders, in
an authentic manner.

In projects, partners co-create with stakeholders, and their shared experiences are vital for
dissemination activities. With active co-creation, new competencies arise from social interaction and
knowledge sharing, as shared competence of communities and organized groups of experts and
professionals (Pirinen, 2015). The value of this shared competence is key to receiving funding for
joint projects. Customers and users are active participants in value co-creation to design personalised
experiences, services, and products (Allen et al., 2009). Pirinen (2015) concludes that building useful
knowledge and innovation processes is “increasingly complex, multidisciplinary, trust-based, co-
created, path-depended, and globalized” (p. 323). Frow et al. (2015) seek to provide an understanding
on how co-creation can improve resource integration in complex settings and offer a framework for
organizations to design and manage co-creation processes.

Project experts sometimes find themselves in uncomfortable positions when facing the need to
communicate and disseminate in a professional way in projects. These experts might have a basic
understanding of strategic communication. Wilson et al. (2010) find that the identified theoretical
research dissemination frameworks are converging and still overly focus on “linear messenger-
receiver models and do not draw upon other aspects of communication theory” (p. 14); they note that
the key to successful dissemination is dependent on the need to interact with end users. Some
traditional ways of sharing knowledge and interacting with end users have been press releases,
seminars and conferences. At present, modern electronic platforms provide secure possibilities for
co-creative knowledge sharing and learning online (Davis Cross, 2015).

Public relations is strategic communication, and different organizations use it to establish and
maintain symbiotic relationships with relevant and increasingly culturally diverse publics (Sriramesh
et al., 2017). Falkenheimer & Heide (2014) see PR as one of three fields under strategic
communication, the other two being organizational communication, and marketing communication.
They note that PR concentrates on activities and communication where stakeholders or publics can
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be treated as segments. This also applies to innovation projects, as dissemination is described as the
public disclosure of the results of the project in any medium.

According to the European Commission (2017), the key aim for dissemination is to make research
results known to different stakeholder groups, such as academia, industry, professional end user
organizations, and policymakers in a planned and targeted way. The Commission (European
Commission, 2016) makes a clear difference between dissemination, exploitation, and
communication, the concepts of which are defined as follows.

The Commission likens dissemination activities to a shopkeeper attracting customers. Therefore,
one should always consider a funded project as a fixed-duration business with all the duties, aims,
objectives and tasks. A process of promotion and awareness-raising from the beginning of a project
can make its research results known to research peers, industrial and other commercial actors, and
policymakers, in targeted ways, enabling them to exploit the results in their own work.

The Commission describes exploitation as “the use of the results during and after the project’s
implementation. It can be for commercial purposes but also for improving policies, and for tackling
economic and societal problems” (European Commission, 2016). Exploitation, thus, spreads the
findings and utilizes them for the benefit of a larger geographical area. Furthermore, if the benefits
can be employed in a variety of fields of interest, in addition to the field of the project, it makes the
results of exploitation activities more valuable.

Communication refers to the project

taking strategic and targeted measures for promoting the action itself and its results to
a multitude of audiences, including the media and the public, and possibly engaging in
a two-way exchange. The aim is to reach out to society as a whole and in particular to
some specific audiences while demonstrating how EU funding contributes to tackling
societal challenges. European Commission, 2016

It is interesting to note that one-way communication still seems to be the main direction and scope
for projects funded by the European Union. The option of engaging in a two-way exchange is
voluntary. However, to make an impact, two-way communication has the potential of being more
efficient than one-way. To ensure improved quality, research is needed to develop professionalism in
the management of communication, and best practices should be actively shared (Vos & Schoemaker,
2004). This can be extended to external communication and dissemination in funded projects.
Communication in a project will initially start when collaborators start working towards common
goals, and information is input to serve as a basis for the project, and the development and innovation
work within. A project can, for example, interview stakeholders and create scenarios that input
information to the project and guide the co-creation of knowledge and innovation (Ruoslahti, 2017).

To guide the practical work of a project network, information is shared and communicated
between project members, partners and other stakeholders. In many funded projects, work packages
are distributed between partners, and solitude work by one partner at a time is carried out, making
shared work activities sometimes difficult. Communication takes place all the time, whenever one
acts or does something. If partners work as a team on different tasks and work packages, it would
make all the duties of communication, dissemination and exploitation much easier for all. Vos (2015)
notes that “communication can contribute to a company’s economic and social goals by seeking to
enhance its corporate reputation, positioning of products and services, and internal consistency”
(p.64). Key processes in doing this include monitoring stakeholder perceptions, arranging interaction
with them and facilitating network exchange within the organization (Vos and Schoemaker, 2011).
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These same principles can be applied to projects as well as established organizations.
Communication plays a role in a project’s economic and social goals by seeking to enhance the
reputation of the project in question, positioning of its outcomes and deliverables, and internal
consistency. In their strategy map for communication, Vos & Schoemaker (2011) look at
communication on four different levels: organizational goals, communication goals, key processes,
and learning and growth.

On the first level, organizational goals, or in this case common goals for a project network, are
added value and social acceptance. On the second level, communication goals, are reputation and
being rooted in the social environment; project outcomes are positioned as products or services, and
coherence as the organization of the project network. On the third level, key processes include
monitoring stakeholder perception, examining communication via news, social media, etc., and
facilitation of network exchange. These key processes are identifiable in the dissemination and
communication plans for all three projects ABC4EU, IECEU, and GAP. On the fourth level, learning
and growth, one can find communication planning and research, and knowledge management and
training. The focus of this chapter is on this level.

Projects are required by the EU funding instruments to openly disseminate the results of the
project for efficient exploitation. In past experiences this has been done towards the end of the project,
which poses a serious problem both to the consortium and the funding instrument. Criteria for funding
may not be met in those cases. This should change. One can keep in mind the Commission’s simile
of a shopkeeper and the need to attract the shop’s customers. End users and other stakeholders should
become involved in the dissemination process already from the start of the project. The dissemination
process, and its evaluation, which are proposed in this chapter, are designed around this principle.

3. Three Projects Examined

This chapter explores the planning and evaluation of external communication and dissemination in
three funded project cases. Project ABC4EU will have run its course during the year 2018, whereas
IECEU and Gaming for Peace started their activities in the fall of 2015 and 2016, respectively. This
chapter suggests that a framework with strengthened co-creation as a method can intensify external
communication and dissemination in funded projects. The experiences of the three funded projects
partially present the co-creation concept of this chapter; the authors have developed the idea further
to conceptualize the planning, process, and evaluation of the activities. As an example, the
dissemination process for ABC4EU is illustrated in Figure 1 (ABC4EU, 2012). The main aim of this
process is to engage a community of potential users from the very start of the project to ensure not
only efficient dissemination, but also the continuous and active input of end user experts. This model
of co-creation can create opportunities to link stakeholder collaboration for creativity and innovation.
PR skills and active facilitation become emphasized in this approach.
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Figure 1: Communication and dissemination model for project ABC4EU

ABC Gates for Europe — ABC4EU is a project with 17 partners. The main objective of the project
is to “focus in the need for harmonisation in the design and operational features of ABC Gates,
considering specially the full exploitation of the EU second generation passports and other accepted
travel documents” (ABC4EU, 2012, p.4). There are nine work packages, with WP7 Dissemination &
Exploitation focusing on external communication and dissemination. In the Framework Programme
FP7 project ABC4EU, dissemination, as seen in figure 1, was planned to begin from the very start of
year one (Y1) of the project (ABC4EU, 2014). The aim has been to grow the User Community in
number and keep end users, industry, and academia actively involved with interactive participation
on a secure social media platform. The key to get end users involved in ongoing communication
activities in a project where the end users receive no funding for their efforts is to find their ultimate
benefit and smaller benefits during the project lifecycle. Interactive participation can enable the
creation and growth of an end user community, and this community can in turn serve as a basis for
two-way communication with end user organizations and professionals. In addition, press releases,
publications and articles have been used.

The second examined project IECEU (Improving the Effectiveness of Capabilities in EU conflict
prevention) was implemented from 2015 to 2018. The dissemination methodology was a combination
of defined end user groups and the use of different dissemination tools and activities. The overall
comprehensive dissemination methodology included the involvement of both EU and other
international organizations, respective countries, universities, as well as other projects and partners,
and the use of a secured internal website and external online tools for dissemination, discussion, and
media-based learning (IECEU D&.1, 2015). The aim of the dissemination focused on making better
use of the results among key stakeholders. (Hyttinen, 2017). The use of technology in dissemination
and communication was strongly addressed in this project implementation.

The third funded project which this chapter discusses is the Horizon 2020 project Gaming for
Peace, GAP, which is based on the notion that operationally critical soft skills, communication,
cooperation, and negotiation, are often not emphasized enough. The Project GAP proposes to fill this
training gap, by embedding, into a gaming environment, a “base curriculum of soft skills that
facilitates coordination and relationship building in an environment of organisational, gender and
cultural diversity” (GAP D7.2, 2016, p. 5). The project has fourteen partners. “The communication
and dissemination activities are fundamental in order to create project visibility and to reach various
target groups” (GAP D7.2, 2016, p. 3). Efficient communication is key to a successful GAP project.
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4. Adapted Methodology for Project PR

This chapter presents a model of co-creation based on the pedagogical model, Learning by
Developing (Laurea, 2011). LbD is a way of learning and developing, created for university studies
and utilized in project work. A project, in itself, is a learning environment, involving partners,
stakeholders, possible clients and end users cooperating with each other in partnership, employing an
experiential nature when researching and co-creating something new in an authentic project, all
participants learning from each other at the same time. The LbD Guide (2011, p.12) also notes that

A learning environment is also a psychological state. It enables encounters among
different participants and interaction that leads to genuine cooperation. The
atmosphere is open and respects equality. The working culture is inspiring, supporting
creative and finding new ideas. Shortcomings and sidetracks are turned into positive
learning experiences. The communication culture is open and respectful. Diversity is a
resource for innovation. Partnership fosters responsible collaboration. Learning
environments enable joint activities, evaluation and development of personal ways of
action based on experiences.

The description above meets the ways of working in a multi-actor cross-border project. The criteria
set by the funding instruments are crucial for the planning of external communication and
dissemination of funded projects. The consortium needs to include a plan for communication and
dissemination with their funding application. This emphasizes the importance of the role of PR, in
this case communication and dissemination, for the project. Furthermore, in the planning stage of
external communication and dissemination, one needs to look at the whole cycle of external
communication and dissemination: plan, act, evaluate, re-plan, act, evaluate, etc. Projects should
make sure that PR skills are developed, and that PR professionals jointly facilitate collaboration in
co-creation activities. Communication and dissemination technologies require the competences of the
people related to a project’s knowledge and information sharing. The dissemination technologies
which support project collaboration within a consortium as well as among key stakeholders and public
audience are: the Web, secured access websites, video conferences, social media, document
management and so forth. The selection of the dissemination technology depends on the target group
(Juan, 2012. p. 220). The technology and information sharing increase additional competence and
professional requirements for experts working with project dissemination.

The proposed framework employs the model of Vos and Schoemaker (2004) that combines
elements of both balanced scorecard and quality management to evaluate communication. The
evaluation of external communication and dissemination is done by measuring the effectiveness of
its activities. The measurement process follows the quality cycle by Juholin, (2010). The first step is
to define evaluation aims, the second step is the method and data sets, third, data is collected and
analyzed, fourth, results reported, and the final step is re-evaluation and choosing the next steps, so
that the cycle may start again. The main aim is to continuously improve the quality of the
communication and its value for the organization (Vos, 2015). According to Vercic et al. (2015),
finding internationally socialized people to ... work in a cross-cultural setting, and capable of taking
international and global public relations practice to a new level ...” (p. 791) is a major challenge. This
is also demonstrated in the three projects examined.
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4.1. Quality Dimensions

This section discusses the dimensions of communication quality by Palttala & Vos (2012, p. 39) and
illustrates how these dimensions were linked to the externally funded project domain. These
dimensions are A) clarity, B) environment orientation and linkages, C) consistency, D)
responsiveness, and E) effectiveness and efficiency. They are summarized in Table 1 below.

Evaluation targets focus

Dimensions of communication A. Clarity Clarity refers to communicating a
quality clear profile and with messages
that are distinctive, accessible,
and in clear language
A. Environment orientation and | Taking into account the internal
linkages and external environment,
networking and media contacts
B. Consistency, effectiveness The communication is coherent,
and efficiency has a thread that connects the
activities over time and fits the
project
C. Responsiveness Detect changes through
monitoring and use feedback for
improvement
D. Effectiveness and efficiency | A result- and goal-oriented
communication effort, defining
priorities by using planning,
research and cost-efficient
operations

Table 1: The dimensions of communication quality (adapted from Vos & Schoemaker, 2004; Vos 2009)

Palttala and Vos (2012) emphasize that these five dimensions are “the pillars of communication
quality” (p. 39), and that they cannot be isolated from each other. They are all linked to and support
each other.

4.2 Domains of Project Communication and Dissemination

The quality dimensions presented above are applied to various domains in evaluating dissemination
activities. For this, the model of Vos and Schoemaker (2004) on organizational communication are
adapted to meet the criteria of funded project dissemination. Figure 2 shows the different domains of
project communication and dissemination, which are included in the evaluation framework proposed
in this chapter. The five domains refer to the areas of project communication and dissemination.
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Figure 2: Communication and dissemination evaluation model (partly based on Vos & Schoemaker, 2004)

The domains are based on the grant agreement (unpublished document) for the project GAP and
are thus expected to have a wider bearing. In the project GAP, they were used as a basis for the
communications plan of the project (GAP D7.1, 2016). The grant agreements of EU funded projects
specify important communication that, consequently, should be reported to the funder. In externally
funded projects, dissemination and communication activities should be reported regularly both within
the consortium, and to the funding agency. This is done as part of periodic technical reviews, as well
as summarized for the duration of the project as part of the final report. Dissemination reporting is
due between monthly and every four months’ time, throughout the duration of the project
implementation.

Some key features of reporting are the dissemination/communication action (e.g. event), date and
place, target group, number of people/participants that dissemination was done towards, objective
and description, and communication channels/tools used. Dissemination reporting is typically aided
by templates, which are prepared based on these key features, and support the data collection from
the various consortium partners.

If not paid close attention to, in the planning phase, these templates that gather information from
dissemination activities may gather information that is dispersed into different tables, resulting in
unlinked incoherent details. Also, it is advisable to remember to include an easy access system to
attach written messages and texts to the report template as records of communication and
dissemination activities carried out. All partners should report their external communication and
dissemination activities regularly, even if there have not been any activities or only a few. Motivating
each partner to do their reporting in a timely fashion and generating a routine to examine and
document one’s own dissemination activities are a way to develop one’s own work and find common
ground to cooperate with partners.

4.3 The Evaluation Framework

For evaluation of project communication and dissemination, the quality dimensions are applied to the
communication dimensions. This provides a matrix with various indicators, as shown in Table 2.
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Quality Quarterly Relevant and Successful two-way Committed, involved Adoption of project
dimensions dissemination and | positive exposures | information transfer and progressively processes across
progress evaluation | across all targeted | processes between informed partner the EU
media sectors project partners and organizations
stakeholders
Clarity Clear positioning of | Clear positioning Information to External communication | Clear positioning of
the project across targeted stakeholders 1s clear vision 1s clearly defined | project processes
media sectors across the EU
Environment Maintain networks Maintain networks Communication Internal and external Communication
orientation/ for the project’s across targeted reinforces commitment communication function | supports two way
linkages reputation media sectors and supports two way 1s well embedded in all information transfer
information transfer project work of project processes
between partner across the EU
organizations and
stakeholders
Consistency Consistency with Consistency in Consistency with other Common starting points | Consistency with
other communication | message across communication for internal and external | other
targeted media communication, with communication
sectors room for project partners
Responsiveness | Monitoring and Monitoring and Communication Feedback is used to Monitoring and
action based on action based on contributes to internal develop communication | action based on
managing issues feedback from views on external planning and activities feedback from
targeted media changes and professional sectors
sectors communication skills across the EU
encourage mternal
Iesponsiveness
Effectiveness Assessment of Assessment of cost | Internal communication | Assessment of internal Assessment of
and efficiency | project reputation, efficient methods audits, cost-efficient and external project processes
cost efficient methods communication quality, adoption across the
methods time management EU., cost efficient
methods

Table 2: GAP media evaluation tool; as an example of the proposed evaluation framework.

Measurement with the tool presented in Table 2 above is carried out as part of a quality cycle, the
aim being to continuously improve the quality of the communication and its value for the organization
(Vos, 2015; Juholin, 2010). Evaluation, according to Juholin (2010, p. 29), is an assessment of the
value communication in its different forms produces, and how single actions benefit the organization.
This chapter views projects as organizations created for a limited timeframe, and evaluation as a
process, which aims at developing the activities of the project. Evaluation needs to be continuous and
holistic, and based on the aims set for the project. Evaluations target planned activities, results
achieved with these activities, objects for development, and needs for immediate action. The
evaluation method and the measurements used must be defined, case-by-case, for the organization
(Juholin, 2010, p. 30), or in this case, the project.

Section 5 discusses the experiences in the three projects ABC4EU, IECEU, and GAP, based on
an analysis of the dissemination and communication plans of these three international projects. This
chapter proposes an evaluation framework based on these experiences and illustrates the relevance of
the framework by arguing that it fits the experiences gained in planning and coordinating
dissemination activities in three EU funded projects.

5. Results from the Three Projects

The project ABC4EU Dissemination Plan (ABC4EU, 2014) stresses that all external communication
and dissemination activities begin as soon as the project begins, and run throughout the project
duration, with the aim of gaining project visibility. The plan outlines what will be communicated,
who will do it, to whom, how, and why. Besides traditional methods for dissemination, such as press
releases, newsletters, electronic publications, workshops, and conferences, the project aims at
creating and growing its user network (end user community) in numbers, by using a secure online
platform, an active end user community to disseminate relevant information of the project. “To ensure
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continuation for the work done in the project” (p. 9), this end user community is urged to live on and
continue its active existence and cooperation even after the project has ended. The means of
dissemination in project ABC4EU are divided in: dissemination materials (the products created), and
dissemination activities (the actions taken), and these are outlined in the ABC4EU Dissemination
Plan (2014). Because the Framework Programme 7 did not have a requirement for media evaluation,
the ABC4EU project did not evaluate its communication impacts in any other way than by listing and
calculating its dissemination activities. For this purpose, there was a template and system of periodic
reporting, and end user community reports.

The monitoring and evaluation indicators for IECEU were set early in the project, and later
adapted, as the IECEU dissemination was evaluated to reach comprehensive visibility among its key
stakeholders by use of different dissemination means, tools and activities (IECEU D8.1, 2015). The
project was acknowledged by policymakers, academic and public audiences. The approach provided
positive lessons for future projects in the external European safety and security domain. The engaging
of key stakeholders in policy dialogues in various EU Member States was seen as a successful method
of PR in terms of raising impact. The active use of technology selected in project dissemination
activities by the partner organizations enhanced the information sharing towards end users and the
general public. Moreover, social media polls and online meetings ensured the use of interactive
methods when employing technology. In the final reporting phase, this was seen as key in terms of
successful dissemination. IECEU engaged over 1,000 participants to actively follow only two social
media channels, Twitter and Facebook.

The external communication and dissemination plan for GAP, Gaming for Peace (GAP D7.1,
2016) also looks for ways to “ensure efficient and sustainable information sharing in GAP even
beyond the lifespan of the project” (p. 4). The GAP plan focuses on asking the questions: to whom to
disseminate; where to disseminate? The plan is in line with the European Commission stressing the
importance on clarifying messages based on the target audiences. These questions in the GAP plan
guide all GAP dissemination actors to clearly focus their dissemination activities on the potential
audiences for the results and products of the GAP project. Knowing how to identify these audiences
can bring sustainability to the project. The Communications Plan for GAP lists key stakeholders for
dissemination (GAP D7.1, 2016, pp.15-9).

GAP has a communication action matrix, which is built around milestones, work packages with
partner responsibilities to communicate relevant actions, and deliverables that are related to each
milestone. This is to ensure that all the partners of GAP are in a timely manner actively and fully
carrying out the information sharing responsibilities that are expected of them. Building the
relationships between the actors of the project’s operational work packages and its external partners
are based on these communication activities. It is important that all actors understand the values,
which underline the communication practices of the GAP project. To create a GAP brand, the project
partners need to share a clear vision. Thus, it is easier to form clear messages that communicate what
GAP is, who its actors are, and why this project is important to society (GAP D7.2, 2016).

GAP’s project documentation indicates that the division of work between internal and external
communication is clear, with the coordinator being responsible for internal communication, and
Laurea UAS for external communication, although external communication activities require
approval by the coordinator before communication can take place. External communication and
dissemination activities are also the responsibility of each beneficiary in addition to a work division
table of responsibilities.

The media evaluation framework adapted for GAP takes the GAP Communications Plan, Grant
Agreement and template for reporting of dissemination activities into consideration. The
Communications Plan includes a table of both quantitative and qualitative questions to be used for
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the scientific analysis of external communication and dissemination in the project. The required
scientific analysis has so far not been possible to carry out because not all the partners have delivered
their periodic reporting of external communication and dissemination activities.

The evaluation tool adapted for the media evaluation can, in the future, be utilized as a self-
assessment tool, thus, including the qualitative approach to evaluation by the active actors and
communicators themselves. This enables the emphasis of accountability and the generating of self-
development of the communication and dissemination activities of each project partner (beneficiary).
Accountability for communication refers to taking responsibility for the communication strategy and
the choices that are made, and how these contribute to the objectives of the project (Vos, 2015).
Accountability is examined here on the level of the communication work package and the
communication performance of the project as a whole.

All three projects implemented their dissemination and communication activities with people who
mainly had knowledge and competence of the substance areas of research and development (e.g.
security). Only few communication and PR professionals participated in project dissemination. This
result was unexpected, since the dissemination objectives in EU funded projects are strongly related
to deep competences and experiences of management of dissemination and PR. It was, however,
recognized that the co-creative collaboration between professionals, researchers and developers, as
well as the feedback and learning provided by evaluation, supported the reach of dissemination
objectives.

6. Tentative Conclusions and Implications

The experiences in the three projects suggest that it is important that partners agree to jointly
cooperate on external communication and dissemination activities, and to understand how vital these
activities are for the success of the project. These actions are PR for the project, and thus the project
should include PR professionals to develop PR skills of its actors. Next, commitment and active
participation of partners and end user groups in the early stage of the project implementation is key
to increase the impact of the project results and finally, meet with the project’s dissemination goals.
Moreover, dissemination in international research and development projects should be an ongoing
process. The process should start when the project begins, and last until the end of the project. Ideally,
the dissemination process begins with the project proposal and extends to the sustainability of the
project stakeholder community, even after the project has terminated or not received funding. The
benefit of networks may bring added value for partners in the future.

Additionally, it can be noted that dissemination is an expanding process. Figure 1 shows this
expansion of the User Community from year one (Y1) to year three (Y3), a growing number of
stakeholders (end wusers, industry, NGOs, authorities, academia, etc.) participating in the
communication within the community. A small nucleus in the beginning of the project leads to
growing numbers of stakeholders actively being targeted and participating in the co-creation of the
dissemination process. Also, key target audiences should be clarified, followed, and updated
throughout the project lifespan. The selection of communication channels should be amended based
on this clarification process. The target audience will most likely expand in not only number, but also
to include a wider range of stakeholders by the end of the project, and after.

In the project IECEU, easily measurable indicators (IECEU D8.1, 2015) were set at an early stage
to monitor the success of dissemination by IECEU. The monitoring process includes quantitative
monitoring and evaluation indicators. Measuring the objectives throughout the project identified both
gaps and trends to make sure that the project was going to a desired direction and provided valuable
information to further improve the communication activities. Results from the first media evaluation
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in GAP indicate that not all partners have yet realized the potential and benefits of actions promoting
strategic communication of the project. Furthermore, there is little cooperation between partners as
the cooperation is regulated by the contract and enacted by the project coordinator. However, as the
project has only recently started, there are many options to develop the activities even together. The
key to such co-creative work lies in the will to work as a team. Therefore, PR skills become more and
more important for projects to meet requirements set by the EU for the external communication and
dissemination of research and innovation projects. The use of selected technology for PR,
dissemination and communication, presents a new type of competence challenges and opportunities
for professionals and experts.

Instruments for public funding of research and innovation projects call for open dissemination of
project results. However, the EU does not demand two-way communication in these activities, which
clearly would be the way to generate better results and engage different audiences. Perhaps the EU
could develop their visions of external communication and dissemination in the era of digital
communication and community-based cooperation. When communication and dissemination
activities begin early enough, for example right at the start of the project, and expand the stakeholder
community, the project and its results become wider known. It is in the interest of the European
Commission that as many end users as possible adopt new innovations, which in turn will generate
more business possibilities for the industry, and further research projects for the academia.

Ideally the project’s end user communities may find sustainability that outlasts the project. Project
partners could engage end user communities in collaborative PR activities to engage the end users
during the project. This creates opportunities for spontaneous cooperation and further the co-creation
of innovations, products, and services, not to mention new development projects. PR professionals
have a strategic opportunity in facilitating activities within the proposed model of co-creation in the
EU funded projects context. The potentials in using technology in dissemination and communication
of international research and innovation projects are highly recommended to be further studied while
enhancing professionalism.
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Abstract

The cooperation between Arctic states — Russia, the United States, Canada, Denmark, Iceland,
Norway, Sweden, and Finland —has been particularly peaceful while geopolitical tensions have risen
elsewhere (Pezard et al., 2017). Discussions on prospecting Arctic natural resources (Haftendorn,
2016., p. 133) have raised new challenges also to knowledge and information management.
Therefore, this paper argues that there is a need to develop a co-creation network among higher
education and key end users, for knowledge and information sharing and promoting innovation,
which will contribute on safety and security in the Arctic domain. The research question for this
paper is: How can end users be involved in the process of creating a co-creation network for
knowledge and information sharing to contribute on innovations to Arctic safety and security?
The method focuses mostly on the third phase of the Engestrom’s (2007) expansive
learning process, modeling a new solution. This is a participatory work in progress. Beyond the
desk review, the notes from co-creation network partner communication and meeting discussions
have been and are gathered under the Chatham House rule (Chatham House, 2016) to ensure
anonymity of all people participating in the process. Creating a new long-term co-operation
program of higher education and end users, a co-creation network will attempt to engage a stil
disengaged field by affecting change to currently scattered and unlinked programs and systems,
and build alignment of best practices. This co-creation network needs to be multi-disciplinary
and multi-institutional to bring disparate security and safety management and other researchers
and experts together with both one another, and with end-users. Online platforms can facilitate

the information and knowledge sharing, as well as enable the co-creation of innovations among
the network community. This paper provides a suggestion of the process for co-creation and
knowledge exchange between the network members.

The enhanced Arctic research and study community aims to contribute to a safer, more secure
and cleaner domain. Developing insights on sustainable economic growth, international processes
and best practices, may lead to increased situational awareness as well as supports decision-
making — for the benefit of the Arctic.

Key Words: Co-creation of knowledge, Innovation, Co-creation Network, Knowledge, Arctic
Security

Introduction

The Arctic is the northern circumpolar region and its ice covered ocean (Heikkila & Laukkanen, 2013).
Economic and human activity is increasing there, partly because the climate of the Arctic is warming.
The Arctic Ocean is projected to become nearly ice-free during the summer times within the next 30
to 40 years. Thus, global climate change is opening new Arctic possibilities, such as driling for natural
resources and new sea routes that cut distances between the Pacific and Atlantic oceans. But, these
also present new challenges. “Regardless of the risks involved, these Arctic routes and possibilities
are a hot topic and shipping in the Arctic will most likely increase in the future” (Salokannel, Knuuttila
& Ruoslahti, 2015: p. 2).

The Northeast Passage between Europe and Asia is 30 — 40 % shorter than the route through the Suez
Canal (Guy & Lasserre, 2016). There is still little traffic on the Northeast Passage, but it is constantly
increasing. There is a growing need to cooperate and share information that benefits the security and
safety of living, transport, and economic use in the Arctic environment (Ruoslahti & Knuuttila, 2016).
“The regulations concerning the safety of shipping, Arctic navigation services, and the readiness
to prevent various accidents and to act in accident situations are badly inadequate... Surveillance
arrangements in the Arctic sea area and cooperation between the authorities can be seen as an area
of development ..." (Finland’s strategy for the Arctic region, 2010, p. 28).

Also beyond the national strategies the necessitated additional multilateral strategies have been
argued to ensure stable and harmonized priorities (Haftendorn, 2016. p. 134). European Maritime
development, for example, seeks to respond to challenges facing the entire European maritime domain
in an integrated and cross-sectorial way (European Coast Guard Functions Forum, 2014), which
can serve as a working example also for the Arctic regions. The agreement of the Arctic Council on
Cooperation in Aeronautical and Maritime Search and Rescue in the Arctic (Arctic Council, 2011) and
the International Maritime Organization’s (IMO) Guidelines for Ships Operating in Polar Waters (IMO,
2010) are important indicators of development towards proactive safety and security and coordinated
coast guard functions related activities in the Arctic domain.
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End users in this context are the affected communities living in the region, key political decision
makers, private sector companies, shipping and drilling industries, with a presence on the Arctic seas;
as well as the coast guard functions, who oversee security and safety in the region. Denmark, Norway,
Russia, United States, and Canada have Arctic coastline. Also Sweden and Finland have Baltic Sea
coast-line that becomes ice covered during winter months.

The focus of this paper is to investigate the process of involving public and private institutions, and,
in particular of end users, in creating an enhanced Arctic research and study community. A network
for knowledge and innovation contributing to Arctic safety and security that will involve the actors in
active communication. A network of co-creation to promote safety and security on the Arctic domain
(later: co-creation network) can add communication and new forms of cooperation through cross-
sectorial and regional research and development in issues such as: common awareness, risk pictures,
preparation against disaster, joint capacity building, resource pooling and innovations. Built network
cooperation will benefit and add value to all sectors working towards a safer and more secure Arctic
maritime domain.

This research question for this paper is: How can end users be involved in the process of creating
a co-creation network for knowledge and information sharing to contribute on innovations to Arctic
safety and security?

2. Literature review
2.1 A Safety and Security Gap in the Arctic

For a long time, the Arctic has been seen as an exceptional space, “an apolitical space of regional
governance, functional co-operation, and peaceful co-existence” (Kapyla & Mikkola, 2015, p. 5).

Thelast decade has seen the Arctic re-emerge as a political component, due to the exceptionally
rapid warming and reduction in the Arctic sea ice cover, which is especially noticeable during the summer
months. The Arctic is opening up “and substantial natural resource bases as well as new maritime routes
in the area were becoming more easily exploitable” (Képyla & Mikkola, 2015, p. 6).

The Arctic includes the Northern fringes of Europe, Asia, and North-America. Besides
the increasing economic and human activity in the Arctic regions, about 4 million people live there
permanently. Research shows that the climate of the Arctic is warming (Heikkila & Laukkanen, 2013).
Between 2005 and 2010 was the warmest period ever measured in the Arctic and the extent of Arctic
sea ice has never been recorded as low as it was in 2012 (European Commission, 2012).

The rate of the warming of the Arctic, and the decrease of the ice-cover have been surprisingly
rapid. There is a great deal of pressure and increased strategic, political, and economic interest to the
area. A future, where the Arctic Ocean could, much like the Baltic Sea around Finland today, freeze in
winter and melt in summer is easily imaginable (Heikkila & Laukkanen, 2013; Gascard, 2014).

Russia, for example is building an Arctic gateway of its sea route, the Northeast Passage. Its traffic

is increasing and is expected to continue increasing (Zalyvsky & Eduardovna, 2015; Guy & Lassarde,
2016). Vessels are aided by nearly two dozen Russian icebreakers and protected by a string of 10
up-to-date search-and-rescue centres along the route. Continued increase in the near future on this
Arctic gateway that the Russians are building between European and Asian ports is predicted. “...to
reduce risks, Russia imposed a mandatory piloting scheme along the northern sea route (NSR)” (Guy
& Lasserre, 2016; Gascarde, 2014).

Over 200 transit traffic vessels have passed through the Northeast Passage on Russia’s
Northern Sea Route between 2010 and 2014, with 71 in 2013 alone (Guy & Lasserre, 2016). Besides
transit traffic, there are additional traffic, within the Arctic that load or unload cargo to and from the
region, and transport of supplies to local communities or industry.

“For the first time ever, an ice class 1A bulk carrier “Nordic Orion” 225 m long from the Nordic
Bulk Carriers A/S Danish company, is using the North West Passage in September 2013 as a transit
trade lane when transporting 75000 tons of coal from Vancouver, Canada to the port of Pori in Finland”
(Gascard, 2014, p. 13).

As activity in the Artic is increasing, the discussion on the safe use of Arctic resources is a
very contemporary topic. This paper argues that there is a need to develop a co-creation network
to increase knowledge and innovation, and to promote and ensure safety and security in the Arctic
domain.

Fees paid by shippers, help cover costs of improvements to the sea route. This busier
maritime transportation corridors are also starting to stimulate inland development; a railroad is planned
to connect Russia’s mineral-rich interior to its Arctic coast and liquid natural gas facilities on the coast
are scheduled (Heininen, et. al., 2014; Lipponen, 2015).

The US Geological Survey (2011) estimates that the Arctic holds 30 % of undiscovered oil
and 30% of undiscovered gas supplies, offshore and in depths of under 500 meters. This creates an
increasing presence and development possesses specific safety and security challenges for maritime
safety and security and Coast Guard functions (Guy & Lasserre, 2016; Salokannel, Knuuttila & Ruoslahti,
2015): Increasing economic activity and Arctic sea traffic may cause safety and environmental impacts.
Arctic tourism, involving cruise ships in particular is increasing; and yet there are very limited monitoring
and surveillance capabilities (Gascard, 2014).

Possible rescue operations will be extremely difficult in case of accidents and emergencies,
as the northern coast of Russia, Alaska, and Canada are largely uninhabited and have few harbours.
Possible oil discharges could inflict large areas while there is no real oil destruction response capacity
available. Due to the lack of a regulatory framework, uncontrolled fishing may occur. There is a lack
of international navigation aids and of common Risk analysis in Cost Guard Functions (Salokannel,
Knuuttila & Ruoslahti, 2015; Ruoslahti & Knuuttila, 2016).

2.2 Knowledge and Innovations

Knowledge is an important source to competitive advantage and “a key to the success of modern
organizations and creative higher education” (Pirinen, 2015, p. 1). The capability to create organizational
knowledge is a key to innovate. The dynamic interactions among all level roles lead to creation of new
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knowledge instead of individuals. Knowledge creation leads to continuous innovation and finally to
competitive advantage. (Nonaka, |. & Takeuchi, H. 1995. p.6).

Co-created knowledge, knowledge from sharing experiences and knowledge with reflection, is a
process of participation in work and social communities. These networks use common information
sharing environments and build trust and confidence in one another through interactions between
them. A collective responsibility to facilitate a collective R&D progress results in investigations; inventions
and innovations (Pirinen, 2015). Co-creation feeds from common objectives and it can occur in both
physical and digital arenas. (Bhalla, 2014), where the collaborators can share tools and collaborative
processes. There should also be a structure of formal contracts between the collaborators. Valkokari
et. al. (2012, p. 27), note that: “... a strategic approach to knowledge management is a key element of
success within networked innovation, both in the theory and in the practices...”.

The issue arenas model for organizational communication (Vos, Schoemaker, & Luoma-aho, 2014;
Luoma-aho & Vos, 2010) explains multi-stakeholder communication, while Galvagno & Dalli (2014)
note that co-creation is useful in promoting innovation, as is a strategic approach to knowledge
management. A strategic approach is a key element of success in networked innovation, according
to Valkokari, et. al. (2012).

Online platforms provide secured online possibilites for needed common information sharing
environments, co-creative knowledge creation, and for sharing information and finally research results
(Bhalla, 2014; Saarinen, 2012; Hosie, et. al., 2003). The computers made the delivery of education
possible and the material were able to deliver both print and electronical media (Moore, 1990). The
critical components of successful integration of technology innovations within education and training
settings and influences the adoption rate of such technologies are transparency in user interface
design and Human Computer Interaction (HCI) (Charalambos, 2004.). Shared information are needed
in externally funded projects and innovation networks; participation in which is an important channel
of knowledge transfer (Pirinen, 2015; Di Cagno, et. al., 2014); and where combining management of
projects, networking, and learning is challenging (Ruoslahti, et. al., 2011).

3. Methodology

To build a basis for the creation of the co-creation network this study uses Engestrdm’s (2007)
expansive learning process together with the understanding of Nonaka & Takeuchi (1995) Knowledge
Creation model to support innovations. The expansive learning process consists of the following
phases: (1) Questioning existing practices, (2) Analysis of existing practices, (3) Modeling a new
solution, (4) Exploring the new solution, (5) Adopting the new solution, (6) Evaluating the process, and
(7) Solidifying and expanding new practices.

This paper focuses on the third phase of the expansive learning cycle, modeling a new solution.
The method is participatory and a work in progress. Conclusions from co-creation network partner

communication (meetings, discussions, workshops, events) are gathered under the Chatham House
rule (Chatham House, 2016) to ensure anonymity of all people participating in the study. The data
is collected from public sources, and from work completed 2011 — 2016. The data consists of the
conclusions from discussions with policy maker representatives, and from the Laurea UAS internal
documentation (documentation of European CISE (Common Information Sharing Environment
roadmap and CISE Education Network). It also includes the notes from a cooperation workshop with
World Maritime University in August 2014 and European Maritime Day 2015, and from Center for
Island, Maritime, and Extreme Security — CIMES meetings 2011 - 2014. The data includes also the
work conducted in ShipArc 2015.

4. Results

The results of this paper focus on the possible actors needed to a co-creation network in Arctic
domain with its main aim. As this is still a work in progress, this paper is limited to the current situation
and knowledge.

5.1 Coordination Structures on the Arctic Research and Development Actions

5.1.1 The Arctic Council

The Arctic Council is the most important international forum for cooperation in the region. The Artic
Council is formally established in Ottawa Declaration of 1996 as high level intergovernmental forum
which aims to provide a means for promoting cooperation, coordination and interaction among the
Artic States (Arctic Council, 1996). The particular issues concentrate on sustainable development
and environmental protection in the Artic. Canada, United States, Russia, Denmark (Greenland and
the Faroe Islands), Iceland, Norway, Sweden, and Finland are member states of the Arctic Council
together with permanent participants of six councils representing indigenous peoples of the Arctic.
The Arctic Council promotes various forms of collaboration in the Arctic Region (Arctic Council, 1996).

The Arctic Council has a very broad scope, but the Agreement on Cooperation in Aeronautical and
Maritime Search and Rescue (Arctic Council, 2011) demonstrates that safety and security in the Arctic
domain are an important part of it. The co-creation network will be able to raise topics to the attention
of the Arctic Council decision making and, thus increase awareness of safety and security related
issues and solutions, and cooperation among its member states. The decision making may benefit
from the work of co-created network community.

4.2 Networks of Researchers and University of the Arctic

An important form of collaboration are scientific research networks on Arctic issues; notable networks
of Arctic research and education are the International Arctic Science Committee (IASC), providing
guidelines for international science policy and research cooperation on the Arctic; the Association of
Polar Early Career Scientists (APECS), promoting cooperation between students and researchers in
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the early phase of their careers; and University of the Arctic, a network of close to 140 institutions from
Arctic countries, enhancing research and student exchange, training between participating universities
(University of the Arctic, 2013).

“The University of the Arctic (UArctic) is a cooperative network of universities, colleges, and other
organizations committed to higher education and research in the North. Our members share resources,
facilities, and expertise to build post-secondary education programs that are relevant and accessible
to northern students” (University of the Arctic, 2013). To promote focus the UArctic has thematic
networks. An alternative is, that the co-creation network be structured into a thematic network under
the University of the Arctic.

5.3 Safety and Security on the Maritime Domain and Coast Guard Functions in Europe
European Maritime Policy seeks to respond to challenges facing the European maritime domain in
an integrated and cross sectorial manner. Issues, named Coast Guard Functional activities, have
been defined by the European Coast Guard Functions Forum (ECGFF) (European Coast Guard
Functions Forum, 2014): The European coast guard functions are maritime safety and vessel traffic
management; fisheries control; maritime border control, surveillance, security, customs activities,
and law enforcement; also maritime environmental protection and response; accident and disaster
response; and search and rescue at sea; plus other related activities (Figure 1).

The Maritime Domain

- Ta

Maritime security

Figure-1: The Constructive Manner of the Terms of Reference (TORs) of Coast Guard Functions
(European Coast Guard Functions Forum, 2014)

The European Union and its Member States are working towards a future of integrated non-military
maritime surveillance and deeper Coast guard functions related coordination. This development will
improve coordination and the wider implementation of platforms, such as EUROSUR (Frontex, 2015)
and CISE — Common Information Sharing Environment, for example (European Commission, 2015).

Present national Coast Guard education systems mainly serve operational targets and are regulated by
professional and organizational purposes; thus post-graduate, and post-doctoral, levels of education

are not included.

A Co-creation Network could promote more unified requirements to educational institutions in the field
(coast guard and other actors on the maritime domain). National authorities use, their own educational
resources, and also those of other public and relevant private actors. To fully exploit the potential of an
integrated maritime policy, the Coast Guard Functions approach could be extended to the academic
and educational sectors (WMU Workshop, 2014).

Coast Guard Cooperation Networks

Coast Guard Cooperation Networks include: the Baltic Sea Region Border Control Cooperation
(BSRBCC), the Northern Atlantic Coast Guard Forum (NACGF), the Black Sea Littoral States
Border/Coast Guard Cooperation Forum (BSCF), the Mediterranean Coast Guard Services Forum
(MEDFORUM), and the North Pacific Coast Guard Forum (NPCGF). They all have a regional maritime
focus in maritime safety and security, environmental protection, combat of cross-border crime, and
enhancement of information exchange (PERSEUS, FP-7 Project, 2013).

These networks represent the different authorities in charge of Coast Guard functions in each country.
Thus each of these member organizations will also have educational and research structures and
institutions such as mentioned above. The relevant coast guard cooperation networks for the arctic are
the Atlantic, Baltic, and Pacific Coast Guard Forums (Figure 2), which cover the entire Arctic domain.

Baltic Sea
Coast Guard
Forum

(North) Atlantic

(North) Pacific
Coast Guard
Forum

Coast Guard
Forum

Figure-2: Relevant Northern coast guard cooperation networks for the co-creation network on the
Arctic Domain

Today national Coast Guard educational institutions form bodies of knowledge through their interaction
with practitioners on the field. Professional best practices are transferred from generation to generation
both inside and outside of existing formal curricula. A coordinated, genuinely open and coast guard
functions focused post graduate study environment for authority officers is now missing. For example,
active coast guard personnel are not always as free, to address and discuss professional problems
and lacking solutions in an open academic manner, as retired officers are (Third European Maritime
Domain Security Planning Meeting, 2013).

5.5 The Added Value of an Arctic Co-creation Network Community

The Arctic co-created network community would benefit and add value to all sectors aiming towards
a safer and more secure Arctic domain. As stated earlier current coast guard education systems lack
post-graduate, and post-doctoral, levels of education, as well as matching levels of basic and applied
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research and study. The co-creation network aims to be a multi-disciplinary cooperation body, bringing
now disparate researchers and institutions together with other security and safety management, and
coast guard functions oriented researchers and institutions. Thus, the co-creation network would have
a clearly broader focus than existing coast guard institutions; but also a much more defined scope and
focus than the University of the Arctic (Second European Maritime Domain Security Planning Meeting,
2012).

The purpose of this co-created arctic network community could add communication and new forms of
cooperation through cross sectorial and regional research and development in issues such as common
awareness, risk pictures, preparation against disaster, joint capacity building, resource pooling. All
these developments will require open study and common mechanisms, such as the co-creation
network would provide. One purpose is to complement existing coast guard forms of cooperation,
one of the main ones being the European Coast Guard Academies Network Project initiative (Third
ECGFF Secretariat Meeting, 2013).

The co-created arctic network community can broaden the focus of today’s defined training oriented
National Coast Guard Institution educational programs; while bringing focus to very broadly defined
academic basic research and study networks, such as the University of the Arctic. Most added value
will come from a cooperation and study platform for individual students and researchers interested
in a multi-disciplinary approach toward security and safety of transport, and human and economic
activity in the Arctic environment. The co-creation network will enhance information exchange and
participation possibilities in EU and Government Agency funded research and development projects.

5.6 Participation and involvement

The co-created Arctic Network Community key participants will be institutes that either educate coast
guard personnel or participate in research and development in topics, which are (loosely) under coast
guard activities and processes topics as discussed above. Many educational and research institutions
will not be official coast guard authority institutions, but have related programs to safety and security,
maritime domain, and coast guard development and education issues. Potential institutions are those
which focus on IMO based maritime safety aspects, security management focused institutions, relevant
technological institutions, environmental research institutions, and those of customs authorities, etc.
(WMU Workshop, 2014).

The co-creation network can help create long term involvements such as information and knowledge
sharing which affect change into the current status quo of scattered and unlinked programs and
systems. It can demonstrate new knowledge on how a cooperation should work in the future (e.g. in
SAR) — not only technically, but also as a process to change the current mind-sets to cooperate more
and share information to benefit the security and safety of living, transport, and economic use in the
Arctic environment.

One working group of Arctic network community may focus on building the networks around research
and studies that aim to lead to safer, more secure and cleaner seas, through sustainable economic
growth. Better information and knowledge sharing will lead to better situational awareness and sound
to decision-making — for the benefit of the Arctic seafarer. If the route of R&D related learning can
be extended and generalized, higher education institutions will face new opportunities from their
networked expertise (Pirinen, 2015): “... higher education institutions can increase their contribution to
the innovation system; higher education institutions can keep co-creation and innovation processes
alive at the regional, national and global levels;...”

Arctic network community development should also lead toward Artic security related online education.
Education programs, which provide learning possibilities that are not tied to time or place. An as
flexible of an approach as possible will empower students “to choose their own learning curriculum
according their own interest. That is the benefit having so many universities and institutes on board”
(Heinonen, 2016).

Artic safety and security education can be facilitated as online basis among and between network
members. The platform can provide secured online possibilities for sharing the information and
research results and related to the issued topics as well as facilitate the online learning. To integrate
the social dimension into the pedagogy of online learning environments, Felix (2005) has proposed the
synthesis of the cognitive constructivist and social constructivist approaches. This online learning will
follow constructivist understanding and the constructivism can be manifested in online settings; e.g.
as defined above (Hosie, Clifton, & Joe, 2003).

In a role of an individual expert (researcher, student, other expert), the expert will have the wide
selection offering the various participating institutions sharing research results, created knowledge
and information and finally study curriculum based on individual and professional preferences
to result in a PhD or a multi-disciplinary Master’'s or Doctorate of Business Administration.
Authority officials will have a broader venue of advancing their knowledge and education
(Third European Maritime Domain Security Planning Meeting, 2013; Grondahl, et. al., 2014).

The research of co-creation range between the smallest collaborative innovation in new product
development processes to a wider theory of co-creation research stream (Galvagno & Dalli, 2014),
and a co-creation network can be active throughout this spectrum. A co-creation network will need
common objectives to work towards, it will exist and operate in both digital and physical arenas,
share cooperation tools and collaborative processes, and we shouldn’t forget contracts between the
collaborators (Bhalla, 2014).
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Conclusions

Creating a new long-term co-operation among Arctic experts, a co-creation network community can
engage a still disengaged field by affecting change to currently scattered and unlinked programs and
systems, and build alignment of best practices. New knowledge and more effective future cooperation,
technically and as a process, may bring about a change of current mind-sets and provide further
innovations to meet with the set objectives. This research aims to provide insights on ways to involve
end users in the co-creation process. This could help other collaborative problem solving processes
that need input of end users.

This co-created Arctic network community needs to be multi-disciplinary and multi-institutional, bringing
disparate security and safety management and communication researchers together with both one
another, and with end-users. An online platform will serve learning online and sharing research results
and co-creation information between the network members and experts.

The co-creation network aims to broaden the focus of today’s defined training oriented national coast
guard institution educational programs, and create broadly defined academic basic research networks
and larger community bringing all end users to the same network. This should provide an opportunity
to experience a multi-disciplinary approach toward security and safety of activities in the Arctic. The
enhanced Arctic research and study society aims to contribute to a safer, more secure and cleaner
domain, and develop insights on sustainable economic growth, international processes and best
practices, leading to increased situational awareness and decision making — for the benefit of the
Arctic.

Also, the education programs in this context can provide learning possibilities that are not tied to time
or place. A flexible approach may enable students across the network to choose a learning curriculum
based on content and interest. This paper suggests that the co-created Arctic network community
should also award higher levels of post post-graduate and post-doctoral education. The network
can be a UArctic thematic network, having a much more defined scope and focus on coast guard
functions, security, and safety on the Arctic maritime domain than the University of the Arctic itself;
while also having a clearly broader higher education focus than any coast guard institution or their
cooperation networks.

Further work will focus on the process of co-creation and knowledge exchange between the network
members to identify ideal modes of cooperation.
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