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Abstract—Internet of things (IoT) is making its way in every
field of life. Education is not an exception. IoT is making land-
mark achievements in its applications in the field of education.
This paper presents an overview of the key IoT applications in
the field of education from the perspective of school management,
teachers, and learners enabling smart school concept and chal-
lenges and limitations in embarking IoT in educational settings.

Index Terms—Internet of things, smart school, education,
digital applications

I. INTRODUCTION

Newfangled technologies are making their way in our daily
lives beyond our expectations. In last decade, technology and
digitization has changed the world we live in. Unanticipated
advancements in wireless technologies and digital devices
has led a technology revolution around us. In that scenario,
industrial revolution is bringing automation in every corner
of life including education. At this point of advancement,
it is very crucial to think of inclusive, equitable, quality
education. World is divided in two halves, the advanced and
highly developed part of the globe and underdeveloped, poor
economies of the globe. We have to think how advancement in
technology can help in upbringing of underdeveloped world.
IoT is one of the revolutionary technologies which can be em-
bedded in educational settings to improve educational quality,
learner‘s performance, facilitation of learning and in-campus
management. IoT can equip students, teachers, and school
management with tools to enhance their working with quality
and progress.

This paper first provides introduction to IoT, then presents
an overview of application of IoT in education. We showcased
the areas in educational settings where IoT can be used to
deliver a smart school concept based on most recent research.
Finally, paper presents limitations and challenges in adapting
IoT solutions in educational settings.

II. INTERNET OF THINGS, IOT

The term internet of thing was first used by the co-
founder of the Auto-ID Center at the Massachusetts Institute
of Technology (MIT), named Kevin Ashton in 1999 [1]. A
more comprehensive definition of Internet of Things is later
given by International Telecommunications Union (ITU), “As

enabling advanced services by interconnecting (physical and
virtual) things based on existing and evolving interoperable
information and communication technologies” (International
Telecommunications Union, 2012) [2]. Internet of things is a
technology which works in combination of other technologies.
For example IoT makes use of wireless communication and
artificial intelligence in many situations and deliver the tasks.A
thing acting as a thing of internet should be capable of
gathering and transmitting data to other connected devices.
Therefore, an object or thing of internet must be capable
of interacting with action-based responses. Additionally the
IoT object/device must be capable of receiving information.
Therefore, a thing of IoT collects and transfer data, interact
with other devices, receives information and enables fast
communication.

IoT architecture is based on four layers as shown in Figure1.
Physical layer serves as the first layer. Physical layer con-
stitutes of radio frequency identification tags (RFID) tags,
sensors and acutators. These devices acts as data gathering
objects. They can be wired or connected through wireless.
Then comes the second layer, known as network layer. Net-
work layer constitutes wireless, wired networks and cloud.
A software layer or data processing layer then acts as an
engine to process all collected data. This layer constitutes
of data bases, data processing units and high power data
processing servers to process data. Hence, processing layer
enables the communication protocol for the communication
and management of data, thus enabling an IoT application/tool
to work. Finally comes the application layer, which enables
machine to machine (M-M) and machine to human (M-H)
interaction utilizing smart devices. Application layer behaves
as an interface between third party applications and infrastruc-
ture.Therefore, IoT helps humans to gather information, learn
meaningful data and act accordingly.

III. IOT IN EDUCATION: SMART SCHOOL

Education sector can leverage from IoT in most effective
way. Literature study has shown that IoT has diverse applica-
tions in the educational field for teachers,learners and school
managers. In this section we are presenting an overview of
possible applications of IoT in school settings mentioned in
literature work. The concept of smart schools that is, ICT



Fig. 1. IoT Architecture

driven schools is not new but still in its infancy stage. Focus of
this section is that how IoT can deliver to bring smart school
concept in reality?

A. IoT for smart school management

• Energy management: Smart energy management system
requires Interconnectivity and interoperability. In smart
school scenario, cost effective energy saving and manage-
ment would benefit school organization largely. School
organization can save hundreds of dollars per month by
enhancing smart utility of energy. For example, electrical
energy can be used on demand. Sensors in school facility
could facilitate on demand usage of electrical energy
and could turn off extra appliances when not in use.
Therefore, minimizing carbon footprint and cost per unit
of electricity used. Energy-related information among the
users and management system in a school facility can be
provided by an IoT-based communication framework. A
study [3] has developed IoT based energy-management
platform. Such platform can facilitate the development
of a demand response (DR) energy management system.

• School Premises Security: School premises security is
an important smart school feature powered by IoT. Most
schools lack the secured infrastructure which can detect
and identify abuse, sexual assault, theft, fire, and other
accidents that can occur within the school premises. Real
time camera recording the scenes connected with IoT
sensors and devices enables school management to keep
an eye on the school premises and identify accident
scene and initiate action plan immediately if needed. The
research work in [4] proposed IoT based alert mechanism
named secure system of Internet of school things (S-
IoST).This system uses advanced communication system
based on 5G cellular technologies, intelligent transporta-
tion systems, sensing technologies, and IoT networks.

• Management of students with special needs: Students
with hearing, vision, mental illness and learning dis-
abilities need holistic and diverse solutions to facilitate
them in learning. IoT can create a user friendly and
customized environment for students with special needs.
For example, a system of sensor-connected gloves and
a tablet to generate verbal speech, translated from sign
language which the teachers can use and deaf and mute
students can take advantage of this system in class
communication. Different research studies discussed the
scope and application of IoT for students with special
needs [5] [6] [7].Some examples of assistive technologies
for students with disabilities are Screen reader, which is
text-to-speech application that reads out computer and
internet related information to assist people who are blind
or vision impaired, on-screen keyboard helps students
with mobility impairments to type, screen magnifier for
enlarging screen content, and On-screen alerts can send
Visual messages to help deaf or hearing impaired people
[8].

• Smart school transport: IoT solution can provide school
management with a smart transport system to operate for
student‘s transportation. In a study [9], an IoT based vehi-
cle monitoring system is presented. The proposed system
consists of a mobile phone application and a micro-
controller. The position of the school bus is determined
from a device using global positioning system (GPS).The
system deployed alcohol sensor and a panic switch for
securing the security of the children. This smart transport
system provides parents and school management the real
time status of the bus.

• Student‘s health monitoring system: For any educational
institution, its student‘s performance is of prime impor-
tance. A student‘s performance is highly effected by
his/her health issues. If a student is going through any
sickness, or psychlogical problems he/she can not focus
on their studies and therefore results in poor academic
performance. Sensors collect a large number of health
data. IoT alongwith cloud collect and process huge data to
measure student‘s health and wellbeing. In study [10] an
Ambient Intelligence assisted Health Monitoring System
(AmIHMS) with IoT devices has been proposed for
students health monitoring. Research work in [11] sug-
gested cloud-centric IoT based student health monitoring
framework. Another research study [12] focused on emo-
tion detection using Long Short-Term Memory (LSTM)
using physiological signals. Researchers proposed here
an IoT framework for healthcare and distance learning in
pandemic era.

B. IoT for Teachers

• Autonomous attendance system: Taking attendance of
each student is an hectic and time consuming task for
teachers. Teachers need to focus on their primary task
which is teaching and facilitating learners in learning.
Automated attendance system based on biometric atten-



dance or barcode with an Identity card number can be
used at the entrance of the classroom door. So each
student entering from the door will be registered. This
information can be shared with the parents as well so they
know that their kid is in class or not. Similarly, there are
studies suggesting automated attendance system utilizing
IoT in combination with face recognition technology [13]
[14] [15].

• New pedagogies: With the advancements in technologies,
the concept of classroom is changed now. Modern day
classrooms are free of physical space and traditional
ways. Modern world classrooms offers new ways of
learning and therefore, teachers are facilitating learners
with a new set of pedagogies which are driven by digital
technologies and digital learning environments.Therefore,
nurturing digital pedagogies, which means that how
teacher can most effectively takes benefit of the certain
technology for teaching and learning facilitation. One
such example is flipped classroom where teacher has
applied flipped classroom as IoT element while teaching
computer networks [16].

• Feedback and assessment systems: IoT based embedded
assessment tools are quick and easy ways to look into
student‘s performance and make assessment on the bases
of student‘s engagement, interaction, participation and
task completion. A study proposed IoT based students
interaction framework using attention scoring assessment
in e-Learning [17]. Similarly, another research work
suggested IoT based real time data mining approach for
students assessment [18]. In research work [19] Rasberry
pie and IoT is udsed for student‘s engagement assess-
ment.

• IoT for STEM education: Science,technology, engineer-
ing and mathematics education demands hands on learn-
ing experience in labs and requires measurements, ob-
servations, experiments performing in laboratories. IoT
sensors and devices has made it possible to not only
provide real time measurements but also the analysis of
the data collected. Another advantage of Iot is that the
the STEM students can use IoT kits for project based
learning to harness STEM skills like design thinking
[20]. A study presented that how IoT applications can
be applied to Physics experimental class [21]. Research
in [22] showcased how IoT can be integrated in STEM
education and discussed a case study of IoT integration
for embedded system course.

C. IoT for Learners

• Distance learning: Covid era has proved online learning
modes as concrete and effective learning ways. When
the schools around the world were locked, the students
around the world were having their schools right in their
homes. Thanks to the digital advancements in educa-
tional sector. Distance learning which can be of any
form, online learning, mobile learning, virtual classroom,
hybrid learning or e-learning. All such forms comes

Fig. 2. IoT Driven Smart School

under distance learning. IoT has the capability to enhance
distance learning effectively. One such example is that,
a study presented that IoT in distance learning allows
to increase the learning efficiency up to 20 percent. IoT
devices during the video lesson monitored the level of the
brain activity and sending the feedback to the software
program. Digital image and video stream are modulated
with the signals which switch the brain into the active
state. IoT detects the time of tiredness and sends signals
to keep brain active [23]. In this way, IoT monitors and
the brain activity and also activate it.

• Enhaced productivity and interaction: Smartphone-based
online classes, virtual classes or e-classes develops
more interactivity and engagement among students. This
interaction-based learning develops students interest in
involving different tasks and participate actively in feed-
back, and assessment process. Therefore, IoT based
learning environments enhance students productivity and
interaction. For example, e-books with barcodes helps
students read in an interactive environment. Scanmaker
is an IoT device which can quickly scan editable text
from books, papers and other documents directly into a
phone, tablet or computer. The device has the ability to
translate text in 40 languages [24].

• Personalized digital learning environments: A digital
learning environment provides a personalized learning
experience. One such example is Blackboard [25], offers
virtual classroom technology with increased collabora-
tion, interactive learning management system (LMS), and
websites to keep parents, students and others updated with
the latest grades, attendance, events and news.



IV. BOTTLENECKS IN IOT ADAPTATION IN EDUCATIONAL
SETTINGS

Apart from many benefits of incorporating IoT in education,
there are some challenges or risks associated with it too [26].
This section discusses the main risks/challenges associated
with IoT adaptation in education.

A. Security and Privacy

The presence of highly advanced technologies connected to
internet poses threats of cyber attacks. Students or outsiders
can easily attack on their learning institutions. There are
also chances that institutes can be made nonfunctional by
controlling their systems. It also can happen that failure in
connectivity can stop the whole system to work. Data breaches
remains the huge security concerns. There are security chal-
lenges related to authentication, integrity, end to end security
and confidentiality [27].

Advanced IoT devices and sensors in combination with
different technologies like RIFD, NFC, 4G, 5G collect huge
amount of data. There is great concern about that data. Where
does that data go? Who takes benefits of this data or control
data? These are the questions related to privacy when it comes
to internet technologies which collect huge personal data [28].
The future of IoT adaptation in educational sector can only be
ensured if the security issues associated with it are addressed.

Confidentiality is an important factor in IoT security as the
data collected should be available to only authenticated users.
Users can be humans and machines and for IoT confidentiality,
it is important that data should not be leaked to unauthorized
users, whether they are machines or humans.

Large amount of data management is another security con-
cern as IoT is collecting and processing huge data , therefore
a foolproff data management system is required. Data can be
leaked, tempered or lost during the process of transmission
from one sender to another. Therefore, a secured data man-
agement system is required to avoid any data mismanagement
and breach.

B. Scalability and Reliability

Scalability is a great concern in educational setting. While
applying IoT applications, huge data will be gathered. Incor-
porating IoT in education will generate a large volume of data.
Therefore, there is a great need of data analysis to seek in-
depth insights into data. Hence, data scalibility is a bottleneck
in IoT application in educational settings. In research [29],
scalability is discussed and the research proposed a social
recommender system based on hadoop and parallel computing
to provide students with personalized learning content on the
basis of huge data analysis.

A study [30]proposed secured and scalable IoT system
based on secret sharing scheme. The studey also suggested
that scalability and reliability of IoT system can be achieved
by deploying distributed IoT infrastructure.

Scalability issue is also concerened when the IoT based
solutions are not sustainable. There should be equal availabil-
ity of such technologies to all classes of society. Moreover,

schools should have enough budget to buy these services and
have sustainable system running smoothly.

C. Dehumanization and ethical concerns

Technology is great to have in our daily lives, but it
should not be at the cost of humanization and ethics. Indeed,
technology here to play holistic roles to make our lives easy,
but we should devise an operating protocol for any technology
to work. Dehumanisation is one main issue which would arise
when systems will work at their own and there will be less
human involvement. Excessive machine to machine interaction
may minimize human control and shift control and power to
the organisations which own these services [31]. Therefore,
there is a great chance of unethical and unjustful distribution
of power.

User awareness is another important factor to take into
account. Users must be aware of attack risks and they should
be educated how to protect themselves from internet vulnera-
bility. Governments should not only devise a mechanism for
security standards but should also organise mass awareness
and education about these technologies and their usage for
the technology users.

V. CONCLUSION

Education enabled by advanced technologies can uplift
economies. Internet of Things is one such technology, which
can revolutionize the traditional school set up and enable smart
school concept. Our research here has presented an overview
of IoT applications in school setting. IoT has multifaceted
benefits in educational settings. Therefore, we suggest that
technology driven education can provide quality education
with equity and inclusivity. However, there comes challenges
too with technology and therefore, the use of technology
should be sustainable, scalable and ethical to minimize the
bottleneck effects.
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