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ABSTRACT

Rauhala, Juhani

Time, Money, and Freedom - The Costs of Internet Users’ Privacy and Security
Concerns

Jyvaskyla: University of Jyvaskyld, 2021, 144 p.

(JYU Dissertations

ISSN 2489-9003; 472)

ISBN 978-951-39-8962-0

Internet users with controversial viewpoints may be hesitant to voice their
opinions online because they are concerned about consequences that could be
inflicted by various entities. Firings, bans from social media, and doxing are
some examples of the consequences. Users also have varying opinions about
spending money for cybersecurity products and services. Concerns about the
risks linked with online free expression may influence such opinions. In addition,
some Internet users spend valuable time thinking about and configuring the
security settings of their devices. Such time is spent to mitigate the security and
privacy risks of the Internet. Some people may be irritated by the amount of time
required. Users may be hesitant to express themselves online merely because
configuring their devices for a sufficient level of security and privacy is a
prerequisite for them, but it takes too much time and effort. Users may, for
example, be aware of anonymizing tools and desire to express themselves online,
but decide that spending time on anonymity is simply too much effort.

The associations between time spent on personal cybersecurity, the reluc-
tance to express online, and a proclivity to purchase cybersecurity and cyber-
privacy solutions do not appear to have been previously studied. The present
work investigates the associations. A model is constructed to represent hypothe-
ses, and data was collected using a survey. The model is validated by analyses
on the data. The research results show the interrelationships between novel latent
factors: 1. time spent by users on their device security and privacy settings, 2.
users’ proclivity towards purchasing personal cybersecurity and cyberprivacy
solutions, and 3. users’ reluctance to freely express themselves online. Relation-
ships were found between the factors and some demographic and cultural vari-
ables. Additional security and privacy issues of smartphones are also considered
for their potential impacts on Internet users’ behaviors. Finally, some new termi-
nology is proposed to help understand the societal implications of modern tech-
nological advancements.

Keywords: online expression, privacy concerns, security concerns, personal
cybersecurity spending, consumer cybersecurity spending, device settings,
temporal perceptions, cultural indices, cybercrime, hacking, technology abuse,
unorthodox weaponization, technology preterms
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Internetin kayttéjat, joilla on kiistanalaisia nakemyksid, saattavat olla epardivia
ilmaista mielipiteitddn verkossa, koska he ovat huolissaan seurauksista, joita eri
tahot voivat aiheuttaa. Potkut, sosiaalisen median kayttokiellot ja doxing ovat
esimerkkejd seurauksista. Kayttdjilla voi myos olla erilaisia késityksid siitd,
kuinka paljon rahaa heiddn tulisi kdyttdd kyberturvallisuustuotteisiin ja -
palveluihin. Huoli online-ilmaisunvapauteen liittyvistd riskeistd voi vaikuttaa
sithen. Lisdksi jotkut kayttavat merkittdvasti aikaa miettidkseen ja
konfiguroidakseen laitteidensa suojausasetuksia lieventddkseen Internetin
turvallisuusriskejd, mikd voi drsyttdd heitd. Kayttdjat voivat epdroida itsensa
ilmaisemista verkossa pelkdstddn siksi, ettd laitteiden médrittdminen halutulle
suojas-ja yksityisyystasolle vie liikaa aikaa ja vaivaa. Kayttdjdt voivat esimerkiksi
olla tietoisia anonymisointityokaluista ja haluta ilmaista itseddn verkossa, mutta
pdédtyvit siihen, ettd anonymisointiin kuluva vaiva on liian suuri.

Henkilokohtaiseen kyberturvallisuuteen kiytetyn ajan, online-ilmaisun
vastahakoisuuden sekéd kyberturvallisuus- ja tietosuojaratkaisujen ostamishaluk-
kuuden viilisid yhteyksid ei ndyta olevan aiemmin tutkittu. Tama ty6 tutkii ndita
yhteyksid. Tyossd on rakennettu hypoteeseja esittava malli, ja kerédtty validointia
varten data kyselylla. Malli validoidaan tietojen analysoinnilla. Tutkimustulok-
set osoittavat suhteet uusien piilevien rakenteiden valilla: 1. kdyttdjien laitteen
turvallisuusasetuksiin kdyttama aika, 2. kédyttdjien taipumus ostaa henkilokoh-
taisia kyberturvallisuus- ja tietosuojaratkaisuja ja 3. kadyttdjien haluttomuus il-
maista itseddn vapaasti verkossa. Tekijoiden ja joidenkin demografisten ja kult-
tuuristen muuttujien valilla havaittiin tilastollisia riipuvuuksia. Alypuhelimien
turva- ja yksityisyyskysymyksid arvioidaan myo6s niiden mahdollisten vaikutus-
ten vuoksi Internetin kdyttdjien kdyttaytymiseen. Lopuksi ehdotetaan uutta ter-
minologiaa, joka auttaa ymmaértamaan teknologisen kehityksen yhteiskunnalli-
sia vaikutuksia.

Avainsanat: ~ verkkoilmaisu,  ilmaisunvapaus,  yksityisyyden  suoja,
turvallisuusongelmat, henkilokohtaiset kyberturvallisuusmenot, kuluttajien
kyberturvallisuusmenot, laiteasetukset, aikakasitykset, kulttuuriset indeksit,
tietoverkkorikollisuus, hakkerointi, teknologian vadrinkdyttd, epdtavallinen
aseistus, psykologian sanastoa, teknologian sanastoa
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1 INTRODUCTION

Freedom of expression is a widely recognized human right. More recently, it
seemed that unrestricted access to the Internet was also becoming recognized as
a human right. The Internet is increasingly being used as a forum for both free
speech and e-commerce. The security and privacy hazards that come with access-
ing the Internet are viewed differently by different Internet users. The users also
have specific worries and behaviors when it comes to using the internet to ex-
press themselves. Users may hold divisive opinions, which they can express in a
variety of ways online. Though laws in the jurisdiction of a user may guarantee
freedom of speech, controversial opinions or artwork by their natures may not
be as well received as favorable or polite comments. The use of the Internet for
free speech can be a technique to get around censorship or other barriers to citi-
zens' freedom of expression that may exist in more traditional publication outlets.

The Introduction is divided into the following sections that introduce the
topic areas of the dissertation. The topic areas include those presented in the at-
tached articles, supplemental content that includes privacy and security issues
that are related to the dissertation theme, and proposed new terminology.

1.1 Motivation

Internet privacy and security concerns cause users to inhibit their Internet usage
in various ways (Figure 1).
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Behavioral effects of online security concerns according to daily internet
users in February 2014

50

40
£

L 30
c
o
[=1
@

£ 20
m
i

10

0

| use the | am more | am more | am more It affects my It doesn't affect
internet less careful with careful with careful when it intemet usage my intemet
what | write on personal comes to in other ways usage at all
the intermet information | websites | am
give out about visiting
myself
Quelle: Additional Information:

EliCSSU_” Worldwide; February 2014; 3,311 Befragte; 15 to 69 years; Daily intemet
© Statista 2015 users

Figure 1: Behavioral effects of security concerns (Ericsson, 2014)?

Users who may have been previously unconcerned about security but have then
experienced a data breach have indicated that they take certain actions after the
discovery of the breach. The actions include modification and restriction of their
own online behaviors (Figure 2). As the chart shows, the tendency of British users
to take action has increased in the period from 2013 to 2015.

1 Figures 1 through 5 are reprinted with permission of Statista
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Leading actions taken by consumers who had experienced a security
breach in Great Britain (GB) as of January 2013 and September 2015%

Proactive security review

Proactively reduce and control online
activity

Voluntary consumer chum

Communicated issue on social networks

Legal action

Did not hing about it
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Share of respondents

I 2013 W 2015

Source: Additional Information:

© Statista 2016

Figure 2: Actions taken after security breach (Deloitte, 2015)
1.1.1 The importance of free online expression

83% of Internet users worldwide consider online free speech and political expres-
sion to be important (CIGI & Ipsos, 2015). Freedom of expression has been des-
ignated a universal human right by the United Nations General Assembly (UN
General Assembly, 1948). The United Nations has decided that unrestricted ac-
cess to the Internet is a human right as of 2016. (UN Human Rights Council, 2016).
The Internet's ability to serve as a forum for free expression is widely acknowl-
edged. Importantly, political subjects, as well as other topics that are not socially
approved, are discussed.

Debates and discussions that occur over online forums and social media,
such as Twitter and Facebook, are raising attention to virtually unlimited arrays
of topics. Socially controversial topics and political topics are also discussed. The
importance of online expression has been recognized for various contexts. In op-
pressive states, free expression enabled by access to the Internet can be crucial for
advancing human rights (Nadi and Firth, 2004).

Internet communication is generally beyond the nation-state’s territorial
control, and access to the Internet has been acknowledged as critical to freedom
of expression and democratic engagement (Lucchi, 2011). Previous research has
shown that using the Internet for free expression can help people avoid censor-
ship and other barriers. Authoritarian regimes have imposed censorship on citi-
zen expressions in traditional publishing media but have more difficulty doing

76%

80%
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so online (Nadi and Firth 2004). The perceived effectiveness of the Internet
against authority or as a tool to provoke insurrection can be evidenced by some
governments’ restrictions of Internet access in times of protest or upheaval
(Cwienk, 2019; Reuters Staff, 2021).

Many states have begun to use legislative or other ways to impose online
surveillance on their residents (Ray and Kaushik 2017). According to the findings,
the purported justifications for such surveillance, such as the prevention of cyber-
terrorism or cybercrime, are dubious and out of proportion to the breadth of sur-
veillance sought by the government. Although such surveillance does not di-
rectly restrict online expression, it can cause users to be hesitant or concerned.
The user may be afraid of being monitored if he or she criticizes the government
or its policies in an online forum. Various levels of censorship and limits on
online expression are also directly imposed by many states. (Ray and Kaushik
2017).

Booth (2017) has proposed research on the effects of freedom of expression
and access to information on the benefits of ICT to national well-being. As of this
writing, her research has not been completed. Moreover, her research does not
consider the relationship between free online expression and aspects of individ-
ual Internet users.

The importance of free online expression is also attested to by the efforts of
certain organizations to address possible threats to it. Such threats can even in-
clude unanticipated consequences of regulations that are intended to protect pri-
vacy, such as the “right to be forgotten” (Stanton, 2014).

Bandyopadhyay (2011) discovered that Internet users' online privacy con-

cerns are influenced by characteristics such as their level of Internet literacy, so-
cial awareness, and cultural background. He discovered that one of the possible
outcomes of such concerns is a reluctance to utilize the Internet. It is reasonably
assumed that this outcome would also limit users” online expressionism.
There are potential consequences for users who make controversial or provoca-
tive expressions on the Internet. The consequences can manifest in a variety of
ways. The consequences can include a negative reaction from the government
(Baroni, 2015; Cooper, 2000; Mony, 2017) or offended individuals (Cassidy, 2017),
employers (Jaschik, 2014), or schools (Curtom, 2014). Consequences may also be
exacted by vindictive criminal hackers. Cybercrime against individuals has been
defined as:

"Offences that are committed against individuals or groups of individuals with a criminal
motive to intentionally harm the reputation of the victim or cause physical or mental
harm, or loss, to the victim directly or indirectly, using modern telecommunication net-
works such as the Internet (networks including chat rooms, emails, notice boards and
groups) and mobile phones (Bluetooth/SMS/MMS)" (Halder & Jaishankar, 2012).

Victims may become a target of doxxing or a target of cybercriminal gangs on the
Deep Web. Previous research (Riek & Bohme, 2018) attempted to examine the
monetary and non-monetary costs of consumer-facing cybercrime. Scams and
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financial fraud were among the cybercrime instances examined in the study. Vic-
tims of "revenge hacking" and doxxing have suffered terrible consequences
(Branigan, 2011; Dascalescu, 2018).

During the 2020 coronavirus pandemic, some whistleblowers and dissi-
dents used the Internet to spread their messages about the crisis.
Those posting unconventional information deemed “fake” were subject to bans
of their social media accounts (Gibson 2020; Gandel 2020). A physician was
threatened by authorities for posting information online about the spread of the
disease (Hegarty 2020). His government declared the information to be false and
disruptive to society. An ultra-wealthy tycoon disappeared under questionable
circumstances after posting a critical online commentary about the management
of the crisis (Tak-ho et al. 2020). Neither wealth nor status necessarily shields us-
ers against consequences for their controversial online expressions.
Users may also be concerned about becoming a victim of cyberbullying. Substan-
tial time spent on social media, combined with perceived anonymity, create an
environment conducive to cyberbullying (Lowry et al., 2016). Participating in so-
cial media is a form of personal expression, and some study on the effects of per-
ceived security threats on users' social media behavior is now underway
(Alqubaiti et al., 2016). In the information systems context, researchers have ex-
amined neutralization theory. Neutralization theory could apply in a case where
a user justifies making an expression that could be considered a violation of law
or policy. For example, posting criticism of a king or dictator is illegal in some
states (Phelan 2014). In such states, the act is illegal, regardless of whether the
criticism is legitimate (e.g., against an unjust decree). The poster neutralizes his
illegal criticism as, e.g., resistance to injustice. For example, Siponen and Vance
(2010) found that neutralization is an important factor in determining employees’
intention to violate information security policies. The proclivity of cyberbullies
to invoke neutralization for their attacks increases with their perceived anonym-
ity (Lowry et al., 2016). This finding would seem to lend credence to a hypothesis
that privacy protection (in the form of anonymity) can be a prerequisite to mak-
ing a controversial expression (in the form of bullying).

1.2 Scope

This research attempts to find the relationships between certain attitudes and be-
haviors of Internet users. The attitudes and behaviors are defined as six derived
latent constructs. Two constructs (which are also combined into a single second-
order construct) represent a reluctance to express oneself in the online environ-
ment. One of them includes a mentioning of consequences of controversial ex-
pression, while the other doesn’t.

Two of the constructs represent the time and effort used for the security and
privacy settings of devices. One construct represents the behavior and attitude
of users toward purchasing personal cybersecurity products and services. With
these six constructs, selected demographic variables, selected cultural indices,
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selected HFI values and suitable analysis techniques, this research explores the
relationships between the constructs and variables and makes a research contri-
bution. It contributes to fields of knowledge about the behavior and attitudes of
Internet users.

The various concerns of Internet users may inhibit them from using the In-
ternet for certain tasks. Some concerns pertain to the security of their data. Some
users limit their activity due to fears of data breaches or hacking. This dissertation
describes novel methods of data profiling and data management that can miti-
gate some of the risks to users” data from breaches and hacks.

With new technologies comes the potential for the abuse of the technologies.
This dissertation includes an exploration of hypothetical methods to physically
weaponize a smartphone. Because smartphones are personal devices that are
used by billions of users globally, the potential methods of weaponizing them
merit preventive investigation.

Terminology science describes special lexemes (or lexical units), which are
studied for the meanings and denotions of concepts. Terminology science also
engages in the appraisal of existing definitions (Wikipedia Contributors, 2021a).
New scientific concepts can be described by types of lexemes called preterms that
can be composed of multiple words. (Wikipedia Contributors, 2021a).

ICT is a rapidly evolving field due to the continuous development of new
technology and tools, and new emerging research. In the modern computer age,
many new technologies have been adopted on a mass scale. Governments, pro-
viders of essential services, consumers, and other entities have adopted the tech-
nologies. Because ICT has evolved so rapidly (and continues to do so), the termi-
nology for describing concepts related to the field should evolve and be updated
as needed. New terminology becomes necessary for the discussion of modern
concepts that cannot be succinctly and coherently described in an efficient way
using traditional terms of a field. Chapter 5.1 introduces and proposes some new
preterms for the current and rapidly evolving field of ICT. The new preterms are
intended to address issues that include Internet privacy, information security,
and cybersecurity.

1.3 Definitions

In the hypotheses in the article overviews, the following abbreviations are used
(PII):

LoM: Loss of money; personal cybersecurity spending attitude and behav-
ior; the willingness to buy software products or services that enhance personal
cybersecurity.

RtoEx: Reluctance to express; the reluctance to freely express oneself online
or on the Internet.

RtoExC: Reluctance to express due to concerns of possible consequences or
safety; the reluctance to freely express oneself online due to concerns of possible
consequences or safety issues resulting from the expression.
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RtoExnonC: Reluctance to express when users are not reminded of possible
consequences or safety issues resulting from the expression.

TChS: Thinking about and changing settings; time considering two aspects
of one’s ICT device -contemplation of the device’s cybersecurity aspects and
whether time is consumed specifically for the checking and possibly changing of
device settings that relate to security and privacy.

TMT: Too much time; the perception that cybersecurity risk amelioration
requires excessive usage of one’s time.

This dissertation also proposes the following new preterms:

Adversarial surveillance: The act of seeking and gathering personal information about
an individual for benign or hostile purposes.

Adversarial detective: A person or organization that engages in the seeking and gath-
ering of information about an individual for benign or hostile purposes.

Barrier of practicality: collectively, those hindrances and obstacles that prevent the im-
mediate and widespread broadcasting or availability of (sensitive or confidential) infor-
mation.

Personal technology space: The expectation of privacy that a person has with their
technology; the information that their technology processes, the way that that processed
information is used; and the way that their technology is used.

The following definitions of cyberprivacy and e-stop are discussed in section
5.1.6.

At this time, cyberprivacy is tentatively defined as privacy in the context of
all connected high-technology. Includes aspects that are encompassed by the
common term “Internet privacy.”

E-stop is tentatively defined as a cessation of use, adoption or development
of a new or emerging technology in order to assess the technology’s implications
to societal well-being and functioning.

1.4 Outline of thesis

This dissertation consists of the following chapters.

Chapter 1 presents the introduction of the dissertation, including its moti-
vation, scope and outline.

Chapter 2 presents a literature review.

Chapter 3 presents the research framework, including research gaps, re-
search questions, and methods.
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Chapter 4 presents an overview of articles PI-PIV, which encompass the
central theme of our research. It also presents supplemental findings that are
based on an expanded data set.

Chapter 5 presents some supplemental topics that are related to the disser-
tation theme. Article V and patents VI and VII are presented. Article V describes
physical weaponizations of smartphones that, if ever implemented, could cause
distress and harm to smartphone users. Patents VI and VII are presented as meth-
ods that, if implemented, could alleviate users’ concerns about the security of
their data.

Chapter 5 also introduces a proposal for the adoption of some new technol-
ogy preterms. The preterms are intended to enhance the discussion and under-
standing of the impacts of technology on users” expectations of autonomy and
privacy of their data and the online presence of their true ‘selves.’

Chapter 6 presents the results of the research. The chapter also discusses
some implications for the patents and proposed new preterms.

Chapter 6 is followed by a discussion, conclusion, summary, and appen-
dices.



2 LITERATURE REVIEW

The following sections include an overview of prior research on themes of time,
money, and freedom that relate to users” Internet behavior and attitudes.

21 Time

Many users spend time making adjustments to the privacy and security set-
tings of their software and devices (Figure 3, Figure 4, Figure 5).
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Actions to protect devices and online usage privacy according to internet
users worldwide as of June 2015

| make sure | enforce high privacy settings
on social websites and in my browser

| tum off location tracking within many of
the apps that | use on my mobile devices

| store all my most sensitive data on
devices which do not have access to the
internet

| use special software or add-ons that
prevent collection of my personal
information by websites

| cover my webcam to prevent people from
hijacking it to spy on me

| use anti-theft services/software on my
mobile devices

| try to avoid using popular websites like

Google and Facebook of the info they gather 18%
about me
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
Share of respondents
Source: Additional Information:
© Statista 2015 Worldwide; June 2015; 12,355 Respondents; 16 years and older = 0 00 |

Figure 3: Actions to protect device privacy (CIGI & Ipsos, 2016)

Which of the following statements best describes your approach toward
managing the privacy of data collected on connected devices?*

Take charge (you proactively manage

privacy settings) 58%

Reactive (you manage privacy settings
when you become aware of a privacy issue)

Passive (you don't actively manage privacy

settings)
Other 1%
0% 10% 20% 30% 40% 50% 60% 70%
Share of respondents
Source: Additional Information:

ISACA United Kingdom; ISACA; September 8-17, 2014; 648 Respondents;
© Statista 2016 employed consumers who own or regularly use a connected device at
least weekly

Figure 4: Data privacy management (ISACA, 2014)
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Online privacy and anonymity management methods of internet users in the
United States as of July 2013
Cleared cookies and browser hist ory

Deletedfedited something you posted in
past

Set your browser to disable/tum off cookies
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Used a public computer to browse
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Encrypted your communitcations

Used service that allows you to browse the
web anonymously

Given inaccurate info about yourself
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Percentage of users

Sowrce: Additional Information:
Pew Research Center United States; july 11 to July 14, 2013; 792 Respondents, 18 years and
O Statista 2015 older; Intemet users and smartphone owners
" ]

Figure 5: Privacy management of users in the US (Pew Research Center, 2015)

The amount of time Internet users spend on self-protective cybersecurity and pri-
vacy-related activities reduces the amount of time they have available for other
activities. Spending time connecting to a secure VPN or updating security soft-
ware, for example, when utilizing open WiFi connectivity in a public location or
car, leaves less time for texting and reading social media updates.

Most mouse clicks or screen taps may incur a loading delay when using the
Internet. However, the amount of time spent waiting for a security software up-
date process to complete varies. It may occur, e.g., weekly, monthly, or with each
session. The frequency is also dependent on such manual updates that the user
performs.

Time is quantifiable; however, humans’ attitudes or perceptions about the
utility or quantity of their expended time are more difficult to measure. Ancona
et al. (2001) have described a temporal conceptualization category that they call
"actors relating to time." This category includes temporal perceptions and tem-
poral personality. Concerning temporal perceptions concept, the perceptions of
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Internet users about the usage of their time may be affected by the "novelty of
time" effect, as described by Butler (1995), and by the "time in retrospect" effect
(Hicks et al. 1976). The time in retrospect effect could cause a user to overestimate
the length of a period of time if it was one in which the user was occupied by
activities.

Generally, the excess use of time spent waiting can be merely a perception
but may still have negative consequences in terms of user experience or percep-
tion of the services for which the waiting is done (Dellaert and Kahn 1999; Busi-
ness Editors 2002). A study was performed to determine how consumers react
when web pages of shopping websites take too much time to load (Anonymous
2010). It found that 70% of respondents reported that they abandon shopping on
a site if the site takes more than 10 seconds to load, and 35% said they would not
return if the loading delays take "too long."

On the other hand, the tolerance of users to the amount of time spent wait-
ing will vary according to the individual and the context (Katz and Martin 1989).
Chatzitheochari and Arber (2012) studied differences in free time between gen-
ders for working people in the UK. In all cases, women had the same or less
quantity of pure free time as men. Moreover, womens' free time tended to be of
lower quality and more subject to interruptions than mens'.

Excessive non-ideal time consumption, therefore, can be said to detract
from more desirable activities and may cause a negative perception of offerings
associated with waiting. Frustration with excessive time consumption can result
in a negative attitude toward, and possibly abandonment of, desirable online
content and activities as well. Such activities can include varying forms of expres-
sion.

2.2 Money

A generally accepted beneficial use of the Internet is as a platform for commerce,
which is continuously increasing (Emarketer.com, 2014). At the same time,
spending by consumers and businesses on cybersecurity products and services
is also increasing (Morgan, 2017). It is reasonable to expect that users purchase a
significant proportion of personal cybersecurity software online. Much of the
previous literature on consumer e-commerce has investigated demographic as-
pects. The remainder of the literature overview on ‘'money’ overlaps with de-
mographics and is therefore presented in section 2.4.

2.3 Freedom

The importance and consequences of free expression was outlined in the Intro-
duction. Prior research exists on measuring free expression and the innate free-
dom in different settings. Controversial expressions are those that arouse quarrel
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or strife or are marked especially by the expression of opposing views (Merriam-
Webster n.d.b). As such, they may be interpreted as negative, hostile, or provoc-
ative. Controversial expression in an online communications context is affected
by certain factors. Such factors include perceived anonymity and familiarity with
other online community participants (Luarn and Hsieh 2014). Luarn and Hsieh
studied the expression behavior of users in a laboratory-controlled virtual com-
munity. The virtual community simulated different online group communica-
tions environments. They found that users were more willing to express contro-
versial opinions when their identities were anonymous or when they were famil-
iar with other members of the community. When users in the study were not
anonymous, they were more reluctant to express such opinions. This is consistent
with Lowry et al.’s (2016) findings insofar as the expressions of cyberbullying can
be considered controversial. They also found that there was no effect of anonym-
ity or member familiarity on users' willingness to express non-controversial opin-
ions. Thus, privacy in the form of anonymity can be a prerequisite for a contro-
versial expression in a community where members are unfamiliar.

Online expression may take the form of a hostile communication perceived
by a reader to be personally directed at him or her. Jane (2015) has commented
on problems with existing research regarding hostile personal communications,
or "flaming." Jane states that an inordinate amount of research is predicated on
preserving the right of the expressor of hostile communication to make such com-
munications. She argues that more attention should be given to the consequences
of the communication in those cases where there the recipient perceives that he
or she has been flamed. While my articles” co-authors and I acknowledge that in
many cases a controversial expression may be strongly worded or hostile, and
may be directed at an individual or organization who may perceive the expres-
sion as offensive, we assert that free online expression has intrinsic value and
significant societal importance that outweigh the risk of causing offense. Indeed,
it can be argued that it is only for offensive or controversial speech that the pro-
tections of free speech are intended. We agree with Jane's recommendation but
do not address the ethical and legal aspects of controversial expressionism in PI-
PIV.

Prior research shows that negative expressions are received differently than
neutral or positive ones. Kwon et al. (2013) studied communications and expres-
sions in a messaging context. They examined the acceptability of negative com-
munications. They found that emotional expressions that accompany negative
communications were considered much less acceptable than emotional expres-
sions in positive ones. Negative messages by their nature are less welcome.

Liu et al. (2016) applied social exchange theory to examine the perceived
risks and rewards of individual users' self-disclosure in social media. The authors
found that perceived privacy risk can reduce the willingness of social media us-
ers to disclose personal information.

Previous research has looked at the consequences of free expression as well
as the advantages of free expression. On a 0-100% or 0-10 scale, users' willingness
to share their ideas online has been quantified in terms of a web forum's
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view/reply ratio (Shen & Liang, 2015) and by asking users how likely they would
be to voice their opinions in specific online circumstances (Ho & McLeod, 2008;
Stoycheff, 2016). To test willingness to self-censor, Hayes et al. (2005) developed
a self-reporting questionnaire consisting of eight five-point Likert questions. The
tool's questions, however, are based on a general social context and do not par-
ticularly address the self-expression of contentious beliefs on the Internet.

It is of note that Booth (2017) and other researchers utilize the Human Free-
dom Index (HFI) (Vasquez & Porcnik, 2017). HFI values are nation-specific. In-
cluded in the HFI measures are those that measure freedom of expression.
Among those measures are “Laws and Regulations that Influence Media Con-
tent,” “Political Pressures and Controls on Media Content,” and “State Control
over Internet Access.”

2.3.1 Privacy and autonomy

At the core of the desire for privacy is a wish for protection against the misuse of
private information (Wacks, 1989). The utility of personal information, at least to
online merchants and intelligence agencies, for example, is shown by the fact that
they treat it as a commodity. Such information can be used for various purposes,
including ones that are not in the users' interests.

A lack of privacy can result in an "encroachment on moral autonomy," which
is said to interfere with a person's development of their independent moral com-
pass (van den Hoven, 2001). When a person concludes or assumes that they are
constantly under surveillance, then the principles that they use are not truly their
own. They may become unable to develop their own principles and plans (Ben-
than 1995, Foucault 1995, Nissenbaum 2010). Privacy violations can result in in-
formational harm, which can cause the victims to become reluctant to engage in
socially beneficial activities (Van den Hoven 2001, Nissenbaum 2010).

2.4 Demographics aspects

When considering behaviors pertaining to the privacy and security settings of
devices, it is important to review current knowledge of privacy-related behaviors.
The scope of this research also includes demographic aspects.

Users' education and age are related to their level of concern about online
privacy, according to Sheehan (2002). Hazari and Brown (2013) investigated
whether demographic factors influence Internet users' privacy concerns and, as
a result, their attitudes toward social networking sites. In contrast to Sheehan's
and Regan, Fitzgerald, and Balint's findings, their research revealed no link be-
tween age and online privacy concerns. Bandyopadhyay (2011) discovered that
Internet users' online privacy concerns are influenced by characteristics such as
their level of Internet literacy, social awareness, and cultural background. He dis-
covered that one of the possible outcomes of such concerns is a reluctance to uti-
lize the Internet.
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There are also studies that have noted the impact of demographic variables
such as nationality and age on Internet behavior. Regan et al. (2013) have evalu-
ated attitudes toward information privacy between age groups categorized by
generation. Their analysis revealed a trend where older generations tend to be
less concerned than younger ones about wiretapping and data privacy. On the
other hand, Tsai et al. (2016) found that users' age, income, and education did not
affect their "security intentions" (e.g., the intention to download and update an-
tivirus software, adjust browser settings, etc.). Chen et al. (2010) determined that
consumers with different levels of computer expertise have different preferences
for attributes of shopping websites.

Two major works that consider the definition and measurement of cultural
parameters are those of Hofstede (2001) and House, et al (2004). Hofstede param-
eters include those that assess Uncertainty Avoidance (UAI) and Individualism
(IDV). House et al. parameters have some similarities with House parameters,
and include ones for collectivism, uncertainty avoidance, and others. However,
House et al. parameters are further sub-divided by their measurement of values
(“should be” conditions) and practices (“practices”). In analyzing our results by
nationality, we try to apply some of Hofstede's and House et al's parameters. We
seek any association between the different values of the appropriate cultural pa-
rameters and our new latent variables (described in section 3.3). Another param-
eter of interest is the Human Freedom Index (HFI). The HFI is an assessment of
freedom in selected nations (Vasquez & McMahon, 2020). It is performed by an
analysis of 76 different parameters and is published annually. We might expect
that some of the new latent variables will vary with selected HFI values.

Cultural similarity (as measured by cultural distance (Hofstede 2001)) has
been found by some studies to affect decision-making in various ways. One such
way is in the selection of target countries for market expansion by software firms
(Jones and Teegen 2001; Rothaermel et al. 2006). However, other research has
found that other variables play a more important role in the selections (Ojala and
Tyrvdinen 2007). Research into culture-based differences in perception of risk for
online shopping and other tasks has yielded conflicting results (Sims and Xu
2012). Sims and Xu (2012) found no significant difference between British and
Chinese shoppers' perceived risk of online shopping despite those shoppers' dif-
fering cultural backgrounds. This conclusion was against their expectations be-
cause of results from prior research that showed differences in uncertainty avoid-
ance between the two cultures (Hofstede 1980).

Conflicting results have also been found in the search for differences be-
tween genders with respect to privacy concerns. Regan et al. (2013) studied the
differences between genders of different generations. They found that for most
generations, females are more disapproving of wiretapping than males. The same
attitude pattern was seen for a perception that government computer data is a
"very serious threat" to privacy. Females are generally more concerned about pri-
vacy invasion via electronic means than males (Regan et al. 2013). Sheehan (2002),
on the other hand, found no significant differences between genders in terms of
the level of privacy concern.
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With respect to time, Chatzitheochari and Arber (2012) studied differences in free
time between genders for working people in the UK. In their studied cases,
women had the same or less quantity of pure free time as men. Moreover, wom-
ens' free time tended to be of lower quality and more subject to interruptions than
mens'. Burchardt (2010) has examined the relationship between available free
time and income for UK residents. The income earned by working was found to
be associated with available free time. Generally, as the subjects” earned income
increases, their available free time decreases (Burchardt 2010).

2.5 APCO model

An overarching research model has been proposed to enhance the development
of privacy research. The model is referred to as the Antecedents - Privacy Con-
cerns - Outcomes (APCO) model (Smith et al. 2011). In the model, antecedents
can be defined as influential precursors that help to define the levels of privacy
concerns for a selected context. The contextualized privacy concerns are then in-
vestigated for their predictiveness of the behavioral outcomes (or “changes of
state”) under investigation. The ostensible purpose of the model is to help re-
searchers address the many possible antecedents and outcomes that can be iden-
tified when conducting privacy research. Interested readers can find more details
about the model in the referenced work. Variations of the APCO macro model or
models similar to APCO have been applied in other works, e.g., by Benamati et
al. (2017), Bandyopadhyay (2009), Sun et al. (2019), Zhang et al. (2013), Dinev et
al. (2015), and Ayaburi et al. (2019). Sun et al. (2019) studied information disclo-
sure behaviors (BID) in an e-commerce scenario. The information disclosure be-
havior that they studied includes mainly the disclosure by users of their own
personal information.



3 RESEARCH FRAMEWORK

This section presents the research gaps, research questions, and methodology
used to perform the research. It also includes a discussion of challenges that in-
clude common method bias.

3.1 Research gaps

Unwanted effects can result from negative expressions (e.g., those that are un-
pleasant or hostile). Users on the internet may be hesitant to express themselves
due to fears of consequences. The time they spend on personal cybersecurity is-
sues may further deter them from expressing themselves in controversial ways.

There seems to be little or no research on e-commerce in terms of consumer
purchasing attitudes and behavior for cybersecurity and cyberprivacy products
and services. Similarly, there is apparently no prior research on the relationship
between expression reluctance and such purchasing. Earlier research has exam-
ined personal information disclosure behaviors (BID) in an e-commerce context
(Sun et al. 2019). Free online expressionism is similar to personal information dis-
closure. Free online expressionism, for our study, is rather broadly defined by the
wording of the survey that we used to collect data. The questions' wording spe-
cifically includes opinions, artwork, messages, writings, and music. In their re-
search, Sun et al. (2019) included pictures and videos within the scope of personal
information disclosure. Their study investigated the factors that impact infor-
mation disclosure so that e-commerce platforms could apply the results to en-
courage information disclosure by users.

Another similarity between information disclosure and free online expres-
sionism is that online expressionism produces information about users through
online activities that can be logged and stored. Like disclosed personal infor-
mation, such information can thus be indexed and processed. As a result,
the contents and metadata produced by users’ free online expressionism could
be used to create profiles of individual users.
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Personal information that has been disclosed by users online is also com-
monly used for this purpose. Knowledge of users’ true identities is not necessary
for such profiling. Depending on the nature of the user-produced content and
analyses applied to it, the expressionism could even be used to identify a user
from a context where they have attempted to anonymize their identity. The anon-
ymized identity may be an online persona or the user’s true identity (see sections
51.5.2,5.1.5.3, and 5.1.5.5 for a discussion of online identities). Anonymization is
one way to achieve online privacy for an individual. Anonymization is important
for many cases of controversial expressionism. Internet users may wish to anon-
ymize their identities, for example, in countries under the control of authoritarian
regimes, or when their expressions are not aligned with the prevailing political
climates or political movements of the moment.

Thus, we would expect that a willingness to engage in controversial expres-
sionism will be predicated, for many users, on an expectation of privacy. Tech-
nology-wise, this can require satisfactory implementations of privacy. Users may
believe that privacy will shield them from the consequences of their controversial
viewpoints or other expressions - expressions that they would otherwise not have
made. Such expressions may not align with the usage context's socially accepta-
ble norms and customs or with the overall political climate.

Democracy is based on the participation of citizens. If democratic nations
strive for healthy democracies with active public participation, then we ought to
be interested in those factors that may affect the willingness of users to express
themselves online, whether the expressions are frivolous or politically ground-
breaking dissents. Users' expressions can include mundane or socially acceptable
ones and those controversial ones that freedom of speech laws exist to protect.

However, a lack of perceived privacy may cause users to be reluctant to
engage in socially beneficial behavior (Van den Hoven 2001, Nissenbaum 2010).
Such behavior could include free online expressionism. Troublingly, in light of
Van den Hoven's (2001) assessments, aspects of users' faculties may also be af-
fected. Van den Hoven suggests that a perceived lack of privacy may inhibit the
ability of people to develop critical thinking, moral independence, and other
traits. There should be a significant need for further research on privacy and the
faculties of citizenries that it impacts. Especially of interest are such citizens' fac-
ulties that are necessary (or even critical) for effective democratic governance.
Policymakers in democracies should benefit from such additional research.

Some may argue that people have a free choice of whether to use the Inter-
net. They may suggest that to avoid being concerned about online privacy risks,
users may choose not to use the Internet or connected technologies. Such a choice
would hardly be deliberate. The Internet is a permanent and pervasive fixture of
modern living. It is an infrastructure for which users have no viable alternative.
Thus, users who wish to function in contemporary society do not have an option
and must use the Internet with its associated privacy risks. Nissenbaum (2010)
and Barrigar et al. (2006) have discussed such 'false choice' arguments. The Inter-
net is here to stay with its online discourse and privacy risks. It merits study for
its impacts on users' privacy concerns and the resulting costs.
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It is possible that consumers' reservations about the Internet as a forum for
free expression are linked to rising Internet use for personal cybersecurity goods
and services by those same users.

Previous research has looked at the impact on one's willingness to reveal
personal information. Based on past study, it is possible that apprehension about
expressing oneself on the Internet is linked to fears about the consequences. The
present work directly assesses the reluctance to express controversial viewpoints.
It also assesses the reluctance that is caused by concern about consequences. Fur-
ther, reluctance to express oneself may lead to the purchase and use of cyberse-
curity as a means to protect oneself in these cases. However, there seems not to
be previous results addressing this hypothesis.

This work does not evaluate neutralization tendencies. Our survey's ques-
tions about expression do not imply or suggest that any of the expressions,
though perhaps controversial, would necessarily be deviant or forbidden by pol-
icy or law.

In light of the philosophy of Van den Hoven (2001) and the work of Nissen-
baum (2010), we expect that concerns about consequences, especially those that
may result from a lack of anonymity, will cause users to be reluctant to freely
express themselves online. The perceived lack of privacy may be a generally held
belief by the user, or may be situational or dependent on their ability to make
necessary adjustments to the pertinent settings on their computer or device.

Users' fears of repercussions may limit their ability to use the Internet for
free expression. This restricting effect could be linked to what users believe and
how they act when it comes to dealing with security and privacy issues with their
devices. The constraining effect could also be linked to users' attitudes toward
and perceptions of how much time they spend dealing with security and privacy
issues on their devices. However, the association between online expression as-
pects and the perception of time consumption on security aspects does not ap-
pear to have been previously studied. Users may be reluctant to express them-
selves online simply because securing an acceptable level of security and privacy
costs too much time and effort. That is, the users may be aware of the importance
and abundance of tools providing online security and privacy and may wish to
express themselves online but decide that spending time on such things is just
too much effort. Concerns about consequences may not only have an inhibiting
effect on users' use of the Internet for expression - it may also correlate with their
desire to purchase personal cybersecurity products and anonymizing services.

There does not seem to be existing research on social exchange theory ap-
plied to controversial expressions by individual users online. Attempts to meas-
ure a reluctance to express on the Internet or to establish the same as a latent
factor are lacking in previous research.

The HFI measures of “Laws and Regulations that Influence Media Content”
and “Political Pressures and Controls on Media Content” could be useful for this
study on the condition that they are applied indirectly. That is to say, for example,
that an assumption would be that an average user would feel some reluctance to
freely express themselves as a result of the laws and controls. (The relationship
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of HFI to the scope of this study is considered in section 5.4.) This study addresses
reluctance more directly in the survey questions, whereas the subset of HFI
measures does not measure reluctance to express. The parameters used for HFI's
index do not measure concern regarding the consequences of personal free ex-
pression, and neither have they been analyzed for their relationship to Internet
users' attitudes and behaviors toward purchasing personal cybersecurity protec-
tions.

Previous research (Riek & Bohme, 2018) attempted to examine the monetary
and non-monetary costs of consumer-facing cybercrime. Scams and money fraud
were among the cybercrime instances examined in the study. The costs in Riek
and Bohme's study are not the price of the fear of negative repercussions that
may arise from online expression. In the present study's RtoEx and RtoExC fac-
tors, the repercussions specified in some of the indicator questions are intention-
ally vague and nonspecific. They can take many different forms, including, but
not limited to, cybercriminal attacks on users.

Based on previous research, it can be hypothesized that the reluctance to
express oneself on the Internet may be connected with concerns about the conse-
quences. Further, reluctance to express oneself may lead to the use of cybersecu-
rity as a means to protect oneself in these cases. However, there seems not to be
previous results addressing this hypothesis. The relationship between online ex-
pression aspects and personal cybersecurity spending seems to be lacking in
prior research.

To test willingness to self-censor, Hayes et al. (2005) developed a self-re-
porting questionnaire consisting of eight five-point Likert questions. The tool's
questions, however, address a general social context and do not particularly ad-
dress the self-expression of contentious beliefs on the Internet. Previous study
has not attempted to quantify or establish a reluctance to express on the Internet
as a latent factor. The HFI's freedom measures do not account for individual cit-
izens’ concerns regarding the consequences of their personal free expression.
This work helps to address these gaps.

Smith et al. (2011) have presented gaps in current information privacy re-
search. Such gaps include the need to address relationships between antecedents
and privacy concerns and the privacy calculus stream in their model. Benamati
et al. (2017) have partially addressed this by examining privacy awareness, age,
and gender as antecedents in an applied model. Benamati, Ozdemir, and Smith
used a construct of “privacy protecting behaviors” with reference to Facebook.
Their construct included scales of behavior for limitations of friending, of posting,
and of adjustments to settings that control the revelation of personal information.
A rendition of the model is in Figure 6.

We expand prior research by investigating the correlation between percep-
tion of time consumption used for addressing device cybersecurity and the will-
ingness to express freely on the Internet. Since unpopular, provocative, or nega-
tive expressions can result in unwanted consequences, Internet users may be re-
luctant to express themselves because of concerns about such consequences. The
users may want to express their opinions anonymously. However, the time and
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effort that they spend on personal cybersecurity issues may further discourage
their controversial expressionism. Thus, issues related to device assessment and
adjustment may be concerns that relate to a reluctance outcome. Demographics
may be antecedents to the concerns. We hypothesize that users are more reluctant
to freely express themselves online when they feel that they spend excessive time
on their devices’ cybersecurity and privacy aspects. We apply the hypotheses and
results to the APCO model. This is relevant to the users’ participation in online
expression contexts that include social media.
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Figure 6: Rendition of Antecedents->Privacy Concerns->Outcomes model (Smith et al. 2011)

3.2 Research questions

The concerns that Internet users have about personal online privacy and security
are expected to influence some aspects of the users” behaviors and attitudes. The
aspects studied in this research are: users’ attitudes toward spending on personal
cybersecurity, their attitudes toward controversial online expressionism, and
their behavior toward the settings on their device that control privacy and secu-
rity, as well as their perceptions of such time used for the settings. More briefly,
the aspects are their time, money, and freedom.
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We want to find out whether users’ concerns affect their spending on prod-
ucts and services that are designed to protect their personal cybersecurity and
privacy. Users’ concerns can manifest as a reluctance to use the Internet for free
expressionism. This reluctance may have a statistical relationship with users’ per-
sonal cybersecurity spending. A relationship may also exist between the time that
users spend on their devices’ privacy and security settings, and those users’ free
expressionism. We are also interested in the role that some demographic group-
ings may have in the relationships as antecedents, moderators or mediators.

A goal of our research is the examination of users' reluctance to express
themselves online in relation to their attitude and perception regarding time con-
sumption for their devices’ security and privacy aspects. Such aspects include the
contemplation, examination, and adjustment of the relevant device settings. Us-
ers' reluctance to express online may correlate with their perception of whether
addressing the security and privacy issues requires an excessive amount of time.
These effects may differ across certain demographic groupings, including cul-
tural groupings. We will attempt to explain such differences.

We are also interested in bringing attention to potential dangers from
smartphones, and in methods to reduce some cyber-risks to users” data files that
they store in their smartphones.

The research questions addressed in PI (section 4.1) are as follows:

RQ 1: Is there a relationship between the money that Internet users spend
on privacy and security features for their devices, and those users’ reluc-
tance to controversially express themselves online?

RQ 1.1: Do users have a different reluctance to controversially ex-
press themselves if they are reminded of potential consequences?

RQ 1.2: Does the relationship in RQ 1 differ between demographic
groupings?

The research questions addressed in PII (section 4.2) are as follows:

RQ 2: Is there a relationship between the time that Internet users spend on
the privacy and security aspects of their devices, and those users’ reluctance
to freely express themselves online?

RQ 2.1: Is there a relationship between the mere contemplation of
one’s device’s privacy and security aspects, and the reluctance to
controversially express oneself online?

RQ 2.2: Are users more reluctant to controversially express them-
selves if they perceive that it takes excessive (or “too much”) time to
deal with the security and privacy settings of their device?
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The research questions addressed in PIII (section 4.3) are as follows:

RQ 3: Is there a relationship between the time that Internet users spend on
the privacy and security aspects of their devices, and the users' proclivity to
spend money for those same aspects?

The research questions addressed in PIV (section 4.4) are as follows:

RQ 5: Do some demographic factors influence Internet users' reluctance to
express themselves online; whether directly, or indirectly by moderating
privacy concerns?
RQ 5.1: Can additional insight be gained from applying some re-
search results to the Antecedents-Privacy Concerns-Outcomes
model?

RQ 5.2: If the mere contemplation of device security and privacy set-
tings is interpreted as a manifestation of privacy concerns, then does

that impact the reluctance to controversially express oneself?

RQ 5.3: Do different demographic groups have different reluctances
to freely express themselves online?

The research questions RQ 1 through RQ 5.3 are addressed by the hypotheses in
the corresponding sections and articles.

The research questions addressed in PV (section 5.2) are as follows:

RQ 4: What are some historically unusual physical dangers from
smartphones that could be implemented by third parties?

RQ 4.1: What are the potential physiological impacts of such dangers
on users?

Research questions related to the patents PVI and PVII in section 5.4:

RQ 6: Is there a way to reduce the risk of cyber-hacking or unauthorized
access to users’ data files by using a method of profiled storage?

RQ 7: Is there a way to reduce the risk of cyber-hacking or unauthorized
access to users’ data files by implementing a method of a continuously
maintained pseudo-cache system of distributed storage?

In addition to the article-specific research questions, we pose additional research
questions. The additional research questions are for investigating nationality and
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cultural aspects as they relate to some of the latent constructs that are described
in section 3.3.

RQ 8: Do the latent factors RtoEx, TChS, or TMT vary by nationality?
RQ 8.1: Will TMT differ by nationality according to cultural indices.

RQ 8.2: Will RtoEx differ by nationality according to either cultural indices
or an HFI value?

RQ 8.3: Will TChS differ by nationality according to either cultural indices
or HFI value?

Research questions RQ 8 - RQ 8.3 are addressed by the hypotheses described in
section 5.4.

3.3 Latent construct development

To help answer research questions RQ1 - RQ 5.3, this work proposes six latent
factors: three corresponding to a reluctance to self-express online (RtoEx, Rto-
ExnonC, RtoExC), one corresponding to a favorable attitude toward purchasing
personal cybersecurity and cyberprivacy services and products (LoM), one cor-
responding to a perception that handling security and privacy aspects of one’s
device requires an excessive amount of one’s time (TMT, from “too much time”),
and one corresponding to the performance of checking and changing device pri-
vacy and security settings (TChS, from “think about and change settings”). The
factors are presented in PIII as follows:

* Reluctance to Express (RtoEx): Reluctance to freely self-express online.
The reluctance of expressing can be further divided into two factors
based on inclusion or exclusion of consequences of the expression, Rto-
ExC and RtoExnonC, respectively.

* Reluctance to Express when Consequences mentioned (RtoExC): Reluc-
tance to Express due to concerns about possible consequences or safety;
The reluctance to freely express oneself online due to concerns about the
risk of consequences or safety issues resulting from the expression.

* Reluctance to Express When Consequences Not Mentioned (Rto-
ExnonC): Reluctance to Express when users are not reminded of possi-
ble Consequences or safety issues resulting from the expression.

* Too Much Time (TMT): The perception that cybersecurity risk ameliora-
tion requires excessive usage of one’s time

* Think Change Settings (TChS): Time considering two aspects of one’s
ICT device - contemplation of the device’s cybersecurity aspects and
whether the time is consumed specifically for the checking and possibly
changing of device settings that relate to security and privacy.
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* Loss of Money (LoM): Personal cybersecurity spending attitude and be-
havior; the willingness to buy software products or services that en-
hance personal cybersecurity.

Each of the latent variables are derived from sets of indicator questions. The in-
dicator questions were included in a survey, and each consisted of responses
along a five-point Likert scale from “strongly agree” to “strongly disagree.”

TMT was derived from five questions that assess the view that too much
time has been spent on device security and privacy concerns, as well as the per-
ception that time spent on device security and privacy issues has taken time away
from other activities. TChS is a three-question factor that assesses whether the
user has thought about and examined (and perhaps adjusted) their device's se-
curity and privacy settings. Cumulatively, we suggest the five “too much time”
indicator questions imply that the respondent spends time contemplating and
actively addressing security and privacy aspects but tends to feel negatively
about doing so (“too much time” implies that the amount of time required is ex-
cessive and detracts from activities for which the respondent could preferably be
using their time). The questions for TMT and TChS are presented in PIL

The study included questions on respondents' spending attitudes and be-
haviours toward cybersecurity. The questions are presented in PI. Responses to
a series of four indicator questions identify the latent variable Loss of Money
(LoM). The LoM questions are as follows: two questions to determine whether
the respondent has purchased security software to improve his cybersecurity,
and two questions to determine the respondent's general attitude regarding cy-
bersecurity purchases. Overall, the LoM indicator questions appear to show a
propensity to purchase software goods or services that improve personal cyber-
security.

The research model defines as a latent factor "reluctance to freely express
oneself on the Internet" (RtoEx). The factor corresponds to eight scale questions,
four of which mention consequences or safety. This factor enables analysis for
correlations and the performance of other analyses against other variables or fac-
tors. The questions for the RtoEx variable are listed in PI. They ascertain the atti-
tude of respondents toward hypothetical scenarios of their posting of controver-
sial content online. Such content can include provocative opinions or artwork.
The question set includes one question to ascertain their attitude toward using
electronic methods vs. face-to-face communication when discussing a sensitive
topic with a friend. We suggest that the responses to this question set can convey
the level of the respondents' reluctance to express themselves using electronic
methods, including the Internet.
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3.4 Demographic aspects

The statistical relationships between the three latent factors may differ across de-
mographic groupings. Groupings considered in this research are income, level of
ICT expertise, age, and gender.

3.5 Quantitative approach and data

This work pursues users” behaviors and attitudes toward cybersecurity spending
regardless of how the user may prefer to do such shopping. It does not differen-
tiate users’ preferences between shopping at a brick-and-mortar store or online.

PIV uses as a general basis the Antecedents -> Privacy Concerns -> Out-
comes (APCO) research model defined by Smith, Dinev, and Xu (2011). Varia-
tions of the APCO model or models similar to APCO have been applied in other
pertinent works in the field, e.g., by Benamati, Ozdemir, and Smith (2017) and by
Bandyopadhyay (2009). Our work may be described by way of comparison to
Bandyopadhyay's 2009 framework. In Bandyopadhyay's framework, there are
three consequences, or outcomes, of users' privacy concerns: 1. Refusing to pro-
vide personal information, 2. Refusing to enter e-commerce transactions, and 3.
Refusing to use the Internet. While Bandyopadhyay's framework has implica-
tions for online marketers (Bandyopadhyay, 2009), ours presumes implications
for individuals' online expression. In our variation of the framework, we specify
one outcome - a reluctance to freely express oneself on the Internet. Our RtoEx
variable may be considered a variation of both 1. Refusal to provide personal
information, and 3. Refusal to use the Internet. In place of "privacy concerns" in
Bandyopadhyay's proposed framework, we use "usage or perceived excessive
usage of time addressing device privacy and security aspects." With regard to the
antecedents, we instead use the demographic factors of ICT expertise, income,
and gender as independent variables for a regression analysis between latent fac-
tors.

A survey was administered over the Internet in the form of a Web question-
naire to a population composed mainly of university students and working
adults. The question items were brainstormed into a pool from which the most
appropriate items were selected for the constructs. Multiple items were selected
for each construct. The items have different wordings to qualify as separate ques-
tions and are non-trivially redundant. We attempted to avoid making the items
too lengthy or difficult. The items were designed to measure the same construct
within the scale. The indicator questions were designed with a level of specificity
to minimize crossover into related constructs, or unpredicted constructs that
were not intended to be measured.

Readability analysis was performed on the indicator question sets for each
latent variable. The questions for each latent variable were combined into a block
for analysis. The RtoEx questions have a 12th (Flesch-Kincaid) or 9th (Dale-Chall)
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grade readability level. The TMT and TChS questions have a 9th (Flesch-Kincaid)
or 12th (Dale-Chall) grade level. Thus, the questions should be readily under-
stood by those respondents with an education equivalent to that of an American
high school graduate. The LoM questions have not been analyzed for readability.
The differing results between the Flesch-Kincaid and Dale-Chall analyses be-
tween our scale sets may show problems in applying either to a scale questions
setting. This issue is left for other researchers to investigate.

3.5.1 Sample for supplemental results

Newer analysis results are available for the calculations that were done in PI, PII,
and PIII. The newer results are presented in sections 4.1.4, 4.2.4, and 4.3.4, and
are derived from a larger data set that was available after the publication of the
articles. The set was used for PIV. The newer set contains 265 responses. Descrip-
tive statistics for the sample are shown in Table 1. The newer results from this
data are presented in the respective article chapters as additional results. The
newer results are presented in the Appendix with some more details than those
in the published articles.

Table 1: Sample, N=265

Variable Percentage
Gender
Male 57.4
Female 42.6
Age
15-25 36.6
26-36 32.5
37-44 14.3
45-54 10.2
55-64 4.9
265 1.5
Annual income (euros or US dollars)
<4,999 27.5
5,000 - 19,999 24.5
20,000 - 39,999 18.9
40,000 - 59,999 11.3
60,000 - 79,999 7.5
80,000 - 99,999 34
> 100,000 6.8
Nationality
Finland 49.4
USA 23.8
Israel 19.2
other 7.6
ICT expertise (mean score from scales, 4.5 highest - 1.0 lowest)
>3.8-4.5 23.0
>3.1-3.8 41.6
>2.4-3.1 30.5
>1.7-2.4 4.8

1.0-1.7 0.8
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3.6 Methods

The studies in articles PI through PIV share common methods. A survey was ad-
ministered to populations that included university students and working adults.
The survey was anonymous and contained indicator questions designed to assess
the effects on the 'Time, Money, and Freedom' of Internet users. The measured
effects pertain to users' concerns about their privacy and security, and of poten-
tial consequences of users' controversial expressionism. The survey also included
questions to gather some demographic information. The responses were ana-
lyzed by factor analysis techniques that included varimax rotation and assess-
ment of communalities and loadings. Reliability analysis was also done by com-
putations of the KMO-Bartlett sphericity test and Cronbach's alpha.

The mean scores of the indicator questions were used for subsequent analyses.
The analysis included computations of Pearson and Spearman correlations (as
appropriate) and multiple regression analysis. Performance of structural equa-
tion modelling was deferred as the sufficiency of the data was debatable.
Correlations between the latent factors and between the latent factors and se-
lected demographic variables were computed. The mediation effects of combina-
tions of latent factors with demographic variables were determined. Further de-
scriptions of the methods are presented in sections x - y and in the attached arti-
cles.

The results were presented, compared against the hypotheses that were pre-
sented in the articles. Confirmations and rejections of the hypotheses were stated
and discussed. Recommendations, including recommendations for future re-
search, are made based on the findings and asserted implications.

PV is a meditation on some limited hypothetical methods to physically
weaponize a smartphone. The writing is based on a review of some media reports
on capabilities to remotely disable and destroy smartphones, reports and re-
search on the tampering of smartphones by various actors, and the engineering
experience of the author. It also discusses the problems and dangers that can re-
sult from the counterfeiting of smartphones and smartphone accessories.

The section on new preterms (section 5.1) is presented as a proposal for new
terminology to help encompass new concepts. The new concepts relate to per-
sonal autonomy over one's data and to data processing that modern develop-
ments in connected technology have enabled. The new terminology is intended
to help make discussions and understandings of these issues more readily un-
derstandable and meaningful.

The patents PVI and PVII are presented as potential methods to reduce
some security and privacy risks to users' data that is stored on their connected
devices.

3.6.1 Common method bias

A typical challenge in observational studies is making an account for common
method bias. We use a multi-trait single method approach. The cross-sectional
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study was implemented with an Internet web-based survey. The survey was ac-
cessed with a URL that was provided to potential respondents. Some sources of
common method bias pertinent to our data gathering method include common
scale properties, question ambiguity, social desirability in wording, and others. In
this work, we attempt to account for common method biases as described in PIV.

The questions for individual factors (traits) in our survey were grouped to-
gether. The questions on "time spent" were temporally spaced before the ques-
tions on "reluctance to express." We believed that grouping the factor questions
together would help the respondent to better ponder the question's topic so that
they would be cognitively prepared to answer the subsequent questions about
the same factor more accurately. The respondent had the opportunity to ponder
the questions without an intermittent clearing of his or her short-term memory
by the distraction of new unrelated questions. It was believed that this, in turn,
would lead to more accurate, or at least not less accurate, responses to the ques-
tions. Research supports the grouping of related survey questions for improved
results (Krasnick and Presser 2010), as do companies that specialize in online sur-
veys (Hillmer 2019; SurveyMonkey 2020).

We address the motivational factor with an attempt to improve response
accuracy. The survey is voluntary and anonymous, and addresses timely topics
that affect most people. The topics include cybersecurity and self-expression
online. The university students in Finland (approximately 130 respondents) were
invited to take the survey with a notice that doing so would make them eligible
to enter a prize drawing. Because the survey was anonymous, there were no in-
dividually attributable social consequences of the responses, and consequently,
a respondent should not have a desire to provide a socially acceptable response.
Moreover, the nature of the questions is such that there is little or no context for
"socially acceptable" responses. In these ways, the bias due to motivation factors
is mitigated. We also provided an announcement email containing the survey
invitation. The email contained a brief introduction to the survey topic.

The first page of the survey was an introductory "welcome page" that con-
tained instructions, a brief description of the questioning style and how the re-
sponses would be used, a reminder that the survey was anonymous, and that
inexact responses would be acceptable. The page also contained an optional ini-
tial free-form text field that allowed respondents to write the first thing that came
to their mind upon hearing the phrase "Internet security and privacy." This brief
initial “brainstorm” was hoped to have a motivational effect. It was also hoped to
have an initial stimulatory but neutral priming effect on the respondents. In psy-
chological terms, the sought effect may be considered positive priming or seman-
tic priming. The respondents would begin filling the survey primed with their
initial and unfiltered “gut reaction” to the topic.

During the design and administration of our survey, we attempted to ad-
dress applicable psychometrics issues as described by DeVellis (2003).

Our design is validated by good internal consistency reliability, as indicated
by the values of the reliability parameters presented in the attached papers PI -
PIV



4 OVERVIEW OF THE INCLUDED ARTICLES

This section presents an overview of the articles that are related to the central
theme of the dissertation.

4.1 Article: Online Expression and Spending on Personal
Cybersecurity (PI)

This article explores the LoM and RtoEx constructs.
4.1.1 Research questions

RQ 1: Is there a relationship between the money that Internet users spend on pri-
vacy and security features for their devices, and those users’ reluctance to con-
troversially express themselves online?
RQ 1.1: Do users have a different reluctance to controversially express
themselves if they are reminded of potential consequences?
RQ 1.2: Does the relationship in RQ 1 differ between demographic group-
ings?

The paper addresses the following hypotheses:
H11: Users’ refusal or reluctance to express themselves online (RtoEx) is
correlated with their personal cybersecurity spending attitude and behavior
(LoM).
H12: The correlation of H11 will vary by certain demographic factors.

4.1.2 Background

This research analyzes whether users are more inclined to spend money on per-
sonal cybersecurity if they are reluctant to express themselves online. The re-
searchers consider that it is important to consider the attitudes of users toward
free expression on the Internet and possible consequences resulting from users’
reluctance to freely express themselves on the Internet. This is relevant to
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participation in social media and other online expression contexts. The relation-
ship between online expression aspects and personal cybersecurity spending
seems to be lacking in prior research.

4.1.3 Findings

In this study, the set of 191 responses was analyzed using SPSS factor analysis
tools for the Loss of Money (LoM), Reluctance to Express (RtoEx), Reluctance to
Express when Consequences Mentioned (RtoExC) and Reluctance to Express
when Consequences Not mentioned (RtoExnonC) factors. The analysis results
are in Table 2.

Table 2: Factor analysis Spearman intercorrelations and Cronbach's alphas in PI
Latent Factor Minimum Maximum Mean Cronbach's
Alpha
LoM .500** .863** .639 871
RtoEx .198** .699** .395 .838
RtoExnonC .359** .564** .A57 .764
RtoExC .292%* .699** 490 .796

Pearson correlation analysis was performed between LoM and the other three
latent factors. The results are in Table 3. H11 is confirmed for all of the RtoEx
factors.

Age was not correlated with LoM. A linear regression analysis for LoM was
performed using age and the RtoExC factor as independent variables. This
showed some correlation (adjusted R squared = .037, p-value = .011). Therefore,
H12 is validated for age.

Table 3: Pearson correlations between RtoEx and LoM (two-tailed significances: * to
0.05 level; ** to 0.01 level) in PI

n=191 RtoEx RtoExnonC (consequences | RtoExC (consequences
not mentioned) mentioned)
LoM .199** .149* .201**

The mean response for the LoM scales among all respondents was 2.92. Recalling
that the Likert scale was set for 1=strongly agree to 5=strongly disagree, and
3=neither agree nor disagree, the result shows a rather neutral attitude.

The mean response to the RtoEx, RtoExC and RtoExnonC scales for all re-
spondents are shown in Table 4. We see that all the values indicate that respond-
ents tend to be reluctant to express themselves online in controversial ways.

Table 4: Mean responses to the RtoEx, RtoExnonC and RtoEx scales in PI

N=191 RtoEx RtoExnonC RtoExC
Mean (1 - 5) 2.73 2.61 2.85
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The findings address the research questions as described in section 6.1.
414 Supplemental findings

A newer analysis was performed using a bigger data set (n=265) that was avail-
able after the publication of PI. The sample is described in section 3.5.1. The re-
sults are presented below and compared with the results that were presented in
PL

Factor analysis with the bigger data set again confirmed the validity of the
three factors. Detailed statistical analysis results for the factor analysis are in Ap-
pendix A.

Correlations between the latent factors are shown in Table 5. The resulting
correlations values are monotonically consistent with the findings in PI and are
not significantly different (Z <-0.282, p =.778)2.

Table 5: Pearson correlations between RtoEx and LoM (two-tailed significances: * to
0.05 level; ** to 0.01 level) with newer data set

n=265 RtoEx RtoExnonC (consequences | RtoExC (consequences
not mentioned) mentioned)
LoM .175** .140* .175**

The mean response for the LoM scales among all respondents was 2.93 and con-
sistent with the original finding of 2.92. Recalling that the Likert scale was set for
1=strongly agree to 5=strongly disagree, and 3=neither agree nor disagree, the
result again shows a rather neutral attitude.

The mean responses to the RtoEx, RtoExC and RtoExnonC scales for all re-
spondents are shown in Table 6. We again see that all the values indicate that
respondents tend to be reluctant to express themselves online in controversial
ways.

Table 6: Mean responses to the RtoEx, RtoExnonC and RtoEx scales with newer data
N=265 RtoEx RtoExnonC RtoExC
Mean (1 - 5) 2.72 2.65 2.80

A linear regression analysis for LoM was repeated using age and the RtoExC fac-
tor as independent variables. This again showed some moderation (adjusted R
squared = .034, p-value = .004). The adjusted R squared value is smaller (.034
vs. .037) but still consistent with the finding in PI.

The model diagram that was used in Pl is updated with the newer findings
in Figure 7.

2 Based on significance calculation from https://www.danielsoper.com/statcalc/calcula-
tor.aspx?id=104
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Appendix A contains detailed results tables for the supplemental findings.

RtoExnonC

(Consequences not
mentioned)

Willingness to
spend, or have
spent, money

RtoEXx (all)

RtocEXC

(Consequences
mentioned)

Demographic variables

1t Age, adjusted R-squared=.034, p=.004

Figure 7:  Model diagram used in PI, labelled with newer results

4.2 Article: Does Time Spent on Device Security and Privacy
Inhibit Online Expression? (PII)

This article explores the RtoEx, TChS, and TMT constructs.3
4.2.1 Research questions

RQ 2: Is there a relationship between the time that Internet users spend on the
privacy and security aspects of their devices, and those users’ reluctance to freely
express themselves online?

RQ 2.1: Is there a relationship between the mere contemplation of one’s de-
vice’s privacy and security aspects, and the reluctance to controversially ex-
press oneself online?

RQ 2.2: Are users more reluctant to controversially express themselves if
they perceive that it takes excessive (or “too much”) time to deal with the
security and privacy settings of their device?

3 Note: PII contains an error in the data analysis. Interpretations of the correlations of
other variables with age, and of the effects of age as an independent variable should
be inverted. This dissertation uses a corrected analysis.
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This study addresses the following hypotheses:
H21: Users’ perception that it takes excessive (or “too much”) time to deal
with the security and privacy settings of their device (TMT) will positively
correlate with a reluctance to express (RtoEx).
H22: The contemplation of one’s device’s privacy and security aspects
(TChS) will positively correlate with a reluctance to express (RtoEXx).
H23: The correlation of users’ perception that it takes excessive (or “too
much”) time to deal with the security and privacy settings of their device to
areluctance to express (H21) will vary by age, level of ICT expertise, and/or
income.
H?24: The correlation of the contemplation of one’s device’s privacy and se-
curity aspects to a reluctance to express (H22) will vary by age, level of ICT
expertise, and/or income.

4.2.2 Background

We expand prior research by investigating the correlation between perception of
time consumption used for addressing device cybersecurity and the willingness
to freely express on the Internet. Negative expressions (e.g., unpleasant or ag-
gressive) can result in unwanted consequences. Internet users may be reluctant
to express themselves because of concerns about such consequences. The time
they spend on personal cybersecurity issues may further discourage their contro-
versial expressionism. We hypothesize that users who feel they spend excessive
time on their devices’ cybersecurity and privacy aspects are more reluctant to
freely express themselves online. This is relevant to the users’ participation in
social media and other online expression contexts.

4.2.3 Findings

Factor analysis was performed using SPSS 24 to evaluate the validity of the latent
variables. The results are in Table 7.

Table 7: Spearman correlations (two-tailed significance at 0.01 level) between indicator

question responses for each latent factor; mean correlations; and Cronbach's

The results in Table 8 show that reluctance to express oneself online correlates
positively with a long-perceived time spent on setting device security settings

alphas in PII
Latent Factor Minimum Maximum Mean Cronbach's
Alpha
RtoEx .199** .673** .384 .831
TChS .314** A81** 403 .668
TMT 223** T52%* 404 .770
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(.220**) but not significantly with time spent thinking about device security set-
tings. Thus, we can confirm hypothesis H21 and reject hypotheses H22 and H24.
Out of the potential moderating variables, we found a correlation between reluc-
tance to express and age (-.225**) but not with other background variables. In a
linear regression analysis, the same factors (TMT and age) together reached sig-
nificant correlation (adjusted R squared = .075, p-value = .000), thus H23 is con-
tirmed for age.

Table 8:  Pearson correlations between RtoEx and TMT, TChS, and age in PII. Two-
tailed significances: * to 0.05 level, ** to 0.01 level

n=197 Device security/pri- | Spend time thinking Age (15-25, 26-

vacy takes “too about and changing 36, 37-44, 45-54,
much time” (TMT) settings (TChS) 55-64, or 65+)
RtoEx 220** .077 -.225%*

The findings address the research questions as described in section 6.3.
Table 9 presents the mean scale responses for - and percentage of - respond-
ents tending to agree with - TMT, TChS, and RtoEx.

Table 9: Mean scale responses, and percentages of respondents who tend to agree or
strongly agree with TMT, TChS, and RtoEx in PII

N=197 Overall addressing se- Overall spend time think- Reluctant to ex-
curity and privacy as- ing about device security press online
pects takes too much and check/change settings (RtoEx)

time (TMT) (TChS)
Mean scale response 3.40 2.65 2.74
27.4% 59.9% 57.4%

424 Supplemental findings

A newer analysis was performed using a bigger data set (n=265) that was avail-
able after the publication of PII. The sample is described in section 3.5.1. The re-
sults are presented below and compared with the results that were presented in
PIL

Factor analysis with the bigger data set again confirmed the validity of the
three factors. Detailed statistical analysis results for the factor analysis are in Ap-
pendix B.
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Correlations between the latent factors are shown in Table 10. The resulting
values are monotonically consistent with the findings in PII and are not signifi-
cantly different (Z <-0.441, p > .659)%.

Table 10: ~ Pearson correlations between RtoEx and TMT, TChS, and age with newer data
set. Two-tailed significances: * to 0.05 level, ** to 0.01 level
n=265 Device security/pri- | Spend time thinking Age (15-25, 26-
vacy takes “too about and changing | 36, 37-44, 45-54,
much time” (TMT) settings (TChS) 55-64, or 65+)
RtoEx .238%** .067 -.185%*

A linear regression analysis for RtoEx was repeated using age and the TMT factor
as independent variables. This again showed some moderation (adjusted R
squared = .077, p-value = .000). The adjusted R squared value is larger (.077
vs. .075) and consistent with the finding in PIL

The model diagram that was used in PII is updated with the newer findings
in Figure 8.

Table 11 presents the mean scale responses for - and percentage of respond-
ents tending to agree with - TMT, TChS, and RtoEx. The results are consistent
with the original findings.

Table 11:  Mean scale responses, and percentages of respondents who tend to agree or
strongly agree with TMT, TChS, and RtoEx with newer data
N=265 Overall addressing se- Overall spend time think- Reluctant to ex-
curity and privacy as- ing about device security press online
pects takes too much and check/change settings (RtoEx)
time (TMT) (TChS)
Mean scale response 3.36 2.66 2.73
30.6% 59.6% 57.7%

Appendix B contains detailed results tables for the supplemental findings.

4 Based on significance calculation from https:/ /www.danielsoper.com/statcalc/cal-
culator.aspx?id=104
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T™MT

(Too much time to
address)

RtoEx
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Express oneself on
the Internet

Addressing device Security
and Privacy aspects

TChS

(Thinking about, and
changing settings for)

Age, ICT expertise, or Income

TAge, adjusted R-squared=.077, p=.000

Figure 8:  Model diagram used in PII, labelled with newer results

4.3 Article: Online Expression, Personal Cybersecurity Costs,
And the Specter Of Cybercrime (PIII)

This article explores the relationship between the LoM and TChS constructs, and
discusses issues of cybercrime. >

4.3.1 Research questions
RQ 3: Is there a relationship between the time that Internet users spend on the
privacy and security aspects of their devices, and their proclivity to spend money
for the same aspects?
This study addresses the following hypotheses:

H31: The contemplation of one’s device’s privacy and security aspects

(TChS) will be correlated with a positive attitude toward purchasing per-
sonal cybersecurity products and services (LoM).

5 Note: PIII contains an error in the data analysis. Interpretations of the correlations of other
variables with age, and of the effects of age as an independent variable should be in-
verted. This dissertation uses a corrected analysis.
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H32: Users’ contemplation of their device’s privacy and security aspects
(TChS) combined with one or more demographic variables will predict their
attitudes and behaviors about personal cybersecurity spending (LoM).

4.3.2 Background

Controversial expression in an online communications context is affected by fac-
tors that include perceived anonymity and familiarity with other online commu-
nity participants (Luarn & Hsieh, 2014). Luarn and Hsieh studied the expression
behavior of users in a laboratory-controlled virtual community. The virtual com-
munity simulated different online group communications environments. They
found that users were more willing to express controversial opinions when their
identities were anonymous or when they were familiar with other members of
the community. When users in the study were not anonymous, they were more
reluctant to express such opinions. They also found that there was no effect of
anonymity or member familiarity on users' willingness to express non-controver-
sial opinions.

Prior research has shown that negative expressions are received differently
than neutral or positive ones. Kwon et al. (2013) studied communications and
expressions in a messaging context. They examined the acceptability of negative
communications. They found that emotional expressions that accompany nega-
tive communications were considered much less acceptable than emotional ex-
pressions in positive ones. Negative messages by their nature are less welcome.
Negative expressions (e.g., unpleasant or aggressive) can result in unwanted con-
sequences. Internet users may be reluctant to express themselves because of con-
cerns about such consequences. The time they spend on personal cybersecurity
issues may further discourage their controversial expressionism.

Previous research has attempted to address the monetary and non-mone-
tary costs of consumer-facing cybercrime (Riek & Bohme, 2018). The research fo-
cused on cybercrime incidents such as scams and payment fraud. The costs in
Riek and Bohme's research are not the costs of the fear of consequences that could
result from expressing oneself online. The feared consequences in the RtoEx sub-
factor of this study are unspecified and general. They may occur in varying forms
that include cybercriminal attacks against the user.

The authors believe that it is important to consider the attitudes of users
toward free expression on the Internet and possible consequences resulting from
users’ reluctance to freely express themselves on the Internet. Some consequences
can manifest in the form of cybercriminal attacks. Such attacks can include hack-
ing of users' devices by taking advantage of software vulnerabilities that enable
injections of malware. Cybersecurity and cyberprivacy solutions help to protect
users against online threats. There are many free solutions available, but the per-
ceived bona fide worthiness of the solutions is evidenced by users who are will-
ing to pay for them. Thus, an assessment of a willingness to spend money for
such solutions should be a robust indicator of whether users believe that there
are genuine online threats to themselves that must be mitigated. There seems to
be no available research regarding the association between users” proclivity to
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purchase personal security and privacy solutions and their dedication of time to
adjusting their device security and privacy settings. Software developers and cy-
bersecurity software merchants should have an interest in this. If the same users
who are spending time on their settings adjustments are also willing to buy se-
curity software, design and marketing decisions can benefit from this knowledge.
PIII helps to fill this research gap.

4.3.3 Findings

An analysis in SPSS 24 to verify the three latent variables produced the results in
Table 12.

Table 12: ~ Spearman correlations (two-tailed significance at 0.01 level) between indicator
question responses for each latent factor; mean correlations; and Cronbach's
alphas in PIII

Latent Factor Minimum Maximum Mean Cronbach's
Alpha
TChS 319%* A485%* 407 .673
TMT 221%* 2% 405 766
LoM .500%* .863** .639 871

Analysis of the results (Table 13) for the TChS vs. LoM hypothesis shows a sig-
nificant correlation; thus, H31 is confirmed. Regression analysis is performed on
LoM as the dependent variable against some demographic variables. The analy-
sis shows some correlation with the combination of TChS and age (adjusted R
squared = .035, p-value = .013). H32 is therefore valid for age.

Table 13:  Pearson correlation between LoM and TChS in PIII. Two-tailed significance: *
to 0.05 level.
n Spend time thinking about and
changing settings (TChS)
LoM 191 .160*

The findings address the research questions as described in section 6.2.
4.3.4 Supplemental findings

A newer analysis was performed using a bigger data set (n=265) that was avail-
able after the publication of PIII. The sample is described in section 3.5.1. The
results are presented below and compared with the results that were presented
in PIIL.

Factor analysis with the bigger data set again confirmed the validity of the fac-
tors. Detailed statistical analysis results for the factor analysis are in Appendix C.

Analysis of the results (Table 14) for the TChS vs. LoM hypothesis shows a
stronger correlation than in PIII (.212** vs. .160%). According to the Z-test the
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correlations are not significantly different (Z = 0.564, p = .573)¢. Regression anal-
ysis is performed on LoM as the dependent variable against some demographic
variables. The analysis shows some correlation with the combination of TChS
and ICT expertise and age (adjusted R squared = .070, p-value = .000). H32 is
therefore valid for ICT expertise and age. ICT expertise is found to be an addi-
tional moderator when analyzing the bigger data set.

Table 14:  Pearson correlation between LoM and TChS with the newer data set. Two-
tailed significance: ** to .010 level.

n Spend time thinking about and
changing settings (TChS)
LoM 265 212%*

The model diagram that was used in PIII is updated with the newer findings in
Figure 9.

Appendix C contains detailed results tables for the supplemental findings.

TChS _ LoM

| \ *% .
(Thinking about, and 212 i p»| Willingnessto
\ changing settings for), | spend, or have

spent, monsy

ICTExpertise and age,
Adjusted R-squared=.070, p=.000

Demographic variables

Figure 9:  Model diagram used in PIII, labelled with newer results

4.4 Article: The Effect on Expression Reluctance of Spending
Time on Privacy and Security Issues (PIV)

This article gives a more in-depth treatment of the TChS, TMT, and RtoEx con-
structs and applies Smith et al.’s (2011) APCO research model.

6 Based on significance calculation from https:/ /www.danielsoper.com/statcalc/cal-
culator.aspx?id=104
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4.4.1 Research questions

RQ 5: Do some demographic factors influence Internet users’ reluctance to
express themselves online; either directly, or indirectly by moderating pri-
vacy concerns?
RQ 5.1: Can additional insight be gained from applying some re-
search results to the Antecedents-Privacy Concerns-Outcomes
model?

RQ 5.2: If the mere contemplation of device security and privacy set-
tings is interpreted as a manifestation of privacy concerns, then does
that impact the reluctance to controversially express oneself?

RQ 5.3: Do different demographic groups have different reluctances
to freely express themselves online?

This study addresses the following hypotheses. They are described in detail in

PIV:

H51: Users” perception that it takes excessive (or “too much”) time to deal
with the security and privacy settings of their device (TMT) will positively
correlate with a reluctance to express (RtoEx).

H52: The contemplation of one’s device’s privacy and security aspects
(TChS) will positively correlate with a reluctance to express (RtoEx).

H53: The contemplation of one’s device’s privacy and security aspects
(TChS) will positively correlate with a perception that it takes excessive (or
“too much”) time to deal with the aspects (TMT).

H54a: ICT expertise will positively correlate with users’ contemplation of
their devices” privacy and security aspects (TChS)

H54b: Income will correlate positively with users” contemplation of their
devices’ privacy and security aspects (TChS)

H54c: Gender will correlate with users” contemplation of their devices” pri-
vacy and security aspects (TChS).

Hb55a: ICT expertise moderates the correlation between the contemplation
of one’s device’s privacy and security aspects and a perception that it takes
excessive time to deal with the aspects (H53).

H55b: Income moderates the correlation between the contemplation of
one’s device’s privacy and security aspects and a perception that it takes
excessive time to deal with the aspects (H53).

H55c: Gender moderates the correlation between the contemplation of one’s
device’s privacy and security aspects and a perception that it takes exces-
sive time to deal with the aspects (H53).

Hb56a: ICT expertise moderates the correlation between the contemplation
of one’s device’s privacy and security aspects and a reluctance to express
(H52).
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H56b: Income moderates the correlation between the contemplation of
one’s device’s privacy and security aspects and a reluctance to express
(H52).

Hb56¢: Gender moderates the correlation between the contemplation of one’s
device’s privacy and security aspects and a reluctance to express (H52).
Hb57a: ICT expertise moderates the correlation between users’ perception
that it takes excessive time to deal with the security and privacy settings of
their device and a reluctance to express (H51).

H57b: Income moderates the correlation between users’ perception that it
takes excessive time to deal with the security and privacy settings of their
device and a reluctance to express (H51).

Hb57c: Gender moderates the correlation between users” perception that it
takes excessive time to deal with the security and privacy settings of their
device and a reluctance to express (H51).

44.2 Background

Smith et al. (2011) have developed a research model to enhance research related
to privacy concerns. The model is called the Antecedents-Privacy Concerns-Out-
comes (APCO) model (see Figure 6). As its creators define, the model can repre-
sent privacy concerns' mediating or moderating effects on the relationships be-
tween antecedents and behavioral outcomes. The model also includes an ac-
counting for the variables or factors used in risk-benefit assessments that the us-
ers do.

The model has been applied by other researchers to map numerous varia-
bles into the model operationalization. It has been used in works by Benamati et
al. (2017), Bandyopadhyay (2009), Sun et al. (2019), Zhang et al. (2013), Dinev et
al. (2015), and Ayaburi et al. (2019). Variables that have been applied include
"privacy awareness," age, gender, and "privacy protecting behaviors" that in-
clude limitations on one's posting in a social media context.

The previous research applications of APCO have helped address some of
the research gaps outlined by Smith et al. (2011). This paper addresses some of
the gaps by applying variables that include the TChS, TMT, and RtoEx factors to
the model.

This paper uses an expanded data set relative to PII to assess relationships
between the time (TChS and TMT) and expression reluctance (RtoEx) factors.
Moreover, it includes gender as a demographic factor. This study also applies the
Antecedents-privacy concerns-outcomes (APCO) model.

4.4.3 Research Task

This section contains a short description of the research task and the bases of
some of the hypotheses that are presented in PIV.
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44.3.1 Hypotheses development

We attempt to ascertain causality using the three baseline criteria of Antonakis et
al. (2010), those being (to paraphrase) temporality, correlation, and exclusion of
other causes. To establish the necessary temporal relationship between the latent
variables, we present that the questions in the survey regarding time usage pre-
cede the questions regarding a reluctance to express. Hence, there is an acute
temporally ordered reminder to the respondent of time consumption used for
settings adjustments, before the questions about online expression. The other ar-
gument for the proper temporal relation is that the pragmatic user will initially
tend to customize or adjust their PC or connected device features and settings
before initially using the device. Our prior investigation (Rauhala et al. 2019a)
found that most users check and adjust the security and privacy settings of their
devices prior to initial use. In addition, many devices and operating systems,
such as Android devices, will initially prompt the user to make choices for their
settings during first use. The settings include ones for privacy and security. For
example, the user is asked whether to enable location services and given the op-
tion to choose a PIN for locking their device.

Moreover, users who are aware of “revenge hacking” (Branigan 2011) may
be motivated to make adjustments to their privacy and security settings preven-
tively. Such adjustments would help to protect against revenge hacking. The ac-
tion may be especially necessary prior to the expression of a controversial or pro-
vocative opinion online. Controversial or provocative online expressions have
motivated various retaliatory acts. The Internet is often used to commit retalia-
tion. The second criterion is established upon analysis of the data. The third con-
dition is more difficult, as, by nature, any study is limited in the factors and var-
iables that are elicited by data gathering or by analysis. Few behavioral studies
can consider or analyze every possible contributing causal factor of an effect. In
this work, we may only assert causality to the extent that the analyzed elicited
variables and factors have been included in our analysis. Between Antonakis et
al.'s criteria and our discretion, we believe there are reasonable grounds to assert
that there is some directional causality between the factors discussed. The model
as applied to this article is in Figure 10. The numbered hypotheses in Figure 10
are listed and described in detail in PIV.”

7 To help content-flow, these hypotheses are numbered differently in this dissertation.
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Figure 10: Antecedents-Privacy Concerns-Outcomes model for the hypotheses
44.4 Findings

The latent extractions and validity calculations on them were performed and con-
tirmed the validity of the latent variables.

We perform a Pearson correlation analysis between the three factors RtoEx, TMT,
and TChS using SPSS software. The results in Table 15 show a significant positive
correlation between a reluctance to express oneself online and a long-perceived
time spent on setting device security settings (.238**). On the other hand, there is
no significant correlation between the factors RtoEx and TChS, with TChS repre-
senting the usage of time for thinking about device security settings. Hypothesis
H51 is thus confirmed, and hypothesis H52 is rejected. A positive correlation
of .179**, p=.003 was found for TChS and TMT, thus confirming H53.

Table 15:  Pearson correlations between RtoEx and TMT and TChS in PV. Two-tailed sig-
nificances: * to .050 level, ** to .010 level, *** to .001 level

n=265 Device security/privacy takes | Spend time thinking about and
“too much time” (TMT) changing settings (TChS)
RtoEx 238 .067

Hb54a is also confirmed with a weak positive correlation between ICT expertise
and TChS (p=.055) (Table 16). H54c is confirmed with a significant correlation
between gender (male respondents) and TChS. No significant correlation was
found between income and TChS (0.025, p=.684); thus, H54b is rejected.
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Table 16:  Correlations between independent antecedents and latent variables in PV

Independent variables TChS TMT RtoEx
ICT expertise 118 (p=.055) .100 .048
Income .025 159%* 101
Gender 208** .107 214%%*

The moderating effects of the demographic variables for H54a-c were analyzed
in a regression analysis on H51. Gender and income moderate H51 (adjusted R-
squared .118, p=.000). Thus, H57b and H57c are confirmed, and H57a is rejected.
Female respondents and those with higher incomes are more likely to be reluc-
tant to express themselves online if their device privacy and security settings re-
quire excessive time to address. Regression was also performed on the anteced-
ents against H52 and H53. Income and gender were found to moderate H52 (ad-
justed R-squared .072, p=.000). H56b and H56¢c are confirmed, and Hb56a is re-
jected. For regression of the antecedents against H53 (TChs -> TMT) yielded an
effect from income. H55b is thus confirmed, and H55a and H55c are rejected.
TChS, combined with income, predicted some variance in TMT (adjusted R-
squared .049, p=.001). Users with higher income are more likely to decide, upon
consideration of their devices” security issues (TChS), that the issues require too
much time to address (TMT). Table 16 shows the correlations between the ante-
cedents and the concern factor and outcome factors. The results show a confir-
mation of H4a and H4c, and rejection of H4b, though income moderated H53 and
ICT expertise did not.

Figure 11 presents the results in the applied APCO model. Table 17 presents
the percentage of respondents tending to agree with TMT, TChS, and RtoEx. Per-
haps strikingly, more than half of all respondents are reluctant to make contro-
versial expressions online, with almost two-thirds of female respondents being
reluctant.

Table 17:  Percentages of respondents who tend to agree or strongly agree with TMT,
TChS, and RtoEx in PV

N=265 Overall addressing secu- | Overall spend time thinking | Reluctant to express
rity and privacy aspects | about device security and | online (RtoEx)
takes too much time | check/change settings (TChS)

(TMT)
Overall 30.64 59.6 57.7
Male 32.9 67.8 52.0
Female 27.4 48.7 65.5

Appendix D contains detailed results tables for the findings of the regression
analyses.
The findings address the research questions as described in section 6.4.
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Income, gender; adjusted R-squared .118, p=.000
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5 SUPPLEMENTAL TOPICS

Some broader technology and privacy issues are considered beyond the main
theme of this work. These include the consideration of societal consequences that
may result from various cybersecurity threats to individuals.

IT is a rapidly evolving field due to the continuous development of new
technology and tools and new emerging research. As such, the terminology for
describing concepts related to the field should evolve and be updated as needed.
New terminology becomes necessary to for the discussion of modern concepts
that cannot be succinctly and coherently described in an efficient way using tra-
ditional terms of a field. Section 5.1 introduces and propose some new preterms
for the IT field. We hope that the presented preterms will benefit the discussions
and understanding of Internet privacy, information security and cybersecurity.

Internet users may be concerned about the security vulnerabilities of their
devices or data. The mere loss of use of a smartphone may cause significant stress
to users. Such loss can reasonably imply a breach of personal data that may result
in, for example, data loss or unauthorized access. Battery-powered connected de-
vices themselves may pose unexpected physical threats. Section x discuss a con-
sideration of these unconventional physical threats. Section 5.3 describes two
techniques that may reduce risks to user data and thus help to maintain user con-
fidence in the security of their devices and data.

5.1 New preterms for the modern information technology age

Terminology science describes special lexemes (or lexical units) which are stud-
ied for the meanings and for their denotion of concepts, as well as for the ap-
praisal of existing definitions (Wikipedia Contributors, 2021a). New scientific
concepts can be described by types of lexemes called preterms that can be com-
posed of multiple words. (Wikipedia Contributors, 2021a).
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5.1.1 Surveillance paradigm and tools
Merriam-Webster dictionary defines surveillance as:

“close watch kept over someone or something (as by a detective)”
(Merriam-Webster, n.d.e)

Post facto surveillance of online content has become commonplace. It is trivial to
perform. Information about media and texts that have been uploaded or posted
by a user can be searched with search engines. Depending on the user’s privacy
precautions, online content can be found. The search results can include his social
media postings and other freely available information. Freely available infor-
mation can include that in electronically accessible public databases and in data-
bases made available by data brokers and online data conglomerators. Data con-
glomerators include the popular services whitepages.com and spokeao.com. In-
ternet search engines such as bing and duckduckgo do not require special cre-
dentials (such as a detective’s license) for their use.

Real-time monitoring of unsecured IP cameras, or ‘live CCTV camera hack-
ing’ has become accessible to Internet users (Shankhdhar, 2021). Such cameras
include unsecured home IP/WiFi cameras. With the help of an IP camera geolo-
cation service such as https://hacked.camera/map/ and other gleaned infor-
mation, real-time video surveillance of a ‘target” area can be performed by ama-
teur detectives, hacking hobbyists or any user (IPVM Team, 2018; Editorial Staff,
2020).

More targeted and effective real-time surveillance can be carried out using
more sophisticated tools such as those available for eavesdropping of cellular
network communications. Internatational Mobile Subscriber Identity (IMSI)
catcher devices are available from websites such as www.thespyphone.com.
(This website’s “about” page declares that their customers include “private per-
sons.”) The devices are available from online merchants and can intercept and
monitor cellular network communications in real-time. As of this writing, the
cost of the necessary equipment to eavesdrop on cellular communications (in-
cluding 4G communications) varies. The cost can range from around $150USD#
to $7,000USD (Goodin, 2020).

Moreover, an ‘SS7” security flaw can be used to gain access to a targets Tel-
egram, WhatssApp, or Facebook accounts (Storm, 2016). This can enable obser-
vation and tracking of the target’s online activities and location. The flaw can be
exploited by non-sophisticated users (Gitogo, 2019).

8 See https:/ /www.alibaba.com/ product-detail / Low-price-4-Port-GolP-Gate-
way_1600179099771.html?spm=a2700.galleryofferlist.normal_offer.d_ti-
tle.578a38c7SOCNWK


http://www.thespyphone.com/
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5.1.2 Detectives - traditional vs. modern
A detective is defined as:

"one employed or engaged in detecting lawbreakers or in getting information that is not
readily or publicly accessible." (Merriam-Webster, n.d.c).

In the IT age, some professional private detective services have used labels such
as Internet detectives (or Internet sleuths)?, or Internet private investigators (Ros-
tocki, 2021).

Detective-like activities in the modern Internet age encompass the use of
new powerful search tools that are not the exclusive domains of nation states or
so-called professional detectives. In practice, nearly everyone with Internet ac-
cess can search for information on any individual. Free services such as my-
life.com, spokeo.com, and whitepages.com provide basic information on search
targets that have entries in their databases. Some services that offer information
that has somewhat higher barriers of practicality and who may charge a fee do
not require the customer to provide proof of licensure as a professional detec-
tive.1011 The uniqueness and speciality of the “detective’ profession has been di-
luted because of advancements in technology.

Other occupations and professions have met a similar, though more com-
plete demise over time. Occupations such as knockerupper (a person that would
manually awaken others at a designated time by knocking), elevator operator (a
person designated to operate an elevator's controls for its users), and travel agent
no longer exist or have been largely replaced by technological advancements.
These examples of obsolete occupations are ones where workers performed tasks
and fulfilled roles that were important and necessary in the past. The roles have
been rendered obsolete by technological advancements. Customers now perform
these services for themselves. The significance and need for the occupations have
been eliminated or reduced, as has the distinction of the occupational titles. In
many respects, the title of 'detective' has little prestige beyond law enforcement,
and little significance beyond legacy licensure formalities for some specialties
within the profession.

Sophisticated surveillance equipment such as International Mobile Sub-
scriber Identity (IMSI) catchers is available for purchase online, though sales to
consumers in some countries may be restricted. IMSI catchers can be purchased
for as little as $150USD.12 Some merchants such as detectivestore.com only

9 https:/ /www.internetdetective.net/

10 See https:/ /www.spokeo.com/purchase?url=%2F

1 See https:/ /support.whitepages.com/hc/en-us/articles/115012779187-How-do-I-
change-my-payment-method-

12 See https:/ /www.alibaba.com/product-detail / Low-price-4-Port-GolP-Gate-
way_1600179099771.html?spm=a2700.galleryofferlist.normal_offer.d_ti-
tle.578a38c7SOCNWK
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permit sales of such powerful devices to authorized institutions,’® while others
such as thespyphone.com apparently permit sales to private persons.4

IMSI catchers are able to intercept cellular and data traffic from the target's
device. The information contained in the intercepted traffic would reveal the tar-
get's associates as well as his plans for meetings and excursions. Unless the target
is wily and sophisticated, or communicates with his associates using a form of
supplemental encryption, the target's plans for meetings and excursions would
be revealed in advance and not post facto. When voice communications and other
communications of the target can be intercepted in real-time, the need for tradi-
tional detective footwork (such as stakeouts or following) is reduced.

Most Internet users are neither wily nor sophisticated with regards to coun-
tering such advanced surveillance. Most Internet users in the United States have
performed an online search on themselves (Madden, 2013) or someone else
(Madden et al., 2007). The searches can reveal a wide range of information about
the target in the form of “digital footprints” that include names, addresses, phone
numbers, photos, posted content, and more (Madden et al., 2007). Thus, the ma-
jority of Internet users in the United States have already performed detective-like
tasks in search of digital footprints of their targets. Much of the information con-
tained in such data had previously had a high barrier of practicality and would
often require the services of a professional detective. Examples of such data
would be photographs or opinion letters to newspaper editors. Thanks to the In-
ternet the barrier of practicality for such information is now greatly reduced, and
the information (if accessible online) is now available to anyone.

The dictionary defines ‘adversary” as:
"having or involving antagonistic parties or opposing interests"
(Merriam-Webster, n.d.a)

When an adversarial detective seeks and gathers information about an individual
the retrieved information is not under the control of that individual. The individ-
ual is likely unaware that personal information about him is being sought or col-
lected. Once the personal information has fallen into an additional set of hands,
the security and privacy of that information has been reduced. With a wider dis-
semination of the information, the risk of even wider dissemination (accidental
or not) or abuse of that information increases. The availability of the information
is being harnessed and potentially exploited without the target’s knowledge.
Wacks (1989) asserts “that the core of the preoccupation with the right to privacy is
protection against the misuse of personal, sensitive information.” The individual can-
not know whether, or how, the now more-widely disseminated information
about him may be exploited in the future. With these assertions in mind, we ar-
gue that any Internet search for information about a private person is, by default,
adversarial. Even if such a search is authorized by the person, the privacy and

13 See https:/ /www.detective-store.com/imsi-catcher-for-phone-calls-and-sms-mes-
sages-interception-1293.html
14 See https:/ /www.thespyphone.com/about-us/
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security of his personal information that appears in the results is reduced by vir-
tue of the incremental dissemination that has occurred from the search. With rare
exception (a possible example would be an election candidate), this is not in the
interest of the person whose information is being sought.

5.1.3 New preterms: ‘Adversarial surveillance” and ‘adversarial detective’

We propose the following new preterms:

Adversarial surveillance: The act of seeking and gathering personal information
about an individual for benign or hostile purposes.

Adversarial detective: A person or organization that engages in the seeking and
gathering of information about an individual for benign or hostile purposes.

An example of a benign purpose for data collection in the above contexts
would be to populate a seemingly mundane database that nonetheless may have
a significant potential to be abused. The signficant potential could result from a
low barrier of practicality (* see below) for widespread dissemination of the in-
formation, or from the sensitive nature of the collected data (e.g., affiliation with
a political ideology whose public favor may significantly change over time.) The
risk of widespread dissemination could result from, among other things, poor
information security practices of the collecting entity, or uncertain future of the
equipment or organization that stores the collected data. Hostile purposes are
those intended to bring immediate or future harm to the person. The harm may
be direct or indirect, and the purposes can include hacking the persons devices
or doxing him.

5.1.4 ’Barrier of practicality’

Barrier of practicality: collectively, those hindrances and obstacles that prevent the im-
mediate and widespread broadcasting or availability of (sensitive or confidential) infor-
mation.

The barrier of practicality is to be expressed using a reference scale, numer-
ical or nominal. The scale should have values that indicate the effectiveness of
the BoP. The effectiveness should be judged using a range that extends from in-
significant, ("low”) to significant ("high”).

Here are examples of the assessment of scenarios for assigning Bol” param-
eters. In the 1960's, to disseminate unauthorized copies of a sensitive document
would require an adversarial detective to physically enter the location of the doc-
ument, pilfer the document, create mimeograph copies of it, and then distribute
those copies manually, or by using a courier service. This 1960's process is rife
with risks to the adversarial detective, as well as potentially strenuous require-
ments of time consumption and physiological energy. It also requires the availa-
bility and proper functioning of mechanical devices, acceptable performance of
courier services, and so on. It can be said that the barrier of practicality protecting
the information of the sensitive document in this case is significant, or "high.”
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Contrast the above scenario with one from modern times. If a sensitive doc-
ument is stored on a networked computer, an adversarial detective could, due to
poor information security practices of the data custodian or with widely available
exploits and hacking tools, instantaneously download a perfect replica of the
electronic document. He could then immediately make it available for instanta-
neous download and potential abuse by any number of interested users, any-
where with an Internet connection. In this case, one could say that the barrier of
practicality is "low’. With the use of network identity masking or other tracking
obfuscation tools, the adversarial detective can almost eliminate his risk of being
caught and identified, unlike in the 1960's where a perpetrator had needed to
visit a geographical location and contend with physical obstacles. In the modern
case described, there are essentially no obstacles or hindrances to the immediate
and widespread availability of the document after it has been pilfered.

There are many other information security and privacy scenarios to which
this preterm can be applied. Ideally, the BoP could be used to to reliably compare
the privacy risks of different extant situations and hypothetical scenarios. This
would require an objective method to quantify the BoP. A method for quantify-
ing the BoP on a case-by-case basis will be developed in future research. A con-
sistent and rigorous method for determining the BoP level would enable a relia-
ble and objective BoP level. This would make the BoP parameter useful for com-
paring the privacy and information security risks of different situations and con-
texts.

5.1.5 ’Personal technology space’

Personal technology space: The expectation of privacy that a person has with their
technology; the information that their technology processes, the way that that processed
information is used,; and the way that their technology is used.

The new preterm "personal technology space’ is defined here, in part, in
terms of existing concepts of various personal spaces. We have attempted to
avoid definitions of the existing accepted concepts that would be excessively gen-
eral or high-level. Such definitions potentially include an excessive amount of
parameters and characteristics that would make differentiation difficult between
the various accepted concepts. We have tried to limit the defining characteristics
of the existing personal space concepts to only those that are most essential for
the respective concepts. This helps with differentiating the existing concepts and
with defining the new preterm, "personal technology space’ using the existing
concepts. In the following we will try to define the personal technology space in
the context of some existing notions of abstract personal spaces.

PTS includes an expectation of dominion and privacy over the space.

5.1.5.1 Physical space

Proxemics "is the study of human use of space and the effects that population
density has on behaviour, communication, and social interaction."
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The concept of personal (physical) space has been found to be universal
across cultures, though practical personal (physical) distance preferences be-
tween cultures vary from around 40cm to 1m (Sorokowska et al., 2017), the con-
cept of personal (physical) space has been found to be universal across cultures
(Sorokowska et al., 2017 ; Sommer, 1959)

Invasions of one's physical space have been said to be those that provoke
defensive fighting or withdrawal (so called "fight or flight") reactions (Sommer,
1959). Other factors influencing the desire to guard one's personal space include
a desire to avoid catching a disease (Park, 2015).

Unlike 'personal space' as applied in the geographical or body-centric con-
texts, Personal Technology space is not a fixed territorial area nor is it carried
around by the person like an abstract spatial bubble.

5.1.5.2 Psychological space or emotional space

When considering so-called "psychological space', research that exists on the con-
cept has defined it quite broadly. The definition has attributes that include phys-
ical territory, objects, self-presentation, social attachments, attitudes, habits, and
values into the scope of the concept (Belousova et al., 2015; Bukhanets & Bayer,
2016; Nartova & Bochaver, 2004). This concept of psychological space has some
overlap with PTS, but includes factors that PTS does not.

A personal technology space can be considered a form of psychological or
emotional space that is intimately tied to a desire for information privacy and
dominion over one's true online identity or persona in the cyber realm (as distinct
from ”cyber persona”, see section 5.1.5.3).

In a contemplation of the similar-sounding but different cyber persona con-
cept, Jain (2009) has suggested that a user’s cyber persona includes information
about their contact information, social networks, preferences, and important life
events. He does not include aspects of information processing or information
handling. For the present purpose, the ‘cyber-persona” may be considered the
information and presentation of the user's virtual doppelganger or "parallel
online existence" over which the user believes they have, or should have some
control. In contrast, the information of PTS is related to the user’s true or authen-
tic identity and is generally that which is incidentally collected during ordinary
online transactions and activities. PTS includes an expectation of dominion and
understanding over the processing and handling of one’s data - more so than in
one’s cyber persona.

5.1.5.3 Cyber persona or online identity

Wikipedia defines “online identity’ most broadly as ”a social identity that an Inter-
net user establishes in online communities and websites” (Wikipedia, 2021c). The con-
cept of a ‘cyber persona’ has been contemplated by Jain (2009) as more of an
online consumer profile that is compiled by online providers of products and
services. In his definition, the data is apparently collected incidentally to the con-
sumer’s activities, and the consumer can even be oblivious to the collection and
storage of his information. For example, the seller will store the consumer’s


https://en.wikipedia.org/wiki/Social_identity
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purchase information as a normal and expected part of the transaction. Thus,
Jain’s description does not consider an expectation of sovereignty and control by
the user over his cyber persona. The Wikipedia definition for "online identity’
which is also called an “internet persona’” (Wikipedia, 2021c) is similar to the one
considered in Rodogno’s (2012) work.

Rodogno (2012) has considered more esoteric questions regarding personal
online identity. He presents various arguments for differing concepts and moti-
vators of online identity. A definitive description of personal online identity is
evasive amongst the literature. We do not deal with the more esoteric questions
about what form of online identity(s) the user wishes to present and protect. For
our purpose, we assume that there is some personally identifiable information
online and subject to processing by his devices over which the user wishes to
have sovereignty or ownership, and by definition this is not their cyber persona.

The concept of an online identity is more specifically described by Wikipe-
dia (2021c) as:

”...a social identity that an Internet user establishes in online communities and
websites.... (online) identities are associated with users through authentication, which
typically requires registration and logging in. Some websites also use the user's IP ad-
dress or tracking cookies ...”

The online identity is malleable and may be an alter-ego or pseudonym.
Thus the user’s protection of his identity, or of the integrity of his identity is not
a core aspect of the online identity. When a user’s online identity’s reputation is
tarnished, the user may replace it with a new online identity. The online identity
or cyber-persona is not centered on the user’s true identity or "self” as is PTS.

PTS is more concerned with the user’s expectation of privacy and with func-
tions of the devices and technologies that collect, transmit and processes the
online identity data. The transmission can be into storage or into subsequent pro-
cesses that use the data.

5154 ’Safe space’

In terms of facility, a safe space is commonly described as an area for use or a
group of individuals (Yee, 2019). Areas for use can include physical spaces such
as a classroom, and groups of persons designated as safe spaces can include tra-
ditionally marginalized ones who agree to avoid certain topics while communi-
cating (Ho, 2017). These groups or physical spaces are also called 'emotional safe
spaces'. Such spaces are for restricted discussions that exclude specified topics.
Indeed, Merriam-Webster (n.d.d) defines safe space as "a place (as on a college cam-
pus) intended to be free of bias, conflict, criticism, or potentially threatening actions, ideas,
or conversations."

Alternatively, safe spaces have been designated for the purpose of unre-
stricted and open discussions. During discussions in these spaces, participants
are encouraged to take intellectual risks. Topics that may make others feel un-
comfortable are allowed to be debated in these spaces (Ho, 2017). Physical spaces
may be designated for open discussion of 'uncomfortable' topics, and these
spaces may also be referred to as 'academic safe spaces' (Ho, 2017).


https://en.wikipedia.org/wiki/Social_identity
https://en.wikipedia.org/wiki/Authentication
https://en.wikipedia.org/wiki/Registered_user
https://en.wikipedia.org/wiki/Login
https://en.wikipedia.org/wiki/IP_address
https://en.wikipedia.org/wiki/IP_address
https://en.wikipedia.org/wiki/Tracking_cookies
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For the current purpose, safe spaces are understood to be places or locations
(including Internet discussion forums that include social media) intended for in-
teraction that are defined in terms of exclusive topics, or topics that may not be
raised or discussed. The topics are determined by the safe space leadership or by
a collective decision, thus they are not autonomously controlled by the individual.
Though disclosure of personal information and sensitive personal information
may occur in safe spaces (and thus may imply an expectation of a privacy agree-
ment with other participants), the individual should not have an expectation of
ultimate control of such spaces and thus the safe space paradigm is not applicable
to the personal technology space concept. The safe space is not centered on the
individual. When choosing to join or utilize a safe space, the user is joining an
entity that is mutually agreed with others or already exists. The regulation of the
space is collective or performed by a separate leadership.

5.1.5.5 Definition of personal technology space

Personal technology space is a concept whose core aspects overlap with those of
other "space’ concepts as shown in Table 18.

Fundamental aspects of modern technology utilization by individuals that
are important to PTS include physical access to one’s connected devices, remote
access to one’s devices, control of electronically “published” personal information,
and the expected ability to control and conceal universally public personal infor-
mation that is made available online by various authorities and organizations.
These overlap with the autonomy over one’s psychological space, which, by def-
inition, includes an expected possibility to control and conceal universally public
personal information that is made available online (the applicable aspects of psy-
chological space are “protection of personal identity’ and "self-presentation”).

A personal technology space is the expectation of privacy that a person has
with their technology; the information that their technology processes, the way
that that processed information is used; and the way that their technology is used.
PTS exists because the underlying technologies required for the privacy expecta-
tion exist. The privacy expectation and right has not ceased to exist because of
the new technologies, though the technologies have generally made personal pri-
vacy more vulnerable. Rather, the fundamental right to privacy and the im-
portance of privacy have remained despite technological advances.

The importance of privacy to a healthy society has been outlined by Nissen-
baum (2010) and others.
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Table 18:  Fundamental aspects that define various 'space' concepts (not all aspects are shown)
Aspect Personal techno-  Cyber-persona (or on- Physical space Psychological ‘Safe space’ (author’s
logy space (PTS) line identity) space interpretation from
Yee, 2019; Ho, 2017)
Perception or expecta- v v an ‘"actively v v
tion of autonomy or constructed  presenta-
sovereignty. tion" (Wikipedia, 2021c)
Body and physical dis- v v" (Nartova- v (those  with
tance of body from oth- Bochaver, 2004) disruptive viewpoints
ers. Body-centric abst- are not allowed into the
ract bubble. space.)
Fixed geographical area v v ('personal v (in the case of
territory', [Nartova- physical meeting
Bochaver, 2004]) places.)
Physical objects / v (only v
things connected devi-
ces.)
Social attachments (real always (Jain, v maybe (the user
or virtual). 2009), or in some cases. may choose a safe
(Wikipedia, 2021c) space based on his so-
cial circle.)
Attitudes v maybe
v v

Self-presentation

maybe (the user
may choose a safe space
but not necessarily
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express himself while in
it.)

Alter-ego / doppelgan-
ger / pseudonym pre-
sentation

v (Wikipedia,
2021c)

Protection (of integrity) v
of personal identity
Habits v only as pre- v" (Nartova-
sented online, or Inter- Bochaver, 2004)
net usage habits.)
Values v’ (to the extent re- v" (Nartova- v (user chooses
flected by his online ex- Bochaver, 2004) the safe space corre-

pressionism and elec-
tronically recorded or
stored preferences.)

sponding to his values.)

Expectation or desire
for control over the han-
dling of online personal
information or person-
ally created original
online content or infor-
mation.

Third-party electroni-
cally stored personal in-
formation, preferences,
and life events.

v' (Jain, 2009).
Note: Jain's definition
does not include “active
creation’ of the persona.
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The conceptual positioning of PTS in relation to other personal space concepts is
shown in Figure 12.

Autonomous Non-autonomous

*  Physical cbjects/things
*  Pmtection of (true) persenal identity
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+ Social attachments
*  Presentation ofself
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Figure 12: PTS amongst other personal space paradigms
5.1.6 Additional terms for future development

We hope that our future work should develop and define at least two more pre-
terms. Two such terms are 'cyberprivacy” and "E-stop’.

5.1.6.1 Cyberprivacy

At this time, cyberprivacy is tentatively defined as privacy in the context of all
connected high-technology. Includes aspects that are encompassed by the com-
mon term “Internet privacy.”

5.1.6.2 E-stop

E-stop is tentatively defined as a cessation of use, adoption or development of a
new or emerging technology in order to assess the technology’s implications to
societal well-being and functioning. The cessation is warranted until an assess-
ment can be made that satisfies a condition where the implications are deemed
to be acceptable, or where the negative implications (or detrimental effects) to
society (alternatively, to the targeted societal scenario or context) are deemed ac-
ceptable in comparison to the benefits of the technology. Potential threats of det-
rimental effects can be reported from observations or epiphanies that occur dur-
ing development, reports by users, or CVE (common vulnerabilities and expo-
sures) reports. For the purpose of this pre-term, the well-being and functioning
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of society is measured in terms of the maintenance and preservation of funda-
mental human rights. The rights include those of privacy. The 'new or emerging
technology’ in the tentative definition above could be, for example, a new soft-
ware application for a vertical market that has indirect influence over the lives of
many, a new type of social media platform, or special-purpose drones that utilize
independent Al

E-stop can be expressed in terms of the familiar traffic light signals. For ex-
ample, 'red’ can indicate a need for immediate cessation of adaptation of the tech-
nology due to a potential detriment that has been discovered that could have a
critical detrimental effect; “yellow” could indicate that the technology develop-
ment or adoption can proceed with caution - some detriments are anticipated
but are not insurmountable or critical; and "green” can mean that the technology
development or adoption can proceed as no unacceptable societal detriments are
anticipated. A green e-stop condition could exist, for example, after the issues
identified in an assessment are addressed and mitigated.

5.2 Potential Dangers from Third-party Technological Abuse of
Smartphones

This supplemental topic addresses some ways that smartphones could be
weaponized. Smartphones are widely used and thus smartphone safety and their
potential to be abused should be continuously assessed.

5.2.1 Article: Physical Weaponization of a Smartphone by a Third Party (PV)

In this article, we describe some hypothetical methods of physically weaponizing
smartphones. The methods can induce harm by abuse of the smartphone’s bat-
tery or RF transmitter. Some accessories and other features of smartphones could
also be weaponized.

5211 Research questions

RQ 4: What are some historically unusual physical dangers from smartphones
that could be implemented by third parties?
RQ 4.1: What are the potential physiological impacts of such dangers on
users?

5.21.2 Background, research task and method

In this article, a review of physical dangers from smartphones was performed
vicariously. The work included an investigation of reports of a new self-destruct
method developed for smartphones, the characteristics and dangers of
smartphone batteries, and reports of injuries caused by smartphone malfunctions.
The physiological consequences to users of some hypothesized dangers were es-
timated. Some mitigations and preventive measures for the hypothesized threats
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are suggested. Finally, a categorical framework and corresponding threat assess-
ment templates are proposed.

5.2.1.3 Findings

Research question 4.1 is not a simple one to answer definitively as the article re-
search is limited to information that is readily available online, and the author
not an expert in traumata or explosives. Nonetheless, news reports of injurious
incidents reveal the dangers to users that can result from explosions or fires from
smartphone batteries. The technological chemistry and physics of smartphone
batteries and the recent development of a physical self-destruct function for
smartphones could potentially be abused to realize threats of technologically co-
ordinated attacks against smartphone users. Extrapolating from reported inci-
dents and prior research, the physiological dangers of fire, explosion, heating,
and loss of device functionality can range from distress to fatality. The specific
impacts would depend on the attack manifestation on the user's device.

Research question 4 is answered in the above paragraph. There may be cer-
tain potential dangers from modern cellphones and smartphones that are de-
pendent on the technologies in the devices. Third-party implementation implies
that the potential attacks are not carried out by an assumed trusted partner in the
device purchase or usage scenarios. In the hypothetical scenarios, there could
also be potential attackers that are not third parties.

The author assumes that most users have not considered the threats because
the threat mechanism may be rather unconventional. Nevertheless, if such hypo-
thetical threats were to be carried out and subsequently publicized, they may
have grave effects on users' motivation to use smartphones. The effects may also
apply to their motivation to use any mobile or Internet-connected lithium bat-
tery-powered device, whether for self-expression or for any other purpose.

5.3 Mitigating cyber risks to users’ data files on their
smartphones

This section describes an application of two patents from the viewpoint of reduc-
ing risks to Internet users” data.

5.3.1 Patent: Storage Profiles (PVI)

This patent describes a method of tagging data files according to usage context
or contexts in which they are expected to be needed.
5.3.1.1 Research question

RQ 6: Is there a way to reduce the risk of cyber-hacking or unauthorized access
to users’ data files by using a method of profiled storage?
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The tagging of files or other data items by way of allocated metadata field(s)
is intended to ease file categorization and searching. Unfortunately, categoriza-
tion and tag-searching of files can also be exploited during targeted searches by
users that have gained unauthorized access to the storage device. Using tags, an
unauthorized user can easily search for specific and potentially high-value files.
This is especially problematic when a user stores all of their files on their primary
device (typically a mobile device). Regardless of whether the user’s files have
been tagged, a hack or data breach on the user’s device would make all of the
user’s files vulnerable.

Consider a case where a sensitive data item tagged as “personal” or “clas-
sified” is on the user’s device during a usage context in which the file is not
needed. If a hacker gains access to the file owner’s files, the hacker may seek out
tiles with specific metadata tags. By searching for files with specific tags, attack-
ers may seek files that contain information about the user’s finances or other per-
sonal information. The “personal” or “classified” file would be at risk, even
though the user did not need it in the usage situation they were in when the
breach occurred.

When a user stores all of their files on their primary device, the files are also
at some risk of accidental exposure or distribution whenever the device is used
to share content or show file contents to others. By being stored on the device,
tiles that are inappropriate for the current usage scenario may be accidentally
exposed or distributed. For example, suppose a hurried presenter seeks a file to
display for their colleagues at a meeting. In that case, the presenter may acci-
dentally show a spreadsheet of their household budget or a vacation photo.

One way to help prevent such risks is to load and offload files from the
device depending on the expected usage context. This can be achieved by tagging
the files or data items according to the usage scenarios for which they are appro-
priate or needed (see Figure 13:). Then, the user can load only those files that are
necessary (based on their tags) from a secondary storage device. The user can
also offload files, based on their tags, that are not necessary or appropriate for
their current purpose. As a result, fewer files are stored on the user’s device at
any one time. This storage profiling reduces the overall risks from a hack or data
breach of the device. Thus the user may feel more at ease while using their device
for online expression or other tasks. Storage profiling also reduces the risk of ac-
cidental or inappropriate file exposure or distribution.
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Figure 13: Diagram of profiled storage configuration from PVI. Items labelled 302A
are 'flight” profile objects. 302B items are "entertainment’ profile objects. 302C
items belong to both profiles. Other labellings are described in the patent.

5.3.2 Patent: Storage Management (PVII)

This section describes a system of loading and offloading data files from a users
device. The the system is implemented dynamically or on demand, and can result
in a reduction in the amount of users data that is most exposed on their primary
device. The currently unneeded and offloaded and files can be stored in devices
that have better security configurations.

5.3.21 Research question

RQ 7: Is there a way to reduce the risk of cyber-hacking or unauthorized access
to users’ data files by implementing a method of a continuously maintained
pseudo-cache system of distributed storage?

The term "cache" in computer science can refer to any one of various levels
of random access memory on a computer or device that is differentiated from the
other levels by its data access times and usually also by its capacity. Here, the
term "pseudo-cache" refers to a distributed storage system between different
storage platforms (on separate machines) that is automatically used ad-hoc in the
background, or on user demand.
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Combining a pseudo-caching method with the concept in PVI, a configura-
tion can be implemented whereby the offloaded (i.e., currently unneeded) files
are stored on machines or devices (e.g., personal server, third-party owned cloud
server, etc.) that have more robust security measures than the user's immediately
accessible device. The immediately accessible device may be a smartphone or
laptop that the user is utilizing with a relatively higher level of activity. The ac-
tivity can include actions that use the files that have been uploaded to his device
that are necessary for the current usage context. The files are ones that the files'
owner expects may be needed for the scenario, whether for configuration of other
software, editing, sharing, or any other purpose where storage on the immedi-
ately accessible device enables the most efficacious method for fulfilling the cur-
rent need. By having only those files necessary for the current purpose on his or
her device, and currently unneeded files on a more secure storage platform, the
user can reduce the overall risk exposure for the totality of his or her files. The
offloading and downloading concepts of the profiled objects are illustrated in
Figure 14. Because of the reduced risk, the user may feel more confident about
freely using his or her device for expression and other purposes while connected
to the Internet.
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Figure 14: Diagram of process flow from PVII. After the profiles are created (502), the ob-
jects associated with a profile can be collectively transferred onto (510) and off
(508) of the user’s primary device using a system of prioritized storage devices.
Further descriptions of the labelling and details of the process are in the patent.

5.4 RtoEx, TChS and TMT by Nationality

In this section we present hypotheses to address research questions RQ 8 through
RQ 8.3 from section 3.2.

We study the relationship between three latent factors and cultural indices
and the Human Freedom Index

It may be argued that TMT may more readily manifest from an impatient
personality. Impatience is more associated with masculinity (Turner 2016) and
assertiveness is associated with masculinity (Thomas 2001). Thus it would be
conceivable that TMT value may be associated with Hofstede’s Masculinity
(MAS) (Hofstede, 1984) or House et al’s Assertiveness Practices (House, 2004)
indices.

H81: TMT will differ by nationality according to select cultural indices.
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Uncertainty avoidance, by definition, relates to a willingness to take risks
(Hofstede 1980, p.171). We might expect that respondents from cultures with a
lower UAI would be less reluctant to express themselves. Similarly, respondents
from cultures that place a higher value on individualism may be less reluctant to
express themselves. We expect that RtoEx will differ by nationality in accordance
with cultural parameters IDV, UAI and House et al.’s parameters of Societal In-
stitutional Collectivism Practices and Societal In-Group Collectivism Practices.
House et al’s two Globe parameters of Uncertainty Avoid Practices (UAP) and
Uncertainty Avoidance Should Be (UAS) are also expected to vary with RtoEx.
These last two House et al. parameters are correlated (p<.01) with Hofstede’s UAI
index (House et al. 2004, p.140). The HFI “expression and information” index is
described by Vasquez & Porcnik (2017). Of the various HFI indices, this parame-
ter seems pertinent to RtoEx as it purports to partly indicate expression freedom
in a country. Thus, we may also expect that differentiation of RtoEx by nationality
will occur in line with the nationalities' HFI “expression and information” (HFI-
EF) values.

H82: RtoEx will differ by nationality according to select cultural indices or
HFI-EF value.

Because TChS is a preventive self-protective act, we may expect TChS to correlate
with UAIL Index values from the HFI supercategory of Personal Freedom (PF)
may also be suitable to compare with nationality-based TChS values. The HFI-
PF is derived from the HFI-EF subcategory and additional parameters (Vasquez
& Porcnik, 2017). The additional parameters include "Association, Assembly, and
Civil Society" and "Rule of Law." If an HFI-PF value of a nation is low, we may
expect the respondents to be more self-protective in ways that include the adjust-
ment of their devices’ security and privacy settings (TChS).

H83: TChS will differ by nationality according to UAI or HFI-PF value.



6 RESULTS

The results in this section are presented mainly as answers to the research ques-
tions. Detailed results can be seen in sections 4, 5, 6.5 through 6.7, and in the Ap-
pendix.

6.1 Money and freedom

The findings in PI show that users who tend to be reluctant to express themselves
online also tend to have a positive attitude toward spending money for personal
cybersecurity protections.

Research question 1.1 is answered in the affirmative. There is a greater cor-
relation between the LoM factor and RtoExC than there is between LoM and Rto-
ExnonC. Internet users who are concerned about potential consequences for their
controversial expressions are more inclined to spend money on cybersecurity
and privacy products and services.

Research question 1.2 is answered in the affirmative for age. Older Internet
users who are concerned about potential consequences for their controversial
online expressions are more inclined to buy cybersecurity products and services
than younger users (see footnote 5).

Thus, research question 1 may be answered in the affirmative when the
question is slightly modified to consider both the behavior of spending and the
attitude toward spending as encompassed by the indicator questions for RtoEx.
There exists a relationship between the purchasing activity of Internet users to-
ward privacy and security features for their devices and their attitudes toward
such spending; and those users' reluctance to controversially express themselves
online.
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6.2 Money and time

Research question 3 is answered in the affirmative. There is a relationship be-
tween the time that Internet users spend on the privacy and security aspects of
their devices, and their tendency to spend money on personal cybersecurity.

6.3 Time and freedom

The findings in PII show that users who believe that addressing their device se-
curity and privacy issues requires excessive time will be more reluctant to ex-
press themselves online.

Research question 2.1 is answered in the negative. We found no relationship
between the mere contemplation of one’s device’s privacy and security aspects,
and the reluctance to controversially express oneself online.

Research question 2.2 is answered in the affirmative. Our findings suggest
that users are more reluctant to controversially express themselves if they per-
ceive that it takes excessive (or “too much”) time to deal with the security and
privacy settings of their device.

Research question 2 is answered with a conditional affirmative. There is a
relationship between the time that Internet users spend on the privacy and secu-
rity aspects of their devices, and those users’ reluctance to freely express them-
selves online when users perceive that the time is excessive. The mere application
of time to addressing the security and privacy aspects of their devices, in itself
and regardless of the objective quantity of the time, is not associated with a re-
luctance to express online.

6.4 A.P.C.O.model application

Research question 5.1 is answered with a cautious yes. Mapping of the latent con-
structs, selected demographic antecedents, and associations was done in good
faith but may be problematic with varying interpretations of the parameters of
this study and of the original APCO model taxonomy. In line with the results
from PII, TChS (the “privacy concern” parameter) by itself doesn’t affect the
RtoEx outcome. However, when regression analysis is performed with the in-
come and gender antecedents, we find that those antecedents play a significant
role in moderating the TChs->RtoEx relation. Income was found to moderate the
TChS->TMT (TMT being the “privacy calculus”) relation. It can be said that those
users with higher incomes who contemplate their device security and privacy
settings (TChS) are more likely to conclude that such contemplation, and result-
ing corresponding adjustments, are too time-consuming (TMT), and may



88

subsequently be more reluctant to controversially express themselves online
(RtoEx outcome).

Research question 5.2 is answered in the above paragraph. The privacy con-
cern variable of TChS does not itself affect the RtoEx outcome. Only by way of
the income and gender moderators does it have an effect on the RtoEx outcome.

Research question 5.3 is answered in the affirmative. Table 12 shows that
female respondents are more likely to be reluctant to express themselves online
(65.5%) than male respondents (52.0%).

6.5 Demographic variables and their moderation effects

Results are presented with respect to demographic variables. Table 19 shows the
demographic variables that were studied in the articles.

Table 19:  Demographic factors whose moderating effects were evaluated in the articles

Article Income ICT expertise Age Gender
PI X

PII X X X

PIII X X X

PIV X X X

6.5.1 Results from regression analyses

In PI, age was found to moderate RtoExC->LoM (adjusted R?=.037, p=.011). With
the larger data set described in section 3.5.1, the effect was consistent with the
earlier finding (adjusted R2=.034, p=.004).

In PII, age was found to moderate TMT->RtoEx (adjusted R?=.075, p=.000).
Using the larger data set, the identical regression analysis (limited to inclusion of
age only) showed a consistent result (adjusted R2=.077, p=.000).

In PIV a regression analysis that included multiple demographic factors
was performed on all combinations of the latent factors RtoEx, TChS and TMT.
Income and gender moderated TMT->RtoEx (adjusted R2=.118, p=.000). Income
and gender also moderated TChS->RtoEx (adjusted R?=.072, p=.000). Only in-
come moderated TChS->TMT (adjusted R?=.049, p=.001).

In PIII, age was found to moderate TChS->LoM (adjusted R?=.035, p=.013).
With the larger data set, ICT expertise and age together moderated the relation-
ship (adjusted R?=.070, p=.000).

6.5.2 Correlations with the latent variables
In PI, age was not significantly correlated with LoM. However, the variables were

correlated in a supplemental analysis (p -.135, p=.028, see Appendix A). In PII,
age was found to correlate with RtoEx (p=-.225, p<.010). The supplemental
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finding was consistent with this result (p=-.185, p<.010) and a Z-test showed that
the two results did not significantly differ. In PII, age was also correlated with
TMT (p=-.169, p=.018), but was not correlated in the supplemental analysis (see
section 4.2.4). In PIV, ICT expertise was found to marginally correlate with TChS
(p=-118, p=.055). Income was found to correlate with TMT (p=.159, p<.010). Cor-
relations were also found between gender and TChS (p=.208, p<.010) and gender
and RtoEx (p=.214, p<.001). The correlation analyses results are shown in Table
20.

Table 20:  Pearson correlatios of demographic variables with the latent factors (n.s. = not
significant, n.a. = not evaluated)

Independent LoM TChS TMT RtoEx
variables

Age ns., p>.0501> | n.a. -169* 16 -.185%*

ICT expertise | n.a. 118 (p=.055) n.s., p>.050 n.s., p>.050
Income n.a. n.s., p>.050 159** n.s., p>.050
Gender n.a. .208** n.s., p>.050 214%**

6.6 Summary table of results

Table 21 (PIV) shows the results of this research in the context of current
established knowledge. The results are based on the n=265 dataset that was used
in PIV and that is described in section 4.4. PIV and the summary table do not
include analysis results of LoM effects.

15 p -.135%, p=.028 in supplemental analysis.
16 n.s., p>.050 in supplemental analysis.
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Table 21: Table of results in relation to previous research (PIV, from which hypothesis labels are keyed)

Hypotheses Confirmed Description Corroborates, Contradicts,
/observations /rejected or consistent with or inconsistent with
H1 HE TMT will positively correlate with RtoEx. N.A. N.A.
H2 rejected TChS will positively correlate with RtoEx. N.A. N.A.
H3 wox TChS will positively correlate with TMT N.A. N.A.
H4a (p=.055) ICT expertise will positively correlate with TChS Chen, et al. (2010) Sheehan (2002)
H4b rejected Income will positively correlate with TChS Tsai, et al. (2016) -

Zhang, et al. (2013)

H4c okl Gender will correlate with TChS European Commission (2019) Sheehan (2002)
(males)
Girl Scout Research Institute
(2019)
H5a rejected ICT expertise moderates H3. N.A. N.A.
H5b * Income moderates H3. N.A. N.A.
H5c rejected Gender moderates H3 N.A. N.A.
Observation 1 * TChS moderates H2 N.A. N.A.
Hé6a rejected ICT expertise moderates H2 N.A. N.A.
H6b wx Income moderates H2 N.A. N.A.
Hé6c Hkk Gender moderates H2 N.A. N.A.
Observation 2 rejected TChS moderates H1 N.A. N.A.
H7a rejected ICT expertise moderates H1 N.A. N.A.
H7b * Income moderates H1 N.A. N.A.
H7c¢ ok Gender moderates H1 N.A. N.A.
Observation 3 rejected ICT expertise is correlated with RtoEx - Sun, et al. (2019)
Observation 4 HkE Gender is correlated with RtoEx Beaussart and Kaufman (2013) -
Observation 5 ko Income is correlated with TMT Burchardt (2010) -

*** = confirmed to three-star significance p < .001, ** = confirmed to two-star significance p <.010, * = confirmed to one-star significance p < .050.
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6.7 Nationality and cultural effects

In PIII, no significant effects of nationality were found on the TChS to LoM rela-
tionship. However, the data set in PIII was skewed to a single nationality and
relatively small.

In this section, we present some additional results and propose answers to
the hypotheses of section 5.4 and the research questions 8 through 8.3 of section
3.2. We briefly explore differences between nationalities for their RtoEx, TChS,
and TMT values. We also investigate relationships between three of the latent
factors (RtoEx, TChS and TMT) and selected Hofstede, House et al., and HFI in-
dices. The analysis is done with a data set of n=306 that consists exclusively of
Finns (43%), Americans (22%), Brazilians (19%), and Israelis (17%).17

Because of the different sample sizes for the nationalities, perform tests for
variances. We compare using the Tukey-Kramer and Kruskall-Wallis tests as ap-
propriate to find the differences in latent factor means between the nationalities.

We perform the Tukey-Kramer HSD calculation to find the differences be-
tween the means of TMT for the nationalities (Table 22).

Recall the formulation of the five-step scale questions as 1=strongly agree
to 5=strongly disagree. The results show that respondents of Brazilian nationality
disagree less strongly than Finns about TMT. The same might also be said of
Americans (p=.079) and Israelis (p=.081) with respect to Finns.

For TChS, marginally significant differences were found between Israelis
and both Finns and Americans. Finns and Americans might tend to agree more
strongly with TChS than Israelis.

For the RtoEx case, we employ Kruskal-Wallis (K-W) test due to unequal
variances. The K-W gives a significance of .575, and thus RtoEx between nation-
alities is not significantly different. H82 is rejected.

Research question 8.2 is answered with a negative as a result of the rejection
of H82. Research question 8 is answered in the affirmative for TMT and TChS
only.

Table 22:  Tukey-Kramer HSD results, including marginal differences, n=306

Factor Finland USA Brazil Israel Sig.
T™MT 3.501 3.186 .040
T™MT 3.501 3.233 .079
T™MT 3.501 3.208 .081
TChS 2.606 2.974 071
TChS 2.567 2.974 .079
17 This is an expansion of the data set that was used in PIV. These analyses and results

may be later included in PIV or compiled as part of a separate manuscript.
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6.7.1.1 Latent factor vs. cultural and HFI indices

We analyze the values of the categorized latent factor of TMT for correlation with
selected Hofstede and House indices. The indices of interest are Hofstede’s Mas-
culinity (MAS) and House et al’s Assertiveness Practices. The compared values
are in Table 23. Results of the correlation analyses are in Table 24.

Table 23:  Hofstede and House et al. parameters for comparison to TMT

Latent factor or | Finland USA Brazil Israel
Cultural index

TMT 3.501 3.233 3.186 3.208
MAS 26 62 49 47
Assertiveness- 3.81 4.55 4.20 4.23
Practices

Table 24:  Pearson correlations, Two-tailed significance ** to .010 level

N=306 MAS Assertiveness-Practices
TMT - 173%* -.165%*

The results in Table 24 show a strong correlation between TMT and Hofstede’s
MAS index as well as House et al.’s Assertiveness-Practices index. H81 is con-
tirmed for MAS and Assertiveness-Practices.

Research question RQ 8.1 is thus answered in the affirmative.

We also analyze the values of the categorized latent factor of TChS for cor-
relation with the Hofstede’s UAI and the HFI-PF value. The compared values are
in Table 25. Results of the correlation analysis are in Table 26.

Table 25:  Hofstede and HFI parameters for analysis against TChS

Latent factor or | Finland USA Brazil Israel
Cultural index

TChS 2.606 2.567 2.725 2.974
UAI 59 46 76 81
HFI-PF 9.21 8.66 7.1 7.26

Table 26:  Spearman (monotonic) correlations

N=306 UAI HFI-PF
TChS A31* -.088
Sig. .022 123

Based on the results in Table 26, we may infer that respondents from cultures of
higher UAI will be less likely to adjust their device security settings (TChS). We
had expected the inverse to be true. One way that this may be explained is as
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follows: when users change default settings, it may create a situation of uncer-
tainty if the users are not sure about the ramifications of the adjustments. There-
fore, to avoid such uncertainty, they will not endeavour to change the settings.
Contrary to our expectations, no significant correlation was found between TChS
and HFI-PF. H83 is confirmed for UAI and rejected for HFI-PF.

We answer RQ 8.3 with our finding that the tendency of users to adjust their
devices” security and privacy settings (TChS) is inverse to their cultures” UAI
value.

Future research can further investigate the influence of nationality and cul-
tural aspects in the presented research models. Hofstede, House et al., and HFI
parameters can be used for the investigations.

6.8 New terminology

A literature review and assessment of psychological and physical person-cen-
tered space concepts has found that current terminology has deficiencies. The
current terminology is insufficient to express personal space concepts that have
evolved with the development of powerful new technologies. The technologies
are highly connected and contain user-created content with low BoPs for distri-
bution. The content can include highly personal content, personally identifiable
information and controversial expressionism.

New lexical preterms are introduced to address this terminology gap. The terms,
defined in sections 5.1.3-5.1.5 are:

* adversarial surveillance

» adversarial detective

» Barrier of Practicality (BoP)

* Personal Technology Space (PTS)

In addition, two more terms are proposed that should be developed during ad-
ditional research. These terms, defined in section 5.1.6 are:

» cyberprivacy

* E-stop

6.9 PV - potential physical weaponization of smartphones

Research question 4.1 is not a simple one to answer definitively as the article re-
search is limited to information that is readily available online, and the author
not an expert in traumata or explosives. Nonetheless, news reports of injurious
incidents reveal the dangers to users that can result from explosions or fires from
smartphone batteries. The technological chemistry and physics of smartphone
batteries and the recent development of a physical self-destruct function for
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smartphones could potentially be abused to realize threats of technologically co-
ordinated attacks against smartphone users. Extrapolating from reported inci-
dents and prior research, the physiological dangers of fire, explosion, heating,
and loss of device functionality can range from distress to fatality. The specific
impacts would depend on the attack manifestation on the user's device.
Research question 4 is answered in the above paragraph. There may be cer-
tain potential dangers from modern cellphones and smartphones that are de-
pendent on the technologies in the devices. Third-party implementation implies
that the potential attacks are not carried out by an assumed trusted partner in the
device purchase or usage scenarios. In the hypothetical scenarios, there could
also be potential attackers that are not third parties.
The author assumes that most users have not considered the threats because the
threat mechanism may be rather unconventional. Nevertheless, if such hypothet-
ical threats were to be carried out and subsequently publicized, they may have
grave effects on users' motivation to use smartphones. The effects may also apply
to their motivation to use any mobile or Internet-connected lithium battery-pow-
ered device, whether for self-expression or for any other purpose.

6.10 Patents PVI and PVII

RQ6 is answered in the affirmative. One way to help prevent the risks from un-
authorized access to files is to load and offload files from the device depending
on the expected usage context. This can be achieved by tagging the files or data
items according to the usage scenarios for which they are appropriate or needed.
Then, the user can load only those files that are necessary (based on their tags)
from a secondary storage device. The user can also offload files, based on their
tags, that are not necessary or appropriate for their current purpose. As a result,
fewer files are stored on the user’s device at any one time. This storage profiling
reduces the overall risks from a hack or data breach of the device. Thus the user
may feel more at ease while using their device for online expression or other tasks.
Storage profiling also reduces the risk of accidental or inappropriate file exposure
or distribution.

RQY7 is also answered in the affirmative. By combining a pseudo-caching
method with the concept in PVI, a configuration can be implemented whereby
the offloaded (i.e., currently unneeded) files are stored on machines or devices
(e.g., personal server, third-party owned cloud server, etc.) that have more robust
security measures than the user's immediately accessible device. The immedi-
ately accessible device may be a smartphone or laptop that the user is utilizing
with a relatively higher level of activity. The activity can include actions that use
the files that have been uploaded to his device that are necessary for the current
usage context. The files are ones that the files' owner expects may be needed for
the scenario, whether for configuration of other software, editing, sharing, or any
other purpose where storage on the immediately accessible device enables the
most efficacious method for fulfilling the current need. By having only those files
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necessary for the current purpose on his or her device, and currently unneeded
tiles on a more secure storage platform, the user can reduce the overall risk ex-
posure for the totality of his or her files. Because of the reduced risk, the user may
tfeel more confident about freely using his or her device for expression and other
purposes while connected to the Internet.



LIMITATIONS

This study does not examine the effect of time management on the perspective of
the person who is waiting. Such time management could include the users” own
management of their time while they wait for a security software update. An-
other example would be the management of the waiting time by a software ven-
dor. The vendor’s software could display some content on the user’s display dur-
ing an update (Hanyang et al., 2015). This study also does not account for distor-
tions in the response data caused by time-in-retrospect or “novelty of time” ef-
fects. However, the effects of the distortions are believed to be insignificant. This
is because users’ attitudes and behaviors tend to be guided by their perceptions
and not by objective reality.

The indicators for the TMT construct have limitations. Ideally, the respond-
ents to the TMT questions would have had first-hand experience in, at a mini-
mum, checking the settings of their devices. Some users may not have ever
checked the security and privacy settings of any of their devices. For these re-
spondents, the validity of the TMT indicator data may be problematic. Such users
may have responded according to an attitude that they imagined they would
have in case they were to check the settings. Alternatively, such users may not
have checked settings due to an unfounded prejudicial attitude that such a task
is not worthy of one’s time, and thus tended to agree with TMT (such a response
would accurately convey the perspective, but would not necessarily be helpful if
or when the research results are applied). Such users may have also responded
by selecting the most neutral Likert option, “neither agree nor disagree.” The re-
sponse decisions and bases for them for this group of users are not known. The
quantity of such respondents is not known, though based on mean responses to
the TChS indicators it is estimated to be no more than 14% of the sample.

We have assumed that the “intratemporal preferences” of our survey re-
spondents are time-consistent. Our study does not differentiate the respondents
according to their time-preference-dependent behavior choices (e.g., as in
O’Donaghue and Rabin, 2000). Future research could categorize survey respond-
ents according to the O’'Donaghue and Rabin behavior framework to gain insight
into the online expression reluctance and the privacy and security settings be-
haviors of Internet users.

This study did not take into account any of the available free and open-
source personal cybersecurity technologies and tools. Tor browser, ClamAV, and
free VPN services are examples of such products. Some survey respondents may
have given negative responses to the LoM questions because they believe they
can achieve adequate personal cybersecurity without spending money.

We have suggested that the survey data from our sample can be inferred to
a target population of Internet users of any age who live in western-style demo-
cratic societies. However, there is coverage error due to the relatively small sam-
ple size.

During statistical analyses of the ordinal Likert response data, we have
made an assumption of equal intervals for most calculations (Spearman
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correlation computations being an exception). Our results may vary to some de-
gree if there are differences in perceived interval significances by respondents,
between individual respondents, or by respondent groups.

There may be some common method bias in the responses. Despite attempt-
ing to mitigate implicit theory bias by forbidding the review of earlier than the
displayed questions and answers, questions of predicted constructs were often
grouped together on the visible page of the survey. The user may have read all
of the visible questions before answering them, thus raising the possibility of im-
plicit theory bias.

The survey was administered in English. This could be a limitation because
English is not the native language of most of the respondents. However, such
respondents were mainly students of college or university level or had already
completed their higher education. A readability analysis of the scale questions
showed a readability level that ranged from 9th to 12th grade. Many respondents
were not native English speakers, so some task factors bias or ability factor bias
may be present. These biases may apply for respondents who, for example, are
not native English speakers and who study a field in which English is not preva-
lent in the literature.

With regard to the income variable moderation on the TMT construct, we
have assumed that the variable is mainly representative of annual income earned
through labor. We have not accounted for other sources of income, such as those
from investments or gambling. Income from investments or other passive
sources does not necessarily require reciprocal time expenditures from users.
Gambling income may vary widely with a user’s time involvement, as may pas-
sive income. Moreover, unlike the time used for the labor income and passive
income scenarios, the time spent on gambling may easily result in a very small
income, loss of income that was procured from other sources, or debt.

Some Hofstede and House et al. indices were used in this dissertation (sec-
tions 5.4 and 6.7). Global migration, intranational demographic changes, and cul-
tural evolutions have occurred since the development of the indices. These may
have adversely affected the current validity or values of the indices.

In section 5.3, we do not address secondary dangers that result from users
focusing their attention on their smartphones, e.g., while walking or driving. Nor
do we address the dangers that result from various frauds from hacked
smartphones, such as privacy threats, information security threats, financial loss,
or identity theft. We also do not address harms that may directly result from (ap-
pealing) smartphone functionality (designed into the device) that may cause det-
riments to health or lifestyle. The popular media routinely deals with most of
these issues in the context of privacy and information security risks or of health
effects. For example, articles claiming to deal with “dangers” or “physical haz-
ards” of the smartphone do not usually present issues inherent in the technolo-
gies in the devices. Instead, the issues relate to and result from their usage
(Shmerling, 2020; UCI, 2019). Injuries resulting from repetitious movements such
as “thumb arthritis”, weight gain, neck issues, and concerns over normal radiof-
requency (RF) emissions from the device are also discussed on some websites,
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such as Catron (2018) and Davis (2018). We also do not address informational
weaponization, such as an attack on the user with software, messaging, or sig-
naling designed to manipulate the user. Such attacks may be e.g., media files,
software, or signaling that produces overt or subliminal messaging, suggestive
advertising or search results, fake news, and so on. We do not go into technical
or technological detail.

Moreover, section 5.3 does not address dangers or threats resulting from
inferior quality or faulty devices, whether or not such devices are counterfeit. We
do not address smartphone abuses such as the rigging of a smartphone to trigger
an explosion (e.g., a separate roadside bomb to which the phone has been con-
nected). Such activity has been perpetrated in, among other places, zones of war
or conflict and in civilian populations by terrorists (Officer, 2006).

Chapter 5.3 also does not address threats from accidental or inadvertent
causes, such as mistaken inputs and commands to the UlI, software bugs, or inci-
dental radio interference. As the article title implies, this article does not address
threats resulting from the abuse of the smartphone by its primary user. We also
do not address the usage of the smartphone as a handheld blunt instrument or
projectile.

In section 5.1.2, we do not consider or address certain detective specialties,
such as criminal detective, insurance claim investigator, due diligence investiga-
tor, and so on. My intent is to utilize the fundamental definition and concept of
the work that is generally understood to be common to all detectives.



DISCUSSION

For behaviors and attitudes toward personal cybersecurity spending (LoM) and
attitudes toward making controversial expressions online (RtoEx), the results
showed a significant correlation. This confirms H11. The result was also con-
tirmed in the supplemental findings. Some users who are reluctant to freely ex-
press controversial viewpoints online not only deprive themselves of making the
online expressions; they also divert some of their purchasing power toward per-
sonal cybersecurity. Whether RtoEx has a causal role in the spending diversion
has not been established.

With regard to the correlation between LoM and RtoExnonC or RtoExC, the
strongest correlation was between LoM and RtoExC. This may be expected be-
cause the respondent who is concerned about safety or consequences can have
more motivation to protect their device than a respondent who is reluctant to
express themselves for reasons not related to safety or consequences. When the
correlation between LoM and RtoExnonC is examined, a correlation is seen there
as well, though not as significant as between LoM and RtoExC. Internet users
who are not as concerned about safety issues or consequences of freely express-
ing controversial topics online do still have concerns about personal cybersecu-
rity for other reasons. These users have a favorable attitude toward purchasing,
or have purchased, cybersecurity products and services to a lesser extent than
users who are concerned about consequences or safety issues of controversial
online expression.

Age was not found to be correlated with LoM in PI, but in the analysis with
the expanded data set, a correlation was found. Older users have a greater pro-
clivity to purchase personal cybersecurity products and services. This difference
in findings may be explained by the makeup of respondents in the expanded data
set. Many of the respondents in the expanded set are MTurk workers. MTurk
workers are younger and more educated than the average working adult but
have lower incomes (Pew Research Center, 2016). Thus more of the MTurk re-
spondents of any age, having more education and being conscientious about
their income, may be more knowledgable about free cybersecurity and privacy
tools that are available. This can reduce the need or motivation to buy such tools.

In PII and PIV, one research goal was to determine the correlations between
the factors as well as the correlations between the factors TChS and TMT and the
demographic factors. The factor correlations between TChS, RtoEx, and TMT
were determined, as were the correlations between the antecedents (in PIV) and
TChS. We found that RtoEx and TMT are positively correlated, which is con-
sistent with the result in PII. Linear regression was also performed on the privacy
concern factor TChS and the TMT outcome factor against the RtoEx outcome. The
analysis showed that TChS does not moderate TMT against RtoEx.

Regression was also performed on the antecedents against H53 (TChs ->
TMT). We noted an effect from income. TChS, combined with income, predicted
some variance in TMT.
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In PII, there was a correlation of RtoEx with age. The result was confirmed
in the supplemental analysis. Older users are more reluctant to make controver-
sial expressions online (see footnote 3). This result seems inconsistent with Regan,
Fitzgerald, and Balint’s (2013) findings that older users tend to be less concerned
about anonymity and privacy. In the analysis for PII (not presented in the paper),
age was correlated with TMT - older users tend to believe that adjusting security
and privacy settings take excessive time. However, no such correlation was de-
termined in the supplemental findings. The expanded data set contained many
responses from MTurk workers, who use their computers as working tools for
income, and tend to have higher educations than average working adults. As a
result, it may be easier for them to learn and to adjust their device settings. In
addition, because their computers or devices are tools for income (by virtue of
their using MTurk), they have a financial interest in securing their device. Thus,
for them, the time needed to adjust settings for security and privacy is not seen
as wasteful or excessive.

Age was found to moderate TMT against RtoEx. In PII, it was found that
older users are more reluctant to express themselves online, as are those who
consider the time that they use for device security and privacy to be excessive.

Researchers (Smith et al., 2011; Bandyopadhyay, 2011) have proposed vari-
ations of the APCO model to improve privacy research. Smith et al. (2011) iden-
tified gaps in the research based on their review of existing privacy research and
its common modeling. Since then, some research has been performed that ad-
dresses some of the gaps (Benamati et al., 2017; Zhang et al., 2013; Sun et al., 2019).
Our work contributes to the understanding of privacy research by showing rela-
tionships between the antecedents of income, ICT expertise, and gender; and
TChS, TMT calculus, and RtoEx outcome. The privacy concern in our application
of the model is represented by the latent construct of “thinking about and possi-
bly adjusting security and privacy settings,” TChS. We found that income ante-
cedent has a moderating effect on the TChS -TMT correlation. Upon TChS, those
users with higher incomes are more likely to experience TMT. Despite our expec-
tations, no such moderating effect was found from ICT expertise. ICT expertise
was positively correlated with TChS but did not moderate the relationship be-
tween TChS and TMT (H53). We observed that income and gender moderates
H51. Women and those with higher incomes are more likely to be reluctant to
express themselves online if their device privacy and security settings require
excessive time to address. H57b and H57c are confirmed. ICT expertise did not
moderate H51, so H57a is rejected.

In PIII, six latent factors were proposed and defined: RtoEx, RtoExC, and
RtoExnonC, which correspond to a reluctance to self-express online; TMT, which
corresponds to a perception that handling the security and privacy aspects of
one's device requires an excessive amount of one's time; TChS, which corre-
sponds to time spent considering device cybersecurity and privacy settings; and
LoM, which corresponds to personal cybersecurity spending. These factors were
established by analysis in PI and PII. In PIII, TChS and LoM were derived using
a factor analysis of responses to some indicator items.
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TChS and LoM were found to be significantly correlated in a study of two
latent variables, confirming hypothesis H31. There was no significant correlation
between the two factors and the three most common nationalities of survey re-
spondents. This result may be due to the relatively small number of non-Finnish
respondents in the data set.

Age and TChS were found to be significant predictors of LoM in a regres-
sion study. As a result, the age moderation in Hypothesis H32 is correct. Older
people who are concerned about the privacy and security settings on their de-
vices are more likely to spend money on personal security or are more inclined
to do so (see footnote 5).

A newer expanded data set of n=265 was used for re-analysis of data in
articles PI, PII, and PIII. The results from the original and newer data sets were
compared. For comparison, the data sets are assumed to be independent. This
can be considered a boundary condition for the Z significance test. The Z-score
tests showed that the correlation results from the two data sets did not signifi-
cantly differ. Most of the re-analyzed regression results were also consistent. In
PIII, the original regression analysis showed age to be a moderator of the
TChS->LoM relation. With the larger data set, age and ICT expertise both mod-
erated the relation (see sections 5.3.3 and 5.3.4).

An explanation for this difference in PIII may be that the newer data set
contained responses that were obtained using MTurk. Many MTurk respondents
may use their devices and the Internet in earnest as tools to earn income. They
do this in addition to (or instead of) using them for recreation, research or play.
The additional respondents may have a higher level of ICT expertise (as they
have dedicated their efforts to use their devices and the Internet to earn income
with MTurk). MTurk workers have lower incomes than average working adults,
and possibly higher ICT expertise as well, due to their MTurk activities. A lower
income would cause a reduced ability to make purchases. Thus, their responses
may have resulted in the additional ICT expertise variable to the original regres-
sion on LoM of TChS and age.

Our findings are in agreement with Tsai et al.’s (2016) findings in that in-
come was not correlated with TChS. TChS is our defined manifestation of “pri-
vacy concern.” We did find that ICT expertise was weakly correlated with TChS.
Users with more ICT expertise are more likely to TChS. This may be unsurprising
in light of the work by Chen et al. (2010), who found that users’ preferences for
the attributes of shopping websites vary with their levels of computer expertise.
Gender was also significantly correlated with TChS, thus confirming H54c. Male
users are more likely to contemplate and subsequently adjust their device secu-
rity and privacy settings. This finding has congruency with the statistical data
reported by the European Commission (2019) and with the research of the Girl
Scout Research Institute (2019). They found that females are underrepresented in
ICT studies (European Commission 2019) and that girls are less confident in their
ICT skills than boys (Girl Scout Research Institute 2019). On the other hand, we
might have expected that female respondents would be more willing to change
settings if only they had the necessary skills and the confidence in their skills.
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This expectation could be inferred based on findings from Regan et al. (2013) and
Beaussart and Kaufman (2013).

We found that ICT expertise is weakly correlated with TChS. Sheehan
(2002), on the other hand, did not find a significant relationship between the in-
tensity of computer usage and privacy concerns. One explanation could be the
increase in cyber security awareness in consumers since the time of Sheehan’s
study.

Gender, in combination with income, was found to moderate H51, confirm-
ing H57b and H57c. The H51 moderation effects of gender and income may be
explained by the findings of Chatzitheochari and Arber (2012), Burchardt (2010),
and Beaussart and Kaufman (2013). Income and gender also moderated H2, con-
tirming H6b and Héc. This is consistent with findings from Nugent et al. (2016),
who reported that individuals (across major religions) with higher incomes tend
to have more interest in engaging in political activity and a greater belief in the
importance of free speech. The European Commission (2019) and Girl Scout Re-
search Institute (2019) have reported on the ICT education and confidence dis-
parity between genders. Regan et al. (2013) and Beaussart and Kaufman (2013)
have reported on the privacy concerns and sensitive disclosure tendencies of fe-
males, respectively. Lower ability and confidence to address ICT device settings
and a greater concern about privacy are consistent with our findings.

Zhang et al. (2013) applied the APCO model using CFIP (concern for infor-
mation privacy) as a proxy for privacy concern. They found that income is not
correlated with CFIP in a mobile-commerce context. Our result (income is not
found to correlate with TChS) may be consistent with Zhang's finding that in-
come is not correlated with CFIP. We have asserted that TChS corresponds to
users’ privacy concerns for the purpose of applying the APCO model.

In other previous research applying the APCO model (Sun et al. 2019), mu-
tual online expressions with other social media users over a popular topic (i.e.,
“hot topic interactivity”) has been modeled as an antecedent - agnostic of the
controversy of the topic. Sun et al. found that the number of times online shop-
ping per month (this can be construed as “more time spent on the Internet”) had
a positive impact on information disclosure behavior (BID). In Sun et al.’s work,
BID includes posting personal photos and personal income information. This
subset of BID information is sensitive but not necessarily controversial. Insofar
as RtoEx has a negative correspondence with Sun’s BID, and monthly frequency
of online shopping can correspond with ICT expertise (our survey’s questions for
the ICT expertise construct included a question on the number of years using
ICTs and on how many hours a day one uses the Internet), our results differed
from Sun et al.’s.

Our earlier work showed a correlation of age to RtoEx (Rauhala et al. 2019b).
Sun et al. (2019), on the other hand, found no significant relationship between
age and information disclosure. We found no significant correlation of Income
and ICT expertise to RtoEx. We have found age to be correlated with TMT but
not with TChS (Rauhala et al. 2019a). This can be considered agreement with Be-
namati et al. (2017), who found only a marginal correlation between age and CFIP
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(concern about information privacy). Our prior work found that age also moder-
ates the relationship between TMT and RtoEx (Rauhala et al. 2019a). In this study
that uses an expanded data set, income was also found to be correlated with TMT,
and ICT expertise was found to be weakly correlated with TChS. We have con-
sidered the temporal time-in-retrospect and “novelty of time” effects of user per-
ceptions, but such effects are believed to be insignificant to our work. We have
shown correlations and effects of the demographic variables income, ICT exper-
tise, and gender on an applied APCO model. It should be noted that Benamati et
al. (2017) included both limitations of making posts and of making adjustments
to Facebook settings into a single construct. In the present paper, we have differ-
entiated and separated out adjustment settings into our TChS construct. The scale
for posting limitations has been encompassed by the RtoEx construct.

The excessive time that was spent by one user may be more or less than the
excessive time reported by another user. Moreover, with subjective survey ques-
tions such as hours, there may even be cases where one respondent’s acceptable
amount of time may be more than an amount that is considered “too much” by
another respondent. However, what is most crucial for TChS is that an amount
of time was indeed used for thinking and changing settings, and for TMT that
the time spent on security and privacy aspects is judged to be excessive. We as-
sume that a reported excessive (or “too much”) time in all cases will be more than
an amount of time that the user has deemed as acceptable.

Our results suggest a causal relationship between TMT and RtoEx. Using
Antonakis et al.’s (2010) criteria (temporality, correlation, and exclusion of other
causes), we assert a temporal relationship by the order of our survey questions
and the predecession of users’ initial device usage by configuration actions (Rau-
hala et al. 2019a). We should also expect that users should be reluctant to make
controversial expressions without cybersecurity protections or privacy protec-
tions (e.g., anonymity). Liu et al. (2016) found that users prefer that certain trust
conditions should be fulfilled prior to self-disclosure of sensitive personal infor-
mation. All other possible causes of RtoEx cannot be excluded, but an attitude of
TMT implies that the security and privacy settings cannot be accomplished be-
cause of insufficient time. Therefore, it is reasonable that RtoEx should follow.
TChS was not correlated with RtoEx.

Though there was no correlation between income and TChS, it did moder-
ate the relationship between TChS and TMT (H53). A positive correlation was
found between TMT and RtoEx (H51): users who experience TMT are also more
likely to experience RtoEx.

With respect to nationalities, we had expected RtoEx to vary by nationality.
This expectation was based on differences between cultural index values for pa-
rameters of two widely used and well-known cultural indices. Differences be-
tween HFI index values for the four analyzed nations had also implied that RtoEx
should vary accordingly. Surprisingly, RtoEx did not significantly differ between
the respondents of the nationalities. This would suggest that the Internet is in-
deed a “great equalizer.” It seems that the Internet is a truly global expression
platform for Internet users - not only ‘global’ in the sense of worldwide
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availability - but also in the culturally- and nationality-agnostic sense. Users do
not necessarily perceive inhibitions to their free expressionism that have been
associated with their own culture or nationality. Such inhibitions were implied
by cultural index values studied by Hofstede and House et al. many years ago.
The annually updated national HFI values are also disjointed from our RtoEx
results.

Nationality-based TMT values were correlated with Hofstede’s MAS and
House et al.’s Assertiveness Practices indices in an expected way. Respondents
from nationalities of higher MAS and Assertiveness Practices values felt rela-
tively more TMT.

TChS values were not correlated with UAI in the way that we had expected.
Instead of users' actions to TChS in order to avoid cybersecurity and cyber-
privacy risks during device usage, users of higher UAI showed reduced TChS. It
is hypothesized that this indicates that such users may want to avoid risking
"messing up" their device by making adjustments for which the effects are not
understood. No association between TChS and HFI-PF was found. It appears
UALl is associated with TChS. The political conditions (as defined by HFI-PF) of
the nation corresponding to the users' nationality did not have bearing on TChS.
Nationality and culture appear to influence TChS through their UAI (uncertainty
avoidance).

There are some steps that governments and industry could take to improve
Internet users’ perceptions of online safety. Nation-states that respect free online
expression as a fundamental right for their citizens may choose to create and im-
plement cybersecurity strategies and regulations that improve their citizens’ per-
ceptions of the level of online safety. In this way, their citizens may perceive a
reduced need to spend time addressing their device settings or their cybersecu-
rity software, and thus an improved opportunity to express themselves online or
to perform other preferred tasks. The personal cybersecurity products and ser-
vices industry could design device security and privacy safeguards to be easier
to understand and adjust, and to automate more functions to the background of
device or software Uls. Thus, device security and privacy aspects would (ideally)
be less time-consuming for consumers to address. However, there may not be
clear economic motivations for the cybersecurity industry to modify its consumer
products and services in such a manner.

The perceived need for extra personal cybersecurity solutions may be re-
duced if default security and privacy settings were improved. This would allow
users to devote more time and money to other tasks and transactions. Users
should be able to trust that their electronics have adequate privacy and security
protection right out of the box. Users' trust in the protection of their privacy and
security is positively associated with their online purchase intentions, according
to previous research (Chen & Barnes, 2007).

Governments should guarantee the framework and conditions for free ex-
pression by their citizens with online regulatory safeguards that reflect tradi-
tional safeguards in traditional communications media, in order to encourage
open and robust political debate. This could allow Internet users to feel more free
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to spend their money and time on personal interests rather than worrying about
their online privacy and security. Users may spend more time expressing them-
selves and researching offerings if they have less reason to be concerned about
being victims of cybercrime.

However, national legislative and regulatory conditions that promote free
expression are not necessarily enough. Among the contributions of this research
is a novel way to assess a reluctance to express oneself online; the latent variable
RtoEx. Previously research has mainly evaluated a willingness to disclose infor-
mation, or a willingness to express oneself, not a reluctance. The Human Free-
dom Index (HFI) has a shortcoming in the assessment that is used for indexing.

The criteria used for assessment do not include any measurement of the be-
liefs or opinions of the residents of the evaluated nations with respect to their
nation’s level of freedom. The laws or regulations of a nation, especially with
respect to freedom of speech, may “look good on paper,” but authorities may be
selective with the laws that they enforce. Laws or policies do not necessarily re-
sult in the marketplace of ideas or open political dialog that they are supposed to
enable. The measurement of expression reluctance within citizens of a nation can
help to increase the accuracy of assessments of human freedom in the nation.
Such a measurement may arguably be even more important than the nation’s
official laws and policies. Legislated freedom of speech has little meaning if, for
whatever reason, the people are afraid to exercise that freedom.

Nissenbaum (2010) compiled and summarized many detrimental impacts
that a lack of privacy may cause to individuals and society. In the interest of ad-
dressing such impacts, national indices that assess the levels of privacy intrusions
or de facto surveillance by governments, akin to the HFI, should be developed.

Recently so-called “cancel culture” has introduced a new set of potential
consequences to anyone who wishes to express a controversial opinion. If an in-
dividual, group, or website expresses content that is deemed unacceptable, con-
sequences may be imposed against them by other users or by ‘big tech” compa-
nies such as Google (EU Times 2020, Ryan 2018) and Twitter (Gibson 2020). Such
consequences have been known to include account banning, so-called shadow-
banning, and distortion of search results to reduce the Internet visibility of the
purportedly offending party. Future research can investigate factors relating to
the cancel culture phenomenon and how they interrelate.

Future research on this topic can address differences between additional
demographic groupings in their attitudes and behaviors as defined by the pre-
sented and other related latent constructs. Such groupings could include those
by political leaning, occupation, and education level. The attitudes and behaviors
of Internet users who have been victims of malware, hacking or other forms of
cybercrime should also be investigated. Some research on this has already been
done by Xin et al. (2021).

In the interest of promoting the evolution of the Internet as a global democ-
ratizing force, empirical research should determine those demographic group-
ings that are most concerned, most reluctant to express, and least savvy with
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information and communication technologies. Mitigations for the online privacy
and security concerns of the most affected groupings could then be investigated.

Future research can assess the measurable amounts of time that various se-
curity software updates or security updates take to complete. This information
can be applicable when performing research about users who prefer to update
their software manually. Users who manually update can be distinct from users
who choose to configure their security software to update automatically, i.e., as
background processes.

Internet users' hesitation to freely communicate their views and opinions
online could be explained using applied social exchange theory. Further research
might look into the elements that prevent individuals from expressing controver-
sial ideas online, as well as the conditions that encourage them to do so. This
research can also be extended by investigating whether users” reluctance to ex-
press themselves online is variable with specific topics.

Certain demographic variables can be investigated in relation to personal
cybersecurity spending and any aversion to expressing oneself online. Users
could also be surveyed to see how concerned they are about being targeted by
cybercriminals as a result of their online actions. In the future, analysis for geo-
graphical region clustering and other clusterings could be performed based on
available survey data. Future work in this research is also expected to include
applied structural equation modeling (SEM).

A smartphone is usually associated with a single user. Technology to cause
the self-destruction of a smartphone has been developed and demonstrated.
Smartphones contain batteries with significant potential energy that could be
triggered to ignite or explode. The fire or explosion can damage the smartphone’s
functionality or injure (or possibly kill) the user. The potential exists for the tech-
nology to be weaponized to attack a smartphone user. Even with no fire or ex-
plosion, the loss of functionality of the smartphone can cause significant distress
to the user. The range of potential methods, triggers, and culprits that could cause
such attacks should be proactively researched. These issues could be studied and
discussed in, for example, think tanks, working groups, or research projects.

The implementation of the patents described in PVI and PVII, or similar
mechanisms, could be part of a strategy to help Internet users feel less reluctant
to use the Internet in certain situations. The reluctance to express online or the
expressing of sensitive information has been shown to be restricted by concerns
about consequences or to have certain pre-requisites. The individual obstacles for
disclosing sensitive information or expressing controversial viewpoints could be
partly mitigated with devices and software that are more secure and whose pri-
vacy settings are easily understood. The perceived reduced risk that can be
achieved with data security mechanisms could lower the threshold for users to
more freely avail themselves of the communications and transaction opportuni-
ties on the Internet.

We proposed some new preterms for the benefit of the research fields of
cybersecurity and cyberprivacy. As technology has advanced at a rapid pace, so
has the adaptation of new technologies for many purposes and for many facets
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of society. Technological advancements are often pursued for humanity’s benefit
and are usually seen as ‘good.” The computer age and Internet age have seen a
fervor and eagerness by individuals and organizations to adopt new technologies.
We believe that the fervor and eagerness of technology adaptation should be tem-
pered with sober assessments of its implications to human well-being. The new
preterms can help the discussions and understandings of the implications. The
discussions and assessments should address implications to the intended usage
context and to larger society.

Future studies should investigate the effects of the studied factors on other
e-commerce besides the purchasing of cybersecurity and cyberprivacy solutions.



SUMMARY

The research that forms this dissertation is intended to try to find the costs, to
individuals and to society, of Internet users’ cyberprivacy and cybersecurity con-
cerns. It aims to help define those costs in terms of losses of time, money, and
freedom.

The costs of time were measured by first determining two time-related la-
tent constructs from analyzed survey data. The constructs are TChS (Think about
and change settings) and TMT (Too much time). The relationships of the two
constructs to other pertinent constructs and variables were then analyzed. The
cost is ultimately determined by the intereffects of the two constructs with the
other two higher-level categories of costs in this research, namely “loss of money”
and “loss of freedom.” In PII, the relationship between time and loss of freedom
was found. The loss of freedom was found to be related to a perception that ad-
dressing the privacy and security settings on one’s device requires excessive time.

The cost in money was, similar to the method for time, measured by first
determining a construct that describes a proclivity toward buying software and
services that protect personal cybersecurity and cyberprivacy. The construct is
derived from survey data and is denoted LoM for “loss of money.” The relation-
ship between this construct and users” concerns was analyzed by seeking the re-
lationships between it and the expression reluctance (or “loss of freedom”) con-
structs. There is a relationship between LoM and users’ reluctance to express
themselves on the Internet. This relationship was found in PL

The cost to users in terms of “loss of freedom” was again assessed by first
tinding the appropriate construct from survey data. The construct is called RtoEx,
for “reluctance to express.” This is arguably the most important for the research
purpose. The construct can be further (perhaps tenuously) subdivided into two,
namely RtoExC and RtoExnonC. These subdivided constructs represent the level
of reluctance when the survey respondent is reminded of potential consequences
for controversial expression, or not, respectively. The top-level construct of RtoEx
was mainly used in the research. The relationship between reluctance to express
(RtoEx) and loss of money (LoM) was performed in PI. The relationship between
reluctance to express (RtoEx) and contemplate and adjust settings (TChS) and too
much time (TMT) was investigated in P1I, and an association between RtoEx and
TMT was found.

In PIII, the relationships between too much time (TMT), contemplate and
adjust settings (TChS), and loss of money (LoM) were studied. A positive associ-
ation between TChS and LoM was found.

Thus the interrelationships between the constructs can convey the situation
in a more realistic way than attempts at simple quantitative presentations of the
costs. During this research and its analyses, it became evident that the determi-
nation and quantification of such costs as they directly result from users’ cyber-
privacy and cybersecurity concerns is not straightforward.

In article PIV, the antecedents-privacy concerns-outcomes (APCO) model
was applied to analysis results that were obtained from a newer data set. The
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antecedents were evaluated for their effects using the model. The privacy calcu-
lus, defined as too much time (TMT), was found to be moderated by gender for
the expression reluctance (RtoEx) outcome. Thinking about and changing set-
tings (TChS) by itself was not correlated with expression reluctance (RtoEx), but
a regression showed that gender and income moderate it to RtoEx. The privacy
concern, defined as addressing device settings TChS, was correlated with a per-
ception that the activity requires too much of one’s time, TMT. Moreover, income
moderated the correlation.

Demographically, males were found to be more likely to think about and
change their device security settings (TChS) than females. Females were more
likely to feel reluctance to express their controversial viewpoints (RtoEx) than
males. No correlation was found between gender and too much time (TMT). In-
come was found to correlate with TMT. A weak correlation was found between
ICT expertise and the contemplation and adjustment of settings (TChS).

Table 21 (PIV) shows the results of this research in the context of current
established knowledge. The results are based on the n=265 dataset that was used
in PIV, and are described in section 6.6.

The comparisons of the factors based on nationality suggest that the usage
of the Internet for controversial expressionism is not influenced by users' national
cultures. However, users' perceptions or feelings about the amount of time and
effort required to perform certain tasks with the technologies (e.g., TMT) appear
to be influenced by users' cultures. Our findings also suggest that users' cultures
influence their proclivity to perform tasks that are ancillary to Internet usage. An
example of such a task is the adjustment of device or software settings for per-
sonal preference (TChS).

Modern technology has brought benefits and risks. Users may avoid tech-
nology-based risks by avoiding using the technology. The risks may result from
many types of players that utilize different means to harm or attack the users in
a wide range of scenarios. The risks may come from the online expression of
opinions that are taken as offensive (and thus provoke some form of retaliation).
The risks may also affect everyone indirectly by way of reduced willingness by
users to participate in online social and political dialogs. Smartphones could also
be physically weaponized, thus enabling a new means for bad actors to target a
single user.

Users may be more willing to use their devices if their data are less vulner-
able to breaches and damage. If users’ data can be distributed between storage
platforms such that only the minimum required data is stored on their most vul-
nerable device, then the remainder of their data is safer. As a result, the risks of
data breaches and privacy invasion are reduced, and, from this viewpoint, the
most vulnerable device is safer to use.

Human vocabularies have evolved throughout history. New words and
terms appear, and others become obsolete. New preterms become necessary in
the social dialog to help discuss and understand novel developments in technol-
ogy and their resulting wider implications. We have proposed the new preterms
“personal technology space” (PTS), “barrier of practicality” (BoP), “adversarial
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surveillance,” “adversarial detective,” “cyberprivacy,” and “E-stop.” We hope
that they could benefit the discussion and understanding of the implications of
any new or pervasive technology.

Free online expression has natural intrinsic value. Free online expression is
also a way to circumvent traditional communication restrictions and censorship
that may be imposed by authoritarian regimes on traditional publishing media.
It is hoped that this work will help stakeholders find ways to mitigate the costs
of time, money, and freedom to Internet users that result from their security and
privacy concerns. When such costs are mitigated, the full societal benefits of the
global connected Internet can be better and more fully realized in practice. The
improved realization can be brought about if fewer users are reluctant to express
themselves in online discussions and debates. Such reluctance can be reduced if
the users have their desired levels of privacy and device security.



SUMMARY IN FINNISH

Taman viitoskirjan muodostavan tutkimuksen tarkoituksena on l16ytdd Interne-
tin kadyttdjien tietoturva- ja kyberturvallisuusongelmien kustannukset yksiloille
ja yhteiskunnalle. Sen tarkoituksena on auttaa madrittelemadn nama kustannuk-
set ajan, rahan ja vapauden menetyksina.

Ajan kustannukset mitattiin maarittamalld ensin kaksi aikasidonnaista pii-
levdd rakennetta analysoiduista tutkimustiedoista. Rakenteet ovat TChS (Ajattele
ja muuta asetuksia) ja TMT (Liian paljon aikaa). Kahden rakenteen suhteet mui-
hin asiaankuuluviin rakenteisiin ja muuttujiin analysoitiin seuraavaksi. Kustan-
nukset madrdytyvat viime kddessd ndiden kahden rakenteen yhteisvaikutuk-
sesta taiman tutkimuksen kahden muun korkeamman tason rakenteen kanssa,
nimittdin "rahan menetys" ja "(ilmaisun-)vapauden menetys". Pll:ssd havaittiin
ajan ja vapauden menetyksen vilinen suhde. Vapauden menetyksen havaittiin
liittyvan kéasitykseen siitd, ettd laitteen yksityisyys- ja suojausasetusten kasittely
vaatii litkaa aikaa.

Rahallinen kustannus mitattiin ajan kustannusta mittaavan menetelmaén ta-
paan madrittdmalld ensin rakenne, joka kuvaa taipumusta ostaa ohjelmistoja ja
palveluita, jotka suojaavat henkilokohtaista kyberturvallisuutta ja yksityisyytta.
Rakenne on johdettu kyselytiedoista, ja sitd kutsutaan LoM:ksi "rahan menetys".
Taman rakenteen ja kadyttdjien huolenaiheiden vilistd suhdetta analysoitiin etsi-
malld sen ja "ilmaisunvapauden menetys" -rakenteiden vilisid suhteita. LoM:n ja
kayttdjien haluttomuuden ilmaista itseddn Internetissd -rakenteen valilld 16ydet-
tiin suhde. Tama suhde 16ytyi julkaisussa PL

Kayttdjien "vapauden menetyksen" kustannuksia arvioitiin uudelleen etsi-
mailld ensin soveltuva késiterakenne tutkimustiedoista. Rakennetta kutsutaan
RtoEx:iksi "haluttomuudesta ilmaista". Taméd on epdilemattd tarkein tutkimuk-
sen kannalta. Rakenne voidaan jakaa edelleen (ehké heikosti) kahteen osaan, ni-
mittdin RtoExC ja RtoExnonC. Nama jaetut rakenteet edustavat vastahakoisuu-
den tasoa, kun kyselyn vastaajaa joko muistutetaan mahdollisista seurauksista
kiistanalaiselle ilmaisulle tai ei muistuteta. Tutkimuksessa kaytettiin p&ddasiassa
ilmaisuhaluttomuuden RtoEx:n ylimmain tason rakennetta. [Imaisuhaluttomuu-
den RtoEx:n ja rahan menetyksen LoM:n vilinen suhde toteutettiin julkaisussa
PI. Ilmaisuhaluttomuuden RtoEx:n ja asetuksien ajattelun ja mahdollisen muu-
toksen TChS:n ja liian paljon ajan TMT:n vilistd suhdetta tutkittiin PII:ssa jolloin
havaittiin yhteys ilmaisuhaluttomuuden RtoEx:n ja liikaisen ajan TMT:n valilla.

Plll:ssa tutkittiin liikaisen ajan TMT:n, asetuksien ajattelun ja muutoksen
TChS:n ja rahan menetyksen LoM:n vilisid suhteita. TChS:n ja LoM:n vélill4 ha-
vaittiin positiivinen yhteys.

Rakenteiden viliset suhteet voivat siten vélittdd tilanteen realistisemmin
kuin yritykset yksinkertaisiin méaéarallisiin esityksiin kustannuksista. Tamén tut-
kimuksen ja sen analyysien aikana kévi ilmi, ettd sellaisten kustannusten maarit-
taminen ja kvantifiointi, jotka johtuvat suoraan kiyttdjien tietoturvasta ja kyber-
turvallisuusongelmista, ei ole suoraviivaista.
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Artikkelissa PIV aiemmasta kirjallisuudesta 16ytyvdada APCO-mallia sovel-
lettiin analyysituloksiin, jotka saatiin uudemmasta tietojoukosta. Edellisten vai-
kutukset arvioitiin mallin avulla. Yksityisyyslaskennan (“privacy calculus”), joka
on mallissa médritelty TMT:ksi (liiaksi ajaksi), havaittiin olevan sukupuolen mu-
kaan moderoitu RtoEx-tuloksen kannalta. Ajan kustannus (TChS) itsessddn ei
korreloinut ilmaisuhaluttomuuden RtoEx:n kanssa, mutta regressio osoitti, ettd
sukupuoli ja tulot hillitsevdt sen vaikutusta ilmaisuhaluttomuuteen (RtoEx).
Huoli yksityisyyden suojasta, joka mallissa maaritelldan TChS:ksi, korreloi liikai-
sen ajan TMT:n kanssa. Lisdksi tulot hillitsivit korrelaatiota.

Demografisesti miehilld todettiin olevan todenndkdisemmin taipumus aja-
tella ja muuttaa asetuksia (TChS) kuin naisilla. Naiset tunsivat todenndkdisem-
min haluttomuus ilmaista kiistanalaisia ndkemyksidnsd (RtoEx) kuin miehet.
Korrelaatiota ei havaittu sukupuolen ja liiallisen ajan kasityksen TMT:n vaililla.
Tulojen todettiin korreloivan liikaisen ajan TMT:n kanssa. ICT-osaamisen ja ase-
tuksistaan ajattelun ja niiden muutosten (TChS:n) valilld havaittiin heikko korre-
laatio.

Taulukko 21 (PIV) esittdd taiméan tutkimuksen tulokset tamanhetkisen va-
kiintuneen tutkimustiedon yhteydessa. Tulokset perustuvat 265 henkilon aineis-
toon, jota kdytettiin PIV:ssd ja joka on kuvattu kohdassa 4.4.

Kansalaisuuteen perustuvien tekijoiden vertailut viittaavat siihen, ettd
kayttdjien kansalliset kulttuurit eivit vaikuta Internetin kayttoon kiistanalaiseen
ekspressionismiin. Kayttdjien kulttuurit vaikuttavat kuitenkin vaikuttavan kayt-
tdjien kasityksiin tai tunteisiin tiettyjen tehtdvien suorittamiseen tarvittavasta
ajasta ja vaivasta (TMT). Tuloksemme viittaavat my®s siihen, ettd kayttdjien kult-
tuurit vaikuttavat heiddn taipumukseensa suorittaa tehtavid, jotka liittyvat Inter-
netin kdyttoon. Esimerkki tdllaisesta tehtavéastd on laitteen tai ohjelmiston asetus-
ten sddtdaminen henkilokohtaisten mieltymysten mukaan (TChS).

Nykyaikainen tekniikka on tuonut hyotyjd ja riskejd. Kayttdjat voivat valt-
tad tekniikkaan perustuvia riskejd valttamalld tekniikan kayttod. Riskit voivat
johtua monenlaisista toimijoista, jotka kayttavdt erilaisia keinoja vahingoittaak-
seen tai hyokatdkseen kayttdjiin monenlaisissa tilanteissa. Riskit voivat aiheutua
sellaisten mielipiteiden ilmaisemisesta verkossa, joita pidetddn loukkaavina (ja
jotka siten aiheuttavat jonkinlaisen kostotoimenpiteen). Riskit voivat myos vai-
kuttaa kaikkiin epédsuorasti, koska kayttdjdt eivat halua osallistua sosiaalisiin ja
poliittisiin online verkkovuoropuheluihin. Alypuhelimet voitaisiin myos aseis-
taa fyysisesti, jolloin huonot toimijat voisivat kohdistaa uuden keinon yhdelle
kayttgjalle.

Kayttdjat voivat olla halukkaampia kdyttaméaan laitteitaan, jos heidén tie-
tonsa ovat vdhemman alttiita tietovuodoille ja vaurioille. Jos kdyttdjien tiedot voi-
daan jakaa tallennusalustojen vililld siten, ettd vain vihimmadistiedot tallenne-
taan heiddn haavoittuvimpaan laitteeseensa, loput heiddn tiedoistaan ovat tur-
vallisempia. Taman seurauksena tietorikkomusten ja yksityisyyden loukkaami-
sen riskit pienenevit, ja tdlta kannalta haavoittuvin laite on turvallisempi kéayt-
taa.
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Ihmisten kielet ovat kehittyneet historian aikana. Uusia sanoja ja termeja
ilmestyy ja toiset vanhenevat. Sosiaalisessa vuoropuhelussa tarvitaan uusia alus-
toja, joiden avulla voidaan keskustella ja ymmartdd tekniikan uutta kehitystd ja
sen laajempaa vaikutusta. Olemme ehdottaneet uusia kasitteitd "henkilokohtai-
nen teknologiatila" (PTS), "kdytannollisyyden este" (BoP), "vastustajavalvonta",
"vastustaja etsivd", "kyberyksityisyys" ja "E-stop". Toivomme, ettd niistd olisi
hyotyd keskustelussa ja ymmarryksessd minkd tahansa uuden tai yleisen teknii-
kan vaikutuksista.

IImaisunvapaus verkossa on luontainen arvo. Vapaa ilmaisu verkossa on
my0s keino kiertdd perinteiset viestintdrajoitukset ja sensuuri, jotka autoritaariset
hallitukset voivat asettaa perinteisille julkaisuvilineille. Toivotaan, ettd tdma tyo
auttaa sidosryhmid 16ytdmédan keinoja lieventdd Internetin kayttdjille aiheutuvia
ajan, rahan ja vapauden kustannuksia, jotka aiheutuvat heidédn turvallisuus- ja
yksityisyyskysymyksistdan. Kun tillaisia kustannuksia pienennetddn, maail-
manlaajuisen Internetin kaikki yhteiskunnalliset hyodyt voidaan saavuttaa pa-
remmin ja tdydellisemmin myos kdytannossd. Parempi toteutuminen voidaan
saada aikaan, jos entistd harvempi kdyttdjid on haluton ilmaisemaan itsedan verk-
kokeskusteluissa ja vdittelyissd. Tallaista haluttomuutta voidaan vahentds, jos
kayttdjilla on heiddn haluamansa yksityisyyden ja laitteen suojauksen taso.
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APPENDICES

Appendix A - Supplementary results tables for PI - RtoEx vs. LoM

Table 27:

Correlations

Correlations between extracted factors and demographic variables for newer data for PI

What is your  Please indicate your RtoExnonC

age? annual income (euros): LoM AVG RtoEx AVG AVG RtoExC AVG ICTExp AVG
What is your age? Pearson Correlation 1 435" -.135" -.185" -131 -.199” .097
Sig. (2-tailed) .000 .028 .003 .033 .001 114
Please indicate your an- Pearson Correlation 435" 1 -.047 -.101 -.025 -.155" .246™
nual income (euros): Sig. (2-tailed) .000 445 .100 .687 .011 .000
LoM AVG Pearson Correlation -.135" -.047 1 75" 140 75" .079
Sig. (2-tailed) .028 445 .004 .023 .004 .203
RtoEx AVG Pearson Correlation -.185” -.101 4757 1 .895™ .902™ -.048
Sig. (2-tailed) .003 .100 .004 .000 .000 437
RtoExnonC AVG Pearson Correlation -131 -.025 140° .895™ 1 615" -.043
Sig. (2-tailed) .033 .687 .023 .000 .000 .489
RtoExXC AVG Pearson Correlation -.199” -.155" 175" .902" 615" 1 -.043
Sig. (2-tailed) .001 .011 .004 .000 .000 481
ICTExp AVG Pearson Correlation .097 246" .079 -.048 -.043 -.043 1

Sig. (2-tailed) 114 .000 .203 437 489 481

**_Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).



[Factor analysis reporting -]

Table 28:  Rotated component matrix for newer data for PI

Rotated Component Matrix®

Component

1

2

| have paid for security software that was not already included in my device.

| have purchased security software for my device, such as an antivirus or firewall
suite, or any software to protect my privacy, such as encryption software or data
trail deletion software.

It is worth spending money to sufficiently protect my device and software from se-
curity threats.

The amount of money it would cost to sufficiently protect my system and data from
cyberattacks would be worth it.

| would never post a controversial message in an online forum.

| am, or would be, reluctant to display any of my controversial artwork (writing, mu-
sic, drawings, etc) online.

If | have a controversial opinion about something, I'm hesitant to publish it on the
Internet.

It's usually not a good idea to post controversial comments or opinions online.

| have decided against posting my controversial opinion on a discussion forum, be-
cause of concern that someone, or some organization (including government),

might use it against me in the future.

.895
.892

.844

.748

.811
.795

.751

.628

.831

123
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| have decided against posting my political opinion on a discussion forum/message

board, because | was concerned about consequences to myself or to someone |

care about.

When discussing something with a good friend, | feel more safe to express contro-

versial opinions face to face, than by electronic communication.

| would never post a controversial message in an online forum, because someone 475

or some organization could get revenge against me.

.803

.645

.629

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.?

a. Rotation converged in 4 iterations.

Table 29:  Eigenvalues for newer data for PI

Initial Eigenvalues

Component Total % of Variance Cumulative %
1 4.369 36.406 36.406
2 2.670 22.248 58.655

8 1.010 8.415 67.069
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Table 30: Communalities for newer data for PI

Communalities

Initial Extraction

| have paid for security software that was not already included in my device. 1.000 .805
It is worth spending money to sufficiently protect my device and software from security 1.000 724
threats.

| have purchased security software for my device, such as an antivirus or firewall suite, 1.000 .798

or any software to protect my privacy, such as encryption software or data trail deletion
software.
The amount of money it would cost to sufficiently protect my system and data from 1.000 577

cyberattacks would be worth it.

| would never post a controversial message in an online forum. 1.000 .674
If I have a controversial opinion about something, I'm hesitant to publish it on the Inter- 1.000 .647
net.

| am, or would be, reluctant to display any of my controversial artwork (writing, music, 1.000 .675

drawings, etc) online.

It's usually not a good idea to post controversial comments or opinions online. 1.000 .544
| would never post a controversial message in an online forum, because someone or 1.000 .643
some organization could get revenge against me.

| have decided against posting my political opinion on a discussion forum/message 1.000 .760
board, because | was concerned about consequences to myself or to someone | care

about.

When discussing something with a good friend, | feel more safe to express controversial  1.000 438

opinions face to face, than by electronic communication.
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| have decided against posting my controversial opinion on a discussion forum, because  1.000
of concern that someone, or some organization (including government), might use it

_against me in the future.

.763

Extraction Method: Principal Component Analysis.

[Multiple regression reporting ]

Table 31:  Regression model for newer data for PI

Adjusted R Std. Error of the

Model R R Square Square Estimate
1 .2062 .042 .031 1.10059
2 .202° .041 .034 1.09938

Predictors: (Constant), What is your age?, RtoExnonC AVG, RtoExC AVGa
Predictors: (Constant), What is your age?, RtoExC AVGpb



Table 32:  Regression coefficients for newer data for PI

Coefficients?

Standardized
Unstandardized Coefficients Coefficients
Model B Std. Error Beta t Sig.
2 (Constant) 2.592 277 9.361 .000
RtoExXC AVG 194 .078 154 2.496 .013
What is your age? -.093 .055 -.104 -1.683 .094

a. Dependent Variable: LoM AVG
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Appendix B - Supplementary results tables for PII - Time and RtoEx

Table 33:  Correlations between extracted factors and demographic variables for newer data for PII
Correlations
Please indicate
What is your Please indicate  your annual income
TChS AVG TMT AVG RtoEx AVG  ICTExp AVG age? your gender (euros):
TChS AVG Pearson Correlation 1 79" .067 -.118 .052 .208" -.025
Sig. (2-tailed) .003 276 .055 396 .001 684
TMT AVG Pearson Correlation A79” 1 238" -.100 -.083 107 -.159"
Sig. (2-tailed) .003 .000 .105 .180 .083 .010
RtoEx AVG Pearson Correlation .067 .238" 1 -.048 -.185" -.214" -.101
Sig. (2-tailed) .276 .000 437 .003 .000 .100
ICTExp AVG Pearson Correlation -.118 -.100 -.048 1 .097 -.152" 246"
Sig. (2-tailed) .055 .105 437 114 .013 .000
What is your age? Pearson Correlation .052 -.083 -.185" .097 1 -.014 435"
Sig. (2-tailed) .396 .180 .003 114 .819 .000
Please indicate your gen- Pearson Correlation .208" 107 -.214" -.152" -.014 1 -.220"
der Sig. (2-tailed) .001 .083 .000 .013 .819 .000
Please indicate your an-  Pearson Correlation -.025 -.159" -.101 .246" 435" -.220" 1
nual income (euros): Sig. (2-tailed) .684 .010 .100 .000 .000 .000

**_Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).

[Factor analysis reporting -]



Table 34:  Rotated component matrix for newer data for PII

Rotated Component Matrix?

Component

1 2 3
When using my computer or smartphone, | spend time making sure that its secu- .839
rity software is up to date.
When | begin using a new computer or smartphone, | first check its privacy set- .799
tings, and adjust them to my preference.
| have had less time to finish a task | wanted to do, due to a device security or 724
software security issue.
It has taken me longer to finish a task | wanted to do, due to a device security or .735
software security issue.
The security alerts and pop-up notifications of security software take too much .613
time to deal with.
| have spent a lot of time thinking about my device and software security. .595
| would spend more time performing online tasks | want to do, but my device and .690
software security often needs to be considered.
Device and software security issues take up much of my time. .780
| would never post a controversial message in an online forum. .697
If I have a controversial opinion about something, I'm hesitant to publish it on the .766
Internet.
| am, or would be, reluctant to display any of my controversial artwork (writing, 731
music, drawings, etc) online.
It's usually not a good idea to post controversial comments or opinions online. .715
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| would never post a controversial message in an online forum, because some-
one or some organization could get revenge against me.

| have decided against posting my political opinion on a discussion forum/mes-
sage board, because | was concerned about consequences to myself or to
someone | care about.

When discussing something with a good friend, | feel more safe to express con-
troversial opinions face to face, than by electronic communication.

| have decided against posting my controversial opinion on a discussion forum,
because of concern that someone, or some organization (including government),

might use it against me in the future.

772

.759

492

.710

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.?

a. Rotation converged in 4 iterations.



Table 35: Communalities for newer data for PII

Communalities

Ini-

tial  Extraction
When using my computer or 1.00 715
smartphone, | spend time making 0
sure that its security software is up
to date.
When | begin using a new com- 1.00 .640
puter or smartphone, | first check 0
its privacy settings, and adjust them
to my preference.
| have had less time to finish a task  1.00 573
| wanted to do, due to a device se- 0
curity or software security issue.
It has taken me longer to finish a 1.00 .602
task | wanted to do, due to a device 0
security or software security issue.
The security alerts and pop-up noti- 1.00 .503
fications of security software take 0
too much time to deal with.
| have spent a lot of time thinking 1.00 429
about my device and software se- 0

curity.
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| would spend more time perform-
ing online tasks | want to do, but
my device and software security of-
ten needs to be considered.
Device and software security is-
sues take up much of my time.

| would never post a controversial
message in an online forum.

If I have a controversial opinion
about something, I'm hesitant to
publish it on the Internet.

| am, or would be, reluctant to dis-
play any of my controversial art-
work (writing, music, drawings, etc)
online.

It's usually not a good idea to post
controversial comments or opinions
online.

| would never post a controversial
message in an online forum, be-
cause someone or some organiza-

tion could get revenge against me.

1.00

1.00

1.00

1.00

1.00

1.00

1.00

489

.623

497

.594

.543

524

.616



| have decided against posting my

political opinion on a discussion fo-

rum/message board, because | was

concerned about consequences to
myself or to someone | care about.
When discussing something with a

good friend, | feel more safe to ex-

press controversial opinions face to

face, than by electronic communi-
cation.

| have decided against posting my
controversial opinion on a discus-
sion forum, because of concern
that someone, or some organiza-
tion (including government), might

use it against me in the future.

1.00
0

1.00
0

1.00
0

.630

.269

.586

Extraction Method: Principal Component Analysis.

[Multiple regression reporting]
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Table 36:  Regression model for newer data for PII

Adjusted R Std. Error of the

Model R R Square Square Estimate

1 .2932 .086 .068 .760527
2 .293° .086 .072 .759086
8 .292¢ .086 .075 .757659
4 .290¢ .084 .077 .756759

Predictors: (Constant), TMT AVG, What is your age?, ICTExp AVG, TChS AVG, Please indicate your annual income (euros):a
Predictors: (Constant), TMT AVG, What is your age?, TChS AVG, Please indicate your annual income (euros):b

Predictors: (Constant), TMT AVG, What is your age?, TChS AVG¢

Predictors: (Constant), TMT AVG, What is your age?q

Table 37:  Regression coefficients for newer data for PII

Standardized Co-

Unstandardized Coefficients efficients
Model B Std. Error Beta t Sig.
4 (Constant) 2.164 .235 9.206 .000
What is your age? -.104 .037 -.166 -2.798 .006

TMT AVG .236 .062 .225 3.789 .000
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Appendix C - Supplementary results tables for PIII - Time and LoM

Table 38:  Correlations between extracted factors and demographic variables for newer data for PIII

Correlations

Please indicate

What is your your annual in-
age? come (euros): TChS AVG TMT AVG LoM AVG ICTExp AVG

What is your age? Pearson Correlation 1 435" .052 -.083 -.135" .097

Sig. (2-tailed) .000 396 180 028 114
Please indicate your annual in- Pearson Correlation 435" 1 -.025 -.159" -.047 246"
come (euros): Sig. (2-tailed) .000 .684 .010 445 .000
TChS AVG Pearson Correlation .052 -.025 1 A79” 212" -.118

Sig. (2-tailed) .396 .684 .003 .001 .055
TMT AVG Pearson Correlation -.083 -.159" A79” 1 .029 -.100

Sig. (2-tailed) 180 010 .003 633 105
LoM AVG Pearson Correlation -.135" -.047 212" .029 1 .079

Sig. (2-tailed) .028 445 .001 633 203
ICTExp AVG Pearson Correlation .097 246" -.118 -.100 .079 1

Sig. (2-tailed) 114 .000 .055 .105 .203

**_Correlation is significant at the 0.01 level (2-tailed).

*. Correlation is significant at the 0.05 level (2-tailed).

[Factor analysis reporting -]
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Table 39:  Rotated component matrix for newer data for PIII

Rotated Component Matrix?

Component

1 2 3
When using my computer or smartphone, | spend time making sure that its security .831
software is up to date.
When | begin using a new computer or smartphone, | first check its privacy settings, .810
and adjust them to my preference.
| have had less time to finish a task | wanted to do, due to a device security or software 723
security issue.
It has taken me longer to finish a task | wanted to do, due to a device security or soft- .738
ware security issue.
The security alerts and pop-up notifications of security software take too much time to .629
deal with.
| have spent a lot of time thinking about my device and software security. .567
| would spend more time performing online tasks | want to do, but my device and soft- .698
ware security often needs to be considered.
Device and software security issues take up much of my time. .802
| have paid for security software that was not already included in my device. .894
It is worth spending money to sufficiently protect my device and software from security .846
threats.
| have purchased security software for my device, such as an antivirus or firewall suite, .887

or any software to protect my privacy, such as encryption software or data trail deletion

software.
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The amount of money it would cost to sufficiently protect my system and data from .750

cyberattacks would be worth it.

Extraction Method: Principal Component Analysis.
Rotation Method: Varimax with Kaiser Normalization.@

a. Rotation converged in 4 iterations.

Table 40:  Eigenvalues for newer data for PIII

Initial Eigenvalues

Component Total % of Variance Cumulative %

1 3.254 27.120 27.120
2 2.667 22.221 49.341
8 1.635 13.628 62.969

Table 41: Communalities for newer data for PIII

Communalities

Initial Extraction
When using my computer or smartphone, | spend time making sure that its secu- 1.000 717
rity software is up to date.
When | begin using a new computer or smartphone, | first check its privacy set- 1.000 .658
tings, and adjust them to my preference.
| have had less time to finish a task | wanted to do, due to a device security or 1.000 .578

software security issue.
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It has taken me longer to finish a task | wanted to do, due to a device security or
software security issue.

The security alerts and pop-up notifications of security software take too much
time to deal with.

| have spent a lot of time thinking about my device and software security.

| would spend more time performing online tasks | want to do, but my device and
software security often needs to be considered.

Device and software security issues take up much of my time.

| have paid for security software that was not already included in my device.

It is worth spending money to sufficiently protect my device and software from
security threats.

| have purchased security software for my device, such as an antivirus or firewall
suite, or any software to protect my privacy, such as encryption software or data
trail deletion software.

The amount of money it would cost to sufficiently protect my system and data

from cyberattacks would be worth it.

1.000

1.000

1.000
1.000

1.000

1.000

1.000

1.000

1.000

.614

517

421
.503

.647

.804

722

.793

.581

Extraction Method: Principal Component Analysis.

[Multiple regression reporting -]



Table 42:  Regression model for newer data for PIII
Adjusted R Std. Error of the
Model R R Square Square Estimate
1 .2852 .081 .063 1.08241
2 .285° .081 .067 1.08034
3 .284¢ .081 .070 1.07838

Predictors: (Constant), Please indicate your annual income (euros):, TChS AVG, TMT AVG, ICTExp AVG, What is your age?a

Predictors: (Constant), TChS AVG, TMT AVG, ICTExp AVG, What is your age?y
Predictors: (Constant), TChS AVG, ICTExp AVG, What is your age?c

Table 43:  Regression coefficients for newer data for PIII
Standardized Co-
Unstandardized Coefficients efficients
B Std. Error Beta
(Constant) 1.713 452
TChS AVG .287 .073 .235
ICTExp AVG .228 113 122

What is your age? -.142

.053 -.159

3.790
3.921
2.026
-2.657

Sig.
.000
.000
.044
.008
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Appendix D -Results tables for PV - Time, RtoEx and and the A.P.C.O. model
[Factor analysis reporting -]

[Correlations]

[Multiple regression reporting]

H5

Table 44:  Regression model for TMT as dependent variable

Model Summary
Adjusted R Std. Error of the

Model R R Square Square Estimate
1 1792 .032 .028 741
2 .236° .056 .049 .733

a. Predictors: (Constant), TchS AVERAGE

b. Predictors: (Constant), TchS AVERAGE, Please indicate your annual
income (euros):



Table 45:  Regression coefficients for TMT as dependent variable

Coefficients?

Standardized
Unstandardized Coefficients Coefficients
Model B Std. Error Beta t Sig.

1 (Constant) 2.968 .140 21.175 .000
TchS AVERAGE 147 .050 A79 2.948 .003
2 (Constant) 3.162 .158 20.014 .000
TchS AVERAGE 144 .049 175 2.914 .004
Please indicate your annual -.065 .025 -.154 -2.566 .01

income (euros):

a. Dependent Variable: Too Much Time AVERAGE

H6

Table 46:  Regression model for RtoEx as dependent variable

Model Summary
Adjusted R Std. Error of the

Model R R Square Square Estimate
1 2142 .046 .042 771
2 .262° .069 .062 .763

3 .287¢ .083 .072 .759
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a. Predictors: (Constant), Please indicate your gender

b. Predictors: (Constant), Please indicate your gender, Please indicate

your annual income (euros):

c. Predictors: (Constant), Please indicate your gender, Please indicate

your annual income (euros):, TchS AVERAGE

Coefficients?®
Standardized
Unstandardized Coefficients Coefficients
Model B Std. Error Beta t Sig.
1 (Constant) 3.211 145 22.209 .000
Please indicate your gender -.340 .096 -.214 -3.546 .000
2 (Constant) 3.486 A79 19.463 .000
Please indicate your gender -.394 .097 -.248 -4.057 .000
Please indicate your annual -.069 .027 -.156 -2.552 .01
income (euros):
3 (Constant) 3.273 .208 15.709 .000
Please indicate your gender -.435 .099 -.273 -4.401 .000
Please indicate your annual -.070 .027 -.159 -2.608 .010
income (euros):
TchS AVERAGE .103 .052 120 1.979 .049

a. Dependent Variable: RtoEx AVERAGE
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H7

Table 47:  Regression model for TMT->RtoEx with RtoEx as dependent variable

Model Summary
Adjusted R Std. Error of the

Model R R Square Square Estimate

1 .2382 .057 .053 767
2 .339° 115 .108 744
g .358¢ 128 118 .740

a. Predictors: (Constant), Too Much Time AVERAGE

b. Predictors: (Constant), Too Much Time AVERAGE, Please indicate
your gender

c. Predictors: (Constant), Too Much Time AVERAGE, Please indicate

your gender, Please indicate your annual income (euros):
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Table 48:  Regression coefficients for TMT->RtoEx with RtoEx as dependent variable

Coefficients?

Standardized
Unstandardized Coefficients Coefficients
Model B Std. Error Beta t Sig.

1 (Constant) 1.887 216 8.737 .000
Too Much Time AVERAGE .250 .063 .238 3.982 .000
2 (Constant) 2.345 .237 9.891 .000
Too Much Time AVERAGE 277 .061 .264 4.520 .000
Please indicate your gender -.384 .093 -.242 -4.136 .000
3 (Constant) 2.612 .270 9.664 .000
Too Much Time AVERAGE .260 .062 .248 4.221 .000
Please indicate your gender -.424 .094 -.267 -4.488 .000
Please indicate your annual -.054 .027 -.121 -2.019 .045

income (euros):

a. Dependent Variable: RtoEx AVERAGE
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Abstract: The Internet is used increasingly as a platform both for free expression and e-commerce. Internet users have a
variety of attitudes towards the security and privacy risks involved with using the Internet; and distinct concerns and
behaviors with regard to expressing themselves online. Users may have controversial viewpoints that they may express
online in various ways. Controversial viewpoints or artwork by their nature may not be as well received as positive or polite
expressions. In the online environment, users with controversial viewpoints may be reluctant to express the viewpoints due
to concern about possible consequences resulting from the expressions. Consequences may be imposed by individuals,
groups, organizations, businesses, or nation-states. Examples of such consequences include firings, removal of forum posting
privileges (“banning”), violent attacks, online stalking, and doxing. Users may also have different attitudes towards personal
spending of money for cybersecurity products and services. Factors such as concern about the risks associated with free
expression online may impact their attitudes towards spending for personal cybersecurity. We perform a factor analysis on
survey data. Our goal is to establish variables for expression reluctance, and attitude towards personal cybersecurity
purchasing. The positive attitude toward spending on personal cybersecurity, as a factor, includes reported activity of
purchasing cybersecurity products or services, and an overall generally positive attitude toward the purchasing of such
products or services. We propose a research model that enables an analysis of the relationship between the reluctance to
make controversial expressions online and a positive attitude toward spending money on personal cybersecurity products
and services. We perform a correlation analysis between the factors. Results indicate that there is a correlation between
users’ reluctance to express controversial messages online, and a positive attitude towards spending money on personal
cybersecurity. Future work will include additional analyses, including the effects of various demographic factors.

Keywords: online expression reluctance, personal cybersecurity spending, privacy concerns, online spending, risk
avoidance

1. Introduction

One generally accepted beneficial use of the Internet is as a platform for commerce, which is continuously
increasing (Emarketer.com, 2014). At the same time, spending by consumers and businesses on cybersecurity
products and services is also increasing (Morgan, 2017). It is reasonable to expect that a significant proportion
of personal cybersecurity software is being purchased online. Another commonly accepted benefit of the
Internet is that it serves as a platform for free expression. Debate and discussions occur over online forums and
social media such as Twitter and Facebook. These discussions are raising attention to a virtually unlimited array
of topics. Importantly, political topics are also discussed as well as other topics without socially accepted savoir-
faire. In oppressive nation-states, the free expression enabled by access to the Internet can be particularly
important for increasing the possibilities for improved human rights (Nadi and Firth, 2004). However, there are
potential adverse consequences for users making controversial or provocative expressions on the Internet
including from governments (Baroni, 2015; Cooper, 2000; Mony, 2017), offended individuals (Cassidy, 2017),
employers (Jaschik, 2014), and schools (Curtom, 2014). Concern about such consequences may not only have an
inhibiting effect on users’ use of the Internet for expression but it may also correlate with their desire to
purchase personal cybersecurity products and anonymizing services. These effects may differ across certain
demographic groupings. It is possible that misgivings of users about the Internet as a platform for free expression
may correlate with increased Internet utilization by those same users for commerce in personal cybersecurity
products and services. This study explores this somewhat paradoxical relationship given that the Internet is seen
as an overall good for humanity.

This paper first presents an overview of previous related research, followed by a description of the research
model. It then establishes two general latent factors. The first corresponds to a reluctance to self-express online.
The second factor corresponds to a positive predilection toward personal spending to enhance personal
cybersecurity. The correlation between these factors is then analyzed. The results are presented and discussed,
followed by a conclusion and a description of future research goals.
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2. Background

Booth (2017) has raised some attention to the issue of freedom of expression. Her work examines the
relationships between laws and norms governing free expression, and the benefits of ICT on national well-being.
As of the time of this writing, Booth’s research is not yet complete; moreover, the research does not consider
the expression of free speech on aspects of individual users. It is of note that Booth and other researchers utilize
the Human Freedom Index (HFI) (Vasquez and Porcnik, 2017). Included in the HFlI measures are those that
measure freedom of expression. Among those measures are “Laws and Regulations that Influence Media
Content,” “Political Pressures and Controls on Media Content,” and “State Control over Internet Access.” The
measures of Laws and Regulations that Influence Media Content and Political Pressures and Controls on Media
Content could be useful for this study on the condition that they be applied indirectly. That is to say, for example,
that an assumption would be that an average user would feel some reluctance to freely express themselves as
a result of the laws and controls. This study addresses reluctance more directly in the survey questions, whereas
the subset of HFl measures does not measure reluctance to express. The HFI’s “expression freedom” measures
have not been examined for their relationship to personal cybersecurity spending. In particular, they do not
measure concern regarding the consequences of personal free expression and neither have they been analyzed
for their relationship to Internet users’ attitudes and behaviors toward purchasing personal cybersecurity
protections. Other research has established that usage of the Internet for free expression can be a way of
circumventing censorship or other hindrances preventing citizens’ free expression in more traditional publishing
methods, especially in authoritarian regimes (Nadi and Firth, 2014).

There are also studies observing the impact of demographic factors on Internet users' behavior relevant to this
study. Research into culture-based differences in the perception of risk in online shopping and other tasks has
yielded conflicting results. For example, Sims and Xu (2012) found no significant difference between UK and
Chinese shoppers’ perceived risk of online shopping despite those shoppers’ differing cultural backgrounds. This
was against expectations based on the results of prior similar research. However, Chen, Hsu, and Lin (2010) have
studied consumers with different levels of computer expertise. They determined that consumers' preferences
of attributes of shopping websites differ according to their levels of expertise. Sheehan (2002) found that users’
education and age correlate with their level of concern about online privacy. Regan, FitzGerald, and Balint (2014)
evaluated attitudes toward information privacy between age groups (specifically generations). Their analysis
revealed a trend where younger generations tend to be more concerned than older ones about wiretapping and
data privacy. Hazari and Brown (2013) studied whether demographic variables can affect Internet users’ privacy
concerns and, thus, their attitudes toward using social networking sites. In contrast to the results from Sheehan
and from Regan, Fitzgerald, and Balint, their research found that age was not correlated with online privacy
concerns. Bandyopadhyay (2011) found that factors such as level of Internet literacy, social awareness, and
cultural background affect Internet users’ online privacy concerns. He found that among the possible
consequences of such concerns is an unwillingness to use the Internet. Liu et al (2016) applied social exchange
theory to examine perceived risks and rewards of individual users’ self-disclosure in social media. The authors
found that perceived privacy risk can reduce the willingness of social media users to disclose personal
information. There does not seem to be existing research on social exchange theory applied to controversial
expression by individual users online. This study directly assesses the reluctance to express controversial
viewpoints. It also assesses the reluctance that is caused by concern about consequences. Previous work has
examined the effect on willingness to disclose information about oneself. Based on previous research, it can be
hypothesized that the reluctance to express oneself on the Internet may be connected with concerns about the
consequences. Further, reluctance to express oneself may lead to the use of cybersecurity as a means to protect
oneself in these cases. However, there seems not to be previous results addressing this hypothesis.

This research analyzes whether users are more inclined to spend money on personal cybersecurity if they are
reluctant to express themselves online. The researchers consider that it is important to consider the attitudes
of users toward free expression on the Internet and possible consequences resulting from users’ reluctance to
freely express themselves on the Internet. This is relevant to participation in social media and other online
expression contexts. The relationship between online expression aspects and personal cybersecurity spending
seems to be lacking in prior research.
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3. Research model

Based on the research questions raised in the previous section, this study analyzes the correlation between
individuals’ personal cybersecurity spending (referred to as “Loss of Money,” LoM) and their reluctance to
express themselves online (RtoEx). The reluctance of expressing is further divided into two factors based on
inclusion or exclusion of consequences of the expression, RtoExC and RtoExnonC, respectively. The research
model is presented in Figure 1. The hypotheses are as follows.

3.1 Hypotheses

H1: Users’ refusal or reluctance to express themselves online (RtoEx) is correlated with their
personal cybersecurity spending attitude and behavior (LoM).

H2: The correlation of H1 will vary by certain demographic factors.

RtoExnonC

(Consequences not
mentioned)

LoM

Willingness to
spend, or have
spent, money

RtoEXx (all)

RtoExC

(Consequences
mentioned)

Demographic variables

Figure 1: Latent variables RtoEx and LoM, and the independent demographic variables

4. Method

4.1 Operationalizing the model

Latent variables Loss of Money (LoM) and Reluctance to Express (RtoEx) are introduced. Each latent variable is
defined by responses to respective sets of indicator questions. LoM is defined by four indicator questions and
RtoEx by eight indicator questions. The questions for LoM are designed as follows: two questions to ascertain
whether the respondent/subject has actually made a purchase for the purpose of enhancing his cybersecurity
and two questions to ascertain the general attitude of the respondent toward security software purchases.
Cumulatively, it is suggested the LoM indicator questions indicate the willingness to buy software products or
services that enhance personal cybersecurity.

The questions for the RtoEx variable are designed as follows: the questions ascertain the attitude of the
respondent toward theoretical scenarios of his/her posting controversial opinions or artwork online, including
one question to ascertain his/her attitude toward using electronic methods vs. face-to-face communication for
discussion of a sensitive topic with a friend. It is suggested that this set of RtoEx indicator questions can convey
the level of the respondent’s reluctance to openly communicate using electronic methods, or the Internet.
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For data gathering, a survey was administered over the Web to a population composed mainly of university
students and working adults. The survey included questions on respondents’ behaviors and attitudes regarding
personal spending on cybersecurity, and on their attitude toward posting or discussing controversial subjects
online (Appendix). The questions were answered using a five-point Likert scale, ranging from “strongly agree”
to “strongly disagree.” The survey produced 191 useful responses. Responses by nationality include Finland (131
responses), USA (28 responses), and Israel (14 responses). The age groups of respondents are given in Table 1.
The average age was approximately 31 years.

Table 1: Respondents by age group

n 15-25 26-36 37-44 45-54 55-64 65+
191 84 53 20 20 6 3

5. Results

5.1 Correlations between indicator questions for each latent variable

Because the response data to the indicator questions consist of Likert rankings to ordered categories, a
Spearman correlation analysis is used. The results show a high correlation among responses to the four LoM
indicator questions (Appendix, Table 4). The lowest correlation is .500 and the highest .863, all with two-star
significance at the 0.01 level (two-tailed). Cronbach’s alpha for the LoM questions is .871. The results also show
a high correlation among responses to the eight RtoE indicator questions (Appendix, Table 5). The lowest
correlation is .198 and the highest .699, all with two-star significance at the 0.01 level (two-tailed). Cronbach’s
alpha for the RtoEx questions is .838. For the four RtoExnonC questions, Cronbach’s alpha is .764. For the four
RtoExC questions, Cronbach’s alpha is .796. Because the indicator questions for each latent variable
(component) have high intercorrelation, the mean scores of the responses were computed and utilized for
analysis. The Cronbach’s alpha values are acceptable for good internal consistency within the sets of indicator
questions (Table 2).

Table 2: Spearman correlations (two-tailed significance at 0.01 level) between indicator question responses for
each latent factor, mean correlations, and Cronbach's alpha

Latent Factor Minimum Maximum Mean Cronbach's
Alpha
LoM .500** .863** .639 .871
RtoEx .198** .699** .395 .838
RtoExnonC .359%* .564** 457 .764
RtoExC 292%* .699** .490 .796

5.2 Correlations between latent variables

Pearson correlation analysis is performed on LoM as the dependent variable and RtoEx, RtoExnonC, and RtoExC
as the independent variables. For all respondents, there is a correlation of .199** between RtoEx and LoM (Table
3). This correlation increases to .201** when respondents were presented with a consequences or safety issue
in the survey question. For responses to RtoEx questions without a mention of consequences or safety, the
correlation decreases to .149*. It might be expected that respondents who are reluctant to express themselves
due to a concern about resulting consequences would have a more positive attitude toward spending money on
their personal cybersecurity. There is a significant correlation between LoM and RtoExC. The correlation
between LoM and RtoExnonC is weaker. Age was not correlated with LoM. A linear regression analysis for LoM
was performed using age and the RtoExC factor as independent variables. This showed some correlation
(adjusted R squared = .037, p-value = .011). Therefore, H2 is validated for age.

Table 3: Pearson correlations between RtoEx and LoM (two-tailed significances: * to 0.05 level; ** to 0.01 level)

n=191 RtoEx RtoExnonC (consequences not | RtoExC (consequences
mentioned) mentioned)
LoM .199** .149* .201**

6. Discussion

For behaviors and attitudes toward personal cybersecurity spending (LoM), and attitudes toward making
controversial expressions online (RtoEx), the results showed significant correlation. This confirms H1. Some users
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who are reluctant to freely express controversial viewpoints online not only deprive themselves of making the
online expressions, but they also divert some of their purchasing power toward personal cybersecurity. Whether
RtoEx has a causal role in the spending diversion has not been established.

With regard to correlation between LoM and RtoExnonC or RtoExC, the strongest correlation was between LoM
and RtoExC. This may be expected because the respondent who is concerned about safety or consequences can
have more motivation to protect their device than a respondent who is reluctant to express themselves for
reasons not related to safety or consequences. When the correlation between LoM and RtoExnonC is examined,
a correlation is seen there as well, though not as significant as between LoM and RtoExC. Internet users who are
not as concerned about safety issues or consequences of freely expressing controversial topics online do still
have concerns about personal cybersecurity for other reasons. These users have a favorable attitude toward
purchasing, or have purchased, cybersecurity products and services to a lesser extent than users who are
concerned about consequences or safety issues of controversial online expression.

7. Limitations of the study

The survey was administered in English. Thus, the accuracy of the results may be tainted by limitations in non-
native English speakers’ understanding of the survey questions. There were no survey questions to assess the
English language competence of the respondents. The nationality of individual respondents could be indirectly
used to gauge the reliability of individual responses; e.g., if a respondent indicates that their nationality is of a
country whose official languages do not include English. In this case, inconsistency between responses of a
guestion category may be at least partially explained by a possible non- or misunderstanding of the questions.
In this study, it is generally assumed that all respondents have a sufficient understanding of all the survey
questions. This assumption is supported by the fact that the respondents who are not native English speakers
are, for the most part, university students or academic professionals.

This study did not consider free and open source personal cybersecurity products and tools that are available.
Such tools include Tor browser, ClamAV, and free VPN services. Some respondents may have responded
negatively to the survey questions regarding spending because they believe that they can achieve sufficient
personal cybersecurity without spending money doing so.

8. Conclusion

This research demonstrated a significant correlation between Internet users’ reluctance to controversially
express themselves online and a positive proclivity toward personal cybersecurity spending. The correlation was
even stronger for those users concerned about safety issues and consequences that could result from
controversial online expression. It may be inferred that these concerned users are more actively making
purchases of cybersecurity products and services. While sales of cybersecurity products and services are good
for the cybersecurity industry, they also indicate the real cybersecurity concerns of Internet users. Many Internet
users go online, but are then reluctant to freely express themselves, spending their time and money to alleviate
perceived cybersecurity risks. This scenario is not the ideal or optimal use of the Internet by society. Future
research can investigate methods to encourage free expression online and reduce the perceived risks of such
free expression. An extension of this research can be to explore on which topics users are less inclined to express
their opinions online.

From the viewpoint of encouraging open and robust political discourse, governments should ensure the
framework and conditions for free expression by their citizens with online regulatory safeguards that correspond
to the traditional safeguards in traditional communications media. This could help Internet users feel freer to
spend money for personal interests instead of diverting spending due to concerns about their online privacy and
security.

The HFI may be enhanced by the inclusion of a measure to assess citizens’ reluctance to express legal, but
controversial, viewpoints online. Citizens may be reluctant to express such viewpoints despite states’ official
policies allowing free expression. The concern about consequences resulting from such expression may not
necessarily align with states’ official policies and the possibility of state-imposed consequences does not
necessarily align with states’ official policies. The current HFl does not account for citizens’ concerns and
perceptions of these issues.
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Applied social exchange theory could be expanded to account for Internet users’ reluctance to freely express
their thoughts and opinions online. Further research could explore the factors that inhibit users from expressing
controversial viewpoints and factors that encourage such expression online.

In future, the correlation between the studied factors and additional demographic factors will be analyzed as
well as a regression analysis of these factors against them. This research will continue to determine the effects
of some independent variables (e.g., income and ICT expertise) on hypothesis H1. The work will explore the
relationship of certain demographic variables to personal cybersecurity spending and to any reluctance to
express oneself online. Subject to available survey data, analysis for geographical region clustering and other
clustering may be performed.

Appendix 1

Table 4: Survey questions comprising the Loss of Money (LoM) component

Loss of Money (LoM) (has spent money, or positive attitude toward spending)

1. | have paid for security software that was not already included in my device.

2. It is worth spending money to sufficiently protect my device and software from security
threats.

3. I have purchased security software for my device, such as an antivirus or firewall suite, or
any software to protect my privacy, such as encryption software or data trail deletion
software.

4. The amount of money it would cost to sufficiently protect my system and data from
cyberattacks would be worth it.

Table 5: Survey questions comprising the Reluctance to Express (RtoEx, RtoExnonC, RtoExC) component

Reluctance to Express (RtoEx) (Reluctance to Express, with or without mention of
consequences)

1. I would never post a controversial message in an online forum.

2. If I have a controversial opinion about something, I'm hesitant to publish it on the Internet.

3. 1am, or would be, reluctant to display any of my controversial artwork (writing, music,
drawings, etc.) online.

4. It's usually not a good idea to post controversial comments or opinions online.

5 1 would never post a controversial message in an online forum, because someone or some
organization could get revenge against me.

6. | have decided against posting my political opinion on a discussion forum/message board,
because | was concerned about consequences to myself or to someone | care about.

7. When discussing something with a good friend, | feel more safe to express controversial
opinions face-to-face than by electronic communication.

8. | have decided against posting my controversial opinion on a discussion forum, because of
concern that someone, or some organization (including government), might use it against me
in the future.
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Abstract: Freedom of expression is a recognized human right. More recently, the UN has resolved that unrestricted access
to the Internet is also a human right. A commonly accepted benefit of the Internet is that it serves as a platform for free
expression. Usage of the Internet for free expression can be a way of circumventing censorship or other hindrances that
prevent citizens' freedom of expression in more traditional publishing media. However, the Internet has unique security and
privacy risks that may affect users' attitudes toward expressing themselves online. In the online environment, users with
controversial viewpoints may be reluctant to express the viewpoints due to concern about possible consequences resulting
from the expressions. Consequences may be imposed by individuals, groups, organizations, businesses, or nation-states. In
order to mitigate the security and privacy risks of the Internet, some Internet users spend valuable time thinking about and
configuring the security settings of their devices. Some users may have a negative attitude toward such time expenditure.
Users may be reluctant to express themselves online simply because it costs too much time and effort for proper
configuration for anonymity. That is, the users may be aware of the importance and abundance of tools providing anonymity
and may wish to express themselves online but decide spending time on anonymity is just too much effort. The association
of time spent on personal cybersecurity with the reluctance to express online does not appear to have been studied in prior
research. The purpose of this paper is to explore the effects of these issues on users' reluctance to express themselves online.
We constructed a model to represent our hypotheses and collected data using a survey. We then validated the model by
performing factor and correlation analyses on the collected data. The results of this research show that the attitude of users
toward time expenditure on device security aspects correlates with users' reluctance to express themselves online.

Keywords: device security, time consumption, online expression, device settings, frustration

1. Introduction

Freedom of expression has been declared a universal human right (UN General Assembly, 1948). As of 2016, the
United Nations has resolved that unrestricted access to the Internet is also a human right (UN Human Rights
Council, 2016). A commonly accepted benefit of the Internet is that it serves as a platform for free expression.
However, there are potential consequences for users who make controversial or provocative expressions over
the Internet from other users and organizations participating in or following the communication (Baroni, 2015;
Cassidy, 2017; Jaschik, 2014).

Users' concerns about such consequences may have an inhibiting effect on their usage of the Internet for free
expression. This inhibiting effect may correlate with what users believe and how users behave with respect to
addressing security and privacy issues of their devices. The inhibiting effect may also correlate with users'
attitude toward and perception of the time they spend addressing their devices’ security and privacy issues.
However, the association between online expression aspects and the perception of time consumption on
security aspects is lacking in prior research. Users may be reluctant to express themselves online simply because
it costs too much time and effort for proper configuration for anonymity. That is, the users may be aware of the
importance and abundance of tools providing anonymity and may wish to express themselves online but decide
spending time on anonymity is just too much effort.

This leads to the main goal of this research; that is, to examine users' reluctance to express themselves in relation
to their attitudes and perceptions regarding the time and effort they invest on security, i.e., the time spent on
security aspects. This is relevant to participation in social media and other online expression contexts. To achieve
the research goal, we establish three latent factors: one corresponding to a reluctance to self-express online,
one corresponding to a belief that handling security and privacy aspects of one's device requires an excessive
amount (“too much”) of one's time, and one for time considering device cybersecurity and privacy settings
aspects. We then analyze the correlation among these factors and the correlation between these factors and
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related demographic factors. We also perform a linear regression of one latent factor against the others and
against a demographic factor.

2. Background

The emerging research of Booth (2017) has raised attention to the issue of freedom of expression and the laws
and norms thereof in terms of their relationship to the benefits of ICT on national well-being. At present, Booth
has not yet completed her research; moreover, the research will not consider the relationship between the
expression of free speech on aspects of the individual user. Internet communication is largely beyond the
territorial control of the nation-state and access to the Internet has been recognized as important to the freedom
of expression and to participation in a democracy (Lucchi, 2011). Previous research has established that usage
of the Internet for free expression can be a way of circumventing censorship or other hindrances that prevent
citizens' freedom of expression in more traditional publishing media, especially in authoritarian regimes (Nadi
and Firth, 2004).

Debate and discussions that occur over online forums and social media, such as Twitter and Facebook, are raising
attention to a virtually unlimited array of topics. Importantly, socially controversial topics and political topics are
also discussed. Certain organizations consider and evaluate various threats to the freedom of expression online
(Stanton, 2014). In oppressive states, free expression enabled by access to the Internet can be particularly
important for advancing human rights (Nadi and Firth, 2004). However, there are potential consequences for
users who make controversial or provocative expressions on the Internet, including a negative reaction from the
government (Baroni, 2015; Cooper, 2000; Mony, 2017) and offended individuals (Cassidy, 2017), employers
(Jaschik, 2014), and schools (Curtom, 2014). Participating in social media is a form of individual expression and
there is some research-in-progress on the effects of perceived security threats on user's social media behaviour
(Alqubaiti, Li, and He, 2016).

The time that Internet users spend on performing self-protective cybersecurity and privacy-related tasks
detracts from the amount of time users have available for other preferred activities. For example, when using
open WiFi connectivity in a public space or vehicle, spending time connecting to a secure VPN or updating the
security software will leave less time for messaging and for checking social media updates. The excess use of
time spent waiting can be merely a perception but may still have negative consequences in terms of user
experience or perception of the services for which the waiting is done (Dellaert and Kahn, 1999). Another study
has been performed to determine how consumers react when web pages of shopping websites take too much
time to load (Anonymous, 2010). It found that 70% of respondents reported that they abandon shopping on a
site if the site takes more than 10 seconds to load and 35% said they would not return if the loading delays take
“too long.” On the other hand, the tolerance of users to the amount of time spent waiting will vary according to
the individual and the context (Katz and Martin, 1989). During Internet usage, a loading delay may be
experienced with most mouse-clicks or screen taps. However, the need to spend time waiting for a security
software update process to complete occurs relatively infrequently, e.g. weekly or monthly.

Excessive non-ideal time consumption, therefore, can be said to detract from more desirable activities and may
cause a negative perception of offerings associated with waiting. Frustration with excessive time consumption
can result in a negative attitude toward, and possibly abandonment of, desirable online content and activities.

There are also studies observing the impact of demographic factors, such as nationality and age, on Internet
behaviour that are relevant to this study. Regan, FitzGerald, and Balint (2013) have evaluated attitudes toward
information privacy between age groups (specifically generations). Their analysis revealed a trend where
younger generations tend to be more concerned than older ones about wiretapping and data privacy. Chen,
Hsu, and Lin (2010) determined that consumers with different levels of computer expertise have different
preferences for attributes of shopping websites. Research into culture-based differences in perception of risk
for online shopping and other tasks has yielded conflicting results (Sims and Xu, 2012). Sims and Xu (2012) found
no significant difference between UK and Chinese shoppers' perceived risk of online shopping despite those
shoppers' differing cultural backgrounds. This conclusion was against their expectations and the contradicted
results from prior research that showed differences in risk-aversion between the two cultures (Hofstede, 1980).

Controversial expression in an online communications context is affected by other factors. Such factors include
perceived anonymity and familiarity with other online community participants (Luarn and Hsieh, 2014). Luarn
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and Hsieh studied the expression behaviour of users in a laboratory-controlled virtual community. The virtual
community simulated different online group communications environments. They found that users were more
willing to express controversial opinions when their identities were anonymous or when they were familiar with
other members of the community. When users in the study were not anonymous, they were more reluctant to
express such opinions. They also found that there was no effect of anonymity or member familiarity on users'
willingness to express non-controversial opinions.

Prior research has shown that negative expressions are received differently than neutral or positive ones. Kwon
et al. (2013) studied communications and expressions in a messaging context. They examined the acceptability
of negative communications and found that emotional expressions that accompany negative communications
were considered much less acceptable than emotional expressions in positive ones. Negative messages by their
nature are less welcome.

We expand prior research by investigating the correlation between perception of time consumption used for
addressing device cybersecurity and the willingness to freely express on the Internet. Negative expressions (e.g.,
unpleasant or aggressive) can result in unwanted consequences. Internet users may be reluctant to express
themselves because of concerns about such consequences. The time they spend on personal cybersecurity
issues may further discourage their controversial expressionism. We hypothesize that users who feel they spend
excessive time on their devices’ cybersecurity and privacy aspects are more reluctant to freely express
themselves online. This is relevant to the users’ participation in social media and other online expression
contexts.

3. Research model

Itisimportant to consider users' attitudes toward free expression on the Internet and the possible consequences
of reluctance to freely express. A key goal of our research is the examination of users' reluctance to express
themselves in this context in relation to their attitude and perception regarding time consumption for their
devices’ security and privacy aspects. Previous research has considered implications on free expression and the
benefits of free expression. Willingness to express opinions online has been measured in terms of a web forum's
view/reply ratio (Shen and Liang, 2015) and by asking users how likely they would be to express their opinions
in specified online scenarios using a 0-100% or 0-10 scale (Ho and McLeod, 2008; Stoycheff, 2016). Hayes et al.
(2005) established a self-reporting tool consisting of eight five-point Likert questions to measure willingness to
self-censor. However, the tool's questions pertain to a general social context and not specifically to self-
expression of controversial opinions on the Internet. Attempts to measure a reluctance to express on the
Internet or to establish the same as a latent factor seem to be lacking in previous research. Therefore, our
research model defines as a latent factor “reluctance to freely express oneself on the Internet,” (RtoEx) for
analyzing responses to a set of indicator questions asked in a survey. This factor enables analysis for correlations
and the performance of other analyses against other variables or factors.

Time per se is easily quantifiable; however, customers’ or Internet users’ attitudes or perceptions about the
qguantity or utility of their time usage are more difficult to define. Prior research has considered the
consequences of excessive wait times on customers’ attitudes. Prior research has also considered the
consequences on Internet users of excessive time spent on the Internet. There seems to be no previous research
to consider a user’s attitudes and perceptions toward their time usage dedicated to the security and privacy
aspects of their Internet device. Our model introduces two latent factors to address this gap: one to measure
the belief that addressing device security and privacy aspects negatively impacts one’s experience (or takes “too
much time”) and one to measure whether the user has thought about the security and privacy aspects of his/her
device and has checked (and optionally changed) its security and privacy settings. These factors are established
by responses to indicator questions that were implemented in a survey. We denote these factors TMT (from
“too much time”) and TChS (from Thinking about and Changing Settings), respectively. TMT and TChS enable
easier analysis for research that seeks to analyze or study the concepts in relation to other variables.

When users contemplate, check, or adjust their device’s security and privacy settings out of a sense of obligation
instead of preference, the user may experience the corresponding time expenditure negatively. The user may
think “this takes too much time” or even “this is a waste of time.” We expect that this related cognizance of
cybersecurity and privacy risks will be reflected by their attitude toward freely expressing themselves online and
on their willingness to do so. We want to see if the resultant frustration from a personal experience-based belief
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or perception that cybersecurity threat amelioration requires excessive personal investment of time, may inhibit
the willingness to freely express oneself on the Internet.

Conversely, users' reluctance to express online may correlate with their belief of whether addressing security
and privacy issues requires an excessive amount of time. These effects may differ across certain demographic
groupings, including cultural groupings. We will attempt to explain such differences. It is possible that misgivings
in users about the Internet as a platform for free expression may correlate with the belief (or perception) of
these same users regarding the need for excessive time to address security and privacy aspects. Such aspects
include the contemplation, examination, and adjustment of the relevant device settings.

This paper uses as a general basis the Antecedents -> Privacy Concerns -> Outcomes (APCO) research model
defined by Smith, Dinev, and Xu (2011). Variations of the APCO model or models similar to APCO have been
applied in other pertinent works in the field, e.g., by Benamati, Ozdemir, and Smith (2017), and by
Bandyopadhyay (2009). Our work may be described by way of comparison to Bandyopadhyay's 2009 framework.
In Bandyopadhyay's framework there are three consequences, or outcomes, of users' privacy concerns: 1.
Refusing to provide personal information, 2. Refusing to enter e-commerce transactions, and 3. Refusing to use
the Internet. While Bandyopadhyay's framework has implications for online marketers (Bandyopadhyay, 2009),
ours presumes implications for individuals' online expression. In our variation of the framework, we specify one
outcome - a reluctance to freely express oneself on the Internet. In place of "privacy conerns" in
Bandyopadhyay's proposed framework, we use "usage or perceived excessive usage of time addressing device
privacy and security aspects." With regard to the antecedents in Bandyopadhyay's model, we instead propose
to use the demographic factors of age, ICT expertise and income as independent variables for a regression
analysis between latent factors.

We establish three latent factors: one corresponding to a reluctance to self-express online (RtoEx), one
corresponding to a belief that handling security and privacy aspects of one’s device requires an excessive amount
of one’s time (TMT, from “too much time”), and one corresponding to the performance of checking and changing
device privacy and security settings (TChS, from “think about and change settings”). We then analyze the
correlation among these factors and the correlation between these factors and the related demographic factors.
We also plan to examine the effects of demographic factors on the correlation between the two latent factors.
The demographic factors include age, income, ICT experience, and nationality.

We have established three factors pertinent to the model:

Reluctance to Express (RtoEx): reluctance to freely self-express online

Too Much Time (TMT): belief that cybersecurity risk amelioration requires excessive usage of one’s time

Think Change Settings (TChS): time considering two aspects of one’s ICT device — contemplation of the device’s
cybersecurity aspects and whether time is consumed specifically for the checking and possibly changing of device

settings that relate to security and privacy.

The hypotheses are (Figure 1):
H1: TMT will positively correlate with RtoEx.
H2: TChS will positively correlate with RtoEx.
H3: H1 will vary by age, level of ICT expertise, and/or income.

H4: H2 will vary by age, level of ICT expertise, and/or income.
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T™T

(Too much time to
address)
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Reluctance to freely
Express oneself on
the Internet

Addressing device Security
and Privacy aspects

TChS

(Thinking about, and
changing settings for)

H4

Age, ICT expertise, or Income

Figure 1: Latent variables TMT, TChS, and RtoEx; and the independent variables

3.1 Latent factors and their indicators

In this study, we defined sets of indicator questions from which each of the latent variables was derived. The
indicator questions were included in the survey, and each consisted of responses along a five-point Likert scale
from “strongly agree” to “strongly disagree.” The questions for TMT were as follows: five questions to assess
the perception that excessive time has been spent addressing device security and privacy issues, and a belief
that time spent on device security and privacy aspects has detracted from time intended for other tasks. TChS
is established with three questions to assess whether the user has contemplated and checked (and perhaps
adjusted) their device’s security and privacy settings. Cumulatively, we suggest the five “too much time”
indicator questions imply that the respondent spends time contemplating and actively addressing security and
privacy aspects but tends to feel negatively about doing so (“too much time” implies that the amount of time
required is excessive and detracts from activities for which the respondent could preferably be using their time).

The questions for the RtoEx variable were designed as follows: the questions ascertain the attitude of the
respondent toward theoretical scenarios of their posting controversial opinions or artwork online, including one
guestion to ascertain their attitude toward using electronic methods vs. face-to-face communication for
discussion of a sensitive topic with a friend. We suggest that this set of RtoE indicator questions can convey the
level of the respondent’s reluctance to openly communicate using electronic methods including the Internet.
For data gathering, a survey was administered over the Web to a population composed mainly of university
students and working adults. 197 responses have been obtained, of which 131 are from Finnish nationals.

We use an Exploratory Factor Analysis with direct oblimin rotation to extract latent components from a set of
survey questions. The set pertains to TMT, TChS, and RtoEx. The results for TMT and TChS confirm two
components. Review of the corresponding survey questions indicates that the TMT and TChS responses are
differentiated by the mention of security issues detracting time from preferred tasks, or by a belief that
addressing security issues takes too much of one’s time (Appendix, Table 5). Thus, we use three latent factors:
RtoEx, TMT, and TChS. We performed a Spearman correlation analysis on the indicator question responses
corresponding to RtoEx (eight questions), TMT (five questions), and TChS (three questions). Within all three
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groups of latent variables, we found that the responses have a high correlation. For the RtoEx questions
(Appendix, Table 4), we found the lowest correlation to be .199, and the highest .673, both two-star significant
at the .01 level (two-tailed). For the TMT questions (Appendix, Table 5), the lowest two-tailed correlation
was .223 (two-star) and the highest was .752 (two-star). For TChS (Appendix, Table 5), the lowest two-tailed
correlation was .314 and the highest .481, both two-star significant. Based on these correlations and on the
factor analysis results, we used the means of the responses for each question set. The representative values of
latent factors were calculated as averages of responses to the indicator statements. We used SPSS statistical
software to calculate Pearson correlations between the three latent variables as well as the Cronbach’s alphas
(Table 1). The Cronbach’s alpha values show an acceptable reliability between the latent variables’ indicators.

Table 1: Spearman correlations (two-tailed significance at 0.01 level) between indicator question responses for
each latent factor; mean correlations; and Cronbach's alpha

Latent Factor Minimum Maximum Mean Cronbach's
Alpha
RtoEx .199** .673** .384 .831
TChS .314%* A481%* 403 .668
T™MT 223%* 752%* 404 .770

4. Results

The results in Table 2 show that reluctance to express oneself online correlates positively with a long-perceived
time spent on setting device security settings (.220**) but not significantly with time spent thinking about device
security settings. Thus, we can confirm hypothesis H1 and reject hypothesis H2. Out of the potential moderating
variables, we found direct negative correlation between reluctance to express and age (-.225**) but not with
other background variables. In a linear regression analysis, the same factors (TMT and age) together reached
significant correlation (adjusted R squared = .075, p-value = .000), thus H3 is confirmed for age. Other factors
added did not reach significant correlations. Analysis of moderating effects of other demographic variables for
H3 will be elaborated in forthcoming research. Table 3 presents the percentage of respondents tending to agree
with TMT, TChS, and RtoEx.

Table 2: Pearson correlations between RtoEx and TMT, TChS, and age. Two-tailed significances: * to 0.05 level,
** 10 0.01 level

n=197 Device Spend time thinking Age (15-25, 26-36,
security/privacy about and changing 37-44, 45-54, 55-
takes “too much settings (TChS) 64, or 65+)

time” (TMT)

RtoEx .220%* .077 -.225%*

Table 3: Percentages of respondents who tend to agree or strongly agree with TMT, TChS, and RtoEx

Overall addressing Overall spend time thinking Reluctant to express
security and privacy about device security and online (RtoEx)
aspects takes too much check/change settings (TChS)
time (TMT)
27.4% 59.9% 57.4%

5. Summary, discussion, and conclusion

In this study, our first goal was to establish three latent factors; one corresponding to a reluctance to self-express
online, RtoEx; one corresponding to a belief that handling security and privacy aspects of one's device requires
an excessive amount of one's time, TMT; and one for time considering device cybersecurity and privacy settings
aspects, TChS. Based on the factor analysis of the responses to the indicator statements, this was established.
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Our second goal was to analyze the correlation between these factors and the correlation between these factors
and the related demographic factors. With respect to the 197 responses from our initial survey, the factor
correlations were determined as was the correlation between the reluctance to express and age. We found that
RtoEx is positively correlated with TMT. The correlation of RtoEx with age is consistent with Regan, Fitzgerald,
and Balint's (2013) findings that older users tend to be less concerned about anonymity and privacy. A linear
regression was also performed with the age moderator. We found that older users are less reluctant to express
themselves online, and are less likely to consider the time that they use for device security and privacy to be
excessive.

Our work has not confirmed a causal relationship between TChS or TMT, and RtoEx. Nonetheless, there are some
steps that governments and industry could take to improve Internet users' perceptions of online safety. Nation-
states that respect free online expression as a fundamental right for their citizens may choose to create and
implement cybersecurity strategies and regulations that improve their citizens' perceptions of the level of online
safety. In this way, their citizens may perceive a reduced need to spend time addressing their device settings or
their cybersecurity software, and thus an improved opportunity to express themselves online or to perform
other preferred tasks. The personal cybersecurity products and services industry could design device security
and privacy safeguards to be easier to understand and adjust, and to automate more functions to the
background of device or software Uls. Thus, device security and privacy aspects would (ideally) be less time-
consuming for consumers to address. However, there may not be clear economic motivations for the
cybersecurity industry to modify their consumer products and services in such a manner.

This paper reports results while further analysis is still to be done. We looked into the impact of age on the
reluctance to express online, but we have not yet done the full analysis of other moderating demographic factors
that can have an impact on it. That is left for further analysis.

In our analysis, we also observe differences between nationalities in the responses. One direction to search for
potential explanation is cultural differences (Hofstede, 1980). However, with the current number of responses
from non-Finnish respondents, we cannot evaluate this alternative without collecting further data. Other
potential sources of explanation include the variation of national social media cultures as well as variations in
attitudes and actions of enterprises and public institutions on and to individuals expressing non-controversial
opinions online. An extension of this research can be to explore topics about which users are less inclined to
express their opinion online.

In addition to the relatively low quantity of responses from non-Finnish nationals, this survey has other
limitations. The survey was implemented only in English. English is not the native language of most respondents.
Our study also does not examine how, in the case of waiting, the management of time affects the perspective
of the person waiting. Examples of such cases could be the users' management of the time spent waiting for a
security software update to install; or the content displayed on screen by the software during the update
(Hanyang, et al., 2015).

Appendix 1

Table 4: Survey questions to indicate level of reluctance to express (RtoEx)

1. I would never post a controversial message in an online forum.

2. If | have a controversial opinion about something, I'm hesitant to publish it on the Internet.

3. lam, or would be, reluctant to display any of my controversial artwork (writing, music, drawings, etc.)
online.

4. It's usually not a good idea to post controversial comments or opinions online.

5 | would never post a controversial message in an online forum, because someone or some organization
could get revenge against me.

6. | have decided against posting my political opinion on a discussion forum/message board, because | was
concerned about consequences to myself or to someone | care about.

7. When discussing something with a good friend, | feel more safe to express controversial opinions face
to face, than by electronic communication.

8. | have decided against posting my controversial opinion on a discussion forum, because of concern that
someone, or some organization (including government), might use it against me in the future.
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Table 5: Survey questions to indicate that the user contemplates device security aspects (TChS), and perception
or belief that dealing with them requires too much of one's time (TMT)

1. When using my computer or smartphone, | spend time making sure that its security software is up to
date. (TChS)

2. When | begin using a new computer or smartphone, | first check its privacy settings, and adjust them to
my preference. (TChS)

3. I have had less time to finish a task | wanted to do, due to a device security or software security issue.
(TMT)

4. It has taken me longer to finish a task | wanted to do, due to a device security or software security issue.
(TMT)

5. The security alerts and pop-up notifications of security software take too much time to deal with. (TMT)
6. | have spent a lot of time thinking about my device and software security. (TChS)

7.1 would spend more time performing online tasks | want to do, but my device and software security
often needs to be considered. (TMT)

8. Device and software security issues take up much of my time. (TMT)
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INTRODUCTION

The UN General Assembly has declared freedom of expression to be auniversal human right (UN General
Assembly, 1948). As of 2016, the United Nations has resolved that unrestricted access to the Internet is
also a human right (UN Human Rights Council, 2016). A commonly accepted benefit of the Internet is
that it serves as a platform for free expression. Importantly, political topics are also discussed as well as
other topics without socially accepted savoir faire. However, there are potential consequences for users
who make controversial or provocative expressions over the Internet from other users and organizations
participating in or following the communication (Baroni, 2015; Cassidy, 2017; Jaschik, 2014). Such
consequences may also be in the form of illegal doxing or hacking attacks by cybercriminals.

Users’ concerns about such consequences may have an inhibiting effect on their Internet usage for
free expression. This inhibiting effect may correlate with what users believe and how users behave con-
cerning addressing security and privacy issues of their devices. The inhibiting effect may also correlate
with users’ attitude toward and perception of the time they spend addressing their devices’ security and
privacy issues. However, the association between online expression aspects and the perception of time
consumption on security aspects is lacking in prior research. Users may be reluctant to express themselves
online simply because anonymity costs too much time and effort. That is, the users may be aware of the
importance and abundance of tools providing anonymity and may wish to express themselves online but
decide that spending time on anonymity is just too much effort. Concern about such consequences may
not only have an inhibiting effect on users’ use of the Internet for expression but it may also correlate
with their desire to purchase personal cybersecurity products and anonymizing services.

Another generally accepted beneficial use of the Internet is as a platform for commerce, which is
continuously increasing (Emarketer.com, 2014). At the same time, spending by consumers and businesses
on cybersecurity products and services is also increasing (Morgan, 2017). It is reasonable to expect that
users purchase a significant proportion of personal cybersecurity software online. It is possible that
misgivings of users about the Internet as a platform for free expression may correlate with increased
Internet utilization by those same users for commerce in personal cybersecurity products and services.
This article explores this somewhat paradoxical relationship given that the Internet is seen as an overall
good for humanity. It leads to a focus of this chapter; that is, to the consideration of users’ reluctance
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to express themselves in relation to their attitudes and perceptions regarding the time and money they
invest in security. This is relevant to participation in social media and other online expression contexts. B
To facilitate research and discussion on this topic, six latent factors are elucidated: three corresponding
to a reluctance to self-express online, one corresponding to a belief that handling security and privacy
aspects of one’s device requires an excessive amount (“too much”) of one’s time, and one for time con-
sidering device cybersecurity and privacy settings aspects. The sixth factor corresponds to a positive
predilection toward personal spending to enhance personal cybersecurity. The correlation among two
of these factors is then analyzed. A linear regression of one latent factor against the other and against a
demographic factor is also performed.
This chapter presents an overview of related research, followed by a description of a proposed research
model. It then establishes the general latent factors. Some results are presented and discussed, followed
by a description of future research suggestions, and a conclusion.

BACKGROUND

Previous research has considered implications on free expression and the benefits of free expression.
Willingness to express opinions online has been measured in terms of a web forum’s view/reply ratio
(Shen & Liang, 2015) and by asking users how likely they would be to express their opinions in specified
online scenarios using a 0-100% or 0-10 scale (Ho & McLeod, 2008; Stoycheff, 2016). Hayes et al. (2005)
established a self-reporting tool consisting of eight five-point Likert questions to measure willingness
to self-censor. However, the tool’s questions pertain to a general social context and not specifically to
self-expression of controversial opinions on the Internet. Attempts to measure a reluctance to express
on the Internet or to establish the same as a latent factor are lacking in previous research.

The emerging research of Booth (2017) has raised attention to the issue of freedom of expression
and the laws and norms thereof in terms of their relationship to the benefits of ICT on national well-
being. However, her research does not consider the relationship between the expression of free speech
on aspects of the individual user. Internet communication is largely beyond the territorial control of the
nation-state and access to the Internet has been recognized as important to the freedom of expression
and to participation in a democracy (Lucchi, 2011). Previous research has established that usage of the
Internet for free expression can be a way of circumventing censorship or other hindrances that prevent
citizens’ freedom of expression in more traditional publishing media, especially in authoritarian regimes
(Nadi & Firth, 2004).

Prior research has shown that many states have begun imposing online surveillance upon their citi-
zens by way of legislative acts or other means (Ray & Kaushik, 2017). The research suggests that the
ostensible justifications for such surveillance, such as cyberterrorism or cybercrime, are questionable
and disproportional to the scope of the surveillance desired by the state. Such surveillance does not di-
rectly restrict online expression but it can create hesitation or concern in the user. The user may hesitate
to criticize the state or its policies in an online forum due to fear of being surveilled. Many states also
impose varying levels of censorship and controls on online expression (Ray & Kaushik, 2017).

Debate and discussions that occur over online forums and social media, such as Twitter and Facebook,
are raising the attention to a virtually unlimited array of topics. Importantly, socially controversial topics
and political topics are also discussed. Certain organizations consider and evaluate the various threats
to the freedom of expression online (Stanton, 2014). In oppressive states, free expression enabled by
access to the Internet can be particularly important for advancing human rights (Nadi & Firth, 2004).
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However, there are potential consequences for users who make controversial or provocative expressions
on the Internet, including a negative reaction from the government (Baroni, 2015; Cooper, 2000; Mony,
2017) and offended individuals (Cassidy, 2017), employers (Jaschik, 2014), and schools (Curtom, 2014).
Consequences may also be exacted by vindictive criminal hackers. Cybercrime against individuals has
been defined as: “Offences that are committed against individuals or groups of individuals with a criminal
motive to intentionally harm the reputation of the victim or cause physical or mental harm, or loss, to
the victim directly or indirectly, using modern telecommunication networks such as Internet (networks
including chat rooms, emails, notice boards and groups) and mobile phones (Bluetooth/SMS/MMS)”
(Halder & Jaishankar, 2012). Victims may become a topic for cybercriminal gangs in the Deep Web
or the target of doxing. “Revenge hacking” and doxing have caused serious consequences to victims
(Branigan, 2011; Dascalescu, 2018). Participating in social media is a form of individual expression
and there is some research-in-progress on the effects of perceived security threats on user’s social media
behavior (Alqubaiti et al., 2016).

Users spend significant time performing self-protective cybersecurity and privacy-related tasks. This
time detracts from the amount of time users have available for other preferred activities. For example,
when using open WiFi connectivity in a public space or vehicle, spending time connecting to a secure
VPN or updating the security software will leave less time for messaging and for checking social media
updates. The excess use of time spent waiting can be merely a perception but may still have negative
consequences in terms of user experience or perception of the services for which the waiting is done
(Dellaert & Kahn, 1999). Another study has been performed to determine how consumers react when
web pages of shopping websites take too much time to load (Anonymous, 2010). It found that 70% of
respondents reported that they abandon shopping on a site if the site takes more than 10 seconds to load
and 35% said they would not return if the loading delays take “too long.” On the other hand, the tolerance
of users to the amount of time spent waiting will vary according to the individual and the context (Katz
& Martin, 1989). During Internet usage, a loading delay may be experienced with most mouse-clicks or
screen taps. However, the need to spend time waiting for a security software update process to complete
occurs relatively infrequently, e.g. weekly or monthly.

Excessive non-ideal time consumption, therefore, can be said to detract from more desirable activities
and may cause a negative perception of offerings associated with waiting. Frustration with excessive
time consumption can result in a negative attitude toward, and possibly abandonment of, desirable online
content and activities.

Controversial expression in an online communications context is affected by other factors. Such fac-
tors include perceived anonymity and familiarity with other online community participants (Luarn &
Hsieh, 2014). Luarn and Hsieh studied the expression behavior of users in a laboratory-controlled virtual
community. The virtual community simulated different online group communications environments.
They found that users were more willing to express controversial opinions when their identities were
anonymous or when they were familiar with other members of the community. When users in the study
were not anonymous, they were more reluctant to express such opinions. They also found that there was
no effect of anonymity or member familiarity on users’ willingness to express non-controversial opinions.

Prior research has shown that negative expressions are received differently than neutral or positive
ones. Kwon et al. (2013) studied communications and expressions in a messaging context. They examined
the acceptability of negative communications. They found that emotional expressions that accompany
negative communications were considered much less acceptable than emotional expressions in positive
ones. Negative messages by their nature are less welcome. Negative expressions (e.g., unpleasant or
aggressive) can result in unwanted consequences. Internet users may be reluctant to express themselves
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because of concerns about such consequences. The time they spend on personal cybersecurity issues
may further discourage their controversial expressionism.

It is of note that Booth and other researchers utilize the Human Freedom Index (HFI) (Vasquez &
Porcnik, 2017). Included in the HFI measures are those that measure freedom of expression. Among those
measures are “Laws and Regulations that Influence Media Content,” “Political Pressures and Controls
on Media Content,” and “State Control over Internet Access.” The measures of Laws and Regulations
that Influence Media Content and Political Pressures and Controls on Media Content could be useful for
this study on the condition that they are applied indirectly. That is to say, for example, that an assump-
tion would be that an average user would feel some reluctance to freely express themselves as a result
of the laws and controls. This study addresses reluctance more directly in the survey questions, whereas
the subset of HFI measures does not measure reluctance to express. The HFI’s “expression freedom”
measures have not been examined for their relationship to personal cybersecurity spending. In particular,
they do not measure concern regarding the consequences of personal free expression and neither have
they been analyzed for their relationship to Internet users’ attitudes and behaviors toward purchasing
personal cybersecurity protections.

There are also studies observing the impact of demographic factors, such as nationality and age, on
Internet behaviour that are relevant to this study. Regan, FitzGerald, and Balint (2013) have evaluated at-
titudes toward information privacy between age groups (specifically generations). Their analysis revealed
a trend where younger generations tend to be more concerned than older ones about wiretapping and
data privacy. Chen, Hsu, and Lin (2010) determined that consumers with different levels of computer
expertise have different preferences for attributes of shopping websites. Research into culture-based dif-
ferences in perception of risk for online shopping and other tasks has yielded conflicting results (Sims &
Xu, 2012). Sims and Xu (2012) found no significant difference between the UK and Chinese shoppers’
perceived risk of online shopping despite those shoppers’ differing cultural backgrounds. This conclusion
was against their expectations and the contradicted results from prior research that showed differences
in risk-aversion between the two cultures (Hofstede, 1980).

Sheehan (2002) found that users’ education and age correlate with their level of concern about online
privacy. Hazari and Brown (2013) studied whether demographic variables can affect Internet users’
privacy concerns and, thus, their attitudes toward using social networking sites. In contrast to the results
from Sheehan and from Regan, Fitzgerald, and Balint, their research found that age was not correlated
with online privacy concerns. Bandyopadhyay (2011) found that factors such as the level of Internet
literacy, social awareness, and cultural background affect Internet users’ online privacy concerns. He
found that among the possible consequences of such concerns is an unwillingness to use the Internet.
Liu et al. (2016) applied social exchange theory to examine perceived risks and rewards of individual
users’ self-disclosure in social media. The authors found that perceived privacy risk can reduce the
willingness of social media users to disclose personal information. There does not seem to be exist-
ing research on social exchange theory applied to controversial expression by individual users online.
Previous work has examined the effect on willingness to disclose information about oneself. Based on
previous research, it can be hypothesized that the reluctance to express oneself on the Internet may be
connected with concerns about the consequences. Further, reluctance to express oneself may lead to the
use of cybersecurity as a means to protect oneself in these cases. However, there seems not to be previ-
ous results addressing this hypothesis.
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Previous research has attempted to address the monetary and non-monetary costs of consumer-facing
cybercrime (Riek & Bohme, 2018). The research focused on cybercrime incidents such as scams and
payment fraud. The costs in Riek and Bohme’s research are not the costs of the fear of consequences
that could result from expressing oneself online. The feared consequences in the RtoEx subfactor of
this study are unspecified and general. They may occur in varying forms including, but not limited to,
cybercriminal attacks against the user.

The authors believe that it is important to consider the attitudes of users toward free expression on
the Internet and possible consequences resulting from users’ reluctance to freely express themselves on
the Internet.

RESEARCH MODEL

This study proposes six latent factors: three corresponding to a reluctance to self-express online (RtoEx),
one corresponding to a belief that handling security and privacy aspects of one’s device requires an ex-
cessive amount of one’s time (TMT, from “too much time”), and one corresponding to the performance
of checking and changing device privacy and security settings (TChS, from “think about and change
settings”™).

The factors are:

e  Reluctance to Express (RtoEx): Reluctance to freely self-express online. The reluctance of ex-
pressing can be further divided into two factors based on inclusion or exclusion of consequences
of the expression, RtoExC and RtoExnonC, respectively.

e  Reluctance to Express When Consequences Mentioned (RtoExC): Reluctance to Express due
to concerns of possible Consequences or safety; The reluctance to freely express oneself online
due to concerns of possible consequences or safety issues resulting from the expression.

° Reluctance to Express When Consequences Not Mentioned (RtoExnonC): Reluctance to
Express when users are not reminded of possible Consequences or safety issues resulting from the
expression.

e  Too Much Time (TMT): The belief that cybersecurity risk amelioration requires excessive usage
of one’s time

e  Think Change Settings (TChS): Time considering two aspects of one’s ICT device — contempla-
tion of the device’s cybersecurity aspects and whether the time is consumed specifically for the
checking and possibly changing of device settings that relate to security and privacy.

e  Loss of Money (LoM): Personal cybersecurity spending attitude and behavior; the willingness to
buy software products or services that enhance personal cybersecurity.

As a demonstration, the authors hypothesize that those users who are conscientious about their
online security and privacy will spend both time and money to ensure it. This should be reflected in a
significant correlation between TChS and a positive attitude toward purchasing personal cybersecurity
products and services (or LoM, for “Loss of Money”)(Figure 1).

H1: TChS will be correlated with a positive attitude toward purchasing personal cybersecurity products

and services (LoM).
H2: TChS combined with one or more demographic variables will predict LoM.
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Figure 1. Latent variables TChS and LoM, and independent demographic variable(s)

TChS LoM
Thinking about, and H1 »  Willingness to
changing settings for) spend, or have

spent, money

H2

Demographic variables

Latent Factors and Their Indicators

Each of the latent variables can be derived from sets of indicator questions. Indicator questions for TChS
and LoM were included in a survey, and each consisted of responses along a five-point Likert scale from
“strongly agree” to “strongly disagree.” For data gathering, a survey was administered over the Web to
a population composed mainly of Finnish university students and working adults. 191 responses were
obtained.

The questions for TMT were as follows: five questions to assess the perception that excessive time
has been spent addressing device security and privacy issues and a belief that time spent on device
security and privacy aspects has detracted from time intended for other tasks. TChS is established with
three questions to assess whether the user has contemplated and checked (and perhaps adjusted) their
device’s security and privacy settings (available from the authors). Cumulatively, the authors suggest
the five “too much time” indicator questions imply that the respondent spends time contemplating and
actively addressing security and privacy aspects but tends to feel negative about doing so.

The survey included questions on respondents’ behaviors and attitudes regarding personal spending
on cybersecurity. Latent variable Loss of Money (LoM) is defined by responses to a set of four indica-
tor questions. The questions for LoM are designed as follows: two questions to ascertain whether the
respondent/subject has purchased to enhance his cybersecurity and two questions to ascertain the general
attitude of the respondent toward security software purchases (available from the authors). Cumulatively,
it is suggested the LoM indicator questions indicate the willingness to buy software products or services
that enhance personal cybersecurity.

An Exploratory Factor Analysis with direct oblimin rotation is used to extract latent components from
a set of survey questions. The results for TMT, TChS, and LoM confirm three components. Review of
the corresponding survey questions indicates that the TMT and TChS responses are differentiated by the
mention of security issues detracting time from preferred tasks, or by a belief that addressing security
issues takes too much of one’s time (Table 1).

A Spearman correlation analysis is performed on the indicator question responses corresponding to
TMT (five questions), TChS (three questions), and LoM (four questions). All of the responses within
the three respective sets of indicator questions have two-star Spearman correlations with each other
(Table 1). Because the indicator questions for the three latent variables have high intercorrelation, the
mean scores of the responses were computed and utilized for analysis. SPSS statistical software was
used to calculate Pearson correlations between the latent variables as well as the Cronbach’s alphas. The
Cronbach’s alpha values show acceptable reliability between the latent variables’ indicators (Table 1).
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Table 1. Spearman correlations (two-tailed significance at 0.01 level) between indicator question re-
sponses for each latent factor; mean correlations; and Cronbach’s alpha

Latent Factor Minimum Maximum Mean Cronbach’s Alpha
TChS 319%* A85H* 407 .673
TMT 221 %% 72 405 766
LoM .500%* .863%* .639 .871

Results for TChS and LoM

Analysis of the results (Table 2) for the TChS vs. LoM hypothesis shows a significant correlation, thus
H1 is confirmed.

Regression analysis is performed on LoM as the dependent variable against some demographic vari-
ables. The analysis shows some correlation with the combination of TChS and age (adjusted R squared
= .035, p-value = .013). H2 is therefore valid for age.

When the model is properly applied, hypotheses utilizing the other latent factors may be similarly
evaluated.

SOLUTIONS AND RECOMMENDATIONS

From the viewpoint of encouraging open and robust political discourse, governments should ensure the
framework and conditions for free expression by their citizens with online regulatory safeguards that cor-
respond to the traditional safeguards in traditional communications media. This could help Internet users
feel freer to spend money and time on personal interests instead of diverting spending due to concerns
about their online privacy and security. If users would have less reason to be worried about becoming
victims of cybercrime, they could spend more time expressing themselves and exploring offerings. In
these ways, online merchants could benefit from more confident online consumers, and societies could
benefit from the desired online discourse.

The HFI may be enhanced by the inclusion of a measure to assess citizens’ reluctance to express
legal, but controversial, viewpoints online. Citizens may be reluctant to express such viewpoints despite
states’ official policies allowing free expression. The concern about consequences resulting from such
expression may not necessarily align with states’ official policies and the possibility of state-imposed
consequences does not necessarily align with states’ official policies. The current HFI does not account
for citizens’ concerns and perceptions of these issues.

In the analysis, some differences between nationalities in the responses were noted. However, fur-
ther data should be collected. One direction to search for a potential explanation is cultural differences
(Hofstede, 1980).

Table 2. Pearson correlation between LoM and TChS. Two-tailed significance: * to 0.05 level

n Spend time thinking about and changing settings (TChS)
LoM 191 .160*
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Better default security and privacy settings could reduce the perceived need for purchasing supplemental
personal cybersecurity solutions. This would free up more time and money for users to apply to prefer-
able tasks and transactions. Ideally, users should be confident that their devices have sufficient privacy
and security protection “out of the box”. Prior research has shown that users’ trust in the safeguarding of
their privacy and security is positively related to their online purchase intentions (Chen & Barnes, 2007).

FUTURE RESEARCH DIRECTIONS

Applied social exchange theory could be expanded to account for Internet users’ reluctance to freely
express their thoughts and opinions online. Further research could explore the factors that inhibit users
from expressing controversial viewpoints and factors that encourage such expression online.

The indicator questions used in the demonstration study did not examine how, in the case of waiting,
the management of time affects the perspective of the person waiting. Examples of such cases could be
the users’ management of the time spent waiting for a security software update to install; or the content
displayed on screen by the software during the update (Hanyang, et al., 2015).

For the TChS vs LoM hypothesis, future research could examine the impact of attitudes toward, and
usage of, free and open source personal cybersecurity solutions. Users who believe they can achieve ac-
ceptable levels of personal cybersecurity with free tools would not necessarily be purchasing such tools.
This could affect the LoM factor and thus the significance of the correlation between LoM and TChS.
Regression analysis showed that age affects the TChS vs LoM correlation. Younger users who take time
to contemplate their device settings feel more positive about spending money on personal cybersecurity.

This demonstration study did not consider free and open source personal cybersecurity products and
tools that are available. Such tools include Tor browser, ClamAYV, and free VPN services. Some respon-
dents may have responded negatively to the survey questions regarding spending because they believe
that they can achieve sufficient personal cybersecurity without spending money doing so. Future studies
could account for such products.

Using the proposed research model and introduced latent variables, research can be performed to
determine the effects of some independent variables (e.g., income and ICT expertise) on the relationships
between the latent variables. Research can explore the relationship of certain demographic variables to
personal cybersecurity spending and to any reluctance to express oneself online. Users could also be
surveyed to directly gauge their concern about being victimized by cybercriminals as a result of their
expressions. Subject to available survey data, analysis for geographical region clustering and other
clusterings could also be performed.

CONCLUSION

While sales of cybersecurity products and services are suitable for the cybersecurity industry, they also
indicate the real cybersecurity concerns of Internet users. Many Internet users go online, but may then
be reluctant to freely express themselves, spending their time and money to alleviate perceived cyber-
security risks from political vigilantes, cybercriminals, or other entities. This scenario is not the ideal
or optimal use of the Internet by society. Future research can investigate methods to encourage free
expression online and reduce the perceived risks of such free expression.
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In this chapter, an overview of research pertaining to the chapter topic was presented, and a simple
research model was proposed. Six latent factors were proposed; three corresponding to a reluctance to
self-express online (RtoEx, RtoExC, and RtoExnonC); one corresponding to a belief that handling the
security and privacy aspects of one’s device requires an excessive amount of one’s time, TMT; one for
time considering device cybersecurity and privacy settings aspects, TChS; and one for personal cyber-
security spending, LoM. Based on the factor analysis of the responses to some indicator statements,
TChS and LoM were established.

A study using two of the latent variable showed a significant correlation between TChS and LoM,
thus hypothesis H1 is confirmed. The association transcended nationality. The correlation was signifi-
cant only when the entire response set was analyzed. Analysis by nationality did not show a significant
correlation for any of the three most prominent nationalities of survey respondents. Regression analysis
showed that age and TChS are predictors of LoM. Hypothesis H2 is therefore confirmed for age. Younger
users who are conscientious about their device privacy and security settings are more likely to spend
money on personal security or feel more positively about doing so.
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KEY TERMS AND DEFINITIONS

HFI: Human freedom index; a numerical measure of the personal and economic freedom available
in a country. It is measured annually. The HFI is determined from an evaluation of over 70 different
indicators for each measured country.
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LoM: Loss of money; personal cybersecurity spending attitude and behavior; the willingness to buy
software products or services that enhance personal cybersecurity.

RtoEx: Reluctance to express; the reluctance to freely express oneself online or on the internet.

RtoExC: Reluctance to express due to concerns of possible consequences or safety; the reluctance
to freely express oneself online due to concerns of possible consequences or safety issues resulting from
the expression.

RtoExnonC: Reluctance to express when users are not reminded of possible consequences or safety
issues resulting from the expression.

Social Exchange Theory: A behavioral theory that seeks to explain the interaction between a per-
son and another person or entity. Its fundamental proposition is that the interaction is influenced by the
person’s evaluation of the interaction’s risks versus rewards.

TChS: Thinking about and changing settings; time considering two aspects of one’s ICT device —
contemplation of the device’s cybersecurity aspects and whether time is consumed specifically for the
checking and possibly changing of device settings that relate to security and privacy.

TMT: Too much time; the belief that cybersecurity risk amelioration requires excessive usage of
one’s time.
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Abstract: The Internet is a platform for free expression. However, the Internet's security and privacy risks may
cause users to be reluctant to express controversial viewpoints online. Some Internet users spend time on the
security settings of their devices and computers. They do this to mitigate the security and privacy risks. Users
may feel negatively about doing this. Users may be hesitant to express themselves online because risk mitigation
requires too much time. This has been examined in our prior research. We extend the research by applying it to
the antecedents-privacy concerns-outcomes (APCO) framework using an expanded data set that includes three
latent variables and the moderating effects of income, ICT expertise and gender. We analyze survey data, verify
the previous research, apply the APCO model, and verify our moderation hypotheses.

Keywords: Device Security, Privacy, Time Consumption, Online Expression, Device Settings, APCO model

1. Introduction

Many national constitutions including those of most western democratic states and all of the Gulf Cooperation
Council states (Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, and the United Arab Emirates) contain a provision
for guaranteeing "freedom of expression” (or a variant statement of similar intent) (Gelber and Stone 2017,
Dufty 2014). Indeed, the UN General Assembly (1948) has declared that freedom of expression is a universal
human right. The Internet is a global platform for free expression. The UN Human Rights Council (2016) has
resolved that unrestricted access to the Internet is also a human right. However, for users who use the Internet to
make controversial or provocative expressions, there are potential consequences. Such consequences may
originate from other participants and organizations that follow the communication (Baroni 2015; Cassidy 2017;
Jaschik 2014).

Users' concerns about such consequences may cause some users to be reluctant to express themselves freely
online. Users’ reluctance may correlate with their attitudes and behaviors with respect to addressing the security
and privacy aspects of their devices. More specifically, their reluctance to express themselves may also correlate
with their perception of and attitude toward the time that they spend addressing their devices’ security and
privacy issues. Previous research has not applied the relationship between online expression aspects and the
perception of time consumption used for device privacy and security issues to the APCO model. Neither has it
investigated the impact of income, ICT expertise or gender on the relationship. Users may be reluctant to
express themselves online because it takes too much time and effort to ensure their online safety. In the context
of devices, a device state that is perceived as ensuring sufficient online safety can result from a preferred
configuration of device settings for privacy and security. It can also mean a device setting to ensure anonymity.
The users may be aware of the various means for anonymity, privacy, and security, but believe that
implementation requires too much effort. They could freely express themselves online, but security and safety
concerns restrain their behavior. The tools and device settings to improve their cyber safety and security are
seen as requiring too much time to use. Thus, the reluctance persists.

Our main goals are to examine users' reluctance to express themselves in relation to their perceptions and
attitudes regarding the time they spend on their online security, and then to apply the results to the APCO
framework. This is relevant to online expression contexts, which include participation in social media. We
establish three latent factors: one for a reluctance to self-express online (RtoEx); one for a perception that
addressing privacy and security aspects of one's device requires an excessive amount, i.e., “too much,” of one's
time (TMT); and one corresponding to the usage of time to consider device cybersecurity and privacy settings
aspects (TChS). We then analyze and find the correlation among these latent factors as well as the correlation



between them and the demographic factors. We use the APCO model to assist interpretation. We also perform
linear regressions between latent factors, and between latent factors and the demographic factors.

2. Background

The tolerance of users to the amount of time spent waiting will vary according to the individual and the context
(Katz and Martin 1989). Chatzitheochari and Arber (2012) studied differences in free time between genders for
working people in the UK. In all cases, women had the same or less quantity of pure free time as men.
Moreover, womens' free time tended to be of lower quality and more subject to interruptions than mens'. During
Internet usage, a loading delay may be experienced with most mouse-clicks or screen taps. However, the need to
spend time waiting for a security software update process to complete varies. It may occur, e.g., weekly,
monthly, or with each session. The frequency is also dependent on such manual updates that the user performs.

In our prior study we found that users who believe that addressing their device security and privacy issues
requires excessive time will be more reluctant to express themselves online (Rauhala et al. 2019a). We have also
found that users who tend to be reluctant to express themselves online also tend to have a positive attitude
toward spending money for personal cybersecurity protections (Rauhala et al. 2019b).

As a result, excessive non-ideal time consumption can be considered to detract from more desirable activities
and may lead to a bad opinion of the offerings for which one is waiting (Dellaert & Kahn, 1999). Excessive time
consumption can lead to a negative attitude toward attractive online content and activities, and even the
abandonment of them (Business editors, 2002; Anonymous, 2010).

There are also studies observing the impact of demographic factors, such as nationality and age, on Internet
behavior that are relevant to this study. Regan et al. (2013) have evaluated attitudes toward information privacy
between age groups categorized by generation. Their analysis revealed a trend where older generations tend to
be less concerned than younger ones about wiretapping and data privacy. On the other hand, Tsai et al. (2016)
found that users' age, income, and education did not affect their "security intentions" (e.g., the intention to
download and update antivirus software, adjust browser settings, etc.). Chen et al. (2010) determined that
consumers with different levels of computer expertise have different preferences for attributes of shopping
websites. Cultural similarity (as measured by cultural distance (Hofstede 2001)) has been found by some studies
to affect decision-making in various ways. One such way is in the selection of target countries for market
expansion by software firms (Jones and Teegen 2001; Rothaermel et al. 2006). However, other research has
found that other variables play a more important role in the selections (Ojala and Tyrvédinen 2007). Research
into culture-based differences in perception of risk for online shopping and other tasks has yielded conflicting
results (Sims and Xu 2012). Sims and Xu (2012) found no significant difference between British and Chinese
shoppers' perceived risk of online shopping despite those shoppers' differing cultural backgrounds. This
conclusion was against their expectations because of results from prior research that showed differences in
uncertainty avoidance between the two cultures (Hofstede 1980).

Researchers have observed differences between genders with respect to privacy concerns. Regan et al. (2013)
studied the differences between genders of different generations. They found that for most generations, females
are more disapproving of wiretapping than males. The same attitude pattern was seen for a belief that
government computer data is a "very serious threat" to privacy. Females generally more concerned about
privacy invasion via electronic means than males (Regan et al. 2013). Sheehan (2002), on the other hand, found
no significant differences between genders in terms of level of privacy concern.

An overarching research model has been proposed to enhance the development of privacy research. The model
is referred to as the Antecedents - Privacy Concerns - Outcomes (APCO) model (Smith et al. 2011). In the
model, antecedents can be defined as influential precursors that help to define the levels of privacy concerns for
a selected context. The contextualized privacy concerns are then investigated for their predictiveness of the
behavioral outcomes (or “changes of state”) under investigation. The ostensible purpose of the model is to help
researchers address the many possible antecedents and outcomes that can be identified when conducting privacy
research. Interested readers can find more details about the model in the referenced work. Variations of the
APCO macro model or models similar to APCO have been applied in other works, e.g., by Benamati et al.
(2017), Bandyopadhyay (2009), Sun et al. (2019), Zhang et al. (2013), Dinev et al. (2015), and Ayaburi et al.
(2019). Smith et al. (2011) have presented gaps in current information privacy research. Such gaps include the
need to address relationships between antecedents and privacy concerns and the privacy calculus stream in their
model. Benamati et al. (2017) have partially addressed this by examining privacy awareness, age, and gender as
antecedents in an applied model. Benamati, Ozdemir, and Smith used a construct of “privacy protecting



behaviors” with reference to Facebook. Their construct included scales of behavior for limitations of friending,
of posting, and of adjustments to settings that control the revelation of personal information. A basic diagram of
the model presented by Smith et al. is in Fig. 1.
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Fig. 1 Diagram of Antecedents->Privacy Concerns->Outcomes model (Smith et al. 2011)

Controversial expressions are those that arouse quarrel or strife or are marked especially by the expression of
opposing views (Merriam-Webster n.d.). As such, they may be interpreted as negative, hostile, or provocative.
Controversial expression in an online communications context is affected by certain factors. Such factors
include perceived anonymity and familiarity with other online community participants (Luarn and Hsieh 2014).
Luarn and Hsieh looked at how users expressed themselves in a lab-controlled virtual community. Different
online group communications contexts were replicated in the virtual community. Users were more likely to
share contentious thoughts when their names were hidden or when they were familiar with other members of the
group, according to the researchers. When users in the study were not anonymous, they were more reluctant to
express such opinions. This is consistent with Lowry et al.’s (2016) findings insofar as the expressions of
cyberbullying can be considered controversial. They also found that there was no effect of anonymity or
member familiarity on users' willingness to express non-controversial opinions.

Online expression may take the form of a hostile communication perceived by a reader to be personally directed
at him or her. Jane (2015) has commented on problems with existing research regarding hostile personal
communications, or "flaming." Jane states that an inordinate amount of research is predicated on preserving the
right of the expressor of hostile communication to make such communications. She argues that more attention
should be given to the consequences of the communication in those cases where there the recipient perceives
that he or she has been flamed. While we acknowledge that in many cases a controversial expression may be
strongly worded or hostile, and may be directed at an individual or organization who may perceive the
expression as offensive, we assert that free online expression has intrinsic value and significant societal
importance, and is thus worth preserving and encouraging. We agree with Jane's recommendation, but do not
address the ethical and legal aspects of controversial expressionism in this study.

Prior research shows that negative expressions are received differently than neutral or positive ones. Kwon et al.
(2013) studied communications and expressions in a messaging context. They examined the acceptability of



negative communications. They found that emotional expressions that accompany negative communications
were considered much less acceptable than emotional expressions in positive ones. Negative messages by their
nature are less welcome.

We expand prior research by investigating the correlation between perception of time consumption used for
addressing device cybersecurity and the willingness to express freely on the Internet. Since unpopular,
provocative, or negative expressions can result in unwanted consequences, Internet users may be reluctant to
express themselves because of concerns about such consequences. The users may want to express their opinions
anonymously. However, the time and effort that they spend on personal cybersecurity issues may further
discourage their controversial expressionism. Thus, issues related to device assessment and adjustment may be
concerns that relate to a reluctance outcome. Demographics may be antecedents to the concerns. We
hypothesize that users are more reluctant to freely express themselves online when they feel that they spend
excessive time on their devices’ cybersecurity and privacy aspects. We apply the hypotheses and results to the
APCO model. This is relevant to the users’ participation in online expression contexts that include social media.

3. Research model and theoretical framework

Users’ concerns about the possible consequences of their online expressions may reduce those users’ intent to
express. The potential consequences can lead users to protect themselves by performing certain actions. Among
these actions are the consideration and possible adjustment of settings on their device. The purpose of the
consideration and adjustment is so that the users will, as a result, be less vulnerable to the consequences
mentioned above. Such consideration and adjustment necessarily consume users’ time. We examine users'
expression reluctance in relation to their perception and attitude about the time that they dedicate to their
devices’ security and privacy settings.

Time is quantifiable; however, humans’ attitudes or perceptions about the utility or quantity of their expended
time are more difficult to measure. Ancona et al. (2001) have described a temporal conceptualization category
that they call "actors relating to time." This category includes temporal perceptions and temporal personality.
Concerning temporal perceptions concept, the responses from our respondents about their perceptions of time
usage may be affected by the "novelty of time" effect, as described by Butler (1995) and by "time in retrospect"
effect (Hicks et al. 1976). The time in retrospect effect can cause a user to overestimate the length of a period of
time if it was one in which the user was occupied by activities. Applying the concept to our study, we say that
users who believe that addressing device security settings or notifications takes too much time may have had to
perform much activity during such periods. Thus, the time in retrospect effect could cause them to remember a
required time(s) as taking longer than it did.

Similarly, if the user experiences the adjustment of device security and privacy settings as unique or different,
the experience will be more memorable. Responses influenced by novelty-of-time effect would help the
accuracy of survey responses. Responses influenced by time-in-retrospect effect may not be accurate in their
assertion of excessive time consumption, but what is most important for our purpose is the belief or perception
of the user about the time. We seek the relationship between the attitude of the users and the outcome, not
between the objective quantity of time and the outcomes. Our model uses two latent factors for these
perceptions of time. One factor measures the perception that addressing device security and privacy aspects
requires excessive time (or “too much time”). The factor includes indicators that account for a negative effect on
the device usage experience. The other factor measures whether the user has contemplated the security and
privacy characteristics of his/her device. It also measures whether he/she has checked and possibly changed the
device security and privacy settings. Indicator questions corresponding to these factors (Appendix, Table 11)
were implemented in a survey. The survey responses established the factors. The resulting latent factors are
denoted as TMT (from “too much time”’) and TChS (from Thinking about and Changing Settings), respectively.

We verify three factors to be used in the model:
Reluctance to Express (RtoEx): reluctance to freely self-express online

Too Much Time (TMT): the perception that cybersecurity risk amelioration requires excessive usage of one’s
time



Think Change Settings (TChS): time considering two aspects of one’s ICT device — contemplation of the
device’s cybersecurity aspects and whether time is consumed specifically for the checking and possible
adjustment of device settings that relate to security and privacy.

Users may not enjoy dealing with their device’s security and privacy settings. The effort to understand and
possibly adjust the settings may reasonably be seen as necessary by many users. They have been made aware of
online risks such as hacks, viruses, malware, and surveillance by various media. Thus, considering and adjusting
their device security settings has become effectively obligatory — like fastening a seat belt. The user may have a
negative experience when taking the time to do it. The user may even hyperbolically discount the benefits of
changing settings to implement protections as “this is a waste of time” or “this takes too much time,” and thus
immediately avoid exposing themselves to the risks of making controversial expressions. Such a case may be
represented by a “naif” user as described in an economics behavior model proposed by O’Donoghue and Rabin
(2000). They compensate by a (perhaps short-term) decision to refrain from freely expressing themselves online
as an alternate way to avoid the risks and the cost in time of adjusting the settings. IL.e., the benefits of settings
adjustment are spread over time, but non-adjustment combined with non-disclosure of controversial expressions
has the immediate and continuous benefit of the avoidance of risks and hassle. In the case of a naif user, he may
wrongly assume that he will not want to have secure settings in the future either. This “privacy paradox” of the
misalignment of privacy intentions and behaviors has been noted and discussed by Acquisti (2004), and time
displacement of risk has been researched by Smith et al. (2011) and others. The cases of temporally
differentiated user preferences have been studied by O’Donoghue and Rabin but are not addressed in the present
work. Together with RtoEx, the TMT and TChS factors are an attempt to measure these attitudes and
perceptions in our theoretical framework.

The statistical relationships between the three factors may differ across demographic groupings. Groupings
considered in this study are those of income, level of ICT expertise and gender. We investigate potential
differences.

Our study uses the APCO research model defined by Smith et al. (2011) as a modeling framework. Variations of
the APCO macro model or models similar to APCO have been applied or proposed in other pertinent works in
the field, e.g., by Benamati et al. (2017), and by Bandyopadhyay (2009). Smith, et al. (2011) have presented
gaps in current information privacy research. Such gaps include the need for addressing relationships between
antecedents and privacy concerns, and for the privacy calculus stream in their model. Our work will help to
address these. The model may be applied to our research in the following way. As antecedents, we apply ICT
Expertise, and Income. The TChS construct is positioned as a "Privacy Concern" influenced by the antecedents.
We assert that TChS is a behavioral manifestation of Privacy Concerns. For TMT in the "privacy calculus"
construct, we presume that the required time for proper adjustment of privacy and security settings is seen by the
user as a precondition to freely expressing themselves online, and that it invokes a risk/benefit analysis from
him. Moreover, that such adjustment of the settings is judged by the user to require excessive time.

Finally, RtoEx is the measured outcome construct. By way of comparison to Bandyopadhyay's 2009 theoretical
framework, our RtoEx variable may be considered a variation of both 1. Refusal to provide personal
information, and 3. Refusal to use the Internet. Bandyopadhyay's framework has implications for online
marketers (Bandyopadhyay, 2009), while our application presumes implications for individuals' online
expression. In our variation of the framework, there is one outcome - a reluctance to freely express oneself on
the Internet.

4. Hypotheses development

We attempt to ascertain causality using the three baseline criteria of Antonakis et al. (2010), those being (to
paraphrase) temporality, correlation, and exclusion of other causes. To establish the necessary temporal
relationship between the latent variables, we present that the questions in the survey regarding time usage
precede the questions regarding a reluctance to express. Hence, there is an acute temporally ordered reminder to
the respondent of time consumption used for settings adjustments, before the questions about online expression.
The other argument for the proper temporal relation is that the pragmatic user will initially tend to customize or
adjust their PC or connected device features and settings before initially using the device. Our prior
investigation (Rauhala et al. 2019a) found that most users check and adjust the security and privacy settings of
their devices prior to initial use. In addition, many devices and operating systems, such as Android devices, will
initially prompt the user to make choices for their settings during first use. The settings include ones for privacy



and security. For example, the user is asked whether to enable location services and to choose a PIN for locking
their device.

Moreover, users who are aware of “revenge hacking” (Branigan 2011) may be motivated to make adjustments to
their privacy and security settings preventively. Such adjustments would help to protect against revenge
hacking. The action may be especially necessary prior to making a controversial or provocative expression
online. Controversial or provocative online expressions have been the cause of various retaliatory acts. The
Internet is often used to commit the retaliation. The second criterion is established upon analysis of the data. The
third condition is more difficult, as, by nature, any study is limited in the factors and variables that are elicited
by data gathering or by analysis. No study can consider or analyze every possible causal factor of an effect. In
this work, we may only assert causality to the extent that the analyzed elicited variables and factors have been
included in our analysis. Between Antonakis et al.'s criteria and our discretion, we believe there are reasonable
grounds to assert that there is some directional causality between the factors discussed.

TMT and RtoEx

Users' may experience frustration with excessive time consumption that is used to perform tasks or to wait for a
desired outcome. Prior research has shown that excessive time consumption can lead to a negative experience or
negative perception of the service for which the waiting is done (Dellaert and Kahn 1999). Prior research has
shown that users may abandon websites if their loading times are excessive (Anonymous 2010). Self-disclosure
online is usually done after consideration, or when parameters, as defined in social exchange theory, are
believed to be acceptable by the user. In micro-blogging, for example, such parameters as the potential to build
relationships, and trust in the service provider are important considerations for self-disclosure (Liu et al. 2016).
Prior research has shown that users may abandon websites if their loading times are excessive (Anonymous
2010). Bandyopadhyay (2011) has theorized that privacy concerns may cause users to be unwilling to use the
Internet altogether. Considering TMT as a privacy calculus in the APCO model, it is plausible that the user
makes a consequentialist tradeoff of settings-adjustment time cost and online expression benefit (Fig. 2). Such a
tradeoff can result in a user refusing or being reluctant to controversially express themselves, rather than making
adjustments to privacy and security settings as a precondition for the expression. We believe that the
combination of the abovementioned factors (pre-existing reluctance, or requirements for correct conditions
before the self-disclosure of sensitive personal information; and the impact on users of temporality-induced
frustration with securing their devices) lead to correlation or causality between TMT and RtoEx.

HI: TMT will positively correlate with RtoEx.
TChS and RtoEx

Consumers consider and possibly change their device security privacy settings. It is reasonable to assume that
they do so because they are aware of security and privacy risks that come with engagement in online activity.
We assert that the same consumers are also more likely to be aware of the risks associated with expressing
controversial viewpoints in an online context. Thus, there could be correlation or causation between TChS and
RtoEx.

H?2: TChS will positively correlate with RtoEx.
TChS and TMT

Users who adjust their device security and privacy settings do so to protect their privacy and security online.
Users generally adjust such settings due to an obligation to their safety. Such users judge that performing such a
task can reduce potential security and privacy risks. While many users may become accustomed to and accept
such necessary precautions as a benign "part of life," some may resent that such extra actions are necessary to
use the Internet. Using the Internet has become a significant and even essential part of modern living. It is
required in order to perform many transactions, such as those for banking. For many activities, few or no
reasonable alternative transaction methods exist. Therefore, users cannot easily opt-out of using the Internet.
Thus, users may choose to adjust their security and privacy settings though they would prefer to do something
else. They make the choice because they are aware of cyberthreats to their computer or device. Their choice
may also be motivated by privacy concerns - that excessive personal information may be exposed and abused.
The adjustment of security and privacy settings can be recognized by users as a practical obligation. As the task
is done due to obligation rather than preference, users will have a higher tendency to experience the time



expenditure for the task negatively. Finally, users should not prejudicially feel TMT if they have not considered
and possibly adjusted the settings.

H3: TChS will positively correlate with TMT

ICT expertise, Income and Gender,and TChS

ICT expertise, Income and Gender are hypothesized antecedents to the TChS concern. Tsai et al. (2016) found
no correlation between income or education, and "security intentions." A user’s loss risk increases with their
wealth. Therefore, a wealthier user should have a higher motivation to act to reduce risks to their assets. We
hypothesize that income will positively correlate with TChS. ICT expertise can increase risk-awareness in the
online environment. Thus, we believe that the ICT expertise antecedent will positively correlate with TChS.
Regan et al. (2013) found the females were generally more concerned about privacy threats than males for the
scenarios in their study. Other research has found that females are less willing than males to disclose sensitive
information when reminded of the Internet’s privacy risks (Beaussart and Kaufman 2013). In light of these
previous findings, gender should correlate with TChS. Taking a contrarian position, there are well known
disparities between the sexes in representation in ICT education and in ICT skills confidence (European
Commission 2019; Girl Scout Research Institute 2019). TChS involves making settings adjustments to an ICT
device. Therefore, we may not be surprised if males will have the higher tendency to engage in this activity,
despite females’ greater concern for privacy.

H4a: ICT expertise will positively correlate with TChS
H4b: Income will correlate positively with TChS
H4c: Gender will correlate with TChS

Moderation effects of ICT expertise, income and gender on H3

We investigate the moderating effects of the antecedents on H3. We may expect that users with higher levels of
ICT expertise will be more familiar with making adjustments to security software and to device security and
privacy settings. As a result, they should be able to make the desired changes to the settings more easily and in
less time than users with lower levels of ICT expertise. Hence ICT expertise should negatively moderate H3.
Burchardt (2010) has examined the relationship between available free time and income for UK residents. The
income earned by working was found to be associated with available free time. Generally, as the subjects’
earned income increases, their available free time decreases (Burchardt 2010). Respondents with less free time
should be relatively more restrictively conscientious about using their time. We believe Burchardt’s work can be
extrapolated to our target population, and so income should positively moderate H3. Chatzitheochari and Arber
(2012) studied differences in free time between genders for working people in the UK. In all cases, women had
the same or less quantity of pure free time as men. Moreover, womens' free time tended to be of lower quality
and more subject to interruptions than mens'. Given these gender differences, we assume that women will place
a higher premium on their time. Hence, gender should moderate H3.

H5a: ICT expertise moderates H3.
H5b: Income moderates H3.
H5c: Gender moderates H3.

Moderation effects of ICT expertise, income and gender on H2

Female citizens of the EU have been underrepresented in ICT education (European Commission 2019). Girls
have been found to have less confidence than boys when it comes to their ICT skills (Girl Scout Research
Institute 2019). Therefore, we expect that female respondents may have less confidence in their contemplations
of their device security and privacy settings. They should also have less confidence in making adjustments, and
in any protective effects that such adjustments may produce. Consequently, gender should moderate H2. Nugent
et al. (2016) have reported that individuals (across multiple religions) with higher incomes tend to have more
interest in engaging in political activity and a greater belief in the importance of free speech. We expect that
income should positively moderate H2. Users with more ICT expertise should be able to adjust their settings
more effectively than those with less expertise. They should also be more aware of the actual security and
privacy threats on the Internet. Users with more ICT expertise should be able to mitigate such threats



appropriately. Hence, they should be less reluctant to express themselves, and ICT expertise should moderate
H2.

Hé6a: 1CT expertise moderates H2.
H6b: Income moderates H2.
Ho6c: Gender moderates H2.

Moderation effects of ICT expertise, income and gender on H1

We investigate the moderating effects of the antecedents on H1. Burchardt (2010) has examined the relationship
between available free time and income for UK residents. The income earned by working people was found to
be associated with available free time. Generally, as the subjects’ earned income increases, their available free
time decreases (Burchardt 2010). Users with higher incomes are busier and have a more limited time budget.
They should be more restrictively conscientious about using their time. Income should moderate H1. Prior
research has shown that women tend to have less free time than men (Chatzitheochari and Arber 2012), thus it
may be expected that women may be more discriminating in how they use their time. Regan et al. (2013) found
the females were generally more concerned about privacy threats than males for the scenarios in their study.
Other research has found that females are less willing than males to disclose sensitive information when
reminded of the Internet’s privacy risks (Beaussart and Kaufman 2013). Therefore we would expect gender to
moderate H1. ICT expertise is not expected to moderate H1. H7a is nonetheless included for exploration.

H7a: 1CT expertise moderates H1.
H7b: Income moderates H1.
H7c: Gender moderates H1.
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S. Study design — Indicators for latent factors

The latent factors’ values were measured by sets of indicator questions in a survey. The survey was designed
with potential indicator questions and implemented in a prior study (Rauhala et al. 2019a). The survey questions
were reviewed and validated during the previous study by the co-authors. Other researchers were also consulted
for guidance on survey methods and other survey issues. Such issues included common method bias. The
indicator questions were administered to survey participants. Each question permitted a response along a five-
point Likert scale ranging from “strongly agree” to “strongly disagree.” TMT was established with five
questions to assess respondents’ perceptions that excessive time is necessary for addressing their devices’
security and privacy issues. The questions also assess their perceptions that the time they have used for the
issues has detracted from the time that was intended for other tasks. Three questions are used to establish TChS.
They assess whether the user has contemplated their devices’ privacy and security aspects, and whether they
have adjusted privacy and security settings on their device. Cumulatively, we suggest that the five TMT
indicator questions can gauge whether a respondent spends time contemplating and actively addressing their
devices’ security and privacy aspects but that he or she feels negatively about doing so. The respondent feels
that the amount of time required is excessive and detracts from preferred activities for which time would
otherwise be used.

Previous research has investigated various benefits of and implications on online expression. Shen and Liang
(2015) measured the willingness to express opinions online by way of a web forum’s view/reply ratio. Other
researchers have done similar assessments by asking users how likely they would be to express their opinions in
specified online scenarios using a 0-10 or 0-100% scale (Stoycheff 2016; Ho and McLeod 2008). Hayes et al.
(2005) established a self-reporting tool consisting of eight five-point Likert questions to measure willingness to
self-censor. Hayes et al.’s tool's questions do not specifically measure self-censorship on the Internet, but rather
in the general social context. Our research model defines reluctance to freely express oneself on the Internet, or
RtoEXx, as a latent factor. RtoEx is used for analyzing responses to a set of indicator questions (Appendix, Table
10) asked in a survey. This factor allows for the performance of various analyses against other variables and
factors.

Questions for the RtoEx variable ascertain the attitude of respondents toward hypothetical scenarios of their
posting controversial content online. Such content can include provocative opinions or artwork. The question set
includes one question to ascertain their attitude toward using electronic methods vs. face-to-face communication
when discussing a sensitive topic with a friend. We suggest that the responses to this question set can convey the
level of the respondents' reluctance to express themselves using electronic methods, including the Internet.

To gather data, a survey was administered over the Internet in the form of a Web questionnaire to a population
composed mainly of university students and working adults.

A typical challenge in observational studies is making an account for common method bias. We use a multi-trait
single method approach. The cross-sectional study was implemented with an Internet web-based survey. The
survey was accessed with a URL that was provided to potential respondents. Some sources of common method
bias pertinent to our data gathering method include common scale properties, question ambiguity, and social
desirability in wording. We attempt to account for these and other biases as follows.

The questions for individual factors (traits) in our survey were grouped together. The questions on "time spent”
were temporally spaced before the questions on "reluctance to express." We believed that grouping of the factor
questions together would help the respondent to better ponder the question's topic so that they would be
cognitively prepared to answer the subsequent questions about the same factor more accurately. The respondent
had the opportunity to ponder the questions without an intermittent clearing of his or her short-term memory by
the distraction of new unrelated questions. It was believed that this, in turn, would lead to more accurate, or at
least not less accurate, responses to the questions. Research supports the grouping of related survey questions
for improved results (Krasnick and Presser 2010), as do companies that specialize in online surveys (Hillmer
2019; SurveyMonkey 2020).

The questions intended to collect responses on latent factors do have a common scale. Each is a five-point Likert
scale. This may lead to some bias resulting from the common scale property. The questions' wordings, however,
are designed to be maximally clear and unambiguous. The questions on factors are in the form of hypothetical
scenarios or opinions with which the respondent agrees or disagrees according to the scale. There are some



direct questions to gauge respondents' demographics, and these have little room for ambiguity. For other direct
questions, we are interested in the respondents' perceptions. Many prior works have shown that perception is
more important than objective measures in influencing the decisions and behavior of people. Studies by
Bhattacharya et al. (2014), Clarkson et al. (2010), and Tormala et al. (2006), to name a few, have shown this
phenomenon in a variety of contrived and real-world settings.

The social desirability bias should not be a factor in our data. The survey was anonymous, and thus there should
not be a reason for respondents to choose their answer with this bias.

We do not anticipate ability factor bias in our data. Our survey was administered in English, and the respondents
who are not native English speakers are mainly university students. The ability to understand the questions does
not require specialized technical knowledge or complex abstract thinking.

We address the motivational factor with an attempt to improve response accuracy. The survey is voluntary and
anonymous, and addresses timely topics that affect most people; those being cybersecurity and self-expression
online. The university students in Finland (approximately 130 respondents) were invited to take the survey with
a notice that doing so would make them eligible to enter a prize drawing. Because the survey was anonymous,
there were no individually attributable social consequences of the responses, and consequently, a respondent
should not have a desire to provide a socially acceptable response. Moreover, the nature of the questions is such
that there is little or no context for "socially acceptable" responses. In these ways, the bias due to motivation
factors is mitigated. We also provided an announcement email containing the survey invitation. The email
contained a brief introduction to the survey topic. The first page of the survey was an introductory "welcome
page" that contained instructions, a brief description of the questioning style and how the responses would be
used, a reminder that the survey was anonymous, and that inexact responses would be acceptable. The page also
contained an optional initial free-form text field to allow respondents to write the first thing that came to their
mind upon hearing the term "Internet security and privacy." This brief initial "brainstorm" was hoped to have a
motivational effect. It was also hoped to have an initial stimulatory but neutral priming effect on the
respondents. In psychological terms, the sought effect may be considered positive priming or semantic priming.
The respondents would begin filling the survey primed with their initial and unfiltered "gut reaction" to the
topic.

To mitigate task factors bias, we tried to avoid presenting long, complex, and abstract questions. We also tried
to minimize ambiguity. Every point of the response scale is labeled, and not just the endpoints (Krosnick 1991).
We also implemented methodological separation of the questions. The respondents were not allowed to return to
previous answers they had already provided. Only four questions at a time were visible to the respondent. The
survey did not permit respondents to move back during the survey to check their earlier responses. This
restriction partially prevented them from using their previous responses as a basis to provide consistent
responses or responses that would be consistent with a perceived implicit theory. This separation also
simultaneously mitigated method bias caused by proximity effect. Thus, the potential for task factor bias was at
least partially mitigated. Stylistic response bias was mitigated by varying the wording between questions on the
latent factors.

During the design and administration of our survey, we attempted to address applicable psychometrics issues as
described by DeVellis (2003).

In developing our survey scales to measure TMT, we used a five-step Likert scale ranging from strongly
disagree to strongly agree. We believe the range should adequately measure the gradation in the feelings of
respondents about the question. Aside from the previously mentioned prior research, the measurement and
application of the TMT construct we have described have limited or no existing theoretical basis. Thus, we
propose the construct of TMT with a corresponding scale as described herein.

The multi-item scales were designed to be specific to the usage of time for the task, and whether the attitude
about such usage may be negative. The negative attitude may result from the required time being excessive,
from a resulting interference with preferred activities, or from both. The items were designed with a level of
specificity to minimize crossover into related constructs, or into unpredicted constructs that were not intended to
be measured.

The question items were brainstormed into a pool from which the most appropriate items were selected for the
constructs. Multiple items were selected for each construct. The items have different wordings to qualify as
separate questions and are non-trivially redundant. We attempted to avoid making the items too lengthy or



difficult. The items were designed to measure the same construct within the scale. Readability analysis was
performed on the indicator question sets for each latent variable. The questions for each latent variable were
combined into a block for analysis. The RtoEx questions have a 12" (Flesch-Kincaid) or 9" (Dale-Chall) grade
readability level.! The TMT and TChS questions have a 9" (Flesch-Kincaid) or 12" (Dale-Chall) grade level.
Thus, the questions should be readily understood by those respondents with an education equivalent to that of an
American high school graduate. The differing results between the Flesch-Kincaid and Dale-Chall analyses
between our scale sets may show problems in applying either to a scale questions setting. This issue is left for
other researchers to investigate.

The final developed scales are a 10-item scale for RtoEx, a three-item scale for TChS, and a five-item scale for
TMT. Our design is validated by the good internal consistency reliability, as indicated by the values of the
reliability parameters presented later.

6. Sample

Our sampling frame (Table 1) was a number of Internet users consisting of students at the University of
Jyvaskyla in Finland, and of general populations with access to the Internet in Finland, the United States and
Israel. 265 responses have been obtained. 131 are from Finnish nationals. The respondents from Finland and
Israel are mainly university and college students. The respondents were mainly 15-36 years of age, whose
annual income is a maximum of 20,000 euros or US dollars. For Table 1, the scales' means for ICT expertise are
shown. ICT expertise was assessed with a combination of four questions. The questions addressed self-
assessment of skill in ICT, years of ICT training, hours of daily use of ICT technologies, and years of having
used ICT technologies. The responses were transformed and averaged. The ICT expertise of most respondents is
high, with an estimated level higher than 3.3 on a 1 (lowest) to 4.5 (highest) scale. Our target population is
Internet users of any age (or at least aged 15 and older, the lower age limit in the respective survey question)
who reside in western-style democratic societies. We suggest that our survey data enables the inference to this
target population. However, the sample size and broad target population mean that our results will have some
coverage error.

! Grading is based on the U.S. educational system. 9" — 12" grades are U.S. high school level.



Table 1 Sample profile

Variable Percentage
Gender
Male 57.4
Female 42.6
Age
15-25 36.6
26-36 32.5
37-44 14.3
45-54 10.2
55-64 4.9
>65 1.5
Annual income (euros or US dollars)
<4,999 27.5
5,000 - 19,999 24.5
20,000 - 39,999 18.9
40,000 - 59,999 11.3
60,000 - 79,999 7.5
80,000 - 99,999 3.4
> 100,000 6.8
Nationality
Finland 49.4
USA 23.8
Israel 19.2
other 7.6
ICT expertise (mean score from scales, 4.5 highest - 1.0 lowest)
>3.8-4.5 23.0
>3.1-3.8 41.6
>2.4-3.1 30.5
>1.7-2.4 4.8
1.0-1.7 0.8

We extracted the latent components from responses to the survey questions by using an Exploratory Factor
Analysis with varimax rotation. The results confirm the two components TMT and TChS. The TMT and TChS
responses are differentiated by a perception that addressing security issues takes too much of one’s time, or by
the mention of security issues detracting time from preferred tasks (Appendix, Table 11). Thus, the three
resulting latent factors are RtoEx, TMT, and TChS.

To check the adequacy of the data sample, we run a Kaiser-Meyer-Olkin (KMO) test. We also perform a
Bartlett's Test of Sphericity to ensure that at least two of the intended factors are correlated. The results (Table
2) show that the data sample is adequate and is suitable for subsequent factor analysis.

Table 2 Results of tests for data sample adequacy
KMO Measure of Sampling Adequacy 788
Bartlett's Test of Sphericity, sig. .000

The communalities of the factor loadings are analyzed and checked. Table 3 presentTable 3s the results, and
they indicate a sufficient reliability of the analysis.

Table 3 Factor analysis reliability - communalities

Factor Communality range Mean
RtoEx .269 -. 630 532
TChS 429 -.715 .595
TMT 489 -.623 558

We perform a Spearman correlation analysis on the responses to the indicator questions for the three factors.
There is a high correlation between the responses within the three groups. For the responses to the RtoEx



questions (Appendix, Table 10), the lowest correlation is .241, and the highest is .697. Both results are three-star
significant at the .001 level (two-tailed). For the TMT questions’ responses (Appendix, Table 11), the lowest
two-tailed correlation is .222 (three-star) and the highest is .695 (three-star).

Similarly, for TChS (Appendix, Table 11), the lowest two-tailed correlation is .314 and the highest is .497, both
three-star significant. Based on these correlations, the factor analysis results, and the previous reliability and
sample adequacy tests, we used the means of the responses for each set of indicator questions for our primary
analysis. The mean values of the responses to the indicator questions were used as representative values of the
corresponding latent factors. To evaluate the unidimensionality and reliability of our constructs, we used SPSS
statistical software to calculate the Spearman correlations as well as the Cronbach’s alphas (Table 4). The results
indicate strong unidimensionality. The Cronbach’s alpha values show an acceptable to good reliability for the
constructs’ indicators.

Table 4 Spearman correlations (two-tailed significance at 0.01 level) between indicator question responses for each latent
factor; mean correlations; and Cronbach's alpha

Latent Factor Minimum Maximum Mean Cronbach's Alpha
RtoEx 2 69T HAX 434 .860
TChS 314%%% A9T7HAX 408 .676
TMT 222 695 HH* 406 768

The factor loadings for the indicators are reported in the Appendix (Table 12, Table 13 and Table 14).

7. Results

We perform a Pearson correlation analysis between the three factors RtoEx, TMT, and TChS using SPSS
software. The results in Table 5 show a significant positive correlation between a reluctance to express oneself
online and a long-perceived time spent on setting device security settings (.238**). On the other hand, there is
no significant correlation between the factors RtoEx and TChS, with TChS representing the usage of time for
thinking about device security settings. Hypothesis H1 is thus confirmed, and hypothesis H2 is rejected. A
positive correlation of .179**, p=.003 was found for TChS and TMT, thus confirming H3. Table 6 shows the
results of the factor analysisTable 6.

Table 5 Pearson correlations between RtoEx and TMT and TChS. Two-tailed significances: * to .050 level, ** to .010
level, *** to .001 level

n=265 Device security/privacy takes | Spend time thinking about and
“too much time” (TMT) changing settings (TChS)
RtoEx 238%** .067

Table 6 Correlations between the latent variables, percentage of variance explained and eigenvalues

Latent variable RtoEx TMT % of variance Eigenvalue
RtoEx 1 238H* 28.121 4.499
T™MT 238H* 1 15.868 2.539
TChS .067 179%* 11.212 1.794

H4a is also confirmed with a weak positive correlation between ICT expertise and TChS (p=.055) (Table 7).
H4c is confirmed with a significant correlation between gender (male respondents) and TChS. No significant
correlation was found between income and TChS (0.025, p=.684); thus, H4b is rejected.

Table 7 Correlations between independent antecedents and latent variables



Independent variables TChS T™MT RtoEx

ICT expertise 118 .100 .048
Income .025 159%* 101
Gender 208%** .107 214%%%

The moderating effects of the demographic variables for H4 were analyzed in a regression analysis on HI.
Gender and income moderate H1 (adjusted R-squared .118, p=.000). Women and those with higher incomes are
more likely to be reluctant to express themselves online if their device privacy and security settings require
excessive time to address. Regression was also performed on the antecedents against H2 and H3. Income and
gender were found to moderate H2 (adjusted R-squared .072, p=.000). For regression of the antecedents against
H3 (TChs -> TMT) yieldeded an effect from income. TChS, combined with income, predicted some variance in
TMT (adjusted R-squared .049, p=.001). Users with higher income are more likely to decide, upon
consideration of their devices’ security issues (TChS), that the issues require too much time to address (TMT).
Table 7 shows the correlations between the antecedents and the concern factor and outcome factorsTable 7. The
results show a confirmation of H4a and H4c, and rejection of H4b, though income moderated H3 and ICT
expertise did not.

Figure 3 presents the results in the applied APCO modelFig. 3. Table 8 presents the percentage of respondents

tending to agree with TMT, TChS, and RtoEx. Perhaps strikingly, more than half of all respondents are reluctant
to make controversial expressions online, with almost two-thirds of female respondents being reluctant.

Table 8 Percentages of respondents who tend to agree or strongly agree with TMT, TChS, and RtoEx

N=265 Overall addressing security | Overall spend time thinking about | Reluctant to express
and privacy aspects takes | device security and check/change | online (RtoEx)
too much time (TMT) settings (TChS)
Overall 30.64 59.6 57.7
Male 329 67.8 52.0
Female 274 48.7 65.5
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8. Discussion

Researchers (Smith et al. 2011; Bandyopadhyay 2011) have proposed variations of the APCO model to improve
privacy research. Smith et al. (2011) identified gaps in the research based on their review of existing privacy
research and its common modeling. Since then, some research has been performed that addresses some of the
gaps (Benamati et al. 2017; Zhang et al. 2013; Sun et al. 2019). Our work contributes to the understanding of
privacy research by showing relationships between the antecedents of income, ICT expertise and gender; TChS,
TMT calculus, and RtoEx outcome. The privacy concern in our application of the model is represented by the
latent construct of "thinking about and possibly adjusting security and privacy settings," TChS. We found that
income antecedent has a moderating effect on the TChS -TMT correlation. Upon TChS, those users with higher
incomes are more likely to experience TMT. Despite our expectations, no such moderating effect was found
from ICT expertise. ICT expertise was positively correlated with TChS but did not moderate the relationship
between TChS and TMT (H3). We observed that income and gender moderates Hl. Women and those with
higher incomes are more likely to be reluctant to express themselves online if their device privacy and security
settings require excessive time to address. H7b and H7c are confirmed. ICT expertise did not moderate H1, so
H7a is rejected.

In this study we used three latent factors; one for RtoEx, a reluctance to self-express online; one for TMT which
corresponds to a perception that an excessive amount of one’s time is necessary for handling the security and
privacy aspects of one's device; and one for TChS which corresponds to time being used for considering device
cybersecurity and privacy settings aspects. The factor analysis on the responses to the indicator statements
validated our constructs.

Our second goal was to determine the correlations between the factors as well as the correlations between these
factors and the two demographic factors. For the 265 responses from our initial survey, the factor correlations
between TChS, RtoEx, and TMT were determined as were the correlations between the antecedents and TChS.
We found that RtoEx and TMT are positively correlated. A linear regression was also performed on the privacy



concern factor TChS and the TMT outcome factor against the RtoEx outcome. The analysis showed that TChS
does not moderate TMT against RtoEx. Regression was also performed on the antecedents against H3 (TChs ->
TMT). We noted an effect from income. TChS, combined with income, predicted some variance in TMT.

Our findings are in agreement with Tsai et al.'s (2016) findings in that income was not correlated with TChS.
TChS is our defined manifestation of “privacy concern.” We did find that ICT expertise was weakly correlated
with TChS. Users with more ICT expertise are more likely to TChS. This may be unsurprising in light of the
work by Chen et al. (2010), who found that users' preferences for the attributes of shopping websites vary with
their levels of computer expertise. Gender was also significantly correlated with TChS thus confirming H4c.
Male users are more likely to contemplate and subsequently adjust their device security and privacy settings.
This finding has congruency with the statistical data reported by European Commission (2019) and with the
research of Girl Scout Research Institute (2019). They found that females are underrepresented in ICT studies
(European Commission 2019), and that girls are less confident in their ICT skills than boys (Girl Scout Research
Institute 2019). On the other hand, we might have expected that female respondents would be more willing to
change settings if they have the necessary skills and the confidence in their skills. This expectation could be
inferred based on findings from Regan et al. (2013) and Beaussart and Kaufman (2013).

We found that ICT expertise is weakly correlated with TChS. Sheehan (2002), on the other hand, did not find a
significant relationship between intensity of computer usage and privacy concerns. One explanation could be the
increase in cyber security awareness in consumers since the time of Sheehan’s study.

Gender, in combination with income, was found to moderate H1, confirming H7b and H7¢c. The H1 moderation
effects of gender and income may be explained by the findings of Chatzitheochari and Arber (2012), Burchardt
(2010), and Beaussart and Kaufman (2013). Income and gender also moderated H2, confirming H6b and Hoéc.
This is consistent with findings from Nugent et al. (2016), who reported that individuals (across major religions)
with higher incomes tend to have more interest in engaging in political activity and a greater belief in the
importance of free speech. The European Commission (2019) and Girl Scout Research Institute (2019) have
reported on the ICT education and confidence disparity between genders. Regan et al. (2013) and Beaussart and
Kaufman (2013) have reported on the privacy concerns and sensitive disclosure tendencies of females,
respectively. Lower ability and confidence to address ICT device settings, and a higher concern about privacy
are consistent with our findings.

Zhang et al. (2013) applied the APCO model using CFIP (concern for information privacy) as a proxy for
privacy concern. They found that income is not correlated with CFIP in a mobile-commerce context. Our result
(income is not found to correlate with TChS) may be consistent with Zhang's finding that income is not
correlated with CFIP. We have asserted that TChS corresponds to users' privacy concerns for the purpose of
applying the APCO model.

In other previous research applying the APCO model (Sun et al. 2019), mutual online expressions with other
social media users over a popular topic (i.e., "hot topic interactivity") has been modeled as an antecedent,
agnostic of the controversy of the topic. Sun et al. found that the number of times online shopping per month
(this can be construed as “more time spent on the Internet”) had a positive impact on information disclosure
behavior (BID). In Sun et al.’s work, BID includes posting personal photos, and personal income information.
This subset of BID information is sensitive but not necessarily controversial. Insofar as RtoEx has a negative
correspondence with Sun’s BID, and monthly frequency of online shopping can correspond with ICT expertise
(our survey’s questions for the ICT expertise construct included a question on the number of years using ICTs
and on how many hours a day one uses the Internet), our results differed from Sun et al.’s.

Our earlier work showed a correlation of age to RtoEx (Rauhala et al. 2019b). Sun et al. (2019), on the other
hand, found no significant relationship between age and information disclosure. We found no significant
correlation of Income and ICT expertise to RtoEx. We have found age to be correlated with TMT, but not with
TChS (Rauhala et al. 2019a). This can be considered agreement with Benamati et al. (2017), who found only
marginal correlation between age and CFIP (concern about information privacy). Our prior work found that age
also moderates the relationship between TMT and RtoEx (Rauhala et al. 2019a). In this study that uses an
expanded data set, income was also found to be correlated with TMT, and ICT expertise was found to be weakly
correlated with TChS. We have considered the temporal time-in-retrospect and “novelty of time” effects of user
perceptions, but such effects are believed to be insignificant to our work. We have shown correlations and
effects of the demographic variables income, ICT expertise and gender on an applied APCO model. It should be
noted that Benamati et al. (2017) included both limitations of making posts and of making adjustments to
Facebook settings into a single construct. In the present paper, we have differentiated and separated out



adjustment settings into our TChS construct. The scale for posting limitations has been encompassed by the
RtoEx construct.

The excessive time that was spent by one user may be more or less than the excessive time reported by another
user. Moreover, with subjective survey questions such as hours, there may even be cases where one respondent's
acceptable amount of time may be more than an amount that is considered "too much" by another respondent.
However, what is most crucial for TChS is that an amount of time was indeed used for thinking and changing
settings; and for TMT that the time spent on security and privacy aspects is judged to be excessive. We assume
that a reported excessive (or "too much") time in all cases will be more than an amount of time that the user has
deemed as acceptable.

Our results suggest a causal relationship between TMT and RtoEx. Using Antonakis et al.’s (2010) criteria
(temporality, correlation, and exclusion of other causes), we assert a temporal relationship by the order of our
survey questions and predecession of users’ initial device usage by configuration actions (Rauhala et al. 2019a).
We should also expect that users should be reluctant to make controversial expressions without cybersecurity
protections or privacy protections (e.g., anonymity). Liu et al. (2016) found that users prefer that certain trust
conditions should be fulfilled prior to self-disclosure of sensitive personal information. All other possible causes
of RtoEx cannot be excluded, but an attitude of TMT implies that the security and privacy settings cannot be
accomplished because of insufficient time. Therefore, it is reasonable that RtoEx should follow. TChS was not
correlated with RtoEx.

Though there was no correlation between income and TChS, it did moderate the relationship between TChS and
TMT (H3). A positive correlation was found between TMT and RtoEx (H1): users who experience TMT are
also more likely to experience RtoEx.

9. Limitations

Our study does not examine the effect of time management on the perspective of the person who is waiting.
Such time management could include the users' own management of their time while they wait for a security
software update. Another example would be the management of the waiting time by a software vendor. The
vendor’s software could display some content on the user’s display during an update (Hanyang et al. 2015). This
study also does not account for distortions in the response data caused by time-in-retrospect or “novelty of time”
effect. However, the effects of the distortions are believed to be insignificant. This is because users’ attitudes
and behaviors tend to be guided by their perceptions and not by objective reality.

We have suggested that the survey data from our sample can be inferred to a target population of Internet users
of any age who live in western-style democratic societies. However, there is coverage error due to the relatively
small sample size.

During statistical analyses of the ordinal Likert response data we have made an assumption of equal intervals.
Our results may vary to some degree if there are differences in perceived interval significances by respondents,
between individual respondents, or by respondent groups.

There may be some common method bias in the responses. Despite attempting to mitigate implicit theory bias
by forbidding the review of earlier than the displayed questions and answers, questions of predicted constructs
were often grouped together on the visible page of the survey. The user may have read all of the visible
questions before answering them, thus raising a possibility of implicit theory bias.

The survey was administered in English. This could be a limitation because English is not the native language of
most of the respondents. However, such respondents were mainly students of college or university level or had
already completed their higher education. A readability analysis of the scale questions showed a readability
level that ranged from 9% to 12" grade. Many respondents were not native English speakers, so some task
factors bias and ability factor bias may be present. The bias may apply for respondents who, for example, are
not native English speakers and who study a field in which English is not prevalent in the literature.

We have assumed that the “intratemporal preferences” of our survey respondents are time-consistent. Our study
does not differentiate the respondents according to their time-preference dependent behavior choices (e.g., as in
O’Donaghue and Rabin, 2000). Future research could categorize survey respondents according to the



O’Donaghue and Rabin behavior framework to gain insight into the online expression reluctance and the
privacy and security settings behaviors of Internet users.

With regard to the income variable moderation on the TMT construct, we have assumed that the variable is
mainly representative of annual income earned through labor. We have not accounted for other sources of
income such as those from investments or gambling. Income from investments or other passive sources do not
necessarily require reciprocal time expenditures from users. Gambling income may vary widely with a user’s
time involvement, as may passive income. Moreover, unlike the time used for the labor income and passive
income scenarios, the time spent on gambling may easily result in a very small income, loss of income that was
procured from other sources, or debt.

10. Summary and Conclusions

In this study we used three latent factors; one for RtoEx, a reluctance to self-express online; one for TMT which
corresponds to a perception that an excessive amount of one’s time is necessary for handling the security and
privacy aspects of one's device; and one for TChS which corresponds to time being used for considering or
changing device cybersecurity and privacy settings aspects. The factor analysis on the responses to the indicator
statements validated our constructs. The main results of the present study are presented in Table 9.



Table 9 Summary of results

Hypotheses Confirmed Description Corroborates, Contradicts,
/observations /rejected or consistent with or inconsistent with
H1 oAk TMT will positively correlate with RtoEx. N.A. N.A.
H2 rejected TChS will positively correlate with RtoEx. N.A. N.A.
H3 ok TChS will positively correlate with TMT N.A. N.A.
H4a (p=.055) ICT expertise will positively correlate with TChS Chen, et al. (2010) Sheehan (2002)
H4b rejected Income will positively correlate with TChS Tsai, et al. (2016) -
Zhang, et al. (2013)
H4c ok Gender will correlate with TChS European Commission (2019) Sheehan (2002)
(males)
Girl Scout Research Institute
(2019)
H5a rejected ICT expertise moderates H3. N.A. N.A.
H5b * Income moderates H3. N.A. N.A.
H5c¢ rejected Gender moderates H3 N.A. N.A.
Observation 1 * TChS moderates H2 N.A. N.A.
Hé6a rejected ICT expertise moderates H2 N.A. N.A.
H6b o Income moderates H2 N.A. N.A.
Hoé6c ok Gender moderates H2 N.A. N.A.
Observation 2 rejected TChS moderates H1 N.A. N.A.
H7a rejected ICT expertise moderates H1 N.A. N.A.
H7b * Income moderates H1 N.A. N.A.
H7c oAk Gender moderates H1 N.A. N.A.
Observation 3 rejected ICT expertise is correlated with RtoEx - Sun, et al. (2019)
Observation 4 ok Gender is correlated with RtoEx Beaussart and Kaufman (2013) -
ko

Observation 5

Income is correlated with TMT

Burchardt (2010)

*#% = confirmed to three-star significance p <.001, ** = confirmed to two-star significance p < .010, * = confirmed to one-star significance p <.050.



Smith et al.'s (2011) APCO model has aspects that the model’s authors believe have been insufficiently
addressed in existing privacy research. With our work, we have helped to address this need and contributed to
the subset of the antecedents and outcomes of the overarching APCO model. We established the latent factors
RtoEx, TMT, and TChS. We have measured and used antecedents (income, ICT expertise and gender) to
privacy concerns (TChS) and found a significant result. To increase understanding of the privacy calculus
stream within the outcomes construct, we have found the construct TMT and a relationship between it and the
RtoEx construct. As an outcome within the model, RtoEx is a measure of online expression reluctance and thus
has societal importance as a factor influenced by privacy concerns.

Our analysis revealed some potential differences between responses based on respondents’ nationalities. Such
differences may be explained by cultural parameters. Relevant cultural parameters for examination in this
study’s context may include “uncertainty avoidance" or "individualism," as defined by Hofstede (2001). Similar
parameters have been defined by House et al. (2004). However, more data in the form of responses from non-
Finnish respondents are required for examining this alternative. Variations in the Internet policies of intra-
national enterprises and public institutions, as well as in national social media cultures, may also play a role. The
cases of online expressions of non-controversial opinions may also be examined further. This research can also
be extended by investigating whether users’ reluctance to express themselves online is variable with specific
topics.

There are some steps that industry and governments could take to improve Internet users' perceptions of online
safety. One step that nation-states can take is to modify their cybersecurity strategies. States that have
traditionally supported free online expression as a fundamental right for their citizens may choose to create and
implement regulations and strategies that improve perceptions of the level of online safety. As a result, their
citizens may perceive a reduced need to spend time addressing their device settings or their cybersecurity
software. Users would have an increased opportunity to express themselves online or to perform other preferred
tasks. The personal cybersecurity products and services industry could design device privacy and security
settings to be easier to understand and adjust. The functions to adjust such settings could also be automated
more to the background of device or software Uls. One such solution has been studied by Raber and Krueger
(2017). Raber and Kreuger propose an algorithm that could predict appropriate privacy and security settings for
apps. The predictions are based on an assessment of the user’s personality. The settings would then be
automatically implemented when the user uses the app. (However, the use of such personality profiling for
automated settings adjustments may raise new privacy concerns). In these ways, device security and privacy
aspects would require less time for consumers to address. However, the economic motivations for the
cybersecurity industry of such enhancements to consumer products and services are not salient.

The differences in attitudes and behaviors between males and females in our study certainly warrant more
research. Females are more reluctant to controversially express themselves online. They are also less likely to
take steps to improve the cybersecurity of their devices and thus protect their privacy by such steps. This further
increases their reluctance to express themselves online. Encouraging and assisting women and girls to receive
training in ICT can be one step to address the discrepancies. Respondents who identified as female are also more
reluctant to express themselves than males if they perceive that security and privacy settings adjustments take
excessive time. The majority of both men and women are reluctant to controversially express themselves online.

Future research can assess the measurable amounts of time that various security software updates or security
updates take to complete. This information can be applicable when performing research about users who prefer
to update their software manually. Users who manually update can be distinct from users who choose to
configure their security software to update automatically, i.e., as background processes.

In the future, research may be applied to an enhanced APCO model, as described by Dinev et al. (2015). Their
enhanced model takes more accounting of established behavioral driver concepts from the fields of psychology
and economics.
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Appendix

Table 10 Survey questions to indicate level of reluctance to express (RtoEx)

1. I would never post a controversial message in an online forum.

2. If T have a controversial opinion about something, I'm hesitant to publish it on the Internet.

3. I am, or would be, reluctant to display any of my controversial artwork (writing, music,
drawings, etc.) online.

4. It's usually not a good idea to post controversial comments or opinions online.

5 T would never post a controversial message in an online forum, because someone or some
organization could get revenge against me.

6. I have decided against posting my political opinion on a discussion forum/message board,
because I was concerned about consequences to myself or to someone I care about.

7. When discussing something with a good friend, I feel more safe to express controversial
opinions face to face, than by electronic communication.

8. I have decided against posting my controversial opinion on a discussion forum, because of
concern that someone, or some organization (including government), might use it against me in
the future.




Table 11 Survey questions to indicate that the user contemplates device security aspects (TChS), and perception that
dealing with them requires too much of one's time (TMT)

1. When using my computer or smartphone, I spend time making sure that its security software is
up to date. (TChS)

2. When I begin using a new computer or smartphone, I first check its privacy settings, and
adjust them to my preference. (TChS)

3. I have had less time to finish a task I wanted to do, due to a device security or software
security issue. (TMT)

4. It has taken me longer to finish a task I wanted to do, due to a device security or software
security issue. (TMT)

5. The security alerts and pop-up notifications of security software take too much time to deal
with. (TMT)
6. 1 have spent a lot of time thinking about my device and software security. (TChS)

7. 1 would spend more time performing online tasks I want to do, but my device and software
security often needs to be considered. (TMT)

8. Device and software security issues take up much of my time. (TMT)

Table 12 Factor loadings of RtoEx scales from order of Table 10

Scale

R1

R2

R3

R4

RS

R6

R7

R8

Loading

72

766

.759

731

715

710

.697

492

Table 13 Factor loadings of TMT scales, in order of scale labelling in Table 11

Scale

™1

T™M2

T™3

T™M4

TMS5

Loading

.780

735

724

.690

.613

Table 14 Factor loadings of TChS scales, in order of scale labelling in Table 11

Scale

TCl1 TC2 TC3

Loading

.839 .799 595
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Abstract In the literature and media, the treatment of the dangers and exposures
posed by smartphones has generally focused on information security or privacy con-
cerns. There have also been reports of fires, explosions, electric shocks, or loss of
phone functionality due to faulty design or manufacture. This article provides an
overview of acute physical and physiological dangers of smartphones that can be
induced or triggered by a third party. It proposes a categorical discussion framework
to describe and define the dangers in terms of attack vectors, effects on the
smartphone, harms, and potential culprits/instigators. Counterfeit smartphones are
themselves a significant potential threat in this context. Finally, some possible so-
lutions and mitigation are suggested as preventive measures. Some templates for
threat assessment forms are also proposed.

Keywords: technology acceptance, smartphone dangers, technology abuse, unor-
thodox weaponization

1 Introduction

It may soon be possible to remotely “self-destruct” a smartphone (Hsu, 2017). Pre-
vious reports have shown that ISPs and mobile operators may soon be able to disa-
ble smartphones remotely (FoxNews, 2012). Smartphone self-destruction differs
from remote disablement in that consumers are not only able to disable their device
(similar to PIN locking) but also destroy device data and even components at the
hardware level (Hughes, 2017). Self-destruction would make the device unusable
for a thief, even if a sophisticated thief could override a disabled state to reactivate
the device. User data cannot be physically restored.

A common signal-initiated (or software-based) disablement that can be activated
by a user or operator is different from self-destruction. With software-based disa-
bling, a smartphone’s memory cards and chips remain intact, so data may be recov-
erable. In the self-destruction method described in Hughes (2017), the system data
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or hardware of the device would be destroyed, making reactivation, data recovery,
and use of the device impossible.

The problems and threats related to malicious software and hardware hacking
are well known in the cybersecurity community. Connected devices such as com-
puters and even automobiles have been hacked remotely. Such hacking has been
done for eavesdropping, remote control of functions, or other purposes. Smartphone
cameras and microphones have been activated remotely, and recent WikiLeaks rev-
elations show that remote hacking is possible, at least on Android and iPhone de-
vices (WikiLeaks, 2017a). It was revealed that it is possible for an intelligence
agency to override smartphone firmware in the supply chain (Durden, 2017). An-
droid and Apple smartphones have also been subject to malware attacks by actors
such as individual hackers who are not affiliated with any government (Brewster,
2015; Eadicicco, 2017). In addition, there are software methods that allow complete
remote control of some iPhone and Android phones by a third party (Pagliery, 2015;
Wikileaks, 2017a).

This chapter deals with hypothetical actions that are intended to impact the owner
of a given smartphone, or more precisely, the primary user (either as an actual or
misidentified target, either by design or coincidence). The use of the smartphone by
the primary user is assumed to be typical, i.e., users use their devices in ordinary
ways. The literature seems to lack an overview of potential third-party induced acute
direct manipulations of smartphone hardware that result in physical or psychologi-
cal threats and dangers. Our intention is to draw attention to the issue, hoping that
such attention will catalyze preventive and mitigating measures by stakeholders.
We attempt to present a discussion framework outlined by a profile of potential
threats. Profiling is done by characterizing potential threat vectors, potential third-
party actors or culprits, and estimated consequences for the user.

In this work, we do not address certain non-physical dangers posed by weapon-
ized smartphones, such as fraud, privacy threats, security threats, financial loss, or
identity theft. Nor do we deal with the weaponization of information, such as an
attack on a user by software, messages, or signaling designed to manipulate the user.
The misuse of smartphones to trigger the detonation of externally connected explo-
sives (e.g., a roadside bomb to which the phone is connected) is also excluded. We
do not treat the abuse of smartphones as blunt force instruments or projectiles. We
do not deal with technical details.

29 <¢

The terms “smartphone”, “phone” and “device” are used interchangeably.

2 Remote Destruction of the Smartphone

Researchers have developed a method to remotely trigger the destruction of a
smartphone by directing power from the smartphone battery to heat and expand the
phone material. The material expands to physically destroy some critical hardware,
rendering device data physically unrecoverable and the phone useless (Hughes,
2017). While the remote destruction capability of a smartphone is legal and useful
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under the intended use scenario, it may lead to more severe and damaging results
that can extend far beyond the small integrated circuits and components of the target
device. Every smartphone has a battery, a lithium cell, designed to store enough
energy to run the device for as long as possible. With the development of battery
technology, it has been possible to design and manufacture more efficient batteries.
Lithium-ion batteries commonly used in smartphones have a very high energy den-
sity (CEI 2021) and are around 90% efficient (Xiong, 2019). A typical smartphone
battery contains about 5 Wh of energy, which is equivalent to 18,000-20,000 J. Uti-
lizing information from Herskowitch (1963) and Wikipedia (2020), this can be cal-
culated to be roughly equivalent to the energy of five grams of TNT or about two
M-80 firecrackers (Fig. 1).

Fig. 1. M-80 firecracker (Wikipedia, 2020)

These small and efficient batteries are not always harmless. Problems with the
design or manufacture of the battery can cause malfunctions that result in fires or
explosions. Some battery issues can be caused by smartphone design, user opera-
tions, or software errors. Explosions in a smartphone battery have been sufficient to
cause a short-term shock, injury, or fire (Brown, 2013; Kerr, 2013). In cases where
the user does not suffer physical harm, many users consider the loss of a smartphone
alone to cause almost as much stress as the threat of terrorism (PhySoc, 2017).

A smartphone is typically owned and used by a single individual. Most people
carry their smartphones with them or keep them close all day. Once a person and
their smartphone are identified, it is reasonably sure that most of the day the person
will carry the smartphone with them, the person will handle it, or it will be close to
them. It is conceivable that techniques similar to those described by Hughes (2017)
(which trigger a rapid rise in the internal temperature of the device with battery
electrodes) could be applied to rapidly cause an uncontrolled thermal reaction of the
battery. This in turn can result in a fire or explosion. Thus, it may be possible for a
remote hacker to attack a device, causing physical harm to the user. For example,
unauthorized tampering with the device firmware or operating system can cause a
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fire in the device or an explosion of the battery. Hacking could also cause the device
to malfunction, which drains the battery very quickly. Indeed, there are smartphone
apps freely available that are designed to cause rapid but safe battery discharge
(Kushwaha, 2020).

High ambient temperature is one factor known to cause battery fires (Chen &
Goode, 2016). Overcharging, abnormally rapid discharge, or short circuiting can
cause the smartphone components to overheat, heating the battery, which in turn
can cause an explosion or fire. Alternatively, firmware hacking can result in activity
that could cause the battery to explode or catch fire. Explosive destruction of the
phone battery can even result in the death of the user, see Fig. 2 (Beschizza, 2007;
India, 2019; DailyMail, 2009; Prabhu, 2018; Stewart, 2019; Zamfir, 2018). At least
one death has been reported due to electric shock when the phone was connected to
a charger (Azman, 2019). It should be noted that some of the reported deaths or
injuries due to smartphone explosions appear to be hoaxes (Ram, 2014; Yarow,
2010).

Fig. 2. This explosion caused a user's death (CEN, 2018)

Battery-powered devices that are frequently used with smartphones may also
pose threats. Smartphone accessories, such as headphones, are known to overheat
or explode, causing burns to the user's face, see Fig. 3 (FoxNews, 2016; Olding,
2017). Even if smartphone batteries are designed to withstand hacking (e.g., with
robust short-circuit protection), hacking into any of the user's battery-powered ac-
cessories can still pose a danger. Such accessories can be wireless headphones
(Olding, 2017) or a Bluetooth earpiece that is used very close to the ear. Bluetooth
speakers are also known to burst into flames (Strahan & Novini, 2017).



Fig. 3. Battery-operated headphones exploded while the passenger was listening to music (ATSB,
2017)

Hackers or culprits who produce and distribute malware or commit cyberattacks
can be individuals or organizations. Recent WikiLeaks documents have revealed
the extensive hacking capabilities of a national intelligence agency (WikiLeaks,
2017a). Hacking against smart TVs was developed in cooperation with intelligence
agencies in different nations (Wikileaks, 2017b). Some governments around the
world are certainly able to develop and implement such hacking or install backdoor
capabilities on after-market devices. This ability could give powerful bad actors a
personal level “kill switch” to an affected smartphone or accessory. The device
could be disabled or destroyed by causing a fire or explosion in the battery. Bad
actors could also develop a program or hack that causes the device to emit radiof-
requency (RF) radiation at high levels. If the user becomes aware of such an attack,
they may feel psychological distress. The distress would depend on their concern
about possible radiation exposure and where they usually keep the device relative
to their body.

3 Categorical Framework for Smartphone Dangers

Various threat modeling techniques and frameworks exist, but many of them are
intended to model threats to large organizations or other high-stakes targets. Exam-
ples of such models are listed by Shevchenko (2018). Some of these techniques can
be applied, perhaps in awkward ways, to model the threats to individual smartphone
users. Based on the author’s literature review, there are currently no threat modeling
techniques designed to model the specific threats that this chapter focuses on.

3.1 Characteristics of Attack Effect

To assess the potential harm caused by a third-party, we propose the following pa-
rameters to facilitate categorization, discussion, and thus understanding:



Acute vs. chronic,

Sudden vs. long-term,

Obvious/salient vs. hidden/obscured,

Catastrophic vs. undetectable:,

Maintained functionality vs. compromised functionality vs. eliminated function-
ality.

Is the effect sudden or long-term? This applies to the first two parameters. For ex-
ample, a battery explosion will have sudden consequences while increased radio
frequency emissions will have a long-term effect. The effect is obvious to the user,
for example, when the phone overheats or ignites. An example of a non-obvious
effect would be intensified radio frequency emissions. The catastrophic effect sig-
nificantly impairs the functionality of the smartphone and threatens the user's well-
being. Otherwise, the user will not detect any inconvenience or danger during nor-
mal use.

An example of the effect of maintaining functionality (excluding battery life) is
the increase in radio frequency emissions. Compromised functionality is a scenario
in which some functions, such as an Internet connection or a camera/gallery or other
function, are forced off, but other important functions, such as the ability to make a
call, remain. Eliminated functionality means a case where the smartphone is com-
pletely disabled or “bricked.”

3.2 Attack Vectors

Different attack vectors can be used to carry out a smartphone attack:

Implanted software,

Voluntarily downloaded software,

Hijacked default or hijacked downloaded software,
Implanted firmware,

Update with malicious firmware,

Rogue or fake cell towers,

Using a counterfeit smartphone.

Implanted software is malware or other software that is designed to cause a partic-
ular effect through an embedded payload. Voluntarily downloaded software is mal-
ware that a user has intentionally downloaded from the Internet. Hijacked default
or hijacked downloaded software is firmware or apparently legitimate software that
has been infected with a payload of malware. Implanted firmware is firmware that
has malware embedded on it when it comes from the factory. Update with malicious
firmware occurs when a user updates his/her device with malware-embedded firm-
ware. The user has obtained it from a malicious website or elsewhere.

Rogue or fake cell towers spoof an authentic operator tower. This vector enables
communication monitoring of connected devices and the sending of spoofed text
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messages to these devices (Leiva-Gomez, 2014). Thus, it is possible to organize
SMS-based hacking from a fake tower to the victim, such as receiving an image as
a text message as described by Pagliery (2015). When using a counterfeit
smartphone, the user is using an unauthorized copy of the branded smartphone prod-
uct. The device manufacturer has not been authorized to manufacture this device
and may not be known.

3.3 Attack Perpetrators

The culprit/perpetrator/source of the attack may be

Single hacker,

Hacker group,

Nation state actor,

Private company,

Criminal gang/organization.

The perpetrator of an attack may be an individual using one of the attack vectors.
In the case of a group of hackers, the attack is carried out in cooperation by several
hackers. A national state actor is any entity with the resources and operational sup-
port of a national government. A private company refers to a criminal company or
part of a private company that makes an attack. A criminal gang/organization is an
organized criminal group that carries out an attack, perhaps as part of a turf war or
through proxies.

3.4 Weaponizable Components

A weaponizable component can be one of the following:

e RF transmitter,
e Battery,
e User interface (UI) function.

An RF transmitter is a (radio frequency) hardware module that could transmit elec-
tromagnetic signals abnormally. The battery inside the smartphone may be dam-
aged. The interactive Ul components of the device may start to malfunction.

3.5 Attack Effects

Effects of an attack on a smartphone can be



Device heating/overheating,

Battery swelling,

Battery fire,

Battery explosion,

Excessive abnormal radiation from the device,
Disabling the device,

Destruction of the device.

As a result of the attack, the device may become hot or overheated. The battery
generates enough heat to cause injury to the user and damage the smartphone.
Swelling of the battery will damage the operation of the smartphone due to physical
damage to the device. When a battery catches fire, it causes (typically) a hot and
rapid fire in the smartphone. Explosive energy from the battery can cause injury to
the user but may not necessarily destroy data on the device or its functions.

An attack may cause excessive abnormal radiation from the device. In this case,
the device's RF modules and antennas emit abnormally high levels of electromag-
netic radiation. This can cause the battery to discharge quickly as well as distress to
the user. A direct or indirect (timed or user-triggered) disablement of the device by
a remote/third party will cause some or all of the device's functions to stop. The
functions that are disabled may be critical for a particular user. The remote/third
party may cause the device to be destroyed so that no operations can be performed
and all data is destroyed. This could be accomplished by a battery explosion or by
less visible means, e.g., expansion of a polymer layer that destroys essential com-
ponents, as described by Hughes (2017).

The harm caused to the user by an attack can be physical. For example, the user
suffers from a burn or physiological shock. Psychological consequences can include
distress, anxiety, or emotional shock.

In addition to the acute effects, the realization of an attack may have significant
secondary effects. Consider a passenger flight. Nearly every passenger carries a bat-
tery-powered device. If the battery of the passenger’s device burns or explodes dur-
ing a flight, the flight may be disrupted. Secondary social impacts may include de-
creased user confidence in smartphone technology and willingness to use
smartphones. Some people who have learned of the incident, and especially its vic-
tims and witnesses, may become reluctant to fly.

A hypothetical assessment of weaponizable smartphone components can be
found in Table 1 in the Appendix. Using Tables 2, 3, and 4 in the Appendix, a
researcher or threat analyst can cross-reference the above parameters against each
other to analyze threats. The cells in the tables can be filled with a suitable scale
parameter, such as a number ranging from zero to ten. For example, 0 means no
threat is detected, and 10 means that the combination has a certain or current mani-
festation. The tables can also be applied to the analysis of other types of threat sce-
narios.



4 Nation State as a Bad Actor

Advances in technology have made it possible for various entities to abuse technol-
ogy. Such entities include nation-states with significant sovereign authority and ac-
cess to substantial resources. Because of the scale of the influence of nation states,
the potential abuse of technology by them is a threat to human rights. Determination
and awareness of the threats of abuse often follow mass adaption to new technology.

WikiLeaks’ Vault 7 revelations have revealed state-sponsored hacking and mal-
ware used on smartphones. NightSkies 1.2, designed to enable complete remote
control and management of iPhones, has apparently been implanted in devices dur-
ing the product supply chain (Durden, 2017). With RoidRage software, a third party
can monitor the device's RF functions and SMS messages (Paganini, 2017). The
Vault 7 revelations were released in 2008 and comprised only 1% of the leaks (Wik-
ileaks, 2017¢). Thus, there is no doubt that more sophisticated hijacking and sur-
veillance tools exist today.

Apps such as TikTok and at least one private technology company that manufac-
tures smartphones have been accused of being channels for international espionage
(Kaska et al., 2019; Ryan et al., 2020). The benefits and risks of remotely activated
self-destruction of a smartphone should be thoroughly considered for possible
abuse. The damaging effects of unethical or illegal hacking on a smartphone battery
could be prevented by physical protection measures during design and manufacture.
However, manufacturers of counterfeit smartphones, batteries, and accessories may
not implement all of the safety features of copied products.

5 Counterfeit Smartphones

Arguably, one of the most significant risk factors for the threats described in this
chapter is the widespread availability of counterfeit smartphones. The counterfeit
electronics industry as a whole is in the order of US$100 billion and it is estimated
that 10% of the world’s electronics are counterfeit (Spiegel, 2009). Counterfeit
smartphones are relatively cheap to buy, widely available online, and compose a
US$48 billion market (Gilchrist, 2017). Authorities have fought against such traf-
ficking (HK-CED, 2018; US-CBP, 2019). A carefully manufactured counterfeit
smartphone may appear nearly identical to authentic ones (Evans, 2019). Thus,
some consumers may not be able to distinguish counterfeit smartphones. Consum-
ers may also knowingly use a counterfeit without much concern for the risks in-
volved. A study by Liao and Hsieh (2013) found that consumers agreed with the
perceived risks of buying counterfeit (or “grey-market”) smartphones. However,
they only slightly disagreed with the idea or intention of purchasing them: the mean
user response was 2.78 on the Likert scale (from 1 = strongly disagree to 5 =
strongly agree).
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It can be extremely difficult for a consumer to discover or begin to suspect hidden
functionalities or backdoors that can be designed for any smartphone. Counterfeit
smartphones pose additional risks (Evans, 2019). Detecting malicious or exploitable
features that can be embedded in tiny integrated circuits used in smartphones can
require considerable technical expertise and expensive sophisticated equipment. At
the technology level, counteracting the use of counterfeit smartphones, batteries,
and accessories can be difficult. It requires a great deal of involvement from the
original manufacturers. One measure to prevent the use of counterfeit batteries has
required advanced cryptographic security-based technology (Bush, 2014). Counter-
feit devices are often designed and manufactured in areas where government quality
control, regulations, and policies are questionable.

In addition to counterfeit smartphones, counterfeit batteries and chargers are
widely available. The varying quality of these devices poses its own danger (Best,
2017). With modern technology, it is possible to embed concealed electronics or
functionality in a counterfeit product housing, including smartphone accessories.
As the Vault 7 revelations suggest, very sophisticated concealed functionality can
be embedded in legal and authentic devices. Hidden functionalities could also be
embedded in authentic batteries or accessories. One possible scenario is a counter-
feit battery installed in an authentic smartphone (or an authentic battery in a coun-
terfeit smartphone) that, together with a malware app, can cause unexpected or dan-
gerous damage. In other words, a malware app or firmware could perform as Hsu
(2017) suggests but in a malicious way, weaponizing the smartphone by causing an
explosive reaction in the battery. Alternatively, the malware app or firmware may
act as a malicious variation of the battery drainage app (Kushwaha, 2020), causing
a rapid drainage and (assuming the battery has sufficient charge) a significant tem-
perature rise inside the device. This could also pose a danger to the device and the
user.

The use of smartphones is very widespread. Globally, about 6.4 billion people
use smartphones (O’Dea, 2021). Entities that can control remote connections to
such devices generally have, figuratively speaking, the vicinity of each smartphone
user in a wireless tether. The vicinity is either the user's pocket, hand, handbag,
nightstand and so on.

6 Discussion

When considering a potential threat posed by a remote-weaponized smartphone, the
cybersecurity officer should take security measures as appropriate. For example, for
high-profile or VIP personnel gatherings or meetings, a protocol can be imple-
mented that requires attendees to hand over their smartphones to a separate and
secure location. Alternatively, guests may be asked to remove the batteries from
their phones (which is unfortunately impossible on most modern smartphones). An-
other possible security measure would be to prevent potential wireless signal trig-
gers by creating an RF interference field around the secured area. RF jamming can
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also block connections from fake cell towers. During the jamming, smartphones are
also rendered incapable of normal wireless communication.

Prevention of the described hypothetical threats can be promoted by advising
smartphone users to avoid downloading unknown or unauthorized apps and opening
suspicious messages from unknown senders. However, compliance with the advice
is not effective against modified firmware embedded in a supply chain or against
text message hacking that is activated merely upon delivery. If a bad actor has sig-
nificant technology resources and expertise at its disposal, threat prevention can be
difficult or impossible. Such actors may include a manufacturer of counterfeit
phones under the control of a criminal organization or an arm of an authoritarian
regime.

Designers could choose materials and configuration models for the smartphone
chassis so that the smartphone body would withstand a catastrophic battery fire or
explosion. This would provide the user with some protection from injury. This mit-
igation is problematic in the case of counterfeit phones — not to mention phones
specifically designed to be weaponized.

Further research could focus on analyzing suspected counterfeit smartphones and
batteries for malicious or dangerous functions. The analyses should include studies
of whether such functions are designed or coincidental, whether they are in the
smartphone ICs or battery, and whether they are pre-programmed into software or
firmware. If a physically harmful function is found, the analyzes should try to de-
termine its triggering mechanisms.

7 Conclusion

The pervasive use of smartphones creates a potentially highly vulnerable target for
those malicious parties with sufficient technical means. The technology developed
to enable remote-triggered self-destruction of a smartphone could be maliciously
abused by a third party to cause catastrophic battery fires and explosions. For the
victim, severe heating or explosion of the device can cause distress (about the de-
struction of the device and the data contained in it and possible thermal damage to
property), injury or, at worst, death. The widespread availability of counterfeit de-
vices makes it more difficult to combat such threats. Simply disabling the
smartphone can cause significant stress to the victim. A third party guilty of physical
weaponization of a smartphone can be any actor, including a nation state-sponsored
actor, organization, mafia, company, criminal gang, hacker group, or individual
hacker. Regardless of possible culprits, authorities should consider the interests of
citizens and fundamental human rights, the role of regulators, and the interests of
operators and the high-tech industry when proactively assessing the potential threats
and preventive measures.
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By no means does the author imply or suggest that any individual or organization
was or will be involved as a perpetrator or culprit for any of the hypothetical mali-
cious attack scenarios described. The author is also not aware of any realizations of
the attack scenarios that are the focus of this chapter.

References

ATSB (2017). Battery explosion mid-flight prompts passenger warning. Australian Transport
Safety Bureau, https://www.atsb.gov.au/media/news-items/2017/battery-explosion-mid-flight/

Azman, K. K. (2019). Man dies of electrocution after his counterfeit phone charger caused an
explosion. Says, https://says.com/my/news/man-dies-of-electrocution-after-his-counterfeit-
charger-caused-an-explosion

Beschizza, R.  (2007). Man  killed by exploding cell phone.  Wired,
https://www.wired.com/2007/07/man-killed-by-e/

Best, S. (2017). Use an iPhone? Check your charger NOW: Study finds 98% of fake Apple power
leads risk causing fatal ‘electric shocks or house fires’. MailOnline, https:/www.daily-
mail.co.uk/sciencetech/article-5155765/98-fake-iPhone-chargers-users-risk-DEATH.html

Brewster, T. (2015). Stagefright: It only takes one text to hack 950 million Android phones. For-
bes, https://www.forbes.com/sites/thomasbrewster/2015/07/27/android-text-attacks/

Brown, H. (2013). Student’s cell phone battery explodes, starts a fire. CBS Minnesota, http://min-
nesota.cbslocal.com/2013/02/21/students-cell-phone-battery-explodes-starts-a-fire/

Chen, A., & Goode, L. (2016). The science behind exploding phone batteries. The Verge,
http://www.theverge.com/2016/9/8/12841342/why-do-phone-batteries-explode-samsung-gal-
axy-note-7

CEI (2021). Lithium-ion battery. Clean Energy Institute, University of Washington.
https://www.cei.washington.edu/education/science-of-solar/battery-technology/

DailyMail (2009). Man killed after his mobile phone explodes, severing an artery in his neck. Daily
Mail, http://www.dailymail.co.uk/news/article-1134838/Man-killed-mobile-phone-explodes-
severing-artery-neck.html

Durden, T. (2017). Wikileaks releases “NightSkies 1.2”: Proof CIA bugs “factory fresh” iPhones.
The Liberty Beacon, https://www.thelibertybeacon.com/wikileaks-releases-nightskies-1-2-
proof-cia-bugs-factory-fresh-iphones/

Eadicicco, L. (2017). Watch out for this iPhone-crashing text message. Time,
https://time.com/4637574/iphone-crash-text-2017/

Evans, C. (2019). From the depths of counterfeit smartphones. Trail of Bits,
https://blog.trailofbits.com/2019/08/07/from-the-depths-of-counterfeit-smartphones/

FoxNews (2012). Wireless providers to disable stolen phones. Fox News,
http://www.foxnews.com/politics/2012/04/10/wireless-providers-to-disable-stolen-
phones.html

FoxNews (2016). Cell phone battery catches fire aboard Delta Air Lines flight to Atlanta. Fox
News, http://www.foxnews.com/travel/2016/09/16/cell-phone-battery-catches-fire-aboard-
delta-air-lines-flight-to-atlanta.html

Gilchrist, K. (2017). Fake smartphone sales cost global industry $48 billion. CNBC,
https://www.cnbc.com/2017/02/28/fake-smartphone-sales-cost-global-industry-48-bil-
lion.html

Herskowitch, J. (1963). The combustion of a granular mixture of potassium perchlorate and alu-
minum considered as either a deflagration or a detonation. Technical report, 3063. Picatinny
Arsenal, Dover, NJ, https://apps.dtic.mil/sti/pdfs/AD0296417.pdf

HK-CED (2018). Hong Kong Customs combats sale of suspected counterfeit smartphones and
accessories. Press release, Customs and Excise Department, Government of the Hong Kong




13

Special Administrative Region of the People’s Republic of China, https:/www.cus-
toms.gov.hk/en/publication_press/press/index_id_2372.html

Hsu, J. (2017). Self-destructing gadgets made not so mission impossible. IEEE Spectrum,
https://spectrum.ieee.org/tech-talk/consumer-electronics/gadgets/selfdestructing-gadgets-
made-not-so-mission-impossible

Hughes, O. (2017). Mission possible: Self-destructing phones are now a reality. International Busi-
ness Times, http://www.ibtimes.co.uk/mission-possible-self-destructing-phones-are-now-real-
ity-1605897

India (2019). 22-year-old man dies as mobile phone explodes while charging. India News,
https://www.india.com/technology/22-year-old-man-dies-as-mobile-phone-explodes-while-
charging-3840866/amp/

Kaska, K., Beckvard, H., & Minarik, T. (2019). Huawei, 5G and China as a security threat. NATO
Cooperative Cyber Defence Centre of Excellence (CCDCOE).

Kerr, D. (2013). Samsung cell phone battery explodes in man’s pocket. CNET,
https://www.cnet.com/news/samsung-cell-phone-battery-explodes-in-mans-pocket/

Kushwaha, N. (2020). 6 best free battery drain apps for Android. List Of Freeware. https://listof-
freeware.com/free-battery-drain-apps-for-android/

Leiva-Gomez, M. (2014). Everything you need to know about fake cell towers. Make Tech Easier,
https://www.maketecheasier.com/fake-cell-towers/

Liao, C.-H., & Hsieh, 1.-Y. (2013). Determinants of consumer’s willingness to purchase gray-
market smartphones. Journal of Business Ethics, 114(3), 409—424. Doi: 10.1007/s10551-012-
1358-7.

O’Dea, S. (2021). Number of smartphone users worldwide from 2016 to 2026 (in billions). Statista.
https://www.statista.com/statistics/330695/number-of-smartphone-users-worldwide/

Olding, R. (2017). Safety warning after passenger’s headphones explode on Beijing to Melbourne
flight. The Sydney Morning Herald, https://www.smh.com.au/technology/safety-warning-af-
ter-passengers-headphones-explode-on-beijing-to-melbourne-flight-20170315-guy6va.html

Paganini, P. (2017). WikiLeaks Vault 7 data leak: Another earthquake in the intelligence commu-
nity. Infosec Resources, https://resources.infosecinstitute.com/topic/wikileaks-vault-7-data-
leak-another-earthquake-intelligence-community/

Pagliery, J. (2015). Android phones can be hacked with a simple text. CNN Business.
https://money.cnn.com/2015/07/27 technology/android-text-hack/index.html

PhySoc (2017). Stress in modern Britain. The Physiological Society, https://static.phy-
soc.org/app/uploads/2020/02/20131612/Stress-in-modern-Britain.pdf

Prabhu, A. (2018). Cradle Fund CEO killed by smartphone explosion. Gizbot, https://www.giz-
bot.com/mobile/news/smartphone-explosion-kills-ceo-cradle-fund-051647.html

Ram, S. (2014). This FB post about a boy getting killed due to an exploding phone is a hoax. Says,
https://says.com/my/tech/explosion-of-exploding-phone-that-killed-10-year-old-boy-is-a-
hoax

Ryan, F., Fritz, A., & Impiombato, D. (2020). TikTok and WeChat: Curating and controlling
global information flows. Australian Strategic Policy Institute, https://www.aspi.org.au/re-
port/tiktok-wechat

Shevchenko, N. (2018). Threat modeling: 12 available methods. Carnegie Mellon University,
https://insights.sei.cmu.edu/sei_blog/2018/12/threat-modeling-12-available-methods.html

Spiegel, R. (2009). Counterfeit components remains a huge electronics supply chain problem. En-
gineering Design News, https://www.edn.com/counterfeit-components-remains-a-huge-elec-
tronics-supply-chain-problem/

Stewart, W. (2019). Girl, 14, killed in her sleep ‘by exploding phone’ after going to bed listening
to music while device was charging. The Sun.
https://www.thesun.co.uk/news/10032279/schoolgirl-14-killed-sleep-exploding-smartphone-
listening-music-device-charging/?utm campaign=sunmainfacebook300919&utm me-
dium=Social&utm_source=Facebook#comments




14

Strahan, T. & Novini, R. (2017). Bluetooth speaker starts smoking on bed, bursts into flames. NBC
New York, http://www.nbcnewyork.com/news/local/Bluetooth-Speaker-Bursts-into-Flames-
Seen-Smoking-on-Bed-Sources-417596643.html

US-CBP (2019). Philadelphia CBP seizes nearly $1 million in counterfeit smartphones from
China. United States Customs and Border Protection, https://www.cbp.gov/newsroom/local-
media-release/philadelphia-cbp-seizes-nearly-1-million-counterfeit-smartphones-china

WikiLeaks (2017a). Vault 7: CIA hacking tools revealed. WikilLeaks, https:/wik-
ileaks.com/ciav7pl/

Wikileaks. (2017b). Weeping angel (extending) engineering notes. In Vault 7: CIA Hacking Tools
Revealed. WikiLeaks, https://wikileaks.org/ciav7pl/cms/page 12353643 .html

WikiLeaks (2017c). WikiLeaks has released less than 1% of its #Vault7 series in its part one pub-
lication yesterday “Year Zero’. Twitter, https://twitter.com/wikileaks/sta-
tus/839475557721116672

Wikipedia (2020). M-80 (explosive). Wikipedia, Retrieved September 2, 2020, from
https://en.wikipedia.org/wiki/M-80 (explosive)

Xiong, S. (2019). A study of the factors that affect lithium ion battery degradation. M.Sc. thesis,
University of Missouri-Columbia. https://mospace.umsystem.edu/xmlui/bitstream/han-
dle/10355/73777/Xiong-Shihui-Research.pdf?sequence=1&isAllowed=y

Yarow, J. (2010). The Droid phone that exploded and blew up a guy’s ear? It was just dropped,
says Motorola source. Business Insider. https://www.businessinsider.com/droid-phone-explo-
sion-motorola-2010-12?international=true&r=US&IR=T

Zamfir, G. (2018). Girl, 18, killed when mobile phone explodes while she is chatting to relative.
Mirror, https://www.mirror.co.uk/news/world-news/girl-18-killed-mobile-phone-12215521




Appendix: Threat analysis

Table 1. Threat analysis of third-party induced weaponization of a smartphone, a hypothetical example

Component/module

Potential result

Attack vector / trigger

RF transmitter

Battery

UI functionality

Unnecessary exposure to higher than Firmware programming (call to certain number, opening of certain website [mali-

normal levels of RF radiation

Heating

Swelling
Fire
Explosion

Stress and distress to users via disa-
bling of partial or all functionality.

cious code in the site, firmware sniffing for opening of the site,...]

Firmware trigger for permanent abnormally excessive transmission strength with
every activity that requires a transmission.

Firmware trigger for maximum transmission power during mundane background
transmission activity and/or disabling of OLPC (open-loop power control).

Remote activation

Firmware programming (Timer, push-button sequence, phone call, download, ma-
licious app [malware, ...]

Firmware (implanted during manufacture, or malicious update)

Malware/virus

Fake cell tower (via malicious or rogue (hacked) base station)

Physical damage (via “self-destruct” or battery damage hack)

Rogue operator employee
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Table 2. Threat assessment table: Threat vs. potential culprit
Culprit
Hacker Nation- Private Criminal Hacker group
state ac- corpora- | gang/organ-
tor(s) tion ization

Device emits exces-
sive heat / overheats

Battery swelling

Battery fire

Battery explosion

Threat

Abnormal RF emis-
sions

Remotely induced dis-
ablement of device

Remotely induced de-
struction of device




Table 3. Threat assessment table: Threat vs. potential trigger/attack vector

17

Potential trigger/attack vector

Implanted soft-
ware

Voluntarily
downloaded
software

Hijacked default
or hijacked
downloaded soft-
ware

Implanted
firmware

Updated
with mali-
cious firm-
ware

Rogue or
fake cell
towers

Using a coun-
terfeit
smartphone

Threat

Device emits exces-
sive heat / overheats

Battery swelling

Battery fire

Battery explosion

Abnormal RF emis-
sions

Remotely induced
disablement of de-
vice

Remotely induced
destruction of de-
vice
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Table 4. Threat assessment table: Potential trigger/attack vector vs. potential culprit

Potential culprit

Hacker

Nation-state actor(s)

Private corporation

Criminal gang/organiza-
tion

Hacker
group

Potential trigger/attack vector

Implanted software

Voluntarily downloaded software

Hijacked default or hijacked down-
loaded software

Implanted firmware

Updated with malicious firmware

Rogue or fake cell towers

User is using a counterfeit
smartphone

User is using a counterfeit bat-
tery/accessory
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1
STORAGE MANAGEMENT OF PROFILES IN
MOBILE DEVICES

CROSS-REFERENCES TO RELATED
APPLICATIONS

This application is a continuation of U.S. patent applica-
tion Ser. No. 12/041,798, filed Mar. 4, 2008. The contents of
the foregoing application are incorporated by reference.

FIELD

This description generally relates to storage of data on
electronic devices and management of resources utilized for
such storage.

BACKGROUND

Improvements in technology have changed the way people
interact with their surrounding environment. These improve-
ments provide opportunities and abilities for users of wireless
technology to obtain numerous types of application pro-
grams, data files, etc., in almost any location. Today, there is
a large amount of content available for downloading from the
Internet, and a large number of applications supporting vari-
ous file types. For example, a user may download a music
video clip to her mobile handheld device while at a neighbor-
hood park on Saturday, and may proceed to play it on her
device for purposes of entertaining herself and those around
her. The same user may be at an airport on Monday morning
to take a business trip and wish access to business reports for
purposes of giving a presentation. Accordingly, the user
receives an email on the same mobile handheld device from a
co-worker that includes the desired business reports as an
attachment.

Improvements in memory density (e.g., the amount of
memory capacity provided per unit area) have enabled users
to store an increasing amount of data on devices so as to
accommodate these and innumerable other scenarios.
Memory capacity is still finite, however, and there are prac-
tical limits as to how much data may be stored on a given
device at any particular moment. These limits are particularly
pronounced in the context of mobile devices, as recent trends
suggest that smaller devices are desirable.

By way of illustration, and returning to the previous
example, the emailed business reports may require more stor-
age space than is currently free in the mobile device’s memo-
ry(ies). Although the user may be able to delete one or more
currently-stored items to make room for the business reports,
this is often undesirable. For example, the user may have
recently taken a number of high resolution pictures of the
birth of her friend’s baby and not wish to lose those images.

BRIEF SUMMARY

The following presents a simplified summary of aspects of
certain embodiments. This summary is not an extensive over-
view, and is not intended to identify key or critical elements or
to delineate the scope of the claims.

Insome embodiments sets of content objects are associated
with content management profiles for a device. When a user
activates a content management profile, the content objects in
the set of content objects associated with that profile are (to
the extent not already present on the device) stored in the
device memory. In certain embodiments, storage space in the
device for content objects of the activated profile is made
available by deactivating a second profile. Content objects in
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2

the deactivated profile that are not also in the set of objects
associated with the activated profile are removed from the
device by deletion or by transferral for storage in another
device.

Additional embodiments permit a first device to determine
where one or more content objects should be stored. Upon
receiving an instruction that corresponds to a requirement for
storage capacity, one or more devices in a prioritized group
are evaluated for an ability to store the one or more content
objects. The content object(s) are then stored on the highest
priority device able to store those objects. The prioritized
group may or may not include the first device. In some cases,
for example, the one or more content objects are being
retrieved from a remote source and there is a desire to store
those objects on the first device. In such a circumstance, the
first device is part of the prioritized group of devices and has
the highest priority. In other cases, the one or more content
objects are already stored on the first device and there is a
desire to remove those content objects from the first device in
order to store new content objects. In these circumstances, the
first device is not part of the prioritized group.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary and the following detailed
description are better understood when read in conjunction
with the accompanying drawings, which are included by way
of'example, and not by way of limitation. In the drawings, like
reference numbers indicate like features.

FIG. 1 illustrates a network communication environment
in which one or more devices are operated and/or one or more
methods performed according to some embodiments.

FIG. 2 is a block diagram of a mobile handheld device
according to some embodiments.

FIG. 3 is a diagram illustrating the use of content manage-
ment profiles according to some embodiments.

FIG. 4A is a diagram illustrating storage of content objects
according to some embodiments.

FIG. 4B is another diagram illustrating storage of content
objects according to some embodiments.

FIG. 5A is a flow chart showing an algorithm according to
at least some embodiments.

FIG. 5B is another flow chart showing an algorithm accord-
ing to at least some embodiments.

DETAILED DESCRIPTION

In the following description of the various embodiments,
reference is made to the accompanying drawings, which form
a part hereof, and in which is shown by way of illustration
various embodiments in which one or more aspects of the
invention may be practiced. It is to be understood that other
embodiments may be utilized and structural and functional
modifications may be made.

As used herein, “content object” generically refers to any
of various types of data. A content object may be, without
limitation, one or more of a data object or file (e.g., an image
file, a video file, a text file, a spreadsheet, an audio file, a file
having one or more slides or other types of presentation(s),
etc.) an application program or component thereof, an oper-
ating system program or component thereof, a driver, etc.

FIG. 1 is a diagram of a network communication environ-
ment 100 in which one or more devices according to some
embodiments are operated, and in which one or more meth-
ods according to some embodiments are performed. A first
device 110 includes logic for managing profiles and for deter-
mining an appropriate storage location for content objects
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and is connected to a network 130 via a connection 120.
Network 130 may include the Internet, an intranet, wired or
wireless networks, or any other network suitable for facilitat-
ing communication between devices in general. Network 130
may also be a group of interconnected networks. For
example, device 110 may communicate with a wireless
mobile network, which in turn communicates via the Internet
with one or more devices on a remotely-located LAN (local
area network) or wireless LAN (WLAN) in a home or office.
Also shown in FIG. 1 is a second device 140 connected to
network 130 via a connection 150. In the embodiment of FIG.
1, device 140 is a personal computer. Further shown in FIG. 1
is a third device 180. In the embodiment of FIG. 1, device 180
is a file server (or collection of file servers). Device 180 is in
a different location from device 140, although this need not be
the case. Device 180 communicates with network 130 via a
connection 190. By virtue of the connectivity shown, devices
110, 140, and 180 communicate with one another. Such com-
munications enable the exchange of various types of infor-
mation as described herein.

The actual connections represented by connections 120,
150, and 190 may be embodied in various forms. For
example, one or more of connections 120, 150, and 190 may
be hardwired/wireline connections. Alternatively, one or
more of connections 120, 150, and 190 may be wireless
connections. Connections 120, 150, and 190 are shown in
FIG. 1 as supporting bi-directional communications (via the
dual arrow heads on each of connections 120, 150, and 190).
Alternatively, or additionally, network communication envi-
ronment 100 may be structured to support dissimilar forward
and reverse channel connections between various network
entities (e.g., use of one media for communication in one
direction and use of a different media for communicationina
different direction).

Communication environment 100 may be part of a larger
network consisting of additional devices. For example,
devices 140 and/or 180 may exchange communications with
a plurality of other devices (not shown) in addition to device
110, and/or device 110 may exchange communications with
devices in addition to PC 140 and/or server 180. Communi-
cations in environment 100 may be conducted using one or
more of numerous communication protocols. Furthermore,
communication environment 100 may include one or more
intermediary nodes (not shown) that may forward, buffer,
store, route, or otherwise process communications between
the various devices.

FIG. 2 is a block diagram of device 110 according to some
embodiments. Device 110 could be any of various types of
portable electronic devices (e.g., a laptop computer, a note-
book computer, some other type of portable computing
device, a personal digital assistant, a smart phone, a mobile
telephone, some other type of wireless communication
device, etc.). All of the components shown in FIG. 2 need not
be present in all embodiments. Although various components
of device 110 are represented as a single block, device 110
may include more than one of a particular component repre-
sented by a given block in FIG. 2. As shown in FIG. 2, device
110 includes a processor 228 connected to a user interface
230, amemory 234 and/or other storage, and a display screen
236. User interface 230 may further include a keypad, touch
screen, voice interface, four arrow keys, joy-stick, stylus, data
glove, mouse, roller ball, touch screen, or the like. Device 110
also includes a battery 250, a speaker 252, and one or more
antennas 254.

Also included within device 110, as part of one or more
programs executed by processor 228, is storage logic 260.
Although shown as a separate component in FIG. 2, storage
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logic 260 may be included in memory 234 with one or more
other programs accessed by processor 228. In some embodi-
ments, storage logic 260 configures processor 228 to create,
execute and otherwise process data in accordance with one or
more content management profiles. The operation of content
management profiles according to some embodiments is
described below. Storage logic 260 further configures proces-
sor 228 to determine locations for storage of content objects
in memory of device 110, in device 140, in device 180, or
elsewhere. The determination of storage locations is also
discussed below. In alternate embodiments, storage logic 260
may configure processor 228 to perform less than all of these
operations. In still other embodiments, all or part of storage
logic 260 may be located in device 140, device 180, or in
some other location.

As indicated above, executable instructions and data used
by processor 228 and other components within device 110 are
(in some embodiments) stored in a machine-readable
memory 234. Memory 234 may be implemented with any
combination of read only memory modules or random access
memory modules, optionally including both volatile and non-
volatile memory. Software 240 (which may include some or
all of the elements of storage logic 260) may be stored within
memory 234 (and/or other storage within device 110) to
provide instructions to processor 228 for enabling device 110
to perform various functions described herein. Alternatively,
some or all of the instructions executed by processor 228 may
be embodied in hardware or firmware (not shown). For
example, the executable instructions may be embodied in one
or more integrated circuits such as application-specific inte-
grated circuits (ASICs), field programmable gate arrays (FP-
GAs), or the like. One of skill in the art will appreciate that
integrated circuits may include logic circuits, and that the
logic circuits may be configured using one or more program-
mable files, fuse maps, or the like.

Device 110 may also include additional hardware, soft-
ware and/or firmware. For example, device 110 may be con-
figured to receive, decode and process digital broadband
broadcast transmissions that are based, for example, on the
Digital Video Broadcast (DVB) standard, such as DVB-H,
DVB-T or DVB-MHP, through a specific DVB receiver 241.
Device 110 may also be provided with other types of receivers
for digital broadband broadcast transmissions or for other
types of broadcasts (e.g., AM/FM radio). Additionally, device
110 is configured to transmit, receive, encode, decode and
process transmissions through one or more of WLAN trans-
ceiver 243, telecommunications transceiver 244, or other type
of wireless communication interface. Device 110, in at least
some embodiments, may also include one or more short-
range wired interfaces (e.g., USB) or wireless interfaces (e.g.,
BLUETOOTH). Additional formats and protocols may be
used to convey information, data, messages and the like.

Some embodiments include a machine-readable media
holding instructions that, when executed (e.g., by one or more
processors within device 110), cause device 110 and/or other
elements in environment 100 to perform various operations as
described herein. For example, product implementations may
include a series of machine-readable instructions fixed on a
tangible storage medium (e.g., a diskette, CD-ROM, ROM,
DVD, fixed disk, thumb drive, etc.) or transmittable to device
110 (e.g., via a modem or other interface). The machine-
readable instructions may embody all or part of the function-
ality with respect to a system (e.g., network communication
environment 100 of FIG. 1) or device (e.g., device 110, device
140 and/or device 180), and can be written in any of various
programming languages for use with many different com-
puter architectures and/or operating systems, as would be
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readily appreciated by one of ordinary skill. Various embodi-
ments of the invention may also be implemented as hardware,
firmware or a combination of software, hardware and/or firm-
ware.

FIG. 3 is a diagram that illustrates the use of content man-
agement profiles according to some embodiments. More spe-
cifically, FIG. 3 illustrates the use of content management
profiles to manage one or more sets of user-defined content
objects according to some embodiments. In the example of
FIG. 3, and building on a previous example, a user of device
110 is preparing to board an aircraft for purposes of taking a
business trip. During the trip the user will want to access a
collection of content objects, shown in FIG. 3 as solid squares
302A, as well as a collection of objects shown in FIG. 3 as
cross-hatched squares 302C. Those objects may be, e.g., text
files, spreadsheets, images, slides, etc. needed to prepare for
a meeting. Accordingly, the user inputs commands into
device 110 that causes processor 228 to execute instructions
to activate a first profile. That first profile (“flight profile” 308)
is associated with the set of content objects the user wishes to
access in order to prepare for her meeting. In order to create
storage space on device 110 for the content objects in flight
profile 308, a second profile (“entertainment profile” 314) is
deactivated. This deactivation may result from a separate user
instruction or may occur automatically in response to activa-
tion of flight profile 308. When entertainment profile 314 is
deactivated, content objects associated with profile 314 and
which are not associated with profile 308 (shown as white
boxes 302B in FIG. 3) are deleted and/or transferred.

As used herein, “deleting” a content object from device
110 refers to re-allocation of memory used to store the deleted
object for storage of other data. The re-allocated memory may
be immediately reused to store other content objects or other
data, may be securely erased (e.g., by overwriting with ran-
dom ones (1s) and zeros (0s)), or simply flagged as available
to store other data. “Transferring” a content object refers to
re-allocation of the memory used to store the transferred
object in conjunction with causing the transferred object to be
stored elsewhere (e.g., PC 140, server 180, etc.). “Removing”
a content object refers to either deleting or transferring that
object.

A user may create a profile in any of various ways. In some
cases, a user associates content objects with a profile using
device 110. In response to received user instructions defining
content objects as part of a set of objects to be associated with
a profile, device 110 tags those content objects as associated
with that profile. In other cases, a user may create a profile
(and define content objects associated with that profile) using
aPC (e.g., PC140) or other device, and then make that profile
(and its associated content objects) available to device 110. In
the example of FIG. 3, some content objects (shown as cross-
hatched boxes) are included within both profile 308 and pro-
file 314, though this need not be the case. Although only two
profiles are shown in FIG. 3, any number of profiles can be
created.

When a user first creates a content object, the user is in
some embodiments requested to define which profile(s) (if
any) the content object should be associated with. In some
embodiments, a newly-created content object is provided
with a default tag that automatically serves to associate the
newly-created object with one or more default profiles.

Associating content objects with profiles allows the user to
load all content objects associated with a given profile by
simply specifying the profile. In this manner, a user is not
required to remember or search for individual content objects
at times when it may be inconvenient to do so. Instead, a user
simply instructs device 110 (via an appropriate command)
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that a particular profile should be made active. In response,
processor 228 loads the content objects associated with that
activated profile (to the extent any such objects are not already
stored on device 110). Those objects may be loaded from PC
140, from server 180, or from some other location. If neces-
sary, processor 228 can also make room for content objects
associated with the activated profile by deleting objects in a
profile being deactivated and/or by transferring one or more
of those objects to PC 140, sever 180 or to some other loca-
tion.

In some embodiments, one or more data files storing the
association (e.g., a mapping) between content objects and
profiles may be stored at device 110 (e.g., in memory 234 of
FIG. 2). In other embodiments, the association data files may
also (or alternatively) be stored at another device (e.g., PC
140, server 180, etc.).

To the extent a content object in an activated profile is also
part of a profile being deactivated, no action is needed. Thus,
if the user of device 110 in the example of FIG. 3 is deacti-
vating entertainment profile 314 and activating flight profile
308, the content objects common to both of those profiles
(i.e., the cross-hatched boxes 302C in FIG. 3) are already in
place and need not be loaded. Although the present example
assumes only one profile is active, this need not be the case,
and a user may activate more than one profile.

Alternatively, or additionally, one or more of the content
objects associated with an active profile might not be physi-
cally stored on device 110 as a result of profile activation.
Instead, some content objects may be referenced by a link
located on device 110. Linking may be used in some embodi-
ments to preserve memory capacity on device 110, particu-
larly when a content object requires a large amount of
memory capacity relative to a storage capacity required by a
link and/or where interruption of network connectivity is not
expected.

In some embodiments, and as shown in FIG. 3, the profiles
(e.g., flight profile 308, entertainment profile 314, and other
profiles 326 and 332) and content objects 302 are stored on
PC 140, server 180, and/or other devices. Such devices will
often (though not necessarily) have a higher storage capacity
than device 110. Some content objects (e.g., content object
302D) might not be associated with any profile.

When the user deactivates a profile in some embodiments
(e.g., deactivating profile 314 in favor of flight profile 308),
and as discussed above, content objects (e.g., content objects
302B) not belonging to an active profile are removed from
device 110 (e.g., deleted or transferred to another device). In
other embodiments, it is desirable to limit the number of
content object transactions that occur when activating one
profile and deactivating another profile. For example, in order
to conserve (battery) power on device 110 or to conserve
communication network bandwidth, it may be desirable to
limit the number of content objects added to or removed from
device 110. Additional considerations may dictate minimiz-
ing the number of content object transactions in order to
conserve processing resources on device 110. For example,
device 110 may be running a resource intensive application
that requires a majority of the processing resources available
on device 110. In the example of FIG. 3, content objects in
flight profile 308 require a total of 3.5 GB of storage memory
and device 110 has 0.5 GB of available storage capacity not
being used by entertainment profile 314 or by other data. Ifthe
additional content objects added to device 110 as a result of
activating profile 308 (e.g., the blackened objects in FIG. 3)
do not exceed 0.5 GB, then removal of content objects will not
take place in some embodiments. Conversely, if the content
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objects being added to device 110 require more than 0.5 GB,
at least one content object not in an active profile may require
removal.

In some embodiments, device 110 is configured to remove
a minimum number of content objects necessary to create
sufficient storage capacity to facilitate adding the content
objects associated with activated profile 308. The selection of
which content objects to delete from device 110 may be based
on various criteria. The selection may be based on a storage
capacity required by inactive profile content objects. For
example, device 110 may be configured to delete the largest
content objects (in terms of memory capacity required to
support their storage) first in order to minimize the number of
content objects that need to be deleted. The selection of which
content objects to delete could also (or alternatively) be based
on frequency of use. For example, those content objects that
have not been accessed for a relatively long amount of time
may be deleted in order to allocate storage capacity on device
110 for content objects associated with a profile being acti-
vated. Other criteria may be used to determine which content
object(s) to remove from device 110 in order to allocate
sufficient storage capacity for flight profile 308.

In some embodiments, the user receives a warning or indi-
cation message on device 110 requesting the user to confirm
that it is acceptable for a content object (or group of content
objects) to be deleted. The user may thereafter press a key or
button on device 110, provide a verbal command (e.g., in
conjunction with speech recognition techniques or the like) or
allow a timer on device 110 to expire to confirm the deletion.
In some embodiments, device 110 provides the user with a
listing of content objects that it recommends as the best can-
didates for deletion, and the user may be able to select from
the recommended candidates.

In some embodiments, processor 228 of device 110
executes one or more algorithms to decide where content
objects should be transferred when attempting to create stor-
age space in device 110. These algorithms can be performed
in connection with activating/deactivating one or more pro-
files, and/or in connection with content that is not associated
with a profile. For example, server 180 may be subject to
excessive loading at times due to a relatively large number of
users attempting to simultaneously access server 180.
Accordingly, device 110 in some embodiments attempts to
first transfer content objects to PC 140. If an attempt to
transfer objects to PC 140 is unsuccessful (e.g., if PC 140 is
not available because it is offline) device 110 next attempts to
transfer content objects to server 180.

In some embodiments, the capacity available at each of
multiple storage locations is analyzed to determine the most
appropriate location for content object storage. FIG. 4A is a
diagram showing storage of content objects according to at
least one such embodiment. In the example of FIG. 4A, auser
of'device 110 initiates a content object download operation to
retrieve a music video content object 426 from a source 432.
In the example of FIGS. 4A and 4B, device 110 is part of a
wireless communication network; that wireless network is in
communication with source 432 and server 180 via the Inter-
net, and in communication with PC 140 via the Internet and a
home network in which PC 140 is located. Embodiments of
the invention include implementations in one or more other
types of networks. For example, device 110 may be part of a
wireless local area network (WLAN), with that WLAN con-
nected to the Internet. PC 140 could be on that same WLAN.

As shown in FIG. 4A by arrow 1a, device 110 first receives
data from source 432 indicating storage space needed for
video object 426. Device 110 compares the size of video
object 426 with the available storage capacity at device 110 to
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determine if device 110 has sufficient storage capacity to
support video object 426. In the example of FIG. 4A, the
memory of device 110 is full (or nearly full). Accordingly,
device 110 determines if PC 140 has sufficient memory
capacity to store video object 426. If PC 140 does have
sufficient storage capacity, and as shown with arrow 2a, video
object 426 is saved in storage of PC 140. If PC 140 does not
have sufficient storage capacity (or is offline), device 110 then
determines it server 180 is capable of storing video object
426. If so, device 110 causes video object 426 to be stored at
server 180 (arrow 3a). If server 180 cannot store video object
426 or is offline, other storage locations (not shown) could be
checked, the download of video object 426 aborted (or sus-
pended), or storage capacity made available in device 110 by
deleting or transferring other content objects.

As can be appreciated from FIG. 4A and the foregoing,
several storage locations are prioritized. A highest priority is
given to device 110, a lower priority is given to PC 140, and
a still lower priority is assigned to server 180. The prioritiza-
tion scheme of FIG. 4A is only one example, however, and
other priority schemes can be used. Priority schemes can be
based on bandwidth considerations, security concerns, and/or
various other factors.

In some embodiments, a user is able to dictate the priorities
associated with devices via one or more directives. The one or
more directives may include commands, instructions, or the
like. For example, a user downloading a personal banking
statement may have previously directed that all downloads
from a particular source (e.g., the user’s bank) go either to
device 110 or to PC 140, with a higher priority assigned to
device 110 in comparison to the priority assigned to PC 140.
Thereafter, the user may, via one or more directives, assign a
higher priority to PC 140 (in comparison to device 110) so as
to cause one or more content objects to be stored in PC 140 in
preference to device 110.

In some embodiments, a prioritization scheme is operative
with respect to all content objects. For example, a prioritiza-
tion scheme may serve to prioritize storage in one device
(e.g., device 110) in comparison to another (e.g., PC 140), and
as aresult, adownloaded content object may be preferentially
routed to the highest priority device (e.g., device 110) for
storage irrespective of the nature of the content object. Alter-
natively, in some embodiments the prioritization scheme may
be related to the nature of the content object. For example, a
user may be able to specify via a prioritization scheme that
content objects related to entertainment should preferably be
routed to device 110 (instead of PC 140), whereas content
objects related to business reports should preferably be routed
to PC 140 (instead of device 110).

In some embodiments, a user may also be able to change
devices in a prioritized group by directing that one or more
devices be added to or removed from the group. For example,
and building on the preceding example, a user may initially
include device 110 and PC 140 in a prioritized group for
purposes of storing a downloaded personal banking state-
ment. The user may subsequently decide that she wants to use
the storage capacity available on device 110 (only) for content
objects related to entertainment. Accordingly, the user may
remove device 110 from the prioritized group. The user may
also add one or more devices (e.g., server 180) to the priori-
tized group.

FIG. 4B is a diagram illustrating another example of stor-
age of content objects according to some embodiments. In the
example of FIG. 4B, video object 426 from a source 432 is
again to be downloaded via the Internet and other networks.
As shown in FIG. 4B by arrow 15, device 110 first receives
data from source 432 indicating storage space needed for
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video object 426. Device 110 compares the size of video
object 426 with the available storage capacity at device 110 to
determine if device 110 has sufficient storage capacity to
store video object 426. In the example of FIG. 4B, the
memory of device 110 is full (or nearly full). Accordingly,
device 110 determines if PC 140 is online and has sufficient
storage capacity to accommodate one or more content objects
presently stored in memory of device 110. If PC 140 does
have sufficient storage capacity (and is online), device 110
may transfer those content objects to PC 140 by transmitting
them to PC 140. After transmitting the one or more content
objects to PC 140, device 110 may thereafter store video
object 426 in its memory. If PC 140 does not have sufficient
storage capacity to store one or more content objects (or is
unavailable), device 110 determines if server 180 has suffi-
cient storage capacity to store one or more content objects
currently stored in memory of device 110. If server 180 does
have sufficient storage capacity, device 110 transmits the one
or more content objects stored in memory of device 110 to
server 180. After transmitting the one or more content objects
to server 180, device 110 may thereafter store video object
426 in its memory. In some embodiments, one or more of the
content objects being removed from device 110 (in order to
accommodate new content object(s)) may be local copies of
content objects also stored on PC 140 or server 180. In such a
circumstance, it would not be necessary to transmit that con-
tent object to PC 140, or server 180, and the locally stored
copy could simply be deleted.

As can be appreciated from FIG. 4B and the foregoing,
several storage locations are again prioritized. A first priority
is given to PC 140 and a lower priority is assigned to server
180. A content object (e.g., video object 426) is “forced” into
being stored in device 110. If device 110 is full, one or more
content objects already stored on device 110 are removed by
deletion or transfer to another device (e.g., PC 140, server
180, etc.) based on relative priorities. As with operations
shown in FI1G. 4A, the user of device 110 may (in connection
with operations shown in FIG. 4B) change devices in a pri-
oritized group and/or modify priorities assigned to devices.

One of skill in the art will appreciate that additional levels
of storage may be employed in either the scenario of FIG. 4A
or in the scenario of FIG. 4B (e.g., a user may have access to
PCs on multiple LANs). Moreover, one of skill in the art will
appreciate that at least some of the embodiments described
herein enable one to access and save a content object that is
only available for a limited duration. For example, a content
object may be a coupon offer that is going to be removed from
a commercial server within an hour of viewing it. If a user is
two hours away from her home, she might not be able to take
advantage of the offer using more traditional methods.
Embodiments described herein allow the user to save the
coupon offer on her device 110, PC 140 or server 180 for later
access.

In some embodiments, device 110 is configured to display
information (e.g., on display screen 236 of FIG. 2) related to
a download progress associated with a download of a content
object (e.g., a content object 302 of FIG. 3, video object 426
of FIGS. 4A-B, etc.). The display information may be
depicted as a bar graph, a pie chart or the like. Alternatively,
or additionally, in some embodiments device 110 provides an
indication as to what step (e.g., what arrow number in accor-
dance with the arrows/arrow numbers shown in FIGS. 4A-B)
of'the download process is being executed at a given point in
time. Device 110 may provide an option for canceling the
download. Alternatively, or additionally, device 110 may
implement a timer such that when the timer expires or reaches
a threshold value the download operation is canceled.
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FIG. 5A illustrates an algorithm 500a according to at least
some embodiments. In the first step of algorithm 500a (block
502), a user creates one or more profiles for device 110. As
explained above, the user may create such profiles using
device 110 or using some other device (e.g., PC 140). In the
next step of algorithm 500a (block 504), the user activates one
of the previously-created profiles. In some embodiments, a
user activates a profile using an explicit command input to
device 110. In other embodiments, a profile may be automati-
cally activated based on some other event. For example,
mobile device 110 may detect that it has joined a WLAN
corresponding to the user’s home and automatically activate
a profile the user has selected for use of device 110 when at
home. In the next step (block 506), a second profile is deac-
tivated in conjunction with activation of the first profile. In
block 508, one or more content objects associated with the
second profile are removed from device 110 in order to make
room for content objects associated with the first profile. In
block 510, content objects associated with the first profile are
(to the extent not already present) stored on device 110.

FIG. 5B illustrates an algorithm 5005 according to at least
some embodiments. In the first step (block 520), an instruc-
tion is received at device 110 that indicates storage capacity
will be required. In at least some embodiments, this instruc-
tion corresponds to a request by the user to download content
to device 110 from a remotely-located source (e.g., source
432 shown in FIGS. 4A and 4B), and the required storage
capacity will be at least the amount of storage needed for the
content to be downloaded. In the next step (block 526), one or
more devices in a prioritized group of devices are evaluated to
determine if one of the evaluated devices has storage capacity
that equals or exceeds that storage needed for the content to be
downloaded. In some cases, and as explained in connection
with FIG. 4A, storage on some device other than device 110
will be permitted if there is insufficient storage available
capacity on device 110. In such a scenario, device 110 is part
of'the group of prioritized devices that are evaluated. In other
cases, and as explained in connection with FIG. 4B, the down-
loaded content will be stored ondevice 110 even if device 110
does not currently have sufficient available storage capacity.
In this scenario, one or more content objects may be trans-
ferred from device 110 in order to create storage capacity for
the content to be downloaded. Accordingly, the group of
prioritized devices includes the devices (other than device
110) to which the one or more content objects may be trans-
ferred. In the next step (block 532), device 110 causes one or
more content objects to be stored on the highest-priority
device that was determined (in the evaluation of block 526) to
be able to store those objects. In the scenario of FIG. 4A, the
one or more objects being stored in block 532 are the content
that is being downloaded from remote source 432. In the
scenario of FIG. 4B, the one or more objects being stored in
block 532 are the objects being transterred from device 110 to
make room for the content being downloaded from remote
source 432.

In some embodiments, device 110 is configured to perform
both the algorithm 5004 of FIG. 5A and the algorithm 50056 of
FIG. 5B. In other embodiments, a device such as device 110
is only configured to perform one of algorithms 5004 or 5005.
In still other embodiments, algorithms 500a and 5005 are
combined into a single algorithm. In yet other embodiments,
various steps in algorithms 500a and/or 5005 are omitted
and/or rearranged.

Numerous characteristics, advantages and embodiments
have been described above with reference to the accompany-
ing drawings. However, the above description and drawings
are illustrative only. The invention is not limited to the illus-
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trated embodiments, and all embodiments of the invention
need not necessarily achieve all of the advantages or pur-
poses, or possess all characteristics, identified herein. Various
changes and modifications may be effected by one skilled in
the art without departing from the scope or spirit of the inven-
tion. Although example devices and components have been
described, the invention is not limited to such devices or
components unless specifically required by the language of a
claim. The elements and uses of the above-described embodi-
ments can be rearranged and combined in manners other than
specifically described above, with any and all permutations
within the scope of the invention.

What is claimed is:

1. A method comprising:

deactivating a first profile selected from a plurality of pro-

files in response to a received instruction, said deactivat-
ing including selecting a content object of a first set of
content objects associated with the first profile and
removing the content object of the first set from a mobile
device based at least in part on a size and a frequency of
use of the content object of the first set.

2. The method of claim 1, wherein associations between a
second profile and content objects in a second set and asso-
ciations between the first profile and content objects in the
first set are stored at the mobile device.

3. The method of claim 1, wherein associations between
the first profile and content objects in the first set and asso-
ciations between a second of the plurality of profiles and
content objects in a second set are stored on a second device.

4. The method of claim 1, wherein the content objects
include atleast one object chosen from the group that includes
an image file, a video file, a text file, a spreadsheet, an audio
file, and a file having one or more slides or other types of
presentations.

5. The method of claim 1, wherein the first set of content
objects includes at least one content object that is in a second
set of content objects associated with a second of the plurality
of profiles, and wherein the first set of content objects
includes at least one content object that is not in the second set
of content objects.

6. The method of claim 1, further comprising: receiving an
instruction to download one or more content objects included
in a second set of content objects to the mobile device from a
remotely located device.

7. The method of claim 1, further comprising:

receiving an instruction corresponding to a requirement for

a storage capacity in one or more memories of the
mobile device;
responsive to the received instruction corresponding to the
requirement for a storage capacity, evaluating one or
more devices in a prioritized group of devices for an
ability to store one or more content objects; and

causing the one or more content objects to be stored on the
highest priority device of the group able to store the one
or more content objects.

8. The method of claim 1, further comprising:

presenting, on the mobile device, the content object of the

first set as a candidate for removal from the mobile
device; and

receiving an indication at the mobile device that the content

object of the first set is to be removed from the mobile
device,

wherein the removing of the content object of the first set

from the mobile device is responsive to receiving the
indication.
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9. The method of claim 8, wherein the indication comprises
at least one of: depression of a key or button on the mobile
device, a verbal command, and expiration of a timer on the
mobile device.

10. The method of claim 1, further comprising:

referencing via at least one link, at the mobile device, a

second set of content objects that are associated with a
second profile responsive to activating the second pro-
file.

11. An apparatus comprising:

at least one processor; and

memory storing instructions that, when executed by the at

least one processor, cause the apparatus to:

deactivate a first of a plurality of profiles in response to
a received instruction, said deactivating including
selecting a content object of a first set of content
objects associated with the first profile and removing
the content object of the first set from the apparatus
based at least in part on a size and a frequency of use
of the content object of the first set.

12. The apparatus of claim 11, wherein associations
between the first profile and content objects in the first set and
associations between a second of the plurality of profiles and
content objects in a second set are stored at the apparatus.

13. The apparatus of claim 11, wherein associations
between the first profile and content objects in the first set and
associations between a second of the plurality of profiles and
content objects in a second set are stored on a second appa-
ratus.

14. The apparatus of claim 11, wherein the content objects
include at least one object chosen from the group that includes
an image file, a video file, a text file, a spreadsheet, an audio
file, and a file having one or more slides or other types of
presentations.

15. The apparatus of claim 11, wherein the first set of
content objects includes at least one content object that is ina
second set of content objects associated with a second of the
plurality of profiles, and wherein the first set of content
objects includes at least one content object that is not in the
second set of content objects.

16. The apparatus of claim 11, wherein the instructions,
when executed by the at least one processor, cause the appa-
ratus to:

receive an instruction to download one or more content

objects included in a second set of content objects to the
apparatus from a remotely located device.

17. The apparatus of claim 11, wherein the instructions,
when executed by the at least one processor, cause the appa-
ratus to:

receive an instruction corresponding to a requirement for a

storage capacity in one or more memories of the appa-
ratus;

responsive to the received instruction corresponding to the

requirement for a storage capacity, evaluate one or more
devices in a prioritized group of devices for an ability to
store one or more content objects; and

cause the one or more content objects to be stored on the

highest priority device of the group able to store the one
or more content objects.

18. The apparatus of claim 11, wherein the instructions,
when executed by the at least one processor, cause the appa-
ratus to:

present the content object of the first set as a candidate for

removal from the apparatus; and

receive an indication at the apparatus that the content

object of the first set is to be removed from the apparatus,
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wherein the removal of the content object of the first set
from the apparatus is responsive to receiving the indica-
tion.

19. The apparatus of claim 11, wherein the instructions,
when executed by the at least one processor, cause the appa- 5
ratus to:

reference via at least one link, at the apparatus, a second set

of content objects that are associated with a second
profile responsive to activating the second profile.
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1
STORAGE MANAGEMENT

FIELD

This description generally relates to storage of data on
electronic devices and management of resources utilized for
such storage.

BACKGROUND

Improvements in technology have changed the way people
interact with their surrounding environment. These improve-
ments provide opportunities and abilities for users of wireless
technology to obtain numerous types of application pro-
grams, data files, etc., in almost any location. Today, there is
a large amount of content available for downloading from the
Internet, and a large number of applications supporting vari-
ous file types. For example, a user may download a music
video clip to her mobile handheld device while at a neighbor-
hood park on Saturday, and may proceed to play it on her
device for purposes of entertaining herself and those around
her. The same user may be at an airport on Monday morning
to take a business trip and wish access to business reports for
purposes of giving a presentation. Accordingly, the user
receives an email on the same mobile handheld device from a
co-worker that includes the desired business reports as an
attachment.

Improvements in memory density (e.g., the amount of
memory capacity provided per unit area) have enabled users
to store an increasing amount of data on devices so as to
accommodate these and innumerable other scenarios.
Memory capacity is still finite, however, and there are prac-
tical limits as to how much data may be stored on a given
device at any particular moment. These limits are particularly
pronounced in the context of mobile devices, as recent trends
suggest that smaller devices are desirable.

By way of illustration, and returning to the previous
example, the emailed business reports may require more stor-
age space than is currently free in the mobile device’s memo-
ry(ies). Although the user may be able to delete one or more
currently-stored items to make room for the business reports,
this is often undesirable. For example, the user may have
recently taken a number of high resolution pictures of the
birth of her friend’s baby and not wish to lose those images.

BRIEF SUMMARY

The following presents a simplified summary of aspects of
certain embodiments. This summary is not an extensive over-
view, and is not intended to identify key or critical elements or
to delineate the scope of the claims.

Insome embodiments sets of content objects are associated
with content management profiles for a device. When a user
activates a content management profile, the content objects in
the set of content objects associated with that profile are (to
the extent not already present on the device) stored in the
device memory. In certain embodiments, storage space in the
device for content objects of the activated profile is made
available by deactivating a second profile. Content objects in
the deactivated profile that are not also in the set of objects
associated with the activated profile are removed from the
device by deletion or by transferral for storage in another
device.

Additional embodiments permit a first device to determine
where one or more content objects should be stored. Upon
receiving an instruction that corresponds to a requirement for
storage capacity, one or more devices in a prioritized group
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are evaluated for an ability to store the one or more content
objects. The content object(s) are then stored on the highest
priority device able to store those objects. The prioritized
group may or may not include the first device. In some cases,
for example, the one or more content objects are being
retrieved from a remote source and there is a desire to store
those objects on the first device. In such a circumstance, the
first device is part of the prioritized group of devices and has
the highest priority. In other cases, the one or more content
objects are already stored on the first device and there is a
desire to remove those content objects from the first device in
order to store new content objects. In these circumstances, the
first device is not part of the prioritized group.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing summary and the following detailed
description are better understood when read in conjunction
with the accompanying drawings, which are included by way
of'example, and not by way of limitation. In the drawings, like
reference numbers indicate like features.

FIG. 1 illustrates a network communication environment
in which one or more devices are operated and/or one or more
methods performed according to some embodiments.

FIG. 2 is a block diagram of a mobile handheld device
according to some embodiments.

FIG. 3 is a diagram illustrating the use of content manage-
ment profiles according to some embodiments.

FIG. 4A is a diagram illustrating storage of content objects
according to some embodiments.

FIG. 4B is another diagram illustrating storage of content
objects according to some embodiments.

FIG. 5A is a flow chart showing an algorithm according to
at least some embodiments.

FIG. 5B is another flow chart showing an algorithm accord-
ing to at least some embodiments.

DETAILED DESCRIPTION

In the following description of the various embodiments,
reference is made to the accompanying drawings, which form
a part hereof, and in which is shown by way of illustration
various embodiments in which one or more aspects of the
invention may be practiced. It is to be understood that other
embodiments may be utilized and structural and functional
modifications may be made.

As used herein, “content object” generically refers to any
of various types of data. A content object may be, without
limitation, one or more of a data object or file (e.g., an image
file, a video file, a text file, a spreadsheet, an audio file, a file
having one or more slides or other types of presentation(s),
etc.) an application program or component thereof, an oper-
ating system program or component thereof, a driver, etc.

FIG. 1 is a diagram of a network communication environ-
ment 100 in which one or more devices according to some
embodiments are operated, and in which one or more meth-
ods according to some embodiments are performed. A first
device 110 includes logic for managing profiles and for deter-
mining an appropriate storage location for content objects
and is connected to a network 130 via a connection 120.
Network 130 may include the Internet, an intranet, wired or
wireless networks, or any other network suitable for facilitat-
ing communication between devices in general. Network 130
may also be a group of interconnected networks. For
example, device 110 may communicate with a wireless
mobile network, which in turn communicates via the Internet
with one or more devices on a remotely-located LAN (local
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area network) or wireless LAN (WLAN) in a home or office.
Also shown in FIG. 1 is a second device 140 connected to
network 130 via a connection 150. In the embodiment of FIG.
1, device 140 is a personal computer. Further shown in FIG. 1
is a third device 180. In the embodiment of FIG. 1, device 180
is a file server (or collection of file servers). Device 180 is in
a different location from device 140, although this need not be
the case. Device 180 communicates with network 130 via a
connection 190. By virtue of the connectivity shown, devices
110, 140, and 180 communicate with one another. Such com-
munications enable the exchange of various types of infor-
mation as described herein.

The actual connections represented by connections 120,
150, and 190 may be embodied in various forms. For
example, one or more of connections 120, 150, and 190 may
be hardwired/wireline connections. Alternatively, one or
more of connections 120, 150, and 190 may be wireless
connections. Connections 120, 150, and 190 are shown in
FIG. 1 as supporting bi-directional communications (via the
dual arrow heads on each of connections 120, 150, and 190).
Alternatively, or additionally, network communication envi-
ronment 100 may be structured to support dissimilar forward
and reverse channel connections between various network
entities (e.g., use of one media for communication in one
direction and use of a different media for communicationina
different direction).

Communication environment 100 may be part of a larger
network consisting of additional devices. For example,
devices 140 and/or 180 may exchange communications with
a plurality of other devices (not shown) in addition to device
110, and/or device 110 may exchange communications with
devices in addition to PC 140 and/or server 180. Communi-
cations in environment 100 may be conducted using one or
more of numerous communication protocols. Furthermore,
communication environment 100 may include one or more
intermediary nodes (not shown) that may forward, buffer,
store, route, or otherwise process communications between
the various devices.

FIG. 2 is a block diagram of device 110 according to some
embodiments. Device 110 could be any of various types of
portable electronic devices (e.g., a laptop computer, a note-
book computer, some other type of portable computing
device, a personal digital assistant, a smart phone, a mobile
telephone, some other type of wireless communication
device, etc.). All of the components shown in FIG. 2 need not
be present in all embodiments. Although various components
of device 110 are represented as a single block, device 110
may include more than one of a particular component repre-
sented by a given block in FIG. 2. As shown in FIG. 2, device
110 includes a processor 228 connected to a user interface
230, amemory 234 and/or other storage, and a display screen
236. User interface 230 may further include a keypad, touch
screen, voice interface, four arrow keys, joy-stick, stylus, data
glove, mouse, roller ball, touch screen, or the like. Device 110
also includes a battery 250, a speaker 252, and one or more
antennas 254.

Also included within device 110, as part of one or more
programs executed by processor 228, is storage logic 260.
Although shown as a separate component in FIG. 2, storage
logic 260 may be included in memory 234 with one or more
other programs accessed by processor 228. In some embodi-
ments, storage logic 260 configures processor 228 to create,
execute and otherwise process data in accordance with one or
more content management profiles. The operation of content
management profiles according to some embodiments is
described below. Storage logic 260 further configures proces-
sor 228 to determine locations for storage of content objects
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in memory of device 110, in device 140, in device 180, or
elsewhere. The determination of storage locations is also
discussed below. In alternate embodiments, storage logic 260
may configure processor 228 to perform less than all of these
operations. In still other embodiments, all or part of storage
logic 260 may be located in device 140, device 180, or in
some other location.

As indicated above, executable instructions and data used
by processor 228 and other components within device 110 are
(in some embodiments) stored in a machine-readable
memory 234. Memory 234 may be implemented with any
combination of read only memory modules or random access
memory modules, optionally including both volatile and non-
volatile memory. Software 240 (which may include some or
all of the elements of storage logic 260) may be stored within
memory 234 (and/or other storage within device 110) to
provide instructions to processor 228 for enabling device 110
to perform various functions described herein. Alternatively,
some or all of the instructions executed by processor 228 may
be embodied in hardware or firmware (not shown). For
example, the executable instructions may be embodied in one
or more integrated circuits such as application-specific inte-
grated circuits (ASICs), field programmable gate arrays (FP-
GAs), or the like. One of skill in the art will appreciate that
integrated circuits may include logic circuits, and that the
logic circuits may be configured using one or more program-
mable files, fuse maps, or the like.

Device 110 may also include additional hardware, soft-
ware and/or firmware. For example, device 110 may be con-
figured to receive, decode and process digital broadband
broadcast transmissions that are based, for example, on the
Digital Video Broadcast (DVB) standard, such as DVB-H,
DVB-T or DVB-MHP, through a specific DVB receiver 241.
Device 110 may also be provided with other types of receivers
for digital broadband broadcast transmissions or for other
types of broadcasts (e.g., AM/FM radio). Additionally, device
110 is configured to transmit, receive, encode, decode and
process transmissions through one or more of WLAN trans-
ceiver 243, telecommunications transceiver 244, or other type
of wireless communication interface. Device 110, in at least
some embodiments, may also include one or more short-
range wired interfaces (e.g., USB) or wireless interfaces (e.g.,
BLUETOOTH). Additional formats and protocols may be
used to convey information, data, messages and the like.

Some embodiments include a machine-readable media
holding instructions that, when executed (e.g., by one or more
processors within device 110), cause device 110 and/or other
elements in environment 100 to perform various operations as
described herein. For example, product implementations may
include a series of machine-readable instructions fixed on a
tangible storage medium (e.g. a diskette, CD-ROM, ROM,
DVD, fixed disk, thumb drive, etc.) or transmittable to device
110 (e.g., via a modem or other interface). The machine-
readable instructions may embody all or part of the function-
ality with respect to a system (e.g., network communication
environment 100 of FIG. 1) or device (e.g., device 110, device
140 and/or device 180), and can be written in any of various
programming languages for use with many different com-
puter architectures and/or operating systems, as would be
readily appreciated by one of ordinary skill. Various embodi-
ments of the invention may also be implemented as hardware,
firmware or a combination of software, hardware and/or firm-
ware.

FIG. 3 is a diagram that illustrates the use of content man-
agement profiles according to some embodiments. More spe-
cifically, FIG. 3 illustrates the use of content management
profiles to manage one or more sets of user-defined content
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objects according to some embodiments. In the example of
FIG. 3, and building on a previous example, a user of device
110 is preparing to board an aircraft for purposes of taking a
business trip. During the trip the user will want to access a
collection of content objects, shown in FIG. 3 as solid squares
302A, as well as a collection of objects shown in FIG. 3 as
cross-hatched squares 302C. Those objects may be, e.g., text
files, spreadsheets, images, slides, etc. needed to prepare for
a meeting. Accordingly, the user inputs commands into
device 110 that causes processor 228 to execute instructions
to activate a first profile. That first profile (“flight profile” 308)
is associated with the set of content objects the user wishes to
access in order to prepare for her meeting. In order to create
storage space on device 110 for the content objects in flight
profile 308, a second profile (“entertainment profile” 314) is
deactivated. This deactivation may result from a separate user
instruction or may occur automatically in response to activa-
tion of flight profile 308. When entertainment profile 314 is
deactivated, content objects associated with profile 314 and
which are not associated with profile 308 (shown as white
boxes 302B in FIG. 3) are deleted and/or transferred.

As used herein, “deleting” a content object from device
110 refers to re-allocation of memory used to store the deleted
object for storage of other data. The re-allocated memory may
be immediately reused to store other content objects or other
data, may be securely erased (e.g., by overwriting with ran-
dom ones (1s) and zeros (0s)), or simply flagged as available
to store other data. “Transferring” a content object refers to
re-allocation of the memory used to store the transferred
object in conjunction with causing the transferred object to be
stored elsewhere (e.g., PC 140, server 180, etc.). “Removing”
a content object refers to either deleting or transferring that
object.

A user may create a profile in any of various ways. In some
cases, a user associates content objects with a profile using
device 110. In response to received user instructions defining
content objects as part of a set of objects to be associated with
a profile, device 110 tags those content objects as associated
with that profile. In other cases, a user may create a profile
(and define content objects associated with that profile) using
aPC (e.g., PC140) or other device, and then make that profile
(and its associated content objects) available to device 110. In
the example of FIG. 3, some content objects (shown as cross-
hatched boxes) are included within both profile 308 and pro-
file 314, though this need not be the case. Although only two
profiles are shown in FIG. 3, any number of profiles can be
created.

When a user first creates a content object, the user is in
some embodiments requested to define which profile(s) (if
any) the content object should be associated with. In some
embodiments, a newly-created content object is provided
with a default tag that automatically serves to associate the
newly-created object with one or more default profiles.

Associating content objects with profiles allows the user to
load all content objects associated with a given profile by
simply specifying the profile. In this manner, a user is not
required to remember or search for individual content objects
at times when it may be inconvenient to do so. Instead, a user
simply instructs device 110 (via an appropriate command)
that a particular profile should be made active. In response,
processor 228 loads the content objects associated with that
activated profile (to the extent any such objects are not already
stored on device 110). Those objects may be loaded from PC
140, from server 180, or from some other location. If neces-
sary, processor 228 can also make room for content objects
associated with the activated profile by deleting objects in a
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profile being deactivated and/or by transferring one or more
of those objects to PC 140, sever 180 or to some other loca-
tion.

In some embodiments, one or more data files storing the
association (e.g., a mapping) between content objects and
profiles may be stored at device 110 (e.g., in memory 234 of
FIG. 2). In other embodiments, the association data files may
also (or alternatively) be stored at another device (e.g., PC
140, server 180, etc.).

To the extent a content object in an activated profile is also
part of a profile being deactivated, no action is needed. Thus,
if the user of device 110 in the example of FIG. 3 is deacti-
vating entertainment profile 314 and activating flight profile
308, the content objects common to both of those profiles
(i.e., the cross-hatched boxes 302C in FIG. 3) are already in
place and need not be loaded. Although the present example
assumes only one profile is active, this need not be the case,
and a user may activate more than one profile.

Alternatively, or additionally, one or more of the content
objects associated with an active profile might not be physi-
cally stored on device 110 as a result of profile activation.
Instead, some content objects may be referenced by a link
located on device 110. Linking may be used in some embodi-
ments to preserve memory capacity on device 110, particu-
larly when a content object requires a large amount of
memory capacity relative to a storage capacity required by a
link and/or where interruption of network connectivity is not
expected.

In some embodiments, and as shown in FIG. 3, the profiles
(e.g., flight profile 308, entertainment profile 314, and other
profiles 326 and 332) and content objects 302 are stored on
PC 140, server 180, and/or other devices. Such devices will
often (though not necessarily) have a higher storage capacity
than device 110. Some content objects (e.g., content object
302D) might not be associated with any profile.

When the user deactivates a profile in some embodiments
(e.g., deactivating profile 314 in favor of flight profile 308),
and as discussed above, content objects (e.g., content objects
302B) not belonging to an active profile are removed from
device 110 (e.g., deleted or transferred to another device). In
other embodiments, it is desirable to limit the number of
content object transactions that occur when activating one
profile and deactivating another profile. For example, in order
to conserve (battery) power on device 110 or to conserve
communication network bandwidth, it may be desirable to
limit the number of content objects added to or removed from
device 110. Additional considerations may dictate minimiz-
ing the number of content object transactions in order to
conserve processing resources on device 110. For example,
device 110 may be running a resource intensive application
that requires a majority of the processing resources available
on device 110. In the example of FIG. 3, content objects in
flight profile 308 require a total of 3.5 GB of storage memory
and device 110 has 0.5 GB of available storage capacity not
being used by entertainment profile 314 or by other data. If the
additional content objects added to device 110 as a result of
activating profile 308 (e.g., the blackened objects in FIG. 3)
do not exceed 0.5 GB, then removal of content objects will not
take place in some embodiments. Conversely, if the content
objects being added to device 110 require more than 0.5 GB,
at least one content object not in an active profile may require
removal.

In some embodiments, device 110 is configured to remove
a minimum number of content objects necessary to create
sufficient storage capacity to facilitate adding the content
objects associated with activated profile 308. The selection of
which content objects to delete from device 110 may be based
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on various criteria. The selection may be based on a storage
capacity required by inactive profile content objects. For
example, device 110 may be configured to delete the largest
content objects (in terms of memory capacity required to
support their storage) first in order to minimize the number of
content objects that need to be deleted. The selection of which
content objects to delete could also (or alternatively) be based
on frequency of use. For example, those content objects that
have not been accessed for a relatively long amount of time
may be deleted in order to allocate storage capacity on device
110 for content objects associated with a profile being acti-
vated. Other criteria may be used to determine which content
object(s) to remove from device 110 in order to allocate
sufficient storage capacity for flight profile 308.

In some embodiments, the user receives a warning or indi-
cation message on device 110 requesting the user to confirm
that it is acceptable for a content object (or group of content
objects) to be deleted. The user may thereafter press a key or
button on device 110, provide a verbal command (e.g., in
conjunction with speech recognition techniques or the like) or
allow a timer on device 110 to expire to confirm the deletion.
In some embodiments, device 110 provides the user with a
listing of content objects that it recommends as the best can-
didates for deletion, and the user may be able to select from
the recommended candidates.

In some embodiments, processor 228 of device 110
executes one or more algorithms to decide where content
objects should be transferred when attempting to create stor-
age space in device 110. These algorithms can be performed
in connection with activating/deactivating one or more pro-
files, and/or in connection with content that is not associated
with a profile. For example, server 180 may be subject to
excessive loading at times due to a relatively large number of
users attempting to simultaneously access server 180.
Accordingly, device 110 in some embodiments attempts to
first transfer content objects to PC 140. If an attempt to
transfer objects to PC 140 is unsuccessful (e.g., if PC 140 is
not available because it is offline) device 110 next attempts to
transfer content objects to server 180.

In some embodiments, the capacity available at each of
multiple storage locations is analyzed to determine the most
appropriate location for content object storage. FIG. 4A is a
diagram showing storage of content objects according to at
least one such embodiment. In the example of FIG. 4A, auser
of'device 110 initiates a content object download operation to
retrieve a music video content object 426 from a source 432.
In the example of FIGS. 4A and 4B, device 110 is part of a
wireless communication network; that wireless network is in
communication with source 432 and server 180 via the Inter-
net, and in communication with PC 140 via the Internet and a
home network in which PC 140 is located. Embodiments of
the invention include implementations in one or more other
types of networks. For example, device 110 may be part of a
wireless local area network (WLAN), with that WLAN con-
nected to the Internet. PC 140 could be on that same WLAN.

As shown in FIG. 4A by arrow 1a, device 110 first receives
data from source 432 indicating storage space needed for
video object 426. Device 110 compares the size of video
object 426 with the available storage capacity at device 110 to
determine if device 110 has sufficient storage capacity to
support video object 426. In the example of FIG. 4A, the
memory of device 110 is full (or nearly full). Accordingly,
device 110 determines if PC 140 has sufficient memory
capacity to store video object 426. If PC 140 does have
sufficient storage capacity, and as shown with arrow 2a, video
object 426 is saved in storage of PC 140. If PC 140 does not
have sufficient storage capacity (or is offline), device 110 then
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determines if server 180 is capable of storing video object
426. If so, device 110 causes video object 426 to be stored at
server 180 (arrow 3a). If server 180 cannot store video object
426 or is offline, other storage locations (not shown) could be
checked, the download of video object 426 aborted (or sus-
pended), or storage capacity made available in device 110 by
deleting or transferring other content objects.

As can be appreciated from FIG. 4A and the foregoing,
several storage locations are prioritized. A highest priority is
given to device 110, a lower priority is given to PC 140, and
a still lower priority is assigned to server 180. The prioritiza-
tion scheme of FIG. 4A is only one example, however, and
other priority schemes can be used. Priority schemes can be
based on bandwidth considerations, security concerns, and/or
various other factors.

In some embodiments, a user is able to dictate the priorities
associated with devices via one or more directives. The one or
more directives may include commands, instructions, or the
like. For example, a user downloading a personal banking
statement may have previously directed that all downloads
from a particular source (e.g., the user’s bank) go either to
device 110 or to PC 140, with a higher priority assigned to
device 110 in comparison to the priority assigned to PC 140.
Thereafter, the user may, via one or more directives, assign a
higher priority to PC 140 (in comparison to device 110) so as
to cause one or more content objects to be stored in PC 140 in
preference to device 110.

In some embodiments, a prioritization scheme is operative
with respect to all content objects. For example, a prioritiza-
tion scheme may serve to prioritize storage in one device
(e.g., device 110) in comparison to another (e.g., PC 140), and
as aresult, adownloaded content object may be preferentially
routed to the highest priority device (e.g., device 110) for
storage irrespective of the nature of the content object. Alter-
natively, in some embodiments the prioritization scheme may
be related to the nature of the content object. For example, a
user may be able to specify via a prioritization scheme that
content objects related to entertainment should preferably be
routed to device 110 (instead of PC 140), whereas content
objects related to business reports should preferably be routed
to PC 140 (instead of device 110).

In some embodiments, a user may also be able to change
devices in a prioritized group by directing that one or more
devices be added to or removed from the group. For example,
and building on the preceding example, a user may initially
include device 110 and PC 140 in a prioritized group for
purposes of storing a downloaded personal banking state-
ment. The user may subsequently decide that she wants to use
the storage capacity available on device 110 (only) for content
objects related to entertainment. Accordingly, the user may
remove device 110 from the prioritized group. The user may
also add one or more devices (e.g., server 180) to the priori-
tized group.

FIG. 4B is a diagram illustrating another example of stor-
age of content objects according to some embodiments. In the
example of FIG. 4B, video object 426 from a source 432 is
again to be downloaded via the Internet and other networks.
As shown in FIG. 4B by arrow 15, device 110 first receives
data from source 432 indicating storage space needed for
video object 426. Device 110 compares the size of video
object 426 with the available storage capacity at device 110 to
determine if device 110 has sufficient storage capacity to
store video object 426. In the example of FIG. 4B, the
memory of device 110 is full (or nearly full). Accordingly,
device 110 determines if PC 140 is online and has sufficient
storage capacity to accommodate one or more content objects
presently stored in memory of device 110. If PC 140 does
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have sufficient storage capacity (and is online), device 110
may transfer those content objects to PC 140 by transmitting
them to PC 140. After transmitting the one or more content
objects to PC 140, device 110 may thereafter store video
object 426 in its memory. If PC 140 does not have sufficient
storage capacity to store one or more content objects (or is
unavailable), device 110 determines if server 180 has suffi-
cient storage capacity to store one or more content objects
currently stored in memory of device 110. If server 180 does
have sufficient storage capacity, device 110 transmits the one
or more content objects stored in memory of device 110 to
server 180. After transmitting the one or more content objects
to server 180, device 110 may thereafter store video object
426 in its memory. In some embodiments, one or more of the
content objects being removed from device 110 (in order to
accommodate new content object(s)) may be local copies of
content objects also stored on PC 140 or server 180. In such a
circumstance, it would not be necessary to transmit that con-
tent object to PC 140, or server 180, and the locally stored
copy could simply be deleted.

As can be appreciated from FIG. 4B and the foregoing,
several storage locations are again prioritized. A first priority
is given to PC 140 and a lower priority is assigned to server
180. A content object (e.g., video object 426) is “forced” into
being stored in device 110. If device 110 is full, one or more
content objects already stored on device 110 are removed by
deletion or transfer to another device (e.g., PC 140, server
180, etc.) based on relative priorities. As with operations
shown in FI1G. 4A, the user of device 110 may (in connection
with operations shown in FIG. 4B) change devices in a pri-
oritized group and/or modify priorities assigned to devices.

One of skill in the art will appreciate that additional levels
of storage may be employed in either the scenario of FIG. 4A
or in the scenario of FIG. 4B (e.g., a user may have access to
PCs on multiple LANs). Moreover, one of skill in the art will
appreciate that at least some of the embodiments described
herein enable one to access and save a content object that is
only available for a limited duration. For example, a content
object may be a coupon offer that is going to be removed from
a commercial server within an hour of viewing it. If a user is
two hours away from her home, she might not be able to take
advantage of the offer using more traditional methods.
Embodiments described herein allow the user to save the
coupon offer on her device 110, PC 140 or server 180 for later
access.

In some embodiments, device 110 is configured to display
information (e.g., on display screen 236 of FIG. 2) related to
a download progress associated with a download of a content
object (e.g., a content object 302 of FIG. 3, video object 426
of FIGS. 4A-B, etc.). The display information may be
depicted as a bar graph, a pie chart or the like. Alternatively,
or additionally, in some embodiments device 110 provides an
indication as to what step (e.g., what arrow number in accor-
dance with the arrows/arrow numbers shown in FIGS. 4A-B)
of'the download process is being executed at a given point in
time. Device 110 may provide an option for canceling the
download. Alternatively, or additionally, device 110 may
implement a timer such that when the timer expires or reaches
a threshold value the download operation is canceled.

FIG. 5A illustrates an algorithm 500a according to at least
some embodiments. In the first step of algorithm 5004 (block
502), a user creates one or more profiles for device 110. As
explained above, the user may create such profiles using
device 110 or using some other device (e.g., PC 140). In the
next step of algorithm 500a (block 504), the user activates one
of the previously-created profiles. In some embodiments, a
user activates a profile using an explicit command input to

20

25

40

45

60

65

10

device 110. In other embodiments, a profile may be automati-
cally activated based on some other event. For example,
mobile device 110 may detect that it has joined a WLAN
corresponding to the user’s home and automatically activate
a profile the user has selected for use of device 110 when at
home. In the next step (block 506), a second profile is deac-
tivated in conjunction with activation of the first profile. In
block 508, one or more content objects associated with the
second profile are removed from device 110 in order to make
room for content objects associated with the first profile. In
block 510, content objects associated with the first profile are
(to the extent not already present) stored on device 110.

FIG. 5B illustrates an algorithm 5005 according to at least
some embodiments. In the first step (block 520), an instruc-
tion is received at device 110 that indicates storage capacity
will be required. In at least some embodiments, this instruc-
tion corresponds to a request by the user to download content
to device 110 from a remotely-located source (e.g., source
432 shown in FIGS. 4A and 4B), and the required storage
capacity will be at least the amount of storage needed for the
content to be downloaded. In the next step (block 526), one or
more devices in a prioritized group of devices are evaluated to
determine if one of the evaluated devices has storage capacity
that equals or exceeds that storage needed for the content to be
downloaded. In some cases, and as explained in connection
with FIG. 4A, storage on some device other than device 110
will be permitted if there is insufficient storage available
capacity on device 110. In such a scenario, device 110 is part
of'the group of prioritized devices that are evaluated. In other
cases, and as explained in connection with FIG. 4B, the down-
loaded content will be stored ondevice 110 even if device 110
does not currently have sufficient available storage capacity.
In this scenario, one or more content objects may be trans-
ferred from device 110 in order to create storage capacity for
the content to be downloaded. Accordingly, the group of
prioritized devices includes the devices (other than device
110) to which the one or more content objects may be trans-
ferred. In the next step (block 532), device 110 causes one or
more content objects to be stored on the highest-priority
device that was determined (in the evaluation of block 526) to
be able to store those objects. In the scenario of FIG. 4A, the
one or more objects being stored in block 532 are the content
that is being downloaded from remote source 432. In the
scenario of FIG. 4B, the one or more objects being stored in
block 532 are the objects being transterred from device 110 to
make room for the content being downloaded from remote
source 432.

In some embodiments, device 110 is configured to perform
both the algorithm 5004 of FIG. 5A and the algorithm 50056 of
FIG. 5B. In other embodiments, a device such as device 110
is only configured to perform one of algorithms 5004 or 5005.
In still other embodiments, algorithms 500a and 5005 are
combined into a single algorithm. In yet other embodiments,
various steps in algorithms 500a and/or 50056 are omitted
and/or rearranged.

Numerous characteristics, advantages and embodiments
have been described above with reference to the accompany-
ing drawings. However, the above description and drawings
are illustrative only. The invention is not limited to the illus-
trated embodiments, and all embodiments of the invention
need not necessarily achieve all of the advantages or pur-
poses, or possess all characteristics, identified herein. Various
changes and modifications may be effected by one skilled in
the art without departing from the scope or spirit of the inven-
tion. Although example devices and components have been
described, the invention is not limited to such devices or
components unless specifically required by the language of a
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claim. The elements and uses of the above-described embodi-
ments can be rearranged and combined in manners other than
specifically described above, with any and all permutations
within the scope of the invention.

What is claimed is:

1. A method comprising:

receiving an instruction to activate a first of a plurality of

profiles for a mobile device, wherein each profile of the
plurality is associated with a distinct set of user-defined
content objects;

activating the first profile in response to the received

instruction, wherein said activation includes storing on
the mobile device a first set of content objects associated
with the first profile; and

deactivating a second of the plurality of profiles in response

to the received instruction, said deactivating including
selecting a content object of a second set of content
objects associated with the second profile and removing
the content object of the second set from the mobile
device based at least in part on a size and a frequency of
use of the content object of the second set.

2. The method of claim 1, wherein associations between
the first profile and content objects in the first set and asso-
ciations between the second of the plurality of profiles and
content objects in the second set are stored at the mobile
device.

3. The method of claim 1, wherein associations between
the first profile and content objects in the first set and asso-
ciations between the second of the plurality of profiles and
content objects in the second set are stored on a second
device.

4. The method of claim 1, wherein the content objects
include atleast one object chosen from the group that includes
an image file, a video file, a text file, a spreadsheet, an audio
file, and a file having one or more slides or other types of
presentations.

5. The method of claim 1, wherein the first set of content
objects includes at least one content object that is in the
second set of content objects associated with the second of the
plurality of profiles, and wherein the first set of content
objects includes at least one content object that is not in the
second set of content objects.

6. The method of claim 1, wherein the receiving an instruc-
tion further includes receiving an instruction to download one
or more content objects included in the first set of content
objects to the mobile device from a remotely located device.

7. The method of claim 1, further comprising:

receiving an instruction corresponding to a requirement for

a storage capacity in one or more memories of the
mobile device;
responsive to the received instruction corresponding to the
requirement for a storage capacity, evaluating one or
more devices in a prioritized group of devices for an
ability to store one or more content objects; and

causing the one or more content objects to be stored on the
highest priority device of the group able to store the one
or more content objects.

8. The method of claim 1, further comprising:

presenting, on the mobile device, the content object of the

second set as a candidate for removal from the mobile
device; and

receiving an indication at the mobile device that the content

object of the second set is to be removed from the mobile
device,

wherein the removing of the content object of the second

set from the mobile device is responsive to receiving the
indication.

10

20

25

30

40

45

50

60

65

12

9. The method of claim 8, wherein the indication comprises
at least one of:

depression ofa key or button on the mobile device, a verbal

command, and expiration of a timer on the mobile
device.

10. The method of claim 1, further comprising:

referencing via at least one link, at the mobile device, a

third set of content objects that are associated with the
first profile responsive to activating the first profile.

11. An apparatus comprising:

a processor; and

memory storing instructions that, when executed by the

processor, cause the apparatus to:

receive an instruction to activate a first of a plurality of
profiles for the apparatus, wherein each profile of the
plurality is associated with a distinct set of user-de-
fined content objects;

activate the first profile in response to the received
instruction, wherein said activation includes storing
on the apparatus a first set of content objects associ-
ated with the first profile; and

deactivate a second of the plurality of profiles in
response to the received instruction, said deactivating
including selecting a content object of a second set of
content objects associated with the second profile and
removing the content object ofthe second set from the
apparatus based at least in part on a size and a fre-
quency of use of the content object of the second set.

12. The apparatus of claim 11, wherein associations
between the first profile and content objects in the first set and
associations between the second of the plurality of profiles
and content objects in the second set are stored at the appa-
ratus.

13. The apparatus of claim 11, wherein associations
between the first profile and content objects in the first set and
associations between the second of the plurality of profiles
and content objects in the second set are stored on a second
apparatus.

14. The apparatus of claim 11, wherein the content objects
include at least one object chosen from the group that includes
an image file, a video file, a text file, a spreadsheet, an audio
file, and a file having one or more slides or other types of
presentations.

15. The apparatus of claim 11, wherein the first set of
content objects includes at least one content object that is in
the second set of content objects associated with the second of
the plurality of profiles, and wherein the first set of content
objects includes at least one content object that is not in the
second set of content objects.

16. The apparatus of claim 11, wherein the receiving an
instruction further includes receiving an instruction to down-
load one or more content objects included in the first set of
content objects to the apparatus from a remotely located
device.

17. The apparatus of claim 11, wherein the processor is
further configured to perform operations that include:

receiving an instruction corresponding to a requirement for

a storage capacity in one or more memories of the appa-
ratus;
responsive to the received instruction corresponding to the
requirement for a storage capacity, evaluating one or
more devices in a prioritized group of devices for an
ability to store one or more content objects; and

causing the one or more content objects to be stored on the
highest priority device of the group able to store the one
or more content objects.
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18. The apparatus of claim 11, wherein the instructions,
when executed by the processor, cause the apparatus to:

present the content object of the second set as a candidate
for removal from the apparatus; and

receive an indication at the apparatus that the content
object of the second set is to be removed from the appa-
ratus,

wherein the removal of the content object of the second set
from the apparatus is responsive to receiving the indica-
tion.

19. The apparatus of claim 11, wherein the instructions,
when executed by the processor, cause the apparatus to:

10

reference via at least one link, at the apparatus, a third setof 5

content objects that are associated with the first profile
responsive to activating the first profile.

14

20. An apparatus comprising:

means for receiving an instruction to activate a first of a
plurality of profiles for the apparatus, wherein each pro-
file of the plurality is associated with a distinct set of
user-defined content objects;

means for activating the first profile in response to the
received instruction, wherein said activation includes
storing on the apparatus a first set of content objects
associated with the first profile; and

means for deactivating a second of the plurality of profiles
in response to the received instruction, said deactivating
including selecting a content object of a second set of
content objects associated with the second profile and
removing the content object of the second set from the
apparatus based at least in part on a size and a frequency
of use of the content object of the second set.

#* #* #* #* #*
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