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Cyber Security challenges 
in Aviation and Maritime
// Dr. Martti Lehto

 � Dr. Martti Lehto, (Military Sciences), Col (GS) 
(ret.) works as a Cyber security professor in the 
University of Jyväskylä in the Faculty of 
Information Technology. He has over 30 years’ 
experience as developer and leader of C4ISR 
Systems in Finnish Defence Forces. Now he is a 
Cyber security and Cyber defence researcher 
and teacher and the pedagogical director of the 
Cyber Security MSc. program. He is also 
Adjunct professor in National Defence 
University in Air and Cyber Warfare. He has 
over 100 publications, research reports and 
articles on the areas of C4ISR systems, cyber 
security and defence, information warfare, air 
power and defence policy. Since 2001 he has 
been the Editor-in-Chief of the Military Magazine 
“The development of strategic cyber situational 
awareness requires the ability to produce 
analyzed information about the events in 
cyberspace and thus create the required 
situational awareness.”

MARTTI LEHTO
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INTRODUCTION

Transportation system is a part of the critical 
national infrastructure. Transportation systems 
support the movement of people and goods within 

a national and international level and include the combi-
nation of vehicles, infrastructure, and operations. Disrup-
tion of the transport network has significant impacts on 
everyday life of citizens, national defence and security, and 
the vital functions of the state. This critical infrastructure 
is managed and maintained by a complex set of actors, 
each of whom tackle cyber security differently.

The cyber security risk landscape in transport is 
currently evolving towards the point that risks that were 
once considered unlikely began occurring with regularity. 
This ongoing trend can be attributed to higher maturity of 
attack tools and methods, increased exposure, and 
increased motivation of attackers. In the past, most of the 
attacks were conventional and the attackers were individ-
uals or small groups. 

Nowadays, we see a new breed of attacks, targeted and 
sophisticated, where the attackers are using advanced 
cyber weapon that is developed by intelligence, military, 
or terror organizations. These attacks are called Advanced 
Persistent Threats (APTs) and it usually refers to a group, 
such as a foreign government, with both the capability 
and the intent to target a specific entity persistently and 
effectively. 

AVIATION

Aviation is a cornerstone of national and international 
commerce, trade, and tourism, which means even an 
isolated incident could spark a crisis of confidence in the 
entire sector. The potential impacts on stock market 
value, stability, and national gross domestic product make 
securing and protecting the connected aviation world a 
critical element of national security.

Cyber threats to the aviation sector are rapidly 
becoming a major issue for airlines, aircraft manufactur-
ers and authorities. Cyber risk is significant and growing 
in the aviation sector, with 85% of airline CEOs express-
ing concern about cyber risk. For example, the civil 
aircraft manufacturer Airbus Group is hit by up to 12 
cyberattacks per year, mostly in the form of ransomware 
and hostile actions carried out by state-sponsored 
attackers. According to a study by the European Aviation 
Security Agency (EASA), there is an average of 1,000 
airport cyber-attacks per month.

Cybersecurity is a growing concern for civil aviation, 
as organizations increasingly rely on electronic systems 
for critical parts of their operations, including safety-criti-
cal functions. The case study in USA shows the situation. 
A team of experts of US Homeland Security remotely 
hacked a Boeing 757, which was parked at the airport in 
Atlantic City. The team got the airplane on September 19, 
2016 and two days later, an expert was successful in 
accomplishing a remote, non-cooperative, penetration.

The civil aviation system consists of a patchwork of 
interconnected components, systems, and networks, 
which could have vulnerabilities. The potential for cyber 
incidents that could jeopardize communications and 
information exchanges between various aviation stake-
holders, impact safety and security and damage aviation 
business continuity has increased over the years.

The aviation system should have the cyber security 
management built-in in all levels, continuously to manage 
current and future cyber-threats and vulnerabilities. The 
levels are international, national and business entity 
levels. Different fields in aviation are e.g., the manufactur-
ers, airlines, maintenance, repair, and overhaul organiza-
tions (MROs), airports, air navigation service providers 
and security service providers. Cybersecurity encompasses 
the protection of electronic systems from malicious 
electronic attack (unlawful interference) and the means of 
dealing with the consequences of such attacks.

An example of the cyber-attack against aviation: In 
2015 an attack on the IT network of the LOT airline of 
Poland caused at least 10 flights to be grounded. It was 
one of the first reported cases of hackers causing cancella-
tions. LOT encountered an IT attack that affected the 
ground operation systems. As a result, LOT was not able 
to create flight plans and outbound flights from Warsaw 
are not able to depart.
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MARITIME

The maritime sector is a vital part of the global economy, 
whether it is carrying cargo, passengers, or vehicles. 
Maritime digital transformation is part of the ongoing 
transition in the traffic systems. With around 50,000 
ships at sea or in port at any one time, the maritime 
transport industry is highly exposed to cyber-attacks. 

Vessels do not need to be attacked directly. An attack 
can arrive via a company’s shore-based Information 
Technology (IT) systems and very easily penetrate a ship’s 
critical onboard Operational Technology (OT) systems. 
These systems are used for a variety of purposes, includ-
ing access control, navigation, traffic monitoring, and 
information transmission. Although the interconnectivity 
and utilization of the cyber systems facilitate transport, 
they can also present opportunities for exploitation, 
contributing to risk for the maritime systems.

There are several key issues that make cybersecurity 
for the maritime industry particularly complex, challeng-
ing, and confusing. There are many different classes of 
ships, tugs, and boats, all of which operate in very 
different environments. These vessels tend to have 
different computer systems built into them. Many of 
those systems are designed to last no more than three 
decades. Placed in another context, many ships operate 
outdated and unsupported operating systems, which are 
the ones most prone to cyberattacks. Ships are increasing-
ly using systems that rely on digitization, digitalization, 
integration, and automation, which call for cyber risk 
management on board. As technology continues to 
develop, information technology and operational technol-
ogy onboard ships are being networked together – and 
more frequently connected to the internet.

Maritime technical environment consists of the 
interconnected system of systems of vessels, fairway, and 
harbours. In this environment the cyber security of the 
connections will need to be ensured. Securing the cyber 
aspects of interconnected system hosted by multiple stake-
holders requires system-of-systems view in cyber security.

ENISA has published the EU report on cyber security 
challenges in the Maritime Sector. This principal analysis 
highlights essential key insights, as well as existing 
initiatives, as a baseline for cyber security. The high-level 
recommendations are given for addressing these risks, 
cyber threats are a growing menace, spreading to all 
industry sectors that relying on ICT systems. One key 
finding of the report is that Maritime cyber security 
awareness is currently low, to non-existent. A holistic, 
risk-based approach is needed, assessment of maritime 

specific cyber risks, as well as identification of all critical 
assets within this sector.

One example of the cyber-attack against maritime. 
Cyber breach affecting Cosco’s operations in the US Port 
of Long Beach, on 24 July 2018, which affected the giant’s 
daily operations. The company’s network broke down, 
and some electronic communications were not available 
as a result. 

CONCLUSION

Technical and economic development has led to 
networking and increasing interdependencies between 
production, services and transport and entire society. In 
recent years attacks against critical infrastructures, critical 
information infrastructures and the internet connected 
vehicles have become ever more frequent and complex 
because perpetrators have become more professional. 
There are several reasons for conducting cyber-attacks 
against the transportation sector. Due to the reliance of 
trade on the transport sector, an attack could be used to 
affect trade in general, or even target a specific commodity 
and its availability. Airports can be targeted to affect 
tourism, material transportation or business travel.  
The greatest fear faced by transportation agencies is  
the potential for accidents, mass chaos, and even  
injuries or loss of life due to disruptions to critical 
infrastructure.

Cyber security as an essential part of the critical 
infrastructure will need to be ensured. Securing the cyber 
aspects of interconnected transport system hosted by 
multiple stakeholders requires system-of-systems view in 
cyber security. That means a holistic approach of cyber 
security to be considered to take care in all decision levels 
of stakeholders.

The speed of innovation, technological advancement, 
and adversary capability is potentially outstripping policy 
and regulatory development in many areas of the trans-
port ecosystem. This cyber security challenge will not be 
an easy one for the industry or international and national 
policy leaders, but collaboratively tackling it is critical for 
getting ahead of adversaries as well as for understanding 
and subsequently mitigating the risks.

Making transport systems resilient against cyber 
adversaries stretches from concept through design, 
assurance, supply, build, delivery, and operations. With a 
shifting and evolving threat landscape that is growing as 
fast as the potential attack surface, managing risk,  
and looking far enough ahead is a complex, multi-stake-
holder challenge. 
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