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Abstract: In 2019, e-criminals adopted new tactics to demand enormous ransoms from large organizations by
using ransomware, a phenomenon known as “big game hunting.” Big game hunting is an excellent example of a
sophisticated and coordinated modern cyber-attack that has a significant impact on the target. Cyber threat
intelligence (CTI) increases the possibilities to detect and prevent cyber-attacks and gives defenders more time
to act. CTl is a combination of incident response and traditional intelligence. Intelligence modifies raw data into
information for decision-making and action. CTl consists of strategic, operational, or tactical intelligence on cyber
threats. Security event monitoring, event-based response, and anomaly and signature-based detection can
create the basis of the situation in cyberspace.

To achieve a uniform situational picture, long-term assessment is required. Strategic CTl informs broad or long-
term issues and provides situation awareness as well as an analyzed overview of the threat landscape and early
warning of cyber threats. This paper describes how the implementation of artificial intelligence (Al) and machine
learning (ML) can be utilized in strategic CTI.

The results were arrived at using the design science research methodology. We propose a solution that uses Al
as a component of strategic CTl. Furthermore, the paper is a literature survey, integrating research literature
on intelligence, cybersecurity, and Al. The paper presents the concept of CTl and its relation to the situational
picture of cyberspace. It also addresses the possibilities of natural language understanding for large-scale
content analysis and introduces a solution in which an existing enriched dataset provided valuable strategic-
level information about an ongoing malicious cyber event.

The paper is part of PhD research concerning comprehensive CTIl. Other articles in the dissertation discuss
emerging technologies in operational and tactical CTI.
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1.Introduction

During the 2000s, cyberspace matured into the fifth domain of warfare, and the volume of criminal activity in
cyberspace increased considerably. Cyberspace is not only a technical issue, but it also has a strategic dimension.
Cyberspace has expanded warfare to a global scale, beyond the traditional use of military force. The use of force
in cyberspace to cause a strategic-level malicious impact does not require state-level resources. The cyber
domain differs from other domains of warfare because actors in cyber conflicts are not always military. State
actors, criminals, and terrorists attack state authorities, the media, companies, universities, and critical
infrastructure. State actors and private cybersecurity companies are fighting against these attackers. The
detection of attacks, intelligence collection on them as well as the analysis and attribution of the attacker is
often difficult or impossible to do.

A cyber-attack is defined as “an attack, via cyberspace, targeting an enterprise’s use of cyberspace for the
purpose of disrupting, disabling, destroying, or maliciously controlling a computing environment/infrastructure,
or destroying the integrity of the data or stealing controlled information.” Cybersecurity is a process of
protecting information by preventing, detecting, and responding to cyber-attacks. The cyber threat is an event
or condition that has the potential to cause asset loss and the undesirable consequences or impact of such loss
(NISTIR 7298, 2019). Cybersecurity has been based on incident response and security operations (ENISA, 2018)
where the focus has been on monitoring security events and incidents and in reacting to detected incidents.
Internal threat monitoring has not always provided sufficient time for the defender to be proactive.

Incident response has been the methodology of cybersecurity since the 2010s. Incident response or incident
handling means the mitigation of an adverse event in a computer system or network caused by the failure of a
security mechanism or an attempted or threatened breach of these mechanisms. In cyber defense based on
incident response, the attacker always seems to be a few steps ahead. The prevailing methods of cybersecurity,
such as security event monitoring, event-based response, and the anomaly or signature-based detection, will


mailto:japevout@student.jyu.fi
mailto:martti.j.kari@jyu.fi

not improve the situation. The development and implementation of tactics, techniques, and procedures (TTP)
of cyber threat intelligence, including intent-based response and detection based on an attacker’s behaviour,
improve the situation and give a defender the possibility to get ahead of the threat actor.

CTI consists of strategic, operational, or tactical intelligence on cyber threats. Security event monitoring, event-
based response, and anomaly and signature-based detection can create the basis of the situation in cyberspace.
To achieve a comprehensive situation picture, long-term assessment is required. Strategic CTl informs broad or
long-term issues and provides situation awareness as well as an analyzed overview of the threat landscape and
early warning of cyber threats. This paper describes how the implementation of artificial intelligence (Al) and
machine learning (ML) can be utilized in strategic CTI. The results were arrived at using the design science
research methodology. We propose a solution that uses Al as a component of strategic CTIl. In 2019 the Finnish
Parliament passed new intelligence laws, the implementation of which requires new methods to achieve the
goals of national CTI. For that reason, the call for the study stems from practical needs.

2. Methodology

The methodology used in this paper is a combination of the intelligence question and the design science research
process (DSRP). The study focuses on the phenomenon known as big game hunting. The intelligence question
for the study was provided by the National Cyber Security Centre Finland (NCSC-Fl). The purpose of the
intelligence question was to initiate the intelligence process.

The DSRP is a set of analytical techniques and perspectives for information systems (IS) research. There are two
activities in DSRP for improving knowledge in the IS domain: the generation of knowledge through the design of
new and innovative things or processes and the analysis of things and processes via reflection and abduction. In
the scope of DSRP, an example of things and processes mean algorithms, human/computer interfaces, and
system design methods or languages. A common term for objects and processes in the DSRP is an artifact
(Vaishnavi, Kuechler et al., 2004).

The DSRP cycle begins with awareness of the problem. Usually, the dilemma comes from industry or various
areas within the information technology sector. In this study, the problem was initiated by the National Cyber
Security Centre Finland (NCSC-FI): the need for a comprehensive threat analysis of the emerging cyberspace
phenomenon known as big game hunting. The proposal for solving the problem was research concerning
emerging technologies in the CTI process.

The second phase of DSRP is the suggestion and tentative design. For the study, the second phase included the
utilization of IBM cloud capabilities in collecting, processing, and analyzing information on strategic cyber
intelligence processes.

The development of an artifact is based on various questions concerning IBM cloud capabilities. According to
McDowell, the data collection for strategic intelligence should be comprehensive, from various sources, with
the collected data often being qualitative (McDowell, 2009). For that reason, the selected artificial intelligence
subtype was IBM Watson Natural Language Understanding (NLU). As a result of this process, an artifact is
created. The artifact in this study was a combination of an IBM Watson NLU machine learning model and the
strategic cyber threat intelligence process.

The artifact was evaluated with performance measures. The purpose of the study was to evaluate the suitability
of IBM Watson when used in CTl. The performance measures were based on the following questions: Can the
artifact find related information from the data? Can the artifact analyze and process the collected data? Can the
artifact provide enough information for the intelligence direction and its sub-questions?

The conclusion from the first DSR cycle was that the ML model created according to the intelligence direction
did not provide enough reasonable information for the intelligence question. As a result of insufficient data, a
new DSR cycle was initiated. According to DSRP knowledge flows in figure 1 (Vaishnavi, Kuechler et al., 2004), in
the development of the improved artifact the missing properties were improved by using a IBM Watson
Discovery News pre-enriched dataset. The second solution fulfilled performance measures. As a result of the
queries conducted from the data, new and valuable information about big game hunting was found.
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3. Cyber Threat Intelligence

According to European Union Agency for Cybersecurity (ENISA, 2018), cyber threat intelligence, even though it
is still evolving and in the early adoption phase, is becoming a critical part of cybersecurity capabilities and
activities. There is no widely accepted definition of cyber threat intelligence (CTI). ENISA’s definition of CTl is as
follows: “Cyber threat intelligence is the process and product resulting from the interpretation of raw data into
information that meets a requirement as it relates to the adversaries that have the intent, opportunity, and
capability to harm” (ENISA, 2018).

CTl includes information on a threat actor’s TTPs, threat indicators on impending or ongoing cyber-attacks or on
successful compromise, and security alerts and threat reports (Jasper, 2017). TTPs describe the tactical and
technical activities of an actor, including their tendency to use a specific malware variant, order of operations,
attack tool, delivery mechanism (e.g., phishing or watering hole attack), or exploit. Tactics are the description of
the way an adversary carries out his attack from the beginning, i.e., from reconnaissance to the end, command,
control, and action on objectives inside the compromised information system. Techniques give a more detailed
description of behaviour in the context of a tactic, and procedures an even lower-level, more highly detailed
description in the context of a technique.

The challenge for CTl is the enormous volume, velocity, and diversity of different data sources. An organization’s
network can generate petabytes of data per second and CTI has to be capable of detecting a threat from among
all of this traffic. The data are collected from many sources, and the format of the collected data may vary as
well. This requires a process for collecting and analyzing data in a timely fashion and creating CTI products which
adequately support decision-making. The sources of CTI are typically open data sources, commercial feeds,
shared intelligence, and asset information (Doerr, 2018).

CTl can be considered a combination of incident response and traditional intelligence. The purpose of CTl-based
defense is, in the best case, to get ahead of the malefactor or to at least be ready if a cyber-attack occurs. Alan
Breakspear, the President of the Canadian Association for Security and Intelligence Studies (CASIS), has stated
that intelligence is misunderstood and too often focused only on threats, missing opportunities for advantage.
His proposal for a definition of intelligence is the following: “Intelligence is a corporate capability to forecast
change in time to do something about it. The capability involves foresight and insight, and is intended to identify
impending change which may be positive, representing opportunity, or negative, representing a threat”
(Breakspear, 2012).

Intelligence is a process, described by the intelligence cycle. The intelligence cycle is the process of developing
raw data into information and delivering this information (i.e., intelligence) to policymakers to use in decision-
making and action. The aim is to increase the knowledge and, in the best case, the wisdom of decision-makers
by providing them with objective intelligence at the right time. The intelligence cycle consists of several steps,
with Mark Lowenthal presenting a cycle that consists of seven phases. These phases are identifying and setting
requirements, collection, processing and exploitation, analysis and production, dissemination, consumption,
and feedback. In this paper, the information collection, procession, exploitation, and analysis are included in
the evaluation of the Al capabilities.

Identifying and setting requirements means defining and prioritizing requests for information by the clients, that
is, the questions to which intelligence is expected to answer. Collection means information or data gathering



from diverse sources, including open-source data. Processing and exploitation mean the process of converting
the collected data for analysis. Conversion can include translations, decryption, interpretation, and evaluation
of data. Evaluation means assessment of the type, quality, and format of data (information) in a way that
promotes reliability and prevents supposition. In the analysis and production process the collected data is
processed by appropriate analysis techniques and compiled to the intelligence product. In dissemination, the
intelligence product, responding to the client’s request for intelligence, is distributed to clients. A dialogue
between clients and intelligence producers should continue during the whole process. Feedback from the client
indicates how well their intelligence requirements are being met.

CTl is the process of collecting, analyzing, and disseminating intelligence on cyber threats to protect information
and information systems by preventing and detecting cyber-attacks. The purpose of CTl is to understand the
attacker and attacks, help anticipate future actions and plan a response and cyber defense. CTl can be illustrated
and explained in the seven-phase process described by Lowenthal. Like all intelligence, CTI produces accurate,
timely, and relevant intelligence, improves cyber threat information and supports the client in identifying threats
and opportunities. CTl can be strategic, operational, or tactical.

Strategic cyber threat intelligence is typically non-technical, risk-based intelligence on broad or long-term issues
and provides an overview of the threat landscape. It might also provide early warning of threats. Strategic cyber
threat intelligence constructs a situation picture of the intent and capability of cyber threats. A strategic cyber
threat picture can include information on geopolitical events and trends, combining cyber-attacks on
geopolitical conflicts and events, information on malicious actors, threat actor tactics and targets, tools, and
Tactics, Techniques and Procedures (TTP)s and their changes over time, and trends and patterns of emerging
threats and risks (CIS, 2019). Strategic CTI analyses trends, emerging risks while creating and updating a
strategic-level situation picture of the possible broad impacts and consequences of cyber-attacks. Strategic CTI
differs from other CTI categories because it is mainly non-technical and produced for senior leadership instead
of technical personnel. Typical strategic CTl products are policy papers, white papers, assessments, and threat
reports which present a strategic cyber threat picture.

Strategic CTI requires a human element because it is time-consuming to evaluate and test new adversary TTPs
against existing security controls. Parts of the process of strategic threat intelligence can be automated, but an
intelligence analyst is needed for the production. Strategic CTl focuses on assessing and mitigating current and
future risks to operations and businesses by answering the questions of who is causing the cyber threat and
why.

The products of strategic CTl include assumptions about the nature and role of the cyber-attacks and the
attacker, and about the threat posed by the attacker. The aim is to support decision-making about which
defensive measures will be the most effective. Strategic CTl also supports security policy planning and
implementation as well as resource allocation.

Operational CTl assesses specific, potential incidents related to events, investigations, or activities. Operational
CTl relates to specific attacks or campaigns and answers the questions of how the threat is created and where it
is projected. It helps defenders understand the nature, intent, and timing of a specific attack, and also provides
insight into the nature and sophistication of the groups) responsible. In many cases, however, only
partial context can be obtained (Recorded Future, 2018). Operational intelligence is often related to
campaigns, malware, and tools, and may come in the form of forensic reports. Operational intelligence is also
referred to as technical threat intelligence because it can include technical information about cyber attacks.
Technical information can include attack vectors, exploited vulnerabilities, and command and control domains
used by the attacker.

Tactical CTl is intelligence on real-time events, investigations, or activities. It answers the question of why and
provides support for day-to-day operations and events, such as the development of signatures and indicators of
compromise. Typical indicators of compromise are the presence of malware, signatures, exploits, vulnerabilities,
and IP addresses. Indicators of an attack, such as code execution, persistence, stealth, command control, and
lateral movement within a network, are early warning signs that an attack may be underway or has already
occurred.



The cyber kill chain model, published by Lockheed Martin in 2011, has been the most used framework to explain
the phases and process of a cyber-attack. In the kill chain model, the cyber-attack consists of seven phases. In
reconnaissance, the attacker selects and researches a target and identifies vulnerabilities of the target network.
In weaponization, the attacker creates remote access malware weapons tailored for the identified vulnerability.
The attacker delivers the malware to the target system where the malware exploits the identified vulnerability
and installs access points to the target system. The attacker then uses this access point to gain command and
control of the target system and starts actions to achieve their goals as data exfiltration, data destruction, or
encryption for ransom (Hutchins, Cloppert & Amin, 2011). The ultimate goal of the CTI process is to produce a
situational picture of cyberspace. Notably, it is the changes in events that belong to the scope of the process.

Since the beginning of the decade, defining a cyberspace situational picture has been one of the most popular
topics in research on cyberspace. From the perspective of this paper, we are interested in the change for in
cyberspace situational pictures and Al-based technologies that can be used to create the situational picture with
CTI. Finally, we want to find a solution for evaluating the shift in the situational picture. According to Bartch et
al (2018), with a decent situational picture, it is possible to obtain situational awareness that contains the latest
information about risk landscape, vulnerabilities, and cyber defense capability readiness (Bartch et a,l 2018).
According to JP 3-12, a detailed, accurate and comprehensive situational picture of cyberspace operations is the
key element for correct decision-making in a dynamic and continuously developing environment. The
observation of adversarial behavior is based on signals intelligence (SIGINT) and analysis of exploitations (Joint
Chiefs of Staff, 2018)

As in Figure 2, the JP 3-12 definition of the observation of adversarial behavior positions itself as tactical CTI,
analyzing the dataflow. Tactical CTl is the most critical way to make observations from cyberspace, but
operational and strategic CTl should not be underrated.

INTELLIGENCE QUESTION:
Provide information about the risk of big game
hunting against my organization.
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Figure 2: Relation of CTI and cyberspace situational picture

4. Al based solutions for strategic CTI

When the phases of the strategic cyber intelligence process are observed from the perspective of Al-based
technologies, the first phase, intelligence direction, requires human capabilities to initiate the intelligence
process. Despite the continually growing speed of the technology, initiation requires a human. Intelligence
direction is usually a task that is shaped as an intelligence question. In the 2019 cyber threat landscape, the
malicious phenomenon known as big game hunting appeared. It refers to the launching of ransomware attacks
against large organizations to obtain a significant amount of money in bitcoins (Feeley, Hartley et al., 2019). The
intelligence direction from decision-makers in large organizations might be, for example, “Provide information
about the risk of big game hunting against my organization.”



The idea of using Al in strategic intelligence is presented in Strategic Intelligence: Business Intelligence,
Competitive Intelligence, and Knowledge Management (Liebowitz, 2006) It states that Al can improve knowledge
management for making strategic decisions in various organizations.

The first point in the strategic intelligence cycle where Al-based technology can be used is information collection.
According to McDowell, the volume of collected data for strategic intelligence might be significant and the data
requirements are complicated. Furthermore, the collection should happen from all possible sources and the
collected data might be qualitative, anecdotal, or even impressionistic (McDowell, 2009).

In this study, two alternatives for utilizing Al for strategic cyber intelligence are presented. Both solutions were
arrived at using the DSRP. The first solution did not pass the performance measures. For that reason, the DSR
cycle was initiated again. In the second solution, the approach was dissimilar. Instead of using limited source
data, a dataset called IBM Watson Discovery News, which updates continuously, was used. As a result, the
second solution proved to be suitable for strategic CTI.

4.1. The first solution

In the first solution, the source data were provided by NCSC-FI. The data included 1,300 cybersecurity documents
from various internet sources. For analyzing the data and documents, an ML-type system was created in the
IBM cloud. The type system consists of entities and their relations. The selection of entities and relations was
based on an estimate of how the type could support the intelligence question in the best way. The type system
used is presented in Figure 3.

The type system was annotated with reliable ransomware-related documents published by the European Union
Agency for Cybersecurity (ENISA). Annotation is a task where the training data words and relations are linked
to the correct entity and relation as in figure 4. Finally, the model was trained to find entities and relations from
new documents. Once adequate accuracy was achieved, the model was deployed to Watson Discovery, where
the queries were conducted from the 1,300 documents that NSCS-FI provided.
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Figure 3: Type system
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As a result, the model was able to find new information from the documents. An interesting observation was
the passages. Passages are short sentences that match the best way to the query. For example, when the data
was queried with the words ransomware and big game hunting, Watson returned passage: “Both INDRIK SPIDER
(with BitPaymer ransomware) and GRIM SPIDER (with Ryuk ransomware) have made headlines with their high-
profile victims and ransom profits, that big game hunting is a lucrative enterprise.” The disadvantage in the first
solution was the amount of data. The 1,300 documents used were insufficient for the required in-depth analysis
of strategic cyber intelligence. Instead, the corresponding approach would be suitable for operational cyber
threat intelligence, where the source data might be, for example, forensic reports. The organizations that require
high security for data might use similar solutions for tracking phenomena similar to big game hunting by using
their data. The conclusion from the first solution was that IBM Watson can be used for information processing
and analyzing phases of the strategic intelligence process. In the solution, the collection phase of the strategic
intelligence process was not tested since NCSC-Fl initially vetted the dataset. There is an application
programming interface (API) included, but it was not used in the solution. Theoretically, it is possible to
disseminate intelligence information via the API to the appropriate application.

4.2 The second solution

The approach to the second solution was different and it proved to be more efficient. The IBM Watson Discovery
News dataset was used as source data for the second solution. The data are public, including over 14,000,000
documents, and the sources for the dataset are in five languages. The majority of the documents are from English
news sites that are updated continuously. The oldest information in the Watson Discovery data is 60 days old.
The data changes every day, with IBM adding approximately 300,000 new articles from news and blogs daily
(Scherping, 2017).

The main difference compared to the data that were used in the first solution is that Watson Discovery News
does not support corresponding custom models that were used in the first solution. Further, Discovery News
cannot be trained, so there is no possibility to add documents and the dataset cannot be configured for specific
use cases. Still, according to IBM documentation, the proposed use cases for Discovery News are news alerts,
event detection and obtaining data from trending topics (IBM, 2019). These features are a good fit for strategic
cyber threat intelligence. The data in Watson Discovery News include multiple issues from various areas, in
addition to cybersecurity-related documents.

Various queries were tested in the second solution. When the correct queries were found, Watson Discovery
News quickly provided the required information. The Discovery service uses a query language that is based on
JavaScript Object Notation (JSON). In addition, the queries can be made with a graphical interface. The following
example query was used to obtain information about the intensity, geographical location, and time perspective
of the phenomenon: “Find the number of documents that include the words big game hunting and ransomware.
Aggregate the results by the publishing date and the country where the document has been published and show
the top five results.” The returned information is presented in figure 5. The result gives a rough guideline of
how big game hunting has developed during the first half of 2019. The obtained trend proved to be correct even
when the time and geolocation were compared to the number of documents.
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Figure 5: The geographical development of big game hunting in 2019

5. Conclusions

To achieve a uniform situational picture from cyberspace events, the need for emerging technologies is evident.
All three components — strategic, operational and tactical — are equally important. Strategic CTI requires
information from all available sources. The amount of data is enormous and, with human capabilities, it might
be extremely difficult to find the required intelligence information from the source data.

In the study, IBM cloud was used as a platform to collect, process and analyze the data for intelligence direction.
Both presented solutions based on machine learning. In the first solution, An ML model that is planned according
to intelligence direction to provide information about big game hunting, the restricted dataset was queried with
an NLU-based model from initially vetted data. The model functioned, but it did not provide enough information
that could be used for the intelligence question. It was based on supervised learning, where the data labels are
created for the training data. When new data was ingested in Watson Discovery News, the service classified the
documents according to the labels. Moreover, during the ingestion, the service created labels using
unsupervised learning. The queries that were conducted with unsupervised learning based on labels produced
during ingestion provided almost identical answers to the queries. From that perspective, unsupervised learning
is a better alternative, because creating a supervised learning-based model is laborious. The model in the first
solution might be used in organizations that use closed environments and require high data security.

The second solution, Targeted queries from Watson Discovery News to answer an intelligence question
concerning big game hunting, proved to be useful for strategic CTI. First, the amount of data met the
requirement for source data. Second, the data are updated continuously, which means the ability to obtain an
almost real-time situational picture of the investigated phenomenon. Finally, the pre-enriched dataset does not
require a separate ML model. In the second solution, the ML capabilities of Watson Discovery News happens
when data are crawled from the available sources. The documentation of the IBM CLOUD does not provide
details on how the source documents are labelled. Yet, depending on the multiple possibilities of the queries,
valuable information within the scope of the intelligence question can be obtained.

The main finding of this paper is the suitability of NLU and text analytics for strategic CTI. There exist multiple
similar cloud services where corresponding queries can be made with various documents. Traditionally, data
security is an essential role in intelligence, but government intelligence agencies cannot use cloud services that
are connected to the internet. They therefore require a service that is as secure as possible for their use. Such
cases provide the possibility to develop a tailored text analytics engine for specific needs.
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