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Information security of people around the world is reliant on password authentication, an imperfect security mechanism which is effective only when users
follow guidelines and secure practices. Yet insecure practices are widespread
among users, as reusing passwords and circumventing guidelines is easier than
memorizing a wide array of unique and complex passwords. Understanding
this conflict between usability and security is vital for designing better password guidelines and thus improving the effectiveness of password authentication as a security mechanism. While password usage has been subject to much
research, there remains a clear research gap on which factors affect user’s password usage, management, and perceptions. The purpose of this study is to explore this research gap by studying password behaviour of expert users, particularly if having a different area of expertise within the field of information
technology results in a difference in password behaviour. An empirical study
was conducted using a survey study, with participants from two different
groups of expert users with different areas of expertise participating in the survey. Analysis of the survey responses suggests there are differences between
the groups, particularly when it comes to the perceived importance of account
types and writing down one’s passwords.
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Ihmisten tietoturva kautta maailman riippuu salasanojen varassa, mutta salasana todennusmenetelmänä toimii tarkoitetulla tavalla vain, jos käyttäjät noudattavat turvallisia salasanakäytänteitä. Siitä huolimatta tietoturvan kannalta heikot salasanat ovat yleisiä, koska salasanojen uudelleenkäyttö ja turvallisten käytänteiden kiertäminen on helpompaa kuin lukuisien monimutkaisten salasanojen muistaminen. Tämän käytettävyyden ja tietoturvan välisen ristiriidan ymmärtäminen on tärkeää, jotta salasanasta voidaan kehittää tietoturvan kannalta
tehokkaampi todennusmenetelmä. Salasanojen laajasta tieteellisestä tutkimuksesta huolimatta on vielä epäselvää, mitkä kaikki tekijät vaikuttavat käyttäjien
salasanojen käyttöön, hallintaan ja niihin liittyviin asenteisiin. Tämän tutkimuksen tavoitteena on tutkia tätä aukkoa tieteellisessä kirjallisuudessa tarkastelemalla asiantuntijakäyttäjien salasanojen käyttöä. Toteutetun empiirisen kyselytutkimuksen tarkoitus oli selvittää, onko kahden eri osaamisalueen omaavan
asiantuntijakäyttäjäryhmän välillä merkittävää eroa salasanojen käytön, hallinnan ja asenteiden suhteen. Kyselytutkimuksen tulosten analyysin pohjalta vaikuttaa siltä, että tarkasteltujen ryhmien välillä on eroa eri tilityyppien tärkeyden
tulkinnassa sekä salasanojen muistiinkirjoittamisessa.
Asiasanat: salasana, käytettävyys, muistettavuus
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INTRODUCTION

Password as a concept, despite predating most modern technology, has remained the most common authentication method and security measure of the
online environment for decades. The security community has criticized the information security of passwords and sought better alternatives, but password
authentication has prevailed as the industry standard (Herley & Van Oorschot,
2012). If anything, the prevalence of passwords is on the rise as online services
are becoming increasingly significant part of people’s daily life. As it seems like
passwords will remain an integral component of online security for the foreseeable future raises concerns among the security community. Many of the original
password related concerns voiced in the early days of internet remain unsolved,
as user-generated passwords are still vulnerable to various attack methods. As
more and more information is stored online and the value of personal information is at an all-time high, it enables a lucrative opportunity for malicious
attackers to target weak passwords and insecure password practices.
One key characteristic of passwords is its reliance on users’ and their behaviour. Although strong passwords provide a high potential in terms of security, many users tend to follow insecure password practices such as reuse and
predictable patterns (Das, Bonneau, Caesar, Borisov & Wang, 2014). This reliance on the user’s behaviour to be an effective security measure provides an
increasing interest for studying and understanding how individual users create
and manage passwords. Understanding the user’s common patterns of password usage and management would ideally be the first step in designing password mechanisms and guidelines that do not compromise usability in favour of
security. Many of the password-related issues can be attributed to the conflicting needs of security and usability. As complex and unique passwords are more
difficult to remember, users must find their own balance between security and
usability of their passwords.
Understanding this conflict between usability and security is vital for designing better password guidelines and thus improving the effectiveness of
password authentication as a security mechanism. While password usage has
been subject to much research, there remains a clear research gap on which fac-
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tors affect user’s password usage, management, and perceptions. This thesis
attempts to address this research gap by studying the password behaviour of a
subset of users, information technology experts. As their area of expertise lies
within the field of information technology, they are more equipped to understand password security and likely interact with systems requiring passwords
on a daily basis. While extant literature has studied expert password management, by either focusing on a specific subgroup such as information security
experts (Stobert & Biddle, 2015) or comparing expert users to non-experts (Ion,
Reeder & Consolvo, 2015), they studied expert users as an uniform group, ignoring the various different areas of specialization within the field of information technology. This study aims to understand if these differing areas of
expertise also cause a difference in how these expert users use, manage, and
perceive passwords. Therefore, the research question is defined as follows:
•

Is there a difference in the password usage, management, and perceptions of information technology experts of different areas of expertise?

Students within the faculty of information technology in the University of
Jyväskylä were chosen as the information security experts, whose password
usage, management, and perception would be analysed for the purposes of the
study. The students would then be separated into different groups based on
their degree programme to provide a comparison between two groups of experts. The two chosen degree programmes were information systems science
and mathematical information technology. Information systems science students are more familiar with the organizational side of information systems as
well as the overall design and implementation of information systems. The students have courses regarding ICT policies and strategies, risk management and
even information security and privacy as optional courses. On the other hand,
mathematical information technology on the other hand focuses more on the
programming side of information technology. The course structure consists of
courses focusing on topics such as programming, algorithms, application design, networks, and relevant mathematical studies. As a result, mathematical
information technology studies are much more focused on development and
programming compared to information systems science.
A literature review was conducted to gather information before designing
the empirical research instrument. The goal of the literature review was to gain
an understanding of password usage, management, and perceptions among
users. Online literature search engines such as Jyväskylä University Library’s
electronic material discovery service JYKDOK and the web search engine of
scholarly literature Google Scholar. Reputable journals and conference publications from the field of information technology were prioritized, though some
literature was from the field of psychology. More recent and more referenced
material was also prioritized over older and less-known literature. Keywords
such as password usability, password management, password memorability, password
behaviour, and password security were used in the search process. Relevance of

9
the literature was then evaluated based on the title, abstract and skimming of
the contents. Some sources were found through the reference lists of other papers. Literature review process was also more focused on the human side of
passwords as an authentication method rather than the technological aspects of
password security.
An empirical research instrument was designed based on the literature review to find an answer to the research question. Survey study was chosen as
the method of data collection, and the survey was delivered to students as an
online questionnaire through a student mailing list. The collected data was then
analysed through quantitative means, primarily nonparametric tests such as
Mann-Whitney U-test and Kruskal-Wallis test.
The thesis begins with a literature review consisting of three chapters. The
first chapter introduces password security, focusing on areas of interest that are
particularly relevant to password behaviour, such as password’s security issues,
reliance on the user, and password policies. The next chapter describes usability
and memorability of passwords. The third and final chapter of the literature
review concerns the password behaviour of users, detailing how users manage
their passwords and how experience and knowledge affects password behaviour. The literature review section concludes by defining a set of eight experimental hypotheses to serve as a basis for the empirical study. Then, the next
chapter details the methodology of the empirical study. This includes the research method, empirical information of the participating students and a description of the used survey instrument. The results chapter presents the results
of the survey and a quantitative analysis of the gathered data. The thesis is then
concluded by a final chapter, which consists of discussion, future research suggestions, limitations of the study and the conclusion of the thesis.
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2

PASSWORD SECURITY

Authentication can be defined as the process in which the system confirms the
identity of a user to be what the user claims it to be (Belk, Fidas, Germanakos &
Samaras, 2017). Perhaps the most common form of user authentication in an
online environment is password authentication, where a user typically submits
a username signifying the user’s identity and a password for authentication
purposes. The password acts as a shared secret, something that should only be
known by the user and the system (Grassi, Garcia & Fenton, 2017). If a user can
present the correct password in the authentication process, then the password
serves as a confirmation of the user’s claimed identity, thus granting access to
the services related to the username.
Various internet services have become a part of everyone’s daily life, and
many of these services rely on password authentication to ensure their security.
This broad spectrum of accounts relying on passwords as the primary defence
mechanism covers everything from banking accounts to social media and entertainment. As such, much of a user’s information security depends on the effectiveness of these passwords, making the password security an area of great interest for researchers and security experts alike (Taneski, Hericko & Brumen,
2014). This chapter first describes the security concerns related to password authentication, then details how passwords are reliant on the user, before concluding with a description of password policies and rules commonly found within
them.

2.1 Security concerns
Password security concerns have been present since the inception of passwords
as an authentication method. Feldmeier and Karn (1989) from over thirty years
ago studied user passwords in an UNIX environment, noticing how users tend
to use short and simple passwords. These security issues discovered three decades ago are yet to be solved today, which is particularly concerning given how
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much information security rests on passwords (Taneski et al., 2014). However,
despite continuous effort from information security experts to find a better alternative, passwords have remained as the go-to online authentication method
since the inception of the world wide web (Herley & Van Oorschot, 2012)
A key concern regarding password security is related to the user’s password behaviour. Although passwords can be very secure against guessing attacks if the password is strong enough (Dell’Amico, Michiardi & Roudier, 2010),
users’ habit of following poor password practices undermine the security of the
whole system, as passwords are often the weakest link in any system where
users have the option to choose their passwords (Gaw & Felten, 2006; Taneski et
al., 2014). Passwords that are weak in terms of length or complexity are vulnerable to remote guessing attacks that rely on computational power, common
word lists and probabilistic models to crack passwords defined by users
(Dell’Amico et al., 2010). Users are also seemingly unaware of who the usual
perpetrators of password cracking attacks are, as they are more worried about
people close to them guessing their passwords, despite passwords consisting of
simple names or words being very vulnerable against remote attacks (Gaw &
Felten, 2006).
Another massive security concern arises from the rampant password reuse
present in password usage, as up to 51% of users reuse their passwords to some
extent (Das et al., 2014). This means attackers can gain access to multiple systems by simply cracking one password regardless of the password acquisition
method (Cheswick, 2013). Additionally, many users resort to modifying their
passwords only slightly following certain patterns such as adding numbers at
the end of the password, which means these modified passwords are still relatively easy to breach (Das et al, 2014). The security risk of reuse is amplified by
poor password mechanism implementation, as technical failures of sites with
inadequate security can compromise the security of sites with stronger security
measures in place (Bonneau & Preibusch, 2010).
Password authentication also has the inherent vulnerability of always requiring input, which in turn means the user can unknowingly disclose the
password to an attacker. This is particularly worrisome, as even the strongest
passwords are equally vulnerable against attack types such as phishing,
keylogging, and traffic eavesdropping (Bonneau, Herley, Van Oorschot & Stajano, 2015).
Despite these security concerns and a widespread desire among the security community to find a better alternative, password has remained as the most
common form of online authentication (Herley & Van Oorschot, 2010). Perhaps
the greatest advantage of password has over the alternative forms of authentication is its simplicity, as password authentication is readily understood by users (Herley & Van Oorschot, 2012). Similarly, the implementation of a password
authentication system is much easier than the alternatives, as it is essentially
free with minimal start-up and incremental costs per user (Bonneau et al., 2015).
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2.2 Reliance on the user
Ensuring password security is ultimately the sole responsibility of the end user
(Grawemeyer & Johnson, 2011). This is particularly worrisome due to prevalence of password authentication in an information society, as most people are
subject to use online services such as banking without necessarily being
equipped to deal with the massive burden of ensuring password security
(Stobert & Biddle, 2018). The problem of user responsibility is complicated, as
users are forced to find the right balance between convenience and security,
which often leads to insecure password practices (Tam, Glassman & Vandenwauver, 2010).
Most users rely on memory as their primary method of recalling passwords, but the cognitive capacity of remembering a large quantity of unique
passwords is limited (Gaw & Felten, 2006; Grawemeyer & Johnson, 2011). Users
also reset their passwords on a regular basis, suggesting forgetting passwords is
a prevalent issue (Stobert & Biddle, 2018). It is also not enough to simply remember the password itself, as users may struggle with recalling which password is associated with each service, forcing users to resort to attempting all
their passwords on a specific site to gain entry (Stobert & Biddle, 2018).
However, it is difficult to think of a method to lessen the user responsibility of password security, as service providers are often unable to track what
passwords users choose as storing passwords in their cleartext form is considered a clear security flaw (Bonneau & Preibusch, 2010). Stringent password
guidelines, policies and composition policies have also been employed to combat weak password practices, but they often have the adverse effect (Adams &
Sasse, 1999; Stobert & Biddle, 2018). Forced practices, such as password expiration and system-assigned passwords, seem to only increase the cognitive burden of password management (Biddle et al., 2012; Herley & Van Oorschot,
2012).

2.3 Password policy
Despite the previously mentioned reliance on the user, users do not have free
reign when creating their passwords. Instead, many services employ a password policy to ensure users follow secure password practices. Password policies are created to guide, encourage and enforce users through two types of
rules; those that are concerned with the strength of the password and those that
define how the user should management the password after creation (ZhangKennedy, Chiasson, van Oorschot, 2016). Although password policies can vary
from site to site (Mayer, Kirchner & Volkamer, 2017), Zhang-Kennedy et al.
(2016) identified the most common strength and management rules present in
password policies.
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Password strength rules can be divided into three categories: length, composition, and blacklist rules. Length rules determine the minimum length of the
password, often requiring at least 6 or 8 characters (Zhang-Kennedy et al., 2016).
Composition rules prevent passwords from being too simple by requiring an
inclusion of characters from different character sets, such as upper and lowercase characters, numbers, and non-alphanumeric characters (Zhang-Kennedy et
al., 2016). Blacklist rules prevent users for selecting predictable passwords, such
as dictionary words and common passwords (Zhang-Kennedy et al., 2016).
Password management rules, unlike strength rules, cannot be automatically
enforced, highlighting the reliance on the user’s compliance. These management rules commonly state that a password should be changed often, and
should never be reused, written down or shared with anyone else (ZhangKennedy et al., 2016)
The password policies have drawn criticism for setting unrealistic expectations on user’s passwords (Herley & Van Oorschot, 2012). The policies rarely
consider the real situation faced by the users, where they have to manage a
multitude of different accounts, each with their own requirements set by password policies, instead only offering advice and demands for the singular password being used in the specific system (Grawemeyer & Johnson, 2011). As a
result, many users opt to breaking the passwords rules to cope with the demands placed on their password creation and management (Blythe, Koppel &
Smith, 2013; Mazurek et al., 2013; Zhang-Kennedy et al., 2016).
Considering the risk of a password policy having the adverse effect of
causing more insecure password behaviour, creating a policy is not an easy task.
This notion is further supported by the lack of an industry standard for password policies; despite the common types of rules listed above, the strength of a
password policy can vary strongly from site to site (Florencio & Herley, 2010;
Mayer et al., 2017). The policies also have implications beyond the security of
each individual account, such as confidentiality, integrity and availability of
information and system for various organizations such as workplaces (Inglesant
& Sasse, 2010), and a weak overall security can negatively affect the overall
trust for a service such as e-commerce (Yenisey, Ozok & Salvendy, 2005). Furthermore, the usability-security trade-off may influence the formation of a
password policy, as evidenced by services such as PayPal and Amazon employing relatively lax password policies despite monetary transactions being a central part of each service, showing that certain services might choose to focus
more on usability over security (Florencio & Herley, 2010). Meanwhile, online
accounts for services with little competition such as governmental sites, university and workplace accounts may instead focus more on security as they have
less concern over loss of business due to usability issues (Mayer et al., 2017).
The latest edition of NIST Digital Identity Guidelines (Grassi et al., 2017)
provides guidelines for secure implementation of password authentication, and
the suggested guidelines differ drastically from the previously listed classic
rules typically found within password policies. Perhaps the most notable
change is the recommendation that complexity rules, such as the forced inclu-
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sion of different character types, should be scrapped entirely to improve usability. The only proposed limitations for a password’s structure is related to its
length in that it should be at least 8 characters long, but the maximum size of a
password should be increase to up to 64 to further enable beneficial memory
techniques such as passphrases. The guidelines also suggest that passwords
should be compared to comprehensive blacklists based on known passwords
from past breaches, dictionary words and repetitive or sequential characters,
prohibiting the usage of a password that does not pass the blacklist requirement.
The document also advises against other commonly utilized features such as
periodic password changes and password hints. However, the new guidelines
are still relatively new and not many online services have implemented the
changes recommended in the new guidelines (Yıldırım & Mackie, 2019).
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3

PASSWORD USABILITY

Usability as a concept is a result of a shift in how systems are designed, where
the needs of the user are a higher priority than before in the earlier stages of
information system development. According to the official ISO definition, usability is “the extent to which a system, product or service can be used by specified users to achieve specified goals with effectiveness, efficiency and satisfaction in a specified context of use” (ISO, 2018). Effectiveness measures user’s
ability to complete a specified task, and efficiency measures whether the completion of the task is achievable within an acceptable amount of time and effort
(Kainda, Flechais & Roscoe, 2010). Satisfaction is a more subjective measurement, signifying the user’s willingness to use the system (Bevan, Carter &
Harker, 2015). Kainda et al. (2010) name memorability as another usability metric for authentication systems where the user is expected to memorize a secret
such as a password, defining it as the user’s ability to recall a previously memorized password.
The usability of password as an authentication mechanism is an important
consideration due to its inherent reliance on user’s willingness to follow secure
practices (Zhang & McDowell, 2009). Various studies suggest that users find
convenience and memorability to be at odds with security, where an increase in
security would result in a loss of convenience and memorability and vice versa
(Tam et al., 2010; Zhang & McDowell, 2009). As both convenience and memorability fall under the previously defined umbrella term of usability, this conflict
can be defined as a trade-off between security and usability, where each individual user has to find their own balance of how much usability they are willing to sacrifice to achieve a desired level of security with their passwords.
The next subchapter describes usability issues related to the implementation of the password authentication system, namely related to log-in, password
creation and recovery. The second and final subchapter focuses on the memorability of passwords, explaining why memorizing passwords can be difficult.
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3.1 Password implementation and usability
Password authentication is always an enabling task which must be completed
before the user is able to move on to the primary task (Sasse, Brostoff & Weirich,
2001). As a result, users may perceive passwords as something that slows them
down, a hurdle that prevents them from being efficient with what they are trying to accomplish (Duggan, Johnson & Grawemeyer, 2012). This explains why
the usability of passwords is of great interest; if following secure password
practices already requires strong motivation from the user (Zhang & McDowell,
2009), usability issues might make the problem even worse by causing users to
circumvent best practices to cope with password management.
As the login task is the most commonly performed task in an authentication system, it should be quick and simple to ensure efficient completion. A
slower and more difficult login process can be acceptable for accounts that require a high level of security, such as bank accounts. (Biddle, Chiasson & Van
Oorschot, 2012.) Since most users mostly rely on memory to recall their passwords (Gaw & Felten, 2006), the login is where password memorability issues
present a large usability hurdle, which is covered in more detail in the following subchapter. The common practice of only three permitted failed login attempts makes it easier to be locked out of an account due to a memory lapse, as
a larger portion of users would be able to pass the login if the number of permitted attempts was raised to ten attempts (Brostoff & Sasse, 2003). The environment and context of login task also influences the usability. In an environment where users move around and login to various different information systems, a classic login system is more difficult to use compared to a situation
where a user only uses a single device for a long period of time (Bardram, 2005).
The type of device in use also matters, as entering a text-based password takes a
longer time on a touch screen than on a keyboard (Belk et al., 2017).
Password creation task is also something that must be completed before
being able to access the primary function of the account in question, but the selected password may have long term implications for the memorability of the
password. The password creation process can be handled in one of two ways,
either by letting the user select his own password or assigning a password. Allowing the users to choose their passwords results in more memorable passwords but also enables reuse and weak passwords. An assigned password on
the other hand ensures that the password’s complexity matches the desired level of security but conversely is much harder to memorize. (Biddle et al., 2012.)
The usability of password creation task is also influenced by password
policies and composition rules. Forcing the user to create a more complex
password through a password composition policy correlates with a decrease in
the password’s usability (Komanduri et al., 2011). Another problem arises when
password policies and composition rules are poorly communicated to the users,
resulting in users either not being aware of them or misunderstanding them
(Stobert & Biddle, 2018). If password composition rules, such as a required in-
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clusion of character types, are not communicated at all until the requirement is
failed, then the added complexity comes as an afterthought instead of a planned
part of the password being created (Stobert & Biddle, 2018). Similarly, the written password policies and composition rules are not always readily understood
by users, as users may not be sure what terms such as special character, symbol,
or non-alphanumeric mean (Greene & Choong, 2017). In the worst-case scenario,
users may find a poor password policy too difficult to follow and seek ways to
circumvent it (Blythe et al., 2013).
A third password related task is recovery of a forgotten password. While
password recovery has not been studied as much as login and creation, it can be
time consuming and even prevent users from completing their desired task at
all (Biddle et al., 2012). The usability cost of a forgotten password also includes
the user having to go through the password creation process again and having
to memorize the new password (Duggan et al., 2012).

3.2 Memorability
In order to understand why users struggle with memorizing numerous passwords, it is necessary to understand the basic functionality of the human
memory. Zhang and McDowell (2009) describe the human memory relevant to
password recall with the stages of memory theory, where information is stored
and processed in different stages of memory. The two most important stages in
this process are short-term memory and long-term memory. Short-term
memory can store information for only a short period of time, typically measured in seconds. Then the information either becomes memorized and is stored
in the long-term memory for a longer period of time, or alternatively is forgotten and does not enter the long-term storage. (Zhang & McDowell, 2009.)
Short-term memory has limited capacity while long-term memory has a larger
storage capacity, but the stored information is not readily available for cognitive
processing but instead must be retrieved from the long-term memory storage
(Woods & Siponen, 2018).
Assuming a password is memorized and enters the long-term memory
storage, the stored password may become forgotten because of memory decay
or interference. Memory decay is loss of memory over time, which may cause a
user to either forget a password or to not be able to recall it with perfect accuracy (Sasse et al., 2001). Interference refers to difficulty of distinguishing similar
memories, in this case passwords from each other (Zhang & McDowell, 2009).
The effect of interference is magnified by the sheer number of passwords users
encounter in their daily life, and users must also remember which account and
username each password is associated to in addition to simply retrieving the
password from memory (Grawemeyer & Johnson, 2011). The inability to remove unused and outdated information from human memory is also problematic, as obsolete passwords from old accounts and password changes still linger
in memory, causing interference (Sasse et al., 2001).
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There are several factors that help users with password recall and memorization. First, the frequency and recency of password use influence how easily
a password can be recalled (Duggan et al., 2012). This means a password that is
frequently used is less likely to be forgotten than one that is used rarely or a
long time ago. Second, meaningful information such as words, names and dates
are easier to recall than random information such as complex passwords (Sasse
et al., 2001). Finally, simply being able to choose one’s password helps memorability through a phenomenon called generation effect, where items created by
the user are more memorable (Vu et al., 2007).
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4

PASSWORD BEHAVIOUR

Password authentication as a security mechanism requires active participation
from the user to be effective regardless of the technical implementation and
password policies, as the responsibility for ensuring the effectiveness of password security ultimately falls on the user (Grawemeyer & Johnson, 2011; Zhang
& McDowell, 2009). This task of securely managing one’s passwords is becoming more important as the usage of online services is integrated directly into the
daily lives of individuals in an information society. Users are expected to manage passwords of as many as 25 distinct online accounts to protect not only
their accounts but also the various forms of information within them (Florencio
& Herley, 2007). The negative consequences of password breaches can range
from minor nuisance of lost time and effort to identity theft, monetary losses,
and leakage of sensitive information (Zhang & McDowell, 2009). The reliance
on user, ubiquitous nature of passwords and the risks of password breaches
together create a compelling argument for studying and understanding how
users create and manage their password as well as the underlying intentions
behind the password behaviour.
The purpose of this chapter is to highlight the key findings regarding
password behaviour from scientific literature. The first section presents six distinct coping strategies, which users can follow to lessen the difficulty of password management. The second section covers how user’s experience and
knowledge regarding password security affects their password behaviour. The
third section summarizes the entire literature review by creating a set of experimental hypotheses based on the findings of the literature review.

4.1 Coping strategies
Due to the burden placed on users and their password behaviour, many resort
to coping strategies to deal with the difficult task of managing their passwords
in a manner that is both secure and usable. Although simply relying on
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memory remains the most common method of recalling passwords (Gaw & Felten, 2006), many use other strategies that are at odds with password guidelines
and policies (Stobert & Biddle, 2018). However, not all coping strategies are inherently insecure, and some are even encouraged by security experts. The following subsections describe the most notable coping strategies detailed in relevant research literature.
4.1.1 Reuse
A wide body of literature has found password reuse to be a prevalent part of
how users manage their passwords (Das et al., 2014; Florencio & Herley, 2007;
Gaw & Felten, 2006). According to various studies, the average user has 3-12
distinct passwords which are then used and reused across 25-26 different accounts (Florencio & Herley, 2007; Stobert & Biddle, 2018; Wash, Rader, Berman
& Wellmer, 2016). The discrepancy between the number unique passwords and
accounts suggests reuse, with an average password being reused 3.9 times and
the most reused password of each user being used across 9 accounts on average
(Florencio & Herley, 2007; Wash et al., 2016). As users do not react to the accumulation of more accounts by creating more distinct passwords but instead by
reusing old passwords across more accounts, password reuse is expected to
become even more commonplace if account counts increase in the future (Gaw
& Felten, 2006).
The research interest in password reuse can likely be explained by the
negative implications reuse has on password security. Due to reuse, a single
password breach can cause a domino effect of compromised accounts, further
increasing the consequences of a password breach (Cheswick, 2013). Additionally, websites that follow best password security practices are at risk of password breach due to technical failures of other websites with lower security
standards. While this could be avoided by situational awareness of recognizing
websites with potential security issues and avoid reusing important password
on those services, it is difficult even for an informed user to know what security
practices a website follows, and poor practices are surprisingly common. (Bonneau & Preibusch, 2010.). The implementation of poor practices is not only limited to small websites; even some of the largest tech companies such as Google
and Facebook have reportedly stored user passwords in plaintext (Whittaker,
2019a; Whittaker, 2019b).
Despite the potential decrease in effectiveness of reused passwords, users
continue to reuse their passwords. The most important reason behind password
reuse is related to memorability of passwords, as users find a reused password
to be easier to remember (Gaw & Felten, 2006). Vu et al. (2007) found that the
more passwords a user has, the harder they are to remember, supporting the
notion that reducing the number of unique passwords through reuse helps with
password recall. As the frequency of password input positively correlates with
the memorability of said password, reuse itself may make a single password
more memorable as it is entered more frequently across different sites (Biddle et
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al., 2012). Similarly, users find it useful to utilize the effort spent on memorizing
a complex password by using the password again for other accounts (Wash et
al., 2016). Reuse of a strong password also potentially streamlines the password
creation process, as user does not have to always come up with a new password
that passes the requirements set by password composition policies and strength
meters (Stobert & Biddle, 2015). Users also believe reusing a complex password
is a non-issue due to the strength of the said password, a belief which is often
empowered by anecdotal experience of never facing the negative consequences
of reuse (Ur et al., 2015).
Another common form of password reuse is modification of an existing
password (Komanduri et al., 2011). These minor modifications may include
adding a number, symbol, or a letter capitalization, often at the beginning of the
end of a password (Stobert & Biddle, 2015). Users tend to typically follow similar patterns in their modification process, leading to predictable passwords despite their efforts to be secure (Das et al., 2014). Minor modifications are particularly common when users fail to meet the password length or complexity requirements of a website, and users tend to overestimate the effectiveness of a
simple addition of number or symbol (Ur et al., 2015).
The risk of password reuse and modification is further amplified by the
long shelf-life of a password. Many reused passwords have been in use for a
long time and as many as 45% of users still use a variation of their very first
password (Von Zezschwitz, De Luca & Hussmann, 2013). Stobert & Biddle
(2018) found that passwords tend to follow a life cycle, where prior important
passwords are eventually retired to become reused passwords for less important accounts. However, old passwords have been found to be predictors of
future passwords, so even reusing old passwords for less important accounts
has potential security consequences (Zhang, Monrose & Reiter, 2010).
4.1.2 Weak passwords
Perhaps the simplest way to reduce the cognitive burden of password recall is
to use simple and memorable passwords – and many do just that, as leaked sets
of real passwords have shown simple passwords to be common (Florencio,
Herley & Van Oorschot, 2014). Unfortunately for the users, these passwords
tend to be categorically classified as weak. Shay et al. (2010) found in a survey
study that almost 80% of users use dictionary words and names as a basis for
their passwords. As a result, the number of actual passwords in use is much
more limited than the what it could potentially be if users had more entropic
passwords, thus increasing the effectiveness of attack techniques such as dictionary attacks (Dell’Amico et al., 2010; Shay et al., 2010). Users often follow
common patterns in their password creation process, such as suffixing numbers
at the end of the password and capitalizing the first letter (Das et al., 2014).
Other commonly used weak password creation strategies include inclusion of
repetition and keyboard patterns (Ur et al., 2016; Yu & Liao, 2016).
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While the popularity of weak passwords is clear, it remains unclear how
many users resort to weak passwords knowingly. An early and influential
password study by Adams & Sasse (1999) cited user’s lack of knowledge as a
key cause behind the usage of weak passwords, and a more recent study by
Grawemeyer & Johnson (2011) supports the notion by indicating that users
have a lack of knowledge regarding the characteristics of a secure password.
Conversely, Tam et al. (2010) found that users know the difference between
weak and strong passwords, but often value convenience of a weak password
more than the added security of a strong password. Similarly, Wash et al. (2016)
noted that users still use weak passwords despite understanding secure password practices. As such, it is difficult to tell how many knowingly resort to using weak passwords to cope with the difficult task of managing multitudes of
passwords and how many do so unknowingly. But considering the popularity
of weak passwords along with the knowledge of secure password practices being more commonplace, it is likely that at least some choose to use weak passwords to cope with the demands of password management.
4.1.3 Cognitive offloading
Cognitive offloading is a process where the burden of memorizing a password
is either removed or mitigated by storing the password elsewhere, such as by
writing it down (Grawemeyer & Johnson, 2011). Writing passwords down appears to be a common coping strategy, as 78% of users described writing down
at least one password in a survey study (Stobert & Biddle, 2018). Although
writing down a password is in direct conflict with common guidelines, many
users admit using it as a form of back-up in case they forget the password or to
cope with assigned passwords and sites where password resets are not an option (Stobert & Biddle, 2018). Similarly, a diary study by Grawemeyer & Johnson (2011) found written copies of passwords being more common for unique
and infrequently used passwords. Cheswick (2013) challenges the classic notion
of classifying writing down passwords is inherently bad, as many password
attack models are performed remotely through the internet. It has also been
suggested that writing down passwords can serve as an useful back-up to mitigate the consequences of forgetting the password, as long as the place of storage
is secure, but many users report to not hiding or securing their back-ups in any
way (Komanduri et al., 2011; Stobert & Biddle, 2018).
Sharing is also mentioned as a form of cognitive offloading, although it is
unclear if it is done to ease the burden of password management or for other
unrelated reasons, such as wanting to share access to the functionality of the
service or to display of trust and intimacy towards another person (Bonneau &
Preibusch, 2010; Grawemeyer & Johnson, 2011). Regardless, Shay et al. (2010)
surveyed university students and personnel, finding 28% of the users had
shared their university account password with at least one other person.
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4.1.4 Prioritization
Users have a finite supply of resources, namely memory capacity, time, and
effort, that they can dedicate to password creation and management. As a result,
when users feel these resources are not enough to satisfy the desired level of
security for all their online accounts, they resort to a coping strategy which
Stobert and Biddle (2018) defined as rationing. According to this strategy, more
effort is dedicated towards ensuring the security of passwords for accounts that
need it the most, prioritizing them over those that are deemed to be less important (Notoatmodjo & Thomborson, 2009). In practice, this can mean that
while users follow security ideals for their more important accounts, they may
utilize reuse, weak passwords, and other coping strategies for their less important accounts to lessen the usability burden imposed on their password
management. The idea of rationing and limited resources could potentially explain the frequency of reuse; instead of committing more resources to coming
up with a new password, users can leverage the resources they have already
spent on creating an old password by reusing it (Stobert & Biddle, 2018).
Multitude of studies support the notion of rationing and prioritization of
accounts based on their importance. Notoatmodjo and Thomborson (2009)
found that users mentally classify their accounts based on importance and create stronger passwords for those classified as more important. Another study
analysed how users value different types of accounts, finding users to prioritize
financial, email and social networking accounts higher than other accounts
(Haque, Wright & Scielzo, 2014).
Several authors argue in favour of prioritization as a positive coping strategy. Florencio et al. (2014) suggest that completely ruling out weak passwords
and password reuse is a suboptimal strategy compared to using them for less
important accounts. Notoatmodjo & Thomborson (2009) have a similar view of
reuse, noting that users should be encouraged to reuse passwords for less important accounts to reserve more mental capacity for the more important accounts. However, the prioritization effort is not necessarily simple and relies on
users’ personal valuation of each account’s importance. For example, users may
value accounts like weather services or news sites relatively highly despite
them holding little value other than customizing the content offered to them
through the website, resulting in their account’s password being more valuable
than the contents of the website itself (Haque et al., 2014). Additionally, the success of prioritization may be undermined by users having passwords with a
relatively high degree of similarity for their less important and more important
accounts (Von Zezschwitz et al., 2013).
4.1.5 Password managers
Password managers have been presented as one potential solution to the password problem (Herley & Van Oorschot, 2012). Password manager is a tool that
can store, generate and auto-fill usernames and passwords, completely freeing
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the users from the cognitive burden of remembering numerous passwords (Li,
He, Akhawe & Song, 2014). Additionally, as the passwords generated by the
tool are not limited by the restraints of memorability, they can easily achieve a
high level of complexity and length (Fagan & Khan, 2016). However, storing all
passwords in a single location presents a single point of failure due to security
vulnerabilities in the implementation of the password managers. While this can
be mitigated with encryption of the stored passwords and high level of security,
even the managers considered to be most secure were found to have critical
vulnerabilities (Li et al., 2014).
The possibility of automatic password generation and automatic input of
log-in forms is also noted as a convenience factor for users, with as many as
93% users mentioning it as a reason for using a password manager, while the
added security benefit was only mentioned by 55% of users (Fagan & Khan,
2016). Despite the potential security and usability, password managers usage is
not common among users (Fagan & Khan, 2016; Grawemeyer & Johnson, 2011).
Many users weigh the risk of storing all their passwords in one basket higher
than the benefits provided by it (Ion et al., 2015). Ironically, inconvenience and
security issues are commonly named as reasons behind not using a password
manager, as opposed to those using managers citing both convenience and security as reasons behind usage (Fagan & Khan, 2016; Fagan & Khan, 2018).
4.1.6 Memory techniques
Memory techniques aim to take advantage of how human cognitive functions to
create passwords that are both memorable and secure. Perhaps the most notable example of such memory technique is passphrases, where users create a
password consisting of multiple words. The result is a password that is more
resistant against brute force guessing attacks due to the sheer length of the
passphrase while still retaining the memorability of a shorter password (Keith,
Shao & Steinbart, 2006). The ease of memorizing a longer but meaningful
password can be explained by chunking theory, where instead of recalling single characters, users recall meaningful chunks of information (Keith et al., 2007).
Practically, this means that each character represents a single chunk of information in a short but complex and random password, whereas a meaningful
passphrase can represent a single chunk of information despite the greater
length (Keith et al., 2007). However, due to the higher length, users are more
prone to failing the log-in process due to typographical errors (Keith et al., 2007).
While passphrases are more resistant against guessing attacks than regular
passwords, they are still vulnerable against dictionary attacks as they are still
based on dictionary words (Bonneau & Shutova, 2012).
Another similar strategy is a mnemonic sentence substitution, where instead of using the sentence itself as a password, it is converted into a seemingly
complex and random password by representing each word in the sentence with
a character (Ye, Guo, Zhang & Guo, 2019). These passwords are more resistant
against guessing attacks and still retain their memorability due to the meaning
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behind each character and their link to the more memorable sentence (Vu et al.,
2007). Unfortunately, users often choose publicly available phrases from
sources such as literature, movies, and song lyrics, making the selected passphrases and mnemonic passwords more predictable (Kuo, Romanosky &
Cranor, 2006).

4.2 Experience and knowledge
When studying the password management of more experienced and knowledgeable users, authors often focus on information security experts. Despite
their domain knowledge of passwords, they still face the same usability struggles and use many of the same coping strategies as non-experts (Stobert & Biddle, 2015). The most notable difference is the awareness and following preplanned strategies, prioritizing some accounts higher than others based on their
evaluation of importance and understanding the risk associated with reusing a
password on a less important account (Stobert & Biddle, 2018).
Comparing password behaviour of experts and non-experts shows some
differences. Expert users are much more likely to use and see the benefits of
using a password manager (Ion et al., 2015). This could perhaps be explained by
users’ misconceptions about password managers; Fagan & Khan (2018) found
almost half of the people who didn’t use password managers believed using
them to be a security risk, rather than something that positively influences their
password security.
Users’ perceptions about password security also show some variance between experts and non-experts. Non-experts are more likely to emphasize the
strength of a password, while experts value uniqueness (Ion et al., 2015).
Changing one’s passwords is also frequently mentioned as important by nonexperts, but rarely by experts (Ion et al., 2015). This could be explained by the
greater situational awareness of expert users, who instead change their passwords in the event of a widespread security vulnerability that could compromise their passwords (Stobert & Biddle, 2018). One takeaway from the nonexperts’ high evaluation of strong passwords and password change could be
that they are more heavily influenced by the password guidelines and policies
they encounter on various websites, such as password strength meters and
prompts for changing their passwords frequently, whereas experts have a better
understanding of the threat models. This may be further evidenced by how
non-experts feel embarrassed and ashamed of not following these security ideals to perfection, while experts are more likely to understand the unrealistic nature of what password guidelines expect from users (Stobert & Biddle, 2018).
As for the password behaviour of the regular users, many users possess
understanding of passwords and related secure practices, but still struggle with
creating passwords that match their desired level of security (Wash et al., 2016).
Similarly, despite understanding the importance of passwords as a security
measure, many users are unable explain why they are important (Wash, 2010).
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Further experience with passwords seems to influence password behaviour
positively, as users who have used passwords for a longer time create stronger
passwords in terms of length and character complexity (Von Zezschwitz et al.,
2013). Users often have misconceptions that influence their behaviour, such as
believing addition of digits and predictable patterns to be an effective way to
make a password secure, or how reuse is not an issue if only strong passwords
are reused (Ur et al., 2015; Ur et al., 2016). Users may also lack understanding of
the threat models related to password attacks, underestimating how many
guesses a password should be able to withstand to be considered secure (Ur et
al, 2016). Another study found that users have varying misconceptions about
the motivation behind the attacker’s actions, with many believing such attacks
would only target the wealthy and important instead of regular people (Wash,
2010).

4.3 Research hypotheses
Finally, a set of eight experimental hypotheses is formed based on the literature
review conducted in this and the previous two chapters. The logic behind the
formation of each experimental hypothesis is explained below. The first research hypothesis relates to password reuse, which has been noted as a common password management technique among users (Das et al., 2014; Florencio
& Herley, 2007; Gaw & Felten, 2006). Despite reuse being an insecure password
management practice (Cheswick, 2013), even expert users reuse passwords
(Stobert & Biddle, 2015). As such, the first experimental hypothesis is defined as
follows:
H1: there will be a significant difference in password reuse between ISS
and MIT students
Password creation techniques are defined as the area of interest for the second
experimental hypothesis. Previous research found that various forms of weak
password creation practices, such as common patterns, dictionary words and
reuse were common (Florencio et al., 2014). Additionally, the literature defined
various potentially strong password creation techniques, namely creating a
password with password manager and memory techniques such as passphrases
and sentence substitution (Herley & Van Oorschot, 2012; Keith et al., 2007; Ye et
al., 2019). The second experimental hypothesis is based on both the weak and
strong techniques as described in the literature review, and is defined as follows:
H2: there will be a significant difference in password creation practices of
ISS and MIS students
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Password memorability is a key issue behind many of the problems related to
weak password behaviour. Most users rely solely on their memory to recall
their passwords (Gaw & Felten, 2006). However, users have numerous passwords connected to an even larger number of accounts (Florencio & Herley,
2007; Stobert & Biddle, 2018; Wash et al., 2016), resulting in potential difficulties
in remembering the passwords, and which account each password is associated
with (Grawemeyer & Johnson, 2011). Therefore, a third experimental hypothesis on difficulties in remembering passwords is formed:
H3: there will be a significant difference in student’s difficulty in remembering their passwords between ISS and MIT students
While password managers can be seen as a potential solution to memorability
and usability issues of passwords (Fagan & Khan, 2016; Herley & Van Oorschot,
2012; Li et al., 2014), some users perceive inconvenience and insecurity as potential issues of password managers (Fagan & Khan, 2018; Fagan & Khan, 2016).
As expert users were found to be more likely to use password managers (Ion et
al., 2015), another experimental hypothesis was formed on perceived qualities
of password managers:
H4: there will be a significant difference in the perceived qualities of password managers between ISS and MIT students
As users have a limited supply of memory capacity, time and effort to expend
on creating their passwords, certain accounts deemed more important are often
prioritized more during the password creation process (Haque et al., 2014; Notoatmodjo & Thomborson, 2009; Stobert & Biddle, 2018). As account prioritization was also found to be a common strategy among expert users (Stobert &
Biddle, 2018), the following experimental hypothesis was created:
H5: there will be a significant difference in the perceived importance of accounts between ISS and MIT students
As the research operates under the assumption that both participating student
groups are expert users, the level of expertise of the participating students was
deemed an area of interest. The following experimental hypothesis was formed:
H6: there will be a significant difference in the self-evaluation of password
security knowledge between ISS and MIT students
The two final experimental hypotheses concern writing down one’s passwords.
As doing so removes or mitigates the memory load of remembering passwords,
it appears to be a common strategy among users (Grawemeyer & Johnson, 2011;
Stobert & Biddle, 2018). While classically described as an insecure password
practice, writing down one’s passwords can be a safe practice if the written

28
down copies are protected properly (Komanduri et al., 2011; Stobert & Biddle,
2018). The final two experimental hypotheses are defined as follows:
H7: there will be a significant difference in how often passwords are written down between ISS and MIT students
H8: there will be a significant difference in how passwords are written
down between ISS and MIT students
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5

METHODOLOGY

This chapter details the empirical portion of the study, which was designed to
measure the password usage, management, and perceptions of expert users
with differing areas of expertise. The first subchapter briefly describes the data
collection method. Then, the second chapter describes how the participants for
the study were selected as well as the demographic information of the participants. The third and final section describes the research instrument, the constructs, and their internal validity.

5.1 Research method
The research conducted for this thesis is quantitative in nature. As surveys are
often used to collect data to measure perceptions and behaviour (Vehkalahti,
2014), a questionnaire was chosen as the instrument of data collection to ensure
enough data could be collected for statistically significant analysis. The electronic survey form was created with an online survey service Webropol 3.0 and
delivered to respondents through email.

5.2 Participants
To achieve sampling from two separate groups of information technology experts, students from two different degree programmes within the Faculty of
Information Technology at the University of Jyväskylä were approached via a
student email list with the assistance of the faculty. A chance to win one of two
gift cards was offered as an incentive to participate in the survey.
A total of 174 respondents participated in the survey, with 147 answers
from students within the two degree programmes relevant to the study. Information systems science (ISS) students are represented by 72 responses in the
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data set. Mathematical information technology (MIT) students have a comparably sized sample of 75 responses.
The overall age distribution of both student groups (figure 1) was similar.
Due to the sample consisting exclusively of students, younger age groups are
more represented in the study. Over a half of the respondents from both groups
were younger than 25 years old (55.6% for ISS, 53.3% for MIT), and almost a
third were between the ages 26 and 35 (29.2% for ISS, 30.7% for MIT). Less than
a fifth of the respondents reported their age to be 36 or more (15.3% for ISS, 16%
for MIT). None reported their age as 56 or more.

FIGURE 1 Age of survey participants

The demographics section of the survey form also had three additional background questions regarding the respondent’s gender, level of current degree
and work experience within their field of study. Gender distribution of the student groups was similar, with two-thirds of respondents being male (66.7% for
ISS, 69.3% for MIT). Only a third of the respondents (33.3% for ISS, 30.7% for
MIT) were female. None reported their gender as other.
When the students were asked whether they were currently master’s or
bachelor’s students, a larger portion of ISS students (61.1%) were working on
their master’s degree than MIT students (48.0%). Similarly, bachelor’s students
were more represented for MIT students (52.0%) than for ISS students (38.9%).
This represents the first notable difference in the demographics of the two
groups.
The final demographics question asked the students if they had work experience within their respective fields of study. A larger portion of ISS students
(61.1%) had work experience compared to MIT students (38.7%). This repre-
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sents the second demographic difference between the two student groups. In
conclusion, the two groups of students are similar in terms of age and gender
distribution, but a larger number of ISS students were master’s students and
had work experience within their field of study.

5.3 Measures
The eight experimental hypotheses from the literature review served as a basis
for the construction of the survey instrument. Based on the prior literature, a
total of seven different areas of interest were identified. These areas of interest
served as a categorization of the survey items used in the questionnaire. Table 1
below provides a detailed look at each construct, the survey items, and the
source each item was adapted from. The survey instrument (APPENDIX 1) contains a total of 23 items, of which 14 were adapted from survey instruments of
prior studies. Every survey item was mandatory, so there is no missing or incomplete data to account for in the data set.
TABLE 1 Constructs and the related survey items

Construct

Password reuse

Password creation
practices

Difficulty in remembering passwords

Perceived qualities of
password managers

Survey items
REU1 How many different (unique)
passwords do you have?
REU2 How many passwords do you
reuse for different accounts?
REU3 How many passwords do you
have, that are only used on a single
account?
REU4 How many online accounts do
you have?
CRE1 When creating a password for an
account, rate the following password
creation techniques based on how often
you use them.
REM1 It is difficult to remember all my
passwords
REM2 How often do you forget a password?
REM3 If you’ve forgotten a password,
how did you recover it?
MNG1 Using a password manager is
beneficial for my password security
MNG2 Using a password manager is
difficult
MNG3 Using a password manager is
inconvenient

Adapted from
Woods (2016)
Shay et al. (2010)
Shay et al. (2010)
Shay et al. (2010),
Grawemeyer & Johnson (2011)
Shay et al. (2010)
-
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Perceived importance
of accounts

Self-evaluation of
password security
knowledge

Writing down passwords

IMP1 How sensitive is the information
within each account type listed below?

Zviran & Haga (1999)

IMP2 How important is the information
within each account type listed below?

Zviran & Haga (1999),
Woods & Siponen
(2018)

IMP3 I choose stronger passwords for
accounts I consider more important
IMP4 I choose weaker passwords for
accounts I consider unimportant
EVL1 How would you evaluate your
password security knowledge?
EVL2 How would you evaluate your
knowledge regarding password attack
methods?
EVL3 How would you evaluate the
password practices you follow from a
security standpoint?
WRT1 How often do you write down
your passwords?
WRT2 How do you write down your
passwords?
WRT3 How do you protect your written
down passwords?

Woods (2016)
Woods (2016)

Shay et al. (2010),
Woods & Siponen
(2018)
Shay et al. (2010),
Woods & Siponen
(2018)

Questions regarding password reuse consist of four items, each presenting multiple predetermined ranges of numbers, asking the survey participants to estimate how many reused passwords, unique passwords, and single-account
passwords they have. The fourth item asks the participants to estimate their
total number of accounts to ensure any variance in the other three items is not
caused by a difference in the participants’ account counts.
The password creation practices segment describes nine password creation techniques and asks the participants how often they use each technique.
The questions were presented as a five-point Likert scale, measuring frequency
of use with never representing the least frequent option and always being the
most frequent option. The other three answer options are rarely, sometimes, and
often, respectively.
The third construct, difficulty in remembering passwords, consists of two
five-point Likert items and one choose-all-that-apply item. The first Likert item
measures agreement with the statement “it is difficult to remember all my passwords” on a scale ranging from strongly disagree to strongly agree. The second
Likert scale measures the frequency of forgetting passwords, with options never,
rarely, sometimes, often, and always. The third and final item presents a list of six
different ways of recovering a forgotten password and asks the participants to
choose all the options they have used in the past.
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The fourth construct seeks to gauge the participant’s perception regarding
the qualities of password managers. Each item is a 5-point Likert scale measuring agreement with the given statement, with the answer options ranging from
strongly disagree to strongly agree.
The fifth section of questions is designed to measure how users evaluate
various account types and whether they prioritize some accounts over others.
First, the participants are presented with four different account types, which are
email, bank, social media, and gaming. They are then asked to rate each account
type in terms of information sensitivity and information importance. Information sensitivity was defined as the degree to which problems would arise if
the contents of an account were known to others and was measured on a scale
from non-sensitive to extremely sensitive. Information importance was defined as
the inherent value of information to the user, and the measurement scale was
from unimportant to extremely important. Then, two five-point Likert scales concerning agreement with statements about account prioritization are presented
to the participants, each offering answer options ranging from strongly disagree
to strongly agree.
The sixth construct asks the participants to evaluate their own knowledge
and behaviour regarding password security. Each item is a five-point Likert
scale, with the first two items asking for an evaluation of the participant’s
knowledge, allowing a selection out of answer options no knowledge, weak, average, good and excellent. The third item asks the participants to evaluate their actual practices on a scale ranging from very weak to very strong.
Writing down passwords is the seventh and final construct, consisting of
three items. First item is a five-point Likert item measuring frequency of writing
down passwords on a scale of never to always. The other two items are chooseall-that-apply type, first asking if the participants write down their answer electronically or on paper, and the second asking the participants how they protect
their passwords, offering a list of seven different options to choose from.
For five of the constructs presented in table 1, a sum variable is generated
based on the sum of the individual Likert scale items and then analysed as a
whole. Internal validity of these constructs was evaluated by calculating their
Cronbach’s alpha (table 2), where a score of 0.600 or higher signifies an acceptable level of internal validity (Metsämuuronen, 2011). Initially, a sixth construct,
perceived difficulty in creating passwords, was intended to be analysed, but the
construct was discarded due to a low internal validity (α = 0.310).
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TABLE 2 Cronbach's alpha for the constructs

Construct
Password reuse
Difficulty in remembering
passwords
Perceived importance of
accounts
Self-evaluation of password
security knowledge
Perceived qualities of
password managers
* items were reverse coded

Survey items

Cronbach’s alpha

REU1*, REU2, REU3*

0.727

REM1, REM2

0.625

IMP1, IMP2, IMP3, IMP4

0.708

EVL1, EVL2, EVL3

0.802

MNG1, MNG2*, MNG3*

0.781
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6

RESULTS

This chapters describes the empirical results of the questionnaire as well as the
analysis on if there is a notable difference in the results between information
systems science (ISS, N = 72) and mathematical information technology (MIT, N
= 75) students. The results section is divided into seven subchapters, each representing a survey construct.
All the gathered data were analysed with IBM SPSS 26 statistics software.
The data analysis of the constructs was conducted with a non-parametric analysis method, which is designed to test for differences between two groups on an
ordinal variable where the responses are not normally distributed (McKnight &
Najab, 2010). All testing is conducted as experimental hypothesis testing, where
each experimental hypothesis is an assumption that there is a difference in the
password behaviour of the two participating groups of students.

6.1 Password reuse
The first segment of the study was designed to gauge the participants’ password reuse through three survey items. Each item presented a predetermined
range of numbers, asking the survey participants to estimate how many reused
passwords, unique passwords, and single-account passwords they have. These
three survey items would then be combined into a single sum variable to represent the password reuse construct for analysis.
When asked about the count of passwords that are reused, most participating students reported to reusing only a few passwords across all their accounts, with 81.9% of ISS students and 72.0% of MIT students having 5 or less
passwords that are reused. A smaller portion of students had 6-10 passwords
that are reused (15.3% for ISS, 21.3% for MIT), and very few had more than 11
(2.8% for ISS, 6.6% for MIT).
Then, the second question was designed to find how many unique passwords each of the participants had. The answers for both groups of students
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followed a similar distribution with more than 25 unique passwords being the
most popular selection for both groups. However, a slightly larger number of
MIT students (34,7%) reported to having more than 25 unique passwords than
ISS students (25.0%).
The final survey question on password reuse was about the number of
passwords that are only used on a single account, or in other words, not reused
at all. The most common answer was 15 or more for both groups of students
(36.1% for ISS, 42.7% for MIT), but many of the answers on the lower end of the
scale were frequently chosen as well. The second lowest option of 2 to 4 passwords was the second most popular option (23,6% for ISS, 21,3% for MIT), perhaps signifying that there is variance even within the groups regarding the importance of having unique passwords that are not reused elsewhere.
The password reuse construct consists of the three previously described
items. The items measuring unique and single-account passwords were reverse
coded for the creation of the sum variable that represents the password reuse
construct in analysis. As all three items measuring password reuse are ordinal
6-point scales, the sum variable is treated as a six-point Likert scale for analysis
purposes. There were no notable differences in the mean and standard deviation of the sum variable between the two groups of students (table 3), as both
the mean and standard deviation were within a single decimal range of each
other. A nonparametric Mann Whitney U-test was conducted to compare the
differences in the answers between the two groups, and no statistically significant difference was found (U = 2548.5, N1 = 72, N2 = 75, p > .05 two tailed). The
experimental hypothesis H1 is therefore rejected, as the test results suggest there
is no significant difference in password reuse between ISS and MIT students.
TABLE 3 Analysis of the password reuse construct

Measure

ISS

MIT

Mean

2.63

2.56

Standard deviation

1.27

1.35

Significance

.552

Since password reuse becomes more frequent when the number of accounts
increases (Gaw & Felten 2006), the participants were also asked to estimate their
total number of accounts to ensure any potential difference is not caused by one
group having more accounts than the other group (figure 2). The distribution of
the two groups follows a similar pattern, with options 11-20 and 21-30 being the
two most frequent choices for both groups. Both groups also had a similar
number of participants reporting their account count as 71 or more. As a result,
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the account count of both participant groups of students was deemed similar
enough to not cause a difference in the groups’ password reuse.

FIGURE 2 Account counts of survey participants

6.2 Password creation practices
The password creation segment of the survey asked the respondents to rate
each of the described password creation techniques based on how frequently
each is used in their password creation process (table 4). The data supports the
notion that common password creation patterns, such as capitalizing the first
letter and adding numbers at the end of the password are also frequent within
the two groups of students. Same applies to reusing passwords or reusing
them with a slight modification. Using memory techniques such as mnemonic
sentence substitution to aid in memorizing the created passwords seems more
uncommon based on the data, as a large portion of both groups (59.7% for ISS,
52.0% for MIT) reported to never creating passwords from abbreviations of
phrases or sentences.
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TABLE 4 Password creation technique usage of participants

Password creation technique
Add number(s) at the end of the password

Capitalizing the first letter

Using common words

Using names or dates of personal significance

Generating a password with a password
generator

Reuse a password from elsewhere

Use a previously used password with a
slight modification

Creating a password made up of multiple words or a long sentence

Creating an abbreviation of a meaningful phrase or sentence

Answer
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always
Never
Rarely
Sometimes
Often
Always

ISS
12,5%
12,5%
20,8%
31,9%
22,2%
09,7%
16,7%
23,6%
40,3%
09,7%
36,1%
36,1%
11,1%
15,3%
01,4%
61,1%
15,3%
12,5%
09,7%
01,4%
59,7%
05,6%
11,1%
08,3%
15,3%
15,3%
29,2%
25,0%
29,2%
01,4%
11,1%
23,6%
25,0%
36,1%
04,2%
37,5%
20,8%
19,4%
16,7%
05,6%
59,7%
09,7%
16,7%
12,5%
01,4%

MIT
06,7%
14,7%
32,0%
26,7%
20,0%
10,7%
20,0%
30,7%
26,7%
12,0%
28,0%
40,0%
22,7%
08,0%
01,3%
45,3%
30,7%
19,7%
05,3%
00,0%
54,7%
13,3%
09,3%
14,7%
08,0%
16,0%
30,7%
28,0%
21,3%
04,0%
10,7%
28,0%
32,0%
28,0%
01,3%
32,0%
17,3%
21,3%
24,0%
05,3%
52,0%
19,7%
10,7%
16,0%
02,7%
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Analysis of how the password creation practices of the two student groups differ was conducted based on means of each password creation technique (table
5). All the means were within a 0.25 range of each other, and the significance of
the Mann-Whitney U-test never reached the threshold of statistical significance
(N1 = 72, N2 = 75, p > .05 two tailed). The test results do not support the experimental hypothesis H2, suggesting there is no significant difference in password
creation practices of ISS and MIT students.
TABLE 5 Analysis of password creation technique usage

Survey item

ISS
Mean
SD

MIT
Mean

SD

U

p

Add number(s) at the end of
the password

3.39

1.31

3.39

1.23

2633.0

.789

Capitalizing the first letter

3.24

1.14

3.09

1.16

2482.0

.382

Using common words

2.10

1.10

2.15

1.03

2859.5

.516

Using names or dates of
personal significance

1.75

1.10

1.84

1.01

2989.5

.219

Generating a password with
a password generator

2.14

1.56

2.08

1.48

2725.5

.912

2.72

1.09

2.67

1.10

2604.0

.700

2.99

1.11

2.81

1.06

2441.0

.297

2.32

1.29

2.53

1.30

2952.5

.311

1.86

1.18

1.99

1.21

2878.5

.444

Reuse a password from
elsewhere
Use a previously used
password with a slight
modification
Creating a password made
up of multiple words or a
long sentence
Creating an abbreviation of
a meaningful phrase or sentence

6.3 Difficulty in remembering passwords
Another segment of the survey consisted of questions pertaining to the memorability of passwords, particularly the issue of forgetting passwords. The first
question was a five-point Likert scale, presenting the users with a statement it is
difficult to remember all my passwords and asking for their agreement on a scale of
strongly disagree to strongly agree. Then, the next question asked the participant
to estimate how frequently a password is forgotten, with the survey scale ranging from never to very often. Finally, these two items would be used to create a
sum variable that represents the construct difficulty in remembering passwords.
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The results of the first question suggest that many responding students
find password recall difficult, with 66.6% of ISS and 64.0% of MIT students either agreeing or strongly agreeing with the statement of remembering all their
passwords is difficult. Of these, a large portion (31.9% for ISS, 37.3% for MIT)
strongly agreed with the notion that their passwords are hard to remember.
Only less than a quarter of both groups (19.4% for ISS, 22.7% for MIT) either
disagreed or strongly disagreed with the statement.
When asked how frequently they forget a password, most respondents
from both groups reported to doing so either rarely (34.7% for ISS, 53.3% for
MIT) or sometimes (40.3% for ISS, 26.7% for MIT). A smaller portion responded
either often or very often (15.3% for ISS, 17.3% for MIT), and very few had never forgotten a password (9.7% for MIT, 2.7% for MIT).
Then, a sum variable was created out of the two items measuring the frequency of a forgotten password and the difficulty of remembering passwords,
and the sum variable is then used to represent the construct difficulty in remembering passwords for statistical analysis. The analysis of the sum variable shows
the answers of ISS and MIT students to be similar (table 6), as both the mean
and standard deviation fall within the range of 0.02 of each other. Then, a Mann
Whitney U-test was conducted to confirm if there is statistically significant difference between the two groups, which was not the case (U = 2675.5, N1 = 72, N2
= 75, p > .05 two tailed). Therefore, the test results do not support the experimental hypothesis H3, which stated that there would be a significant difference
in student’s difficulty in remembering their passwords between ISS and MIT
students.
TABLE 6 Analysis of difficulty in remembering passwords

Measure

ISS

MIT

Mean

3.19

3.20

Standard deviation

0.96

0.94

Significance

.923

Then, the participants who responded to forgetting a password at least rarely
(90.3% for ISS, 97.3% for MIT) were asked how they recovered their forgotten
passwords. Participants were able to choose as many recovery methods as required. The most frequent recovery method was to contact support, but also
remembering it later, writing the password down or saving the password on
browser or email client were frequently used. A Kruskal-Wallis test was used to
analyse the variance between the groups (table 7). Degrees of freedom was the
same for all items (df = 1, N1 = 72, N2 = 75). The only methods of recovery that
differed in a statistically significant manner (p < .05) were looking up the password from a written down copy and saved password on browser or email client,
both of which were more commonly used by MIT students.
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TABLE 7 Usage of forgotten password recovery methods

ISS

MIT

H

p

35,6

.000

.994

41

56,2

12.077

.001

27,7

31

42,5

4.380

.036

0

0,0

0

0,0

-

-

Contacted support

45

69,2

44

60,3

.224

.636

Never recovered it

9

13,8

13

17,8

.670

.413

Other

18

27,7

8

11,0

-

-

Method of recovery

N

%

N

%

Remembered it later

24

38,5

26

Had it written down

19

29,2

18

Saved on browser or
email client
Shared password with
someone and then
asked them

6.4 Perceived qualities of password managers
This segment presented the participants with three statements on qualities of
password managers, asking the participants to rate their agreement with each
statement on a five-point Likert-scale ranging from strongly disagree to strongly
agree. The first statement was using a password manager is beneficial for my password security. The second statement gauged the participants’ agreement with
whether using a password manager is difficult or not. The third and final question presented a statement of using a password manager is difficult. These three
survey items are used as a basis for the analysis of the perceived qualities of password managers construct.
The first statement asked the students if they agree with the notion that
using a password manager is beneficial for password security. Responses indicating some level of agreement (50.0% for ISS, 46.7% for MIT) were more common than those indicating disagreement (22.2% for ISS, 16.0% for MIT). The
neutral response was also popular among both groups (27.8% for ISS, 37.3% for
MIT), and even the mode response for MIT students, possibly indicating unfamiliarity with password managers.
The second question related to password managers asked the students’
agreement with a statement suggesting that using a password manager is difficult. Again, the neutral option was a popular choice, being the statistical mode
selection for both groups (45.8% for ISS, 42.7% for MIT). Most of the students
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providing a non-neutral opinion either disagreed or disagreed strongly with the
statement (51.4% for ISS, 52.0% for MIT). None of the responses stated they
strongly agree with password managers being difficult.
The final survey item on perceived qualities of password managers asked
the users if they find using password managers inconvenient. Again, the neutral option was the mode answer (44.4% for ISS, 48.0% for MIT), further supporting the notion that many of the students may be unfamiliar with using
password managers. The two options indicating disagreement were again more
frequently chosen (41.6% for ISS, 33.3% for MIT) than agreement (13.9% for ISS,
18.7% for MIT).
The three previously described Likert items were then used as a basis for a
sum variable to represent the construct perceived qualities of password managers.
As the latter two items asked for the students’ agreement with a negative
statement, they were reverse coded for the calculation of the sum variable. The
mean and standard deviation was similar for both groups, with both being
within a range of 0.1 of each other. The similarity of the answers between the
groups was further solidified by the results of the nonparametric Mann Whitney U-test (table 8), which showed the differences to not be statistically different (U = 2648.5, N1 = 72, N2 = 75, p > .05 two tailed). Therefore, the experimental
hypothesis H4, which states there would be a significant difference in the perceived qualities of password managers between ISS and MIT students, is rejected.
TABLE 8 Analysis of perceived qualities of password managers

Measure

ISS

MIT

Mean

3.56

3.50

Standard deviation

0.95

0.88

Significance

.840

6.5 Perceived importance of accounts
This section describes the results of the survey items measuring respondents’
perceived importance of accounts. First, two statements on prioritizing stronger
passwords for more important accounts and weaker passwords for less important accounts were presented, and the participants were asked for their degree of agreement with the statements. Then, the participants were asked to rate
email, bank, social media, and online gaming accounts in terms of information
sensitivity and information importance on a five-point Likert scale. Together,
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these items form four constructs of perceived importance of accounts, one for
each account type.
For the first survey item, the participants had to rate their agreement with
the statement I choose stronger passwords for accounts I consider more important.
Both groups of students were mostly in favour of agreement, either strongly
agreeing (65.3% for ISS, 58.7% for MIT) and agreeing (19.4% for ISS, 29.3% for
MIT). Only a small portion of both groups disagreed or disagreed strongly with
the statement (7.0% for ISS, 4.0% for MIT).
The second item was a reversal of the first one, designed to gauge agreement with the statement I choose weaker passwords for accounts I consider unimportant. While most of the students in either group were in favour of agreement
(41.7% for ISS, 32.0% for MIT) or strong agreement (23.6% for ISS, 25.3% for
MIT), this was in a less unanimous manner than for the previous question, as a
moderate portion of both groups indicated some level of disagreement (16.6%
for ISS, 22.6% for MIT). Additionally, a portion of students chose to neither
agree nor disagree (18.1% for ISS, 20.0% for MIT).
Then, the participants were presented with four different account types of
email, bank, social media, and online gaming. They were then asked to rate
each account type in terms of information sensitivity, on a scale of non-sensitive
to extremely sensitive, and information importance, on a scale of unimportant to
extremely important. The general sentiment among both groups seemed to be
that bank and email accounts were more information sensitive and information
important than social media or online gaming accounts, with bank accounts
being the most valued in both regards.
Table 9 presents the full list of participating students’ evaluations of information sensitivity and importance of the four account types. ISS students
generally rated the information sensitivity and importance of email accounts
higher than MIT students. Bank accounts were rated highly on both sensitivity
and importance, but the highest available answer options were selected more
frequently by ISS students. Perhaps the starkest difference between the two
student groups was present in the ratings of social media accounts, which were
rated higher on both sensitivity and importance by ISS students. Online gaming
accounts were rated as the least sensitive and important account type by both
groups.
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TABLE 9 Information sensitivity and importance of account types

Survey item

Information sensitivity of
email accounts

Information sensitivity of
bank accounts

Information sensitivity of
social media accounts

Information sensitivity of
online gaming accounts

Information importance of
email accounts

Information importance of
bank accounts

Information importance of
social media accounts

Information importance of
online gaming accounts

Answer

ISS

MIT

Non-sensitive
Slightly sensitive
Moderately sensitive
Highly sensitive
Extremely sensitive
Non-sensitive
Slightly sensitive
Moderately sensitive
Highly sensitive
Extremely sensitive
Non-sensitive
Slightly sensitive
Moderately sensitive
Highly sensitive
Extremely sensitive
Non-sensitive
Slightly sensitive
Moderately sensitive
Highly sensitive
Extremely sensitive
Unimportant

01,4%
08,3%
20,8%
40,3%
29,2%
00,0%
02,8%
06,9%
18,1%
72,2%
08,3%
27,8%
29,2%
23,6%
11,1%
30,6%
41,7%
20,8%
02,8%
04,2%
01,4%

01,3%
18,7%
30,7%
32,0%
17,3%
02,7%
08,0%
17,3%
21,3%
50,7%
21,3%
25,3%
42,7%
08,0%
02,7%
41,3%
25,3%
22,7%
09,3%
01,3%
00,0%

Slightly important

02,8%

12,0%

Moderately important
Very important
Extremely important
Unimportant
Slightly important
Moderately important
Very important
Extremely important
Unimportant
Slightly important
Moderately important
Very important
Extremely important
Unimportant
Slightly important
Moderately important
Very important
Extremely important

16,7%
36,1%
43,1%
00,0%
02,8%
06,9%
11,1%
79,2%
16,7%
16,7%
30,6%
20,8%
15,3%
23,6%
44,4%
15,3%
11,1%
05,6%

20,0%
30,7%
37,3%
00,0%
06,7%
10,7%
22,7%
60,0%
28,0%
20,0%
42,7%
06,7%
02,7%
36,0%
30,7%
16,0%
13,6%
03,4%
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The four constructs of perceived importance for each account type were then created based on the previously detailed survey items. Mean, standard deviation
and statistical significance was calculated for each of the four constructs (table
10). Mean and standard deviation were based on the two rating items for each
account type. A four-item sum variable was created for each account type, consisting of the account type’s two rating items and the two items measuring
agreement or disagreement with statement on account prioritization. This sum
variable was then analysed with Mann-Whitney U-test to determine if there
was a statistically significant difference between the two groups (N1 = 72, N2 =
75). Perceived importance of email, bank and social media accounts differed in
a statistically significant manner (p < .05), while the perceived importance of
online gaming accounts did not. As three account types out of four were perceived differently in terms of importance, the results support the experimental
hypothesis H5, which states there will be a significant difference in the perceived
importance of accounts between ISS and MIT students.
TABLE 10 Analysis of perceived importance of account types

Construct

ISS

MIT

U

p

0.93

2112.5

.022

4.23

0.92

2088.0

.016

1.14

2.41

0.92

1998.0

.006

0.98

2.10

0.99

2493.0

.420

Mean

SD

Mean

SD

Perceived importance
of email accounts

4.02

0.88

3.69

Perceived importance
of bank accounts

4.63

0.70

3.01
2.19

Perceived importance
of social media accounts
Perceived importance
of online gaming accounts

6.6 Self-evaluation of password security knowledge
As the study considers both students groups to be a representation of experts in
the field of information technology, the participants were asked three questions
to represent their self-evaluation of their password security knowledge. First
such question was on how they evaluate their own password security
knowledge. The second question evaluates the participants’ practical
knowledge by asking them to rate their knowledge regarding password attack
methods. The final self-evaluation item asks the participants to rate the actual
password security practices they follow from a security standpoint. Finally,
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these three items are combined into a sum variable, which is used to represent
the construct self-evaluation of password security knowledge.
When the users were asked to rate their password security knowledge, the
options were presented in a five-point Likert scale ranging from no knowledge to
excellent. Most participants gave their knowledge a high rating, as the mode answer for both groups was good (58.3% for ISS, 45.3% for MIT) and excellent was
the second most popular option (26.4% for ISS, 33.3% for MIT). Only very few
rated their knowledge as weak (4.2% for ISS, 0.0% for MIT) and none selected
the option no knowledge.
The second question of self-evaluation asked the users on their knowledge
regarding password attack methods in the same scale of no knowledge to excellent.
Good was again the mode answer (43.1% for ISS, 48.0% for MIT) but in a less
decisive manner than for the previous question. Average was the second most
popular selection (33.3% for ISS, 28.0% for MIT). The choice weak (12.5% for ISS,
6.7% for MIT) was also more popular than it was for the previous question.
The final self-evaluation question shifted focus from knowledge-related
questions to a question about the actual password security practices followed
by the users. In a scale ranging from very weak to very strong, the middle option
average was selected as the mode answer by both groups of students (37.5% for
ISS, 36.0% for MIT). While strong was the second most frequently chosen option
(25.0% for ISS, 34.7& for MIT), weak and very weak were also represented well
compared to previous two questions (23.6% for ISS, 17.4% for MIT).
A sum variable was created through combining the three self-evaluation
items as a representation of the construct self-evaluation of password security.
Comparing the sum variable’s mean by group, the difference was only 0.11 and
for standard deviation, the difference was a single hundredth (table 11). A final
Mann Whitney U-test was used to determine if the groups are different, and a
statistical significance was not achieved (p = .445), suggesting that there is no
notable difference between the two group’s self-evaluation of password security knowledge (U = 2895, N1 = 72, N2 = 75, p > .05 two tailed). The experimental
hypothesis H6 was therefore rejected, as the U-test results suggest there is no
significant difference in the self-evaluation of password security knowledge
between ISS and MIT students.
TABLE 11 Analysis of self-evaluation of password security knowledge

Measure

ISS

MIT

Mean

3.61

3.72

Standard deviation

0.75

0.74

Significance

.445
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6.7 Writing down passwords
The final section of the questionnaire focused on the coping mechanism of writing down one’s passwords. First, the participants were asked to estimate how
often they write down their passwords. Then, the following two questions focused on how they write down their passwords by presenting them with multiple choices, prompting them to select all that apply. First such question asked
if the participants write down their passwords on paper or electronically, and
the second presented a list of methods of how one might protect their written
down passwords.
The first survey item on frequency of writing down passwords was based
on a five-point Likert scale with options ranging from never to always. The results suggest that ISS students are more likely to write down their passwords
either never (33.3% for ISS, 20.0% for MIT) or rarely (31.9% for ISS, 22.7% for
MIT), whereas MIT students respectively are more likely to do so often (11.1%
for ISS, 16.0% for MIT) or always (8.3% for ISS, 22.7% for MIT). A MannWhitney U-test (table 12) was conducted to compare the statistical difference in
writing down passwords between the two groups. The result shows that there
is a statistically significant difference between the means, suggesting there is a
difference between the groups (U = 3435.5.5, N1 = 72, N2 = 75, p < .05 two tailed).
The test result supports the experimental hypothesis H7, which states that there
will be a significant difference in how often passwords are written down between ISS and MIT students
TABLE 12 Analysis of means for frequency of writing down passwords

Measure

ISS

MIT

Mean

2.29

2.99

Standard deviation

1.27

1.46

Significance

.003

Next, all the students who specified that they at least rarely write down their
passwords in the previous question (67.7% for ISS, 80.0% for MIT) were asked
how they write down their passwords (table 13). Note that it was possible to
select more than one method of writing down one’s passwords. The survey also
offered a choice of other, but all responses in the field (10.4% for ISS, 3.3% for
MIT) specified they write their passwords on a password manager, which is not
considered a form of writing down passwords in the context of this study. Both
groups of students had a similar frequency of having a password written down
on paper (41.7% for ISS, 42.7% for MIT), but MIT students seemed to use elec-
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tronical copies more often (41.7% for ISS, 57.3% for MIT). Both methods of writing down passwords were analysed with Kruskal-Wallis test for a difference in
variance (df = 1, N1 = 72, N2 = 75), and neither on paper nor electronically differed in a statistically significant manner.
TABLE 13 Respondents' methods of writing down their passwords

ISS

MIT

Method of
writing down

N

%

N

%

On paper

30

41.7

32

Electronically

30

41.7

43

H

p

42.7

.015

.903

57.3

3.582

.058

Then, the same group of students who write down their passwords at least rarely were asked how they protect their written down passwords (table 14). The
most popular options for both groups were hiding the passwords (39.6% for ISS,
42.6% for MIT) and storing them on another device protected by another password (35.4% for ISS, 43.3% for MIT). Several of the participants also specified
they use other methods of protecting their passwords (22.9% for ISS, 10.0% for
MIT), including hiding it in unexpected places such as in a phone contacts list
or a shopping list. When a Kruskal Wallis test was conducted to find potential
differences in variance between the methods of protection (df = 1, N1 = 72, N2 =
75), only locking up the paper proved to be different in a statistically significant
manner (p < 0.05) with ISS students doing so more often (16.7%) compared to
MIT students (3.3%). This small difference is enough to support the experimental hypothesis H8, which states there will be a significant difference in how
passwords are written down between ISS and MIT students.
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TABLE 14 Respondents' methods of protecting written down passwords

ISS

MIT

Method of
protection

N

%

N

%

No protection

4

5.6

7

Stored in an encrypted
file

7

9.7

Hiding them

19

Stored on another computer or device protected by another password
Locking up the paper
Always keep the password with you
Writing down a reminder instead of the
actual password

H

p

9.3

.752

.386

14

18.7

2.384

.123

26.4

27

36.0

1.568

.211

17

23.6

26

34.7

2.155

.142

8

11.1

2

2.7

4.104

.043

0

0.0

2

2.7

1.933

.164

15

20.8

16

21.3

.005

.941
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7

DISCUSSION AND CONCLUSION

This chapter summarizes and concludes the thesis. First, the discussion section
details the results of the empirical survey study, reflecting on how the results
relate to the survey question and prior literature. Then, a set of future research
suggestions is presented, followed by an overview of the limitations of the
study. The final section then concludes the thesis.

7.1 Discussion
In many regards, the password usage, management and perceptions of ISS and
MIT students were quite similar. There was no notable difference in password
reuse, though reuse appeared common among both groups of students, which
aligns with prior research on expert password reuse (Stobert & Biddle, 2018).
Password creation practices also did not differ in a statistically significant manner between the groups of students, with certain predictable patterns such as
suffixing numbers and capitalizing the first character being commonplace. This
commonality of predictable patterns among users matches what has been reported in prior literature studying password creation (Das et al., 2014). Findings
also suggest that memory techniques such as sentence substitution and passphrases are relatively uncommon password creation strategies. When surveyed
on difficulty of remembering passwords, both groups reported to commonly
forgetting their passwords and finding passwords difficult to remember. This in
turn supports prior findings on expert password management, which has found
expert users face similar usability and memorability issues with passwords as
other users (Stobert & Biddle, 2018). Both groups of students largely perceived
password managers in positive light, which aligns well with prior studies on
password manager’s benefits to security being better understood by expert users (Ion et al., 2015; Fagan & Khan, 2018). When the survey participants were
asked to evaluate their own level of expertise, both groups felt they had a high
level of understanding on password security. However, both groups also rated
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their actual password behaviour as less secure than their level of knowledge,
suggesting the users may be willingly taking making a trade-off towards usability instead of security.
Despite these many similarities between the two groups of students, there
were statistically significant differences as well. First of them was related to the
perceived importance of accounts. The groups of students were similar in terms
of the order in which account types were ranked, finding online banking the
most important, followed by email and social media in that order. Online gaming accounts were found to be the least important by a wide margin. The notable difference arises in how the individual account types were rated, as ISS students rated bank, email, and social media accounts as more important than MIT
students. This difference in evaluation of account importance is particularly
notable, because both groups of students reported to prioritizing more important accounts with stronger passwords, meaning these differing evaluations
could have implications for their password security. This in turn aligns with
prior research on expert password behaviour, which found expert users to prioritize more important accounts over those deemed less important (Stobert &
Biddle, 2018).
The second difference between the groups is related to writing down one’s
passwords, where MIT students reported to doing so more frequently than ISS
students. This was also reflected in students’ answers to how they recovered
forgotten passwords, where MIT students reported to recovering their password thanks to a written copy more frequently than ISS students. However,
despite MIT students writing down their passwords more frequently, ISS students appeared more likely to protect their written down copies by locking up
the paper. Although the conducted survey did not ask the participants on why
they write down their passwords, the fact that the group writing down passwords more frequently also recovered forgotten passwords more frequently
due to a written copy could suggest the written copies are used as a backup in
case of a memory lapse. This in turn would support previous study on expert
password behaviour, which found written down password served primarily as
a backup (Stobert & Biddle, 2018).
While these findings on expert password usage, management and perceptions likely have no direct implications in the password usage of an average
user, they might help in advancing towards a better understanding of password
behaviour. A better understanding of password behaviour and the factors affecting it could in turn help in designing password mechanisms and guidelines
that provide a desirable level of security without compromising usability. Although such a goal may seem distant, even small steps taken towards a better
understanding are worthwhile to pursue.
Additionally, information technology experts of different areas of expertise having different password behaviour and perceptions appears to be an entirely new finding for scientific literature studying passwords. Prior literature
examining expert password behaviour generally compares expert users to novices instead of other experts, and the expert users are typically information se-

52
curity experts. However, the field of information technology is broad and the
areas of expertise within it are numerous. A broader understanding of how
these experts of various disciplines manage their passwords could be a helpful
for designing more usable and secure password authentication mechanisms in
the professional setting within the field of information technology.

7.2 Suggestions for future research
Password usage, management and perceptions remain an area of interest to
understand and improve passwords as an authentication mechanism. The results of the study further support this notion, as it shows even students of different specializations within the same faculty in the same university have potential differences in their password behaviour. Future research could do more
of the same, except with different data sets. Some possibilities include finding
groups of information technology industry experts with years of work experience and see if the potential differences are more pronounced due to the vast
work experience compared to the university students of this study.
As the conducted study was more of a surface look on passwords, future
research could focus further on a singular area of interest such as password reuse or account prioritization. These more focused survey or interview studies
could then offer a deeper understanding of each facet of password usage, perhaps even offering insight on what causes these differences in addition to finding if there are differences. A semi-structured interview study, where the researcher could ask follow-up questions, could be helpful for determining the
participants’ reasoning behind their choices and perceptions.

7.3 Limitations
There were some limitations for the study. Firstly, no pilot study was conducted due to circumstances beyond the researcher’s control, as recruiting participants for a pilot study became increasingly difficult due to university campus
closing as a precaution to Covid-19. As a result, certain oversights within the
survey form remained undetected until after the survey form was delivered to
the respondents and a portion of the respondents had already completed the
survey. Three questions concerning the number of passwords had an oversight,
where none of the available answers considered the possibility that the respondent may not have any passwords that are reused or used only on a single
account. As the oversight was detected, the multiple-choice option with the
lowest count was amended to include zero as an option. For example, the question “how many passwords do you reuse for different accounts?” originally had
the lowest option of 1-5, which was then changed to 0-5. It is possible that some
respondents may have felt there was no option available for them while filling
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the survey form, and instead selected the closest available option. Therefore, the
numeric range of the lowest option was increased instead of creating an entirely
new option.
Secondly, perhaps because of not conducting a pilot study, there were
some concerns on the internal validity of the constructs selected for the study.
One construct, perceived difficulty in creating passwords, was discarded due to insufficient internal validity. Another construct, difficulty in remembering passwords,
consists of only two items and has a Cronbach’s alpha value (α = 0.625) which,
while acceptable, does not quite reach the optimal level of internal validity.
Thirdly, a potential limitation is related to the population of expert users
selected for the study. All survey participants were either master’s or bachelor’s
students in the University of Jyväskylä from degree programmes of mathematical information technology and information systems science. Since both majors
exist within the same faculty, there is a degree of freedom in selecting which
courses are to be included in each student’s curriculum. As a result, there may
be some overlap between the courses each student has participated in. This is to
say that the differences between the student groups may not be as pronounced
as they would be if each student had years of experience within their field,
compared to students who are simply at the early stages of their career, as
many of participating students were in their early 20s. There were also some
demographic differences between the two groups of students. A larger portion
of ISS students were master’s students and had prior work experience within
their field of study compared to MIT students.

7.4 Conclusion
This thesis focused on password usage, management, and perceptions of expert
users. First, a literature review was conducted to gain a broader understanding
of password security, usability, and password behaviour. Based on the findings
of the literature review, a survey study was designed and conducted to find an
answer to the research question, which was defined as follows:
•

Is there a difference in the password usage, management, and perceptions of information technology experts of different areas of expertise?

The literature review began with an overview of password security, identifying
characteristics of passwords that contribute towards the usability and security
issues often associated with passwords. Then, the following chapter focused on
usability and memorability of passwords. Finally, the literature review
concluded with a chapter on password behaviour, which first identified a set of
coping strategies employed by users to cope with password usability issues,
followed by an overview of how experience and knowledge affects password
behaviour. Based on the literature review, a set of eight experimental
hypotheses was developed serve as a basis for the empirical research of the
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study, each based on an assumption that there would be a difference between
two groups of expert user with different areas of expertise.
A survey instrument was developed to address each of the previously determined hypotheses. The survey consisting of items focusing on various areas
of password usage, management and perceptions was then delivered to the participating students through university email list, receiving a total of 147 responses from two different disciplines within the faculty of information technology in the University of Jyväskylä.
Ultimately, the results of the survey study suggest there is a difference in
the password usage, management, and perceptions of information technology
experts of different areas of expertise. Although both groups of students chosen
for the empirical study shared many similarities in their password behaviour,
they differed in their perception of account importance by type and tendency to
write down their passwords.
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APPENDIX 1
SURVEY FORM

1. What is your age?
o

25 or under

o

26–35

o

36–45

o

46–55

o

56 or over

2. What is your gender?
o

Male

o

Female

o

Other

3. What is your degree programme?
o

Information systems science (tietojärjestelmätiede)

o

Mathematical information technology (tietotekniikka)

o

Cognitive science (kognitietiede)

o

Cyber security (kyberturvallisuus)

o

Other, specify:

4. What is the level of your current degree programme?
o

Bachelor’s degree

o

Master’s degree

o

Other, specify:

5. Do you have work experience in your field of study?
o

Yes

o

No
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6. How many online accounts do you have?
o

1-10

o

11-20

o

21-30

o

31-40

o

41-50

o

51-60

o

61-70

o

71 or more

7. How many different (unique) passwords do you have?
o

1-5

o

6-10

o

11-15

o

16-20

o

21-25

o

26 or more

8. How many passwords do you reuse for different accounts?
o

0-5

o

6-10

o

11-15

o

16-20

o

21-25

o

26 or more
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9. How many passwords do you use with a slight modification for each account?
o

0-5

o

6-10

o

11-15

o

16-20

o

21-25

o

26 or more

10. How many passwords do you have, that are only used on a single account?
o

0-1

o

2-4

o

5-7

o

8-10

o

11-14

o

15 or more

11. How would you evaluate your password security knowledge?
o

No knowledge

o

Weak

o

Average

o

Good

o

Excellent

12. How would you evaluate your knowledge regarding password attack
methods?
o

No knowledge

o

Weak

o

Average

o

Good

o

Excellent
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13. How would you evaluate the password practices you follow form a security standpoint?
o

Very weak

o

Weak

o

Average

o

Strong

o

Very strong

For the next two questions, you will be asked for your opinion towards a variety of different account types. If you do not use some of the account types
listed, please try to still give your opinion towards them.
14. Information sensitivity means the degree to which problems would arise
if the contents of your account were known to others. Consider if your information were made public, and the impact it would have on you. How sensitive is the information within each account type listed below?
14a. Personal email
o

Non-sensitive

o

Slightly sensitive

o

Moderately sensitive

o

Highly sensitive

o

Extremely sensitive

14b. Online banking
o

Non-sensitive

o

Slightly sensitive

o

Moderately sensitive

o

Highly sensitive

o

Extremely sensitive
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14c. Social media
o

Non-sensitive

o

Slightly sensitive

o

Moderately sensitive

o

Highly sensitive

o

Extremely sensitive

14d. Online gaming
o

Non-sensitive

o

Slightly sensitive

o

Moderately sensitive

o

Highly sensitive

o

Extremely sensitive

15. Information importance refers to the inherent value of your information,
to you. How important is the information within each account type listed below?
15a. Personal email
o

Unimportant

o

Slightly important

o

Moderately important

o

Very important

o

Extremely important

15b. Online banking
o

Unimportant

o

Slightly important

o

Moderately important

o

Very important

o

Extremely important
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15c. Social media
o

Unimportant

o

Slightly important

o

Moderately important

o

Very important

o

Extremely important

15d. Online gaming
o

Unimportant

o

Slightly important

o

Moderately important

o

Very important

o

Extremely important

16. How often do you forget a password?
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

17. If you’ve forgotten a password, how did you recover it? Choose all that
apply.
▪

I remembered it later

▪

I had it written down so I was able to look it up

▪

It was saved on my browser or email client

▪

I told it to someone and I asked them

▪

I contacted support

▪

I never recovered it

▪

Other, specify:
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18. How often do you write down your passwords?
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

19. How do you write down your passwords? Choose all that apply.
▪

On paper

▪

Electronically

▪

Other, specify:

20. How do you protect your written down passwords? Choose all that apply.
▪

I do not protect them

▪

I store them in an encrypted file

▪

I hide them

▪

I store them on a computer or device protected by another password

▪

I lock up the paper

▪

I always keep the passwords with me

▪

I wrote down a reminder instead of the actual password

▪

Other, specify:

21. When creating a password for an account, rate the following password
creation techniques based on how often you use them.
21a. Adding number(s) at the end of the password
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always
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21b. Capitalizing the first letter
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

21c. Using common words
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

21d. Using names or dates of personal significance
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

21e. Generating a password with a password generator
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always
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21f. Reuse a password from elsewhere
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

21g. Use a previously used password with a slight modification
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

21h. Creating a password made up of multiple words or a long sentence (e.g.
"WhoHasSentMeNewMail")
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

21i. Creating an abbreviation of a meaningful phrase or sentence (e.g. "there
is no place like home: Wizard of Oz 1939" could be abbreviated to
"tnplh:WO'39")
o

Never

o

Rarely

o

Sometimes

o

Often

o

Always

o

70
22. To what extent do you agree or disagree with each of the following statements?
22a. It is difficult to remember all my passwords
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree

22b. Creating passwords that meet the password guidelines and rules is easy
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree

22c. Creating memorable passwords is easy
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree

22d. It does not take me long to create my passwords
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree
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22e. I choose stronger passwords for accounts I consider unimportant
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree

22f. I choose weaker passwords for accounts I consider unimportant
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree

22g. Using a password manager is beneficial for my password security
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree

22h. Using a password manager is difficult
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree
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22i. Using a password manager is inconvenient
o

Strongly disagree

o

Disagree

o

Neither agree nor disagree

o

Agree

o

Strongly agree

