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Abstract: The emerging digital infrastructure enables the public authorities to shape their processes and to create attractive
digital services for the citizens and the business actors. The public processes, services and infrastructure, however, engage
with global and local public and private digital infrastructure and service providers. The complex comprehensiveness of the
digital infrastructure and the services challenges the public authorities and create new types of security risks. The achieving
of the benefits of the digitalization of public processes and services without increasing security risks requires the adopting
of novel approaches to digital security. The paper refers to a framework that aims to balance the digitalization and digital
security of society. The approach follows the complex adaptive system and social system theories. The paper demonstrates
the framework with widely known digital service indexes and digital security indexes. The paper applies the referred
framework and the results of its demonstration in a case study about the governing of the digitalization resources and
activities of the regional authorities. The case study was related to a major structural reform. The aim of the reform was to
form and launch the operations of new counties. The means of the reform included the co-creation of new types of digital
processes and services in collaboration and with the citizens and the business actors as well as with the central government.
The empirical data of the case study included the ICT costs, digitalization efforts, shared ICT services and digital security
situation of the regions. The central government analyzed the empirical data for the simulation of the financial negotiations
between the central government and the regions. The results of the case study show that the framework supported the
outlining of the contents of the empirical data so that both the digitalization and digital security aspects were concerned and
visualized. The authorities will apply the results of the analysis for the governing of the regions.
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1. Introduction

The emerging digital infrastructure enables the public authorities to create attractive digital services for the
citizens and the business actors. The infrastructure, including loT devices and autonomous systems, provides
splendid opportunities to the authorities to improve the public processes and services. Merriam-Webster (2019)
gives a traditional definition of digitalization as ‘The process of converting something to digital form’. Gartner’s
(2019) statement of digitalization follows a broadly accepted modern view as it defines digitalization as ‘The use
of digital technologies to change a business model and provide new revenue and value-producing opportunities’.
Recently the public sector authorities have increasingly considered this modern view. They have applied
information and communication technology and information management and analysis for shaping the public
processes and services. The authorities have usually attempted to enhance the citizen and the business actor
experience of the services in addition to reducing the public sector total costs. The digitalization efforts have
often included the creation of new digital processes, services and infrastructure. This has required continuous
change management of the civil servants, citizens and the business actors as well as processes and technology.

The public processes, services and infrastructure engage with global and local public and private digital
infrastructure and service providers. The complex comprehensiveness of the digital infrastructure and the
services challenges the public authorities and creates new types of security risks. Digital security is an emerging
term referring to the security view on digitalization and digital services. Typically, it includes information and
cyber security and data protection. Often it covers risk management, and preparedness and contingency
planning as well. The achieving of the benefits of the digitalization of public processes and services without
increasing security risks requires the adopting of novel approaches to digital security.

First, the paper refers to a framework that aims to balance the digitalization and digital security of society

(Kuusisto & Kuusisto, 2017). The approach follows the complex adaptive system (Holland, 1996) and social
system theories (Parsons, 1951), (Habermas, 1984 & 1989). The approach adopts a social system model that aim
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is to increase understanding about the evolving features and culture of the digital era (Kuusisto, 2004). The paper
demonstrates the framework with widely known digital service indexes and digital security indexes.

The indexes contain indicators for measuring information society (ITU, 2017a), eGovernment (UN, 2018), the
use of information and communication technologies (WEF, 2018) as well as the commitment to cyber security
(ITU, 2017b). The demonstration of the framework shows the complex nature of the forming of the indicators.
The comprehensive context and the purpose of the use of the indicators shall guide the forming of indicators.

Strategic management is one of the purposes to use indicators. The paper applies the referred framework and
the results of its demonstration in a case study about the governing of the digitalization resources and activities
of the regional authorities. The case study was related to a major structural reform. The target of the reform
was to form and launch the operations of new administrative structure, autonomous counties. The reform was
supposed to cover the structure, services and funding of health and social services. In addition, the some of the
tasks of the central government and the municipalities were planned to be transferred to the counties. The
central government financed the planning and was supposed to finance the operating of the counties. The aims
of the reform were to provide the citizens and inhabitants with more similar services, to reduce the variations
in people’s health, and to curb the rising costs. The means to attain these aims included the more efficient use
of information technology. The reform was cancelled in March 2019 (Regional Reform, 2019)

The empirical data of the case study included the ICT costs, digitalization efforts, shared ICT services and digital
security situation of the regions. A group of regional authorities and public ICT agencies whose aim was to |
provide the regions with shared ICT services gathered the empirical data in the beginning of 2019. The means of
the reform included the co-creation of new types of digital processes and services in collaboration and with the
citizens and the business actors as well as with the central government. This was considered to require
collaboration between the regions and with the central government as well as with the citizens, the business
actors and national and global ICT service providers and the security authorities.

Finally, the paper outlines the results of the analysis of the empirical data. The central government authorities
analyzed the empirical data for the simulation of the financial negotiations between the central government and
the regions. The results of the case study show that the framework supported the outlining of the contents of
the empirical data so that both the digitalization and digital security aspects were concerned and visualized. In
addition, the study seemed to raise the awareness of the digital security requirements. The authorities will apply
the results of the analysis for the governing of the regions.

2. The balanced digitalization and digital security framework

Figure 1 illustrates the balanced digitalization and digital secure framework. It consists of a group of complex
and emergent entities adapting to their environment over time (Holland 1996). A social system is, e.g.,
government, a regional authority, a business actor or a citizen or a group of all or some of them. A social system
gives feedback as indicators. They are applied for adjusting the digitalization and digital security efforts. Parsons
(1951) states that a social system has an initial and a goal state. In addition, he argued that the interaction
orientation of the system is internal and external. In the spirit of the complex adaptive systems theory (Holland
1996) it can be argued that the initial state is being shaped to the goal state by information flows in the
framework. Information is flowing continuously through the adjusting of digitalization and digital security efforts
to the digital processes and services of a social system and as indicators to the adjusting function.

Figure 1 shows how the coherent balance is achieved by adjusting the digitalization and the digital security
efforts in parallel (Kuusisto & Kuusisto 2017). As a result, digitalization and digital security are converging. This
convergence guides the designing and implementing of the digital processes and services in such a way that both
the digitalization target level and the security requirements can be reached.

As outlined in Figure 1, the indicators have to address digitalization and digital security. The selecting of the
indicators shall be implemented in the context of the actor that is under concern, e.g., the government or a
region. The indicators selected shall be relevant for the case and they shall be balanced with each other, as well.
The government authorities at the national level can apply international digitalisation indexes and the cyber
security situation indexes for the selecting of the indicators (Kuusisto & Kuusisto 2017). The international indexes
that can be applied at the national level include UN (2018) eGovernment survey, ITU’s ICT Development Index
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(ID1) (2017a), World Economic Forum’s (2018) Network Readiness Index, ITU’s (2017b) Global Cybersecurity
Index and Estonia’s National Cyber Security Index (NCSI, 2019). Both the digitalization and cyber-security
indicators have to be applied for balancing the digitalization and digital security efforts.

digitalization /

digital processes
and services of a
social system

( coherent convergence

balance

digital security \

feedback from the
comprehensive
social system

adjustment

indicators

Figure 1: The balanced digitalization and digital security framework

UN (2018) eGovernment survey consists of eGovernment development index and eParticipation index. ITU’s
(2017b) Global Cybersecurity Index contains legal, technical, organizational, capacity building, and cooperation
views on the national cyber-security. The aim of Estonia’s NCSI (2019) is ‘to measure the preparedness of
countries to prevent cyber threats and manage cyber incidents’. The categories of the index are: Cyber security
policy development, cyber threat analysis and information, education and professional development,
contribution to global cyber security, protection of digital services, protection of essential services, E-
identification and trust services, protection of personal data, cyber incidents response, cyber crisis management,
fight against cybercrime and military cyber operations. The results of the surveys by these indexes can be applied
for identifying the major phenomena and improvement needs of a country.

3. The demonstration of the balanced digitalization and digital security framework

The paper demonstrates the framework by applying UN (2018), ITU (2017b) and NCSI (2019) indexes. NCSI’s
Digital Development Level (DDL) is based on ITU (2017a) and WEF (2018). In this paper, UN (2018) and NCSI’s
(2019) DDL are referred as “digitalization” indicator sets and ITU (2017b) and NCSI are referred as “digital
security” indicator sets. The selected indicator sets have been formed for the measuring of a certain aspects to
the digitalization and digital security. The indicator sets are partly overlapping but all of them contain unique
indicators and indicator weights. In addition, they use partly overlapping data sources. Obviously, the results
and country rankings by these indicator sets are not similar.

Next, the paper focuses on the analysis of the results of these indicator sets. For the analysis, the scale of the
country ranking results were converted. The first country in the ranking received score 100 and the last one
received score 1. This aim of this was to visualize the country rankings in a comparable way. Ten countries were
included in the visualization of the analysis. Figures 2 and 3 show the results of the digitalization indicator sets.
The countries are presented in Figures 2, 3, 4, and 5 in the order of the country ranking results of the UN
eGovernment Survey (2018). Figures 4 and 5 show the results of the digital security indicator sets.

When comparing the abstract patters that Figures 2 and 3 outline, it can be observed that these patterns are
alike. However, the country ranking results of UN eGoverment Survey (2018) visualized in Figure 2 and NCSI’s
(2019) DDL visualized in Figure 3 are clearly not similar. The contents of these indicator sets have to be known
for understanding what the indicators measure and what causes the differences in the country ranking results.
The results should not be used for strategic-level decision making without understanding the contents of the
indicators and source data.
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Figure 2: UN eGovernment Survey (2018), digital services indicator set
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Figure 3: NCSI’s (2019) Digital Development Level, digital services indicator set

The country ranking results of ITU Global Cybersecurity Index (2017b) visualized in Figure 4 and National Cyber
Security Index (2019) results visualized in Figure 5 are somewhat different. The country positions vary more in
these rankings than in the digitalization rankings. This may just be a coincidence. The sample data sets are quite
small. On the other hand, the contents of the indicator sets and the way the evaluations are implemented are
different. Therefore, the differences in the ranking results might indicate that the complex security evaluation
concepts are not yet internationally defined, organized and regulated to a sufficient level.

As a conclusion, it can be observed that the country positions in the rankings vary more than just faintly. In
addition, the correlation between the country rankings of the digitalization and digital security indicator sets is
not complete. A hypothesis can be made that some countries have a noticeable unbalance between
digitalization and digital security. In addition, it can be assumed that countries are directing cyber security efforts
based on their national focus.

The very modest analysis above aims demonstrating that when planning and using indicators for supporting
governance and management, a thorough analysis is needed for selecting or forming relevant and suitable
indicator sets. At very general level, an indicator set should serve the context under concern and have proven
balance between digitalization and digital security aspects.
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Figure 4: ITU Global Cybersecurity Index (2017b)
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Figure 5: National Cyber Security Index (2019) results

As noted before, the balance between digitalization and digital security is relevant. The security level should be
as high as the value of security to the organization require and the digitalization efforts are targeting. Over-
digitalization leads to security gaps and over-security cause unnecessary costs. The more relevant both of the
aspects are the more influential the organization is. When forming the indicators, we should be aware of the
required service and security levels, the nature of the actor’s activity and the overall context where the
interacting actors are performing their activities in the digital world. When using the indicators, we should
explicitly know how they are formed and what data they are using. The indicators shall be constructed to be
relevant in the actor’s governance, development and management context. Next, we demonstrate briefly how
these simple principles succeeded in the case of aiming to develop the first attempt to form digital services -
digital security overall service level and their internal balance in context of a major government reform.

4. Regional authorities case study

The balanced digitalization and digital security framework and the results of its demonstration were applied in
a case study. The aim of the case study was to illustrate the first efforts to outline the rough contents of
indicators relevant for supporting the governance, development, planning and management of the regions
digitalization and digital security activities. The case study consisted of the analysis of the ICT and digitalization
situation data of the regions. The central government authorities defined the contents of the analysis and the
data describing the situation of the regions. Some of the regional authorities preparing the major reform
contributed to the content definitions as well. Seven public institutions or agencies were planned to design,
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implement and produce the shared ICT services for the regions. These organizations contributed to the outlining
of the content definitions too.

The authorities designed the contents of the situation data and data analysis by following the agile approach.
First, the authorities studied some of the international and national eGovernment evaluations, ICT surveys and
standards, and practices of a global consulting company. They decided to include the financial figures, the major
digitalization efforts and information systems, and the digital security situation reports to the situation data. The
categories of the situation data of the regions as well as the service providers were:

= The total estimated ICT budget in 2019,

= the major digitalization activities,

= the major development programs and projects containing digitalization efforts or ICT, and their costs,
= the major current information systems and their operating costs, and

= the survey of cyber and information security situation.

The total estimated ICT budget contained several categorizations formed according to the current global
practices. These included categorization to the hardware, software, human resources and internal and external
sourcing costs as well as to the maintenance and development costs. In addition, the previous year ICT costs
were asked to be reported as Capital Expenditure (CAPEX) and operating expenses (OPEX). The regional
authorities involved in the major reform created and collected the data in the beginning of 2019. The authorities
collected the data based on the tasks and responsibilities of the regions. The shared ICT service providers
delivered data about their current or future shared ICT services to the regions.

The major observation about the financial figures was that the quality of the data was low. The definitions of ICT
costs were region specific. In addition, some of the regions were not able to collect the required financial figures
at all. Therefore, the central government authorities could not assess or compare the digitalization situations of
the regions based on these figures. For example, there were several reasons for a high value in the total ICT costs
per inhabitant of a region compared to the average ICT costs per inhabitant. These reasons included a high
digitalization degree as well as duplicate information systems. Thus, the central government authorities
considered that the financial data are insufficient, inaccurate and incomplete for the statistical analysis.

The central government authorities considered that the study of the digitalization efforts of the regions
improved their awareness of the digitalization degree of the regions. The regions implementing or already
proving the personnel and the inhabitants with the modern health care systems are obviously proceeding in
digitalization. The analysis of the catalogues of the major current information systems, however, did not have a
significant impact on the awareness of the digitalization degree.

The major observation of the cyber and information security survey of the regions was that the management,
guidelines and practices of the health care organizations meet the basic level requirements. The assumption is
that the survey improved the cyber and information security awareness of the regional authorities that were
preparing the major reform. In the future, the central government authorities could govern the regions to extend
the cyber and information security culture of the health care authorities to the other regional functions.

The major observations of the shared ICT service providers’ situation data show that the maturity of the service
provider and the phase of the life cycle of a digital product or service explains well the accuracy of the financial
figures. This applies to the level of the cyber and information security as well. Novel organizations launched a
few months ago had not yet formed the region-based commissioning plans of their services and so they could
not estimate region-based costs of the shared services or products. In addition, they had not established the risk
assessment based cyber and information security controls. A minor observation was that many of the shared
ICT service providers reported that they had not exercised their contingency plans. This was not widely
recognized before the survey. The assumed benefit of the collecting and analyzing of the situation data is that it
increases the cyber and information security awareness of the regional authorities.

In addition to the data gathered from the regions and shared ICT service providers, the central government

authorities decided to pilot the use of The Digital Economy and Society Index (DESI, 2019) in the regional level.
DESI has five dimensions: Connectivity, Human Capital, Use of Internet Services, Integration of Digital
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Technology and Digital Public Services. Statistics Finland defined a regional level pilot DESI with three dimensions
that are relevant at the regional level: Connectivity, Human Capital and Use of Internet Services. The method
and results are described in (MOF, 2019). The regional DESI pilot has the inhabitant view on the digitalization
degree of a region. It illustrates the digital potential of the regions. The results of the regional DESI pilot are
shown in Figure 6. As visualized in Figure 6, some of the regions have challenges in their digital economy. The
more detailed study of the values of the composite regional DESI indicator dimensions (MOF, 2019) shows that
especially the connectivity dimension has low values on some of the regions.
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Figure 6: The digital potential of regions (MOF, 2019)
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The regional authorities and the shared ICT service providers were involved the planning of a major structural
reform. They were acting in a complex, evolving environment that yields diversity. The financial impacts of
digitalization and digital security efforts are divergent. This challenged the collecting and analysis of the situation
data. The aim was, however, that the publishing of the financial figures, digitalization efforts and digital security
situation of the regions would adjust the coherent balance of the digitalization and digital security activities of
the regions. The divergent definitions and approaches of the basic concepts, terms, and services would convert
to understanding that is more similar. As a result, the regions would have secure shared digital services.

However, the case study showed that it is crucial to be able to select or form the indicators in such a way that
they describe the actors’ potential to develop and implement digital services and assure their security. This
requires knowledge and competence about the indicators and their interpretation.

5. Conclusions

This paper refers to a theoretically motivated approach: the balanced digitalization and digital security
framework outlined in Figure 1. It shows how the coherent balance of digitalization and digital security is gained
by the joint adjusting of the digitalization and digital security efforts. This requires the development of the digital
services and digital security in parallel. In addition, the governing of the development needs to be supported by
accurate enough and relevant governance toolsets understood and accepted by all the actors involved. The
result as its best is the convergence of digitalization and digital security for the governing of the design,
implementation and providing of the digital services of society.

The digital services shall be considered as a social system - the system of relevant action by relevant actors in
the defined context supported by technological structures and services. Theoretically, this can be considered as
a complex adaptive system (CAS) and treated as one in ever evolving context. Thus, the balanced digitalization
and digital security framework consists of a group of complex and emergent entities adapting to their
environment over time. It will help to identify the most relevant development issues during that evolution. This
social system gives feedback as indicators. They shall be used for directing the adjustment of the digitalization
and digital security efforts. The nature and the origin of the data of the indicators are critical. It is obvious that
the content and the selection of the indicator data will change during the system evolution. The indicator system
shall be considered as a part of the strategic guidance of the comprehensive governance.
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