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ABSTRACT 

Individuals’ lack of adherence to password security policy is a persistent problem for 

organizations. This problem is especially worrisome because passwords remain the primary 

authentication mechanism for information systems, and the number of passwords has been 

increasing. For these reasons, determining methods to improve individuals’ adherence to 

password-security policies constitutes an important issue for organizations.  

Extant research has shown that individuals use neutralization techniques, i.e., types of 

rationalizations, to disregard organizational information-security policies. What has not been 

determined from extant information security research is whether these neutralizations can be 

changed through educational training interventions. We argue that training based on principles 

of cognitive dissonance theory is a promising method for reducing individuals’ use of 

neutralization techniques. We contribute by showing empirically that training based on cognitive 
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dissonance theory can reduce the use of neutralization techniques when such training is 

designed to counter such techniques.  

Using a quasi-experimental design at an organization, individuals received training on 

neutralization techniques in the context of password security. Using a quasi-experimental 

design, we found that individuals who received our training treatment exhibited substantially less 

intent to use neutralization techniques and were significantly more likely to use secure 

passwords. Additionally, a follow-up measurement three weeks after the training session 

showed that the experimental treatment retained its effectiveness, i.e., the experimental group 

exhibited substantially less intent to use neutralization techniques and a greater likelihood of 

using strong passwords in the future. Additionally, intent was significantly greater in the 

experimental group. Implications for practice and future research are discussed. 

 

Keywords: Information security policy, passwords, neutralization, information security. 

 

 

 

 

1 INTRODUCTION 

Authentication is a cornerstone of information security and a frontline defense against 

security breaches (Schneier, 2000; Zhang et al., 2009). Despite advances in biometric and 

visual forms of authentication mechanisms (Renaud & De Angeli, 2009), passwords remain by 

far the dominant means of authentication (Florêncio & Herley, 2010; Keith et al., 2009). In fact, 

people today have increasing numbers of passwords as they create more and more website 

accounts, from memberships to merchant accounts. To ensure that passwords are used 

securely, organizations commonly espouse password-security policies, which typically require 

individuals to develop difficult-to-guess passwords that are unique for each system (Potter, 

2010). Besides that, passwords should be complex and consist of random characters 

(TeamsID, 2015). It also is important to ensure that passwords are unique to each system 

because the most common mechanism for determining passwords is obtaining a password file 

(Tatli, 2015). This can happen through malware, which exploits vulnerabilities in operating 

systems or applications (Geer, 2005; Tatli, 2015). If individuals reuse the same password 

across different systems, a hacker who gets the password file of reused passwords can gain 

access to several different systems (Thomas et al., 2017; Florêncio & Herley, 2010). The 
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problem is compounded by literally billions of passwords that having been released through 

large-scale data breaches at Yahoo, MySpace, LinkedIn, and elsewhere (McMillan, 2016; 

Perlroth, 2017). Unsurprisingly, an estimated 81 percent of organizational data breaches are 

facilitated by weak or stolen passwords (Verizon 2017). 

It has been widely reported that when faced with complex rules while creating 

passwords, many individuals ignore information security policies in favor of weaker, more 

memorable passwords and/or refuse to change their passwords (Herley, 2009; Siponen et al., 

2010). Even when password policies are enforced, individuals frequently attempt to circumvent 

such policies, such as by reusing passwords across multiple systems or weakening a policy’s 

effectiveness by leaving written passwords in visible places (Siponen et al., 2010). Therefore, it 

is no surprise that individuals’ compliance with password policy is a top concern for security 

managers, but password enforcement alone is not a good-enough solution (Siponen & Vance, 

2010). Technical enforcement to require complex passwords cannot capture reuse from one 

system to another, and it has been reported that individuals come up with passwords that meet 

enforcement minimums, but are still weak (Karjalainen et al., 2010; Tatli, 2015), e.g., using a 

company’s name in a foreign language plus some letters, or using two common terms, but 

slightly misspelling them, as passwords can elude password enforcement. 

Research in information security behavior has addressed the issue of unsecure 

password behaviors by adopting theories from criminology or health behavior. One promising 

theory involves neutralization techniques, which are specific types of rationalizations (Kaptein & 

van Helvoort, 2018; Sykes & Matza, 1957). Research indicates a major contributor to 

information security policy violations in general, and password security policies specifically 

(Barlow et al., 2013, 2018; Silic et al., 2017; Siponen & Vance, 2010). While it is known that 

such rationalizations can help explain violations, it is not known how such rationalizations can 

be overcome through security educational training interventions (Siponen & Vance, 2010). We 

define security educational training as formal instructor-led training that (a) informs individuals of 

security risks and security policies that mitigate them, and (b) instructs individuals in the skills 

necessary to comply with policies (D'Arcy et al., 2009). The issue here is whether one is 

examining (un)secure behavior vs. examining how to change unsecure behavior to secure 

behavior. In health behavior, such divisions between behavior and change are called theories of 

behavior vs. theories of behavioral change (Velicer & Prochaska, 2008). In criminology, it is 

known that theories explaining crime may not be able to explain why offenders stop offending 

(Bushway et al., 2003). Neutralization techniques are a case in point. Neutralizations are 

evoked to avoid moral guilt (Sykes & Matza, 1957). If this is the case, can we overcome 
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neutralizations easily merely by making people feel guilty (Sykes & Matza, 1957)? Plus, feeling 

guilt is precisely the reason why neutralizations were introduced in the first place (Sykes & 

Matza, 1957). Another important consideration is that some neutralization techniques can 

indicate criminal activity (Maruna & Copes, 2005).  

 This article’s objective is to examine whether it is possible to change or reduce 

individuals’ neutralizations to minimize unsecure passwords by changing individual behaviors. 

Neutralization techniques also can be context-specific (Maruna & Copes, 2005). Given this, we 

also examine which neutralization techniques can be overcome in the context of password 

selection. To address these issues, a two-group field experiment (n = 80) was designed 

involving information security policy educational training for individuals at a large multinational 

organization. The individuals in the experimental treatment received specific training on 

neutralization techniques, including rules against misuse for failing to comply with the password 

security policy.  

The study experiment’s results indicate that training on neutralization techniques 

substantially decreases individuals’ intent to violate the password security policy, as well as their 

intent to use strong passwords in the future. Additionally, a follow-up survey three weeks after 

the experiment found that members of the experimental group still had substantially less intent 

to use neutralization techniques than they did before the experimental treatment, as well as a 

greater intent to follow the password policy. Thus, this study contributes by demonstrating that 

the use of neutralization techniques can be reduced via educational training and that individuals’ 

intent to follow password security policies can be strengthened.  

The rest of this manuscript proceeds as follows. The second section reviews extant 

literature on information security behavior. The third section describes the study’s theoretical 

underpinnings, namely neutralization techniques and educational training interventions. The 

fourth section describes the experimental design. The fifth section describes the experimental 

analysis, while the sixth section discusses these results. Finally, implications for information 

security practice and future research are discussed.  

2 UNSECURE BEHAVIOR, BEHAVIORIAL CHANGE, AND THE RESEARCH GAP 

In this section, following research in criminology and health behavior (Bushway et al., 

2003; Loeber & Le Blanc, 1990; Velicer & Prochaska, 2008), we separate two areas of research 

on information security behavior. The first area focuses on theories/models that aim to explain 

behavior (not change), then we discuss behavioral change, before finally examining the 

research gap. 
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2.1 Information Security Research on Explaining/Predicting (Un)secure Behavior 

Several extant studies examine to what extent theoretical models taken from social 

psychology, psychology (Herath & Rao, 2009; Johnston & Warkentin, 2010; Ng et al., 2009; 

Pahnila et al., 2007; Siponen et al., 2007; Siponen et al., 2010), criminology (D'Arcy et al., 2009; 

Siponen & Vance, 2010), and moral psychology (Myyry et al., 2009) explain or predict 

individuals’ compliance with information security policies or their intention to comply. These 

studies correlate independent variables (e.g., sanctions or neutralizations) with dependent 

variables, measuring intent or actual unsecure behavior. These studies show empirically which 

factors explain/predict unsecure behaviors (or intent). However, studies in this category do not 

attempt to improve behavior (i.e., change unsecure behavior to secure behavior) or change 

intent to perform unsecure behaviors into intent to behave securely because they merely 

examine (un)secure behavior, not how to change unsecure behaviors into secure behaviors. 

Examining change from non-compliance to compliance, or from unsecure to secure behaviors, 

is important because the reasons why individuals do not comply with information security, or 

display unsecure behaviors, can differ from why individuals change their behaviors. The 

difference between examining mere ‘behavior’ vs. ‘behavioral change’ is noted in extant health-

behavior research and criminology. In health behavior, it is noted how “Historically, theories of 

behavior were concerned primarily with stability of behavior… in such theories, stable constructs 

are emphasized, such as…attitudes” (Velicer & Prochaska, 2008, p. 77). Prochaska noted how 

many health theories “had much more to say about why people don’t change, rather than how 

people can change” (Velicer & Prochaska, 2008, p. 77). In criminology, it is noted that “we know 

very little about changes in individuals' rates of offending” (Loeber & Le Blanc, 1990, p. 376). 

Different mechanisms may explain why one engages in a crime and why he or she stops 

committing the crime (Bushway et al., 2003). Next, we focus on reviewing extant information 

security studies that examine changing unsecure behavior to secure behavior, which also is the 

present study’s focus. 

2.2 Information Security Research on Examining How to Change Unsecure Behavior to 

Secure Behavior 

To examine change, IS scholars have tested interventions through educational training 

programs (e.g., Puhakainen & Siponen, 2010; Straub & Welke, 1998) or messages such as fear 

appeals (e.g., Anderson & Agarwal, 2010; Johnston & Warkentin, 2010; Johnston et al., 2015) 

aimed at ensuring individuals’ compliance with information security procedures. Typical settings 

for such change studies contain an intervention and a posttest (Johnston et al., 2015). Theories 

used in these interventions vary. While Straub and Welke (1998) did not provide the theoretical 
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details behind their educational training intervention, they reported that security training 

significantly influenced managers’ security planning behavior.  

Like Straub and Welke (1998), Puhakainen and Siponen (2010) use action research to 

focus on changing individuals’ behavior in the context of a small company where individuals did 

not encrypt their emails. Puhakainen and Siponen (2010) modified different persuasion 

techniques to the context of secure email use. 

While the aforementioned studies by Straub and Welke (1998) and Puhakainen and 

Siponen (2010) offered qualitative evidence on the relevance of their educational training 

intervention, other studies (Anderson & Agarwal, 2010; Barlow et al., 2013; Johnston & 

Warkentin, 2010; Johnston et al., 2015) used quantitative evidence obtained through self-

reporting surveys. Other differences are that while Straub and Welke (1998), Puhakainen and 

Siponen (2010), and Johnston et al. (2015) carried out their action research within business 

organizations, Agarwal and Anderson (2010) and Johnston and Warkentin (2010) used 

university students and faculty. Also, while Straub and Welke (1998) and Puhakainen and 

Siponen (2010) used face-to-face training with real people (and two-way communication), 

Agarwal and Anderson (2010), Johnston and Warkentin (2010), and Johnston et al. (2015) 

utilized one-way communication, such as fear appeal messages. 

For example, Agarwal and Anderson (2010) studied how message qualities can 

influence home computer individuals’ information security attitudes and norms using 101 

undergraduate students as their sample. The students were assigned to two groups in a 

computer lab: One reviewed a website with a positive information security message, while the 

other reviewed a website with a negative information security message. The positive message 

stressed the benefits of taking information security precautions, while the negative message 

stressed the consequences from not taking such precautions. The participants then filled out a 

questionnaire. While the results failed to show a positive relationship between these two 

interventions and attitudes, they did indicate that a positive message leads to a descriptive 

norm. 

In another example, Johnston and Warkentin (2010) examined the effects of fear 

appeals on intent to use anti-spyware tools, with university students and faculty used as their 

sample. A fear appeal is a persuasive message aimed at changing people’s behavior—or intent 

to behave, like in this study—through scaring them by listing terrible things that could happen if 

they do not behave as suggested in the fear-appeal message (Johnston and Warkentin, 2010). 

These experimental groups consisted of 200 faculty and students, with the control group 

consisting of 30 respondents. The groups completed a pretest before the treatment and a 
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posttest immediately after the treatment. The message was designed based on protection 

motivation theory. The researchers found that message elements that contained response 

efficacy, social influence, and self-efficacy exerted a positive influence on individuals’ intent to 

adopt anti-spyware tools. Following Johnston and Warkentin (2010), Johnston et al. (2015) 

examined the effect of fear appeals and the role of personalized threats with respect to a USB 

stick in a government office in Finland.  

Barlow et al. (2013) examined change of intent to act in a secure manner by comparing 

how deterrence and rationalization-based messages affect individuals’ reported intent to violate 

information security policies.  

2.3 Research Gap: Can We Reduce Neutralizations to Change Behavior? 

Siponen and Vance (2010) showed that the intent to violate information security policy 

correlates with neutralizations. Similarly, (Siponen et al., 2012) showed that the intent to engage 

in unauthorized copying of software correlates with neutralizations. These studies examine 

behavior (or intent to behave)—but not change. Hence, they do not show whether/how we can 

change the minds of those who neutralize. As a result, the question of how researchers and 

practitioners can best change people’s use of neutralization techniques remains as a significant 

research gap (Siponen & Vance, 2010). While Barlow et al. (2013) provided useful information 

on how rationalizations and deterrence-based messages can be articulated to change intent to 

act in a secure manner, measuring whether the respondents had used neutralizations when 

they were behaving in an unsecure manner went beyond the scope of their paper. Similarly, 

Barlow et al. (2018) found that antineutralization communications—brief written statements that 

specifically address neutralization techniques—reduced intentions to violate the policy. 

However, they did not investigate the ability of educational training to counteract neutralization 

techniques. In summary, we do not yet know whether educational training can actually reduce 

individuals’ use of neutralization techniques to violate information security policies.  

We argue that not just any educational training intervention or message framing would 

change the minds of those using neutralizations. According to Sykes and Matza (1957), 

neutralizations are evoked so that offenders can put guilt aside: “This guilt, and its potential for 

producing a negative self-image, helps dissuade us from engaging in criminal or deviant acts 

most of the time. Therefore, in order to participate in deviant behavior under such conditions, we 

must find ways to rationalize the action or neutralize the guilt associated with it” (Maruna & 

Copes, 2005). If Sykes and Matza (1957) are correct—that neutralization is introduced to avoid 

guilt and negative self-image—then arguably, it is not necessarily an easy task to change the 

behaviors of those who neutralize their actions (Maruna & Copes, 2005). However, to date, we 
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lack understanding of how practitioners and researchers can change their use of neutralization 

techniques in an IS context, as recognized by Siponen and Vance (2010). Also, we lack 

understanding as to which counter-rationalization tactics (if any) are effective in reducing the 

use of neutralization techniques. This study is aimed at taking a first step in this direction by 

examining the effects of an educational training intervention on individuals’ intent to use 

neutralization arguments in the context of passwords. 

3 THEORETICAL FRAMEWORK 

3.1 Neutralization Techniques 

Neutralization techniques were advanced by Sykes and Matza (Sykes & Matza, 1957). 

They originally put forward five such techniques, namely denial of responsibility, denial of injury, 

denial of the victim, condemnation of the condemners, and appeal to higher loyalties. Later 

scholars extended the theory by offering more techniques on neutralization. Minor (Minor, 1981) 

added “the defense of necessity,” Coleman (1994) advanced an argument based on 

entitlement, Lanier and Henry (1998) suggested “relative acceptability,” and Cromwell and 

Thurman (2003) advanced the technique of defense by comparison. The neutralization 

techniques provided by Sykes and Matza, and others (Henry and Eaton 1999; Collins, 1994; 

Cromwell & Thurman, 2003; Minor, 1981) have been applied in several contexts, such as deer 

poaching (Eliason & Dodder, 1999), hate crimes (Byers et al., 1999), rule-breaking in military 

environments (Pershing, 2003), drug use (Priest & McGrath III, 1970), corporate crime (Piquero 

et al., 2005), and workplace theft (Hollinger, 1991). In the IS area, Lim (2002) found that the 

metaphor of the ledger is invoked by individuals to justify cyberloafing. Siponen and Vance 

(2010) found that neutralization techniques strongly predicted individuals’ intent to violate 

information security policies by sharing passwords, failing to protect sensitive data, and 

neglecting to secure their work computer. Morris and Higgins (2009) found that neutralization 

techniques strongly predicted the intent to commit software piracy. Harrington (1996) found that 

denial of responsibility, one type of neutralization technique, was strongly correlated with 

computer-abuse intent. Similarly, Willison (2006) suggested that neutralization techniques affect 

information security behavior in general. 

3.1.1 Denial of Responsibility 

Denial of responsibility refers to a situation in which people who engage in rule-breaking 

deny responsibility for their actions (Rogers & Buffalo, 1974; Sykes & Matza, 1957). A deviant 

who applies denial of responsibility views himself or herself as a billiard ball being helplessly 

propelled through different situations (Sykes & Matza, 1957). Hence, the person rationalizes 
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that the action in question is beyond his or her control (Piquero et al., 2005). For example, a 

denial-of-responsibility argument in the context of information security could be that individuals 

justify their non-compliance by claiming that they are not well-versed on the company's 

password guidelines (Siponen & Vance, 2010). 

3.1.2 Denial of Injury 

Denial of injury focuses on minimizing the harm caused by an act. With denial of injury, 

the delinquent justifies an action by reasoning that no one will get hurt (Sykes & Matza, 1957). 

For example, potential car thieves may regard auto theft as “just borrowing,” which does not hurt 

anyone (Sykes & Matza, 1957, p. 667). Byers et al. (1999) reported that people committing hate 

and property crimes justified their actions using denial of injury by arguing that no harm or 

damage was actually done. Similarly, in an information security context, individuals can, for 

example, justify their behavior by claiming that it is acceptable to use simple passwords at work 

if no one gets hurt (Siponen & Vance 2010).  

3.1.3 Defense of Necessity 

Defense of necessity is based on the justification that if the rule-breaking is viewed as 

necessary, one should not feel guilty when committing the action (Minor, 1981, p. 298). In this 

regard, the offender can put aside feelings of guilt by believing that an act was necessary and 

that there was no other choice (Piquero et al., 2005). For example, Eliason and Dodder (1999, 

p. 248) found that deer poachers neutralized their actions through the defense of necessity by 

claiming that poaching is not wrong because their families are hungry and that they must 

acquire food through poaching. A defense-of-necessity neutralization in the context of 

information security could be that individuals justify the use of simple passwords at work by 

rationalizing that they do not have time to memorize complex passwords (Siponen & Vance, 

2010). 

3.1.4 Condemnation of the Condemners 

Condemnation of the condemners refers to a justification in which one neutralizes his or 

her actions by blaming those who are the target of the action (Byers et al.,1999). For example, 

one might break a law because the law is unreasonable (Siponen & Vance, 2010). Eliason and 

Dodder (1999, p. 248) reported that deer poachers neutralized their actions through this 

technique by claiming they hunt because game wardens themselves hunt illegally or because 

the poachers hate game wardens. In the case of information security , a condemnation-of-the-

condemners neutralization is to claim that information security policies are unreasonable 

(Siponen & Vance, 2010).  

3.1.5 Appeal to Higher Loyalties 
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An appeal to higher loyalties takes place when someone justifies norm-breaking by 

claiming loyalty to someone or something (Byers et al., 1999) or acts on behalf of someone 

(Sykes & Matza, 1957). In an organizational context, an individual may appeal to organizational 

values or hierarchies (Piquero et al., 2005). In the context of compliance with information 

security procedures, individuals could utilize the argument of an appeal to higher loyalties by 

arguing that he or she must violate corporate security procedures to get his or her work done 

(Puhakainen & Siponen, 2010; Siponen, 2006; Siponen & Vance, 2010). 

3.1.6 Entitlement 

The argument based on entitlement, originally advanced by Coleman (1994), suggests 

that people have a right to engage in certain behaviors. For example, an individual may feel that 

he or she is entitled to receive gains from norm-breaking behavior. Elison (2003) reported that 

an argument based on entitlement was used by fishermen who fished without a permit. In the 

context of information security behavior, individuals could justify their behavior by saying that 

they should be free to choose any password they want. 

3.1.7 Relative Acceptability 

Henry and Eaton (1999) advanced the concept of relative acceptability. This technique is 

used to remove blame for one’s actions by pointing out that others are even “worse than me.” 

For example, Lanier and Henry (2014) reported on police officers who justified the beating of a 

suspect by claiming some other officers would have been even more brutal. In the context of the 

present study, individuals could justify their use of weak passwords by alleging that other 

individuals’ passwords are much weaker than theirs. 

3.1.8 Defense by comparison  

Cromwell and Thurman (2003) advanced the technique of defense by comparison. The 

argument of this defense is that the person is excusing his or her actions by suggesting that 

while the action might not be good, the person could have acted even worse (but did not). 

Cromwell and Thurman (2003) found that offenders use this for shoplifting. In the context of the 

present study, a person using this argument might say that the use of weak passwords at work 

is not a big deal compared with other issues, such as being lazy on the job. 

3.2 Cognitive Dissonance Theory 

Learning can be defined as a persistent change in the learner’s performance–an 

individual’s information security behavior in this case (Driscoll & Driscoll, 2005). Educational 

training interventions have long been a recognized means of improving individuals’ security 

behavior in information security (Perry 1985; Straub, 1989; Straub & Welke, 1998). Effective 

educational training requires the use of proper methods for designing and delivering the training 
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(Puhakainen & Siponen, 2010). In the present study, the theory of cognitive dissonance 

(Festinger, 1957) was selected as the theoretical basis for planning and executing the 

educational training intervention. Festinger’s (1957) theory holds that there is a tendency for 

individuals to seek consistency in their beliefs and perceptions. When there is an inconsistency 

between one’s attitudes or behaviors (i.e., dissonance), one must change his or her attitudes or 

behavior to eliminate or reduce the dissonance. Festinger’s (1957) theory conceptualizes 

dissonance as a negative drive state---such as hunger or thirst. Consequently, an individual is 

motivated to reduce it.  

The theory of cognitive dissonance (Festinger, 1957) is a well-suited point of departure 

for educational training interventions that aim to diminish learners’ use of neutralization 

techniques. In our experiment, the objective is to create dissonance between individuals’ current 

behaviors and their ideas (provided during the training) regarding secure behavior, as described 

in the host organization’s information security policies. According to Festinger (1957), such 

training should lead to changes in the learner’s attitudes and eventually in his behavior. A 

similar view is shared by Neighbour (1992), who makes the generation of appropriate 

dissonance into a major feature of teaching.  

In our experiment, the objective is to reduce learners’ use of neutralization techniques 

through cognitive inconsistencies. This is expected to lead to increased intent to comply with the 

host organization’s information security policies. This view is shared by Elliot and Devine (1994) 

and Dechawatanapaisal and Siengthai (2006). According to Elliot and Devine (1994), cognitive 

inconsistencies have been shown to motivate people to actively attempt to alter their behaviors 

in an effort to attain consonance between attitude and behavior. Moreover, Dechawatanapaisal 

and Siengthai (2006) found that people’s unpleasant psychological states might be moderated 

in the learning process to enable their cognitive dissonance conditions to become a motivating 

factor that elicits attitudinal and behavioral change. According to Dechawatanapaisal and 

Siengthai (2006), cognitive dissonance may help arouse people to depart from the status quo. 

In such situations, people are willing to consider the need for change and are energized to be 

able to absorb the new knowledge. 

Despite its possible usefulness, existing information security education and training 

research has not used the theory of cognitive dissonance. However, Festinger’s (1957) theory 

has proven useful in other fields of IS to design interventions that aim for behavioral changes. 

For example, Cosolvo et al. (2009) used it to design strategies for technologies that support 

behavioral change in everyday life, and Ma et al. (2009) used it to design an approach to learn 

programming concepts by novice programmers.  
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3.3 Educational Training and Hypotheses 

information security education and training has long been a recognized means of 

improving individuals’ security behavior (Perry 1985; Straub, 1989; Straub & Welke, 1998). The 

use of effective training for this purpose requires the use of a proper learning method 

(Puhakainen & Siponen, 2010). 

Learning can be defined as a persistent change in a learner’s performance, e.g., in an 

individual’s information security behavior (Driscoll & Driscoll, 2005). Educational training 

interventions in information security eventually should aim for such behavioral changes. In 

changing an individual’s behavior, his cognitive processing has a key role. Here, an individual’s 

cognitive processing refers to his active critical processing of information that he receives, e.g., 

during information security training. This contains the idea that the recipient’s relevant 

knowledge acquisition requires him to understand the received information in a meaningful way. 

This enables the recipient’s integration of new knowledge into what he already knows. Extant 

research suggests that cognitive processing of persuasive information is necessary for long-

lasting attitudinal and behavioral changes (Gardner, 2006; Greenwald, 1968; McGuire, 1968). 

Similarly, constructivism stresses activating learners’ own thinking processes. In addition, it 

emphasizes critical reflection of learners’ own knowledge and interpretive and conversational 

forms of evaluation (Karjalainen & Siponen, 2011). Educational training approaches based on 

constructivism are viewed as preferred approaches for educating and training white-collar 

individuals in organizations (Karjalainen & Siponen, 2011; Puhakainen & Siponen, 2010). 

Consequently, constructivism was selected as the pedagogical paradigm behind the host 

organization’s password training. 

Given the above theoretical support, we offer the following hypotheses: 

H1a: Educational training interventions that evoke cognitive dissonance will 

reduce use of (a) “denial of responsibility,” (b) “denial of injury,” (c) “defense of 

necessity,” (d) “condemnation of the condemners,” (e) “appeal to higher 

loyalties,” (f) “entitlement,” (g) “relative acceptability,” and (h) “defense by 

comparison” neutralization techniques. 

H2: Educational training interventions that evoke cognitive dissonance will 

increase intent to use strong passwords. 

4 METHODOLOGY 

To test whether an educational training intervention could be used to reduce individuals’ 

use of neutralization techniques, we conducted a field experiment at a regional office in the 
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United Arab Emirates (UAE) of a multinational company in the energy sector. The office had 98 

employees on the payroll. Although our field experiment was conducted at one office of the 

multinational company, the corporate information security manager indicated that problems with 

password policy compliance were experienced throughout the company. 

Field experiments, like laboratory experiments, have the advantage of strong internal 

validity afforded by precision and control (Dennis & Valacich, 2001). On the other hand, 

because field experiments are conducted in natural settings, independent variables more 

closely assume true-to-life values, i.e., “approximate a natural spectrum of events” (Bouchard, 

1976; Straub et al., 1993, p. 137). 

4.1 Planning the Educational Training Intervention 

Password education and training was provided as part of general training sessions 

dealing with the host organization’s information security instructions. The researchers were 

responsible for planning and delivering the educational training intervention. The first step in 

planning the password education and training was determining the training’s desired goal. A few 

months before the educational training intervention, an author of the paper visited the 

information security manager and the UAE office for the purpose of interviewing employees’ 

understanding of their information security practices. The author also interviewed the IT staff in 

the UAE office, who claimed that password security was not a problem, because they had 

automated password controls in place that ensured that employees selected passwords 

complied with the password policy. However, although automated password controls are 

important, they have limitations. First, they typically do not detect individuals’ reuse of 

passwords across an organization’s internal applications and cannot detect reuse of passwords 

across external applications. Second, they commonly do not detect the use of biographical 

information that makes passwords vulnerable to targeted password cracking attacks (Picolet, 

2017). Finally, although automated password controls can be made more strict to eliminate 

loopholes, making password policies overly stringent can have a negative effect on usability 

which can introduce a range of negative consequences (Florêncio et al., 2016), such as writing 

down passwords in unsecure places. For this reason, a combination of automated password 

controls and effective password security training is needed. 

Indeed, interviews with employees indicated problems like those described above. The 

automatic controls could not capture various terms, such as employees’ own names written 

verbatim or with slight variation. This was especially the case for names and terms from 

different languages and cultures. Moreover, the automatic controls could not capture password 

reuse across applications. Based on analysis of the employee interviews, the host 
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organization’s information security manager and the researchers decided that the prevailing 

practice of using weak passwords should be remedied due to the risks it posed. Consequently, 

the primary goal of the educational training intervention was defined as increasing individuals’ 

intent to use strong passwords. 

The second step in planning the educational training intervention was analyzing whether 

employees’ current passwords were weak in the first place to ensure that the educational 

training intervention focuses on relevant problems (Siponen & Vance, 2014). As mentioned 

earlier, one of the authors participated in an audit of the company before the educational 

training intervention. During the audit, it was discovered through interviews with employees that 

most were aware of the existence of a password policy, but could not recall its contents or its 

requirements for creating strong passwords. Instead, employees had strong—and often 

unsecure—assumptions regarding their own password practices (e.g., “no one knows my 

mother’s maiden name”). Many employees believed it was difficult to create complicated, yet 

memorable passwords. For this reason, they commonly rationalized that it was acceptable to 

use a piece of personal data—such as one’s own name, spouse’s name, or child’s name—as 

the basis for one’s password because it is easy to remember.  

Developing and Implementing Educational Training Intervention 

The third step of the planning phase was designing an educational training intervention 

for password security, which contained four components. The first was designed as an 

instructor-led introduction to the topic of proper use of user IDs and passwords, which included 

helping individuals understand what constitutes a strong password. The objective was to 

activate learners’ existing knowledge about the subject matter. In particular, individuals should 

be aware of the existence of the company’s password policy and its rules regarding the use of 

strong passwords. This first component was the same for both the experimental and control 

groups. 

In accordance with constructivism, the second component was designed as a 

collaborative group discussion regarding the characteristics of the learners’ own passwords that 

they used within the company’s systems. This component was for both the control and 

experimental groups, and its goal was twofold. First, it aimed to make the component personally 

relevant to the learners and, in this way, motivate them toward critical reflection on their current 

password practices (Puhakainen & Siponen, 2010). Making the issue personal is important in 

creating dissonance, as according to Wu and Ahn (2010), conflicting information should be an 

individual-centered and subjective construct. Moreover, practical exercises that accompanied 

the lectures diminished the learners’ cognitive load (Clark 2003). However, we did not develop 
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practical exercises in which the learners created passwords. Rather, learners were to discuss, 

in small groups, the traits of their own passwords and whether they used passwords that are 

easy to remember, but difficult to guess or crack by an attacker.  

Second, we used this approach to increase dissonance between the individuals’ current 

password practices and their ideas regarding strong passwords. According to Ma et al. (2009), 

when learners appear to misunderstand a concept, cognitive dissonance can be used to 

challenge their current understanding and motivate them to change that understanding. In 

accordance with this view, our educational training intervention should create dissonance 

between individuals’ current password practices and the new ideas (from the educational 

training) regarding secure (i.e., strong) passwords. However, according to Ma et al. (2009), 

cognitive conflict alone is unlikely to be sufficient to effect change in understanding. They claim 

that students must be encouraged to create new models. Consequently, the goal of the second 

phase of educational training was to clarify the advantages of using strong passwords and point 

out obvious threats in individuals’ existing practices in using weak passwords. 

In the third component, the goal was to address learners’ use of neutralization 

techniques explicitly by creating dissonance between individuals’ prevailing ideas on password 

security and proper use of strong passwords. This component only applied to the experimental 

group. The instructor was to demonstrate the possible consequences to the organization and to 

the learners themselves if weak passwords were used. The goal was to make the subject matter 

important to each individual, which, in turn, should motivate the learners’ critical cognitive 

processing regarding their existing password practices (cf., Cacioppo et al.,1986; Petty et al., 

1981; Puhakainen & Siponen, 2010). Furthermore, the purpose of the task was to build a cause-

and-effect mental model to enhance long-lasting learning (Clark 2003). 

Finally, in the fourth component, the instructor introduced the use of mnemonics, both to 

the experimental and control groups, through examples and demonstrations. However, in the 

case of only the experimental group, the mnemonics dovetailed with the neutralization 

techniques as a counter-argument to show that a fast method to create passwords that are easy 

to remember, but difficult to guess or crack, exists. This was done to create dissonance by 

addressing individuals’ concerns that strong passwords take too much time to generate and are 

difficult to remember.  

4.2 Instrumentation 

Consistent with Siponen and Vance (2010), we operationalized neutralization as a 

second-order formative construct comprised of first-order reflective constructs for each 

neutralization technique. This is because several distinct dimensions of neutralization exist 
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(Cromwell & Thurman, 2003) that together describe a different facet of the overall neutralization 

construct (Jarvis et al., 2003). We adapted aspects from Siponen and Vance (2010) to the 

context of passwords. We also created new items for the following two constructs: justification 

by comparison and entitlement. The instrumentation items are reported in Appendix 1.  

Instrument validation is reported in Appendix 2, including reliability and construct validity, 

in terms of the correlation of the latent variable scores and the square root of the average 

variance extracted (AVE) calculated. These scores were calculated using the partial least 

squares statistical package SmartPLS (Ringle et al., 2005). As expected, some of the 

neutralization techniques were highly correlated because they were all different expressions of 

the same overarching theoretical mechanism: neutralization (Siponen and Vance, 2010). Still, 

Appendix 2 provides an acceptable pattern of discriminant validity (Gefen and Straub, 2005). 

We also conducted a multicollinearity test in which we regressed intent on each of the 

neutralization techniques in the same model. The variance inflation factor (VIF) scores for each 

neutralization technique were below the threshold of 10 recommended by Hair et al. (1998), 

indicating a low likelihood of multicollinearity. 

4.3 Validating the Survey Instrument Used in the Experiment 

Given that we adapted previously tested items (Siponen & Vance, 2010) to our context, 

two preliminary tests were performed to evaluate (1) content validity and (2) factorial validity of 

the survey instrument (Boudreau et al., 2001). First, to evaluate content validity, 14 information 

security managers and subject-domain experts took the survey and provided feedback. Second, 

to test factorial validity of the survey instrument, 23 university students completed the survey. 

Reliability was tested using Cronbach’s α, and discriminant and convergent validity was 

assessed using principal component analysis. After both pretests, items were dropped or 

revised. This validated instrument was used in the field experiment, which included the pre-test 

and two post-test surveys, described in the next sections. Please note that the pre-test of the 

field experiment should not be confused with the validity testing of the survey instrument. 

4.4 Main Data Collection 

The experimental sample frame consisted of the 98 employees on the payroll of the UAE 

office. Participants were recruited as part of management-sponsored training sessions on the 

company’s information security policy, including sick leave, holidays, day-long meetings with 

customers, and business trips. The training sessions reviewed the organization’s information 

security policies, including principles of secure password selection. The sessions were held in 

the training room of the organization, just like any other training sessions or meetings at the 
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organization. The educational training material was reviewed by the information security 

manager, who also saw the issue of bad-password practice as a key information security 

procedure compliance issue at the company. One of the authors of this study led the 90-minute-

long training session. This author was not known to the UAE office employees. 

4.5 Experimental Design 

The experiment followed a nonequivalent group design (NEGD) comprising control and 

experimental groups and pre- and posttests. Additionally, a second posttest (posttest2) was 

administered three weeks after the educational training session to observe any attenuation in 

effects of the educational training intervention. For group sizes, 21 participants were assigned to 

the control group, while 66 were assigned to the experimental group. Of those in the 

experimental group, 62 responded to the pre and post surveys. The design of the experiment is 

summarized pictorially in Table 1.  

Table 1. Experimental Design 

  T1  T2 T3 

Group 1 N O1 X1 O2 O3 

Group 2 N O1 X2 O2 O3 

N = non-equivalent group; T = time; Oi = 
Observation at time i; X1 = Control treatment; X2 = 

experimental treatment 

 

We asked the company to assign employees to the groups randomly. A secretary at the 

company who was assigned to do that informed the authors that some employees already had 

scheduled meetings during the educational training time. Thus, having the secretary assign 

employees randomly to the groups would have resulted in a lower participation rate, as well as 

offer an excuse for some employees not to participate. Given that information security is a 

weak-link phenomenon (Siponen & Vance, 2014; Willison & Warkentin, 2013), we deemed it 

important to maximize the participation rate. 

As a result, all employees of the organization were invited to participate, but were free to 

choose which educational training session to attend based on their work schedules. Following 

this selection approach, 87 out of 98 employees participated. Technically, the participation rate 

was 88%, but practically, the participation rate was 92.5% because at least four people were on 

holiday, away on business trips, or sick during the training times. 

It also is noteworthy that the employees did not know which sessions were the control 

and treatment groups. Because we conducted pretests for both groups, we were able to 

compare differences between the two (Trochim & Donnelly, 2006). No significant differences 

were found, either in terms of an overall neutralization measure or in terms of measures of 
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individual neutralization techniques. There also was no significant difference in reported use of 

strong passwords or intent to use strong passwords. Although these results cannot rule out a 

selection threat, they at least show that no obvious differences existed between groups prior to 

conducting the experiment.  

Both experimental and control groups received the same information security education 

material on the organization’s password policies and the need for strong passwords. 

Furthermore, both experimental and control groups attended nearly identical information 

security educational training sessions, except that the experimental group received education 

addressing each of the neutralization techniques reviewed in the previous section, as well as 

why these techniques are not justifiable excuses for selecting weak passwords. Thus, the 

manipulation or treatment was password educational training based on cognitive dissonance 

theory, which offered counter-arguments for neutralization techniques. The control group did not 

receive this specific manipulation.  

Before the educational training session, participants completed the experimental pretest 

instrument, which measured neutralization techniques, current use of complex passwords, and 

intent to use complex passwords in the future. Immediately after the session, participants 

completed the experimental posttest, consisting of the same instrument taken in the pretest. 

Thus, it was possible to compare differences in neutralization techniques and intent to use 

strong passwords both between the experimental groups and within the experimental groups 

using the pretest and posttest results. The data collection was anonymous. The pretests and 

posttests were numbered so that they could be connected, and both were given to the 

employees before the educational training session. This practice was explained to all 

participants, and they were ensured that their identities could not be determined through their 

answers, thereby preserving anonymity. 

The pretest and posttest instruments were identical for both the experimental and control 

groups. When the participants came to the educational training sessions, they were asked to fill 

out the pretest. After the session and before they left the training room, they were asked to fill 

out the posttest. This procedure applied to both experimental and control groups. By doing this, 

we endeavored to maximize control (and minimize the effect of extraneous variables), in that the 

pretests and posttests for both experimental and control groups were filled out under exactly the 

same circumstances. A second person, who was not the lecturer, administrated the distribution 

and collection of both the pretests and posttests for both groups. Also, the educational training 

intervention for both groups was provided by the same lecturer to rule out the lecturer’s style or 

characteristics as being a possible influence on results.  
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5 ANALYSIS 

 In accordance with our non-equivalent group design, we employed a reliability-corrected 

analysis of co-variance (ANCOVA) technique to control for the pretest scores of each group 

(Trochim & Donnelly, 2006). Using this approach, a typical ANCOVA model is created in which 

the experimental group is entered as a dummy variable, and the pretest score for a variable is 

entered as a covariate. This approach controls for possible differences between the two groups 

because they are non-equivalent (i.e., randomization was not used in group assignment). 

However, the pretest score is first corrected using the formula xadj =    +  (  -   ), in which xadj is 

the adjusted pretest value,    is the original pretest value, and r is the reliability score, in this 

case, Cronbach’s α (Trochim & Donnelly, 2006). This technique corrects bias in the ANCOVA 

due to measurement error in the pretest and the initial nonequivalence between groups 

(Trochim & Donnelly, 2006). 

The results in Table 2 show that all but hypotheses H1f (entitlement neutralization), H1g 

(relative-acceptability neutralization), and H1h (defense by comparison) were supported. 

Although it is natural to assume that these neutralization techniques were not effective, our 

experimental design does not allow us to definitively compare the effectiveness of individual 

neutralization techniques since all were used in the same treatment condition. However, we can 

conclude that educational training intervention did reduce the use of neutralization techniques 

overall1.  

  

                                                
1
 We thank an anonymous reviewer for this insight. 
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Table 2. ANCOVA Results for Comparison of Control and Experimental Groups 

Hypothesis F-score η2 Supported? 

H1a: Educational training that evokes cognitive 
dissonance will reduce use of the denial-of-
responsibility neutralization technique. 

3.48* .040 Yes 

H1b: Educational training that evokes cognitive 
dissonance will reduce use of the denial-of-
injury neutralization technique. 

6.99** .086 Yes 

H1c: Educational training that evokes cognitive 
dissonance will reduce use of the defense-of-
necessity neutralization technique. 

4.60* .057 Yes 

H1d: Educational training that evokes cognitive 
dissonance will reduce use of the 
condemnation-of-the-condemners neutralization 

technique. 

4.22* .053 Yes 

H1e: Educational training that evokes cognitive 
dissonance will reduce use of the appeal-to-
higher-loyalties neutralization technique. 

5.08* .062 Yes 

H1f: Educational training that evokes cognitive 
dissonance will reduce use of the entitlement 
neutralization technique. 

.14 n.s. .001 No 

H1g: Educational training that evokes cognitive 
dissonance will reduce use of the relative-
acceptability neutralization technique. 

2.53 n.s. .036 No 

H1h: Educational training that evokes cognitive 
dissonance will reduce use of the defense-by-
comparison neutralization technique. 

0.23 n.s. .005 No 

H2: Educational training that evokes cognitive 
dissonance will increase intention to use strong 
passwords. 

7.48** .096 Yes 

 * p < .05; ** p < .01; n.s. not supported 

  

An examination of effect sizes for each of the significant hypothesis tests shows an η2 

between .040 and .096, indicating a small-to-medium and medium-to-large effect sizes, where 

.01, .06, and .14 correspond to small, medium, and large effect sizes respectively for ANOVA 

following Cohen (1988). A post-hoc power analysis shows an obtained power between .357 and 

.721. While this level of power may not have been sufficiently high to detect effects for three of 

our nine hypotheses (relating to defense by comparison, relative acceptability, and entitlement), 

the effect sizes for the remaining six hypotheses were large enough to be detected in our 

hypothesis tests. Therefore, we conclude that our sample size was low, but adequate for the 

purposes of this field experiment. 
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5.1 Follow-up Posttest 

For a more stringent test of the effectiveness of our intervention, we administered a 

second posttest (denoted posttest2) three weeks after the first posttest (posttest1). By allowing 

time to pass between the intervention and posttest2, we were able to observe to what extent the 

effect of the educational training had attenuated. The posttest2 was identical to posttest1, except 

that posttest2 was administered online, while posttest1 was paper-based and filled out in person. 

Only members of the experimental group were invited to take the online posttest2, since 

only this group received the educational training. Of the 63 members of this group, 20 

completed posttest2. To test for the possibility of a nonresponse bias, we compared the first 10 

respondents with the last 10 respondents using an independent sample t-test, since it is 

commonly held that late respondents are a good surrogate for nonrespondents (Armstrong and 

Overton, 1977). The results of this test showed that there were no significant differences 

between early and later responders, indicating a low likelihood of nonresponse bias.  

We performed the same comparisons as the within-group analysis discussed previously 

(see Table 3). However, not all respondents to posttest2 chose to identify themselves, making a 

link to their previous pretest and posttest1 responses impossible. For this reason, an 

independent-sample t-test (rather than a paired-sample t-test) was performed. Table 3 shows 

the difference in means between the pretest and posttest2 and between posttest1 and posttest2. 

The differences in means between the pretest and posttest2 were all significant, indicating that 

our educational training intervention still demonstrated a significant effect three weeks later. 

Furthermore, there was no significant difference between the means for posttest1 and posttest2, 

indicating that no significant attenuation in the effect of the educational training occurred after 

three weeks. 

Table 3 Results from Posttest and Follow-up Posttest 

Construct Pretest mean - 
Posttest2 mean 

Posttest1 mean - 
Posttest2 mean 

Relative Acceptability -0.9   N.S. -1.7  N.S. 

Defense of Comparison -3.4 ** 0.4   N.S. 

Condemn the Condemners -4.4 *** -1.0  N.S. 

Entitlement -3.4 * -0.8  N.S. 

Denial of Injury -3.7 * 0.6  N.S. 

Appeal to Higher Loyalties -5.4 *** -0.6   N.S. 

Defense of Necessity -3.7 ** 0.7  N.S. 

Denial of Responsibility -2.8 *** -0.3  N.S. 

Neutralization -4.7 *** -0.4  N.S. 

Current Use of Strong Passwords 3.0 *** 1.4  N.S. 

Intent to Use Strong Passwords in the Future 2.3 *** 0.3  N.S. 

Note: *** p < .001; ** p < .01; * p < .05; N.S. non-significant 
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6 DISCUSSION 

This paper studied educational training interventions aimed at de-neutralizing 

neutralization techniques in the context of password security. Using a two-group, quasi-

experimental design (n=80), we found that individuals who received our educational training 

(experimental group) used neutralization techniques substantially less often and had 

significantly greater intent to use secure passwords than the control group. Next, we highlight 

two important new contributions. First, our quasi-experiment suggests that an educational 

training intervention designed to address neutralization techniques is an effective method to 

decrease and improve individuals’ compliance through information security procedures, at least 

in the context of password selection. While the role of neutralization is recognized as affecting 

individuals’ compliance with information security procedures (Siponen and Vance, 2010), this is 

the first study that examined whether an educational training intervention can decrease 

individuals’ use of neutralization techniques. 

Second, our results suggest that the effect of educational training interventions can 

continue beyond the intervention for at least three weeks. Given that previous studies have 

implemented a posttest right after an intervention, to our understanding, this is the first study 

that has offered quantitative evidence of individuals’ intent and behavior after the education or 

training intervention.  

6.1 Implications for Practice 

We now highlight six implications for practice based on our findings. Overall, based on 

our results, we suggest that rather than simply announcing information security policies or 

educating individuals about the content of these policies, organizations should use carefully 

designed information security educational training to increase individuals’ compliance with 

information security policies and measure the effect of the educational training. By “carefully 

designed,” we mean educational training should be crafted to justify and explain why individuals 

should follow the procedures described in the policies. Based on our findings, we recommend 

the following considerations for practice. 

First, the information security educational training programs within organizations should 

tackle the defense-of-necessity argument by explaining why it is not acceptable to use simple 

passwords at work, even if the individuals claim they do not have time to come up with complex 

passwords or have no time to learn complex passwords. A key argument as to why the defense 

of necessity is not acceptable, other than compliance with relevant information security 

procedures is part and parcel of the individuals’ duties at work, is that increasing the difficulty of 
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guessing passwords is not difficult. In fact, our results suggest that in addition to the 

aforementioned arguments, information security educational training should include a 

demonstration and exercise with a discussion on how to select a strong password that is difficult 

to guess, but easy to remember.  

Second, information security educational training needs to address the condemnation-of-

condemners argument by explaining that even though some other person may use a simple 

password, this does not give other individuals the right to use simple passwords. Individuals 

must be told that if excuses such as “because others do not comply, why should I comply?” are 

accepted, then no one should need to do anything because we always can find someone who 

does not do something. In the same vein, if such an argument were accepted, everything 

becomes acceptable because no matter what the action is, we can always find someone who 

does not comply with it. 

Third, regarding arguments on justification by comparison and denial of injury, 

individuals need to realize through demonstrations within information security educational 

training that an easy-to-guess password may cause a serious security breach. Here, we 

suggest practical demonstrations showing how fast an easy password can be guessed and 

what kind of damage can be caused when individuals’ passwords are stolen.  

Fourth, regarding the argument based on an appeal to higher loyalties, holding that it is 

OK to use simple passwords if it helps get the job done, the trainer needs to emphasize two 

issues. The first is that selecting a password that is difficult to guess, but easy to remember, is 

not necessarily time consuming. Second, it should be stressed in the educational training that 

compliance with relevant information security procedures is an important work duty.  

Fifth, as for the argument on denial of responsibility, individuals need to learn that 

ignorance of the password policy is not professional and that adherence to security procedures, 

such as the password policy, is part of their work responsibilities. Simultaneously, organizations 

need to ensure that their password policy is properly introduced during mandatory information 

security educational training. Sixth, regarding entitlement, individuals must be told that they 

indeed have a right to choose any password—as long as it is difficult to guess.  

6.2 Implications for Research 

We next highlight five implications for research based on our findings. First, future 

research should study the impact of educational training on other violation types. While our 

findings provide relatively strong support for training on password practices, future research 

should study whether such training is successful for increasing individuals’ compliance with 

other types of information security procedures as well. 
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Second, future research should consider the long-term effects of educational training 

interventions. Our study used two posttests after the intervention, one right after the intervention 

and the other three weeks later. While this is more than in recent similar studies (Johnston & 

Warkentin, 2010; Anderson and Agarwal, 2010; Jonhnston et al, 2015), which used just one 

posttest immediately after the intervention, future research should study the effects from 

educational training interventions in the long term because the ultimate objective of information 

security training should be long-term security (Siponen & Baskerville 2018). For this purpose, 

we call for longitudinal case studies lasting from months to years. 

Third, there is a need to examine the effect of different techniques, and to compare the 

effects of different techniques on individuals’ compliance, such as fear appeals (Johnston & 

Warkentin, 2010) and educational training based on neutralization techniques. 

Fourth, while we used self-reports to gauge actual behavior and intent in the sense that 

they were anonymous (and we used a control group), there is also a need for “objective” 

measures to gauge actual behavior. 

Fifth, research should include online educational training. While our training suggests 

that face-to-face information security educational training with discussions was effective in de-

neutralizing individuals’ use of neutralization techniques and increasing their intent to behave, 

we do not know whether online educational training with less interaction between the trainer and 

individuals would be equally successful. Hence, future research should study this aspect. 

6.3 Limitations of the Study 

The participants in our study were not randomly assigned to the groups through an 

independent third party. In our case, if we had done so, it would have resulted in a low rate of 

participation, as explained earlier. Low participation is problematic because (in the case of low 

participation) we cannot know whether the results apply to non-participants. To illustrate why 

this is the case, let us presume that the participation rate for information security educational 

training in an organization is 30%, and therefore 70% do not participate. In this case, we are left 

with having to guess whether the 70% who did not participate have any ability or desire to follow 

information security standards on passwords. In information security, the issue of non-

participants is especially important because information security is a “weak link” phenomenon, 

meaning that the attackers need to find the weakest links (Willison & Warkentin, 2013). In our 

case, the weakest links are the weakest passwords. It is possible that the weakest passwords 

belong to those individuals who avoid information security educational training (i.e., non-

participants).  
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To ensure a high participation rate, which in our case was 92.5%, the individuals were 

free to choose which educational training session to attend based on their work schedules. 

Importantly, the individuals—or anyone at the company—did not know which groups were 

control and treatment groups. Both groups looked the same to the individuals. As a result, we 

see no selection biases involved in our selection approach. It is important to point out that the 

objective of the random assignment was to ensure that the groups are identical and that 

scholars did not select the participants for each group. In our case, with respect to the latter, we 

had no influence on the allocation of participants to groups because the participants self-

selected the groups based on their schedules. For the former, there were no significant 

differences between pretest results across the experimental and control groups. Nonetheless, 

we acknowledge that the nonequivalent groups in this study are a limitation, and we call for 

future research to examine neutralization techniques using a random assignment design. 

Finally, our field experiment examined intent to create strong passwords, rather than 

actual password-creation behavior. In this sense, our paper resembles many other studies on 

the topic of information security in organizations (Cram et al., 2017). Nevertheless, future 

research is needed to study actual password behavior objectively (Crossler et al., 2013). 

7 CONCLUSION 

Previous research suggests that individuals’ compliance with a password security policy 

is a key concern in practice. Also, extant research has pointed out that the neutralization 

technique, which includes types of rationalizations or excuses, explains individuals’ 

noncompliance with information security procedures. However, what is not known in previous 

information security research is whether these neutralizations can be changed by an information 

security educational training intervention.  

We examined this question empirically by using a quasi-experimental design (n=80). In 

this design, we found that individuals who received our educational training intervention (the 

experimental group) exhibited substantially less frequent use of neutralization techniques and 

exhibited significantly stronger intent to use secure passwords. Additionally, a follow-up 

measurement three weeks after the educational training session showed that the experimental 

educational training retained its effectiveness, i.e., the experimental group exhibited a 

substantially lower tendency to use neutralization techniques and greater intent to use strong 

passwords in the future. Implications for practice suggest that educational training that counters 

the arguments based on neutralization techniques is effective in improving individuals’ 
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compliance with password procedures. Five directions for future research were outlined earlier 

based on our findings.  
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Appendix 1: Instrumentation for measuring neutralization techniques, current (actual) 
use of passwords and intention to use. Constructs are listed in an alphabetical order. 

Construct Code Item Source 

Appeal to 
higher loyalties  

loyal1 It is all right to use simple passwords at work if 
you get your work done. 

Siponen and Vance (2010) 

loyal2 It is OK to use simple passwords if you carrying 
out an important job by your manager. 

New item based on 
Siponen and Vance (2010) 

loyal3 It is all right to use simple passwords at work if 
it helps to get the job done. 

Siponen and Vance (2010) 

loyal4 It is all right to use simple passwords at work if 
you complete the task given by management. 

Siponen and Vance (2010) 

Condemnation 
of the 
condemners 

condemn1 It is okay to use simple passwords at work 
because everyone uses simple passwords at 
times. 

New item based on 
McGregor (2008) 

condemn2 It is okay to use simple passwords at work 
because this is what everyone at work does. 

New item based on 
McGregor (2008) 

condemn3 It is okay to use simple passwords at work 
because even the managers use simple 
passwords. 

New item based on 
McGregor (2008) 

Current 
behavior 

current1 I currently use complex passwords for work 
systems. 

New item 

current2 I presently use complex passwords for work 
systems.  

New item 

Defense of 
necessity 

necess1 It is OK to use simple passwords at work if you 
do not have time to learn complex passwords. 

New item based on 
Siponen and Vance (2010) 

necess2 It is OK to use simple passwords at work if you 
do not have time come up with complex 
passwords. 

New item based on 
Siponen and Vance (2010) 

necess3 It is OK to use simple passwords at work if it is 
too difficult to remember complex passwords. 

New item based on 
Siponen and Vance (2010) 

Denial of Injury injury1 It is OK to use simple passwords at work if no 
harm is done. 

Siponen and Vance (2010) 

injury2 It is OK to use simple passwords at work if no 
damage is done to the company. 

Siponen and Vance (2010) 

injury3 It is OK to use simple passwords at work if no 
one gets hurt. 

Siponen and Vance (2010) 

Denial of 
Responsibility 

response1 It is OK to use simple passwords at work if you 
aren’t sure what the company's password 
guidelines are. 

Siponen and Vance (2010) 
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response3 It is OK to use simple passwords at work if the 
password guidelines are not advertised. 

Siponen and Vance (2010) 

Entitlement entitlement1 I have the right to use simple passwords at 
work. 

New item based on 
McGregor (2008) 

entitlement2 Employees should have the right to use any 
password at work they choose. 

New item based on 
McGregor (2008) 

entitlement3 I should be free to choose any password I want. New item based on 
McGregor (2008) 

intention intention1 I intend to use complex passwords for work 
systems. 

Venkatesh et al. (2003) 

intention2 I plan to use complex passwords for work 
systems. 

Venkatesh et al. (2003) 

Justification by 
comparison 

compare1 The use of simple passwords at work is not a 
big deal compared with other things. 

New item based on 
McGregor (2008), 
Cromwell and Thurman 
(2003) 

compare2 The use of simple passwords at work is not as 
bad as being lazy on the job. 

New item based on 
McGregor (2008), 
Cromwell and Thurman 
(2003) 

compare3 Using simple passwords at work is not as bad 
as wasting time. 

New item based on 
McGregor (2008), 
Cromwell and Thurman 
(2003) 

Relative 
Acceptability 

relative1 Some employees use much simpler passwords 
than I do. 

New item based on Henry 
and Eaton (1999) 

relative2 There are some employees whose passwords 
are much simpler than mine. 

New item based on Henry 
and Eaton (1999) 

relative3 Compared to others, my passwords are not too 
simple.  

New item based on Henry 
and Eaton (1999) 
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Appendix 2. Instrument Validation in terms of reliability and correlation of the latent 
variable scores with the square root of average variance extracted (AVE) on the diagonal. 

Construct CR α 1 2 3 4 5 6 7 8 9 

Intention (1) .92 .82 .92         

Accept (2) .86 .75 .28 .82        

Compare (3) .84 .63 -.41 .10 .85       

Condemn (4) .97 .95 -.62 -.02 .56 .97      

Entitle (5) .72 .66 -.45 -.01 .45 .51 .70     

Injury (6) .97 .96 -.52 -.10 .53 .75 .50 .96    

Loyal (7) .96 .92 -.61 -.03 .64 .86 .60 .78 .96   

Necessity (8) .94 .91 -.69 -.15 .63 .84 .55 .75 .86 .92  

Response (9) .92 .83 -.45 -.09 .53 .75 .48 .78 .74 .73 .92 

CR = Composite reliability; α = Cronbach’s alpha 
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