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ABSTRACT

Kari, Martti J

Russian Strategic Culture in Cyberspace: Theory of Strategic Culture - a tool to
Explain Russia’s Cyber Threat Perception and Response to Cyber Threats
Jyvéaskyla: University of Jyvaskyld, 2019, 118 p. (+ included articles)

(JYU Dissertations, )

ISSN 2489-9003)

ISBN 978-951-39-7837-2

A limited amount of information has been published about the cyber threat
scenarios of the Russian Federation. However, official Russian documents
contain enough information to build a description of the Russian cyber threat
picture. This thesis, consisting of six interconnected articles, discusses the
Russian perception of cyber threats and the country’s response to these threats.
The data consist of 140 official Russian documents, including strategies,
information security and military doctrines, draft legislation and laws.

Grounded theory is used to guide the data collection and to code the data
as well as to construct a model of Russian cyber threat perception. Then the the-
ory of strategic culture is used to explain and interpret this model. The theory of
strategic culture consists of basic assumptions about the strategic environment,
including threat perception, as well as assumptions about the options to respond
to the threats. The theory of strategic culture identifies the factors that influence
the formulation and outcome of a state’s strategic culture. These factors may en-
compass historical, geographical, technological or political factors. The Russian
cyber threat assessment reflects tensions in the international situation.

One of the underlying assumptions axioms of Russian history is that the
Soviet Union was a besieged fortress, surrounded by enemies and under constant
threat of attack from the West. This narrative is present in the Russian cyber
threat perception just as it is part of the country’s general threat assessment. To
protect itself, Russia is preparing to isolate the Russian segment of the Internet
from the global Internet and improving the protection of its critical information
infrastructure. As a further protective measure but also as a means monitor the
opposition, Russia has increased surveillance of the Internet and banned user an-
onymity. Russia is making an effort to replace imported information and com-
munication technology with Russian production.

As an augmentation to previous research, this thesis, by using the theory of
strategic culture, explains the long-term motives and reasons of Russia’s behav-
iour in cyberspace. This thesis estimates that the besieged fortress narrative
guides Russia’s state behaviour in cyberspace also in future.

Keywords: Russian strategic culture, cyber threat, Russian segment of the Inter-
net, critical information infrastructure



TIIVISTELMA (ABSTRACT IN FINNISH)

Kari, Martti J

Vendjdn strateginen kulttuuri kyberymparistossa: Strategisen kulttuurin teoria -
keino selittdd Vendjan kyberuhkakuvia ja kyberuhkan torjuntaa

Jyvéskyla: University of Jyvaskyld, 2019, 118 p (+ artikkelit).

(JYU Dissertations

ISSN 2489-9003)

ISBN 978-951-39-7837-2

Vendjan Federaation kyberuhkakuvista on julkaistu vain vdhdn tietoja.
Veniildiset viralliset asiakirjat sisaltavat kuitenkin riittavésti tietoja, jotta niiden
avulla voidaan muodostaa kuva Vendjan kokemasta kyberuhkasta. Tassd
vditoskirjassa, joka koostuu kuudesta toisiinsa liittyvastd artikkelista, kdsitelldan
Vendjan kyberuhkakuvaa ja sitd, miten Vendjd tdhdn kyberuhkaan vastaa.
Tutkimuksen ldhteend on ollut 140 venildistd virallista asiakirjaa, kuten
strategiat, informaatioturvallisuuden ja sotilasdoktriinit, lait ja lakiluonnokset.

Grounded Theorya on kdytetty ohjaamaan datan kerdystd ja koodaamista
ja sen avulla on rakennettu malli Vendjan kyberuhkakuvasta. Tdtd mallia selite-
taan strategisen kulttuurin teorialla. Strateginen kulttuuri tarkoittaa tietyssd val-
tiossa vallalla olevia ndkemyksid sodan ja kriisin luonteesta, maahan kohdistu-
vasta uhkasta ja uhan aiheuttajista sekd toiminnallisista vaihtoehdoista vastata
kyseiseen uhkaan. Vendjan strategiseen kulttuuriin vaikuttaa erityisesti historia,
mutta myos maantiede, teknologia ja valtion poliittinen kulttuuri ja johdon asen-
teet.

Yksi Vendjdn historian perusoletuksista on, ettd Neuvostoliitto oli vihollis-
ten ympdroiméd, Lannen jatkuvan hyokkdysuhan alla oleva piiritetty linnake.
Tama narratiivi on myos osa Vendjan kyberuhkakuvaa. Suojellakseen itseddn Ve-
ndjd valmistelee Internetin vendldisen segmentin eristamistd globaalista Interne-
tistd ja parantaa kriittisen informaationinfrastruktuurin suojaamista. Suojautuak-
seen, mutta myos valvoakseen oppositiota, Vendjd on lisannyt Internetin valvon-
taaja pyrkinyt kieltamadan kayttdjien anonymiteetin. Lanttd teknologisesti jdljessa
oleva Vendja yrittdd korvata ulkomailta tuotavan informaatio- ja kommunikaa-
tioteknologian Vendjdan omalla tuotannolla.

Tama vditoskirja selittdd pitkdn aikavilin motiiveja ja syitd Vendjan kayt-
taytymiselle kyberymparistossd strategisen kulttuurin teorian avulla. Arvio on,
ettd niin sanottu piiritetyn linnakkeen narratiivi ohjaa Vendjan toimintaa ky-
berympaéristossd myos tulevaisuudessa.

Keywords: Russian strategic culture, cyber threat, Russian segment of the Inter-
net, critical information infrastructure
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FOREWORD

Russia, its history, language, culture, politics and military have been my interest,
both personal and professional, for almost forty years. Because of this interest, I
chose Russian in high school, studied Russian language and literature at the Uni-
versity of Jyvdskyld and graduated with a master’s degree in Russian in 1993.
Ten years ago, Russian cyber-related topics were added to my list of interests,
and so I started to study cyber security in 2015, graduating with a master’s degree
in 2017.
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earn a master’s degree in cyber security. The programme started in 2015, and this
PhD thesis is the first in Finland by the holder of a master’s degree in cyber secu-
rity. Therefore, I would like to express enormous gratitude to the Faculty of In-
formation Technology of the University of Jyvaskyld for giving me the oppor-
tunity to work on my dissertation and to the Faculty of Humanities and Social
Sciences, where I studied Russian language and literature.

I would like to thank the Finnish Defence Forces for providing me the pos-
sibility to study during my career, both Russian and cyber security. I am grateful
to the Mannerheim Foundation and to the Marshal of Finland Mannerheim Foun-
dation of Military Sciences (SMMSR) for the possibility to concentrate on my re-
search and to work as a senior fellow in the Atlantic Council’s Scowcroft Center
for Strategy and Security’s Cyber Statecraft Initiative in Washington D.C. in the
spring of 2017.

I am indebted to many people whose help and support have been
irreplaceable and invaluable for my research. First, I would like to thank my su-
pervisors Katri Pynnoniemi, Pekka Neittaanméki and Rauno Kuusisto. Katri
kept up my pace of research, and as an expert of Russian defence-related topics
gave excellent guidance and forced me to enter to the world of scientific theory,
in this case the theory of strategic culture. Pekka also gave excellent guidance and
Rauno supported me by cooperating on the writing of an article and by familiar-
izing me with academic conference procedures. I would like to thank my unoffi-
cial supervisor Martti Lehto, who has been my academic role model.

I am particularly grateful for the assistance given by my colleagues Panu
Moilanen, Markus Salo, Arto Ojala and Jouni Péyhonen in the Faculty of Infor-
mation Technology. They supported me and gave valuable guidance on both the
content and theoretical approach of my thesis. Special thanks belongs to Matthew
Wuethrich from the University of Jyvaskyld Language Services, who helped edit
the language of this thesis. My goddaughter Anna Hannola also deserves
thanks for drawing the cover image.

I would like to thank Siobhan and Pekka Toveri, who provided support and
friendship during my research in Washington D.C. as well as Pasi Eronen, who
helped me get the fellowship in the Atlantic Council’s Cyber Statecraft Initiative.
I am also thankful for two doctors, Timo Muhonen and Ismo Jantunen, who have
kept me alive until now and hopefully in future.



Finally yet most importantly, I would like to thank my life companion, best
friend and wife Niina, and my children Sonja, Tommi, Matti, Eeva and Peppi,
who have always supported and encouraged me during my military and aca-
demic career. Finally, I would like to thank Obi-Wan Kenobi, our miniature poo-
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stop working with my thesis, exit the Russian besieged cyber fortress and take a
walk in the fresh air.
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1 INTRODUCTION

1.1 Russian Cyberspace and the Concept of Cyber Threat

Over the centuries, war has been, as Prussian military thinker Carl von
Clausewitz (1832) defined it, “the continuation of politics by other means, with
acts of violence to compel opponent to fulfill our will.” At the beginning of the
20th century wars were fought in a two-dimensional environment: the domains
of warfare were land and sea. The operational use of airplanes in the First World
War made air the third domain of warfare. After that, the role of air power has
increased. Air force has a crucial role in warfare from tactical level to strategic
level. Air power is a part of superpowers’ coercion and deterrence capabilities
(Pape, 1996). Airplanes have been also used in terrorist attacks in an
unpredictable way in the 9/11 attacks in 2001 in New York City. The launch of
Sputnik in 1957, and the space flight of Major Yuri Gagarin from the Soviet Air
Forces in 1961 were the beginning of converting space to yet another domain of
warfare. At the start of this century, space has become the fourth domain and it
is an integral part of military operations.

During 2000s, cyberspace matured to the fifth domain of warfare. (Drew,
2018). According to a Russian definition, cyberspace consists of the technological
infrastructure, which enables the Internet and the functionality of other channels
in telecommunication networks as well as of all the human activity that occurs
on the Internet and via other communication channels (SBRF 2013). Today,
cyberspace is not only a technical issue but it also has a strategic dimension.
Contflicts have a cyber dimension and it is difficult to predict the size and impact
of cyber components in the conflict (Geers, 2011). Cyberspace has expanded
warfare to a global scale and beyond the traditional use of military force, and can
be compared with the use of airplanes for terrorist attacks in the USA in 2001.
The use of force in cyberspace to cause a strategic-level malicious impact does
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not demand state-level resources, as other domains of warfare do, with the
exception of the 9/11 attacks.

Warfare in the cyber domain differs from warfare in other domains because
actors in cyber conflicts are not always military. State actors, criminals and
terrorists attack state authorities, media and critical infrastructure. State actors
and private cybersecurity companies are fighting against these attackers. The
attribution of attack to specific party is often difficult or impossible to do. In 2007,
distributed denial of service (DDoS) attacks on Estonian government websites
paralyzed public services for three weeks. In the Russian-Georgian war, in 2008,
the website of the Georgian government and media were attacked. In 2010,
Stuxnet malware damaged the centrifuges of Iranian uranium enrichment
facilities in Natanz (CRC, 2016). The impact of the Stuxnet attack can be
compared with the impact of attack by kinetic weapons because it destroyed a
significant amount of centrifuges and delayed the uranium enrichment process.
The NATO Warsaw summit in June 2016 declared cyberspace as a domain of
warfare in which NATO must defend itself (NATO, 2016).

In June 2019, the USA administration admitted, that the USA has been
conducted cyberspace exploitation operations in Russian power grid
management systems at least since 2012 and prepared cyberspace attacks by
installing “potentially paralyzing” malware in Russian information
infrastructure. (Sanger & Perlroth, 2019) In response to this information, the Press
Secretary for the President of Russia Dmitry Peskov stated, that hypothetically
cyberwar between the US and Russia is possible. According to Peskov, Russia’s
strategically vital areas of the economy were and are being subjected to cyber
attacks from abroad and Russia is waging a constant struggle to prevent damage
to the Russian economy and its sensitive areas. (Tass, 2019a) According to
Russian officials, foreign intelligence agencies are attempting to infiltrate into
Russia's information infrastructure systems, primarily in transport, banking and
energy sectors. These actions were described as "elements of cyberwar." (Tass,
2019b)

The information security doctrine of the Russian Federation defines the
threat to information security as a complex of actions and factors, creating a
danger of damage to Russian interests in so-called information space (UP-646,
2016). Information space includes subjects creating, generating and processing
information, subjects developing, using information technology, or managing
information security. It also includes mechanisms regulating the information
relations in society. Warfare in information space can be information-technical,
when informational technical systems are objects of influence in cyberspace, or it
can be information-psychological, when the adversary tries to influence a
person’s mind, his or her moral and mental world, political opinions and ability
to make decisions (Kamyshev 2009). The Russian definition of information-
technical warfare is equivalent to the Western definition of cyber warfare. In both
the objects of influence are technical systems in cyberspace.

This thesis examines Russian cyber threat perception and Russia’s response
to that threat. In this thesis, cyber threat refers to those actions or factors which
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can cause serious harm in or through cyberspace. Cyber threats to the Russian
Federation are a complex of actions and factors which either cause serious harm
to interests of the Russian Federation or create the feeling of danger or real
danger to serious harm to Russia’s interests in or through cyberspace. Perception
means a single unified awareness which is the basis for understanding and the
motivation to act (Stein, 2013). Russia’s cyber threat perception means Russian
state-level unified awareness of the actions and factors which either cause serious
harm to the interests of the Russian Federation or create the feeling of danger or
real danger of serious harm to Russia’s interests in or through cyberspace.

Russia’s response to cyber threat means the implementation of mutually
connected measures to predict, detect, suppress, prevent, and respond to cyber
threats and mitigate their impact. These measures can be legal, organizational,
investigative, intelligence, counter-intelligence, scientific and technological,
information and analytical, personnel related, economic and others. The aim of
these measures is to maintain and improve cyber security. Cyber security refers
to the protection of cyberspace and the protection of those that function in
cyberspace and of their assets that can be reached via cyberspace (Solms &
Niekerk, 2012).

1.2 Previous Research

The Russian journalist Andrei Soldatov has published books on Russian security
services and other security related topics. In 2015, he published The Red Web:
The Struggle Between Russia’s Digital Dictators and the New Online Revolution-
aries with Irina Borogan, where they describe the history of Russian Internet sur-
veillance (Soldatov & Borogan, 2015). In 2017, Soldatov published an article in
Russian Social Science “The Taming of the Internet,” where he explains how the
Kremlin has managed to place Internet companies operating in Russia under con-
trol and how Russian authorities have managed to build up systems for the mass
surveillance of Russian internet users. According to Soldatov, however, state con-
trol remains incomplete. One reason is that, from its beginning, RuNet, the Rus-
sian portion of the Internet, developed as an open and free space and its infra-
structure was built on Western technology, which had no built-in surveillance
capabilities. In contrast to the Chinese Internet, RulNet was not originally devel-
oped inside something akin to China’s “Great Firewall” (Soldatov, 2017).

Kenneth Geers has had an extensive professional and academic career re-
lated to cyber security, cyber warfare and cyber threats. He has published a book,
Strategic Cyber Security (2011), and more than twenty articles and chapters on
cyber security. He has also edited The Virtual Battlefield: Perspectives on Cyber
Warfare (2009) and Cyber War in Perspective: Russian Aggression against
Ukraine (2015).

Geers expands cyber threats and cyber security to the strategic level. In The
Virtual Battlefield (2009), he states that traditional, strategic-level threats such as
espionage, propaganda and attacks to critical infrastructure are today internet
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enabled. The use of cyberspace increases the speed, power and diffusion of these
threats. He predicts that cyber warfare might have a lead role in conflicts of the
tuture (Geers, 2009). In Strategic Cyber Security (2011), he argues that computer
security has evolved from a technical discipline to a strategic concept and the
dependence on Internet and cyberspace attacker’s disruptive capabilities
threaten national and international security.

Keir Giles, from the Conflict Studies Research Centre, has published books
and articles on military transformation in Russia, Russian foreign and domestic
security policy and Russian information and cyber warfare. In the article he pre-
sented at the 4th International Conference on Cyber Conflict (CYCON 2012),
“Russia’s public stance on cyberspace issues,” Giles (2012) examined the circula-
tion of information, the perceived threat it poses to Russia, and Russia’s digital
sovereignty.

To describe and to explain the Russian public view on topics related to cyber
security, Giles examines two documents, the Draft Convention on International
Information Security (released in September 2011) and the Russian military cyber
proto-doctrine Conceptual Views on the Activity of the Russian Federation
Armed Forces in Information Space (released in December 2011). As a conclusion,
he states that the Russian authorities considered protests in December 2011 as an
information campaign against Russia.

In his 2013 study “Legality in Cyberspace: The Russian View,” published
by the Conflict Studies Research Centre, Giles explores the Russian approach to
legal constraints of activities in cyberspace. According to Giles, Russian academic
and military commentary sees the distinction between war and peace as now
blurred and discusses at what point Russia should consider itself to be at war and
subject to specific legal constraints on actions in cyberspace. In his article, “Le-
gality in Cyberspace: An Adversary View,” written with Andrew Monaghan and
published by Strategic Studies Institute in 2014, Giles describes Russian views on
the nature of conflict in cyberspace and explains how the USA needs to take into
consideration Russian assumptions on the nature of cyber activity when engag-
ing with Russian cyber initiatives. In his articles, Giles discuss the Russian view
on the nature of conflict in cyberspace, but he does not using the theory of stra-
tegic culture to explain the factors influencing elements of Russian state behavior
in cyberspace.

Carolina Vendil Pallin from the Swedish Defence Research Agency (FOI)
has published four books and multiple articles on military thinking and Russian
military reform as well as on Russian information security and warfare. With Ul-
rik Franke, she has published the report Russian Politics and the Internet in 2012.
The authors discuss how the wave of protests in Russia after the 2011 parliamen-
tary elections and the 2012 presidential election demonstrated to Russian leader-
ship the political role of the Internet for distributing information and calling peo-
ple to participate in demonstrations. After these events, a number of laws have
come into force to block and censor websites including harmful content and to
increase Internet surveillance (Vendil Pallin & Franke, 2012).
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In 2016, Vendil Pallin (2016) published an online article in Post-Soviet Af-
fairs, “Internet Control Through Ownership: The Case of Russia.” This article is
a continuation and update of a study published in 2012 (Vendil Pallin & Franke,
2012). It describes how the Russian Internet remained relatively unregulated un-
til about 2012 and how the Russian government started to control the Internet
through ownership over the Russian Internet companies (Vendil Pallin, 2016).

In her article “Russian Information Security and Warfare,” published in the
Handbook of Russian Security (2019) Vendil Pallin provides a good insight to
Russian cyber security strategies, doctrines and legislation, organizations and the
implementation of cyber security. Vendil Pallin also describes Russian leader-
ship’s pivot to balance between the need to control RuNet and to protect users’
privacy and freedom.

Lincoln Pigman at the University of Oxford has published articles on the
control of Russian cyberspace. In 2018, Pigman (2018) published the study “Rein-
ing In the Runet: The Kremlin's Struggle to Control Cyberspace,” in which he has
collected Russian legislation controlling RuNet. According to Pigman, Russian
leadership decided to take RuNet under state control in 2011-2012, because they
were afraid that an Arab Spring-type of revolt could happen in Russia as well.
Pigman describes how new laws increased control of RuNet by, for example, re-
stricting Internet users” access to problematic information and limiting Internet
users’ anonymity. Pigman does not apply the theory of strategic culture in his
study.

The Finnish Defence Research Agency has published collections of articles
edited by three researchers, Juha Kukkola, Mari Ristolainen, Juha-Pekka Nik-
karila, who are representatives of the Finnish Defence Research Agency and the
National Defence University. Russia’s cyber threat perception and Russia’s re-
sponse to that threat are both addressed in Game Changer: Structural Transfor-
mation of Cyberspace (2017) and Game Player: Facing the Structural Transfor-
mation of Cyberspace (2019). Game Changer contains six peer-reviewed articles
and Game Player eight articles. The articles were first published by cyber security
conferences such as the International Conference of Cyber Warfare and Security
(ICCWS), the European Conference of Cyber Warfare and Security (ECCWS), the
International Conference on Military Communications and Information Systems
(ICMCIS 2017), and Military Communications (MILCOM 2017), and the Interna-
tional Command and Control Research and Technology Symposium (ICCRTS
2017).

In Game Changer, the authors discuss topics such as RuNet 2020 and the
asymmetric frontlines caused by a closed Russian network. The authors argue
that the development of RuNet 2020 can be analyzed with conventional military
tactics and means in deploying traditional elements of warfare in cyberspace, to
improve maneuverability and firepower. One of the authors is also modelling the
imbalance of cyber operations between closed and open national networks.
Game Changer comes to the conclusion that the goal of a closed network is re-
lated to enhancing military capabilities by achieving a higher operational capa-
bility than an open network. The authors also discuss digital sovereignty, which
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refers to Russia’s rights to independently determine internal and geopolitical in-
terests in the digital space (Yarovaya, 2013).

In Game Player, the authors have divided the articles into four sections. The
tirst chapter, “State of the Game,” contains the article “Russian Cyber Power and
Structural Asymmetry”, where Juha Kukkola presents the concept of structural
cyber asymmetry and explains how Russians perceive cyber power, including
the shaping of strategic cyberspace. In the first article of the second chapter called
Understanding the Game Board, Kukkola discusses how Russia is preparing to
protect Russian national segment of the Internet, and how this may change the
military balance in cyberspace. This article includes an interesting table on actors,
elements and responsibilities of actors of RuNet.

In the second article of this section, “Projected Territoriality: A Case Study
of the Infrastructure of Russian Digital Borders,” Kukkola discusses with Mari
Ristolainen about delineation and the protection of digital borders and how ter-
ritoriality can be projected into cyberspace. In the next article, “New guidance for
preparing Russian ‘digital sovereignty’” Kukkola analyses the Program of the
Digital Economy of the Russian Federation and its action plans approved at the
beginning of 2018 and demonstrates that Russian “digital” socio-economic plans
also include a military strategic character. The article “Modelling closed national
networks - Effects in cyber operation capabilities,” written by Juha-Pekka Nik-
karila, Bernt Akesson, Vesa Kuikka and Juhani Hamail4dinen, introduces a math-
ematical model of how operational capabilities can be estimated when a national
network is closed.

Kukkola's article “The Russian Segment of the Internet as a Resilient Battle-
field concludes the second section. In this article, Kukkola claims that Russia is
building a system-of-systems of cyber security to withstand cyber-attacks against
its critical national assets. The article also analyses the resilience of the national
segment of the Internet and argues that Russia is aiming for a flexible cyber de-
fense system providing advantage in a cyber conflict.

The third section is called “Playing the Game,” and it includes two articles,
“Wargaming a Closed National Network: What are You Willing to Sacrifice?”
and “Wargaming the Cyber Resilience of Structurally and Technologically Dif-
terent Networks.” Both of these two articles discuss wargaming in cyberspace. In
the epilogue Margarita Jaitner and Teodor Sommestad, researchers from the
Swedish Defence Research Agency (FOI), highlight that the authors of Game
Player “have conducted an extensive, invaluable investigation into Russian ef-
forts and provided actionable alternatives for handling the resulting challenges.”

Both Game Changer and Game Player provide extensive information, and
they give the reader a broad and deep understanding on Russia’s plan to improve
the country’s digital sovereignty by preparing to isolate RuNet from the global
Internet. The books also present a mathematical model for estimating the conse-
quences of closed networks in wartime. The authors have been concentrated on
cyberspace and there has not been any discussion on the general and strategic
factors influencing Russian policy to improve digital sovereignty except the stra-
tegic level military factors. The authors of Game Changer and Game Player have
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not applied the theory of strategic culture and Russian strategic culture as an in-
terpretative tool. Russian strategic culture is mentioned in these two books once
as a term, when the Finnish synopsis of Game Player states the following;:

The main statements and research results presented in this article collection are as fol-
lows. Russia’s ambition to remove its national segment from the global Internet leads
to structural asymmetry and it is a reflection of Russian strategic culture.l

Even though both books contain excellent studies, there remains a need to study
Russian strategic culture generally and Russian strategic culture in cyberspace to
explain and to assess the Russian state’s behavior in cyberspace.

1.3 Cyber Security Research

Information Systems (IS) science consists of several different fields of research
and is by nature both social and technical. The research area of information sys-
tems includes a number of different topics concerning the technology, develop-
ment and management of information systems or their organizational or social
impact. IS science is interested in the utility of information technology in the daily
activities of individuals and organizations. The aim of IS science is to understand
information systems from the perspective of technology, users and information
systems (JYU, 2019).

Information system security (ISS) means protecting information and infor-
mation systems from unauthorized use, access, modification or removal. ISS re-
search started in the 1970s and the first studies were practical problem-solving
descriptions and guidelines for practice. The first generation of ISS researchers in
the 1970s provided limited solutions to information problems with security
checklists and risk analysis. In the 1980s, the second generation’s mechanistic en-
gineering methods replaced these first generation checklists and risk analysis. At
the end of the 1980s, the third generation developed ISS through logical controls
design and data flow diagrams as well as ISS maturity and management stand-
ards including best solutions and practices for ISS management problems. (Bas-
kerville, 1993)

Cyber security is a part of IS science and a subset of information security. It
focuses on protecting computer systems and digital infrastructure from digital
attacks. Cyber security consists of technologies, processes and controls designed
to protect systems, networks, programs, devices, and data from cyber-attacks.
Effective cyber security reduces the risk of cyber-attacks and protects information
systems against the unauthorized exploitation of systems, networks and technol-
ogies. (IT-Gov, 2018)

1 Kukkola, Ristolainen & Nikkarila, 2019
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According to the Russian cyber security company Kaspersky (2019), cyber
security is the practice of defending computers, servers, mobile devices, elec-
tronic systems, networks, and data from malicious attacks. Cyber security can be
called also as information technology security or electronic information security.
Cyber security can be divided into five categories. Network security means se-
curing a computer network from intruders; operational security means the pro-
cesses and decisions for handling and protecting data assets. Disaster recovery
and business continuity define means and methods to respond to a cyber-secu-
rity incident and to return to the same operating capacity as before the event.

Cyber security is the practice of protecting information and data and the
protecting of networks, servers, intranets and computer systems. The purpose of
cyber security research is to understand the cyberspace, cyber threats, counter-
measures against cyber threats, and the preparation of society for cyber crises. In
some cases, cyber security researchers do not have expertise in tools and methods
of social science. Human behavior affects all stages of the cyber security system
from design to operation and maintenance. Effective cyber security means un-
derstanding and addressing the human dimensions of systems. Integrating this
understanding about human nature with more traditional cyber security research
related sciences such as computer and engineering sciences and mathematics cre-
ates a more solid cyber security science. (Millett et al., 2017)

This thesis on Russian cyber threat perception is ISS research. It combines
technical and social aspects as well as discusses the relationship between infor-
mation technology and the organization that utilizes it. The purpose of this thesis
is to understand information systems —in this case, the Russian information sys-
tems, and especially the country’s cyber threat perception and protection of in-
formation and information systems against cyber threats. This thesis is a combi-
nation of information system science, international law, history, international
politics, Russian studies and military sciences. It requires that a researcher has
good knowledge of Russian, because the primary data are in Russian.

Siponen and Baskerville (2018) presents a division of ISS research into four
levels: the metalevel, basic, applied and post-intervention research. The key is-
sues of metalevel research are definitions that guide research on ISS phenomena.
Basic level ISS research provides fundamental explanations for ISS phenomena
and detailed understanding of the meaning of these explanations in different
contexts. The goal of applied research is to direct basic research to practical, ap-
plicable results. Post-intervention research explains the results of interventions
implemented in applied research to test the effect rate (Siponen & Baskerville,
2018). This thesis is basic level research exploring how the theory of strategic cul-
ture can be used to explain the phenomenon of Russian cyber threat perception.
This thesis provides a fundamental explanation based on the theory of strategic
culture for Russian cyber threat perception and understanding the meaning of
this theory in cyberspace.

The articles of this thesis have been published in the proceedings of the Eu-
ropean Conference on Cyber Warfare and Security (ECCWS) and the Interna-
tional Conference on Cyber Warfare and Security (CCWS) as well as in Journal
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of Strategic Studies. The European Conference on Cyber Warfare and Security
(ECCWS) and International Conference on Cyber Warfare and Security
(CCWS) are the two main conferences for academics and practitioners to present
their empirical studies, case histories and other theoretical and practical contri-
butions on cyber warfare and cyber security. In addition, doctoral degree candi-
dates have an opportunity to present their papers and posters. The first ECCWS
was organized in 2001 and the first ICCWS was organized in 2005. The confer-
ences are generally attended by participants from more than 30 countries. The
Journal of Information Warfare regularly publishes a number of the papers pre-
sented at these conferences (ECCWS, 2019; ICCWS, 2019). Journal of Strategic
Studies, first published in 1978, is a multi-disciplinary review of forward-looking
articles on military and diplomatic strategy, that is, on strategic studies. It is pub-
lished six times per year.

1.4 Research Questions, Objectives and Approach

The increased interest in cyberspace as an arena of international politics has also
heightened the need for theoretical tools and methods to estimate cyber threat
perceptions of different states and responses to cyber threats. This thesis suggests
that Russian cyber threat perception and Russia’s response to the cyber threat
can be constructed and explained by correctly selecting and using documents,
tools and methods, even if the state’s real threat perception is not public. Finding
answers to strategic-level questions on the cyber threat demands a multidiscipli-
nary approach.

Grounded theory was used to collect and to code the data. Grounded theory
is a systematic methodology in the social sciences involving methodical gather-
ing and analysis of data. Grounded theory was also used to construct a model of
Russian cyber threat perception and Russia’s response to the cyber threat. The
theory of strategic culture, a theory used in studies of international relations and
politics, was used to explain the constructed model of Russian cyber threat per-
ception. The version of the theory of strategic culture used in this thesis is that
developed by Alastair lain Johnston in the 1990s. Even though Johnston’s analyt-
ical framework is almost 25 years old, it was selected as the theory for this thesis
because Johnston’s approach is still valid. The division of strategic culture into a
central paradigm and strategic preferences provides a sufficient framework to
explain the Russian cyber threat perception and the country’s response to cyber
threats. The central paradigm of Russian strategic culture corresponds to the Rus-
sian threat perception and strategic preferences correspond to Russia’s response
to such threats. This applies in cyberspace as well.

Only a limited amount of information has been published about the Russian
defensive cyber capabilities and Russian cyber threat scenarios. However, there
is information enough in official Russian documents to build up a description of
the Russian perception of cyber threats and Russia’s response to that threat. The
Russian cyber threat perception and planned measures to fight this threat can be
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found in the official Russian documentation such as drafts of laws, laws, presi-
dential and governmental decrees, doctrines, strategies and other documents re-
lated to Russia’s information security management.

These Russian official documents related to cyber security can be consid-
ered reliable valid primary sources, because they are used by Russian authorities
to describe the cyber threat environment as well as to give guidance to Russian
society and people to counter these threats. Even though the detailed cyber threat
picture is classified, official documents had to include information close enough
to the real, classified picture to give realistic enough information to counter the
cyber threat. Grounded theory has been a suitable tool to review and collect scat-
tered information in official documents and to build up a description of the coun-
try’s perception of cyber threats.

Furthermore, this thesis argues that strategic culture theory is suitable for
explaining Russian cyber threat perception and the response to those threats. The
aim of this thesis is to develop, through the use of the theory of strategic culture,
context-based, process-oriented description and explanation of the Russian per-
ception about the cyber threats and Russia’s counter-measures against these
cyber threats. The research questions are

e What is Russia’s cyber threat perception?

e What are the most important objects to protect in Russia’s cyber threat
perception?

e How is Russia responding to cyber threats?

e How does Russian strategic culture explain Russia’s cyber threat percep-
tion and response to cyber threat?

1.5 The Research Process

1.5.1 A Model of Russian Cyber Threat and Response

The research process of this thesis consists of three main phases. The first phase
was carried out by using grounded theory as a method to construct a model of
Russia’s perception of cyber threats and the country’s response to cyber threats.
This model includes the following elements: object and subject of cyber threats;
the tactics, techniques and procedures (TTP) of cyber threats; and the possible
consequences caused by a cyber threat if realized. The model also includes the
object, subject and aim of cyber defense; the TTP of cyber defense; and limitations
of Russia’s cyber defense. The model of Russia’s perception of cyber threats and
response is presented in Figure 1. The process of establishing the model by using
grounded theory is discussed in more detail in Chapter 2.
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FIGURE 1 A model of Russian cyber threat perception and response to that threat

The first phase of the study has been implemented in Articles I and V, while
the definition and protection of the critical information infrastructure of the Rus-
sian Federation is addressed in Articles II and III. The result of the first phase is
a pattern, a model of cyber threats to Russia and Russia’s response to cyber
threats, including description of the most important objects to protect. The re-
search questions of the first phase are the following:

e What is Russia’s cyber threat perception?

e What are the most important objects to protect in Russia’s cyber threat
perception?

e How is Russia responding to cyber threats?

These research questions are answered in Chapter 4 and as well as in Articles I,
I, ITand V.

1.5.2 Factors and Elements of Russian Strategic Culture

The second phase of the study examines Russian general threat perception. The
aim of the second phase is to identify and describe the factors influencing
elements of Russian strategic culture. The elements of strategic culture are the
central paradigm and a set of strategic preferences. The central paradigm
includes assumptions about the nature and role of the conflict and the enemy,
and about the threat posed by the enemy. Strategic preferences mean the
assumptions how to deal with these threats. The theory of strategic culture is
discussed in Articles IV and VI, and in Chapter 5. The interconnection of factors
and elements of Russian strategic culture is described in Figure 2.
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FIGURE 2 Interconnection of factors and elements Russian strategic culture

Johnston (1995b) sees that one productive way to identify a central para-
digm and strategic preferences is to analyze the content of recent texts related to
the subject in question. The central paradigm of Russian strategic culture can be
observed in subject-related high-level documents, such as strategies and doc-
trines. Because the researcher does not have insight into how strategic prefer-
ences are implemented in practice, their implementation had to be exposed and
explained by describing the content of doctrines and more practical-level docu-
ments such as laws and guidance documents of different security-related state
organizations.

1.5.3 Elements of Russian Strategic Culture in Cyberspace

The third phase of the study argues that the theory of strategic culture is a suita-
ble theory for exploring and explaining the Russian vision of cyber conflicts, its
enemies, cyber threats and preferences for responding to cyber threats. Russian
cyber threat perception is not a separate aspect of Russia’s general threat picture.
Factors of Russia’s strategic culture also influence the country’s strategic culture
in cyberspace. Figure 3 presents the relationship between factors and elements of
Russian strategic culture and the factors and elements of Russian strategic culture
in cyberspace.
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FIGURE 3 Factors and elements of Russian strategic culture and factors and elements
of Russian strategic culture in cyberspace

The central paradigm of Russian strategic culture in cyberspace includes
assumptions about the nature and role of cyber conflict and the enemy, and about
the cyber threat posed by the enemy. Russian strategic preferences in cyberspace
mean assumptions about how to deal with cyber threats.

In the third phase, after discussion on Russian strategic culture in cyber-
space, the factors and elements of Russian strategic culture in cyberspace are used
to explain the model of Russian cyber threat and response. The central paradigm
of Russian strategic culture explains the country’s cyber threat perception and its
strategic preferences explain its response to those threats. Russian cyber threat
perception and response through the lens of Russian strategic culture is de-
scribed in Figure 4.

Interpretation of the model of Russian cyber threat and response is de-
scribed in Figure 4, and discussed in Articles IV and VI, and in Chapter 5. This
phase of study answers the research question

e How does Russian strategic culture explain Russia’s cyber threat per-
ception and response to cyber threats?
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FIGURE 4 Interpretation of the model of Russian cyber threat
1.5.4 Relationship of the Included Articles

This thesis contains six articles discussing the research objectives from different
viewpoints. The interconnection of the articles is presented in Figure 5. The arti-
cles are numbered in chronological order based on time of publication. Article I
is oldest, and Article VI is the newest.

Article I, “Russia: A Cyber Fortress Besieged,” is a general introduction to
Russian cyber threat perception. The information in Article I on critical infor-
mation infrastructure is updated in articles II and III and that on Russian cyber
threat perception and Russia’s response to that threat in articles IV and V. Article
I answers research question “What is Russia’s cyber threat perception?”.

Article II, “The Concept of the Critical Information Infrastructure of the
Russian Federation,” examines the evaluation of the concept of Critical Infor-
mation Infrastructure of the Russian Federation. The aim of Article II is to de-
scribe the process of evaluation of the concept of Russian critical information in-
frastructure. Article III, “The Protection of the Critical Information Infrastructure
of the Russian Federation,” is a continuation of Article II. Together with Article
I, Article III constitutes one of the main topics related to the question of what,
according to Russia’s cyber threat perception, are the most important objects to
protect. Articles II and III answer research questions

e What are the most important objects to protect in Russia’s cyber threat
perception?
e How is Russia responding to cyber threats?

Article IV, “Strategic Culture Theory as a Tool for Explaining Russian Cyber
Threat Perception,” argues that strategic culture theory is a suitable tool for ex-
ploring and explaining the Russian idea of cyber conflicts, the country’s cyber
threat perception and its strategic preferences, that is, its options to respond to
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cyber threats. Article IV is complemented and focused by Article VI. Article IV
answers research question “How does Russian strategic culture explain Russia’s
cyber threat perception and response to cyber threat?”. Article V, “Protecting the
Besieged Cyber Fortress: Russia’s Response to Cyber Threats,” discusses Russia’s
defense against cyber threats and answer research question “How is Russia re-
sponding to cyber threats?”.

Article VI, “Theory of strategic culture: An Analytical Framework for Rus-
sian Cyber Threat Perception”, comprises the theoretical background of this the-
sis. Article VI argues that the theory of strategic culture is suitable to explore and
to explain the formation of Russian cyber threat perceptions and the country’s
subsequent cyber strategy. Article VI formulates an analytical framework to
study the formation of Russian thinking on cyber threats as a part of Russian
strategic culture. Article VI discusses all the four research questions.

Articlel

Russia: A Cyber Fortress Besieged
Articlell Article IV
Concept of Critical Information Infrastructure Strategic Culture Theory as a Tool for
of the Russian Federation Explaining Russian Cyber Threat Perception
Article Il ArticleV
Protection of Critical Information Infrastructure Protecting the Besieged Cyber Fortress: Russia’s
of the Russian Federation Response to Cyber Threats

Article VI
Theory of Strategic Culture: an Analytical Framework for Russian Cyber Threat Perception

FIGURE 5 Interconnection of the articles and the structure of the study



2 METHODOLOGY

2.1 Selection of Grounded Theory as a Method

The method used in this thesis to coordinate and guide the data collection, and
then to parse and structure the data themselves, is grounded theory. Grounded
theory was selected because it is well suited for studying phenomena about
which theoretical and structured information is lacking but which is needed, for
example, to support professional decision-making or basic research (Kosken-
nurmi-Sivonen, 2007). A limited amount of theoretical and structured infor-
mation has been published about the defensive cyber capabilities of Russia and
Russian cyber threat scenarios. Such information is needed for both basic re-
search and professional decision-making in the areas interested in Russian cyber
defense.

Grounded theory is well suited for research that aims to create new
knowledge with qualitative material (Strauss & Corbin, 1998). It also provides
perspective on the behaviour of the object and helps construct a pattern or system,
consisting of groups of logically interrelated concepts (Birks & Mills, 2015). The
aim of this thesis is to create new knowledge on the Russian cyber threat percep-
tion using grounded theory as a tool to construct a perspective on this perception
and as well as on Russia’s behaviour and pattern in responding to this threat.

This thesis adopts the version of grounded theory developed by Anselm
Strauss and Juliet Corbin (1990). Compared with the original version of the the-
ory, the Corbin-Strauss version is more structured. It assumes that the researcher
is already familiar with the theoretical literature related to the studied subject. In
contrast to Glaser’s improvisation- and intuition-orientated version, where the
researcher should avoid the theoretical subject-related literature at the beginning
of his study to prevent the formation of unconscious bias about the research sub-
ject, in the Corbin-Strauss version the research problem is defined deductively in
advance. Corbin and Strauss were also in favour of predetermined coding pa-
rameters, a systematic approach and the structural analysis of information.
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I have reviewed the theoretical literature related to the studied area in my
professional career and during the process of completing my master’s thesis. The
Corbin-Strauss version of grounded theory was selected as a method even
though it has developed since 1990s, when Corbin and Strauss created their in-
terpretation of it. In 2000, Kathy Charmaz developed constructivist grounded
theory. The main way of collecting the data in constructivist grounded theory is
intensive interviews, which was not an appropriate approach to data collection
in this thesis. To avoid philosophical debates on the superiority of different ver-
sions of the theory, the Corbin-Strauss version has been selected because it is
suitable for constructing a pattern, in this case, a description of Russian cyber
threat perception and Russia’s response to that threat.

Grounded theory is a method of systematically examining qualitative data
such as interview records, protocols, or documents with the aim of forming a
model. The primary data used in this thesis consists of different Russian official
documents as the Russian Federation’s laws and presidential decrees. Secondary
data and supporting material include commentary by Russian and Western spe-
cialists on the topic. The data is discussed in more detail in Chapter 3.

2.2 The Evolution of Grounded Theory

The evolution and development of grounded theory should be understood as an
evolution process, which began from original text of Glaser and Strauss and con-
tinues today. Grounded theory was developed in the 1960s in the United States,
where social theory was dominated by a traditional theory-based research
method. In this approach, the theory was chosen first, and then the collected ma-
terial was placed in this model. This requires the existence and use of accurate
and clear theory before data collection. As a result, the study did not produce
new theories or new concepts (Kelle, 2005).

Sociologists Barney Glaser and Anselm Strauss considered the tasks related
to the development of theories neglected. In response to the traditional theory-
based research method, they developed a material-based analysis to form and
develop new social theories. Glaser brought the quantitative research methods of
Columbia University’s sociological research to the theory. Strauss introduced the
“symbolic interactionalists” tradition of qualitative research from the University
of Chicago (Dey, 1999). Glaser and Strauss first used a new continuous compari-
son method in 1965 in their study Awareness of Dying (Kenny & Fourie, 2014).

The basic idea of the continuous comparison of Glaser and Strauss was to
discover the theory from data (Glaser & Strauss, 1967). Glaser and Strauss intro-
duced their theory, which they named grounded theory, in 1967 in their book
The Discovery of Grounded Theory: Strategies for Qualitative Research. Subse-
quently, they published two studies based on grounded theory: Time for Dying
in 1968 and Status Passage in 1971 (Kenny & Fourie, 2014).
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In the early 1980s, differences of opinion about how to apply grounded the-
ory began to emerge between Glaser and Strauss. Each began to develop the the-
ory in different directions, for example, regarding coding techniques and inter-
pretation models. Strauss tied his own model to the interactive theory of action
and developed a coding paradigm model based on this theory (Birks & Mills,
2015).

Strauss and his pupil and co-worker Juliet Corbin considered that the orig-
inal grounded theory approach overly emphasized an inductive approach. In ad-
dition, the use of Strauss’s paradigm as an analysis tool seemed a good solution.
(Strauss & Corbin, 1990; Strauss & Corbin, 1994). The organized form and phases
of the paradigm support and guide the work of the novice researcher.

Glaser emphasized material orientation and developed a more formal con-
ceptual model than the Strauss model contained. The model was intended to be
theoretically more open and aimed at ensuring the nature of analysis, evolving
from the data (Silvonen & Keso, 1999). The differences in opinions increased
when Strauss published Qualitative Analysis for Social Scientists (1987) and, to-
gether with Corbin, Basics of Qualitative Research: Grounded Theory Procedures
and Techniques (1990).

In response to Strauss and Corbin’s work, Glaser published Basics of
Grounded Theory Analysis: Emergence vs. Forcing (1992). In the book, Glaser
explains why the theory developed by Corbin and Strauss is not grounded theory
in its original and intended form but a form of qualitative data analysis (Cooney,
2010; Dey, 1999).

Glaser criticized Strauss’s methodology because its predetermined way of
working distorts too many interpretations. In addition, according to Strauss’s
view, a predetermined research problem is a kind of identifier of the phenome-
non being researched. According to Glaser, the research problem should in no
way be too pre-defined in advance, but should give rise and define itself as a kind
of by-product as the research progresses (Babchuk, 1996). Glaser supported the
openness, improvisation, intuition, reasoning, creativity, openness, and creativ-
ity of the researcher within the process steps of the method and the working
methods. Glaser’s idea was to avoid any predetermination in the early stages of
the research and let the material and the research modify the way in which the
research proceeds. According to Glaser, the researcher should not be bound to
and confine himself to the research material, but the data is everything that comes
to the researcher's mind. In Glaser’s view, predetermined data analysis methods
lead to theories based on preconceptions (Dey, 2001).

Glaser recommends avoiding theoretical literature in the early stages of the
research, so that the researcher does not acquire unconscious assumptions about
the research topic. The material and researcher’s interaction with material must
be adapted to the way in which the research progresses (Cooney, 2010).

Straussian grounded theory consists of three coding phases: open coding,
axial coding, and selective coding. Coding means that the researcher conceptual-
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izes the issues, he has discovered in the material, constantly collects material re-
lated questions and constantly compares his findings with the material already
analyzed (Corbin & Strauss, 2008).

The phases of coding are not consecutive but partially overlapping. Open
coding and axial coding may overlap in the same encoding event. For example,
if a concept emerges in the final phase of selective coding which is poorly de-
scribed or integrated, the researcher may have to return to open or axial coding
(Corbin & Strauss, 2008).

The collection of data, data analysis and the formation of concepts, catego-
ries and interconnecting relationships between them are not separate events, but
partly overlapping. Data analysis can be started as soon as the data collection
begins. The researcher can return to collecting data until saturation, meaning un-
til new categories affecting the data are no longer found (Birks & Mills, 2015).
Saturation indicates that new material that could further develop a category’s
attributes can no longer be found (Glaser & Strauss, 1967).

The analysis steers and directs the data collection. When gaps are detected
during the data analysis, the collection can be directed to fill these gaps. The re-
searcher constantly compares new material with the material already analysed
and seeks similarities and differences between concepts and categories (Strauss
& Corbin, 1998). The researcher can also compare his own material and the re-
sults of the study already reported in the technical literature. If conflicts are de-
tected in the comparison, it is relevant to find the cause of this deviation (Corbin,
2008).

Constructivist grounded theory is based on the assumption that neither
data nor theory are discovered, but are constructed by researchers in their inter-
actions with the field of study and research participants. Charmaz’s (2014) idea
is to keep the researcher close to the participants and the participants present in
the coding phase by keeping their words intact in the process of analysis. In con-
structivist grounded theory, the main method of data collection is intensive in-
terviews. The evolution of grounded theory is presented in Figure 6.
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FIGURE 6 The Evolution of Grounded Theory (Glaser, 2011)

2.3 The Process of Grounded Theory

231 Open Coding

According to Corbin and Strauss (1990), the first phase of the coding in grounded
theory is open coding. In open coding, the researcher collects and analyses data.
The analysis directs the data collection and if gaps are detected in the data, the
collection can be directed to fill these gaps. The researcher starts to make content
codes, that is, concepts. The concept is an idea or an image that includes an ex-
planation of the phenomenon or its characteristics. Conceptualization means giv-
ing the subject a descriptive name (Corbin, 2008). The concept then refers to a
phenomenon that represents a particular event, activity, actor or matter (Strauss
& Corbin, 1998). Open coding means conceptualization, fragmentation and re-
formatting or structuring of the data (Saaranen-Kauppinen & Puusniekka, 2009).
In open coding, the source material is carefully read. The aim is to find basic con-
cepts related to the subject being studied and define their features and dimen-
sions.

The conceptual name is an expression that describes the subject that has
emerged on a more general level. If a similar subject appears in the data, called
in a different wayj, it is coded under the same concept. A conceptual name may
come from research literature, professional experience or it may be material-
based (Koskennurmi-Sivonen, 2007).The concept is an idea or an image that in-
cludes an explanation of the phenomenon or its characteristics. The use of con-
cepts allows grouping the material into categories. The lower-level concepts form
the basis for the grouping of the higher-level concepts (Birks & Mills, 2015). As
examples of lower-level concepts, Corbin includes bird, airplane and kite.
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Higher-level concepts include, for example, flying. Initial analysis consists of an
open and free approach similar to “brainstorming” (Strauss & Corbin, 2008).

The researcher starts to form categories of information about the studied
phenomenon from the concepts by grouping the information into dimensional-
ized categories. The first phase of the coding in grounded theory is described in
Figure 7. Open coding is a compilation of hypotheses about the categories that
the material produces. A rough first definition of the phenomenon is created to
be investigated. In open coding, the aims of data collection (i.e. theoretical sam-
pling) are to identify concepts and categories. The collection is called open be-
cause the value of each piece of material is not necessarily known in the begin-
ning. For this thesis the collection started in 2015 and the value of each collected
piece of material was clarified during the sampling process. In open coding, doc-
uments are not structured or categorized too strictly. It is important to maintain
a balance between already collected material and new discoveries (Corbin &
Strauss, 1990).

Data Collection

Data Analysis

Open
Coding

FIGURE 7 The first phase of the coding in grounded theory

In open coding the concepts are used to group and categorize the collected
data into categories. In categorization, the concepts are grouped into categories,
which are groups around the corresponding phenomenon (Corbin, 2008). Dey
(1999) gives two examples of the categorization of concepts cat, dog and bone.
According to the similarity categorization, cat and dog belong to the same animal
category. According to the categorization based on connection, the dog and the
bone, representing a dog’s food, belong to the same category. Interdependencies
between concepts do not always have to be logical, but they must be clear (Dey,
1999). Open coding continues until the categories begin to form. The source text
is carefully studied in order to find and take into account all possible categories
and sub-categories (Birks & Mills 2015).
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The category is individualized by giving the category a more abstract name
than the name of concept, which represents the phenomenon. The name may be
taken from literature or from data. The problem is that, for example, the name of
a concept or a category taken from technical literature already includes meanings
and associations that can mislead the researcher because of the prediction as-
sumptions (Corbin, 2008). The category is multidimensional and may include
several subcategories (Birks & Mills, 2015, 15). The category is the element of the-
oretical reading (Glaser & Strauss, 1967). This means that the categories in
grounded theory are more than just names or affixes attached to their identifiers
(Dey, 1999). The name of the category may come from research literature or pro-
fessional expertise.

2.3.2 Axial Coding

In open coding, the researcher breaks the data into pieces, and identifies and
names the concepts from which the categories are constructed. In axial coding,
categories are assembled into a visual model. The aim of axial coding is to search
for one or more core categories that may be present in the data, to define relation-
ships between categories and sub-categories, and thus to create clarity for the
conceptual system being developed. Axial coding combines sub-categories into
categories and combines categories with each other. In addition, in axial coding,
the phenomenon is studied in a wider context including activity, interaction and
causation (Strauss & Corbin, 1998)

Axial coding creates connections and links between the concepts and cate-
gories created in open coding. The researcher identifies a core category. Core cat-
egories represent the main theme of the research and has the greatest explanatory
relevance and highest potential for linking other categories together (Strauss &
Corbin, 1998). The core category is a category, which frequently occurs in the data
and is logical, coherent and consistent with the rest of the data (Strauss & Corbin,
1994). The core category describes the core idea of the research. The criteria for
choosing a core category are as follows (Strauss & Corbin, 2008):

e should be abstract

e other main categories can be attached to the core category, and other cat-
egories placed under the core category

e must occur regularly in the data being investigated

e must be logical, and compliant and consistent with the data

e must be abstract enough that it can be used in another study

e must be consistent with the research question

e must adapt to the theoretical framework of the study

The researcher constantly compares new material with the material already col-
lected and analysed and seeks similarities and differences between concepts and
categories. In this second phase of the coding, categories are assembled into a
visual model. The aim is to deepen each category. Encoding takes place centrally
around the selected elements, the so-called axes. The researcher then identifies a
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core category. The second phase of the coding in grounded theory is described
Figure 8.

Data

/ Collection \

Data Analysis

Theoretical
Sampling
Open Axial
Coding Coding
\ Constant /
Comparison

FIGURE 8 The first and the second phases of the coding in grounded theory

During the axial coding, the data collection continues. The focus of the data
collection at this stage is to identify and test relationships between concepts and
categories of open coding. Continuous comparison and questions guide the re-
searcher in collecting data (Strauss & Corbin, 1990). The theoretical sample means
additional material to be acquired that is relevant to the evolving theory. Com-
plementary data collection continues until the theoretical saturation point is
achieved. Theoretical saturation means that no more material can be found that
could generate new categories, attributes or dimensions or new information in
existing categories. In saturation, data analysis returns only codes that fit into
existing categories. Each category is so developed that new or relevant material
is no longer present. In the theoretical saturation, the ratio of the category to the
other categories is well defined (Strauss & Corbin, 1998).

2.3.3 Selective Coding

In the third phase of the coding, selective coding, the categories are integrated
and grouped around and connected with the core category. Selective coding is
the core process that converts the collected and categorized data into a model,
pattern or system, consisting of groups of logically interrelated concepts (Birks &
Mills, 2015). A pattern, model, is a collection of ideas that explains the subject and
a set of arguments describing the subject (Dey, 1999). All three phases of the cod-
ing of grounded theory are presented in Figure 9. The phases should not be un-
derstood as a straightforward path model or as separate phases, but rather they
are different ways to handle material.
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FIGURE 9 Three phases of the coding of grounded theory

The research question is a statement which identifies the topic under dis-
cussion and tells the reader which particular topic the researcher is interested in
(Strauss & Corbin, 2008). It tells where the researcher wants to concentrate and
what he wants to know about the topic being studied. The research question is
often directed at the activity and processes of the phenomenon or subject being
studied. The original research question is an instruction that gets the researcher
to start, leads the researcher to the data and helps the researcher to focus on the
essential throughout the study.

Selective coding means the integration of categories around the core cate-
gory. The core category should account for the variation found in the data, that
is, the categories will relate to it in some way. In selective coding is examined the
relationship between the core category and other categories and is selected for
construction of the pattern of those categories, whose linkage is possible to
demonstrate clearly. A pattern, a story, or both can be used to describe the whole.
(Strauss & Corbin, 1998)

A simple grouping of concepts under more abstract headings does not form
a category. A category must be developed through the relationships of features
and dimensional phenomena, through the action and interaction by which it is
expressed and through the consequences caused by these actions. Questions to
clarify the features of category could be as follows: What are the concepts belong-
ing to this category? What manifestations does it have? What performance does
it require? (Strauss & Corbin, 1990) In selective coding, the coding of factors that
can naturally be linked to this main category begins.

Grounded theory’s data collection differs from traditional data collection,
where the researcher collects the material before the beginning of the analysis
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phase. Issues and questions related to concepts guide the next data collection
round. In grounded theory, the collection of data leads to analysis, while analysis
again leads to the formation of concepts. The concepts give rise to questions,
which, in turn, guide the data collection.

In selective coding, the data collection is targeted. Data is selected from the
collection, which will increase the opportunities to strengthen the story needed
to produce theory, fortify relationships between the categories, and enhance
poorly developed categories. It is also important to collect data which conflict
with the researcher’s own thinking and pattern under development. This does
not necessarily prove the inaccuracy of the researcher’s thinking and story, but
offers an alternative and needed variation. By tracing the circumstances behind
the data conflicting with the developed pattern and views, in the best case, it
might be possible to make conclusions which support the researcher's own views
and opinions (Strauss & Corbin, 1990).

The collection should be continued until the theoretical saturation of each
category is reached. Theoretical saturation means that all concepts are defined
with sufficient precision and new concepts are no longer found. If the theoretical
sampling is terminated before saturation, the data remain conceptually insuffi-
cient (Corbin & Strauss, 1990). Once the core category has been found and se-
lected, the theoretical collection is targeted to create and collect data, which sat-
urates the core category and related categories and sub-categories (Birks & Mills,
2015).

2.3.4 Grounding the Model

The grounding of the model begins during the coding process. In grounded the-
ory, this model means a pattern or system consisting of groups of logically inter-
related concepts (Birks & Mills, 2015). The model means new structured
knowledge of a system, consisting of groups of logically interrelated concepts
and providing understanding and situation awareness. The model is a collection
of ideas that explain the subject and a set of arguments describing the subject
(Dey, 1999). The model can therefore both explain and predict the phenomenon
to be studied. According to Glaser and Strauss (1967), the aims of grounding the
theory are as follows:

e predicting and explaining the behaviour of the subject being investigated

e production of practical applications—the prediction and explanation

should give the practitioners understanding and situation awareness
e providing a point of view on the behaviour of the subject
e providing a certain type of research related to the subject’s behaviour

In axial coding, certain recurring relationships and dependencies between con-
cepts and categories are discovered. At this stage, it is important to identify the
recurrences and patterns and group the material accordingly (Corbin, 2008). In
selective coding, categories are bound around the core category by a paradigm.
The story of the central phenomenon is coded and presented analytically. The
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story is a description of the main phenomena of the study. It must not be isolated
from the data. The story should start to emerge early in the research when the
continuous comparison begins (Birks & Mills, 2015).

The story has two tasks. It integrates and explains the interdependencies
between categories. The use of the story reveals the gaps and shortcomings in the
data and analysis. Gaps force the researcher to return to the data and data collec-
tion (Birks & Mills, 2015). The story is used as a guideline, and the categories are
reorganized and re-paradigmed until the categories seem to be appropriate to the
story. When the categories match the story, an analytic version of the story is
produced (Corbin, 2008).

2.4 Theoretical Sensitivity

Theoretical sensitivity refers to an individual’s personal quality as a researcher.
Theoretical sensitivity means the researcher’s ability to identify what pieces of
the data are relevant to the research, to give meaning to these pieces and to per-
ceive the dimensions of the data. Theoretical sensitivity can be developed by
reading both research literature and research data. Personal experience is also a
source of theoretical sensitivity. For example, a divorcee is likely to better identify
issues of in material on divorces.

A basic understanding and knowledge of the phenomenon being studied is
vital because analysis is based on the induction and intuition of the researcher.
Theoretical sensitivity also means the ability to maintain a balance between cre-
ativity and science (Strauss & Corbin, 1990).

In addition, professional experience helps to better understand the context
and can increase the theoretical sensitivity. Data collection and comparison of the
data, started before the analysis phase, generate small theoretical frames of con-
cepts and their relationships (Strauss & Corbin, 1990).

The researcher brings to the analysis of his data his prediction and bias, his
thinking, knowledge, and experience. These can prevent the researcher from see-
ing what pieces of the data are relevant. At the same time, they prevent the re-
searcher from moving to analysis from a descriptive, from a working model de-
scribing subject and phenomenon.

The methods and techniques used in grounded theory to prevent prejudices
and thinking from influencing the analysis include, for example, continuous
questioning, analysis of an individual word and sentence, and continuous com-
parison. The phenomenon should also be viewed through the phenomenon’s
own cultural perspective and, for example, its own operational perspective, not
through the perspective of researcher (Strauss & Corbin, 1990).
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2.5 Grounded Theory and Quality of Research

The quality of research carried out by grounded theory is influenced by the re-
searcher’s expertise, methodological consistency (methodological congruence)
and procedural precision. According to Corbin and Strauss (2008), a number of
researchers’ personal qualities, such as motivation, commitment, clarity of pur-
pose, and self-awareness, improve the quality of the research. Characteristics of
a good researcher include scientific accuracy, analyticity, sensitivity to the source
data, and the ability to maintain a certain distance between the material and re-
searcher’s initial assumptions (Strauss & Corbin, 1998).

According to Birks and Mills (2015, 34), the researcher’s expertise includes
competence in scientific writing, the ability to find source material, and the ability
to handle the research and writing process. Methodological consistency is the ba-
sis of reliable and credible qualitative research. Consistency is achieved when the
researcher’s personal attitude, the goals of the research and the research method
used are consistent. In this thesis, the following key principles and practices were
followed:

e wide and flexible definition of research questions
e data-based study

e careful reading of source material

e making notes

e extending the source material collection

e theoretical saturation

e parallelism of collecting and analysing the data

e continuous comparison

e progress of the analysis in three phases

Although one of the principles of grounded theory is continuous comparison, the
researcher should “step back from the data” from time to time and ask if the
emerging picture correlates with the reality of the data. The researcher must
maintain a sceptical attitude to the data, the subject and the methods. All the the-
oretical explanations, categories, and hypotheses, directly or indirectly by com-
parison, either from the literature or from experience should be considered tem-
porary. They should always be checked and compared with actual data. They
should never be considered directly as facts (Strauss & Corbin, 1990). In this the-
sis, the period of research (more than three years) and the pauses caused by other
work in the research has forced the author of this thesis to “step back from the
data” a number of times.



3 DATA AND DATA ANALYSIS

3.1 Used Data

The primary data of this thesis consist of Russian official documentation. These
include strategies, doctrines, laws, drafts of laws, presidential and governmental
decrees, directives and planning, and guidance documents from different state
agencies and organizations working in the area of information security. The most
important of these agencies and organizations are the Federation Security Service
(FSB), the Federal Service for Technical and Export Control (FSTEC), and the Fed-
eral Service for Supervision of Communications, Information Technology and
Mass Media (Roskomnadzor).

These documents can be considered as reliable valid primary sources, be-
cause the Russian state authorities use them to describe and explain the cyber
threat to Russian society and people, and to help guide them in countering cyber
threats. These documents include information close enough to the real picture to
give as accurate information as possible on countering cyber threats.

According to the law on strategic planning of the Russian Federation (FZ-
172, 2014), the hierarchy of Russian official documents for strategic planning in
the area of cyber security management includes the following documents:

e Annual speech of the president to the Federal Assembly

e Strategy for the Development of an Information Society in the RF 2017-
2030

e National Security Strategy

e Main Directions and Bases of Politics

e Doctrines

e Other records and documents



43

The Russian Federation President’s annual address to the Federal Assembly is
the guideline for strategic planning in Russia (FZ-172, 2014). In December 2016,
Putin (2016) stated in his annual address that digital technologies include risks,
and that is why Russia must strengthen its defense against cyber threats and
make all the elements of its infrastructure, financial system, and state leadership
and management more stable.

The Strategy for the Development of an Information Society in the Russian
Federation 2017-2030 (UP-203, 2017) defines the aims, tasks and means of foreign
and internal policy of Russia related to the use of information and communica-
tion technology (ICT) to develop an information society, create a national digital
economy, and support national interests and strategic national priorities.

The National Security Strategy of the Russian Federation (UP-683, 2015) de-
fines Russia’s national interests, strategic priorities, objectives, tasks, and
measures in domestic and foreign policy, which are aimed at strengthening the
national security and ensuring Russia’s sustainable development in the long term.

The Foreign Policy Concept of the Russian Federation (UP-640, 2016) in-
cludes basic principles, priority areas, goals and objectives of Russian foreign pol-
icy. The aim of the Foreign Policy Concept is to ensure national security, sover-
eignty, and territorial integrity and to consolidate Russia’s position as a centre of
influence in today’s world.

The most important subject-related doctrines are the Military Doctrine of
Russia (MDREF, 2014) and the Information Security Doctrine of Russia (UP-646,
2016), hereinafter IS Doctrine 2016. The Military Doctrine 2014 contains official
views on the nature of conflict, the threat posed to Russia and on the use of force
against these threats. The Military Doctrine 2014 establishes a framework for the
Information Security Doctrine, both of which discuss the paradigm and strategic
preferences in the cyber environment.

The IS Doctrine 2016 (UP-646, 2016) constitutes official views on ensuring
Russian national security in the information space. The IS Doctrine 2016 includes
descriptions of the information space as well as Russia’s national interests and
the threats it faces in the information space. The strategic preferences of Russian
cyber security management are discussed in the doctrine.

Other documents dealing with cyber threat perception and cyber security
management include subject-related laws, decrees, executive orders and other
legislative documents and normative and methodological documents (Lapina,
Revin and Lapin, 2004; Komarov, 2016). The subject-related laws and other leg-
islative documents include the following;:

¢ International information security agreements made by the Russian Fed-
eration

e Constitution of the Russian Federation

o Legislation of the Russian Federation

e Decrees of the President of the Russian Federation

e Decisions and orders of the Russian Federation Government
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A Decree of the President of the Russian Federation, as a normative legal act, has
the status of a by-law in the hierarchy of legal acts. A by-law is a rule or law es-
tablished by an organization or community to regulate itself, as allowed or pro-
vided for by some higher authority. The Government of Russia can issue deci-
sions and orders. Presidential decrees and governmental decisions and orders
may not alter existing laws of higher precedence. Normative and methodological
documents on the cyber threat and cyber security management include the fol-
lowing;:

e Documents of the Security Council of Russia

e Documents of the Federation Security Service (FSB)

e Documents of the Russian Technical and Export Controls Federation Ser-

vice (FSTEC)
e Legal norms of the Russian Federation Ministries and Administrations
e State Standards of the Russian Federation

The Security Council of Russia drafts policy proposals on defending the interests
of Russia against internal and external threats. The council helps determine the
security policy of the Russian Federation. Agencies such as the Federation Secu-
rity Service (FSB) and the Federal Service for Technical and Export Control
(FSTEC) may enact regulations through their general competency (UP-569, 2017).
These documents, usually orders and instructions, are limited to the extent of the
constitution and relevant codes.

The FSB is the principal security agency of the Russian Federation. Its pri-
mary functions and roles include law enforcement, counterintelligence, counter-
terrorism, and fighting against especially dangerous forms of crime domestic sur-
veillance, and internal intelligence functions at the national level. Cyber and In-
ternet surveillance is a new focus of collective FSB signal intelligence (SIGINT)
efforts (UP-799, 2006).

The FSTEC is a federal executive authority implementing national policy,
and exercising special and control functions in the sphere of state security in the
areas of information security in information and telecommunication infrastruc-
ture systems. The tasks of the FSTEC also include countermeasures against for-
eign technical intelligence in the territory of the RF, the protection of sensitive
information, and export control (UP-1085, 2004).

Secondary sources include official press releases, newspaper articles, and
online materials from Russian news agencies. The blogs and webpages of Rus-
sian information security specialists have also been used as secondary sources
because of the commentaries and discussions, which have clarified some of the
ideas and aspirations of the Russian authorities behind the official language used
in laws and other documents.

Data collection for this research began in 2015. Data collection was contin-
uous and constant process, because the authorities of the Russian Federation
were and still are publishing continuously and constantly official documentation
on cyber threat and cyber security management. During the collection the new
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data were constantly compared with the material already analysed to find simi-
larities and differences between concepts and categories. More than 140 official
documents were collected and then coded.

3.2 Application of Grounded Theory in Data Analysis

3.21 Coding Process in Practice

The data collection for this thesis started in 2015. Atlas.ti> was used for the coding
of the data. During the coding, more than two thousand concepts, categories and
definitions were found, coded and compiled to tables, showing the interconnec-
tions between the concepts. The data were coded and compiled into tables twice.
the first time was to verify that the tabular format was a logical and practical way
to build the structural model of Russian cyber threat perception and Russia’s re-
sponse to the cyber threat, and verify that the concepts and the categories in the
tables are accurate. Table 1 presents an extract of a table showing interconnec-

tions between the concepts and categories.

TABLE 1

ries

Extract of a table showing interconnections between the concepts and catego-

TS - Subject of threat

TT - Object of cyber threat

DM - Means of cyber threat

Unequal division of In-
ternet resources

Stable and safe functioning
of the Internet

Foreign states Infor-
mation terrorism

Cyber crime

Harmful natural phe-
nomena

Information infrastructure,
its objects and stable func-
tions

Telecom-operators
Russia’s critical information

infrastructure, its compo-
nents and functions

Development and use of in-
formation weapons
Preparations for infor-
mation war

Malware

Cyber-attack

Cyber intelligence
Capability for cyber-attacks
Breach of information secu-

Terrorists
Terrorist organizations

Extremist movements

automated control systems
and their functioning

Special communication net-
works

rity
Foreign states Information telecommuni- | Cyber-attack
cation networks and their Cyber intelligence

Cyber malfunction
Disturbance of ICT systems
Monopoly of software pro-
duction

Exploitation of dominant
position in information
space

2 Jyvéskyla University (JYU) has purchased Atlas.ti licenses for the students and the
use of Atlas.ti is both supported and trained by JYU
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Another reason to recode the data is that after the first tabulation at the end of
2016, a significant amount of new cyber security related documentation was pub-
lished in Russia. In July 2016, Russian parliament approved the so-called Ya-
rovaya laws (FZ-374, 2016, FZ-375, 2016), which included an expansion of au-
thority for law enforcement agencies, new requirements for data collection and
mandatory deciphering in the telecommunications industry. A new Russian in-
formation doctrine was published in December 2016 (UP-646 2016) and the Law
on security of CIIRF (FZ-187, 2017) in July 2017.

The draft of law (PZF 608767-7, 2018) which aims to improve Russian digital
sovereignty by creating the technical and operational capability to isolate the
Russian segment of Internet from the global Internet was in the process of being
passed in the Duma in the winter of 2018-2019. This Federal Law on Amend-
ments to the Federal Law on Communications and to the Federal Law on Infor-
mation, Information Technologies and Information Protection was signed by
President Putin at the beginning of May 2019.

The third reason for recoding the data was because the thesis discussed not
only cyber threat perception but also the response to that threat. This meant that
the data which had coded been earlier for my master’s thesis but only for threat
perception, had to be recoded. The application of grounded theory in data anal-
ysis started with the collection of documents. Official documents were collected
to Atlas.ti from the website of the corresponding ministry, agency, or other state
organs. Figure 10 presents an extract of the list of documents in Atlas.ti.

Documents Edit Miscellaneous Output View
B P X MOE~| G seorcnName X|

Id Name

( ™, P116 2017z Proekt PFSB zakonalist of Information to GOSSOPKA_20171226.pdf
", P117 2018ae UP-98 Changes to list of state secrets.pdf
*=/P118 2017h PFSTEK-239 demands for security of objects of KIIRF.pdf
=/ P119 2017k UP-569 FSTEC_changes to UP-1085 2004 Kil.pdf
*/P120 2017i PPP Use of resources of NET to secure functioning Kil.pdf
"/ P121 2017q PPP-State control on objects of Kil.pdf
=/ P122 2017n FZ- 327 Roskomnadzor block undesirable organization pages.pdf
®#P123 2017f PFSTEK-235 creating security system of KIIRF.pdf
*/ P124 2006h PFZ Securing IS critical important objects.pdf
®/P125 2013iFZ-135 protecting children from homopropaganda.pdf
=/ P126 2013j FZ-398 Roskomnadzor block extremist pages.pdf
™/ P127 20131 FSTEK-17 protection of information without state secret.pdf

FIGURE 10 Part of the list of documents in Atlas.ti
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3.2.2 Open Coding and Axial Coding

In open coding the documents were read line by line to find basic concepts re-
lated to the cyber threat and response to that threat and to define their features
and dimensions. The lower-level concepts form the basis for the grouping of the
higher-level concepts. The examples of the concepts found in the data of this the-
sis are critical information infrastructure of the Russian Federation, cyberspace
attack and critical object of the information infrastructure.

The higher level concept information infrastructure of the Russian Federa-
tion includes, for example, lower-level concepts such as objects of information
infrastructure and the telecommunication networks used to organize the interac-
tion of these objects. The higher level concept cyberspace attack includes, for ex-
ample, lower level concepts such as denial of service attack(DoS), decentralized
denial of service denial attack (DDoS) and advanced persistent threat (APT) at-
tack. More than two thousand words or combinations of words describing or de-
tining lower or higher level concepts were found from the data.

In categorization, the concepts are grouped into categories, meaning groups
based on the corresponding phenomenon. The categories of cyber threat which
emerged from the data during open coding are as follows:

objects (targets) of the cyber threat

subjects (sources or factors) of the cyber threat

Tactics, techniques and procedures (TTP) of the cyber threat
e consequences of the realized cyber threat

The categories of Russia’s response to the cyber threat, that is, the categories of
cyber defense emerging from the data, are the following:

objects of cyber defense, targets of the cyber threat

e subjects of cyber defense, actors responding to the cyber threat

e Tactics, techniques and procedures (TTP) of cyber defense

e The aims of cyber defense

e limitations and problems of Russian cyber defense

The codes used for categorization of the concepts of Russian cyber threat percep-
tion are presented in Table 2. The codes used for categorization of the concepts
of Russia’s response to cyber threat are presented in Table 3. The names of cate-
gories emerged during the coding process. When, for example, a concept related
to the object of cyber threat was found in the text for the first time, a new category
was established, Object of Cyber Threat. After that, all other concepts related to
the object of cyber threat, which were found later in the text, were also coded as
Object of Cyber Threat. Defense TTP and Means of Cyber Defense, presented in
Table 3, were coded separately at the beginning of process, but they were later
merged because it was not always possible to separate means from tactics, tech-
niques and procedures.
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TABLE2  Codes for categorization of the concepts of Russian cyber threat perception

Code | Name of the Category Meaning/Remarks

TT Object of Cyber Threat Targets of (cyber) Threat

TS Subject of Cyber Threat | Threat Subject of the cyber threat

™ Means of Cyber Threat Threat Means, i.e. TTP used by an attacker
TR Result of Cyber Threat Consequences of the realized cyber threat

TABLE3 Codes for categorization of the concepts of Russia’s response to the cyber

threat
Code | Name of the Category Meaning/Remarks
DO Object of Cyber Defense Defense Objects (targets of the cyber threat)
DS Subject of Cyber Defense Defense Subject, responding to cyber threat
DT Defense TTP Defense Tactics, i.e. TTP used by defender
DM | Means of Cyber Defense Defense Means, i.e. TTP used by attacker
DA Aim of Cyber Defense Defense Aims, operative goals of defense
DL Limitation to Cyber Defense | Limitations of Russian cyber defense

Example of the conceptualization and categorization of open coding pro-
cess by using Atlas.ti is in Figure 11. A part of the text of the Information Security
Doctrine 2016 (UP-646, 2016) discussing computer attacks on Critical Information
Infrastructure of the Russian Federation has been found in the text, and marked
green. Then this part of the text has been coded. The codes assigned to this text
are means of cyber threat (TM), as Object of Cyber Threat (TT) and Object of
Cyber Defense (DO). After the codes, I written a short description: “computer
attacks to objects of KIIRF are becoming more complicated and frequent and
more coordinated 2016i”, where 2016i is the code for the Information Security
Doctrine 2016 (UP-646, 2016).

As a result of the conceptualization and categorization process a list of cat-
egorized concepts of the Russian cyber threat perception and response to that
threat was established. Figure 12 presents an extract of the list. The list was used
in axial coding to create connections and links between the concepts and catego-
ries created in open coding. Axial coding identified the core category, which rep-
resents the main theme of this study and has the greatest explanatory relevance
and highest potential for linking other categories together. The core category of
this research is Object of Cyber Threat.
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= P101: 2016i UP-646 information security doctrine of RF.pdf

M CKOOPIMHHOBAHHOCTH KOMIIBIOTEDHMX 4TAK Ha obsexTs $% ™™ TT DO info threat -computer attacks to abjects of KIIRF are coming me

KpHTHUeCKOH  MHAGOpMauMOHHOM  MHMPACTPYKTYPEl,  YCHICHHEM
pﬂ!BQ}IHB&‘I’CJIbI{GFI HEATENIBHOCTH ~ MHOCTPAHHBIX — roCyiapcTe B ﬁ”"ﬁ‘f“‘“il'“fi!"O'E\;HH“&‘\\‘QE\‘-CE activity to RF is increasing 2016i
orHomenun Pocculickoll Desepauud, a Takike HapacTaHHEM Yrpo3
NpUMeHeHHs HHOOPMALMOHHEIX TEXHONOTH B LE/ISX HaHeceHHs ymiepba
CYBEpEHHTETY, TEPPHTOPHANBHOH  LENOCTHOCTH, INONHTHYECKOH H
comansHoi crabunsroct Poccuiickoii denepaumy.

i 17. Cocrosrne HHPOPMAUHORHOH Ge30nacHOCTH B IKOHOMHYECKOH %% TM TR Inadequate level of Russian information technology 2016i
4 chepe  XapakTepHsyeTcs  HENOCTATOMHBIM  YPOBHeM  Pa3BHTHA
KOHKYPEHTOCIIOCOOHBIX ~ HHQOPMALHOHHBIX ~ TeXHOJOTMA M HX
HCONb3OBAHMS JULA _[IPOM3BOACTBA MNPOAYKUHH M _OKA3aHHA _YCIyT.
OcTaeTcs  BHICOKHM  YPOBEHb  3aBHCHMOCTH  OTEYeCTBCHHOH
NPOMBIILIEHHOCTH OT 3apyGEXHBIX MH(OPMAIMOHHBIX TexHonoruii B =" |
YacTH, KacalolleHca 3MEKTPOHHOK KOMMOHEeHTHOH ba3kl, MPOrpaMMHOrO
obecrieverus, BHIYHCIMTETLHON TeXHHKH M CPeICTB CBf3H, YTO
00yCNORNHBAET 3aBHCHMOCTb  COIHATBLHO-DKOHOMHYECKOT0 — Pa3BHTHA
Poccrifexolf Mefiepallii OT IeONONHTHYECKHX HHTEPECOB 3apyOemHbIX
CTpaH.

18. Coctosue uudopmalHOHHON GesonacHocTH B 06/1acTH HAyKH, ¥ ™™ low level R&D in future technologies 2016i
TEXHONMOrHH M 00pa3oBaHHA  XapaKTepH3yeTcd  HEAOCTATOYHOH
3())eKTHBHOCTHIO HAYYHBIX HCC/EOBAHNH, HANPABNCHHBIX Ha CO3/IAHHE
NEDCNEKTHRHEIX  HHMODMAIHOHHBIX  TEXHOMOTHH. HH3KHM  VDOBHEM Y

ﬁ TM info threat - increasing threat of causing damage to sovereignty, territo

L I % ™ dependence from foreign imported ICT and parts, software 2016

FIGURE11  Example of conceptualization and categorization process of the Information
Security Doctrine (UP-646, 2016) by Atlas.ti

Name

ﬁ‘ DM Organization of the d p of federal and regional programs to ensure information security and coordination of activities for their implementation 2000a

{2 DM Organizational-technical methods to ensure information security is formation of system for monitoring indicators and information security characteristics of infosecurit
Q DM organizational means 2016e

ﬂ' DM ORM = Obtaining information about events or actions (inaction) that create a threat to the state, military, economic, information or environmental security of RF 1995a
¥ DM Overcoming the information inequality 2013a

ﬁ' DM Overcoming the scientific, technological and technological dependence of the Russian Federation on external sources 2000b

ﬁt DM participating to creation of international system of information security 2016

'ﬂ' DM Phased connection of state and local authorities and other important objects to the information infrastructure of RF 2017aa

¥ om preventing access of malware to signinficant object of Cll 2017¢

% DM Prohibition of the development, dissemination and use of “information weapons”, 2000a

ﬁ‘ DM Promotes the formation of the system of international information security 2015a

ﬂ DM prosessing and saving personal data only in servers in Russian territory 2014h

Q DM providing comprehensive protection of information infrastructure of the RF , induding using GosSOPKA 2017aa

ﬂ' DM providing access to info-telecom network and info resource with limited access is prohibited 20171

{2 DM receiving computer information 2016d

'ﬂ‘ DM recovery functioning of significant object of Cll including creating and storing copy of information 2017ab

ﬁ’ DM Reducing the risk of using information and communication technologies for carrying out hostile acts and acts of aggression 2013a

'5‘3 DM regulate import of foreign ICT 2017aa

ﬁ’ DM replacing exported hardware and software by Russian products 2017aa

% DM replacing imported equipment, software and electronic component by Russian products increase the protection important for protection of information in the RF 2017
ﬁ‘ DM Requirements to ensure the security of critical objects of critical information infrastructure 2016e

ﬂ DM Requirements to equipment of ensuring IS of objects of Cll - no software updates or remote control from abroad 2018a

¥ DM Requirements to equipment of ensuring IS of objects of Cll - possibilty to update and modernizate by Russian forces 2018a

ﬁ' DM Requirements to equipment of ensuring IS of objects of Cll - technical support by Russian actors without foreign actors 2018a

Q DM role of bussiness = manage of cyber security of private owned Cll, Implementation and compliance with cybersecurity standards 2015d

ﬂ DM role of society = improvement of digital literacy and feedback of activity of bussiness and society 2015d

ﬁ DM Roskomnadzor tasks - cooperation with FSB to gain information about software -hardware which can be used for access to limited info resources 20171

i}! DM Roskomnadzor tasks - create and update list of forbidden/limited access info resources and networks 20171

¥ DM Russia's participation in the processes of creating and using global information networks and systems 2000a

FIGURE 12  An extract of the list of categorized concepts of Russian cyber threat percep-
tion and the response to that threat
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3.2.3 Selective Coding

In selective coding, the categories were integrated and grouped around and con-
nected with the core category, Object of Cyber Threat. The aim of selective coding
was to answer the three research questions:
e What is Russia’s cyber threat perception?
e What are the most important objects to protect in Russia’s cyber threat
perception?
e How is Russia responding to cyber threats?

According to Dey (2001), pattern, or model, is a collection of ideas that explain
the subject and a set of arguments describing the subject. This means searching
the story line, the core category of the research, to which other categories will be
associated. In selective coding, the relationship between the core category, Object
of Cyber Threat, and other categories was defined and selected for construction
of the story used to describe the phenomenon.

The categories were developed, according to guidance of Corbin and
Strauss (1990), on the basis of the relationships between features and the action
and interaction as well as on the consequences caused by these actions. For ex-
ample, when a category, such as Object of Cyber Threat, was created and this
category was identified in the data, there was a need to clarify some of the fea-
tures related to this category. Questions to clarify the features of category Object
of Cyber Threat could be, for example: What are the concepts belonging to this
category? What manifestations does it have? What performance does it require?
In selective coding, the coding of factors that can naturally be linked to this main
category is initiated. In selective coding, the data collection was targeted. The
core category, Object of Cyber Threat, emerged in the early phase of the research,
which helped to guide the data collection.

3.24 Grounding the Model

At the fourth phase of application of grounded theory as method for data analy-
sis the model of Russian cyber threat perception and threat response was con-
structed. The categories were bound around the core category, and the story of
the central phenomenon started to emerge. The story integrates and explains the
interdependencies between categories. The story was used as a guideline to reor-
ganize the categories until they were appropriate to the story and an analytic
version of the story, that is, a model of Russian cyber threat perception and re-
sponse to that threat, was produced. In the story the attacker, meaning the subject
of the cyber threat, tries to influence the object of the cyber threat using Tactics,
Techniques and Procedures (TTP). The defender, meaning the subject of cyber
defense, tries to defend the object of cyber defense using Tactics, Techniques and
Procedures (TTP).

According to Glaser and Strauss (1967), a model can explain or predict phe-
nomenon to be studied. In this thesis, the model provides understanding and
situation awareness and a point of view on the behaviour, in this case, Russia’s
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response to the cyber threat, and describes the Russian cyber threat perception
by discussing the following:

e objects and subjects of the cyber threat to Russia

e objects and subjects of Russian cyber defense

e tactics, techniques and procedures (TTP) of the subject of cyber threat to
Russia

e tactics, techniques and procedures (TTP) of the subject of Russia’s cyber
defense

e aims and limitations of Russian cyber defense

In this model, the subject of cyber threat means an actor who causes a threat to
Russia in or through cyberspace. Objects of cyber threat are the targets that are
by the subject of cyber threat. These objects of cyber threat are also objects of
Russia’s cyber defense, protected and defended by the actor of Russia’s response
to this threat, that is, by the subject of Russian cyber defense. TTP in this model
means the tactics, techniques and procedures used by the subjects of cyber threat
to Russia and by Russian cyber defense. The limitations of cyber threat refers to
technical, operational and other limitations which prevent or complicate the Rus-
sian response to cyber threats. The aims of Russian cyber threat refer to strategic
level aims related to cyber defense. Figure 13 presents the model of Russian cyber
threat perception (red in the figure) and the response to that threat (blue in the
tfigure).

Subject of Cyber Threat TTP of Cyber Threat

! !

Object of Cyber Threat » | i oF Cybecpfonse

Consequenses
of Cyber Threat

Limitations
Object of Cyber Defence _ of Cyber Defense
Subject of Cyber Defense TTP of Cyber Defense

FIGURE 13  The model of Russian cyber threat perception and response to that threat
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During the coding process, the category Object of Cyber Threat emerged as
the core category. Lower level concepts belonging to the category of Object of
Cyber Threat structured four higher level concepts: Russian National Interests in
Cyberspace, Information Infrastructure, Information, and the Russian Armed
Forces. The latter was studied as its own high-level concept, even though the tar-
gets inside Armed Forces are related either to information infrastructure or in-
formation and, in many cases, also to Russian National Interests in Cyberspace.
This is because issues related to the Armed Forces, both in cyber threat percep-
tion and their response, were typically discussed in documents that were sepa-
rate from the other issues.

The division into these high-level concepts is partly artificial, and the con-
cepts overlap each other. For example, information is typically stored, processed
or transmitted in information infrastructure. The division was used first to guide
the data collection and then to parse and to structure the phenomenon.

This model guided not only the data collection, but whole the study. The
results are presented next, in Chapter 4. The model also creates the starting point
and material for the research question: “How does Russian strategic culture ex-
plain Russia’s cyber threat perception and the response to that threat?” This ques-
tion is discussed in Chapter 5.



4 RUSSIAN CYBER THREAT PERCEPTION AND
RESPONSE TO CYBER THREATS

4.1 Russian Cyber Threat Perception

During the data analysis, described in Chapter 3, Object of Cyber Threat emerged
as the core category, from which four higher-level concepts emerged. These con-
cepts are Russian national interests in cyberspace, information infrastructure, in-
formation, and Russian Armed Forces. Article I, “Russia: A Cyber Fortress Be-
sieged,” written in early spring 2017, presents a fifth concept, Other Targets of
Cyber Threat, including for example electrical grids and the functioning of nu-
clear power plants and chemical and medical industries. This categorization was
changed after the passage of the Law on Security of Critical Information Infra-
structure of the Russian Federation (ZF-187, 2017), herein after CII Security Law,
in July 2017. The CII Security Law clarified the situation by defining that most of
these objects, which were categorized in the first article in Other Targets of Cyber
Threats are part of the critical information infrastructure, and belong to the
higher-level concept Information Infrastructure.

The four higher-level concepts partly overlap each other. For example, a
cyberspace attack through information infrastructure on information can influ-
ence the Russian Armed Forces and Russian national interests. Despite this par-
tial overlapping, the division of objects of cyber threat to these four higher-level
concepts is used as the framework of this thesis. This conceptualization was suf-
ficiently clear and well defined to support both data collection and analysis, and
serves as the framework for presenting the results of analysis. This chapter dis-
cusses, based on this conceptualization, first the objects and subjects of cyber
threats, then technological arrearage of Russia and finally Russia’s ways to re-
spond to cyber threats.
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4.1.1 Russia’s National Interests in Cyberspace

The first higher level concept of the core category is Russia’s national interests in
cyberspace. These interests include the inviolability of Russia’s constitutional
order, sovereignty, independence, political stability, national and territorial
integrity (UP-640, 2016). Russia’s national interests can be threatened in or
through cyberspace by external or internal subjects, which can be Western states,
extremists, terrorists and criminals. The penetration of foreign intelligence and
special services into Russian information networks is an interference in Russia’s
internal affairs and can damage political stability. Terrorist organizations and
extremists can also conduct cyber-attacks on Russian targets, in this manner
threatening Russian national interests (UP-24 2000; MDRF, 2014; UP-683, 2015;
SBREF, 2016).

In strategic level, the cyber threat to Russia is part of the wider threat to
Russia’s strategic interests. The use of the Stuxnet malware against Iranian nu-
clear facilities was the first example of new generation warfare and showed that
cyber weapon will at least partly be the "weapon of the century". A similar attack,
as Stuxnet attack was, on Russian targets could cause enormous damage to Rus-
sia's economy if it could not be countered (Orlov, 2011).

41.2 Information Infrastructure

The second higher level concept of is information infrastructure. The information
infrastructure of the Russian Federation is defined in the Information Security
Doctrine 2016 (UP-646, 2016) as

A complex of objects of informatization, information systemes, sites on the Internet, and
communication networks, which are located in the territory of the Russian Federation
and in the territories under jurisdiction of the Russian Federation or used as the bases
of international agreements of the Russian Federation. 3

The information infrastructure of the Russian Federation includes critical infor-
mation infrastructure, its components and functions, information telecommuni-
cation networks and their automated control systems, special communication
networks, telecom operators, and information processing and information secu-
rity (IS) management technology. The information processing and IS manage-
ment technology includes software, hardware, operating systems, encryption
keys and cryptographic protection systems (FZ-40, 1995; UP-334, 1995; FZ-5, 1996;
UP-24, 2000; FZ-152, 2006; MDRF, 2011; FZ-1, 2013; UP-31, 2013; SBRF, 2012;
SBREF, 2013; RBA, 2013; RCA, 2015; SBRF 2016; UP-646, 2016).

According to the Russian assessment, the exploitation of cyberspace (espi-
onage) and the possibility of cyberspace attacks on the Russian information in-
frastructure have increased. Cyberspace attacks against the critical information
infrastructure are becoming more complex, more frequent, and more coordi-

3 UP-646, 2016
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nated (UP-646, 2016), and these attacks can have a destructive impact on the in-
frastructure. Internal enemies such as terrorists and extremists are among those
creating the means to have this kind of destructive impact (UP-203, 2017). These
threats can result in a loss of control, the destruction of infrastructure, irreversible
negative change (or destruction) of the economy of the country or an administra-
tive-territorial unit or a significant, long-term deterioration in the safety of the
population living in these territories. This all causes a sense of vulnerability in
Russian leadership. (see FZ-5, 1996, UP-24, 2000; FZ-152, 2006; MDRF, 2011; FZ-
1, 2013; UP-31, 2013; SBRF, 2012; SBRF, 2013; RBA, 2013; RCA, 2015; SBRF, 2016;
UP-646, 2016)

Permanent war against Russian digital sovereignty is waged every day (Si-
novets, 2016). According to Nikolai Murashov, the Deputy Director of the Na-
tional Computer Incident Coordination Center, more than four billion computer
attacks on Russian critical infrastructure were detected in 2018 by the State Sys-
tem for the Detection of Warnings and Elimination of Computer Attacks (Gos-
SOPKA). More than 17,000 of the attacks were categorized as the most dangerous.
In 2017, the number of computer attacks on Russian critical infrastructure was
2.5 billion, of which 12,300 were classified as the most dangerous (Interfax, 2018).

41.3 Information

Information is third higher level concept. The information resources of the
Russian Federation consist of secret and confidential information (FZ-40, 1995;
FZ-61, 1996), state secrets (FZ-4524, 1993; FZ-5485, 1993; FZ-40, 1995; FZ-61, 1996;
SBRF, 2000; UP-646, 2016), business and service secrets (UP-188, 1997; FZ-149,
2006), personal and family secrets. Information resources also include
information necessary for society, open information resources and personal data
(FZ-152, 2006; SBRF, 2016).

The confidentiality, integrity and availability of information are targeted by
the intelligence services of foreign states (SBRF 2000), terrorist organizations and
cyber criminals (YA, 2009; SBRF, 2013; RBA, 2013; RCA, 2015). The tactics, tech-
nics and procedures of those violating Russian information resources include cy-
berspace attacks and cyberspace exploitation (cyberspace intelligence), including
unauthorized intrusions into information systems to steal, manipulate, forge,
change or destroy information or to block access to information. Concealment,
delay in receipt, distortion, leakage and destruction of operational information
are seen as threats to the information resources of the Russian Federation. Cyber-
attacks can be directed at the information saved in databases, processed in com-
puters or transmitted in telecommunication networks (UP-24, 2000; YA, 2009;
RBA, 2013; RCA, 2015). In addition, saving, processing and transmitting the in-
formation against regulations, technical malfunctions are mentioned as cyber
threats (SBRF, 2011).
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41.4 Armed Forces of the Russian Federation

The Armed Forces of the Russian Federation is the fourth higher level concept.
Foreign special services, terrorist organizations, and extremist movements are
targeting the information infrastructure, command and control structures and in-
formation resources of the Russian Armed Forces (MDRF, 2014). The main tar-
gets of possible cyberspace exploitation and attacks include strategic missile
warning and defense systems, air and space defense forces, and strategic missile
forces. The subject of the cyber threat, meaning the attacker, may try to weaken
the defense capability of these strategically important systems and forces (SBRF,
2013; MDREF, 2014).

During a pre-war period and in the first phase of any hostilities, the mobi-
lization of the Russian Armed Forces and the deployment of wartime troops to
operational areas are potential targets of cyberspace attacks. The logistical sys-
tems supporting mobilization and strategic deployment would also be targets of
cyberspace attacks before the outbreak of a war. The readiness of the Armed
Forces is also targeted by foreign intelligence services in peacetime (FZ-61, 1996;
YA, 2009; MDREF, 2010; SBRF, 2012; MDREF, 2014).

4.2 Technological Arrearage of the Russian Federation

One threat to Russia in cyberspace is the technological lag “of the Russian Feder-
ation in information and communication technology (ICT) from the leading for-
eign states. This gap limits Russia’s capabilities to respond to cyber threats (PP-
1895, 2000; UP-646, 2016). In 2013, Russia was estimated to be at least three to five
years behind the USA in ICT development and production (Eliseev, 2013) and
five-and-a-half years behind the USA in supercomputing technology (Moukin,
2013). This lag in the production, research and development of ICT has created a
dependence on foreign information technology, which in turn has created a sense
of vulnerability and weakened Russia’s cyber defense, facilitates cyberspace in-
telligence operations in Russia and gives Western special services an opportunity
to influence Russia’s information resources (UP-683, 2015; SBRF, 2016; UP-646,
2016). In the draft of the Information Security Doctrine (PUP-1, 2015), this lag is
recognized in the following statement:

The state of information security of the Russian Federation in the economic sphere is
characterized by the lag of the Russian Federation behind the leading foreign states in
the development of competitive information technology, including supercomputers,
and using them to create products and services based on them.>

4 The Russian word used by Russians in Information Security Doctrine 2000 and in the
draft of Information Security 2016 for the lag is orcraBanme, which can also be trans-
lated as arrear, arrearage, gap and retardation.

5 PUP-1, 2015
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It is interesting to note that the reference to supercomputers and the comparison
with the leading foreign states were deleted in the final version of the doctrine,
in which the above sentence appeared as follows:

The state of information security in the economic sphere is characterized by an insuf-
ficient level of development of competitive information technologies and their use for
production and services.®

4.3 Russia’s Response to Cyber Threats

4.3.1 Measures to Respond to Cyber Threats

Russia’s measures to respond to cyber threats consist of interconnected juridical,
organizational, intelligence, counter-intelligence, scientific-technical, informa-
tional-analytical, cadre, economic and other measures to predict, detect, contain,
prevent and repulse information threats and to liquidate their consequences (UP-
646, 2016).

These measures include Russia’s aspiration to create and acquire a gener-
ally accepted international treaty or code of conduct to prevent the use of ICT for
the violation of strategic stability and to protect the sovereignty of the Russian
Federation in information space (UP-646, 2016). Cyber defense against external
enemies and threats includes protection of critical information infrastructure and
increasing digital sovereignty by improving the readiness and capabilities to iso-
late the Russian segment of the Internet from the global Internet. Data retention
can also be considered a response to external cyber threats. The main measures
of the Russian response to internal cyber threats are increased surveillance of the
Russian segment of Internet, censorship, banning user anonymity and better user
identification online. Russian state authorities and Armed Forces have their own
special-purpose telecommunication networks that are totally or partly separated
from Internet. Russia has also tried to develop his own ICT research, develop-
ment and production partly as response to threat caused by the use of imported
Western ICT.

4.3.2 Pivot to International Agreements on Cyber Security

Russia has tried to respond to cyber threats by entering into international or bi-
lateral cyber security agreements and by drafting rules and codes of conduct
which would prevent the use of information technology for military purposes or
for terrorist, extremist or criminal purposes in cyberspace within the United Na-
tions and the Shanghai Cooperation Organization. Established in June 2001, the
Shanghai Cooperation Organization (SCO) is an intergovernmental organization
comprising Kazakhstan, Kyrgyzstan, Russia, the People’s Republic of China, Ta-
jikistan and Uzbekistan. The SCO’s main objectives are to strengthen mutual

6 UP-646, 2016
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trust and good neighbourhood relations, promote cooperation in the fields of
politics, commerce, economy, science, technology and culture, and in education,
tourism, energy and transport, and to develop and maintain peace, security and
stability in the region (SCO, 2019).

In July 2009, at the Summit in Yekaterinburg, the CSO member states ap-
proved an agreement on cooperation in the field of international information se-
curity. The purpose of the Yekaterinburg Agreement is to limit international
threats to information security, ensure the interests of the member states in infor-
mation security and develop an international information space. The major
threats to international cyber security are the development and use of cyber
weapons and the preparation and implementation of cyber war, cyber terrorism,
cybercrime, and using the dominant position in the information space of some
states to produce harm and damage to other states (YA, 2009).

In a letter to the UN Secretary-General in January 2015 (UNGA, 2015), the
SCO proposed acceptance of an International Code of Conduct for Information
Security. The letter contains 13 rules of conduct that SCO wish to commit to other
states. This Code of Conduct has not received much support, but it gives a good
insight into Russia’s view of the international legal regulation of the cyber envi-
ronment.

The Code of Conduct notes, as was stated already in the Yekaterinburg
Agreement, that Russia concerns that some states do not respect Russia’s sover-
eignty but try to influence Russian internal affairs also in the cyberspace. The
Code of Conduct states that online freedom may be restricted by legislation if it
is necessary to protect national security, public order, or public health or morality
(UNGA, 2015). That is why Russia is seeking international control of the Internet
and an international agreement on information security. This means, for example,
internationalization of critical internet management by transferring management
of the Internet from ICANN to the ITU (Tsernenko & Demidov, 2015).

Information security has been on the agenda of the UN Office for Disarma-
ment (UNODA) since 1998 by the proposal of the Russian Federation. Since 2004,
the Group of Governmental Experts (GGE) has been working under UNODA,
investigating cyber threats and measures to reduce them. During the fifth session
of the UN Group of Governmental Experts” (GGE) in June 2017, disagreements
emerged between Russia and the USA on the applicability of international hu-
manitarian law and the right to self-defence in cyberspace. Russia proposed a
resolution that consisted elements of a Code of Conduct of SCO, emphasizing
sovereign rights for states to protect their information space against cyber threats.
The GGE was not able to agree on a consensus report.

As a consequence of this disagreement, the United Nations General Assem-
bly (UNGA) approved, in December 2018, the proposal of the Russian Federation
to establish an Open-Ended Working Group (OEWG) in 2019 to develop the rules,
norms and principles of responsible behaviour of states (UNGA, 2018b). UNGA
also approved the creation of the next GGE, proposed by the USA (UNGA, 2018a).
Russia is also attempting to respond to cyber threat also in future by creating
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international legal norms, which would prevent the use of information technol-
ogy for military purposes or criminal or terrorist purposes within the United Na-
tions and the SCO. Russia has plans to draft regulatory legal acts in international
organizations concerning the sovereign right of states to determine information,
technological and economic policies in the national segments of the Internet no
later than March 2020 (APIS, 2017).

Russia has entered into an information security agreement with Belarus and
China. In December 2013, Russia and Belarus signed an agreement on co-opera-
tion in maintaining international information security. The agreement describes
threats to information space and then sets out common measures to combat
threats. The list of threats in the agreement corresponds to the list in the Yekate-
rinburg Agreement (RBA, 2013). In April 2015, the Russian Federation and China
signed a bilateral agreement on cooperation to maintain information security.
Russia and China have agreed on measures to combat cyber threats and increase
international information security (RCA, 2015). The measures are similar to those
already agreed on by the countries in the Yekaterinburg Agreement in 2009. The
agreement repeats the concerns expressed in the Yekaterinburg Agreement (YA,
2009) and the Code of Conduct (UNGA, 2015) about interference in Russia's in-
ternal affairs and the dissemination of harmful information.

According to Russia’s agreements with Belarus and China (RBA 2009; RCA,
2015), information space is threatened by the use of information communication
technology for attacks that violate the sovereignty, security or territorial integrity
of the state or threaten international peace, security or strategic balance or gener-
ating financial or other damage, including causing damage to information infra-
structure. Other cyber threats include terrorism and offenses including illegal in-
trusion into computer information, interference in internal affairs, disruption of
social order, destabilization of internal political and socioeconomic conditions,
and damaging state leadership.

4.3.3 Protection of Critical Information Infrastructure

One of Russia’s interests in cyberspace is to ensure the sustainable and uninter-
rupted functioning of the Critical Information Infrastructure of the Russian Fed-
eration, CIIRF (UP-646, 2016). The Russian Information Security Doctrine, pub-
lished in 2000, hereinafter IS Doctrine 2000, started to debate the protection of the
CIIRF. The core question of this debate was the roles and responsibilities of dif-
ferent state authorities in IS management of the CIIRF. After publishing the IS
Doctrine 2000, the protection of the CIIRF took almost two decades to be orga-
nized. The reason for the long debate was the power struggle over the division
of the responsibilities between private companies and state organizations such
as the Federation Security Service (FSB), the Federal Service for Technical and
Export Control (FSTEC), the Federal Service for Supervision of Communications,
Information Technology and Mass Media (Roskomnadzor), and the Russian
Armed Forces.

After two drafts laws for the security of the CIIRF (2006 and 2013), the State
Duma finally passed the third draft version, CII Security Law, in July 2017 (FZ-
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187, 2017). According to CII Security Law (FZ-187, 2017), the critical information
infrastructure of the Russian Federation includes objects of critical information
infrastructure as well as the telecommunication networks used to organize the
interaction of these objects.

The objects of the CIIRF are information systems, information and telecom-
munication networks, and automatic control systems operating in the following
sectors: defense, healthcare, transport, communications, credit and finance, en-
ergy and fuel, nuclear, rocket and aerospace, mining, metallurgical, and chemical.
The threats to the CIIRF include unauthorized access, destruction, modification,
blocking, copying, provision, and dissemination of information about an object
of the CIIRF (FZ-187, 2017).

The protection of CIIRF is tasked to the Federation Security Service (FSB)
and to the Federal Service for Technical and Export Control of the Russian Fed-
eration (FSTEC). The FSB operates the GosSOPKA, the state system for detecting,
preventing and eliminating the consequences of computer attacks on the infor-
mation resources of the Russian Federation (UP-620, 2017). The main task of Gos-
SOPKA is ensuring the security of the information resources of Russia from com-
puter attacks and maintaining the stable functioning of these resources in the face
of incidents caused by computer attacks (SBRF, 2014; UP-620, 2017).

The FSB established and operates the National Coordination Center for
Computer Incidents (NCCCI)’, as well as regional and territorial information se-
curity operations centres (ISOC). The GosSOPKA ISOCs are to be established in
the Russian Federation at the federal district® and subject? level. The ISOCs can
be operated by the FSB, or they can be departmental or corporative ISOCs. At the
administrative departmental level, a state body can establish a departmental
ISOC10 to protect the information resources of an administrative branch or de-
partment. State corporations, telecom operators and other organizations that
carry out licensed activities in IS can establish and operate corporative ISOC to
protect their own information resources.

The tasks of ISOCs include collecting and analysing information about com-
puter attacks and computer incidents, responding to threats, and eliminating the
consequences of computer incidents in information resources. (PFSB-366, 2018.)
All the regional ISOC’s are planned to have full operational capability no later
than in March 2024 (APIS, 2017).

The role of the FSTEC in the protection of the CIIRF is identification and
categorization of the objects of the CIIRF and instructing the measures to protect
categorized objects. Significant objects of the CIIRF are categorized into Category
I, IT or III, based on the social, political, economic, and environmental significance

HarrroHasmpHBIV KOOPAVHAIIMOHHBIV IIEHTP 110 KOMITBIOTePHBIM MHIIVIeHTaM

8 A federal district is a grouping of the federal subjects for the convenience of opera-
tion and governing by federal governmental agencies. There are eight federal dis-
tricts in the Russian Federation.

9 The subjects of the Russian Federation are the main administrative division in Russia.
The federal subjects can be oblast, republic, krai, okrug, federal city or autonomous
oblast

10 BeIOMCTBEHHBIVI IIEHTP
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or based on the significance for the country’s defense, state security, and law and
order. Category I is for the CIIRF’s most significant objects.

After the categorization, the FSTEC provides requirements to ensure the se-
curity of categorized CIIRF objects and information and telecommunications net-
works and, in cooperation with the Ministry of Telecom and Mass Communica-
tions of the Russian Federation, includes them in the registry of significant CIIRF
objects. For the banking and finance sector, the FSTEC sets requirements in con-
sultation with the Central Bank of the Russian Federation. The subject of the
CIIRF, meaning the owner or the user of the significant object of the CIIRF, is
obliged to follow FSTEC instructions and establish security arrangements corre-
sponding to the CIIRF object’s category.

The FSTEC is authorized to evaluate the security arrangements of the ob-
jects included in the registry (FZ-187, 2017). The State Research and Testing In-
stitute for Technical Information Protection Problems!!, which is part of the
FSTEC, maintains a database of information security threats (PFSTEK-17, 2013).
The database, which can be found at bdu.fstec.ru, was opened to public use in
March 2015.

4.3.4 Improving Digital Sovereignty

The defense of Russia and the Soviet Union has traditionally been based on
strong military and security organizations and on the pursuit of easily defended
borders and buffer zones between any possible attacker and Russia’s main terri-
tory. To secure digital sovereignty, Russia is planning to create easily defended
borders in cyberspace by creating technical and operational readiness to discon-
nect the Russian segment of the Internet from the global Internet.

At the beginning of May 2019, President Putin signed a Law on Amend-
ments to the Federal Law on Communications and on the Federal Law on Infor-
mation, Information Technologies and Information Protection, herein after the
RuNet Law (FZ-90, 2019). The aim of the RuNet Law is to improve Russia’s dig-
ital sovereignty and to ensure the sustainable operation of the Russian segment
of the Internet in the case of cyberattacks and other aggressive actions from
abroad. The foreword to the Draft of the RuNet Law 2019 names the United States
as Russia’s main cyber threat and notes that Russia must take measures to secure
the long-term and stable functioning of the Russian segment and improve the
reliability of Russia’s Internet resources (PZF 608767-7, 2018).

The idea of the RuNet Law (FZ-90, 2019) is to respond to cyber threats by
isolating the Russian segment of the Internet from the global Internet and mini-
mizing the amount of Internet traffic crossing Russian borders and transferring
through foreign exchange points and servers outside Russian borders. In 2018,
half of Russian traffic was transferred through foreign servers. In 2019, the
amount is 40% of all traffic of Russian segment and according to implementation

1 I'ocyapcTBeHHBIN HayYHO-MCCIIe0BaTeTLCKII VICITBITaTe IbHBIVE MHCTUTYT ITpo0JIeM
TeXHUYeCKOV 3allUThl MHpOopManym
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plan (APIS, 2017) of the Russian Digital Economy program, the amount will be
10% by 2024.

According to RuNet Law, to support Roskomnadzor Internet operators are
obliged to install on their networks “technical equipment to counter threats to
stability, security and integrity of functioning of the Russian segment of the In-
ternet.” Using this equipment, Roskomnadzor can block prohibited websites and
other Internet resources including Telegram Messenger and VPN services. The
wording of the RuNet Law is imprecise and the details will probably be in the
guidance documents of Roskomnadzor and other state authorities (FZ-90, 2019).

Another imprecise wording of the RuNet Law is the part of the text discuss-
ing the creation of Russia’s own autonomous domain name system (DNS) no
later than the end of 2020. DNS translates URL!? names into IP'3 addresses and
directs the user traffic to the servers. There are 13 DNS root name servers in the
global Internet. The root name server contains information about the addresses
of the lower level DNS servers, such as the .ru- and .rf domains used in the Rus-
sian segment of Internet. For example, when asking for the IP address of
www .kremlin.ru, the query goes first to one of those 13 DNS root name servers
with the question about the IP address of the DNS server, to whom belongs the
IP address in the ru.-domain. Then this server is asked the IP address of the DNS
server to whom belongs the IP addresses related to kremlin.ru. Finally, this DNS
server will answer with the IP address of www .kremlin.ru.

Technically, it would be complicated, even impossible, to create a new, 14th
DNS root name server that was Russia’s own. One solution could be that Ros-
komnadzor’s equipment, installed in Internet operators’ networks, would also
control and coordinate DNS queries, not directing the query to one of the 13 root
name servers but by imitating the DNS root name server and directing the query
to ru. or rf. server. If the query contains a request for other IP addresses than
those belonging to ru. or rf. servers, it could be blocked.

When the RuNet Law is implemented, all the Russian internet traffic cross-
ing Russian borders is transferred through registered Internet exchange points
(IX points). Roskomnadzor will establish a traffic-exchange registry. Service pro-
viders and companies would be forbidden from using Internet exchange points
that are not on the registry. The exchange points would be banned from connect-
ing to companies that do not comply with regulations and rules on the use of the
Internet. The traffic between Russian internet segment and the global Internet
can be monitored and the connection can be cut at these IX- points (FZ-90, 2019).

By the end of 2019, Roskomnadzor will establish the Center for Monitoring
and Managing a Public Communication Network (APIS, 2017). The tasks of the
centre include the monitoring of Internet traffic and Public Communication Net-
work (PCN); collecting information on IP addresses and autonomous system

12 A uniform resource locator (URL) is a reference to a web resource that specifies its
location on a network and a mechanism for retrieving it (RFC 1738, 1994).
13 An Internet Protocol (IP) address is a numerical label assigned to each device con-

nected to a network using the Internet protocol for communication (RFC 760, 1980).
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(AS)* numbers and communication between them, and traffic routing; and up-
dating information on the topology of the PCN, operating the Internet exchange
registry, and adjusting the country’s traffic routing. The centre will also manage
equipment used to ensure the security of the Russian segment of Internet and the
tiltering system for Internet traffic used by children. The number of employees
in the centre will be 70 (PP-528, 2019). The centre will probably reach initial op-
erational capability (IOC) in 2021-2022 and full operational capability (FOC) in
2024-2025 (PP-528, 2019). The system’s efficiency will be checked and improved
through regular exercises, participation in which would be mandatory (PZF
608767-7, 2018).

4.3.5 Data Retention Policy

A data retention policy means a state or organizational policy for storing col-
lected for operational use information and ensuring that this information is
stored, processed and deleted according to legislation and other regulations. The
aim of data retention is to keep important information for future or for reference
use and, to organize information so it can be easily searched, accessed and then
deleted when it is no longer needed (Rouse, 2014).

The main idea of Russian data retention policy is to store and to process

Russian data in information systems locating in the territory of the Russian Fed-
eration. The purpose of storing and processing the data in Russian territory is to
protect the data against foreign cyberspace exploitation (intelligence) but also to
keep the information accessible for Russian security authorities.
In Russia, authorities started to pay attention to digital data retention in the be-
ginning of 2010s. The Data Retention Law (FZ-242, 2014) requires the operators
to process and to store personal data of Russian citizens in servers physically lo-
cated in Russia. Operators had to provide access to this data to Russian authori-
ties. The law applies to foreign companies as well if they are processing or storing
the personal data of Russian citizens. Those operators that do not comply with
the requirements can be subsequently blocked.

In July 2016, President Putin signed two laws of counterterrorism measures,
called the Yarovaya Acts. The laws pose new obligations to the companies that
enable the use of instant messaging, social networks, operators of multiplayer
games and various websites enabling user-generated content or messages and
other companies supporting online communications. Telecom operators are
obliged to store, in servers in Russian territory, the content of all telephone calls
and SMSs for six months and their metadata for three years, supply them with
the personal data of users, and provide that information to law enforcement au-
thorities if needed. Organizers of information distribution on the Internet must
provide decryption keys to the FSB (FZ-374; FZ-375, 2016). These measures are

14 An autonomous system is a set of routers under a single technical administration, us-
ing an interior gateway protocol and common metrics to route packets within the AS,
and using an exterior gateway protocol to route packets to other autonomous sys-
tems (RFC 1930, 1996).
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part of the data retention policy, but they also support surveillance of the Russian
segment of the Internet.

4.3.6 Surveillance of the Russian Segment of the Internet

The surveillance and monitoring of the Russian Internet traffic are part of the
struggle of Russian authorities against internal cyber threats. In Soviet Union, the
security services had a strong influence to Soviet society and people’s life. The
Committee for State Security of Soviet Union, the KGB was responsible for inter-
nal security and foreign intelligence since 1954 including signal intelligence
(SIGINT). After the Soviet coup d’état attempt in August 1991, the KGB was di-
vided into three parts - foreign intelligence, security service and SIGINT. The
Foreign Intelligence Service (SVR) took over the foreign intelligence activities of
the KGB (Global Security, 2014a). The internal security functions of the KGB were
assigned to the Federal Counterintelligence Service (FSK), which in 1995 was re-
organized into the Federal Security Service (FSB) (Global Security 2014b).

The KGB’s 8th Directorate (government communications) and 16th Direc-
torate (Signal Intelligence) were combined into the Federal Agency for the Gov-
ernment Communications and Information, FAPSI in 1991. In 2003, FAPSI was
reorganized into the Special Communications and Information Service. (N&O
Column, 2009.) In the same year, the FSB took over Special Communications and
Information Service. Primary functions and tasks of the FSB include law enforce-
ment, counterintelligence, domestic surveillance, and internal intelligence func-
tions including internet surveillance and operative-investigation activity. Ac-
cording to the Russian Federation legislation, operative investigation activity10
is the following;:

activity carried out publicly and privately operational units of state bodies authorized
by the present Federal Law, within their powers by conducting search operations in
order to protect life, health, rights and freedoms of man and citizen, property, security,
society and the state from criminal encroachments. (FZ-144, 1995, PMS-6, 2008)

In carrying out operative investigation activity, the security organizations of the
Russian Federation can control postal, telegraph and other communications, lis-
ten to telephone conversations, collect information from technical communica-
tion channels and acquire computer information. In the operations, they can use
information systems and other technical and other means, without prejudice to
the life and health of people and do not harm the environment. The legal grounds
for carrying out operative investigation in addition to criminal cases are, for ex-
ample, the following (ZF-144, 1995; PMS-6, 2008):
e information about signs of a wrongful act being prepared, or committed,
even if there is insufficient data to resolve the question of a criminal case
e events or actions, endangering the state, military, economic, environmen-
tal or information security of the Russian Federation.
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The tool for FSB Internet surveillance is a system called SORM!5, the system of
the technical means to enable the functions of operative-investigation activity.
The operational capabilities of SORM systems have been improved from the
1990s SORM 1 to SORM 3. SORM 1 collected mobile and fixed line telephone calls.
SORM 2 also collects Internet traffic (Slugin, 2012; Soldatov & Borogan, 2015).
SORM 3 collects all kinds of communication from social networks, Wi-Fi, e-mails,
Internet traffic, mobile calls, and voice-over-Internet protocol (Soldatov &
Borogan, 2015).

Telecom operators and Internet service provider shad to apply for a license
for the commercial and other activities from Roskomnadzor, which approves the
applications in cooperation with the FSB. The applicant signs an agreement with
the FSB on cooperation in internet monitoring (TAdviser, 2016). Internet service
providers (ISP) are required to provide the FSB with statistics on Internet traffic
that passes through their servers. ISPs are also required to install SORM devices
on their servers, routing the traffic in real time through the FSB’s local offices (PP-
538, 2005). If the operator is small, instead of installing a SORM system and
providing a connection to the local FSB post, FSB can ask the operator to run
tcpdump on the traffic of interest (TAdviser, 2016).

In April 1995, President Boris Yeltsin signed a decree on data encryption in
Russia (UP-334, 1995) which restricts the use of encryption software to only those
programs approved by FAPSI. For a company in Russia to use encryption it must
be preregistered with FAPSI. To register with FAPSI, users are required to assess
the degree of confidentiality needed. The decree provided no indication as to
what methods of encryption (if any) are authorized by FAPSI, and users must
consult the encryption providers who can only discuss encryption upon gaining
clearance from the FAPSI registration authorities. The decree also instructed the

Russian Federation Customs Committee to ban the import of any encryption fa-
cilities which lack a FAPSI-approved license (UP-334, 1995).

4.3.7 Censorship in the RuNet and the Ban on Anonymity

After the demonstration in December 2011 against the Russian parliamentary
election results, Russian leadership realized that the Internet can be used to
spread information and bypass the official information channels and agitate peo-
ple to participate in demonstrations. For this reason, they introduced legislation
for censorship of the Russian segment of the Internet and to ban user anonymity
online. Even though censorship and the banning of user anonymity are mainly
not information-technological (i.e. cyber) but information-psychological issues,
they are discussed in this section.

The legislation process to block unwanted websites started in 2012. The
“Black list” Law (FZ-139, 2012) protects children from harmful information on
drugs and suicides as well as from child pornography. According to the Black
List Law, Roskomnadzor informs the website’s owner about forbidden content.

15 Cucrema TeXHIYECKIX CPEIICTB I oOecriedeHss PYHKIINT OIIepaTHBHO-PO3BICKHBIX Me-
porpvisaTIL
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If the content is not removed within three days, Roskomnadzor requires Russian
telecommunication operators to block any access to this site (FZ-139, 2012).

In 2013, two laws were passed mandating Roskomnadzor to block websites
containing harmful or extremist material. Amendments to the Federal Law on
the Protection of Children (FZ-135, 2013) defines information on participation in
unsanctioned protests or riots harmful to the health and development of children.
Roskomnadzor can block access to these harmful pages. Amendments to the Fed-
eral Law on Information, Information Technology and Protection of Information
(FZ-398, 2013) allows Roskomnadzor, at the request of the prosecutor-general’s
office (PGO), to block access to information classified by the PGO as extremist or
threatening to public order without a court order.

In late autumn 2017 (FZ-327, 2017), Roskomnadzor was mandated to block
access, without court order, to information which is produced by proscribed or-
ganizations and which promotes protests or mass riots or provides access to such
information. In April 2018, Roskomnadzor was mandated to block access, accord-
ing to court order, to information and content defaming a public figure or com-
pany if the information is not removed (FZ-102, 2018).

In 2014, Russian authorities started to develop legislation to ban anonymity
in the Russian segment of the Internet and improve identification of Russian in-
ternet users. Amendments on Federal Law on Information, Information Technol-
ogies and Protection of Information, herein after the Blogger Law (FZ-97, 2014),
requires a blogger, with a site with more than 3,000 daily visitors, to officially
register with Roskomnadzor. The Blogger Law defines a person who is able to
receive, transmit, deliver or process the electronic messages of Internet users as
an organizer of distribution of information (ODI). An ODI is obliged to retain and
store Russian user data for six months and disclose that information to law en-
forcement authorities. A governmental decree (PP-758, 2014) issued in July 2014
obligates Internet users, when connecting to Wi-Fi, to supply his telephone num-
ber, and Internet providers to retain and make this data available to the authori-
ties for six months.

In July 2017, two laws were signed improving identification of users and
banning user anonymity in communication networks. Providers of messaging
applications (FZ-241, 2017) were obliged to ascertain the identity of users and
telephone numbers. Telecom operators were required (FZ-245, 2017) to activate
only SIM cards registered with user identification. The Amendment to the Law
on Information (FZ-276, 2017) prohibits virtual private network (VPN) services
and Internet anonymizers in Russia. The law (FZ-276, 2017) gives Roskomnadzor
authorization to block sites that are forbidden or which provide instructions on
how to circumvent government blocking, allows Roskomnadzor to cooperate
with the FSB to identify users of anonymizers and block them.

4.3.8 Special-purpose Telecommunication Networks
The unified telecommunication network of the Russian Federation consists of tel-

ecommunication networks of the following categories located in the territory of
the Russian Federation:
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e public communication network

e dedicated communication networks

e technological communication networks connected to the public commu-
nication network

e special-purpose communication networks

e other communication networks

The public communication network is intended for the provision of telecommu-
nication services to any user of telecommunications services in the Russian Fed-
eration. The public communication network has access to public communication
networks of foreign countries. In the future, when the RuNet Law is enacted, this
connection to abroad will be operated through registered IX points where au-
thorities can monitor the traffic. Dedicated telecommunication networks!® are
providing telecommunications services to a limited number of users or groups of
users. Dedicated networks can interact with each other.

Dedicated communication networks do not have access to the public com-
munication network, nor to the public communication networks of foreign coun-
tries. Technological communication networks are designed to ensure the produc-
tion activities of organizations and the management of technological processes in
production. Technological communication networks can be connected to techno-
logical communication networks of foreign organizations only to ensure a single
technological cycle.

Special purpose communication networks are intended for the needs of
state authorities, the needs of national defense, state security and law enforce-
ment. Service of Special Communications and the Information Service of the Fed-
eral Security Service (FSO) of the Russian Federation ensures the operation,
maintenance and development of the t Russian State Network, RsNet (PFSO-487,
2009). One of the special-purpose communication networks is the Single Net-
work of Data Transmission (SNDT) for state agencies of RsNet, which is used by
federation- and subject-level state organizations, such as the following (PFSO-
443, 2016):

¢ Administration of the President of the Russian Federation

e Office of the Council of the Federation of the Federal Assembly
e Office of the State Duma

e Office of the Government of the Russian Federation

e the offices of the Constitutional Court

e the Supreme Court

e the Supreme Arbitration Court

e General Prosecutor’s Office

e Investigative Committee at the Prosecutor’s Office

Another special purpose communication network is Russian Armed Forces” own
closed intranet. This intranet is called the Closed Data Transmission Segment

16 BrimerieHHas ceTh CBSI3U
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(CDTS)" and it is not connected to the global Internet. CDTS is constructed on
the leased infrastructure of Rostelecom, Russia’s biggest telecom operator. The
computers of CDTS are protected against, for example, connections by uncerti-
tied USB drives and external hard drives. The system has its own e-mail service,
which allows the transfer of sensitive information, including secret and top secret
documents (Rjabov, 2019).

The Armed Forces of the Russian Federation have begun to create a closed
digital communication system called the multi-service transport communica-
tions network (MTSS). The first phase of work will be completed by the end of
2019, and the project will be fully implemented in two years. MTCC will not have
traffic exchange points connecting it with the Internet. MTSS will be based on its
tiber-optic networks divided into zonal trunk channels. The archive will be lo-
cated on the servers of the Ministry of Defense and will be constantly duplicated
in order to preserve data in case of damage to one of them. This means the army
will receive its own private cloud storage. In addition, MTSS will have its own
search engine (Ramm, Kozatsenko & Stepovoi, 2019).

4.3.9 Effort to Replace Imported ICT with Russian-produced ICT

For Russia, one of the most difficult questions to respond to cyber threats is that
the country is lagging behind the leading foreign countries in the development
of competitive information technology, including supercomputers. This gap
strengthens the Russian perception of its strategic vulnerability in cyberspace.
For almost twenty years, Russia has tried, without success, to replace imported
ICT software with Russian-made counterparts, and it seems that they will not
succeed in the near future either. Russia is attempting to compensate for this lack
mainly by isolating the Russian segment of the Internet and by protecting the
CIIRF.

One of the ways to correct Russia’s technical backwardness in ICT and pro-
tect it against cyber threats is to develop the country’s own IT sector by improv-
ing its research, development, and production of information technology (UP-
646, 2016). To improve the security of its information infrastructure, Russia has
to replace imported ICT software and equipment with Russian-made counter-
parts and lay the foundation for technological independence in ICT production
(UP-203, 2017). President Putin (2018) stated that Russia needs to build its own
digital platforms, ones that should be compatible with the global information
space. The ISD 2000 (PP-1895, 2000) had already identified the backwardness of
Russian ICT as one of the main threats to the country’s information security.

In January 2016, following the results of the Internet Economy Forum, Pres-
ident Putin ordered the establishment of the Competence Center for Import Sub-
stitution in Information and Communication Technologies (CICT). CICT is an
autonomous non-profit organization, the task of which is to solve practical, meth-
odological and organizational issues related to the implementation of state policy
on import substitution. The tasks of the CICT are support of state bodies and

17 3aKphITHIV cerMeHT epenauvt gaHHb! (3CIT)
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organizations on the issues of import substitution of software and ICT equipment,
and the identification of barriers and factors that impede import substitution in
the field of ICT and the preparation of proposals for their elimination (CICT,
2019). The aim of activities of CICT is to ensure technological independence and
security of hardware and data processing infrastructure. CICT is planned to have
tull operational capability no later than in March 2020. The aim is that by no later
than the end of 2024 all the objects of information infrastructure of the Russian
Federation, including data processing, will use Russian-made computers, servers
and communication equipment (APIS, 2017).



5 INTERPRETATION OF RUSSIAN CYBER THREAT
PERCEPTION

5.1 Theory of Strategic Culture

The concept of political culture, defined as a subset of the beliefs and values of a
society related to the political system, was developed in the 1960s (Almond &
Verba, 1963). In 1977, as a researcher from RAND?'8, Jack L. Snyder implemented
the ideas of political culture in security studies in his study The Soviet Strategic
Culture. He stated that it is possible to understand and to explain Soviet strategic
thinking and state behaviour, which he called strategic culture, by identifying
historical, institutional, and political factors influencing on Soviet leadership’s
strategic thinking (Snyder, 1977). After Snyder, the theory of strategic culture de-
veloped through three generations of scholars, each with their own conceptual
and methodological approach (Johnston, 1995a). The theory of strategic culture,
including its evolution, insights and shortcomings, is discussed in article IV,
“Strategic Culture Theory as a Tool for Explaining Russian Cyber Threat Percep-
tion” (Kari, 2019) and in article VI, “Theory of Strategic Culture: an Analytical
Framework for Russian Cyber Threat Perception” (Kari & Pynnoniemi, 2019).

In his book Cultural Realism: Strategic Culture and Grand Strategy in Chi-
nese History (1995b), Alastair Iain Johnston, one of the most important represent-
atives of the third generation of strategic culture research, studied the character
and linkages of Chinese strategic culture to the use of military force against ex-
ternal threats. In his methodological framework, cultural orientations were the
independent variable and military strategy was the dependent variable. John-
ston’s definition for strategic culture is the following:

18 American nonprofit global policy think tank, offers research and analysis to the US
Air Forces
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An integrated system of symbols (e.g. argumentation, structures, languages, analogies,
metaphors), which acts to establish pervasive and long-lasting grand strategic prefer-
ences by formulating concepts of the role and efficacy of military force in interstate
political affairs, and by clothing these conceptions with such an aura of factuality that
the strategic preferences seem uniquely realistic and efficacious. (Johnston, 1995b)

Strategic culture (Johnston, 1995b) is a set of persistent and consistent historical
patterns of how state leadership thinks about the use of force to achieve political
goals. The preferences originate in the historical experiences related to the threat
and use of force by the state and are influenced by the philosophical, political,
cultural, and cognitive experiences and characteristics of the state. (Johnston,
1995b)

According to Johnston, strategic culture consists of a central paradigm and
a set of strategic preferences. The central paradigm describes the nature of the
conflict and the perception of the enemy and threat as well as how to respond to
that threat. Strategic preferences are assumptions about what options are the
most effective against a particular threat (Johnston 1995a). Different states have
their own strategic culture, developed over a long period. Factors influencing
strategic culture might be historical, technological, political or organizational.
Knowing these factors might make it possible to explain how and why a state
experiences a threat in a certain way. Understanding the strategic culture of an-
other country is vital because it helps to understand its strategic policy variables
and the underlying threat assessments and situational awareness in specific sit-
uations (Booth, 2005). This supports drawing of estimations and predictions on
state behaviour in specific situations in the future.

Strategic choices are based more on historically rooted strategic preferences
than, for example, on changes in the strategic environment (Johnston, 1995b).
Strategic culture can change, but it changes slowly. Factors, which can change
strategic culture are external shock, disharmony and a clash of the core principles
of strategic thinking, and the state leadership can change strategic culture by
adopting a new approach to foreign policy questions. (Lantis, 2006.) External
shock can change nation’s historical narratives and construct new alternative
norms. An example of the influence external shock to strategic culture, is the
change of German politics because of the humanitarian catastrophe in Bosnia in
the 1990s. The essence of German strategic culture after the World War II, paci-
fism, hindering use of military forces outside Germany, was replaced by the
sending troops to Bosnia for IFOR- operation.

An example of disharmony and a clash of core principles of strategic think-
ing is Japan, which had refrained from use of military force until it sent military
personnel to the United Nations peacekeeping operation in East Timor for pro-
tect democracy. Third factor changing strategic culture is the role of state leader-
ship. Leaders can follow the direction of strategic culture or they can change stra-
tegic culture by adopting a new approach to foreign policy questions. The coun-
termeasures taken by the USA after the 9/11 attack is an example of change of
strategic culture caused by these three factors. The external shock made the
leader, President Bush, declare war on terrorism, which was a shift to a new kind
of policy in a new kind of threat environment. New policy changed the centre of
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gravity to homeland defense and gave rise to a new doctrine of pre-emption with
the use of military forces, which can be considered disharmony and a clash of the
core principles of strategic thinking (Lantis, 2006).

This thesis argues that the theory of strategic culture is a suitable theory for
exploring and explaining the Russian vision of cyber conflicts, its enemies, cyber
threats and preferences for responding to cyber threats. Russian cyber threat per-
ception is not a separate part of Russian general threat picture and it can be ex-
plained and examined by using the theory of strategic culture. Theory of strategic
culture is used in this thesis to interpret and to explain the results of data analysis
presented in Chapter 4. In this thesis is applied Johnston’s definition of strategic
culture and his methodological framework. Even though Johnston’s analytical
framework is almost 25 years old, it was selected as the theory for this thesis be-
cause Johnston’s approach is still valid. The division of strategic culture into a
central paradigm and strategic preferences provides a sufficient framework to
explain the Russian cyber threat perception and the country’s response to cyber
threats. The central paradigm of Russian strategic culture corresponds to the Rus-
sian threat perception and strategic preferences correspond to Russia’s response
to such threats. The factors influencing Russian strategic culture are independent
variables. The central paradigm and strategic preferences of Russian strategic
culture are then viewed as dependent variables.

This chapter answers research question “How does Russian strategic cul-
ture explain Russia’s cyber threat perception and its response to that threat?”.
First, the factors and elements of Russian strategic culture are described. After
that, Russian cyber threat perception and Russia’s response to that threat is ex-
plained and interpreted in the light of Russian strategic culture.

5.2 Russian Strategic Culture

Factors influencing strategic culture can be historical, geographical, and political
or they can relate to organization or technology. According to Johnston (1995b),
historical factors have a predominant influence on the formulation and outcome
of a state’s strategic culture. These historical factors are influenced by the political,
cultural and cognitive characteristics of the state. Technology, threat level and
organizational structures are of secondary importance. This thesis composes the
factors that influence Russia’s strategic culture into four groups: history, geogra-
phy, technology, and the political system and worldview of Russian leadership.
In addition, this thesis discusses the changed rules of war as disharmony and a
clash of the core principles of strategic thinking that have an influence on Russian
strategic culture.

One of the basic assumptions of Russian strategic culture is that the inter-
national arena is a dangerous, chaotic, and volatile battlefield (Sinovets, 2016).
The National Security Strategy of the Russian Federation (UP-683, 2015) states
that the use of force in international politics is increasing. Long periods of Rus-
sian history have been dangerous, chaotic and related to the use of force to fight
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enemies, but also to expand the area and create buffer zones and easily defensive
borders. Russia has been attacked many times. Mongols destroyed Kiev in 1240
and ruled Russia until 1380. After that, Russia has been attacked by Sweden in
1700 and by Napoleon in 1812. Germany attacked Russia in both World Wars.
The German attack in the Second World War caused enormous casualties to the
Soviet Union (Kirkinen, 2000). These historical experiences (Facon, 2017; Eitelhu-
ber, 2009) have created a sense of vulnerability and fear of invasion in Russian
strategic culture, the so-called Barbarossa syndrome!® (Cimbala, 2013).

Russian leadership has reinforced this perception of threat by using the nar-
rative of Russia as a besieged fortress. According to President Putin, the Soviet
Union was a besieged fortress constantly under threat of attack by the West (Aron,
2008). NATO enlargement and war in eastern Ukraine have bolstered this narra-
tive and brought back the Soviet-era perception of permanent war between Rus-
sia and the USA. The Military Doctrine 2016 names NATO as one of the main
external military dangers. The danger consists of NATO’s overall capacity, the
organization’s potential violations of international law, and the encroachment of
its military infrastructure on Russia’s borders (MDRF, 2014). The Clausewitzian
belief in the use of force has been one of the fundamental elements of Russian
strategic culture. The military has had a main role in the protection of Russia and
the Soviet Union.

Russian history is also full of internal disturbances starting from the time of
troubles (1606-1613) to the revolutions in 1917 and to the breakup of the Soviet
Union at the beginning of 1990s, which was a traumatic historical incident for the
Russian people (Ermarth, 2006; Eitelhuber, 2009). During Putin’s regime, the role
of the security services, the Chekists, has also grown because of increased fear of
internal disturbances (Facon, 2016). The exaggeration of internal threat (Felgen-
hauer, 2005) have been caused by the KGB culture of the Russian leadership (Fa-
con, 2016) and the threat perception centered on the so-called colour revolutions
(Skak, 2016) have reinforced the fear of internal enemies and increased the per-
ception of vulnerability. It is the Russian view that the Arab Spring was spon-
sored by Western intelligence services, which also attempt to influence Russian
internal affairs by sponsoring political opposition.

Geography has an influence on Russian strategic culture. The lack of natural
borders has created a sense of vulnerability and a need for a buffer zone, political
and military control of neighbouring spaces, and territorial expansion to natural,
easily defensible borders (Ermarth, 2006; Facon, 2016). Russia’s technological in-
feriority and its backwardness in the development of high technology have also
had an influence on the country’s strategic culture. The factors influencing Rus-
sian strategic culture and the central paradigm of Russian strategic culture is de-
scribed in Figure 14.

19 Operation Barbarossa was the code name of the German invasion of the Soviet Union
in June 1941, which completely surprised Soviet Armed Forces and Soviet leadership
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Factors influencing Russian Strategic Culture Central paradigm of Russian Strategic Culture

Historical factors Sense of vulnerability
Invasions of Russia ) .
) Fear of internal enemies
Internal disturbances and revolts

Break-up of the Soviet Union Fear of surprise attack
NATO expansion

. Barbarossa syndrome
Geographical factors

Lack of defensible borders NATO as enemy number 1

Technological factors

Concept of besieged fortress

Technological backwardness S o e
Clausewitzian belief in the use of force

Ideological factors
Concept of permanent war

Political system

Wide spectrum of threats
New generation warfare

FIGURE 14 Factors and Central Paradigm of Russian Strategic Culture

Even though the central paradigm of Russian strategic culture has remained
unchanged for centuries, disharmony and the clash of the core principles of stra-
tegic thinking have influenced the role of conflict, the country’s threat perception,
and its strategic preferences in the 2010s.

The collapse of the Soviet Union in 1991 is an example of a shock that has
influenced Russian strategic culture. The militarily strong, sometimes aggressive
besieged by Western states fortress of Soviet Union collapsed and was replaced
by liberal Russia with democratic aspirations as well as economic and political
cooperation with the West. In 1996 the Kremlin changed Russian strategic culture
by adopting a new approach to foreign policy. Yevgeni Primakov, a patriotic
pragmatist, replaced the Western-oriented foreign minister Andrei Kozyrev in
January 1996 and the focus of Russian foreign policy shifted from the West to
Eurasia. Primakov, who used to serve before the post of foreign minister as the
head of Federal Intelligence Service, focused on ensuring Russia’s status as a
global power (Lynch, 2002).

In the so-called Primakov Doctrine, Primakov opposed the global domina-
tion of the USA and supported a multipolar system, with Russia as one of the
poles. He tried to dilute the international power of the USA, supported a strategic
partnership between China and Russia as well as union with Belarus, and wanted
to have the Caucasus and Central Asia under the sphere of Russian influence.
The war in Kosovo and the NATO bombing of Serbia were the final disharmony
of the post-Soviet democratic West-oriented core principles and when the so-
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called siloviki? seized power in the Kremlin in 2000 Russian strategic culture
started to resemble the strategic culture of Soviet Union.

The Chief of the General Staff of the Armed Forces of Russia, General Valery
Gerasimov (2013), gave a speech in 2013, in which he stated that the rules of war
have changed. The Clausewitzian belief in the use of force to achieve political
aims can still be seen, but the role of non-military means to achieve political and
strategic goals has grown. In many cases, non-military means have exceeded the
power of weapons in their effectiveness. The lines between war and peace have
been blurred. The concept of the permanent war zone is also introduced in the
Military Doctrine 2014. Asymmetrical actions, such as the use of special forces
and internal opposition to create a permanently operating front through the en-
tire territory of the enemy state, as well as information operations are also part of
the changed rules.

5.3 Elements of Russian Strategic Culture in Cyberspace

Russian cyber threat perception and response to cyber threat can be explained by
the factors and elements of Russian strategic culture. Factors, influencing to Rus-
sian strategic culture, as sense of vulnerability, fear of surprise attack and inva-
sion, narrative of Russia as besieged fortress and concept of permanent war, in-
fluence to Russian strategic culture also in cyberspace. The elements of Russian
strategic culture in cyberspace are the central paradigm, meaning the Russian
cyber threat perception, and strategic preferences describing Russia’s response
to cyber threats. The central paradigm includes assumptions about the nature
and role of cyber conflict and the subjects and the objects of cyber threat. The
interconnection of the model of the Russian cyber threat perception with factors
and elements of Russian strategic culture is described in Figure 15.

20 a politician who came into politics from the security or military or similar services
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Factors Formulating Russian Strategic Culture

o Np  Ur A%

Central Paradigm

- perception of the nature of conflict and the threat
Strategic preferences

- Response to threat

Subject of Cyber Threat | | TTP of Cyber Threat | . . -
Russian strategic culture in Cyberspace
l l Central Paradigm
Perception of the nature of
Object of Cyber Threat “ - Cyber conflict
- The enemy

- Cyber threats

Object of Cyber Defence

t t ” Strategic preferences

- Response to cyber threats

| Subject of Cyber Defense | | TTP of Cyber Defense |

FIGURE 15  Interconnection of the model of Russian cyber threat perception with factors
and elements of Russian strategic culture

According to the Russian views, the number and severity of threats to Rus-
sia have increased in cyberspace, and those threats are shifting to Russia’s inter-
nal sphere (PP-2796, 2014). Russia’s national interests can be threatened in or
through cyberspace also internally. Terrorists and extremists may direct cyber-
space attacks to strategic targets to disrupt the management and decision-making
system and to paralyze Russia’s strategic leadership. In addition, cybercriminals
may threaten Russia’s national interests in or through cyberspace by penetrating
the state information systems (see SBRF, 2012; RBA, 2013; SBRF, 2013; MDREF,
2014).

For Russia, the most difficult question in responding to cyber threats is that
the country is lagging behind the leading foreign countries in the development
of competitive information technology, including supercomputers, and this gap
strengthens the Russian perception of its strategic vulnerability in cyberspace.
For almost twenty years, Russia has tried, without success, to replace imported
ICT software with Russian-made counterparts, and it seems that they will not
succeed in the near future either.

Russia’s most important strategic preferences against cyber threats are im-
proved protection of the critical information infrastructure, preparations to iso-
late the Russian segment of the Internet from the global Internet, intensified sur-
veillance and the ban of user anonymity on RulNet, and the aspiration to replace
imported information and communication technology with Russian-produced
ICT. Figure 16 describes the central paradigm and preferences of Russian strate-
gic culture in cyberspace.
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' Central paradigm of Russian Strategic Culture Preferences of Russian Strategic Culture in Cyberspace
Sense of vulnerability Pivot to international agreements on cyber security
Fear of internal enemies Protection of critical information infrastructure
Fear of surprise attack Improving Russian digital sovereignty
Barbarossa syndrome Dataretention
NATO as enemy number 1 Surveillance of RuNet
Concept of besieged fortress Censorship of RuNet
Clausewitzian belief in the use of force Ban of anonymity
Concept of permanent war Special-purpose telecommunication networks
Wide spectrum of threats Replacing imported ICT with Russian-produced ICT

FIGURE16  Central paradigm of Russian strategic culture and strategic preferences in
cyberspace

One of the basic assumptions of Russian strategic culture, in terms of Rus-
sia’s strategic preferences for isolating the Russian segment of Internet and im-
proved protection of the CIIRF, is that the confrontation between Russia and the
USA has escalated and expanded into cyberspace. An assumption, based on the
Clausewitzian belief in the use of force, is that the Western countries are sur-
rounding Russia and waging permanent war in cyberspace as well. The battle to
disrupt Russia’s digital sovereignty is waged every day (Sinovets, 2016). One of
Russia’s national interests is to maintain the stability, safety and independence
of the Russian segment of the Internet (UP-646, 2016). Because the war is waged
inside Russia as well as in the information space, where a traditional military
force is of little use, the role of the Federal Security Service of the Russian Feder-
ation (FSB) has increased.

Historical, cultural and geopolitical experiences and ideology have built up
the threat perception based on a sense of vulnerability. The Western powers try
to maintain their positions in the world by containing “alternative centres of
power,” namely, Russia (UP-640, 2016). The sense of vulnerability has created a
concept of Russia as a besieged fortress. Russia views itself as a besieged fortress
also in cyberspace. ICT is used for military-political purposes against the sover-
eignty and territorial integrity of Russia. This besieged fortress narrative can also
be seen in Russia’s cyber threat perception. Putin (2016) has also stated that be-
cause of the risks inherent to digitalization, Russia has had to strengthen its de-
fense against cyber threats targeted, for example, at Russian infrastructure, the
country’s financial system, and the state’s leadership and management. The
number and severity of dangers and threats have increased in the information
space (MDRF, 2014). Certain states are attacking and collecting intelligence on
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the Russian information infrastructure for military and political purposes (UP-
646, 2016).

The USA has been named as the main subject of the external cyber threat.
According to Russian view, the USA uses its technological superiority to domi-
nate the information space (UP-646, 2016).The USA is trying, according to Presi-
dent Putin (2015), to destroy strategic balance, change the balance of power, and
dominate and dictate their will to anyone. This has caused the Kremlin to feel a
sense of vulnerability in cyberspace. The Clausewitzian belief held by Russian
leadership on the use of force as a part of politics can be seen in the statements
regarding preparations for information warfare and how the aspirations of West-
ern countries to change cyberspace into a war zone threaten Russia’s strategic
interests in cyberspace (UP-646, 2016) and could lead to a virtual arms race (YA,
2009; RBA, 2013; SBREF, 2013).

The Kremlin’s concern over internal enemies has grown after the Arab
Spring, when uprisings in some Arab countries forced a change in leadership.
This fear of internal enemies can be seen in Russia’s cyber threat perception. The
exaggeration of the internal threat (Felgenhauer, 2005) caused by the KGB culture
of Russian leadership (Facon, 2016) and the threat perception centered on the so-
called color revolutions (Skak, 2016) have increased this perception of vulnera-
bility. It is the Russian view that the Arab Spring was sponsored by Western in-
telligence services, which also attempt to influence Russian internal affairs by
sponsoring political opposition (UP-646, 2016).



6 OVERVIEW OF THE ARTICLES

This chapter presents the objectives and finding of the articles and their relation
to this thesis. The author of this thesis wrote Articles II, III, IV and V. Article I,
“Russia: A Cyber Fortress Besieged,” was written with Adjunct Professor Rauno
Kuusisto. Kari was the main contributor to Article I, and Kuusisto’s role was to
support and guide Kari in the process of writing his first conference paper.

Article VI, “Theory of Strategic Culture: an Analytical Framework for Rus-
sian Cyber Threat Perception,” was co-written with Assistant Professor of Rus-
sian Security Policy Katri Pynnoniemi from the National Defense University and
Helsinki University.

6.1 Article I: Russia: A Cyber Fortress Besieged

Kari, M and Kuusisto, R (2017). Russia: A Cyber Fortress Besieged. The 16th Eu-
ropean Conference on Cyber Warfare and Security. Dublin, Ireland. 29-30 June
2017. (ISBN 978-1-911218-43-2, E- Book ISBN 978-1-911218-44-9). pp. 593-601.

Research objectives

Article I answers research question: “What is Russia’s cyber threat perception?”
The paper examines and describes the Russian perception of the cyber threat to
Russia based on official documents. The aim of this paper is to build a description
of the Russian perception of cyber threats and the targets of cyber threat publicly
described by the Russians. Grounded theory was used as the research method,
an appropriate approach because little theoretical and structured information has,
to date, been published on the Russian response to cyber threats. The data are
drawn from official Russian documents such as strategies, doctrines, laws, and
presidential decrees. The keywords of the Article I are Russia, cyber threat, cy-
berspace, cyber operation, critical information infrastructure and information re-
sources.
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Findings

The findings of Article I indicate that the Russian cyber threat assessment reflects
the tension in the international situation. One of the axioms of Russian history is
that the Soviet Union has been a besieged fortress, surrounded by potential ene-
mies and under constant threat of attack from the West. After the annexation of
Crimea and the wars in eastern Ukraine and Syria, the Kremlin's image of Russia
is once again that of the besieged fortress, surrounded by enemies and under
threat of attack. This perception has extended to cyberspace. The Russian cyber
threat assessment is based on the besieged fortress narrative. The subjects of the
cyber threat are Western intelligence and special services along with terrorists
and extremist movements. The branches of Russian administration along with
ministries and agencies emphasize different issues in their cyber threat assess-
ments, but the basic structure of the targets and threats is common.

The information security doctrine from 2000 names the underdevelopment
and backwardness of Russian information technology as a threat to the country’s
information security. Over the past decade, Russia has not managed to reduce
the lead of Western countries in this area. The insufficient level of development
of domestic information technology, services and production capabilities and a
lack of supercomputers generate dependence on foreign information technology.

Cyber-attacks and cyber espionage against Russia have intensified, which
requires better management of information security by Russian authorities. The
main opportunities to improve information security are increasing the monitor-
ing of RuNet, creating international legal norms to prevent uses of the Internet
that are harmful to Russia, and the development of Russia’s own information
technology industry, including research and development activity.

Summary and the relation to the whole

Article I analyses Russian cyber threat perception. This perception is based on
the besieged fortress narrative, which also dominates the general Russian threat
perception. Article I was written before some of the most important cyber secu-
rity documents, such as the Law on Security of Critical Information Infrastructure
of the Russian Federation (FZ-187, 2017) and its follow-up laws, directives and
other documents were published. Therefore, it can be considered a general intro-
duction for the more detailed research on the protection of critical information
infrastructure of the Russian Federation, and Russian cyber threat perception and
Russia’s response to that threat presented in the following articles.
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6.2 Article II: The Concept of the Critical Information Infrastruc-
ture of the Russian Federation

Kari, M (2018). The Concept of the Critical Information Infrastructure of the Rus-
sian Federation. The 13th International Conference on Cyber Warfare and Secu-
rity. Washington DC, USA. 8-9 March 2018. (ISBN 978-1-911218-74-6, E-Book
ISBN 978-1-911218-73-9) pp. 543-551.

Research objectives

Article IT answers research question “What are the most important objects to pro-
tect in Russia’s cyber threat perception?” In Article II, the aim is to understand
and examine the concept of the critical information infrastructure of the Russian
Federation (CIIRF) as one of the most important subjects to protect against cyber
threats. The Article outlines the development of the Russian concept of the CIIRF
over the last two decades. The concept of CIIRF helps to understand Russian
threat perceptions in cyberspace, and it serves as one of the basic terms in the
research on Russian information security management. The paper briefly de-
scribes the Russian definition of two terms: information infrastructure and criti-
cal infrastructure. After that, is examined the evaluation of the Russian term
CIIRF using definitions found in Russian official documentation since the publi-
cation of the Information Security Doctrine in 2000. The keywords of this paper
are Russian Federation, critical information infrastructure and critically im-
portant object.

Findings

One of the findings of the paper is that the concept of the CIIRF has been devel-
oping in Russia since 2000. Information Security Doctrine (ISD 2000) was the first
official document to discuss the idea of the CIIRF. A list of the most important
objects for ensuring the information security of the Russian Federation were
drafted at the end of the 1990s, when the international political situation was less
tense than it is today. The list in ISD 2000 of these most important objects was
broad, fragmented and included many that have not been reiterated in later ver-
sions of the CIIRF.

The Bill for Ensuring the Information Security of Critical Important Objects
of Information and Telecommunications Infrastructure 2006, hereinafter the CIO
Bill 2006, defined the critically important objects (CIO) of the information and
telecommunications infrastructure. CIO is an object that, when its functioning is
violated, it can lead to an emergency or to significant negative consequences for
defense, security, international relations, the economy of the RF, or infrastructure
of the country, or for the livelihoods of people living in the territory concerned
for a long period. The CIO Bill 2006 included a list of CIOs focused more on se-
curity and defense than the list in ISD 2000.



82

According to the Main Directions of State Policy in the Security of Auto-
matic Control Systems for Production and Technology Processes in Critical Im-
portant Infrastructure Objects of the Russian Federation (SBRF, 2012), hereinafter
CII Policy Directions 2012, the CIIRF is a complex of automated systems for man-
aging CIOs and for enabling their connections with information networks. These
objects are used for state management and for ensuring defense capability as well
as security and law and order, and their violation may have severe consequences.
The CIIRF is defined in the CII Bill 2013 in the same way as it was defined in the
CII Policy Directions 2012.

After two versions of a bill for the security of the CIIRF (2006 and 2013), the
State Duma finally passed the third version in July 2017. According to the defini-
tion of the CII Security Law 2017, the CIIRF consists of “objects of critical infor-
mation infrastructure, as well as the telecommunication networks used to organ-
ize the interaction of these objects and the objects of the CIIRF are information
systems, information and telecommunication networks, and automatic control
systems of the subjects of the critical information infrastructure.”

The CII Security Law 2017 contain a list of the objects of critical information
infrastructure, including the information systems, information and telecommu-
nication networks of state authorities and the most important industrial sectors
of and societal activity. The definition of CIIRF and the objects of CIIRF in the CII
Security Law 2017 are the results of a long assessment and they can be considered
as stable, long-term definitions.

Summary and the relation to the whole

Article II examines the Russian term critical information infrastructure of the
Russian Federation, using definitions found in Russian official documentation
since the publication of the Information Security Doctrine in 2000. The aim of
Article II was to identify the Russian definition for the critical information infra-
structure, which is one of the main targets of cyber threats in the Russian cyber
perception. This definition was needed to get theoretical background for the pro-
tection of CIIRF. In this thesis, Article III discuss the protection of Russia’s critical
information infrastructure.

6.3 Article III: The Protection of Russia’s Critical Information In-
frastructure

Kari, M (2018). The Protection of Russia’s Critical Information Infrastructure. The
17th European Conference on Cyber Warfare and Security. Oslo, Norway. 28-29
June 2018. (ISBN 978-1-911218-85-2, E-Book ISBN 978-1-911218-86-9) pp. 533-540.

Research objectives

Article IIT answers research question “How is Russia responding to cyber threats?”
Article IIT discuss the protection of the critical information infrastructure of the
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Russian Federation (CIIRF). The concept of the CIIRF has been in development
for two decades. Together with this development there has also been constant
debate on how the CIIRF should be protected. The aim of Article III is to investi-
gate the roles and responsibilities of Russian state authorities in responding to
cyber threats, especially between the Federation Security Service (FSB) and the
Federal Service for Technical and Export Control (FSTEC). The keywords of the
paper are Russia, critical information infrastructure, cyber threat, FSTEC, FSB
and GosSOPKA.

Findings

One of the national interests of the Russian Federation in cyberspace is to ensure
stable and uninterrupted functioning of the information infrastructure, primarily
of the critical information infrastructure of the Russian Federation (CIIRF) and
the integrated telecommunications network of the country in peacetime, in the
event of a direct threat of aggression, and in wartime. One of the findings of the
paper is that the definition of the CIIRF and the division of responsibilities to
protect the CIIRF were confirmed by legislation passed at the end of 2017.

Furthermore, the CII Security Law and related legislation defined the roles
of two authorities in the IS management of the CIIRF. The FSB was tasked with
creating and operating GosSOPKA (State System of Detection, Prevention and
Elimination of Consequences of Computer Attacks to Information Resources of
RF), and the FSTEC was named as the federal executive body authorized to en-
sure the security of the CIIRF.

Summary and the relation to the whole

Article IIT is a continuation of Article II. Together with Article II, Article III ad-
dresses the question of defending the national interests of the Russian Federation
in cyberspace. Articles II and III were written by the author of this dissertation
alone. The definition of the CIIRF and the division of responsibilities to protect it
were confirmed in legislation at the end of 2017. The next phase in the protection
of the CIIREF, starting in 2018, is the implementation of these principles.

6.4 Article IV: Strategic Culture Theory as a Tool for Explaining
Russian Cyber Threat Perception

Kari, M (2019). Strategic Culture Theory as a Tool for Explaining Russian Cyber
Threat Perception. The 14th International Conference on Cyber Warfare and Se-
curity. 28 February-1 March 2019, Stellenbosch, South Africa. (ISBN 978-1-
912764-11-2, E-Book ISBN 978-1-912764-12-9) pp. 528-535.
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Research objectives

Article IV answers research question “How does Russian strategic culture ex-
plain Russia’s cyber threat perception and its response to that threat?” The in-
creased interest in cyber threats has heightened the need for theoretical tools to
study the perceptions of those threats. Article IV argues that strategic culture the-
ory is a suitable tool for exploring and explaining the Russian idea of cyber con-
flicts, the country’s cyber threat perception and its strategic preferences, that is,
its options to respond to cyber threats.

The basic assumption of the theory of strategic culture resides in the belief
that all nations have their own strategic culture. Strategic culture consists of a
central paradigm and a set of strategic preferences. The central paradigm de-
scribes the nature of the conflict and the perception of the enemy and threat as
well as how to respond to that threat. Strategic preferences are assumptions
about what options are the most effective against a particular threat (Johnston,
1995a).

Different states have their own strategic culture, developed over a long pe-
riod. Factors influencing strategic culture might be historical, technological, po-
litical or organizational. Knowing these factors might be possible to explain how
and why a state experiences a threat in a certain way. Strategic choices are based
more on historically rooted strategic preferences than, for example, on changes
in the strategic environment. If the strategic culture does change, it changes
slowly (Johnston, 1995b). The keywords of Article IV are strategic culture theory,
Russian strategic culture and Russian cyber threat perception.

Findings

The elements of Russian strategic culture can be used as a theory to explain Rus-
sian cyber threat perception and the country’s response to that threat. The central
paradigm of Russian strategic culture, which includes a sense of vulnerability,
the besieged fortress narrative, a Clausewitzian belief in the use of force, and a
fear of external and internal enemies and uprisings, can also be identified in the
Russian cyber threat perception. Russian strategic preferences are reflected in the
cyber environment as an increased role for the security services, tightened control
of RuNet, improved defense through the creation of buffer zones by RuNet, and
the increasing emphasis on digital sovereignty.

Disharmony and the clash of core principles of strategic thinking have in-
fluenced the Russian threat perception. The role of nonmilitary means of achiev-
ing goals has grown, the role of cyber warfare has increased, and warfare in cy-
berspace has become permanent.

Russian leadership feels vulnerability in the cyber environment partly for
historical and geographical reasons, and partly because of the country’s technical
backwardness. Russia has been repeatedly attacked throughout its history, a sit-
uation that could reoccur in the cyber environment. Much like the country’s
physical environment, the cyber environment contains no easily defendable bor-
ders, especially because most of the ICT is made in the USA and the control of
the global Internet is in American hands, which is also the main threat to Russia.
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That is one reason why the Kremlin is creating technical possibilities and opera-
tional preparedness to isolate RuNet from the global Internet.

The besieged fortress narrative is one reason for the Russian pivot to digital
sovereignty and improved protection for the critical information infrastructure
of the RF. The fear of internal disturbances has increased the mandate and the
responsibilities of security services in the cyber environment. The FSB was tasked
to surveil communications in RuNet using the SORM system and to protect the
critical information infrastructure of the RF with the GosSOPKA system.

Summary and the relation to the whole

Article IV argues that strategic culture theory is a suitable tool for exploring and
explaining the Russian idea of cyber conflicts, the country’s cyber threat percep-
tion and its strategic preferences, that is, its options to respond to cyber threats.
This Article first identifies the specific factors influencing Russian strategic cul-
ture then moves on to a discussion of the elements comprising it. These elements,
which can also be identified in the cyber environment, include a sense of vulner-
ability, the narrative of Russia as a besieged fortress, and Russia’s technological
inferiority. Methodologically, Article IV is a literature survey based on official
Russian documents related to information security. These include the Russian
Federation’s information security doctrines, draft legislation and laws as well as
documents from the RF Security Council and Ministry of Defense. The use of the
theory of strategic culture as an analytical framework for Russian cyber threat
perception is discussed in more detail in Article VI, which is the theoretical back-
ground of the whole thesis. Article IV also updates the cyber threat picture pre-
sented in Article I by using information published after January 2017, when Ar-
ticle I was written.

6.5 Article V: Protecting the Besieged Cyber Fortress: Russia’s
Response to Cyber Threats

Kari, M (2019). Protecting the Besieged Cyber Fortress: Russia’s Response to
Cyber Threats. The 18th European Conference on Cyber Warfare and Security.
4-5 July 2019, University of Coimbra, Portugal. (ISBN: 978-1-912764-28-0, E-Book
ISBN: 978-1-912764-29-7) pp. 685-691.

Research objectives

Article V argues that strategic culture theory is a suitable tool for exploring and
explaining the Russian cyber threat perception and options to respond to cyber
threats. Article V identifies the specific factors influencing Russian strategic cul-
ture then moves on to a discussion of the elements comprising it. These elements,
which can also be identified in the cyber environment, include a sense of vulner-
ability, the narrative of Russia as a besieged fortress, and Russia’s technological
inferiority. Methodologically, Article V is a literature survey, based on official
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Russian documents related to information security. Article V answers research
questions:

e What is Russia’s cyber threat perception?

e How Russia is responding to this cyber threat?

The keywords of the Article V are culture theory, Russian strategic culture and
Russian cyber threat perception.

Findings

The findings of Article V discuss the protection of Russia against cyber threats.
The most important actions are the preparations to isolate RulNet from the global
Internet, improved protection of the CIIRF, intensified surveillance of RuNet, the
ban of user anonymity on RuNet, and the aspiration to replace imported ICT with
Russian produced ICT.

The Russian assessment of the cyber threat contains the same besieged for-
tress narrative as in the country’s other threat assessments. Hostile state and non-
state actors are surrounding Russia in cyberspace and cyber threats against Rus-
sia are increasing and becoming more diverse. To protect itself against these
cyber threats, Russia has taken operational, technical, and legal actions.

Russia is increasing its digital sovereignty by preparing technical and oper-
ational readiness to isolate RuNet from the global Internet. It is possible that Rus-
sia will manage to create technical and operational readiness to isolate RuNet
from the global Internet at the end of 2020. Russia is also improving the protec-
tion of its critical information infrastructure. The definition of the CIIRF and the
division of responsibilities between authorities to protect the CIIRF were con-
tirmed by legislation in 2017 and the implementation phase has now started. The
National Coordination Center for Computer Incidents (NCCCI) and part of the
regional and territorial IS operations centers are operational.

Russia is lagging behind the leading foreign countries in the development
of competitive information technology. This gap strengthens the Russian percep-
tion of its strategic vulnerability in cyberspace. For almost twenty years, Russia
has tried, without success, to replace imported ICT software with Russian-made
counterparts, and it seems that they will not succeed in the near future either.

Summary and the relation to the whole

Article V discusses Russia’s defense against the cyber threats described in Article
IV. After the introduction, Article V presents a description of Russian cyber threat
perception. The main section of the Article discusses Russia’s response to this
threat. Grounded theory is used because little theoretical and structured infor-
mation has, to date, been published on the Russian response to cyber threats. The
data are drawn from official Russian documents such as strategies, doctrines,
laws, and presidential decrees. Article V updates the cyber threat perception and
especially Russia’s response to that threat discussed in Article I. Article V also
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expands the discussion about threat picture and the response to those threats be-
yond the discussion in Articles II and III, which both concentrated on critical in-
formation infrastructure.

6.6 Article VI: Theory of Strategic Culture: An Analytical Frame-
work for Russian Cyber Threat Perception

Kari, M and Pynnoniemi, K (2019). Theory of Strategic Culture: an Analytical
Framework for Russian Cyber Threat Perception. Submitted to Journal of Strate-
gic Studies in January 2019

Research objectives

Article VI is the theoretical framework of the thesis. It answers research question
“How does Russian strategic culture explain Russia’s cyber threat perception and
its response to that threat?” The strategic environment is evolving rapidly with
the recognition of cyberspace as a domain of warfare. The increased interest in
cyber as a part of defense has heightened the need for theoretical tools suitable
to assess cyber threat perceptions and responses to cyber threats. Article VI seeks
to contribute to this effort by revitalizing strategic culture theory, which was orig-
inally developed for analysing the factors that influence strategic decision-mak-
ing.

Article VI argues that the theory of strategic culture is suitable to explore
and explain the formation of Russian cyber threat perceptions and the country’s
subsequent cyber strategy. The Article identifies specific factors influencing Rus-
sian strategic culture and discusses elements that comprise it. The latter include
a sense of vulnerability, the narrative of Russia as a besieged fortress and the
technological inferiority of Russia. These elements can also be identified in Rus-
sian cyber threat perception, which is discussed at the end of the Article. The
keywords of Article VI are theory of strategic culture, Russia, cyber threats, cy-
berspace, and nature of the conflict.

Findings

The interest in cyber warfare has created a need for theoretical tools to research
cyber threats and the responses to cyber threats. As this paper argues, the theory
of strategic culture is a suitable tool to explore and explain the formation of Rus-
sian cyber threat perception. The theory of strategic culture tries to identify the
factors that are characteristic for national decision-making and state practice and
to study how and why these factors influence such decisions and practices. Fac-
tors with an influence on Russian strategic thinking include historical, geopoliti-
cal, religious or ideological ones. Elements of Russian strategic culture, such as a
sense of vulnerability, the narrative of Russia as a besieged fortress, the mythol-
ogy of permanent war, and technological inferiority can also be identified in Rus-
sian cyber threat perception.
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The theory of strategic culture can also be used to explore and to explain
Russian defensive cyber operations, based on its cyber threat perception, as well
as the country’s offensive cyber operations, such as cyber-attacks and cyber espi-
onage. Elements of Russian strategic culture related to these operations include
asymmetric means of warfare and the denial, deception and concept of tactical
truth.

Summary and the relation to the whole

Article VI comprise the theoretical background of this thesis. It argues that the
theory of strategic culture is suitable to explore and explain the formation of Rus-
sian cyber threat perceptions and the country’s subsequent cyber strategy. The
Article formulates an analytical framework to study the formation of Russian
thinking on cyber threats as a part of Russian strategic culture. The Article iden-
tifies specific factors influencing Russian strategic culture and discusses elements
that comprise it. The latter include a sense of vulnerability, the narrative of Russia
as a besieged fortress and the technological inferiority of Russia. These elements
can also be identified in the Russian cyber threat perception, which is discussed
at the end of the Article.



7 CONCLUSIONS

Russian strategic culture can be used to explain Russian cyber threat perception
and the country’s response to cyber threats. The central paradigm of Russian stra-
tegic culture, which includes a sense of vulnerability, the concept of permanent
war and the narrative of the besieged fortress, a Clausewitzian belief in the use
of force, and a fear of external and internal enemies, can also be identified in the
Russian cyber threat perception. NATO and the West are creating that threat in
cyberspace as well.

Russia’s methods to respond to cyber threats, that is, the strategic prefer-
ences of Russian strategic culture in cyberspace, are pivoting to international
cyber security agreements, improving the protection of critical information infra-
structure, and preparing to isolate the Russian segment of Internet from the
global Internet. Russian armed forces and certain state authorities have their own
communication networks, isolated totally or partly from Internet. Surveillance
and censorship has increased and user anonymity has been banned on the Rus-
sian Internet. Russia is also trying to replace ICT imports from the West with
technology produced in Russia.

The evolution of Russian cyber threat perception can be divided into three
phases. The first phase, the phase of the relatively uncontrolled Russian segment
of the Internet starting in the 1990s, ended after the demonstrations against elec-
tion results and transfer of power from Medvedev to Putin in 2011 and 2012. Be-
fore that, the Kremlin, which had to that point concentrated on controlled TV
channels, failed to realize the power of the Internet to spread information which
was not supporting the official views and to call people to participate in demon-
strations. In the first phase Russian authorities, especially the Federation Security
Service (FSB), controlled Internet traffic through SORM systems, but a large por-
tion of the so-called operative investigation measures concentrated on criminal-
ity and only a smaller part on surveillance of the opposition.

The severity of cyber threats was not realized and the roles and responsibil-
ities of different authorities and agencies was not defined. For example, the list
of protected objects in information space presented in ISD 2000, meaning the
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most important objects to protect, is broad and almost all-encompassing, includ-
ing economics, domestic policy, foreign policy science and technology, spiritual
life, information and telecommunication systems, defense, law enforcement and
judicial spheres, and emergencies.

The concept of the critical information infrastructure of the Russian Feder-
ation (CIIRF) was officially discussed for the first time in ISD 2000, but ISD 2000
did not clearly and unambiguously describe the ideas of protecting the CIIRF and
the responsibilities and division of labor between state authorities. To define and
organize the protection of the CIIRF took almost two decades because of the
power struggle over IS management between the FSB, the Federal Service for
Technical and Export Control (FSTEC) and the Russian Armed Forces, and be-
cause of the clarification of the responsibilities of private companies and other
legal entities for protection. The Law on the Protection of the CIIRF, which ended
this power struggle, was passed in 2017.

The second phase of the Russian cyber treat perception began after 2012.
This phase concentrated on controlling information content and flow, and re-
sponded mainly to information-psychological threats on the Internet, but re-
sponses to cyber threats were also discussed. The measures of Russian leadership
to respond to information threats were increasing censorship, a pivot to a ban of
anonymity in the Russian segment of the Internet and increased surveillance of
Internet traffic. The main target of the response in the second phase was Russian
opposition, but cyber defense against external threats was also improved. The
Black List Law (FZ-139, 2012) and two laws in 2013 (FZ-135, 2013; FZ-398, 2013)
gave Roskomnadzor, in practice, unlimited possibilities to block unwanted
webpages. This mandate has been used to block opposition websites defined as
extremist information by the Russian authorities.

Improving the identification of Internet users was one of the measures to
control the opposition. In 2014, the Blogger Law obliged bloggers with more than
3,000 daily readers to be registered in Roskomnadzor and required so-called or-
ganizers of distribution of information on the Internet to store user data for six
months in Russia as well as to disclose information to law enforcement authori-
ties. The Armed Forces joined the conversation on cyber threats and cyber de-
fense by publishing its Conceptual Views on the Activity of the Armed Forces in
Information Space (2011).

Information struggle and information threats were mentioned in the Mili-
tary Doctrine 2010, but cyberspace became a domain of permanent warfare in
Russian threat perception after the annexation of Crimea in spring 2014. This
third phase of the Russian cyber threat perception started concurrently with the
annexation of Crimea and the outbreak of war in eastern Ukraine. In this third
phase, Russia updated security-related documentation, such as the Military Doc-
trine (2014), National Security Strategy (2015), and Information Security Doctrine
(2016). Control of users in the Russian segment of the Internet was increased by
laws related to Roskomnadzor’s mandate to block websites that included infor-
mation unwanted by Russian leadership, with obligations to telecom operators
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to identify all their users and with a ban of anonymizers and virtual private net-
works.

The focus of the struggle against cyber threats was shifted from internal
threats to external threats as a part of the general threat situation. The defense
against external cyber threats was constructed from different layers, so-called pe-
rimeters, following the principle of defense in depth. Disagreements on the pro-
tection of the CIIRF and power over the responsibilities of state agencies were
resolved, and the Law on the Protection of the CIIRF was passed in 2017. The
system of CIIRF protection constructed the inner perimeter of defense against
external cyber threats. The FSB was mandated to surveil cyber-attacks and pro-
tect objects of the CIIRF.

The owners of CIIRF objects were obliged to protect their objects in a man-
ner defined in the law. The objects of CIIRF are information systems, information
and telecommunication networks, and the automated control systems of techno-
logical processes operating in industries such as defense, fuel, nuclear, mining,
metallurgical, chemical, rocket, space, healthcare, transport and communications.
The outer defense perimeter against cyber threats is based on the idea of isolating
the Russian segment of the Internet from the global Internet and minimizing the
amount of Internet traffic crossing the Russian borders. The RuNet Law (FZ-90,
2019) obliged Internet operators to install technical equipment on their networks
to counter threats to the functioning of the Russian segment of the Internet, a so-
called kill switch by which the Russian Internet can be isolated from the global
Internet. Through this equipment, Roskomnadzor can block prohibited Internet
resources, including Telegram Messenger and VPN services. According to RuNet
Law Russia will create its own autonomous DNS no later than the end of 2020.

Russian Internet traffic crossing Russian borders is transferred through reg-
istered Internet exchange points (IX points) and the traffic between the Russian
segment of the Internet and the global Internet can be monitored. In addition the
connection can be cut at these IX points (FZ-90, 2019). Isolating the Russian seg-
ment of the Internet is publicly justified as defense against external cyber threats,
but the RuNet Law in practice increases the possibilities of Russian authorities to
surveil internal opposition. The Russian Armed Forces and part of the state ad-
ministration have their own communication networks, which are partly or totally
isolated from the Russian segment of Internet as an extra layer or perimeter of
protection.

Russian strategic culture, led by an elite consisting of representatives of se-
curity structures will probably not change in the coming five to ten years. This
means that Russian cyber threat perception will remain the same and Russia will
continue to increase its digital sovereignty. It is possible that Russia will manage
to create technical and operational readiness to isolate the Russian segment of the
Internet from the global Internet by the end of 2020. Russia is also improving the
protection of its critical information infrastructure. The definition of the CIIRF
and the division of responsibilities between authorities to protect it were con-
tirmed by legislation in 2017 and the implementation phase has now started.
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Russia has tried to establish an international treaty or code of conduct to
prevent the use of information technology for military, terrorist or criminal pur-
poses in cyberspace. Russia has disagreed with the reports by the United Nations
Group of Governmental Experts (GGE) and the work of GGE will continue as led
by Western states. Russia is currently attempting to set up the treaty or code of
conduct as a result of Open-Ended Working Group (OEWG). Russia’s plans to
draft a regulatory international agreement on the sovereign right of states to de-
termine information, technological and economic policies in the national seg-
ments of the Internet no later than March 2020 will probably not be realized.

For Russia, the most difficult question in responding to cyber threats is that
the country is lagging behind the leading foreign countries in the development
of competitive information technology, including supercomputers, and this gap
strengthens the Russian perception of its strategic vulnerability in cyberspace.
For almost twenty years, Russia has tried, without success, to replace imported
ICT software with Russian-made counterparts, and it seems that they will not
succeed in the near future either. It seems probable that Russia will not manage
to substitute imported ICT in the near future, because there has not been im-
provement in Russian ICT research and development or production.

This thesis reveals a possible link between Russian defensive and offensive
cyber activity. The data contained some indicators (objects of cyber threats) de-
scribed in the Russian threat perception which are mirror images of the targets
of Russian offensive cyberspace operations. In addition, Russian offensive cyber
capabilities are developed to influence these targets. One thing which implies this
connection is that the national election system was the first object on the list of
the CIO Bill 2006, but it has not been mentioned since.



8 CONTRIBUTIONS, LIMITATIONS AND FURTHER
STUDY

8.1 Contributions

This thesis is combination of information system science, international law, his-
tory, international politics, Russian studies and military sciences. The study has
required that the researcher possess good knowledge of Russian, because the pri-
mary data are available in Russian. The contributions of this thesis have both
academic and practical value. This thesis demonstrated how the research meth-
ods or theories of two different academic fields - grounded theory as a systematic
methodology in the social sciences and the theory of strategic culture from field
of international relations and politics - can be used in information system science
and computer science studies. Grounded theory was used to collect and analyze
the data and to structure the model of Russian cyber threat perception.

The theory of strategic culture was used to explore and explain this model.
This thesis demonstrated that the theory of strategic culture explains Russian
cyber threat perception in depth, because it takes into account elements of Rus-
sian general threat perception and the factors influencing Russian threat percep-
tion which apply in cyberspace as well. For example, the Russian pivot to isolate
the Russian segment of the Internet is typically explained by the threat caused by
the USA. As the reason for increased surveillance of the Internet in Russia is
named the need for surveillance of the opposition. The use of Russian strategic
culture expands and deepens these explanations by describing factors and ele-
ments of Russian strategic culture. For example, the threat perception caused by
the USA can be explained by the narrative of the besieged fortress, the concept of
permanent war and the so-called Barbarossa Syndrome, which all cause the sense
of vulnerability. This sense of vulnerability is bolstered by technical arrearage.
The need to surveil the opposition can be explained by the fear of internal ene-
mies, which can be explained by the revolts and other internal events in Russian
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history which challenged the existence or state order of Russia. The Arab Spring
at the beginning of the 2010s increased this threat perception.

Strategic culture offers insights into the threat perception of certain states.
It can offer limited predictability about the state policy options to fight these
threats and explain threat perception and response (Libel, 2016; Hoffman, 2017).
At the practical level, this thesis collects, structures and analyzes information on
Russian cyber threat perception and Russian cyber defense from different docu-
ments. It should be noted that the information on the actual Russian cyber threat
perception and cyber defense objects, subjects and the tactics, techniques and
procedures used to protect Russia against offensive cyberspace operations is re-
stricted or secret. Yet the picture constructed in this thesis can be considered to
reflect the real Russian cyber threat perception.

Russian strategies and doctrines on security policy and legislation, orders
and guidance documents of different state authorities such as the FSB and the
FSTEC on information management and cyber security provide Russian author-
ities, business, industry and society information on cyber threats and normative
and legislative guidance to fight against cyber threats. This means that even if
one law or other document on Russian cyber threat perception does not contain
a lot of information, there is enough information scattered in official documents
to construct a model of the country’s real perception of cyber threats.

8.2 Limitations

Certain limitations and constraints need to be taken into consideration when
evaluating and assessing the results of this research. These limitations also offer
a framework and starting point for further research of topics related to Russian
information management and cyber defense.

First, grounded theory was selected because it is well suited for studying a
phenomenon about which there is a lack of theoretical and structured infor-
mation, yet which would be needed to support professional decision-making or
basic research. This thesis adopts the version of grounded theory developed by
Anselm Strauss and Juliet Corbin because it accepts that the researcher is already
familiar with the theoretical literature related to the area being studied. As the
author of this thesis, I have familiarized myself with the theoretical literature re-
lated to the area during my professional career and during the process of com-
pleting my master’s thesis.

Grounded theory was used in this thesis as a tool and a method to construct
the model, the perspective and the pattern on Russian cyber threat perception
and Russia’s response to that threat. Grounded theory was not used to explain
the factors behind Russian cyber threat perception. In this thesis, this Russian
cyber threat picture and Russian cyber defense were then explained by the theory
of strategic culture. The version of the theory of strategic culture used in this re-
search is that developed by Alastair Iain Johnston. Even though Johnston’s ana-
lytical framework is almost 25 years old, it remains valid. The central paradigm
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of Russian strategic culture corresponds to Russian threat perception and strate-
gic preferences correspond to Russia’s response to threats. This applies in cyber-
space as well.

According to Johnston (1995b), one productive way to identify a central par-
adigm and strategic preferences is to analyse the content of recent texts related to
the subject in question. The central paradigm of Russian strategic culture can be
observed in subject-related high-level documents, such as strategies and doc-
trines. Strategic preferences, meaning tactics, techniques and procedures, can be
found in doctrines and more practical documents, such as laws and guidance
documents of different security-related state organizations. Because the re-
searcher does not have insight on the implementation of strategic preferences in
practice, this implementation had to be exposed and explained by describing the
content of lower-level cyber related documents.

Furthermore, this thesis has also examined Russian information-technical
threat perception and the Russian response to that threat. The information psy-
chological part of information security was not discussed.

8.3 Further Study

8.3.1 Russian Cyber Threat Perception

Recently, there has been growing interest for studies of cyberspace as a domain
of warfare. This has also caused the need for theoretical studies to estimate cyber
threat perceptions of different states and the responses to cyber threats at a stra-
tegic level. Both the research process and results call for future studies. The evo-
lution of Russian cyber threat perception and Russia’s response to that threat
should be under permanent study, because they continue to evolve. Even the le-
gal basics of the protection of Russian critical information infrastructure, and the
mandate for state security authorities for the protection of the Russian segment
of the Internet are regulated in legislation, because the implementation of these
laws remains incomplete.

Russian cyber threat perception is a part of the Russian general threat per-
ception. Russian threat perception, which has an influence on Russian cyber
threat perception, can be explained by using the theory of strategic culture. Stra-
tegic culture can change, and this change has influence to threat picture, includ-
ing cyber threat picture. One area of future research could be to explore and ex-
plain, using the theory of strategic culture, the possible change in Russian cyber
threat perception since Russia was established in 1991.

8.3.2 Russian Information Threat Perception

Information warfare can be information-technical, when informational-technical
systems are objects of influence in cyberspace, or information-psychological,
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when the adversary tries to influence a person’s mind, his or her moral and men-
tal world, social and political opinions, and ability to make decisions (Kamyshev
2009). This thesis has studied Russian information-technical threat perception
and the Russian response to that threat. An interesting area for further research
is Russian information-psychological threat perception and Russia’s response to
that threat. Another interesting research approach is to study Russian infor-
mation threat perception, which includes both information-technical and infor-
mation-psychological components.

8.3.3 Russian Offensive Cyber Capabilities and Operations

The confrontation between Russia and the West is expanding from the real world
to cyberspace. Especially during the last decade, Russia has been accused of be-
ing one of the main actors in a variety of cyberspace espionage and sabotage op-
erations. There has been a lot of information about alleged Russian cyber espio-
nage operations, starting from 2008 “Operation Buckshot Yankee” (Shactman,
2010) to the latest accusations, in spring 2018, by the UK and the USA, that Russia
has “escalated the cyber war by espionage, stealing intellectual property and lay-
ing the foundation for an attack on infrastructure” (MacAskill, 2018). In addition
to accusations of cyber espionage, Russia has been accused of cyberattacks in, for
example, Estonia in 2007, Georgia in 2008 and repeatedly in Ukraine since 2014,
when the war in eastern-Ukraine broke out (Connell & Vogler, 2017).

Russian offensive cyberspace activities are an interesting area. One research
approach could start with the hypothesis that the objects of cyber threat de-
scribed in the Russian threat perception are a mirror image of the targets of Rus-
sian offensive cyberspace operations. The tactics, techniques and procedures
used by attacker can be also be mirror image for those of Russian offensive cy-
berspace operations. One thing, which implies to this, is the fact that the Russian
State Election System was the first object on the list of the draft of the law on
protection of critical information infrastructure 2006, but has not been mentioned
since that time.

Another hypothesis could be that Russian offensive cyber capabilities are
now under development to achieve the performance of these Western tactics,
techniques and procedures. Figure 17 presents the idea of using Russian cyber
threat perception as a mirror image of Russian offensive cyber capabilities.
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FIGURE 17  Russian Cyber Threat Perception as a Mirror Image of Offensive Cyber Ca-
pabilities

A challenge in the research of Russian offensive cyberspace activity is that
there is not similar primary data available publicly on offensive cyberspace ac-
tivities as there is on defensive cyberspace activities. The central paradigm of of-
fensive cyberspace activities that is, the perception of warfare, the enemy and the
threat - can be found in strategies and doctrine, but information on the strategic
preferences of offensive cyberspace activities is difficult to find, because no
equivalent legislation and directives are publicly available.

8.4 Other Topics of Further Study

Two more specific topics of further study are the development and production
of Russian ICT, namely, the hardware and software intended to replace ICT im-
ported from the West and China. Another topic might be Russia’s aspirations and
activities in international forums to create a generally accepted agreement, code
of conduct or other binding document of international law regulating state be-
haviour in cyberspace.
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SUMMARY

Lisdantynyt kiinnostus kybertoimintaympaéristoon kansainvilisen politiikan
areenana on lisdnnyt myos tarvetta tutkimuksellisiin menetelmiin, joiden avulla
voidaan arvioida eri valtioiden kokemaan kyberuhkaa ja kyberuhkan torjuntaa.
Vendjan kokemasta kyberuhkasta on julkaistu vdhdn tutkittua tietoa.
Veniildisissa julkisissa asiakirjoissa kuitenkin on riittdvéasti informaatiota, jonka
perusteella pystyy muodostamaan kuvan vendldisten kokemasta kyberuhkasta.
Téassd kuudesta artikkelista koostuvassa vditoskirjassa selvitettiin Vendjan
kokemaa kyberuhkaa ja sitd, miten Vendjd pyrkii torjumaan kyberuhkia. Tama
vditoskirjatutkimus osoittaa, ettd oikein valituilla ja kédytetyilld menetelmilld ja
ldhdeaineistolla on mahdollista rakentaa ja selittdd malli Vendjan kokemasta
kyberuhkasta ja keinoista, joilla Vendja pyrkii torjumaan kyberuhkaa.

Tutkimusprosessi koostui kolmesta vaiheesta. Metodina datan kerdamisen
ohjaamiseen ja Vendjan kokemaa kyberuhkaa kuvaavan mallin rakentamiseen
kaytettiin grounded theorya, jota kdytetddn laadullisessa tutkimuksessa yhteis-
kuntatieteiden alalla. Toisessa vaiheessa hahmotettiin strategisen kulttuurin teo-
rian avulla Vendjan yleinen uhkakuva ja sen muodostumiseen vaikuttavat tekijat.
Kolmannessa vaiheessa selitettiin strategisen kulttuurin teorian avulla mallia Ve-
ndjan kokemasta kyberuhkasta.

Strategisen kulttuurin teorian mukaan kullakin valtiolla on oma strateginen
kulttuuri, mikd tarkoittaa valtion arviota sodan luonteesta, vastustajasta ja uh-
kasta sekd valtion keinoista vastata uhkaan. Aineistona on kadytetty virallisia ve-
néldisid kyberturvallisuutta késittelevid asiakirjoja kuten strategioita, doktriineja,
lakeja ja asetuksia. Vditoskirjaa varten koodattiin 140 vendldistd kansalliseen tur-
vallisuuteen, kyberturvallisuuteen tai Vendjan digitalisointiin liittyvad asiakirjaa
vuosilta 1995-2019. Koodaukseen kiytettiin data-aineiston hallitsemiseen ja laa-
dulliseen analyysiin tarkoitettua Atlas.ti ohjelmistoa.

Tutkimustuloksena aineistosta nousi kyberuhkan kohteiksi Vendjan strate-
gisen tasan kansalliset intressit, informaatio, informaatioinfrastruktuuri ja Vena-
jan asevoimat. Vendldinen kyberuhkakuva heijastaa kiristynyttd kansainvalistd
tilannetta. Siind nakyvat yllatyshyokkdyksen kohteeksi joutumisen pelko, kerto-
mus Vendjdstd piiritettyna linnakkeena, venildinen ajatus sodan ja rauhan véliin
sijoittuvasta jatkuvasta sodankdynnistd ja voimankdyttd yhtend ulkopolititkan
menetelmdnd. Sisdisten vihollisten uhka on kasvanut viime vuosina. Venildisten
huoli omasta teknologisesta jdlkeenjddneisyydestddn informaatioteknologian
alalla tuli hyvin tutkimuksessa esille.

Vendjan tarkeimmit toimenpiteet kyberuhkan torjunnassa ovat pyrkimys
luoda kyky Internetin vendldisen segmentin irrottamiseen tarvittaessa globaa-
lista internetistd, Vendjan kriittisen informaatioinfrastruktuurin suojaamisen ke-
hittdiminen, Vendjan sisdisen ja Vendjdn rajat ylittdvan verkkoliikenteen valvon-
nan tehostaminen, anonyymien kayttdjien kielto ja yritykset korvata ulkomaiset
ICT-laitteet ja tietokoneohjelmistot vendldisvalmisteisilla tuotteilla.
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1. Abstract

A limited amount of information has been published about Russian cyber threat scenarios. However, there is
enough information scattered in official Russian documents to build up at least a satisfactory description of the
Russian perception of cyber threats and the targets of that threat. Our paper discusses the Russian perception
of cyber threats and the targets of the cyber threats publicly described by the Russians. As source material, we
used official Russian documents such as strategies, doctrines, laws and presidential decrees. The material
includes twelve laws of the Russian Federation and nine presidential decrees. In addition, the materials include
four information security agreements, seven Russian Security Council documents, and doctrine and guidance
documents from various ministries.

To address our topic we have applied grounded theory. Grounded theory is well suited to studying Russian cyber
threats and targets because very little theoretical and structured information has, to date, been published about
the subject. The Russian cyber threat assessment reflects the tension in the international situation. One of the
axioms of Russian history is, according President Vladimir Putin, that the Soviet Union has been a besieged
fortress. It is surrounded by potential enemies and under constant threat of attack from the West. For modern
Russia, after the annexation of Crimea and the wars in eastern Ukraine and Syria, war has become a justification
for the Kremlin’s image of Russia as once again surrounded by enemies and under threat of attack. These events
make it seem that Russia continues to view itself as a fortress besieged, so we extend this perception to the
cyber realm. Our hypothesis is that the Russian cyber threat assessment is based on the fortress besieged model,
similar to the one that exists in other Russian threat scenarios. In the study, a key concept that emerged is that
of the cyber target. This concept, along with the individual objects facing cyber threats, have shaped the
country’s strategic national interests, including information, information infrastructure, the Russian Armed
Forces and other targets such as the energy sector, banking and industry.

Keywords: Russia, cyber threat, cyberspace, cyber operation, critical information infrastructure, information
resources

2. Introduction

The purpose of computer science and information systems as a discipline and a branch of study is to understand
information systems from the perspective of information security management and in particular from the threat
perspective. In this paper, we examine Russian information systems and describe the Russian perception of the
cyber threat to Russia based on official documents. Our hypothesis is that that the Russian cyber threat
assessment includes the fortress besieged model, similar to what exists in other Russian threat scenarios
(Kolesnikov 2016).

The information security doctrine of the Russian Federation (UP-646 2016) defines the threat to information
security as a complex of actions and factors, creating danger for Russian national interests in information space.
Information space is a complex of information, objects of informatization, information systems, websites,
communication networks and information technologies. Informatization means social, economic and technical
processes to adopt and expand information technology in society and throughout the country as well as to
secure access to information resources. Information space includes subjects creating, generating and processing
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information, subjects developing or using information technology or managing information security. It also
includes mechanisms regulating the information relations in society.

Information warfare can be information technical, when informational technical systems are objects of influence
in cyber space or information psychological, when the adversary tries to influence a person’s mind, his or her
moral and mental world, social political opinions and ability to make decisions (Kamyshev 2009). Cyber space is
a sphere of activity in the information space. Cyber space consists of technological infrastructure, which enables
the internet and the functionality of other telecommunication channels of telecommunication networks, and all
the human activity that occurs on the internet and via other communication channels. Cyber space is a limited
area of information space (SBRF 2013). In this paper, cyber threat refers to cyber attacks, cyber intelligence, and
other activities in cyber space or through cyber space, which either cause a threat to Russia or create the feeling
of danger or real danger.

Terrorism and war have become normal phenomena in everyday Russian life. After the annexation of Crimea
and the wars in eastern Ukraine and Syria, war has become routine and now serves as one justification for the
Kremlin’s image of Russia as “a besieged fortress” surrounded by enemies and under the threat of attack
(Kolesnikov 2016). In the Russian military doctrine from 2010 and 2014, the deployment of NATO forces near
Russia’s borders and the organization’s expansion are mentioned as military dangers. The deployment of
antimissile defence systems in Europe is also considered a danger (MDRF 2010, 2014). This perception of being
surrounded by adversaries justifies the fighting of wars, large defence spending and antiterrorist legislation, and
gives the Kremlin the opportunity to name external as well as internal enemies.

The 2014 doctrine states that the threats are extending to information space as well as within Russia. In the
2014 doctrine, a new danger is the use of information and communication technology to achieve military
political goals (MDRF 2014). In his summary of 2016, minister of defence Sergei Shoigu (2016) said that
challenges to Russia’s security are increasing. NATO will locate units in Eastern Europe, and NATO intelligence is
active within Russia’s borders. American antimissile systems in Europe are in initial operational readiness and
more will be delivered to Japan and South Korea. Shoigu draws a picture of Russia as besieged by the USA and
its allies in Europe as well as in Asia. These threats create the perception within Russia that the country is a
fortress besieged. This perception becomes, in the spirit of grounded theory, a basis for using the fortress
besieged view as a theoretical phenomenon. Therefore, we construct our analysis based on that presupposition
and study if the available research material supports this hypothesis. The theory of Russia’s perception of being
a fortress besieged leads us to formulate the research problem as follows:

= Does the Russian cyber threat assessment correlate with the Russian general threat assessment?
=  Whois causing the cyber threat to Russia, by which means and what are the targets of that threat?

In this paper we follow the hermeneutical science tradition, which influences how we apply grounded theory. In
our approach, we set the hypothetical end-state abstraction level at the beginning of our research. During the
research process, we collect and analyse information to increase our understanding about the reachability of
that abstraction and adjust the whole process to reach the relevant end-state. If the hypothetical end-state
statement proves to be non-valid, the process will reveal that as well.

3. Methodology

3.1 Method: grounded theory

In our research we have applied grounded theory because it is well suited for studying topics about which there
is little published theoretical and structured information. For our study we adopted the version of grounded
theory developed by Anselm Strauss and Juliet Corbin (1990). Compared with the original version of grounded
theory, the Strauss-Corbin version is more structured. The Strauss-Corbin version accepts that the researcher is
already familiar with the theoretical literature related to the studied subject. In contrast to Glaser’s
improvisation- and intuition-orientated version, where the researcher should avoid the theoretical subject-
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related literature at the beginning of his study to prevent the formation of unconscious bias about the research
subject, in the Corbin-Strauss version the research problem is defined deductively in advance.

At the beginning of data collection, we also started the coding process. In the first phase, consisting of open
coding, we read the data carefully line by line. The aim was to find, identify, name and describe the concepts
and categories related to cyber security. We conceptualized the phenomena in the data related to the cyber
threat to Russia. At the same time, we started to group the concepts into categories.

A concept is an idea, an image and a mental picture, which describes the phenomenon or its distinctive
characteristics in a generic way. The examples of the concepts found in the data are the critical object of the
information infrastructure, information in databases, access to information, and cryptologic keys. The concepts
are used to group the collected data into categories. A category is a group of similar concepts, and categories
are used to generate a theory. The categories of cyber threat which emerged from the data are the target of the
cyber threat, the cause, the source or the factor of the cyber threat, the method or the means, and the
consequences of the cyber threat.

In the axial coding, we established the connections between the concepts and categories and defined the core
category. The core category is a category which frequently occurs in the data and is logical, coherent and
consistent with the rest of the data (Strauss and Corbin 1994). The core category of our study is the target of the
cyber threat. During this period, we continued data collection, with the coding process guiding the theoretical
sampling until saturation. After the saturation point, the theoretical sampling no longer brought more
information related to the research questions.

The theory building was initiated during the selective coding. In grounded theory, theory refers to a collection
of interrelated, well-defined and well-developed concepts that form an integrated frame of reference, which
can in turn help to explain or predict the phenomena being studied. In the theory creation phase, we grouped
the concept data in a new way, with subcategories formed in between the concepts and the category. For
example, the concepts database and telecommunication network were part of the subcategory information
infrastructure, which belongs to the category target of the cyber threat. The other subcategories of the targets
of the cyber threat are strategic interests, information, armed forces, and other targets.

To maintain the linkage between the categories, we created tables from the subcategories, and the tables were
given the titles strategic interests, information infrastructure, information, Armed Forces, and other targets. The
columns of the tables were formed from the categories, that is to say the target, the cause and the method of
the cyber threat.

We coded the data and compiled the tables twice to verify that the tabular format was a logical and practical
way of building the theory as well as that the concepts and the categories in the tables are accurate. Another
reason to recode the data is that after the first tabulation, new cyber security documentation was published in
Russia. In July 2016, Russian parliament approved the so-called Yarovaya laws, amendments to the law on
combating terrorism as well as to the Criminal Code (374-FZ 2016, 375-FZ 2016). In addition, a new Russian
information doctrine was published in December 2016 (UP-646 2016).

3.2 The structure of the material

We studied and coded 55 official Russian documents related to cyber security. The documents studied cover the
years 1993 to 2016. From these documents, the study data included three international cyber security
agreements, 11 Russian Federation (RF) laws, six presidential decrees and five Security Council documents and
three Ministry of Defence documents. Even though most of the sources are webpages, they can be considered
as valuable sources because they are published by state Russian authorities as legislative and doctrine
documents.

According the law on strategic planning (172-FZ 2014) the hierarchy of documents for strategic planning is
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= Annual speech of the president to the Federal Assembly
= Strategy for the socioeconomic development of Russia

= National security strategy

= Main directions and bases of politics

= Doctrine documents

= Otherrecords and documents

The Russian Federation President’s annual state-of-the-nation address to the Federal Assembly is the guideline
for strategic planning in Russia (FZ-172 2014). In his annual speech in December 2016, President Vladimir Putin
(2016) mentioned that because of the risks included in digital technologies Russia had to strengthen its defences
against cyber threats and make all the elements of its infrastructure, financial system, and state leadership and
management more stable.

From the legal point of view, the documents dealing with cyber security are laws, decrees and other legislative
documents and normative and methodological documents (Lapina, Revin and Lapin 2004, Komarov 2016).

In the following section, we introduce the results of our analysis. We also present a possible structure for the
threat experienced by Russia that leads to the fortress-besieged pattern of thinking.

4. Analysis results

In the Russian definition, information warfare is a struggle between two or more states in the information space
(MORF, 2011). The goals of information warfare are to

= cause harm to information systems, processes, resources and other critically important objects
=  revolutionize political, economic and social systems and organizations

= destabilize state and society by psychological processing

= constrain a state to make decisions that are favourable to its adversary

The coding of the concepts of the cyber threat targets created groups of concepts, which were formed into five
subcategories. The first subcategory of cyber threat targets is Russia’s strategic interests. One part of these
strategic interests are Russian national interests — such as sovereignty, territorial integrity and constitutional
order — which can be threatened in or through cyber space by terrorists or criminals (UP-24 2000, MDRF 2010,
MDRF 2014, UP-683 2015, SBRF 2016). The production and use of cyber weapons threaten Russia’s national
interests (JA, 2009; RBA, 2013; SBRF, 2013a). In addition, abuse of dominance by some unnamed states in cyber
space is a threat to Russia. Western intelligence services and terrorist organizations can violate Russia’s
sovereignty or territorial integrity through cyber intelligence or cyber attacks (UP-24 2000, UP-683 2015). The
technical intelligence for Russian state organs as well as its defence industry has been increased (UP-646 2016).

Russia’s national interests in cyber space are another part of Russian strategic interests as the targets of cyber
threats (SBRF 2000, SBRF 2011, SBRF 2016). Russian citizens have a constitutional right to have access to
information as well as a right to the integrity of their privacy while using information technology (UP-646 2016).
The stable and safe functioning and independence of the Russian segment of the internet, RUNET, is one of its
strategic interests. Yet because the internet is governed by ICANN, actors outside of Russia can, according to
Russia, block access to the internet and destabilize the functioning of RUNET (SBRF 2012). One threat to Russia’s
strategic interests is preparations by Western countries for an information war and aspirations to change
information space into a war zone (MDRF 2010, MDRF 2014). This could lead to a cyber arms race. Russia’s
technological backwardness in software and hardware production has created a dependence on foreign
information technology. This underdevelopment weakens Russia’s cyber defences, facilitates cyber intelligence
operations in Russia and gives Western special services an opportunity to influence Russia’s information
resources (UP-683 2015, SBRF 2016, UP-646 2016). Table 1 presents Russian strategic interests as targets of
cyber threats.

Table 1. Russian strategic interests as targets of cyber threats
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Originator or cause of threat

Target of cyber Threat

Method or means of cyber threat

USA, Western countries, Nato
Western special services
Terrorists

Extremist movements

Russia’s national interests
Sovereignty

Territorial integrity

Political stability, independence
and constitutional order

Cyber terrorism, Cyber crime
Production and use of information
weapons

Dominance of state in cyber space
Cyber intelligence, Cyber attack

Developed foreign states and
political and economic actors
Terrorists

Criminals

Intelligence and special services
Extreme movements

National interests in information
space

Constitutional rights of citizens to
access information and to the
integrity of their privacy while
using information technology

Development of information
technology and methods in a way
that is disadvantageous to Russia
Use of information technology to
achieve geopolitical goals

Cyber intelligence, Cyber attack

Western countries, Nato

Changing the information space
into a war zone

The spread of confrontation into
information space

Aspiration of states to dominance
in information space
Preparations for information war

Use of dominant position of
leading states in cyber space
Dependence of Russia on foreign
information technology
Monopolization of information
technology production

Technological backwardness in
software and hardware including
a lack of supercomputers
Information technology
production

Monopoly of software production
Exploitation of dominant position
in information space

Natural phenomena
Terrorists
Extremist movements

Critically important objects of
Russian Federation infrastructure

Cyber attack
Cyber malfunction

Terrorist organizations
Information terrorism
Information crime

Automated information systems
of state management and
decision-making systems

Use of information weapons

Actors outside of Russia
Internet governance by the USA

Functioning and independence of
the Russian segment of the
internet

ICANN

Information resources is the second subcategory of the targets of the cyber threat experienced by Russia.

Information resources include secret and confidential information (40-FZ 1995, 61-FZ 1996), state secrets (4524-
FZ 1993, 5485-FZ 1993, 40-FZ 1995, 61-FZ 1996, SBRF 2000, UP-646 2016), business and service secrets (UP-188

1997, 149-FZ 2006), personal and family secrets (152-FZ 2006, SBRF 2016), information necessary for society,

open information resources and personal data. Developed foreign states (SBRF 2000), terrorist organizations

and cyber criminals (JA 2009, SBRF 2013b, RBA 2013, RCA 2015) are violating the confidentiality, integrity and
availability of Russian information resources. Unauthorized intrusions into information systems to steal,

manipulate, forge, change or destroy information or to block access to information are seen as cyber threats to
Russia. Cyber attacks can be directed at the information saved in databases, processed in computers or
transmitted in telecommunication networks (SBRF 2000, UP-24 2000, JA 2009, RBA 2013, RCA, 2015). In

addition, saving, processing and transmitting the information against regulations, technical malfunctions and

malware defects are mentioned as cyber threats (SBRF 2011). The information resources of the Russian

Federation as the targets of cyber threats are presented in Table 2.

Table 2. Information resources of the Russian Federation as targets of cyber threats

Originator or cause of threat

Target of cyber threat

Method or means of cyber threat

Information terrorism
Cyber crime
Private persons

Information resources of the Russian
Federation
Integrity of information

Intrusion into information systems
Malware, DDoS attack, Cyber attack
Technical intelligence
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Availability of information
Confidentiality of information

Unauthorized remote control of
system

Information crime
Developed foreign states
Private persons

Secret and confidential information
Very important, top secret, secret
information

Handling, saving and transmitting of
state secrets

Business secrets, service secrets

Intrusion into information systems
Cyber attack, Cyber intelligence
Handling and transmitting
information against regulations
Technical malfunctions, malware
defects

Cyber crime

Information necessary for society

Intrusion into information systems

Databases, including those with
personal data

Personal and family secrets
Personal data

Limitation of access to information
Manipulation of information
Unauthorized use of information
Technical intelligence

Malware, DDoS attack

Information crime

Information terrorism
Developed foreign states

Open information resources
including archives

Integrity of information
Availability of information
Confidentiality of information

Information in transmission path

Limitation of access to information
Manipulation of information
Unauthorized collection and use of
information

Cyber attack, Cyber intelligence
Intrusion into information recourses

Information infrastructure is the third subcategory of the targets of the cyber threat. The information
infrastructure includes Russia’s critical information infrastructure, its components and functions, information
telecommunication networks and their automated control systems, special communication networks, tele
operators, and information processing and information security management technology. The information
processing and information security management technology includes software, hardware, operating systems,
encryption keys and cryptographic protection systems. A cyber threat to the Russian information infrastructure
can be caused by foreign states, cyber terrorists and criminals, extreme movements and harmful natural
phenomena (40-FZ 1995, UP-334 1995, 5-FZ 1996, UP-24 2000, 152-FZ 2006, MORF 2011, 1-FZ 2013, UP-31
2013, SBRF 2012, SBRF 2013a, SBRF 2013b, RBA 2013, RCA 2015, SBRF 2016, UP-646 2016). The information
infrastructure of the Russian Federation as a target of cyber threats is presented in the Table 3.

Table 3. Information infrastructure of the Russian Federation as a target of cyber threats

Originator of threat

Target of cyber threat

Method or means of cyber threat

Unequal division of
internet resources

Stable and safe functioning of the
internet

Foreign states
Information
terrorism
Cyber crime
Harmful natural
phenomena

Information infrastructure, its objects
and stable functions
Tele operators

Development and use of information
weapons

Preparations for information war
Threats caused by nature and technology
Malware

Cyber attack, Cyber intelligence
Capability for cyber attacks

Foreign states
Terrorists
Terrorist
organizations
Extremist
movements

Russia’s critical information
infrastructure, its components and
functions

Information telecommunication
networks and their automated control
systems and their functioning

Special communication networks

Information technical influence
Malware

Breach of information security
Cyber attack, Cyber intelligence
Cyber malfunction

Disturbance of information and
telecommunication systems
Monopoly of software production
Exploitation of dominant position in
information space

Information processing technology

Technological damage




599

Information systems

Software, operating systems
Database programs

Information in computers
Cryptographic protection of
information in automated information
processing and transmitting systems
Encryption keys

Viruses, malware

Internet attack

lllegal intrusion into information systems
Disturbing the functioning of information
systems

Automated control systems
Automated control system of critically
important objects

Unauthorized intrusion into information
systems
Cyber attack

Cyber malfunction

Maintenance activity by foreign
companies

Remote use and control by foreign
companies

The Armed Forces of the Russian Federation is the fourth subcategory. The information and communication
infrastructure as well as the information resources of the Armed Forces are seen as targets of cyber threats (JA
2009, SBRF 2000, MDRF 2010, SBRF 2012, RBA 2013, MDRF 2014). Foreign special services, terrorist
organizations and extremist movements are targeting the information and communication infrastructure and
information resources of the Russian Armed Forces in cyber space (61- FZ 1996, SBRF 2000, MDRF 2010, MDRF
2014). Russia considers strategic missile warning and defence systems, air and space defence forces and strategic
missile forces the main targets of possible cyber espionage and cyber attacks. The attacker tries to lower the
defence capability of these strategically important systems and forces (JA 2009, MDRF 2010, SBRF 2012, SBRF
2013b, RBA 2013, MDRF 2014).

During a pre-war period and in the first phase of any hostilities, the mobilization of the Russian Armed Forces
(i.e. the build-up of wartime troops) and strategic deployments (the deployment of wartime troops to
operational areas) would be targets of cyber attacks. In addition, the logistic systems supporting mobilization
and strategic deployment are seen as the targets of cyber attacks before the outbreak of a war. The readiness
of the Armed Forces is also targeted by foreign intelligence services in peacetime (61-FZ 1996, JA 2009, MDRF
2010, SBRF 2012, MDRF 2014). The Armed Forces of the Russian Federation as targets of cyber threats are
presented in Table 4.

Table 4. The Armed Forces of the Russian Federation as targets of cyber threats

Originator of threat Target of cyber threat Method or means of cyber
threat

Terrorist Combined information and communication Intrusion into information

organizations infrastructure of the Russian Armed Forces and networks

Extremist branches Cyber intelligence, Cyber attack

movements

Information resources of the Armed Forces Information weapons

Software, Computers

Command and control system

Missile warning and defence systems Information weapons

Air and space defence Information weapons

Activity of strategic missile forces

Mobilization and strategic deployment

Readiness of the Armed Forces

Logistic infrastructure

Automated command and control systems of
troops and weapons
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The last subcategory includes targets other than those mentioned above. Electrical grids and the functioning of
nuclear power plants are targets of cyber attacks (MDRF 2010, SBRF 2012, MDRF 2014, RCA 2015, SBRF 2016,
UP-646 2016). The most targeted industry sectors are the defence, chemical and medical industries, probably
due to their strategic importance for the defence of Russia. There are a number of typical threat scenarios:
terrorists launch a cyber attack on the automated control systems of industrial processes (SBRF 2012, MDRF
2014, RCA 2015), cyber criminals attempt to intrude into databases and the control systems of the banking
sector, or cyber criminals target the Russian stock market, taxation and customs systems (UP-334 1995, SBRF
2000, 152-FZ 2006, RBA 2013, RCA 2015, SBRF 2016). The other targets of cyber threats are presented in Table
5.

Table 5. Other targets of cyber threats

Originator of threat Target of cyber threat Method or means
of cyber threat
Terrorist organizations Electrical grids Cyber attack
Terrorist organizations | Functioning of nuclear power plants
Information resources of the defence industry Cyber intelligence
Automated control systems of defence industry processes Cyber attack
State organs Cyber intelligence
Scientific organizations Cyber intelligence

Material and raw material supply

Terrorist organizations | Production facilities
Extremist movements Management of production structure

Terrorist organizations | Logistics infrastructure Cyber attack

Chemical industry: automated process control systems Cyber attack

Medical industry

5. Conclusions

The cyber threats to Russia are increasing and becoming more diverse. On a strategic level, these threats are
part of the wider threat to Russia’s strategic interests. Information and the information infrastructure are targets
of both external and internal cyber threats. In the data the principle of information security management data
is mentioned as balancing between citizens’ need for the free exchange of information and the limitations
caused by the needs for national security in the information domain. Another principle is to have a sufficient
amount of resources for information security management and for the continuous monitoring of information
security threats. These principles probably indicate the increasing control of the Russian segment of internet by
the security authorities as part of the response to internal and external threats in the information space.

As one part of strengthening the defence of the Russian cyber fortress, the data revealed a lack of
supercomputers as well as a need for the domestic production of hardware and software. The previous doctrine
from 2000 names the underdevelopment and backwardness of Russian information technology as a threat to
the country’s information security. Over the past decade, Russia has not managed to reduce the lead of Western
countries in this area. The insufficient level of development of domestic information technology, services and
production capabilities generate dependence on foreign information technology. This causes Russia’s social and
economic development to become dependent on the geopolitical interests of foreign countries.

One way mentioned in the data to mitigate the threat caused by the superiority of the Western countries in the
information sphere is Russia’s aspiration to create international legal norms, which would prevent the use of
information technology for military purposes not in compliance with international law and for terrorist,
extremist or criminal purposes. Cyber attacks and cyber espionage against Russia have intensified, which
requires better management of information security by Russian authorities. The main opportunities to improve
information security are increasing the monitoring of RUNET, creating international legal norms to prevent uses
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of internet that are harmful to Russia, and the development of Russia’s own information technology industry,
including research and development activity.

In the Russian cyber threat assessment, a similar fortress besieged model is seen as in other threat assessments.
Russia’s leadership feels that Russia is surrounded and threatened by hostile states and non-state actors in cyber
space as well. The creators of the cyber threat are Western intelligence and special services along with terrorists
and extremist movements. Different branches of the Russian administration and different ministries and
agencies emphasize different issues in their cyber threat assessments, but the basic structure of the targets and
the threat is common.

In this study, we focused on the Russian perception of the targets, originators and methods of cyber threats. In
future research, we will examine how Russia’s response to these cyber threats is described in the Russian official
documents.
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Abstract: In December 2016, President Vladimir Putin signed the Information Security Doctrine of the Russian Federation
(RF), which defines one of the national interests of the RF in the information sphere to be ensuring sustainable and
uninterrupted functioning of its critical information infrastructure (Cll). The doctrine, however, fails to define the concept
of Cll. This paper describes the development of the concept of the critical information infrastructure of the Russian
Federation (CIIRF) starting from the year 2000 when the RF published its first doctrine regarding information. The concept
of the CIIRF is important to define because it helps to understand the threats Russia perceives in the information sphere,
and it serves as one of the basic terms in research on Russian information security management. Though a number of
studies have been published about Cll in the West or about Cll in general, there has been relatively little about the CIIRF.

The research method is grounded theory, which is appropriate because there is a lack of theoretical and structured
information about the subject. The study is based on official Russian documents related to information security. These
include the Russian Federation’s information security doctrines, draft legislation and laws as well as documents from the
RF Security Council and Ministry of Defence.

The concept of the CIIRF has been in development since 2000. The deterioration of the relationship between Russia and
the West can be seen in how the concept has become increasingly security and defense oriented. Cll Policy Directions
2012 contained the first official definition of the CIIRF. The document defines the CIIRF as a complex of automated
systems for managing critically important objects (CIOs) and for enabling their connections with information networks.
These systems are subsequently used for state management, ensuring defense capability, and maintaining security as well
as law and order. Any violation of these may have severe consequences. In the Cll Security Law 2017, the importance of
the strategic industries well as of the energy sector has also clearly risen.

Keywords: Russian Federation, critical information infrastructure, critically important object

1. Introduction

On December 5, 2016, Vladimir Putin, the President of the Russian Federation, signed a new Information Security
Doctrine, replacing the Information Security Doctrine published in 2000. The new Information Security Doctrine (UP-646,
2016) defines the threat to information security as a complex of actions and factors that represent a danger to Russian
national interests in information space.

In the Russian definition, information space is a complex of information, objects of informatization, information systems,
websites, communication networks, and information technologies. Informatization means social, economic, and technical
processes for adopting and expanding information technology throughout society and securing access to information
resources. Information space includes creating, generating, and processing information, developing, and using information
technology or managing information security. It also includes mechanisms regulating the information relations within
society (UP-646, 2016).
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According to the Information Security Doctrine 2016, one of the national interests of the RF in the information sphere is
ensuring sustainable and uninterrupted functioning of the information infrastructure and especially the functioning of the
ClIRF and the Russian portion of the Internet during peacetime, periods of aggression, and wartime. The CIIRF is not
defined in the Information Security Doctrine, nor is there a list of the components, in Russian terms, of the objects of the
CIIRF (UP-646, 2016).

As a discipline, computer science and information systems tries to understand and explain information systems. In this
article, my aim is to understand and examine the concept of the CIIRF. | outline the development of the Russian concept of
the CIIRF over the last two decades. Even though there is a terminological and conceptual resemblance between Russia’s
critical information infrastructure and the same term used in the United States and the European Union, it is important to
define and understand the meaning and content of the Russian interpretation of ClIl.

The term helps to understand Russian threat perceptions in information space, and it serves as one of the basic terms in
the research on Russian information security management. At the beginning of this study, | briefly describe two Russian
terms: information infrastructure and critical infrastructure. After that, | examine the evaluation of the Russian term CIIRF
using definitions found in Russian official documentation since the publication of the Information Security Doctrine in
2000.

2. Information Infrastructure and Critical Infrastructure

The information infrastructure of the RF is defined in the 2015 Russia—China Cyber Security Pact (RCPact, 2015) and in the
2016 Information Security Doctrine (UP-646, 2016). The information infrastructure of the RF is a complex of objects of
informatization, information systems, websites, and communication networks in RF territory or in territories under RF
jurisdiction or used based on international treaties of the RF (UP-646, 2016). The information infrastructure is a part of
Russia’s information resources. Another part of these resources is the information itself and how it flows (MORF, 2011;
SBRF, 2011; RBRPact, 2013; RCPact, 2015).

Information refers to all kinds of information (e.g., messages, data) regardless of its form. Information can be divided into
public information and classified information (FZ-149, 2006). An information system is a complex of information contained
in databases and information technologies as well as the technical means used for the processing of information (FZ-149,
2006; SBRF, 2011).

When the function of a critical important object is violated or terminated, it can lead to a loss of economic management of
the state, of a constituent entity of the state or its administrative-territorial unit, or result in a significant reduction in the
safety of the population (RBRPact, 2013). Critical important structures are objects, systems and institutions of the state
that may have consequences for national security, including the security of the individual, society and the state
(Yekaterinburg A, 2009).

3. Critical Information Infrastructure of the RF

3.1 Information Security Doctrine 2000

The development of critical information infrastructure as a term and concept began in 2000 when the IS Doctrine of the RF
(SBRF, 2000), hereinafter ISD 2000, was published. Within the document, the term critical information infrastructure is not
mentioned. In its place, ISD 2000 used the term most important objects for ensuring the information security of the RF. In
ISD 2000, there is a long list of these objects, grouped by different spheres of Russian society. The spheres are economics,
domestic policy, foreign policy science and technology, spiritual life, information and telecommunication systems,
defense, law enforcement and judicial spheres, and emergencies.
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The list in the ISD 2000 is the first published list of the most important objects for ensuring RF information security, that is,
objects of the CIIRF. The list is quite broad and almost all encompassing. Even though it is not a list of the critical
information infrastructure, it provides a basis for the study of the how the Russian interpretation of critical information
infrastructure has developed.

3.2 Bill for the Security of Critical Important Objects of Information Infrastructure 2006

The Bill for Ensuring Information Security of Critical Important Objects of Information and Telecommunications
Infrastructure, hereinafter CIO Bill 2006 (FZP- 340741-4, 2006), was introduced in the State Duma in 2006. In the CIO Bill
2006, the critical information and telecommunications infrastructure of the RF is the set of all critical information and
telecommunications infrastructure segments (FZP- 340741-4, 2006). It defines a critically important object of the
information and telecommunications infrastructure as the following:

an integral part of the critical infrastructure of the Russian Federation, the termination or malfunctioning of
which could lead to an emergency or to significant negative consequences for RF’'s defense, security,
international relations, economics, or infrastructure of the country, or for the livelihoods of people living in the
territory concerned for a long period. (FZP- 340741-4, 2006)

The critical segments (i.e., the critically important objects of the information and telecommunications infrastructure of the
RF) include (FZP- 340741-4, 2006):

e  State Automated Elections System?

e information and telecommunications systems of state authorities

e automated control systems for Russian armed forces

e satellite systems used for management and for special purposes

e information and telecommunications systems of law enforcement agencies

e television and radio broadcasting and other systems for keeping the population informed

e national registers and reference databases

e backbone communication networks and general communication networks in areas that do not have reserve or
alternative types of communication

e software and hardware complexes for communication networks

e information and telecommunications systems of finance, credit, and banking activities and for managing the
extraction and transportation of oil, oil products, and gas

e information and telecommunications management systems for water supply, water, and hydraulic equipment

e information and telecommunications systems for power supply management

e information and telecommunications systems of transport management

e information and telecommunications management systems for potentially hazardous facilities

e systems of prevention and mitigation of emergency situations

e geographic and navigation systems

According to the CIO Bill 2006, systems that do not relate to the above, but the violation of which may pose a threat to the
national interests of the RF in information space, are also considered critical segments of the information and
telecommunications infrastructure.

After two years of debate, the CIO Bill 2006 (FZP- 340741-4, 2006) was withdrawn in 2008. Even though it did not become
law, the list of the critical segments provides insight into the Russian conception of the critical information infrastructure.
Compared with the list of the most important objects for ensuring RF information security in ISD 2000, the list in the CIO

! Development of the State Automated Elections System, called GAS Vybory, started in 1994 and was first used during
elections in 1995.
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Bill 2006 is shorter. This list also concentrated more on the capability to act of state authorities and armed forces, the
functioning of communication networks in all circumstances, and industry and logistics.

3.3 Policy Directions of Security of Critical Information Infrastructure 2012

In February 2012, Russian President Dmitry Medvedev approved a document called Main Directions of State Policy in
Security of Automatic Control Systems for Production and Technology Processes in Critical Important Infrastructure
Objects of the RF (SBRF, 2012), hereinafter CllI Policy Directions 2012. The document complements the RF National
Security Strategy in information security and in the protection of critical information infrastructure. Cll Policy Directions
2012 is a document from the Security Council of the Russian Federation (SCRF). The Federal Security Service of the Russian
Federation (FSB) was the main drafter of Cll Policy Directions 2012. In addition, responsibility for a large part of the
implementation of the measures described in the document lies with the FSB (Lavrentieva, 2012). Cll Policy Directions
2012 defines both critical information infrastructure and critically important objects of the infrastructure of the RF, giving
the following definition for the latter:

a complex of automated systems for managing the critically important objects and for enabling their connections
with the information and telecommunications networks, and which are used for the state management, to
ensure the defense capability, security and law and order, and the violation (or termination) of which may cause
of severe consequences. (SBRF, 2012)

A critically important object of the infrastructure of the RF is defined as

an object, the violation (or termination) of functioning of which results in loss of management, destruction of
infrastructure, irreversible negative change (or destruction) of the economy of the Russian Federation or
administrative-territorial unit or a substantial deterioration of the safety of vital activity of the population
residing in these territories for a long period. (SBRF, 2012)

From the Russian point of view, Cll Policy Directions 2012 was a good guidance document, requiring the establishment of
a system for early warning and detection of cyberattacks against critical infrastructure.

In ClI Policy Directions 2012, CIIRF is officially defined for the first time even though the document does not contain a list
of the critically important objects. Earlier, in ISD 2000, a term with the same meaning was the most important objects for
ensuring the information security of the RF. The term critical information and telecommunications infrastructure of the RF
was introduced in the CIO Bill 2006 (FZP- 340741-4, 2006) but the bill was never accepted in the State Duma.

3.4 Cll Security Bill 2013

In 2013, five years after the CIO Bill 2006 was withdrawn, a bill called On the Security of the Critical Information
Infrastructure of the RF, hereinafter the CIl Security Bill 2013 (FZ-1, 2013), was introduced and submitted for public
discussion. The critical information infrastructure of the RF is defined in the bill as follows:

a complex of automated systems for managing production and technological processes of critically important
objects and enabling their connections with the information and telecommunications networks, as well as
information systems and communication networks used for the administration of the state, to ensure defense,
security and law and order (i.e., objects of the critical information infrastructure of the Russian Federation). (FZ-1,
2013)

In the CIlI Security Bill 2013, there is no list of the critically important objects or of the critical information infrastructure. A
critically important object is defined generally in the bill as
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an object, the violation or termination of functioning of which may lead to a loss of economic management of the
Russian Federation, a constituent entity of the Russian Federation or an administrative territorial unit, its
irreversible negative change (destruction), or a significant decrease in the safety of the population. (FZ-1, 2013)

The CllI Security Bill 2013 defined the rights, obligations, and responsibilities of Russian state actors and the subjects of
critical information infrastructure in the management of information security. The bill also included criteria for the
categorization of the critical information infrastructure. In the categorization, the importance of the object is evaluated on
an economical, ecological or social basis, or based on how important the object is for Russia’s defense capabilities or
national security. As a result of the evaluation, the objects were divided into high-, medium-, or low-risk categories. The
bill was planned to come into force January 1, 2015, but it was not passed by the State Duma.

3.5 Russian Military Doctrine of 2014

The Russian Military Doctrine of 2014 reflects the changing international political situation. Tenser relationships with the
West and the impact of the war in eastern Ukraine have made the doctrine more belligerent than the Military Doctrine of
2010. The use of information and communication technology for military—political purposes is mentioned in the doctrine
as a new factor posing a military danger to Russia. Another military danger to Russia is causing disorder in the ClI, which is
not defined. The objects of the Cll are listed as follows:

e command and control systems

e command and control systems of the armed forces

e information infrastructure of strategic nuclear forces
e missile defense early warning system

e  space surveillance system

e information infrastructure of nuclear weapon depots
e nuclear power plants

e command and control systems of nuclear industry

e command and control systems of chemical industry

The Cll list in the Military Doctrine of 2014 is military oriented and not inclusive but provides a good impression regarding
the critically important military objects of the ClI.

3.6 Russia—China Cyber Security Pact 2015

The RF and China signed a bilateral cyber security pact to maintain information security in May 2015 (RCPact, 2015). The
pact does not define ClI, but there is a list of its objects. They are not specifically mentioned as Russian objects, but they
are a good example of how Russia sees the Cll. The objects of the Cll in the RCPact 2015 are information systems and
information and telecommunications networks of state authorities or information systems, information and
telecommunication networks, and automated process control systems operating in the following areas:

e defense industry

e  healthcare

e transport

e communications

e credit and finance sector
e  energy sector

e fuel industry

e nuclear industry



548

e rocket and space industry
e mining industry

e  metallurgical industry

e chemical industry

An information system is a complex of information stored in databases and the information technology and technical
means to process information. An information and telecommunication network is a technological system for transmitting
information over communication lines, access to which is carried out using computer technology. An automated control
system for technological processes is a complex of hardware and software designed to monitor and control technological
and/or production equipment and technological and/or production processes implemented by such technological and/or
industrial equipment (RCPact, 2015).

3.7 Information Security Doctrine 2016

In December 2016, President Putin signed the new Information Security Doctrine, hereinafter ISD 2016, which emphasized
the need to ensure the stable and uninterrupted operation of the CIIRF. In the previous version of the document, ISD
2000, this aspect of information security was not given as much attention. This new focus relates to the continuously
increasing number of threats to information security of critical objects (UP-646, 2016). The CIIRF is mentioned in ISD 2016
seven times but without definition. The information infrastructure of the RF is defined in ISD 2016 as

a complex of the objects of informatization, information systems, sites in the “Internet” network and networks
located in the territory of the Russian Federation, and in territories under the jurisdiction of the Russian
Federation or used based on international treaties of the Russian Federation. (UP-646, 2016)

ISD 2016 is the first official Russian information security document to state that one of the national interests of the RF in
the information sphere is ensuring the stable and uninterrupted functioning of the CIIRF and the unified
telecommunications network of the RF in peacetime, during the threat of aggression, and in wartime. The CIIRF is
mentioned as a target of technological influence for military purposes (UP-646, 2016).

3.8 ClIl Security Law 2017

The FSB started to draft a new bill of CIIRF security after the Cll Security Bill failed to pass the State Duma in 2013. The ClI
Security Bill was introduced in the State Duma in 2016. The purpose of the bill was to define the organizational and legal
basis of the information security management of the CIIRF to ensure its stable functioning when targeted by cyber attacks.
The CIIRF was defined in the CllI Security Bill as “a complex of critical information infrastructure objects, as well as
telecommunication networks used to organize the interaction of critical information infrastructure facilities among
themselves” (FZ-47571-7, 2017). The ClI Security Bill also contains a list of the objects of the CIIRF. The list is the same as
the list in the Russia—China Cyber Security Pact.

After three hearings and some changes to the draft of the Cll Security Law, the State Duma adopted and the Federation
Council approved the Bill of CIIRF security in July 2017. President Putin signed the Bill on the Security of the Critical
Information Infrastructure of the RF, hereinafter the Cll Security Law, in July 2017 (FZ-187) and it will enter into force at
the beginning of 2018. In the Cll Security Law, the CIIRF is defined as “objects of critical information infrastructure, as well
as telecommunication networks used to organize the interaction of these objects” (FZ-187, 2017). The objects of the CIIRF
are then defined as “information systems, information and telecommunication networks, and automatic control systems
of the subjects of the critical information infrastructure” (FZ-817, 2017).
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The subjects of the CIIRF are state organs and agencies, state institutions, Russian legal entities and private entrepreneurs
who own or have in their possession, by other legal means, information systems, information and telecommunication
networks, and automated control systems of technological processes operating in the following areas:

e defense industry

e  healthcare

e  transport

e communications

e credit and finance sector
e  energy sector

o fuel industry

e nuclear industry

e rocket and space industry
e mining industry

e  metallurgical industry

e chemical industry

The list is same as the one in the Russia—China Cyber Security Pact 2015.

4. Conclusions

The concept of the CIIRF has been developing since 2000 when the first Information Security Doctrine was published. The
ISD 2000 was the first official document to discuss the idea of the CIIRF, but it failed to mention the term itself. In place of
the term critical information infrastructure, ISD 2000 used, without a definition, the term the most important objects for
ensuring the information security of the RF. ISD 2000 and its list of the most important objects for ensuring the
information security of the RF were drafted at the end of the 1990s, when the international political situation was less
tense than it is today. The list of these most important objects was broad, fragmented and included many that have not
been reiterated in later versions of the critically important objects list of critical information infrastructure (CIO list of Cll).
After ISD 2000, the CIO lists have been more focused on security and defense.

In the CIO Bill 2006, the concept of the CIIRF was not defined. The most important objects for ensuring information
security of the RF listed in the ISD 2000 were now called “critically important objects (CIO) of the information and
telecommunications infrastructure which affect the security of the state in information space.” A ClIO was defined as an
object that, when its functioning is violated, it can lead to an emergency or to significant negative consequences for
defense, security, international relations, the economy of the RF, or infrastructure of the country, or for the livelihoods of
people living in the territory concerned for a long period. The CIO Bill 2006 included a list of CIOs focused more on security
and defense than the list in ISD 2000. One interesting detail is that the first critical segment of the information and
telecommunications infrastructure of the RF listed is the State Automated Elections System.

Cll Policy Directions 2012 contained the first official definition of the CIIRF. According to that document, the CIIRF is a
complex of automated systems for managing critically important objects (ClOs) and for enabling their connections with
information networks. These objects are used for state management and for ensuring defense capability as well as
security and law and order, and their violation may have severe consequences.

The deterioration of relations between Russian and the United States has also had an influence on Cll Policy Directions
2012. In the document, the definition of the Cll is security oriented. The main activities of the Cll are state management,
defense, and maintaining law and order. The economy is a new CIO of Cll in Cll Policy Directions 2012.

The CIIRF is defined in the ClI Bill 2013 in the same way as it was defined in Policy Directions 2012. The only addition to the
definition provided in the latter document is the automated systems for managing production and technological processes
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of critically important objects. In the Cll Bill 2013, there is no definition of CIO of the CIIRF. The CIO is generally defined in
the same way as the CIO of CIIRF was defined in Cll Policy Directions 2012. Even though the ClI Bill 2013 was not passed in
the State Duma, the bill confirms that the concept of the CIIRF found its present form at the beginning of the 2010s.

After considering two versions of a bill for the security of the critical information infrastructure of the RF (2006 and 2013),
the State Duma finally passed the third version in July 2017. The ClI Security Law 2017 defines the CIIRF more simply than
it had been defined in previous documents. According to the definition of the Cll Security Law 2017, the CIIRF consists of
“objects of critical information infrastructure, as well as telecommunication networks used to organize the interaction of
these objects and the objects of the CIIRF are information systems, information and telecommunication networks, and
automatic control systems of the subjects of the critical information infrastructure.”

The CIO of Cll is not defined, but the Cll Security Law 2017 does contain a list of the objects of critical information
infrastructure, including information systems, information and telecommunication networks of state authorities and the
most important industrial sectors of and societal activity. The definition of CIIRF and the objects of CIIRF in the Cll Security
Law 2017 are the results of a long assessment and they can be considered as stable, long-term definitions.

For future research, the protection of the CIIRF is one fruitful area to consider. Another CIIRF-related topic for study is a
comparison of how the concept of critical information infrastructure has developed in Russia and in Western countries. A
third interesting framework for study is the hypothesis that the list of objects of the CIIRF is also a target development list
for offensive cyber activities by Russia. For example, the State Election System was the first object on the list of the CIO Bill
2006, but has not been mentioned since that time.
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Table: Critical Information Infrastructure (Cll) and Critically Important Object (CIO) of the ClII

Document

Definition of Cll and CIOs

ISD 2000

Critical information infrastructure of the Russian Federation: not defined

Most important objects for ensuring the information security of the Russian Federation: not defined
but a list is included

ClO Security Bill
2006

The critical information and telecommunications infrastructure of the RF is the set of all critical
information and telecommunications infrastructure objects

A critically important object of the information and telecommunications infrastructure is an integral
part of the critical infrastructure of the Russian Federation, the termination or malfunctioning of which
could lead to an emergency or to significant negative consequences for RF’s defense, security,
international relations, economy, or infrastructure, or for the livelihoods of people living in the
territory concerned for a long period.

Policy Directions
of Security of Cll
2012

The critical information infrastructure of the RF is a complex of automated systems for managing the
critically important objects and for enabling their connections with the information and
telecommunications networks, and which are used for the administration of the state and for ensuring
defense capability as well as security and law and order, the violation (or termination) of which may
cause of severe consequences.

A critically important object of the infrastructure of the RF is an object the violation (or termination)
of functioning of which results in loss of control, destruction of infrastructure, irreversible negative
change (or destruction) of the economy of the RF or administrative-territorial unit or substantial
deterioration of the safety of the population residing in these territories for a long period.

Cll Security Bill
2013

The critical information infrastructure of the RF is a complex of automated systems for managing
production and technological processes of critically important objects and enabling their connections
with the information and telecommunications networks as well as information systems and
communication networks used for state management and for ensuring defense as well as security and
law and order (i.e., objects of the critical information infrastructure of the RF).

A critically important object is an object, the violation or termination of functioning of which may lead
to the loss of economic management and / or ensuring the defense capability, security and law and
order of the RF, a constituent entity of the RF or an administrative territorial unit, its irreversible
negative change (destruction) or a significant decrease in the safety of the population.

Cll Security Law
Draft 2017

The critical information infrastructure of the RF is a complex of critical information infrastructure
objects as well as telecommunication networks used to organize the interaction of critical information
infrastructure facilities among themselves.

Critically important objects of the critical information infrastructure: no definition but a list is
included

Cll Security Law
2017

The critical information infrastructure of the RF is comprised of critical information infrastructure
objects as well as of the telecommunication networks used to organize the interaction of these
objects.

Objects of critical information infrastructure are information systems, information and
telecommunication networks, and automatic control systems of the subjects of the critical information
infrastructure.




552

REFERENCES

Demidov, O. (2013). KwubepkomaHgoBaHue CLUA: ypoku ana Poccun. Accessed March 31, 2017
http://www.perspektivy.info/rus/konturi/kiberkomandovanije ssha uroki dla rossii 2013-11-15.html

FZ-149. (2006). ®epepanbHblit 3aKOH 06 MHPOPMaLMK, MHPOPMALMOHHBIX TEXHONOMMAX M O 3awute MHOOPMaLUM.
Accessed March 16, 2017 http://pravo.gov.ru/proxy/ips/?docbody=&nd=102108264

FZ-187 (2017). ®enepanbHbli 3aKOH O 6E30MaCHOCTU KPUTMYECKOM MHGbOPMaLMOHHOW MHOpPACTPYKTypbl Poccuiickoi
depepaumnn. Accessed September 2, 2017 https://rg.ru/2017/07/31/bezopasnost-dok.html

FZP- 340741-4. (2006). depepanbHblit 3aKOH 06 ocobeHHOCTAX obecneyeHns WHPOPMALMOHHOM 6HesonacHoCTU
KPUTUYECKM BaXKHbIX OOBEKTOB MHPOPMALMOHHON M TeNeKOMMYHUKAUMOHHOM MHbpacTpyKTypbl. Accessed March 28,
2017 http://xn----9sbmabrf5adsldy9e3b.xn--plai/bill/340741-4

FZP-1. (2013). ®enepanbHblii 3aKOH O 6E30MACHOCTU KPUTUYECKOW MHOPMALMOHHON MHOPACTPYKTYpbl Poccuiickoi
depepauum - npoekt. Accessed March 28, 2017 http://rg.ru/pril/article/83/27/52/zakonoproekt.doc

FZP-47571-7 (2017). ®epepanbHbli 3aKOH O 6E€30MACHOCTU KPUTMYECKOM MHOOPMALMOHHON WHPPACTPYKTYpbI
Poccuiickoi depepaumnn - MPOEKT. Accessed March 28, 2017
http://asozd2.duma.gov.ru/main.nsf/(Spravka)?OpenAgent&RN=47571-7

Lavrentjeva, N. (2012). CNews. B Poccun paspaboTtanm rocyaapcteeHHyo NoAMTURY Knbep-3awmTbl. Accessed July 9, 2016
http://www.cnews.ru/news/top/v_rossii_razrabotali_gosudarstvennuy

MORF. (2011). KoHuenTyanbHble B3riA4bl Ha [AeATeNbHOCTb BoopysKeHHbix Cun  Pocculickolh degepaumn B
MHbOPMALMOHHOM NpPOCTPaHCTBE. Accessed March 5, 2017
http://ens.mil.ru/science/publications/more.htm?id=10845074 @cmsArticle#1

RBRPact. (2013). CornaweHune mexagy [MpaButenbctBom Poccuitickoit depepaumm u MpaButenbctBom Pecnyb6amku
Benapycb 0 coTpygHuyectse B 06nactu obecneyeHus mexKAyHapoAHOU MHOOPMALMOHHON 6e3onacHocTH, 25 aekabps
2013 roaa, Mocksa. Accessed May 27, 2016 http://www.pravo.by/main.aspx?guid=3871&p0=A01300055&p1=1

RCPact. (2015). CornaweHune mexKay MNpasutenscteom Poccuiickon ®eaepaumm n NMpasutensctsom Kutalicko HapogHoi
Pecnybaunku o coTpygHuyectse B 06a1actn obecneveHna mexayHapoaHon nHdopmaumoHHoi 6esonacHocTy, 8 masa 2015
roga, Mocksa. Accessed May 27, 2016 http://government.ru/media/files/5AMAccs7mSIXgbff1Ua785WwMWc ABDJw.pdf
SBRF. (2000). OdokTpuHa WHbopmauumoHHOM 6e3onacHocTM Poccuitickont Pepepaumuio (yTBepykaeHa [pesnaeHTom
Poccuiickoii  ®epepauum  B.MyTuHbiM 9  ceHTabps 2000, No [p-1895. Accessed December 6, 2015
http://www.scrf.gov.ru/documents/5.html

SBRF. (2011). KoHBeHuMA 06 obecneyeHUU MeKAyHAPOAHON MHPOPMALMOHHOW 6e3onacHocTM (KoHuenuuma). Accessed
March 31, 2017. http://www.mid.ru/foreign policy/official documents/-
/asset_publisher/CptICkB6BZ29/content/id/191666

SBRF. (2012). OcHOBHble HanpaBieHUs TrOCyAapPCTBEHHOM NOAUTUKM B obnactu obecneyeHus 6esonacHocTH
aBTOMATU3MPOBAHHbIX CUCTEM YNpPaBAEHUA NMPOU3BOACTBEHHBIMU U TEXHOIOTMYECKMMW NPOLLECCAaMM KPUTUYECKN BaXKHbIX
06beKToB MHOPACTPYKTYpbl Poccuiickoit depepaunn”. (yTB. MpesmageHtom PO 03.02.2012 N 803 3.2.2012. Accessed
March 17, 2016 http://www.consultant.ru/document/cons doc LAW 150730/

UP-646. (2016). 06 ytBepskaeHUn JOKTpUHbI MHPOPMaLMOHHOM Be3onacHoCTH Poccuiickoit Pepepauun ot 5
neKkabpa 2016 r. Ne 646. Accessed March 31, 2017 http://kremlin.ru/acts/bank/41460

UP-203. (2017). Yka3 [Mpe3uaeHTa Poccuiickoit degepaumm O CTpaTermm pas3ButUa WHbOpMaLMOHHOro obuiectsa
B Poccuiickoit  depgepaumm  Ha 2017 - 2030 rogbl o7 09.05.2017r. N2 203. Accessed December 06, 2017
http://www.kremlin.ru/acts/bank/41919




III

THE PROTECTION OF RUSSIA’S CRITICAL
INFORMATION INFRASTRUCTURE

by
Kari, M. (2018)
ECCWS 2018: Proceedings of the 17th European Conference on
Cyber Warfare and Security (Oslo, 2018), pp. 533-540

Reproduced with kind permission by ECCWS 2018.







533

Martti J Kari

PhD student

Faculty of Information Technology
University of Jyvaskyld, Finland
Martti.j.kari@jyu.fi

THE PROTECTION OF RUSSIA’S CRITICAL INFORMATION INFRASTRUCTURE

The concept of the critical information infrastructure of the Russian Federation (CIIRF) has been in development for two
decades. Together with this development there has also been constant debate on how the CIIRF should be protected. The
core question of this debate has been the roles and responsibilities of different state authorities in information security
(IS) management. Defining the CIIRF took almost two decades partly because of the power struggle over IS management
between the Federation Security Service (FSB) and the Federal Service for Technical and Export Control (FSTEC).

The Information Security Doctrine of the Russian Federation 2016 defines one of the national interests in the information
sphere to be ensuring the sustainable and uninterrupted functioning of the CIIRF. The doctrine, however, fails to define
what the CIIRF is and which authorities should protect it. However, the Cll Security Law, passed in July 2017, finally defines
what objects constitute the CIIRF. Then, in November 2017, the FSTEC was named as the authority responsible for
protecting the CIIRF. In 2012, the FSB was tasked with establishing a system, called GosSOPKA, for the detection and
prevention of cyber-attacks, and in 2017 with operating the GosSOPKA system.

My research question is the following: How is the critical information infrastructure of the Russian Federation protected?
The research method is grounded theory. The study is based on official Russian documents related to IS, including
legislation and presidential decrees as well as documents of the Russian Federation Security Council, the FSB and the
FSTEC.

My conclusion is that the definition of the CIIRF and the division of responsibilities to protect the CIIRF were confirmed by
the legislation passed at the end of 2017. The next phase in the protection of the CIIRF, starting in 2018, is the
implementation of these principles.

Keywords: Russia, Critical Information Infrastructure, Cyber threat; FSTEC, FSB, GosSOPKA

1. Introduction

The concept of the CIIRF was officially discussed for the first time in the Information Security Doctrine of the Russian
Federation in 2000, hereinafter ISD 2000. The list of the objects of the CIIRF was long and included many that have not
been reiterated in later versions of the list defining the critical information infrastructure (Cll). However, this document
did not clearly and unambiguously describe the ideas of protecting the CIIRF and the responsibilities and division of labor
between state authorities. ISD 2000 was the beginning of a long debate about the protection of the CIIRF. The core
question of this debate has been the roles and responsibilities of different state authorities in IS management at the state-
level. To define and organize the protection of the CIIRF took almost two decades partly because of the power struggle
over IS management between the Federation Security Service (FSB), the Federal Service for Technical and Export Control
(FSTEC) and the Russian Armed Forces, and partly because of the clarification of the responsibilities of private companies
and other legal entities for protection.

In February 2012, President Medvedev approved the document Main Directions of State Policy in the Security of
Automatic Control Systems for Production and Technology Processes in Critical Important Infrastructure Objects of the RF
(SBRF, 2012), hereinafter Cll Policy Directions 2012. Cll Policy Directions 2012 required the establishment of a system for
the early warning and detection of cyber-attacks against critical infrastructure. In Cll Policy Directions 2012, the FSB was
tasked with establishing a unified state system of detection and warning for computer attacks on ClI.
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In January 2013, President Putin signed the decree on the creation of the state system for detecting, preventing and
eliminating the consequences of computer attacks on the information resources of the Russian Federation, hereinafter the
GosSOPKA! Decree (UP-31, 2013). The GosSOPKA system is a combined, territorially distributed complex that includes
forces and means for detecting, preventing and eliminating the consequences of computer attacks and responding to
computer incidents. The information resources of the Russian Federation are understood as information systems,
information and telecommunications networks and automated management systems located in the territory of the
Russian Federation as well as in the diplomatic missions and consular offices of the Russian Federation.

The Information Security Doctrine of the Russian Federation 2016 (UP-646, 2016) defines one of the national interests in
the information sphere to be ensuring the sustainable and uninterrupted functioning of the CIIRF. The doctrine, however,
fails to define the concept of the CIIRF and the authorities protecting it.

After considering two versions of a bill for the security of the CIIRF, one in 2006 and the other in 2013, the State Duma
finally passed the Cll Security Law in July 2017. The bill was drafted by the FSB and introduced in the State Duma in 2016.
In July 2017, President Putin signed On the Security of the Critical Information Infrastructure of the Russian Federation (FZ-
187, 2017), hereinafter the Cll Security Law. The ClI Security Law entered into force at the beginning of 2018. Its purpose is
to define the organizational and legal basis of the IS management of the CIIRF to ensure its stable functioning when
targeted by computer attacks.?

The ClI Policy Direction 2012 and the GosSOPKA Decree of 2013 assigned the IS management related to cyber-attacks to
the FSB, but the question of the comprehensive protection of the CIIRF remained unresolved until the Cll Security Law in
2017.

As a discipline, computer science and information systems attempts to understand and explain information systems. In
this article, | view CIIRF as an information system and my aim is to understand and examine how it is being protected. |
begin by outlining a definition of the CIIRF. | then describe the principles of protection for the CIIRF and the roles of the
FSB and the FSTEC in that protection, the categorization of objects that comprise the infrastructure, and the introduction
and integration of GosSOPKA as a tool for its protection.

It should be noted that the idea to disconnect the Russian internet, the RuNet, from the global internet (Ristolainen, 2017)
as a method of protecting the CIIRF is beyond the scope of this paper. The reason for this exclusion and limitation is that
elements of the CIIRF are located beyond the boundaries of the RuNet and for this reason its disconnection would not
protect them. Another reason is that threats to the CIIRF can also originate from inside the RuNet, in which case
disconnection would not protect the critical infrastructure.

Methodologically, my paper is a literature survey. Primary sources include the Russian Federation’s laws and presidential
decrees. Secondary sources and supporting material include commentary by Russian ICT specialists on the protection of
the CIIRF.

2. The Critical Information Infrastructure of the Russian Federation

Cll Policy Directions 2012 defines both the critical information infrastructure and the critically important objects of the
infrastructure of the Russian Federation, providing the following definition for infrastructure:

1 GosSOPKA is an abbreviation of the Russian phrase “state system for detecting, preventing and eliminating the
consequences of computer attacks”.

2 A computer attack is defined as the targeting of software and/or hardware in Cll facilities, telecommunication networks
used to organize the interaction of such objects, with a view to violating and/or terminating their operation and/or
creating a security risk that is handled by such objects information.
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a complex of automated systems for managing the critically important objects and for enabling their connections
with the information and telecommunications networks, and which are used for state management, to ensure
the defense capability, security and law and order, and the violation (or termination) of which may have severe
consequences. (SBRF, 2012)

A critically important object, meanwhile, is defined as the following:

an object, the violation (or termination) of functioning of which results in loss of management, destruction of
infrastructure, irreversible negative change (or destruction) of the economy of the Russian Federation or
administrative-territorial unit or the substantial deterioration of the safety of vital activity of the population
residing in these territories for a long period. (SBRF, 2012)

In December 2016, President Putin signed the new Information Security Doctrine, hereinafter ISD 2016. The ISD 2016 is
the first Russian IS document to state that one of the national interests of the RF in the information sphere is ensuring the
stable and uninterrupted functioning of the CIIRF and the unified telecommunications network of the Russian Federation
in peacetime, during the threat of aggression, and in wartime. The CIIRF is mentioned as a target of technological
influence for military purposes (UP-646, 2016). In ISD 2016, the information infrastructure of the Russian Federation is
defined as

a complex of the objects of informatization, information systems, sites in the “internet” network and networks
located in the territory of the Russian Federation, and in territories under the jurisdiction of the Russian
Federation or used based on international treaties of the Russian Federation. (UP-646, 2016)

The CIl Security Law (FZ-187, 2017) defines the CIIRF more simply than it had been defined in previous documents:

The CIIRF consists of objects of the critical information infrastructure as well as the telecommunication networks
used to organize the interaction of these objects. The objects of the CIIRF are information systems, information
and telecommunication networks, and automatic control systems of the subjects of the critical information
infrastructure. (FZ-187, 2017)

The subjects of the CIIRF are state organs and agencies, state institutions, Russian legal entities and private entrepreneurs
who own or have in their possession, by other legal means, information systems, information and telecommunication
networks, and automated control systems of technological processes operating in the following areas:

e defense industry

e healthcare

e transport

e communications

e credit and finance sector
e  energy sector

o fuel industry

e nuclear industry

e rocket and space industry
e mining industry

e  metallurgical industry

e chemical industry

An automated control system is a set of software and hardware designed to control the technological and production
equipment (actuators) and the processes they produce, and to manage such equipment and processes.

According to the official Russian view, the CIIRF is a target of both external and internal cyber-threats, and these threats
are increasing and becoming more complicated to respond to. In the Russian estimation, foreign states are trying to
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penetrate the CIIRF with malware and other means and methods of cyberwarfare. The purpose of this penetration
includes cyber-espionage, the denial of access to information in the CIIRF, corruption of information, and attacking the
stability of functioning of objects the CIIRF. Terrorists and extremists can also attack the CIIRF (UP-24, 2000; MORF, 2011;
SBRF, 2013).

Even though the IS management of the CIIRF has been discussed in Russia since ISD 2000, the process and responsibilities
for its protection were not explicitly and comprehensively defined until the Cll Security Law in 2017. The protection of the
CIIRF is based on the division of responsibilities and labor between the FSB and the FSTEC, on the categorization of ClI
objects, the introduction and integration of GosSOPKA as a tool to protect the CIIRF, and on establishing systems for the
its security.

3. Protection of the Critical Information Infrastructure of the Russian Federation

3.1 Roles of FSTEC and FSB in protection of CIIRF

The Federal Service for Technical and Export Control of the Russian Federation (FSTEC) is a federal executive body charged
with ensuring the security of the CIIRF, countering technical intelligence and the technical protection of information as
well as a specially authorized body in the field of export control (UP-569, 2017). Its predecessor, the State Technical
Commission of the USSR, was established in 1973. It was a permanent body for the protection of secret and official state
information, preventing its loss through technical channels, and for counteracting the operations of foreign technical
intelligence services in Russia (Brusnitsin, 2000).

In 1992, the commission was organized as the State Technical Commission under the President of the Russian Federation
(UP-9, 1992). In 1999, it received the status of a federal executive body. The tasks of the commission were the technical
protection of information of governmental, federal and local executive bodies; forecasting the development of the forces,
means and capabilities of technical intelligence; identifying threats to IS; and counteracting technical intelligence as well
as preventing the leakage of information through technical channels (UP-212, 1999). In 2004, the State Technical
Commission of Russia was transformed into the Federal Service for Technical and Export Control (UP-314, 2004).

According to regulations (UP-1085, 2004), FSTEC is a federal executive body authorized to provide security (using non-
cryptographic methods) for the information in the information and telecommunications infrastructure systems that have a
significant impact on the state’s security in the information sphere. These may include information systems and
telecommunications networks functioning as part of Russia’s critical infrastructure, on which any destructive information
impacts may have significant negative consequences. FSTEC carries out its activities directly and through its territorial
bodies. The FSTEC and its territorial bodies are part of the state security agencies (UP-1085, 2004).

In November 2017, the FSTEC was tasked with ensuring the security of the CIIRF and its significant objects. At the same
time, it was also nominated to counter technical intelligence and provide technical protection of information as well as act
as a specially authorized body in the field of export control (UP-569, 2017).

The Committee for State Security of Soviet Union, more commonly known as the KGB, was established in 1954. It was
authorized to provide internal security and foreign intelligence, including signal intelligence (SIGINT). After the Soviet coup
d’état attempt in August 1991, the KGB was divided into three organizations — the Foreign Intelligence Service (SVR), the
Federal Counterintelligence Service (FSK) and the Federal Agency for Government Communications and Information
(FAPSI). In 1995, the FSK was reorganized as the Federal Security Service (FSB). The FAPSI consisted of the KGB’s 8th
directorate (government communications) and 16th directorate (SIGINT). In 2003, FAPSI was reorganized into the Service
of Special Communications and Information and the FSB took over the Special Communications and Information Service.
The FSB also became responsible for SIGINT. The primary functions and roles of the FSB include law enforcement,
counterintelligence, domestic surveillance, and internal intelligence functions at the national level. Cyber and internet
surveillance is a new focus of FSB SIGINT collection efforts.



537

In IS management, the FSB is defined as the federal executive body authorized to ensure the functioning of the state
system for detecting, preventing and eliminating the consequences of computer attacks on the information resources of
the Russian Federation. In the protection of the CIIRF, the FSB’s main task is to operate GosSOPKA, the state system of
detection, prevention, and elimination of consequences of computer attacks on the information resources of the Russian
Federation. (UP-620, 2017.)

3.2 Categorization of objects of CIIRF

The identification and categorization of the objects of the Cll is the first step in the process to secure and protect the
CIIRF. The categorization of these objects is a process during which a subject in the CIIRF evaluates and categorizes the
significance of a Cll object according to the instructions of the FSTEC. Significant objects are placed into Category |, Il or IIl.
The categorization (i.e. the assigning of a category number to each object) is based on the social, political, economic,
environmental significance of the object for ensuring the country’s defense, state security and law and order. Category | is
for the ClI’'s most significant objects.

Social significance depends on the potential damage that would result from the malfunctioning or disruption of the object
in the following areas: the life or health of people, life support facilities, transport infrastructure, communication
networks, and public services (FZ-187, 2017). For example, if the malfunctioning of an object is estimated to injure or
cause death to less than 50 people, the object belongs to Category lll. If the malfunctioning of an object might result in the
injury or death of more than 500 people, the object belongs to Category | (PPP-0101, 2017).

The estimated possible domestic and foreign policy damage to the interests of the RF defines the political significance of
an object in the case of the malfunction or stoppage of this object (FZ-187, 2017). For example, the official website of the
president of the Russian Federation or the government belong to Category |, while the website of city or town
administration belong to Category Ill (PPP-0101, 2017). Environmental significance is expressed by assessing the level of
environmental impact. If a Cll object does not meet the criteria of significance, it is not assigned to any of these categories
(FZ-187, 2017).

The subject sends the results (i.e. information on the categorized objects) to the FSTEC, which approves the categorization
and includes it in a registry of the significant objects of the CIIRF. An object receives the status of a significant Cll object
when it has been assigned to a category and it is included in the registry. The registry includes the names of significant
objects and their subjects, information on the interaction between the object and the telecommunication network,
category number, information about the software and hardware used in the object and measures used to ensure the
security of a significant Cll object. The FSTEC delivers the registry information to the FSB, which then uses the information
in GosSOPKA (FZ-187, 2017).

After the categorization, FSTEC specifies requirements to ensure the security of critical Cll objects and requirements to
establish security systems and ensure the functioning of these objects. The FSTEC specifies requirements to ensure the
security of information and telecommunications networks which are assigned to one of the three categories of
significance and which are included in the registry of significant Cll objects, in cooperation with the Ministry of Telecom
and Mass Communications of the Russian Federation. In the banking and finance sector, the FSTEC specifies requirements
in consultation with the Central Bank of the Russian Federation. The subject of the Cll is obliged to follow FSTEC
instructions and establish security arrangements corresponding to category of significance of the Cll object. FSTEC is
authorized to evaluate the security arrangements of the objects included in the registry.

3.3 GosSOPKA

In January 2013, President Putin tasked the FSB with establishing a state system for the detection, prevention and
elimination of the consequences of computer attacks on the information resources of the Russian Federation. The system
is called GosSOPKA. The information resources were defined as information systems and information and
telecommunications networks of state authorities, along with other information systems and information and
telecommunications networks located in Russian Federation territory as well as the country’s diplomatic missions and
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consular offices abroad (UP-31, 2013). The main task of GosSOPKA is ensuring the security of the information resources of
Russia from computer attacks and maintaining the stable functioning of these resources in the face of incidents caused by
computer attacks (SBRF, 2014).

The FSB was also tasked with ensuring the functioning of elements of GosSOPKA in cooperation with other state
authorities. The FSB determines the procedure for the exchange of information between federal executive authorities on
computer incidents. Furthermore, it defines the measures to assess the degree of protection of the country’s Cll from
computer attack and develops recommendations on how to protect it from such attacks (UP-31, 2013).

In December 2017, FSB was named (UP-620, 2017) as the state authority to operate GosSOPKA. The IS management
processes implemented in the GosSOPKA framework are the following: detecting, attributing and responding to computer
attacks; eliminating the consequences of computer attacks on the information resources of the Russia; estimating the IS
management situation and cyber threats; and the collection and analysis of information about computer attacks and
computer incidents (SBRF, 2014; UP-620, 2017). These processes also include the organization and implementation of
cooperation between law enforcement agencies and other state bodies, owners of information resources, telecom
operators and internet providers in the detection of computer attacks, the collection and analysis of information about
such attacks and incidents, and the monitoring of the security level of information systems as well as information and
telecommunication networks.

The FSB established and operates the National Coordination Center for Computer Incidents® (NCCCI) and regional and
territorial IS operations centers (SOC). The GosSOPKA SOCs are to be established in the Russian Federation at the federal
district* and subject level.> The SOCs can be operated by the FSB, or they can be departmental or corporative SOCs. Figure
1 presents the types and hierarchy of different SOCs. The common tasks of SOCs include collecting and analyzing
information about computer attacks and computer incidents, responding to threats, and eliminating the consequences of
computer incidents in information resources (UP-31, 2013).

The task of FSB SOCs is to protect the information resources of state organs and bodies as well as the information
resources of Russian Federation subjects. At the administrative departmental level, a state body can establish a
departmental center® to protect the information resources of an administrative branch or department. In addition to
providing IS, departmental centers receive and collect information on security and incidents occurring in all subordinate
organizations. Departmental centers also conduct analytics on the data obtained, identify common trends or actual
vectors and transfer information about them to downstream centers. State corporations, telecom operators and other
organizations that carry out licensed activities in IS can establish and operate corporative GosSOPKA centers to protect
their own information resources.

3 HauMoHanbHbI KOOPAMHALMOHHbIN LLeHTP MO KOMMbIOTEPHBIM MHLMAEHTAM

4 A federal district is a grouping of the federal subjects for the convenience of operation and governing by federal
governmental agencies. There are eight federal districts in Russian Federation.

5 The subjects of the Russian Federation are the main administrative divisions in Russia. The federal subjects are divided
into oblasts, republics, krais, autonomous okrugs, federal cities and autonomous oblasts.

6 BeJOMCTBEHHbIN LEHTP
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Russian Federation

Ncccl Departmental Corporative
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Federation District

Regional SOC Departmental Corporative

SOC2 SOC2
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Figure 1. The types and hierarchy of SOCs

The first corporative and departmental GosSOPKA SOCs were established in 2016. In autumn of that year, the Russian
state corporation Rostekh’ established a corporative SOC. Rostekh develops, produces and exports high-tech civilian and
military products. At the end of 2017, the Rostekh SOC was able to monitor 20% of the internet traffic of all companies
and facilities belonging to the corporation. This means 386 enterprises and more than 24,000 external IP addresses.
According to the plans, in 2020 about 30% of traffic is under SOC surveillance (Rostekh, 2017). The first departmental
GosSOPKA SOC was established in 2016 in the Ministry of Economic Development. In summer 2017, the Ministry of
Transport requested tenders to establish a departmental SOC by the end of 2018, and in autumn 2017, the Ministry of
Foreign Affairs also issued a call for tenders on establishing a SOC (Voejkov, 2017).

Departmental and corporative centers can be established and operated by licensed commercial companies. For example,
in November 2017 the companies Solar Security and Positive Technologies started a joint venture to create departmental
and corporative GosSOPKA centers. Positive Technologies provides technological solutions, including information
interaction with NCCCI, managing incidents, and detecting and blocking malware. Solar Security operates the centers
established by Positive Technology (TAdviser, 2018).

3.4 Cll subjects in the protection of CIIRF

The ClI subjects are authorized to receive any information from the FSTEC that is necessary to ensure the security of
significant Cll objects, including security threats. The FSTEC delivers information to Cll subjects about the means and
methods of computer attacks as well as about the means and methods to prevent and detect those attacks. The subject is
authorized, at its own expense, to purchase, lease, install and maintain GosSOPKA equipment and devices (FZ-187, 2017).

7 State Corporation for Assistance to Development, Production and Export of Advanced Technology Industrial Product
(Rostekh)
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The subjects should immediately report computer attacks to the FSB, take measures to repel attacks and allow FSB officers
to enter their facilities. In the case of an attack on the objects of the financial sector, the Central Bank also needs to be
notified. The NCCCI coordinates the activities of the subjects to repel computer attacks. If GosSOPKA equipment is
installed in the facilities of the Cll subject, the subject is obliged to operate the equipment and maintain proper conditions
for its use.

To ensure the safety of a significant Cll object, the subject is obliged to establish a security system and to ensure its
functioning according to the instructions of the FSTEC. The tasks of the security system of a significant Cll object are to
prevent unauthorized access to information and all illegal actions with respect to such information as well as the violation
of information processing, to restore the functioning of critical objects, and continuous interaction with GosSOPKA. The
FSB assesses the security of the CIIRF in order to predict the emergence of possible threats to its security and to develop
measures to improve its stability when targeted by computer attacks. These assessments are based on the information
received from GosSOPKA or from detection devices in telecommunication networks, from the FSTEC and from other
authorities working with IS management (including foreign and international actors). They are also based on the
information collected during the inspection and evaluation of significant Cll objects. The FSB delivers the results of the
assessments to the FSTEC, which maintains the registry of significant objects and makes planned as well as ad hoc
inspections and evaluations. Ad hoc inspections are caused by, for example, a computer incident in a significant object (FZ-
817,2017).

4. Conclusions

The concept of the CIIRF has been in development since 2000, when the first Information Security Doctrine was published.
Alongside this development, there has been an active debate about the roles and responsibilities of state authorities in IS
management. After considering two versions of a bill for the security of the CIIRF (2006 and 2013), the State Duma finally
passed the third version in July 2017. The ClI Security Law 2017 extremely important for improving the effectiveness of
ensuring cybersecurity of CIIRF. The Law defines the CIIRF more simply than in previous documents, starts the
implementation phase of the protection of CIIRF.

Furthermore, the Cll Security Law and related legislation defined the roles of two authorities in the IS management of the
CIIRF. The FSB was tasked with creating and operating GosSOPKA, and the FSTEC was named as the federal executive body
authorized to ensure the security of the CIIRF.

The definition of the CIIRF and the division of responsibilities to protect it were confirmed in legislation at the end of 2017.
The next phase in the protection of the CIIRF, starting in 2018, is the implementation of these principles.
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Abstract: The increasing interest in cyber warfare studies has created a need for theoretical tools to research the
nature of cyber conflicts, cyber threats and the responses to these threats. One possible tool is the theory of strategic
culture. According to Professor Alastair lain Johnston, strategic culture is an integrated system of symbols, which
establishes comprehensive and long-lasting strategic preferences. Strategic culture consists of basic assumptions
about the strategic environment, including threat perception, as well as assumptions about the options to respond
to the threats on an operational level. The theory of strategic culture identifies the factors that influence the
formulation and outcome of strategic culture of a state. These factors may encompass historical, geographical,
technological or political factors.

This paper argues that strategic culture theory is a suitable tool for exploring and explaining the Russian idea of cyber
conflicts, the country’s cyber threat perception and its strategic preferences, that is, its options to respond to cyber
threats. This paper first identifies the specific factors influencing Russian strategic culture then moves on to a
discussion of the elements comprising it. These elements, which can also be identified in the cyber environment,
include a sense of vulnerability, the narrative of Russia as a besieged fortress, and Russia’s technological inferiority.

Methodologically, this paper is a literature survey, based on official Russian documents related to information
security. These include the Russian Federation’s information security doctrines, draft legislation and laws as well as
documents from the RF Security Council and Ministry of Defense.

Keywords: Strategic Culture Theory, Russian Strategic Culture, Russian Cyber Threat Perception
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1 Introduction

In recent years, cyberspace has become a domain of warfare. In June 2016, the NATO summit declared cyberspace
as precisely that. According to Russian authorities, the formation of cyberspace as a warfare domain poses a threat
to the Russian Federation’s (RF) national interests (MORF, 2011; MD, 2014). The Stuxnet attack against Iranian
nuclear facilities was the first example of new generation of warfare and showed that cyberweapons would be the
“weapon of the century.” A similar attack on Russian targets could cause enormous damage to Russia if it could not
be countered. (Orlov, 2011.)

The increased interest in cyber threats has, in turn, heightened the need for theoretical tools to study the
perceptions of those threats. However, cybersecurity studies are a relatively new field, so academic research of
cyber threat perception has remained limited. The already existing research has concentrated on the system level
and dealt, for example, with cybercrime (Bolden & Nalla, 2014) or the protection of information systems against
cyber-attack (Zhuang et al, 2010). This paper argues that strategic culture theory is a suitable lens for explaining
Russian cyber threat perception and the options to respond to such threats.

The basic assumption of the theory of strategic culture resides in the belief that all nations have their own kind of
strategic culture, i,e. collective ideas and values, which are constitutive factors in the design and execution of states’
security policies. Strategic culture consists of a central paradigm and a set of strategic preferences. The central
paradigm describes the nature of the conflict and the perception of the enemy and threat as well as how to respond
to that threat. Strategic preferences are assumptions about what options are the most effective against a particular
threat (Johnston 1995a). Different states have their own strategic culture, developed over a long period. Factors
influencing strategic culture might be historical, technological, political or organizational. Knowing these factors
might be possible to explain how and why a state experiences a threat in a certain way. Strategic choices are based
more on historically rooted strategic preferences than, for example, on changes in the strategic environment. If the
strategic culture does change, it changes slowly (Johnston, 1995b).

Johnston (1995b) sees that one productive way to identify the elements of a nation’s strategic culture is to analyze
the content of recent subject-related texts. To explain the strategic culture related to the Russian perception of cyber
threat, the most interesting texts are the Russian Federation’s Military Doctrine (MD, 2014), Security Strategy (UP-
683, 2015), Foreign Policy Concept (UP-640, 2016), Doctrine of Information Security (UP-646, 2016) and Strategy for
the Development of an Information Society in the Russian Federation 2017-2030 (UP- 203, 2017).

Methodologically, this paper is a literature survey. It first identifies the specific factors influencing Russian strategic
culture then moves on to a discussion of the elements comprising it. These elements, which can also be identified in
the cyber environment, include a sense of vulnerability, the narrative of Russia as a besieged fortress and Russia’s
technological inferiority. In the end is described how the elements of Russian strategic culture and especially threat
perception are reflected in the cyber environment and the strategic preferences Russian leadership has chosen to
respond to those threats.

2 Theory of Strategic Culture

Gabriel Almond and Sidney Verba developed the concept of political culture in the 1960s. According to them, political
culture is a “subset of beliefs and values of a society, which relate to the political system.” (Almond & Verba, 1963.)
In 1977, Jack L. Snyder brought political culture into security studies with his study The Soviet Strategic Culture. He
identified historical, institutional, and political factors that had an influence on Soviet strategic thought, which he
called “strategic culture.” According to Snyder (1977), to understand the reactions of the Soviet Union one had to
identify the factors influencing the Soviet strategic culture. After Snyder, the theory of strategic culture developed
through three generations of scholars, each with their own conceptual and methodological approach. (Johnston,
1995a).
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Professor Colin S. Gray was another important scholar of the first generation of the strategic culture school. He
noted that the rational-actor theories were not able to explain the proxy wars in the Middle East and the US defeat
in Vietnam. This caused a need to understand why states made strategic decisions and waged war in different ways
in the same kinds of situation. Gray (1971) questioned the rational-actor theories as a tool to explain state behavior.

The second-generation scholars started to study the relationship between strategic culture and behavior. In the early
1980s, many researchers argued that the USA was incapable of thinking and acting strategically, and the Soviet
Union, as a Clausewitzian and militarily oriented state, had an advantage vis-a-vis the USA. Some considered the USA
weak and unable to challenge the authoritarian Soviet Union. These forecasts proved wrong. Researchers were not
able to understand the internal and political changes in the Soviet Union well enough to predict its collapse at the
beginning of the 1990s. This failure led to a new approach to strategic culture studies (Desch, 1998).

In the early 1990s, constructivism became one of the major schools in the study of international relations. In contrast
to neorealism and neoliberalism, constructivism stressed that historical and social constructions are the basics of
international relations. At the same time, strategic culture studies expanded beyond nuclear war, and were inspired
by constructivism. One of the most important representatives of this third generation of strategic culture studies is
Alastair lain Johnston. His book Cultural Realism: Strategic Culture and Grand Strategy in Chinese History (1995b) is
considered a basic work of this new approach to the field (Lantis, 2006). Johnston studied the character and linkages
of Chinese strategic culture to the use of military force against external threats. In his methodological framework,
cultural orientations were the independent variable and military strategy was the dependent variable. He defined
strategic culture as he following:

An integrated system of symbols (e.g. argumentation, structures, languages, analogies, metaphors) which
acts to establish pervasive and long-lasting grand strategic preferences by formulating concepts of the role
and efficacy of military force in interstate political affairs, and by clothing these conceptions with such an
aura of factuality that the strategic preferences seem uniquely realistic and efficacious. (Johnston, 1995b.)

Strategic culture (Johnston, 1995b) is a set of persistent and consistent historical patterns of how a state or state
leadership thinks about the use of force to achieve political goals. Different states have different patterns of action
and strategic preferences. The preferences originate in the historical experiences related to the threat and use of
force by the state and are influenced by the philosophical, political, cultural, and cognitive experiences and
characteristics of the state. Ahistorical and other variables — such as technology, capabilities, threat levels and
organizational structure, which Johnston calls “objective variables” — have less influence on strategic preferences.

Johnston’s work has been criticized, especially because he distinguishes strategic culture from strategic behavior.
Johnston isolates strategic culture as an independent variable and measures its causality to state behavior. Yet one
of Johnston’s critics, Colin Gray (1999), stated that strategic behavior cannot be isolated from strategic culture, and
that it is more important to understand strategic behavior than it is to explain it. Therefore, the theory of strategic
culture should try to interpret the meaning of strategic behavior than it is to explain the cause of that behavior.
According to Johnston, strategic culture is an independent and isolatable variable which causes the behavioral
choices of states. In Johnston’s model, causality moves from culture to behavior.

If strategic culture does change, it changes slowly. Three factors shaping strategic culture are external shock, conflict
of strategic principles and the behavior of the elite. An external shock can overturn a nation’s historical narratives
and construct new norms. The second factor that may change strategic culture is disharmony and a clash of the core
principles of strategic thinking. A third factor that can change strategic culture is the role of elites. Leaders can follow
the current direction of their foreign policy, that is, their strategic culture or they can change their strategic culture
by adopting a new approach to foreign policy questions (Lantis, 2006).

In this paper, | apply Johnston’s definition of strategic culture and his methodological framework. The factors
influencing Russian strategic culture are considered independent variables. The central paradigm and strategic
preferences of Russian strategic culture are then viewed as dependent variables. This paper follows Johnston’s idea
about the separation of strategic culture (i.e., its central paradigm and strategic preferences) from state behavior in
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practice. Russian state behavior in the cyber environment in practice is difficult to explore, but the central paradigm
and strategic preferences can be found in Russian official documentation.

Strategic culture is not an autonomous concept. Instead, it consists of a series of debates regarding its nature, the
bearers of the concept, and its factors and elements. Some researchers see that the notion of a unitary strategic
culture should be questioned and it would wiser to think of strategic culture as an umbrella concept for different
subcultures (see Murray, 1999; Gray, 2006; Zaman, 2009). For example, within military organizations there will be

separate subcultures influenced by traditions and the mission they perform (Murray, 1999; Gray, 2006).

The identified advantages and disadvantages of strategic culture theory have varied for several reasons. First,
scholars of strategic culture theory from different generations vary in their definition of strategic culture and its
content. Second, scholars of strategic culture and scholars representing traditional actor theories have viewed the
concept differently (Horton-Eddison, 2018). The main advantage of strategic culture theory is in how it defines and
describes components of a strategic culture (i.e., its central paradigm and strategic preferences), both of which are
easier to identify and describe than unstructured state behavior. Another advantage is that strategic culture
considers state-specific factors which influence state behavior. One disadvantage is that among scholars there is no
common view of what the independent and dependent variables of strategic culture are.

Even though strategic culture can be criticized (see, e.g., Horton-Eddison, 2018; Lock 2018) as a vaguely defined
concept with logical inconsistencies, it can also be used as a tool for providing framework and context. In this paper,
the context it provides promotes a better understanding of how Russian strategic culture constructs an umbrella
concept for the subculture related to Russian cyber defense. It explains Russian cyber threat perception and the
response to that threat as the components of Russian cyber subculture.

3 Factors Formulating Russian Strategic Culture

One of the basic questions of the theory of strategic culture is the question of independent variables, those factors
that influence strategic culture. These factors might be historical, geographical, and political or they can relate to
organization or technology. Historical factors have a predominant influence on the formulation and outcome of a
state’s strategic culture. These historical factors are, in turn, influenced by the political, cultural and cognitive
characteristics of the state. Technology, threat level and organizational structures — so-called “ahistorical or
objective variables” — are of secondary importance. In Johnston’s view (1995b), strategic choices are based on
historically rooted strategic preferences.

This paper composes the factors that influence Russia’s strategic culture into four groups: history, geography,
technology, and the political system and worldview of Russian leadership. Disharmony and a clash of the core
principles of strategic thinking can also have an influence on strategic culture. In addition to the four groups of
factors, this paper discusses the “changed rules of war,” which also have an influence on Russian strategic culture.

Russia has been attacked many times throughout its history, and this historical experience is an important factor of
the country’s strategic culture. Mongols destroyed Kiev in 1240 and ruled until 1380. After that, Russia has been
attacked by Sweden in 1700 and Napoleon in 1812. Germany attacked Russia in both World Wars. The German
invasion in the Second World War was particularly traumatic, causing enormous casualties to the Soviet population
and significant damage to the country’s infrastructure. These historical experiences, along with NATO expansion
(Facon, 2016; Eitelhuber, 2009), has created a sense of vulnerability and a fear of invasion combined with the
concept of Russia as a besieged fortress.

During the time of troubles (1606—1613), internal disturbances and foreign intrusion devastated many cities and
depopulated rural regions. In the 17th century, there were numerous riots and uprisings throughout the country. In
19th century there were uprisings in Poland and, in 1825, the so-called Decembrists tried to organize a coup d’état
in St. Petersburg. Two further revolutions eventually crushed the tsarist regime and brought the Communists to
power. The breakup of the Soviet Union was yet another traumatic historical incident for the Russian people
(Ermarth, 2006; Eitelhuber, 2009).
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Geography has exerted a continuing influence on Russia’s threat perceptions. The East European Plain between the
Carpathians and Ural mountains has been an easy area for attackers to advance across. The absence of natural
physical buffers and barriers to protect the country from attack has increased Russians’ feeling of vulnerability
(Ermarth, 2006; Facon, 2016).

Russia’s technological inferiority, particularly its backwardness in the development of high technology, has also had
an influence on the country’s strategic culture. In its Information Security Doctrine, this technological backwardness
is admitted indirectly. The Doctrine states also that some states try to dominate the information space by using their
technological superiority, which can unbalance strategic stability. This imbalance is why one of the main tasks to
ensure information security is to make Russian information technology competitive and develop the country's
scientific and technological capability in information security (UP-646, 2016).

Even though the central paradigm of Russian strategic culture has remained unchanged for centuries, disharmony
and the clash of core principles of strategic thinking have influenced the role of conflict, the country’s threat
perception, and its strategic preferences in the 2010s. This outlook was revealed by General Gerasimov in 2013,
when he stated that the rules of war have changed. The role of nonmilitary means to achieve political and strategic
goals has grown, and, in many cases, these means have exceeded the power of weapons in their effectiveness. The
lines between war and peace have been blurred. Wars are no longer declared and they proceed according to an
unfamiliar template.

According to the Military Doctrine 2014, a range of elements characterizes modern conflict. These include the
integrated use of military force with political, economic, and informational as well as other non-military measures;
the use of special operations forces; and influencing the enemy throughout its territory simultaneously in the global
information space, aerospace, land and sea. As characteristics of modern warfare, the Doctrine also includes the use
of indirect and asymmetric methods and externally funded and run political opposition and social movements. The
concept of the permanent war zone is also introduced in the Doctrine.

4 Elements of Russian Strategic Culture

The foundational elements of strategic culture are derived from the factors informing that culture. Together, these
elements form a nation’s strategic culture: its central paradigm, which defines the nature of the conflict, enemy and
threat, and its strategic preferences, which includes those operational-level assumptions of how to respond to that
threat. The Military Doctrine of the RF, published in 2014, reflects the main elements of Russian strategic culture. It
describes the nature and role of the conflict as well as the enemy and the threat posed by that enemy. The Doctrine
divides an adversary’s possible activities against Russia into two components: danger and threat. A military danger
is a state of interstate or domestic relations characterized by a set of factors that could, under certain conditions,
lead to a military threat. A military threat is a state of interstate or domestic relations characterized by the possibility
of a military conflict between the opposing sides. The Military Doctrine names NATO as one of the main external
military dangers. The danger consists of NATO’s overall capacity, the organization’s potential violations of
international law, and the encroachment of its military infrastructure on Russia’s borders (MD, 2014).

The Kremlin sees the international arena as a dangerous, chaotic, and volatile battlefield (Sinovets, 2016), where the
battle to disrupt Russia’s digital sovereignty is waged every day. According to President Putin (2015), the aim of the
United States is “to destroy strategic balance, to change the balance of power in such a way not just to dominate
but to dictate their will to anyone.” In the Russian view, the USA uses its technological superiority to dominate the
information space (UP-646, 2016). Digital sovereignty! means Russia’s rights independently determine internal and
geopolitical interests in the digital sphere (Yarovaya, 2013). To counter American supremacy, Russia has to improve
its digital sovereignty, which requires that Russia have its own ICT production, search engines, and processes along
with Russian-made Internet surveillance and security systems. It also includes RUNET, which is Russia’s national
segment of the Internet, and national payment systems. (Yefremov, 2017a.)

" For more on Russian Digital Sovereignty, see Kukkola, Ristolainen &Nikkarila, 2017
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Historical, cultural and geopolitical experiences and ideology have built up the threat perception based on a sense
of vulnerability. The Western powers try to maintain their positions in the world by containing “alternative centers
of power,” namely, Russia (UP-640, 2016). The sense of vulnerability has created a concept of Russia as a besieged
fortress. To protect this besieged fortress, Russia is attempting to establish buffer zones and control neighboring
spaces. The exaggeration of internal threat (Felgenhauer, 2005) caused by the KGB culture of Russian leadership
(Facon, 2016) and the threat perception centered on the so-called color revolutions (Skak, 2016) have increased this
perception of vulnerability. It is the Russian view that the Arab Spring was sponsored by Western intelligence
services, which also attempt to influence Russian internal affairs by sponsoring political opposition. These services
are increasingly using cyberspace to destabilize Russia’s political and social situation. Intelligence services and
terrorists are also developing malware to attack Russia’s critical information infrastructure (UP-646, 2016).

According to President Putin, the Soviet Union was a besieged fortress constantly under threat of attack by the West
(Aron, 2008). After the annexation of Crimea, Kremlin’s besieged fortress narrative has become one of the primary
means for Putin’s regime to maintain power (Kolesnikov, 2016). Vladislav Surkov, the First Deputy of Russian
Presidential Administration in 1999-2011 and one of the main ideologists of the Kremlin stated in 2004, that “the
enemy is at the gate, and not only at the gate because in the besieged fortress there is a fifth column...sponsored by
foreign states” (Ovtsarenko, 2004).

The besieged fortress concept can also be seen in Russia’s cyber threat perception. Russia views itself as a besieged
fortress in the information environment and in the ongoing war within the information sphere. ICT is used for
military-political purposes against the sovereignty and territorial integrity of Russia. The number and severity of
dangers and threats have increased in the information space. (MD, 2014.) Certain states are attacking and collecting
intelligence on the Russian information infrastructure for military and political purposes (UP-646, 2016).

To counter these cyber threats, Russia is developing RUNET. The Communication Ministry’s “Information Society”
program aims to have 99% of RUNET traffic transferred inside Russian borders by 2020. Part of this plan is to
duplicate 99% of critical RUNET infrastructure within Russia (Meduza, 2016).

One of the national interests of the RF is to maintain the stability, safety and independence of RUNET (UP-646,
2016). Because the war is waged inside Russia as well as in the information space, where a traditional military force
is of little use, the role of the Federal Security Service of the Russian Federation (FSB) has increased.

A strong belief in military force has been one of the fundamental elements of Russian strategic culture. The military
has had a main role in the protection of Russia and the Soviet Union. During Putin’s regime the role of the security
services, the Chekists, has also grown because of increased fear of internal disturbances (Facon, 2016). The FSB has
been charged with surveillance of RUNET traffic with the System for Operative Investigative Activities (SORM) and
the protection critical information infrastructure using GoSSOPKA, the system for detecting, preventing and
eliminating the consequences of computer attacks (UP-203, 2017).

The Information Security Doctrine, published in 2000, names the backwardness of Russian ICT as a threat to the
country’s information security. Over the past decade, Russia has not managed to reduce the lead of Western
countries in this area. In 2013, Russia was at least three to five years behind the USA in IC technology (Eliseev, 2013).
This technological inferiority strengthens the Russian perception of its strategic vulnerability in the cyber
environment. The use of foreign ICT challenges Russia’s information security management. The insufficient level of
development of Russian ICT generates a dependence on foreign technology. To improve the security of its
information infrastructure, Russia had to replace imported ICT software and equipment with Russian-made
counterparts and lay the foundation for technological independence in ICT production. (UP-203, 2017.)

The lack of natural borders combined with a sense of vulnerability has caused a need for a buffer zone, political and
military control of neighboring spaces, and territorial expansion to natural, easily defensible borders. In the cyber
environment, easily defensible borders means RUNET and digital sovereignty.

One factor that influences strategic culture is the disharmony and the clash of core principles of strategic thinking
and implementation. The influence of the disharmony on Russian strategic culture was also stated in the Military
Doctrine 2014. The Doctrine describes the characteristic elements of modern conflict as integrated use of military
force, political, economic, and informational and other non-military measures, use of the protest potential of the
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population, and special operations forces and the effect on the enemy throughout the depth of its territory
simultaneously in the global information space, aerospace, land and sea. The Doctrine also includes the use of
irregular armed groups and private military companies, indirect and asymmetric methods and externally funded and
run political forces and social movements. The concept of permanent war zone is also introduced in the Doctrine.

GerasimoV’s speech in 2013 and the Military Doctrine 2014 expose the central paradigm and strategic preferences
of Russian strategic culture. The Clausewitzian belief in the use of force to achieve political aims can be clearly seen,
and the force is no longer exclusively military force, as it used to be. The creation of permanent war zones in the
territories of parties is mentioned in the speech. Asymmetrical actions, such as the use of special operations forces
and internal opposition to create a permanently operating front through the entire territory of the enemy state, as
well as information operations are also part of the changed rules.

5 Conclusions

The elements of Russian strategic culture can be used to explain Russian cyber threat perception and the country’s
response to that threat. The central paradigm of Russian strategic culture, which includes a sense of vulnerability,
the concept of the besieged fortress, a Clausewitzian belief in the use of force, and a fear of external and internal
enemies and uprisings, can also be identified in the Russian view of the cyber environment. Russian strategic
preferences are reflected in the cyber environment as an increased role for the security services, tightened control
of RUNET, improved defense through the creation of buffer zones by RUNET, and the increasing emphasis on digital
sovereignty. Disharmony and the clash of core principles of strategic thinking have influenced the Russian threat
perception. The role of nonmilitary means of achieving goals has grown, the role of cyber warfare has increased, and
warfare in cyberspace has become permanent.

Russian leadership feels vulnerability in the cyber environment partly for historical and geographical reasons, and
partly because of the country’s technical backwardness. Russia has been repeatedly attacked throughout its history,
a situation that could reoccur in the cyber environment. Much like the country’s physical environment, the cyber
environment contains no easily defendable borders, especially because most of the ICT is made in the USA and the
control of the global Internet is in American hands, which is also the main threat to Russia. That is one reason why
the Kremlin is creating technical possibilities and operational preparedness to isolate RUNET from the global
Internet.

The besieged fortress concept is one reason for the Russian pivot to digital sovereignty and improved protection for
the critical information infrastructure of the RF. The fear of internal disturbances has increased the mandate and the
responsibilities of security services in the cyber environment. The FSB has been tasked with surveilling
communications in RUNET using the SORM system and to protect the critical information infrastructure of the RF
with the GosSOPKA system.
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Abstract

The Information Security Doctrine of the Russian Federation (RF) defines the threat to information security as a
complex of actions and factors that represent a danger to Russia in the information space. These threats can be
information-psychological (i.e., when the adversary tries to influence a person’s mind) or information-technical (i.e.,
when the object of influence is the information infrastructure). The information infrastructure of the RF is a
combination of information systems, websites, and communication networks located in the territory of the RF, or
those used as part of international treaties signed by the RF.

A cyber threat is an illegal penetration or threat of penetration by an internal or external actor into the information
infrastructure of the RF to achieve political, social, or other goals. Cyber threats against Russia are increasing and
becoming more diverse. The Russian assessment of the cyber threat contains the same besieged fortress narrative
as the country’s other threat assessments do. In this narrative, Russia is surrounded by hostile states and non-state
actors in cyberspace. The sources of the cyber threat are Western intelligence services, terrorists, extremist
movements, and criminals.

To protect itself against cyber threats, Russia is increasing its digital sovereignty by preparing to isolate the Russian
segment of the Internet, RUNET, from the global Internet. Russia is also improving the protection of its critical
information infrastructure. To protect itself against cyber threats but also to monitor the opposition, Russia has
increased surveillance of RUNET and banned user anonymity. Russia is also making an effort to replace imported
information and communication technology (ICT) with Russian production.

This paper discuss Russia’s defense against cyber threats. After the introduction, the paper begins with a description
of the Russian cyber threat perception. The main section then discusses Russia’s response to this threat. This study
uses grounded theory, an appropriate method for this subject because little theoretical and structured information
has, to date, been published on the Russian response to cyber threats. The study data are drawn from official Russian
documents such as strategies, doctrines, laws, and presidential decrees.

Keywords: Russia, cyber threat, cyber defense, cyberspace
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Introduction

According to Russian authorities, the formation of cyberspace as a domain of warfare poses a threat to the Russian
Federation’s (RF) national interests (PP-2796, 2014) in the information space. According to the Doctrine of
Information Security of the RF, Information space is a complex of information, objects of informatization,
information systems, networks, and information technology. Informatization refers to social, economic, and
technical processes for adopting and expanding information technology in society and throughout the country as
well as to secure access to information resources. Information space includes subjects creating, generating, and
processing information; subjects developing and using information technology; or subjects managing information
security. It also includes mechanisms regulating the information relations in society. (UP-646, 2016.)

The threat to information security has two dimensions. First, it can be information-psychological, which is aimed at
influencing the human mind, including its moral and intellectual world, social policy, psychological orientation, and
the ability to make decisions. Second, the threat can be information-technological, which influences information
technology systems (Kamyshev, 2009). The Russian concept of the information-technological threat corresponds to
the Western concept of cyber threat. According to the Russian definition, cyberspace! is a limited part of the
information space. Cyberspace is an environment formed by a set of communication channels on the Internet and
other networks, the technological infrastructure that ensures their functioning, and any form of human activity
carried out through their use. A cyber threat to Russia is an illegal penetration or threat of penetration by an internal
or external actor into the information infrastructure of the RF to achieve political, social, or other goals. Cyber
security is a complex of conditions under which all components of cyberspace are protected from all threats and
undesirable impacts (SBRF, 2013b).

The increased interest in cyberspace as a domain of warfare has also heightened the need for theoretical studies to
assess the cyber threat perceptions of different states and their responses to these threats. Although much non-
academic information has been published about Russian offensive cyber capabilities and operations, only a limited
amount of information has been published about the country’s cyber threat scenarios and defensive cyber
capabilities. However, there is enough information in official Russian legal documents to collect at least a satisfactory
picture of the Russian perception of cyber threats and Russia’s response to those threats. To protect itself against
cyber threats, Russia is increasing its digital sovereignty by preparing to isolate the Russian segment of the Internet,
RUNET, from the global Internet. Russia is also improving the protection of its critical information infrastructure. As
a further means of protection against cyber threats but also as a way to monitor the opposition, Russia has increased
surveillance of RUNET and banned user anonymity. In addition, Russia is making an effort to replace imported
information and communication technology (ICT) with Russian production.

This paper examines Russia’s defense against cyber threats. After the introduction, there is a description of the
Russian cyber threat perception. The main section then discusses Russia’s response to this threat. This study uses
grounded theory, an appropriate method for this subject because little theoretical and structured information has,
to date, been published on the Russian response to cyber threats. The study data are drawn from official Russian
documents such as strategies, doctrines, laws, and presidential decrees.

Russian Cyber Threat Assessment

The National Security Strategy of the Russian Federation (UP-683, 2015) describes the world as polycentric, where
the use of force in international politics is increasing. The West tries to maintain its position by containing Russia
(UP-640, 2016). This confrontation between Russia and the West has extended to the information space as well
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because Western countries are using ICT against Russia to achieve their geopolitical goals (UP-683, 2015). The
Kremlin sees the international arena as a battlefield, where the battle to disrupt Russia’s digital sovereignty is waged
every day (Sinovets, 2016). Digital sovereignty? means Russia’s rights independently determine internal and
geopolitical interests in the digital space (Yarovaya, 2013). Russian national interests — such as sovereignty, territorial
integrity and constitutional order — are threatened through cyberspace by Western states, but also by terrorists and
criminals. Western countries’ preparations for information warfare and aspirations to change cyberspace into a war
zone threaten Russia’s strategic interests in the cyber environment (UP-646, 2016).

President Putin (2016) has stated that because of the risks inherent to digitalization, Russia has had to strengthen
its defenses against cyber threats targeted, for example, at Russian infrastructure, the country’s financial system,
and the state’s leadership and management. The aim of the United States is “to destroy strategic balance, to change
the balance of power in such a way not just to dominate but to dictate their will to anyone” (Putin, 2015). The USA
uses its technological superiority to dominate the information space (UP-646, 2016).

According to President Putin, the Soviet Union was a besieged fortress constantly under threat of attack by the West
(Aron, 2008). After the annexation of Crimea, Kremlin’s besieged fortress narrative has become one of the primary
means for Putin’s regime to maintain power (Kolesnikov, 2016). The besieged fortress view can also be seen in
Russia’s cyber threat perception, in which Russia describes itself as a besieged fortress in cyberspace. The number
and severity of dangers and threats have increased in cyberspace, and those threats are shifting to the internal
sphere of the RF (PP-2796, 2014). Vladislav Surkov, the First Deputy of Russian Presidential Administration from 1999
to 2011 and one of the main ideologists of the Kremlin, highlighted internal threats and stated in 2004 that “the
enemy is at the gate, and not only at the gate because in the besieged fortress there is a fifth column...sponsored by
foreign states” (Ovtsarenko, 2004).

The Military Doctrine of Russia (PP-2796, 2014) defines military danger as interstate or internal relations
characterized by a combination of factors that can, under certain conditions, lead to a military threat. Such a threat
can emerge in these relations when there is a real possibility of the emergence of military conflict between the
opposing parties or by the high degree of readiness of a state, a coalition of states or separatist or terrorist
organizations to use military force or armed violence. According to the Military Doctrine, military dangers and
military threats are expanding to the information space as well as to the internal sphere of the RF. In modern
conflicts, information warfare is used as a part of warfare and the enemy is impacted throughout their entire area
of operation, including the global information space (PP-2796, 2014).

The Information Security Doctrine of Russia (UP-646, 2016) includes the same visions of an aggressive West
discussed in the National Security Strategy and Military Doctrine. Some states are using their technological
superiority to dominate the information sphere and to achieve military and political goals. An unbalanced division
of responsibilities in running the Internet between the states increases this technological superiority. This prevents
the safe functioning of RUNET, because actors outside Russia can block Russia’s access to the Internet and destabilize
the functioning of RUNET (SBRF, 2012).

The targets of cyber threats in Russian threat perception can be divided into four categories: the national interests
of the RF, the information resources of the RF, the information infrastructure of the RF, and the Russian Armed
Forces. The national interests of the RF are the inviolability of its constitutional order, sovereignty, independence,
national and territorial integrity, and consolidating the RF’s status as a leading world power (UP-640, 2016).

One of the threats to Russian national interests in cyberspace is a lack of competitive ICT and the inadequate use of
information technology in the production and research and development of future technologies. This technological
backwardness in ICT has created a dependence on foreign information technology. Such underdevelopment
weakens Russia’s cyber defenses, facilitates cyber intelligence operations in Russia, and gives Western special
services an opportunity to influence Russia’s information resources (UP-683, 2015; UP-646, 2016). The use of foreign
ICT challenges Russia’s information security management.

2 For more on Russian Digital Sovereignty, see Kukkola, Ristolainen & Nikkarila, 2017
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The Draft of the Information Security Doctrine 2015 stated that Russia is lagging behind the leading foreign states in
the development of competitive information technology, including supercomputers (PUP-1, 2015). In 2013, Russia
was at least three to five years behind the USA in ICT (Eliseev, 2013) and five-and-a-half years behind the USA
in supercomputing technology (Moukin, 2013). This technological inferiority strengthens the Russian perception of
its strategic vulnerability in cyberspace.

The exploitation of cyberspace by foreign intelligence services against Russia and the possibility of cyberspace
attacks on the Russian information resource and information infrastructure have increased. Attacks against objects
of its critical information infrastructure are becoming more complex, more frequent, more coordinated (UP-646,
2016), and these attacks can have a destructive impact on the infrastructure. Terrorists and extremists are among
those creating means to have this kind of destructive impact (UP-203, 2017). These threats can result in a loss of
control, the destruction of infrastructure, irreversible negative change (or destruction) of the economy of the
country or an administrative-territorial unit or a significant, long-term deterioration in the safety of the population
living in these territories (SBRF, 2012b).

Foreign special services, terrorist organizations, and extremist movements are also targeting the information
infrastructure and information resources of the Russian Armed Forces (PP-2796, 2014). The main targets of possible
cyberspace exploitation and attacks include strategic missile warning and defense systems, air and space defense
forces, and strategic missile forces. Attackers may try to weaken the defense capability of these strategically
important systems and forces (SBRF, 2013b; PP-2796, 2014). During a pre-war period and in the first phase of any
hostilities, the mobilization of the Russian Armed Forces and the deployment of wartime troops to operational areas
are potential targets of cyberspace attacks. The logistical systems supporting mobilization and strategic deployment
would also be targets of cyberspace attacks before the outbreak of a war (SBRF, 2012; PP-2796, 2014).

Defense against Cyber Threats

The main means of Russian response to cyber threats are improved protection of the critical information
infrastructure of the Russian Federation (CIIRF), a pivot to digital sovereignty by isolating RUNET from the global
Internet, increased surveillance of RUNET, banning user anonymity online and the replacement of ICT imports with
Russia’s own ICT production.

One of Russia’s national interests in the information sphere is to ensure the sustainable and uninterrupted
functioning of the CIIRF (UP-646, 2016). The concept of the CIIRF was discussed already in the Russian Information
Security Doctrine in 2000, hereinafter ISD 2000 (PP-1895, 2000). ISD 2000 started to debate the protection of the
CIIRF, about which the core question has been the roles and responsibilities of different state authorities in
information security (IS) management of the CIIRF. After ISD 2000, the protection of the CIIRF took almost two
decades to organize because of the power struggle over IS management between the Federation Security Service
(FSB), the Federal Service for Technical and Export Control (FSTEC), and the Russian Armed Forces, and because of
the clarification of the responsibilities of private companies and other legal entities for protection.

In 2013, President Putin signed a decree on the creation of a state system for detecting, preventing, and eliminating
the consequences of computer attacks on the information resources of the Russian Federation, hereinafter the
GosSOPKA3 Decree (UP-31, 2013). The GosSOPKA system is a combined, territorially distributed complex that
includes authorities and means for detecting, preventing and eliminating the consequences of computer attacks on
the CIIRF as well as for responding to other incidents. The GosSOPKA Decree of 2013 assigned the IS management
related to cyberattacks to the FSB, but the question of the comprehensive protection of the CIIRF remained
unresolved until the Cll Security Law in 2017. After two drafts of a law for the security of the CIIRF, one in 2006 and
the other in 2013, President Putin signed the Law on the Security of the Critical Information Infrastructure of the
Russian Federation (FZ-187, 2017), hereinafter the Cll Security Law, in July 2017. Its purpose is to define the CIIRF

3 GosSOPKA is an abbreviation of the Russian phrase “state system for detecting, preventing and eliminating the
consequences of computer attacks.”
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along with the organizational and legal basis of the IS management of the CIIRF to ensure its stable functioning when
targeted by computer attacks.*

The critical information infrastructure of the Russian Federation (CIIRF) includes objects of critical information
infrastructure as well as the telecommunication networks used to organize the interaction of these objects. The
objects of the CIIRF are information systems, information and telecommunication networks, and automatic control
systems operating in the following sectors: defense, healthcare, transport, communications, credit and finance,
energy and fuel, nuclear, rocket and aerospace, mining, metallurgical, and chemical. The threats to the CIIRF include
unauthorized access, destruction, modification, blocking, copying, provision, and dissemination of information about
an object of the CIIRF (FZ-187, 2017).

In December 2017, it was confirmed that the FSB, which was tasked to create the GosSOPKA system in 2013, would
also be the authority to operate GosSOPKA (UP-620, 2017). The processes implemented in the GosSOPKA framework
are detecting, attributing, and responding to computer attacks; eliminating the consequences of computer attacks
on the information resources of the RF; assessing the IS management situation and cyber threats; and the collection
and analysis of information about computer attacks and computer incidents (SBRF, 2014; UP-620, 2017).

The FSB established and operates the National Coordination Center for Computer Incidents (NCCCI) and regional
and territorial IS operations centers (SOC). The GosSOPKA SOCs will be established in the Russian Federation on the
federal district® as well as the subject level.® The SOCs can be operated by the FSB, or they can be departmental or
corporative SOCs. The common tasks of SOCs include collecting and analyzing information about computer attacks
and computer incidents, responding to threats, and eliminating the consequences of computer incidents in
information resources (UP-31, 2013).

The Federal Service for Technical and Export Control of the Russian Federation (FSTEC) is a federal executive body
charged with ensuring the security of the CIIRF, countering technical intelligence, and the technical protection of
information as well as a specially authorized body in the field of export control (UP-569, 2017). The identification
and categorization of the objects of the CIIRF are the first steps in the process of securing and protecting it. The
categorization of these objects is a process during which a subject in the CIIRF evaluates and categorizes the
significance of a Cll object according to the instructions of the FSTEC. Significant objects are placed into Category |,
Il or Ill. The categorization (i.e., the assigning of a category number to each object) is based on the social, political,
economic, and environmental significance of the object for ensuring the country’s defense, state security, and law
and order. Category | is for the CIIRF’s most significant objects.

After the categorization, the FSTEC specifies requirements to ensure the security of critical CIIRF objects as well as
requirements to establish security systems and ensure the functioning of these objects. The FSTEC also includes
requirements to ensure the security of information and telecommunications networks which are assigned to one of
the three categories of significance and which, in cooperation with the Ministry of Telecom and Mass
Communications of the Russian Federation, are included in the registry of significant CIIRF objects. For the banking
and finance sector, the FSTEC sets requirements in consultation with the Central Bank of the Russian Federation.
The subject of the CIIRF is obliged to follow FSTEC instructions and establish security arrangements corresponding
to the CIIRF object’s category of significance. The FSTEC is authorized to evaluate the security arrangements of the
objects included in the registry (FZ-187, 2017).

The Kremlin considers digital sovereignty one of the country’s main national interests in cyberspace. To secure digital
sovereignty, Russia is developing RUNET, a national system of the Internet (UP-646, 2016), the functioning of which

4 A computer attack is defined as the targeting of software and/or hardware in Cll facilities (i.e., the
telecommunication networks used to organize the interaction of such objects), with a view to violating and/or
terminating their operation and/or creating a security risk that is handled by such objects information.

5> A federal district is a grouping of the federal subjects for governing by federal governmental agencies. There are
eight federal districts in Russian Federation.

6 The subjects of the Russian Federation are the main administrative divisions in Russia.
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should be stable and safe in peacetime, in the event of a direct threat of aggression, and in wartime (UP-646,
2016). This entails that it would be possible to disconnect RUNET from the global Internet (Eliseev, 2013). The
Ministry of Communications’ Information Society program aims to have 99% of RUNET traffic transferred inside
Russian borders by 2020. Part of this plan is to duplicate 99% of RUNET’s critical infrastructure within Russia
(Meduza, 2016).

In December 2018, the State Duma started to discuss draft legislation to improve Russia’s digital sovereignty and to
ensure the sustainable operation of RUNET in the case of cyberattacks and other aggressive actions from abroad.
The draft names the United States as Russia’s main cyber threat and states that Russia must take measures to secure
the long-term and stable functioning of RUNET and to improve the reliability of Russia’s Internet resources (PZF
608767-7, 2018).

The idea of the draft is to create a Russian national system for .ru and .rf domains, and develop a Russian IP-routing
system in a way that a minimum amount of Russian Internet traffic would cross the Russian border and be
transferred through foreign exchange points and servers outside Russian borders. The Federal Service for
Supervision of Communications, Information Technology and Mass Media (Roskomnadzor) develops requirements
and rules for actors that run or maintain the Internet in Russia. These actors are Internet providers, the owners of
communication lines that cross Russia’s national borders, the owners of technological communication networks,
the owners of anonymous system numbers, and the owners of traffic exchange points (PZF 608767-7, 2018). Russian
Internet providers are required to install technical equipment to counter threats to the RUNET. With this equipment,
Roskomnadzor would block banned online resources in Russia and monitor compliance with the new traffic routing
rules and the use of the new national domain name system. New monitoring equipment would be provided to
Internet service providers (ISP) free of charge, subsidized by Roskomnadzor and the Digital Society program.

Roskomnadzor will establish a traffic-exchange registry. Service providers and companies would be forbidden from
using Internet exchange points that are not on the registry. The exchange points would be banned from connecting
to companies that do not comply with regulations and rules on the use of the Internet. Roskomnadzor will establish
a federal agency called the Center for Monitoring and Managing Public Communication Networks. The tasks of this
center are to control Internet regulations, collecting information from Russian companies about, for example, their
network infrastructures, and their IP addresses, operating the internet exchange registry, and adjusting the country’s
traffic routing. According to the draft, the system’s efficiency will be checked and improved through regular
exercises, participation in which would be mandatory (PZF 608767-7, 2018).

The Russian Armed Forces have their own military intranet, which is a closed IT network specially protected against
external cyberattacks. This intranet is called the Closed Data Transmission Segment (CDTS)” and it is not connected
to the global Internet. The computers of CDTS are protected against, for example, connections by uncertified USB
drives and external hard drives. The system has its own e-mail service, which allows the transfer of sensitive
information, including secret and top secret documents (Tass, 2016).

Increased surveillance of RUNET is part of the RF’s struggle against internal threats. The FSB has a mandate to
monitor RUNET traffic. The tool for FSB Internet surveillance is the System for Operative Investigative Activities
(SORM).2 Since the 1990s, the operational capabilities of SORM systems have been improved from SORM 1 to SORM
3. SORM 1 collected mobile and fixed line telephone calls. SORM 2 began collecting Internet traffic. SORM 3 collects
all kinds of communication on social networks, Wi-Fi, e-mails, Internet traffic, mobile calls, and voice-over-Internet.
SORM 3 was introduced into operative use in 2014 (Soldatov and Borogan, 2015). ISPs are required to provide the
FSB with statistics on all Internet traffic that passes through their servers. ISPs are also required to install SORM
devices on their servers, routing all transmissions in real time through the FSB’s local offices (PP-538, 2005).

7 3aKpbITblil cerMmeHT nepegayum gaHHsl (3CAMN)
8 Cuctema TeXHUYECKMX CpeacTB aAna obecneyeHma GyHKUMUI oNepaTUBHO-PO3bICKHbIX MEPONPUATUIA
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Two laws were signed in 2017 to ban user anonymity on RUNET. Owners of virtual private network (VPN) services
and Internet anonymizers are prohibited from providing access to websites banned in Russia. Roskomnadzor has
authorization to block sites that provide instructions on how to circumvent government blocking (FZ-276, 2017).
Companies registered in Russia as “organizers of information dissemination,” including online messaging
applications, are prohibited from allowing unidentified users. Those companies are required to identify their users
by their cell phone numbers, and the government is tasked with elaborating the identification procedure. Mobile
applications that fail to comply with requirements to restrict anonymous accounts will be blocked in Russia (FZ-241,
2017).

The information security of Russia is characterized by a lack of competitive information technology. The level of
dependence of Russian industry on western ICT is high. One of the ways to correct Russia’s technical backwardness
in ICT and protect it against cyber threats is to develop the country’s own IT sector by improving its research,
development, and production of information technology (UP-646, 2016). To improve the security of its information
infrastructure, Russia has to replace imported ICT software and equipment with Russian-made counterparts and lay
the foundation for technological independence in ICT production (UP-203, 2017). President Putin (2018) stated that
Russia needs to build its own digital platforms, ones that should be compatible with the global information space.
The I1SD 2000 (PP-189, 2000) had already identified the backwardness of Russian ICT as one of the main threats to
the country’s information security. Over the past decade, however, Russia has not managed to reduce the lead of
Western countries in this area.

Conclusion

The Russian assessment of the cyber threat against it contains the same besieged fortress narrative as the country’s
other threat assessments do. Hostile state and non-state actors are surrounding Russia in cyberspace and cyber
threats against the country are increasing and becoming more diverse. To protect itself against these cyber threats,
Russia has taken operational, technical, and legal actions. The most important of these are improved protection of
the CIIRF, preparations to isolate RUNET from the global Internet, intensified surveillance and the ban of user
anonymity on RUNET, and the aspiration to replace imported ICT with Russian-produced ICT.

Russia is also making significant efforts to increase its digital sovereignty. It is possible that Russia will manage to
create technical and operational readiness to at least partly isolate RUNET from the global Internet by the end of
2020. Russia is also improving the protection of its critical information infrastructure. The definition of the CIIRF and
the division of responsibilities between authorities to protect it were confirmed by legislation in 2017 and the
implementation phase has now started. The National Coordination Center for Computer Incidents (NCCCI), along
with part of the regional and territorial IS operations centers, are now operational.

For Russia, the most difficult question in responding to cyber threats is that the country is lagging behind the leading
foreign countries in the development of competitive information technology, including supercomputers, and this
gap strengthens the Russian perception of its strategic vulnerability in cyberspace. For almost twenty years, Russia
has tried, without success, to replace imported ICT software with Russian-made counterparts, and it seems that they
will not succeed in the near future either. Russia is attempting to compensate for this lack mainly by isolating RUNET
and by protecting the CIIRF.
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Abstract

The strategic environment is evolving rapidly with the recognition of cyberspace as a domain
of warfare. The increased interest in cyber as a part of defense has heightened the need for
theoretical tools suitable to assess cyber threat perceptions and responses to these threats. Draw-
ing from previous research, we will formulate an analytical framework to study the formation
of Russian thinking on cyber threats as a part of Russian strategic culture. This article identifies
a sense of vulnerability, the narrative of Russia as a besieged fortress and the technological

inferiority of Russia as specific factors influencing Russian cyber threat perception.
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flict



Introduction

The strategic environment is evolving rapidly with the recognition of cyber space as a domain
of warfare!. Highlighting the threat of cyber weapons, the Russian Deputy Prime Minister
Dmitry Rogozin stated in 2013 that it is possible to paralyze critical important infrastructure of
an enemy state with a first strike via information networks?. According to Russian experts, the
use of the Stuxnet malware against Iranian nuclear facilities was the first example of the new
generation of warfare and showed that cyber weapons will at least partly be the "weapon of the
century’®. Such an attack on Russian targets could cause enormous damage to Russia’s econ-
omy if the state has no counter for it*. Similar assessments have been voiced elsewhere. John
Kerry, the US Secretary of State, stated in 2013 that cyber weapons could be considered the
twenty-first century equivalent of nuclear weapons®.

The analogy between the cyber threat and the nuclear one is based on the fact that strategic
cyber weapons have revolutionized military affairs in the same way that nuclear weapons rev-
olutionized military affairs at the end of the 1940s%. The use of cyber weapons against vital
infrastructure may cause damage comparable to the use of nuclear weapons, although the form
of the damage would be different. The increased interest in cyber as a part of defense has height-
ened the need for theoretical tools suitable for assessing cyber threat perceptions and responses
to these threats. However, cyber security studies are a relatively new branch of study, and aca-
demic research into cyber threat perception has been limited. The existing research has concen-
trated on the system level and addresses, for example, cybercrime’ or the protection of infor-

mation systems against cyber attack®.

! Nato, Warsaw Summit Communiqué of the North Atlantic Council in Warsaw (8-9 July 2016).
https://www.nato.int/cps/en/natohg/official texts 133169.htm and MoD, Military Doctrine of the Russian
Federation (2014). https://rg.ru/2014/12/30/doktrina-dok.html

2 Rogozin, Dmitri, Speech by Dmitry Rogozin at a press conference in the "RG" (28 June 2013). (in Russian)
https://rg.ru/2013/06/28/doklad.html

3 Orlov, Vladimir, Start of new battles, Moskovskic Novosti. (21 April 2011). (in Russian).
http://www.mn.ru/newspaper/world/68636

4 Orlov 2011

5> Kerry, John, F, Hearing before the Committee on Foreign Relations of United States. (January 24, 2013)
https://www.gpo.gov/fdsys/pkg/CHRG-113shrg86451/pdf/CHRG-113shrg86451.pdf

¢ Cirenza, Patrick, ‘The Flawed Analogy Between Nuclear and Cyber Deterrence’, Bulletin of the Atomic Scientists
(2016 February 22). http://thebulletin.org/flawed-analogy-between-nuclear-and-cyber-deterrence9179

7 See for example Jaishankar K, 2007, Establishing a Theory of Cyber Crimes. International Journal of Cyber
Criminology Vol 1 Issue 2, July 2007 http://www.cybercrimejournal.com/Editoriaijccjuly.pdf; and Bolden M,
Nalla M, 2014. Theorizing Cybercrime: Applying Routine  Activities  Theory.  2014.
https://www.academia.edu/8897451/Theorizing_Cybercrime_Applying_ Routine Activities_Theory

8 Zhuang, Rui; Bardas, Alexandru; DeLoach, Scott & Ou, Xinming, ‘A Theory of Cyber Attacks A Step Towards
Analyzing MTD Systems’, MTD’15 Denver CO USA (12 October 2015). doi: 10.1145/2808475.2808478.




Given this new situation, it is important to elaborate theoretical tools for understanding
strategic-level interaction in the cyber domain. This paper seeks to contribute to this effort by
revitalizing theoretical approaches developed for the analysis of factors that influence strategic
decision-making and, in particular, nuclear weapons policies. We argue that the theory of stra-
tegic culture is suitable for exploring and explaining the formation of Russian cyber threat per-
ceptions and the country’s subsequent cyber strategy.

This article aims to build up an analytical framework, based on the theory of strategic
culture, which allows an analysis of how Russian cyber threat perceptions are formed. The
following section will review the insights and shortcomings of the theory of strategic culture as
it has evolved over the years. Drawing on previous research, we will formulate an analytical
framework to study the formation of Russian thinking on cyber threats as a part of Russian
strategic culture. One of the axioms of Russian history, according President Vladimir Putin, is
that the Soviet Union has been a besieged fortress’. It is surrounded by potential enemies and
under constant threat of attack from the West. For modern Russia, after the annexation of Cri-
mea and the wars in eastern Ukraine and Syria, war has become a justification for the Kremlin’s
image of Russia as once again surrounded by enemies and under threat of attack. These events
make it seem that Russia continues to view itself as a besieged fortress, so we extend this per-
ception to the cyber realm. Based on our analysis, we argue that the Russian cyber threat as-
sessment is based on a besieged fortress model that is similar to the one that exists in other

Russian threat scenarios.

The Evolution of the Theory of Strategic Culture

The theory of strategic culture emerged from the need to understand and explain differences in the strategic
thinking of the USA and the Soviet Union. The theory sought to address the problem of mirror imaging, that is,
the presumption that the Soviet Union would react the way the USA does in specific conflict situations. It was also
a reaction to the technological determinism!® of security studies. Up to that point, it had been thought that nuclear
weapons would make both superpowers behave similarly because the possibility of mass destruction made cultural

differences irrelevant.'!

° Aron, Leon, ‘The Problematic Pages. In memory of Alexander Solzhenitsyn’, The New Republic. (24 September
2008). https://newrepublic.com/article/62070/the-problematic-pages

10 Technological determinism is a reductionist theory that aims to provide a causative link between technology
and a society’s nature. The theory questions the degree to which human thought or action is influenced by
technological factors.

11 Desch, Michael C, ‘Culture Clash: Assessing the Importance of Ideas in Security Studies’, International
Security Vol. 23, No. 1 (Summer, 1998), 141-170.




Jack L. Snyder, a pioneer of this approach, suggested that organizational, political, his-
torical and technical inputs explained differences between the strategic cultures of the two coun-
tries. He defined strategic culture as “the sum total of ideas, conditioned emotional responses,
and patterns of habitual behavior that members of a national strategic community have acquired
through instruction or imitation and share with each other with regard to nuclear strategy. In
the area of strategy, habitual behavior is largely cognitive behavior.”'? Snyder focused on the
cognitive component of Soviet strategic culture, which he defined as “the body of attitudes and
beliefs” that guides thinking on strategic questions and “influences the way strategic issues are
formulated, and sets the vocabulary and conceptual parameters of strategic debate.”!® Although
the vocabulary has varied over the years, the problem formulation of strategic culture literature
has remained focused on the ways in which idiosyncratic factors (history, geography, values
and norms) blend with overall strategic calculations in informing and influencing decision-
making on questions of peace and war.

After the initial push to integrate cultural and other idiosyncratic aspects into strategic
level analysis, the theory of strategic culture has evolved in four phases and today incorporates
elements from the constructivist and linguistic turn in international relations and security stud-
ies.!* Professor Colin Gray,'” representing the first generation, studied American strategic cul-
ture and noted that the rational-actor theories were not able to explain the proxy wars in the
Middle East and the US defeat in Vietnam. This caused a need to understand why states made
strategic decisions and waged war in different ways in the same kinds of situations.'® Gray
argued that the presumption that the Soviet threat perception and decision-making process are
analogous to the US threat perception and decision-making might cause a dangerous illusion of
safety.

The second-generation scholars started to study the relationship between strategic culture
and behavior. In the early 1980s, many researchers argued that the USA was incapable of think-

ing and acting strategically, and the Soviet Union, as a Clausewitzian and militarily oriented

12 Snyder J, 1977, The Soviet Strategic Culture: Implications for Limited Nuclear Operations. Santa Monica, CA:
RAND Corporation, 1977, 8. https://www.rand.org/pubs/reports/R2154.html

13 Snyder, 1977, 9

14 Lantis, Jeffrey, S, ‘Strategic Culture and National Security Policy’, International Studies Review Vol. 4, No. 3
(Autumn, 2002), 87-113. http:/www.tb03.uni-frankfurt.de/45431305/Lantis-2002--Strategic-Culture-and-
National-Security-Policy.pdf and Lantis, Jeffrey, S, ‘Presentation on theme: Strategic Culture and Threat
Assessment’, Second Annual Joint Threat Anticipation Center Workshop, The University of Chicago (4 April
2006). http://slideplayer.com/slide/4271931/

15 Gray, Colin S., “What Rand Hath Wrought’, Foreign Policy. No 4, (Autumn 1971), 118.

16 Gray, Colin, S., ‘Out of the Wilderness: Prime-time for Strategic Culture’, Inaugural speech made at the
Defense Threat Reduction Agency (October 2006). https:/fas.org/irp/agency/dod/dtra/stratcult-out.pdf




state, had an advantage in relation to the USA. Some of them considered the USA weak and
unable to challenge the authoritarian Soviet Union. These forecasts proved wrong because re-
searchers were not able to understand the internal and political changes in the Soviet Union
well enough to predict its collapse at the beginning of the 1990s. This failure led to a new
approach to strategic culture studies.!”

In the early 1990s, constructivism became one of the major schools in the study of inter-
national relations. In contrast to neorealism and neoliberalism, constructivism stressed that his-
torical and social constructions are the basics of international relations. At the same time, stra-
tegic culture studies expanded beyond nuclear war, and were inspired by constructivism. One
of the representatives of this third generation is Alastair lain Johnston. His book Cultural Re-
alism: Strategic Culture and Grand Strategy in Chinese History'® is considered a basic work of
this new approach.!® Johnston studied the character and linkages of Chinese strategic culture to
the use of military force against external threats. Johnston defines strategic culture as the fol-

lowing:

‘an integrated system of symbols (e.g. argumentation, structures, languages, analogies, met-
aphors) which acts to establish pervasive and long-lasting grand strategic preferences by
formulating concepts of the role and efficacy of military force in interstate political affairs,
and by clothing these conceptions with such an aura of factuality that the strategic prefer-

ences seem uniquely realistic and efficacious’.*°

The fourth-generation of strategic culture, based on constructivist ideas, followed Snyder’s
definition of strategic culture as “a set of elite beliefs, attitudes, and behavior patterns socialized
into a distinctive mode of thought.”?! Moreover, later research has shared Snyder’s view that
multiple subcultures could exist inside a strategic culture and that competition among subcul-
tures creates a number of strategic options.?? Different subcultures influence strategic culture,

and by following and understanding the argumentation between different groups (i.e., between

17 Desch 1998

18 Johnston, Alistair, Cultural Realism: Strategic Culture and Grand Strategy in Chinese History. (New Jersey:
Princeton University Press 1995b)

19 Lantis 2006

20 Johnston, Alistair, ‘“Thinking about Strategic Culture’, International Security Vol. 19, No. 4 (Spring, 1995a),
32-64. http://www.fb03.uni-frankfurt.de/45431264/Johnston-1995-Thinking-about-Strategic-Culture.pdf

21 Lantis 2002

22 Howlett D & Glenn J, Nordic strategic culture. Cooperation and conflict, 40 (1) (2005), 121-140. doi:
10.1177/0010836705049737; Lantis 2002




or within organizations) it might be possible to predict changes in a state’s strategic culture.?’

Identifying the content of ideas of competing subcultures might be possible to describe how
strategic culture influences policy change.?*

However, much of the literature on strategic culture takes a critical view on the theory’s
predictive power. Writing in the mid-1990s, Johnston argued that the theory has been “unable
to offer a convincing research design for isolating the effects of strategic culture.”® In other
words, the theory has been unable to explain why decision-makers have made certain choices
rather than others. Instead, previous versions of the theory have assumed, implicitly or explic-
itly, that different policy choices stem from a historically and culturally embedded, and there-
fore unique, understanding of the strategic calculus in a specific context.?® When in fact, the
opposite may be the case, namely that the strategic culture is not unique to a particular state but
similar features of strategic thinking are shared by groups of states along the realpolitik versus
idealpolitik continuum.?’

Despite being critical of the work of previous generations, Johnston has sought to develop
this theory further. He argued that only with “the careful analysis of strategic culture could
policymakers establish more accurate and emphatic understandings of how different actors per-
ceive the game being played, reducing uncertainty and other information problems in strategic
choice. “Yet bad analysis,” in Johnston’s words, could lead in the opposite direction, reinforc-
ing “stereotypes about the strategic predispositions of other states and close off policy alterna-
tives deemed inappropriate for dealing with the local strategic cultures.”?®
As formulated in one of the recent works on this topic, the task is to “understand ration-

2% and consequently, provide more accurate understanding of

ality within a cultural context,
what deterrence is and how it works in different cultural and political contexts. Consequently,
simplistic assumptions of the relationship between culture and strategic decision-making have

been refuted. As one of the theorists of the first generation, Colin Gray, has said, “strategic
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culture should be approached both as a shaping context for behavior and itself as a constituent
of that behavior.”*® Gray has later continued to advocate a parsimonious approach to method-
ology and theory, keeping the focus on the “plot,” that is, the ways in which “cultural assump-
tions” are adopted, accepted and digested and thereby condition the strategic decision-making.!

The above discussion makes it clear that strategic culture theory has developed from its
original 1970s form as the scholarly attention has shifted from behaviorism towards construc-
tivism, yet the main questions remain remarkably similar. The body of research on strategic
culture has not provided a one-size-fits-all conceptualization of strategic culture or defined its
explanatory power in simple terms.*?> The work in this area continues, as exemplified by the

>33 whereas others* continue to prefer a less rigor-

promising concept of “cultural topography,
ous approach to analysis.

Despite these shortcomings in theory building and the fact that Johnston’s analytical
framework is almost 25 years old, it has been selected as an analytical framework for this paper.
Johnston’s construction of strategic culture remains valid and provides good insight and a suit-
able framework to explain the cause of behavior, in this case, Russian cyber threat perception
and response to cyber threats. The main advantage of this version of the strategic culture theory
is in how it defines and describes components of a strategic culture (i.e., its central paradigm
and strategic preferences), both of which are easier to identify and describe than unstructured
state behavior. Another advantage is that strategic culture considers state-specific factors, which
influence state behavior. One disadvantage is that among scholars there is no common view of

what the independent and dependent variables of strategic culture are. Even though strategic

culture can be criticized® as a vaguely defined concept with logical inconsistencies, it can also
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be used as a tool for providing framework and context for developments in a specific policy
field (here the field being cyber).

This paper follows Johnston’s idea about the separation of strategic culture, that is, its
central paradigm and strategic preferences from state behavior in practice. Russian state behav-
ior in the cyber environment in practice is difficult to explore, but the central paradigm and
strategic preferences can be identified through the analysis of Russian official documentation.
The central paradigm can be found in strategic level documents as strategies and doctrines and
this applies in cyberspace. State behavior in practice is difficult to monitor but strategic prefer-
ences can be identified in lower-level documentation as laws and guidance documents of state
agencies and ministries.

Historical and geographical factors, such as several invasions of Russia or the country’s
lack of defensible borders have influenced the central paradigm of Russian strategic culture. In
other words, these factors have, along with the central paradigm, influenced Russia’s strategic
preferences to respond to threats. This applies in cyberspace as well.

The essence of the central paradigm of Russian strategic culture is a sense of vulnerability
that translates into a concept of permanent war. This derives from geography, namely, the lack
of defensible borders coupled with the historical experience of foreign invasions to Russia.
Together, these factors are amalgamated in the Russian general threat perception based on the
narrative of besieged fortress.>® It also applies in cyberspace. The main purpose of this paper is
to explain the formation of Russian thinking on cyber threats as a part of Russian strategic
culture and, as Stuart Moore proposes, “generate more empirical research into particular stra-

tegic cultural cases through the use of thick description.”’

An Analytical Framework for Studying the Perception of Cyber Threats

Central Paradigm and Strategic Preferences of Strategic Culture

"The strategic culture,” argues Johnston, "if it exists, is an ideational milieu, which limits be-

havioral choices . Johnston proposes a definition of strategic culture as a "system of symbols’
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that has two parts. The first part is the central paradigm of strategic culture*®. This consists of
general assumptions “about the orderliness of the strategic environment,” including the follow-
ing*:

e the role of war in human affairs (whether it is inevitable or an aberration)

e the nature of the adversary and the threat it poses (zero-sum or variable sum)

e the efficacy of the use of force (about the ability to control outcomes and to eliminate

threats, and the conditions under which applied force is useful).

The second part in Johnston’s system consists of assumptions at a more operational level about
what strategic options are the most efficacious for dealing with the threat environment as de-
fined by the answers to the first three variables mentioned above*!. Accordingly, understanding
the strategic culture of another country is vital because it helps to understand its strategic policy
variables and the underlying threat assessments and situational awareness in specific (conflict)
situations*.

Different states have different patterns of action and strategic preferences, which are so-
lidified in historical experiences related especially to the threat and use of force. Strategic pref-
erences are influenced by the philosophical, political, cultural, and cognitive experiences of
decision-makers. However, there is not always a clear causal relationship between symbolic
strategic discourse and operational strategy. Studies in psychology, anthropology and linguis-
tics have broadly shown that symbols can be used for three purposes, each with differing effects
on strategic choice. The first purpose is so-called auto communication, which means that the
strategies are not meant to be implemented. They are linguistic means to strengthen the sense
of competence and legitimacy of elites and decision-makers. One example of a discourse not
meant to be implemented is the deterrence theory. Declaratory nuclear doctrine differs from
operational doctrine. Auto communication symbols, myths and strategies do not have an effect
on the strategic behavior of a state.**

The second purpose of symbols is that elites can use them in official language directed at

other members in the community. By using official language, elites can exclude alternative
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strategies and other actions that might challenge their authority. Official language is also used
to maintain and increase the support of elites. Others normally recognize the users of official
language as legitimate and competent authorities, which means that they also accept the deci-
sions even though there might be severe consequences. Political leadership, the military and the
defense industry have their own interest to limit strategic discourse and those who want to join
the debate had to adapt their language to the official discourse in order to gain acceptance.
Official language and symbols constrain behavior in a measurable way.**

The third purpose of using symbols is to create and increase solidarity inside the so-called
political community. The political community is a community, bound together with myths and
language that highlight the uniqueness of the community. The solidarity, which bounds the
group together, is typically directed at others, at possible adversaries. Myths are used to describe
one’s own community and its values as well as to dehumanize the adversary.

Johnston’s work has been criticized, especially because he separates strategic culture
from behavior. One of Johnston’s critics, Colin Gray,* stated that strategic behavior cannot be
isolated from strategic culture, and that it is more important to understand strategic behavior
than it is to explain it. Therefore, the theory of strategic culture should try to interpret the mean-
ing of strategic behavior rather than explain the cause of that behavior. Johnston, however,
views strategic culture as an independent and isolatable variable, which causes the behavioral
choices of states. In Johnston’s model, causality moves from culture to behavior.

This article follows Johnston’s idea about the disjunction of strategic culture from state
behavior. State behavior is difficult, and in some cases even impossible, to detect, observe, and
measure. Johnston’s definition of strategic culture and his division of strategic culture into the
two main components of a central paradigm and strategic preferences form a framework for the
discussion in this study. Here we explain what factors influence Russian strategic culture and
how they influence it. Then follows a discussion of the central paradigm and strategic prefer-
ences on a general level and then Russia’s strategic preferences in cyberspace are examined.

The fundamental elements of a strategic culture reflect its central paradigm, that is, its
assumptions about the nature and role of conflict and the enemy, about the threat posed by the
enemy, and about the efficacy of the use of force against these threats. Strategic preferences,
that is, assumptions about how to deal with threats, can be derived from this central paradigm.

Johnston*® sees that one productive way to identify a central paradigm and strategic preferences
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is to analyze the content of recent texts related to the subject in question. The central paradigm
of Russian strategic culture can be observed in subject-related high-level documents, such as
strategies and doctrines. Strategic preferences, derived from the central paradigm and from the
high-level documents, can be found in doctrines and more practical level documents such as

laws and guidance documents of different security-related state organizations.

Research Data on Russian Strategic Culture

As Snyder? stated in the 1970s, every government needs to carry out professional military
inquires and policy formulation. Snyder established the validity of Soviet open source data by
comparing the topics in Russian open source publications and restricted ones. By placing the
raw data into a coherent political or organizational context, it was possible to understand the
ideas behind official Soviet statements and actions. The same idea is applied here in the study
of Russia’s cyber threat picture and cyber security management.

Russian strategies and doctrines on security policy aim to inform other parties, namely
foreign countries, about Russian policy formulation. These documents also provide normative
and legislative guidance to Russian authorities and society on protection against security threats
in the cyber domain. This means that even if the amount of information published about real
Russian cyber threat scenarios is limited, there is enough information scattered in official doc-
uments to build up at least a satisfactory description of the country’s perception of cyber threats.

According to the law on strategic planning of the Russian Federation*®, the hierarchy of
Russian official documents for strategic planning in the area of cyber threat perception and

cyber security management includes the following documents:

e Annual speech of the president to the Federal Assembly

e Strategy for the Development of an Information Society in the RF 2017-2030
e National security strategy

e Main directions and bases of policies

e Doctrines

e Other records and documents
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The Russian Federation President’s annual address to the Federal Assembly, the upper chamber
of Russian parliament, is one the guidelines for strategic planning in Russia®. President Putin
has mentioned the cyber threat and cyber security management only a few times. In December
2016, Putin®® stated that because of the risks included in digital technologies, Russia must
strengthen its defenses against cyber threats and make all the elements of its infrastructure,
financial system, and state leadership and management more stable. Later, in his 1 March 2018

address Putin stated the following:

"We are greatly concerned by certain provisions of the revised nuclear pos-
ture review, which expand the opportunities to reduce the threshold
for the use of nuclear arms. Behind closed doors, one may say anything
to calm down anyone, but we read what is written. And what is written is
that this strategy can be put into action in response to conventional arms at-

tacks and even to a cyber threat.” "

The Strategy for the Development of an Information Society in the Russian Federation 2017-
2030°? defines the aims, tasks and means of implementation of foreign and internal policy of
Russia related to the use of information and communication technology to develop an infor-
mation society, create a national digital economy, and support national interests and strategic
national priorities.

The National Security Strategy”” is the basic strategic planning document defining the
national interests of Russia and its strategic national priorities, objectives, tasks, and measures
in domestic and foreign policy aimed at strengthening the national security of Russia and en-
suring the country’s sustainable development in the long term. The National Security Strategy
defines the national security of Russia as the protection of the individual, society, and the state

against internal and external threats. National security includes defense of the country and all
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types of security envisioned by the Constitution and legislation of Russia—primarily state, pub-
lic, informational, environmental, economic, and transportation as well as energy security and
individual security. >

The Foreign Policy Concept of the Russian Federation approved in November 2016 is a
collection of the basic principles, priority areas, goals and objectives of the foreign policy of
the Russian Federation. The concept provides a systemic vision of the basic principles, priority
areas, goals and objectives of Russia’s foreign policy. The aims of the Foreign Policy Concept
2016 are to ensure national security, sovereignty, and territorial integrity and to consolidate
Russia’s position as a center of influence in today’s world.

According to the concept, Russia will take the necessary measures to ensure national and
international cyber security and counter threats to the state emanating from cyberspace. Russia
will also combat terrorism and other criminal threats involving the use of information and com-
munication technology and deter the use of ICT for military-political aims that run counter to
international law, including actions aimed at interfering in the domestic affairs of states. Under
the auspices of the UN, Russia seeks to devise universal rules of responsible behavior for inter-
national cyber security, including by rendering Internet governance to be more international in
a fair manner. >

From the point of view of Russia’s cyber threat perception, the most important subject-
related doctrines are the Military Doctrine of Russia®® and the Information Security Doctrine of
Russia®’. The Military Doctrine 2014 reflects the central paradigm of Russian strategic culture.
It is a collection of official views on the nature and role of conflict and the threat posed to Russia
and on the use of force against these threats. The Military Doctrine 2014 establishes a frame-
work for the Information Security Doctrine, both of which discuss the paradigm and strategic
preferences in the cyber environment.

The Information Security Doctrine 2016 constitutes a system of official views on ensuring
the national security of the Russian Federation in the information sphere. The IS Doctrine dis-
cusses both paradigm and strategic preferences of Russian strategic culture in the cyber envi-

ronment. The IS Doctrine’s paradigm includes descriptions of the information environment, the
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national interests of Russia and threats to Russia in the information environment. The strategic
preferences of IS management and its main directions are discussed in the doctrine.’®

The IS Doctrine defines the information sphere as a combination of information, in-
formatization objects, information systems and websites within the information and telecom-
munications network of the Internet. It also includes communications networks, information
technologies, entities involved in generating and processing information, developing and using
the above technologies, and ensuring information security. In addition, there is a set of mecha-
nisms regulating public relations in the sphere.*

Other records and documents dealing with cyber threat perception and cyber security
management include subject-related laws, decrees, executive orders and other legislative doc-

uments and normative and methodological documents®®. The subject-related laws and other

legislative documents include the following:

e International information security agreements signed by the Russian Federation
e (Constitution of the Russian Federation

e Legislation of the Russian Federation

e Decrees (Ukaz, ‘executive order’) of the President of the Russian Federation

e Decisions and orders of the Russian Federation Government

A Decree of the President of the Russian Federation, as a normative legal act, has the status of a
by-law in the hierarchy of legal acts. A by-law is a rule or law established by an organization
or community to regulate itself, as allowed or provided for by some higher authority. The Gov-
ernment of Russia can issue decisions and orders. Presidential decrees and governmental deci-
sions and orders may not alter existing laws of higher precedence. Normative and methodolog-
ical documents discussing cyber threat perception and cyber security management include the

following:

e Documents of the Security Council of Russia

e Documents of the Federation Security Service (FSB)
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e Documents of the Russian Technical and Export Controls Federation Service (FSTEC)
e Legal norms of the Russian Federation Ministries and Administrations

e State Standards of the Russian Federation

The Security Council of Russia drafts policy proposals on defending the interests of Russia
against internal and external threats. The council helps determine security policy of the Russian
Federation. Agencies such as the Federation Security Service (FSB) and the Federal Service
for Technical and Export Control (FSTEC) may enact regulations through their general com-
petency®!. These documents, usually orders and instructions, are limited to the extent of the

constitution and relevant codes.

Russian Strategic Thinking on Cyber Threats

Nature of the conflict

A conception about the nature of the conflict is a part of the central paradigm of strategic cul-
ture. The main strategic documents emphasize the view of the Kremlin that the international
scene is polycentric, dangerous, chaotic, and volatile®?. The Foreign Policy Concept 2016 high-
lights that Western powers are attempting to maintain their positions in the world by containing
“alternative centers of power,” including Russia. This containment policy leads to international
instability and turbulence®. The same idea is expressed already in the National Security Strat-
egy®, where it is stated that the US and its allies oppose the rise of Russian influence in global
politics. Wars in the former Yugoslavia in the 1990s, the color revolutions in the Arab countries
and near Russia in Georgia and Ukraine have strengthened the impression that the major threat
to Russia comes from the West®. This is exemplified by accusations that the support of the

USA and the EU for the anti-constitutional coup d’état in Ukraine led to an armed conflict®®.
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Although the role of the EU is highlighted in some of the documents, the USA remains Russia’s
main rival and an "evil” that tries to undermine Russia’s status as a great power. From the Rus-
sian point of view, NATO expansion has destroyed the balance of power and the buffer zones
the country has enjoyed with the West®’.

The strategic-level documents describe the current situation in the world in terms of in-
creased competition for natural and human resources. The emphasis on continuing struggle or
competition between the major powers is a characteristic feature of official rhetoric®®. The Mil-
itary Doctrine 2014 argues that many regional conflicts are unresolved and there is a tendency
to use force for their resolution, including in the regions bordering on the Russian Federation.
Although the probability of large-scale war against the Russian Federation has diminished, mil-
itary dangers for the Russian Federation have grown. Military dangers also affect the internal
situation of the country®’.

One factor that influences the formulation of strategic culture is the disharmony and clash
of core principles in strategic thinking and implementation. A disharmony that is influencing
Russian strategic culture was exposed in a speech published in February 2013 by General Valeri
Gerasimov, the Chief of the Russian General Staff. Gerasimov stated that the nature and rules
of war have changed. According to Gerasimov, the role of non-military means in achieving
political and strategic goals has grown, and, in many cases, they have exceeded the power of
weapons in their effectiveness. The lines between war and peace have been blurred, wars are
no longer declared, and after they have begun, they proceed according to an unfamiliar tem-
plate.”®

These changed rules of warfare were also stated in the Military Doctrine 2014. The ele-
ments of modern conflict are the integrated use of military force with political, economic, in-
formational and other non-military measures, use of the protest potential of the population, and
special operations forces and affecting the enemy throughout the depth of its territory in the

global information space, aerospace, land and sea. Modern conflict also typically utilizes pri-
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vate military companies, indirect and asymmetric methods, and externally funded and run po-
litical forces and social movements. A further characteristic of modern military conflicts is the
creation of permanent warfare zones in the territories of the opposing sides’".

In recent years, beginning with the occupation of Crimea in 2014, the Kremlin has created
a concept of permanent war by telling the Russian people that Russia is under siege. As a be-
sieged fortress, the logic suggests, the country needs to be protected and its external aggression
is part of a defensive war or actually part of a series of simple, low-cost military operations.
Putin has even explicitly stated that the Soviet Union is a besieged fortress constantly under threat
of attack by the West’?. The American diplomat George Kennan has explained that using the
concept of a besieged fortress was one way for the Soviet authorities to maintain their author-
ity.”® This might be one reason for the use of the same narrative by the Kremlin’s present lead-
ership. According to this narrative, also known as the enemy-at-the-gate narrative, as used by
Dmitri Peshkov, spokesperson for President Putin, in 20047, there is the continuous threat of
an attack by the West. This threat legitimizes the Kremlin’s authoritarian rule, a centralized
command and control system, and the broad mandate of the Russian security services’.

The perception that Russia’s resources and territory are targets of bellicose enemy states’®
and the country’s perceived geostrategic and technological vulnerability”’, combined with Rus-
sia’s feeling of a hostile world '8, have strengthened the Russian logic of the besieged fortress”.

To protect this fortress, Russia attempts to maintain its influence in post-Soviet space by estab-
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lishing buffer zones and controlling neighboring areas. The exaggeration of external and inter-
nal threats®®, which stems from the KGB culture of Russian leadership®' and the Chekist threat
perception centered on color revolutions®?, have influenced this perception of vulnerability.

The conflict has expanded to cyberspace. According to Igor Ashmanov, a Russian ICT
specialist, the cyber struggle against the digital sovereignty of Russia is waged every day and
no rules of war apply to it**. In Russian terms, digital sovereignty refers to the rights of the state
and its possibilities to independently determine national internal and geopolitical interests in
the digital sphere. Digital sovereignty includes opportunities to implement the state’s own in-
formation policy and organize information resources and the infrastructure of information space
to ensure the state’s digital security against the threat posed by the enemy.

According to the IS Doctrine 2016, a number of foreign countries are building up their
information technology capacities to influence the information infrastructure of Russia in pur-
suing military and political purposes. Certain states use their technological superiority to dom-
inate cyberspace. The concepts of the besieged fortress and permanent war are also stated in
the IS Doctrine 2016. Certain states and organizations are attacking in the cyber environment
and collecting intelligence on the information infrastructure of Russia for military and political
purposes.®*

As a part of this permanent war, one of the national interests of Russia in the information
sphere is to maintain the safe and stable functioning as well as the independence of the
Russian segment of the Internet, RUNET. This primarily concerns the critical information in-
frastructure and the integrated telecommunications network of the Russian Federation.

Most ICT, especially software, is made in the US, and US-led companies and organiza-
tions control the Internet. According to the IS Doctrine 2016, this current global distribution of
resources makes it impossible to manage the Internet jointly in a fair and trust-based manner.
The absence of international legal norms regulating interstate relations in the information space
makes it difficult to create an international information security system and to achieve strategic

stability and an equitable strategic partnership in information space®’.
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Threat posed by the enemy

In addition to a conception about the nature of a conflict, the central paradigm of any strategic
culture also includes a conception about the nature of the adversary and the threat it poses®®.
The Military Doctrine 2014 divides an adversary’s possible activities against Russia into two
components—danger and threat—both of which can be external and internal. A military danger
is a state of interstate or domestic relations characterized by a set of factors that could, under
certain conditions, lead to a military threat. A military threat is a state of interstate or domestic
relations characterized by the possibility of a military conflict between the opposing sides.

The Military Doctrine 2014 names NATO as one of Russia’s main external military dan-
gers. NATO’s potential and actual violations of international law, as well as the approach of
NATO’s military infrastructure to Russian borders, are defined as military dangers. External
military dangers also include the deployment of foreign military contingents or strategic missile
defense systems near the borders of Russia as external military dangers. Territorial claims
against the Russian Federation and its allies and interference in their internal affairs are consid-
ered military dangers. So too are the establishment of regimes or the implementation of policies
that threaten the interests of Russia, the overthrowing of legitimate leadership in neighboring
states, and the subversive operations of foreign special services and their coalitions against
Russia.

The use of information and communication technologies for military-political purposes
aimed against the sovereignty, political independence, and territorial integrity of Russia is men-
tioned as a military danger in information and cyberspace. Another cyber-related military threat
to Russia is the obstruction of the functioning of the state and military command and control
systems. This includes the disruption of the functioning of strategic nuclear forces, missile at-
tack warning systems, space control, and nuclear munitions storage facilities as well as of haz-
ardous facilities such as those in the nuclear, chemical, pharmaceutical, medical and other in-
dustries.

Internal military dangers include efforts to change the constitutional system, destabilize
the political and social situation, or disrupt the functioning of governmental or military bodies

or the information infrastructure of the RF. The informational impact on the population, pro-
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voking interethnic and social tension, and extremism are also defined as internal military dan-
gers. Especially threats in cyberspace are often non-military in character. According to the IS
Doctrine 2016, threats to the information security of Russia include internal and external
actions and factors creating a risk to the national interests of Russia in the information
sphere.®” Factors creating a risk can be information technical, when information technology
systems are targets of influence in cyber space, or information psychological, when the adver-
sary tries to influence a person’s mind, their moral and mental world, social-political opinions
and ability to make decisions®. Cyberspace consists of a technological infrastructure that ena-
bles the functionality of the Internet and other telecommunication networks, as well as of all
human activity implemented on the Internet and through other communication channels.

Putin has said that the main aim of the United States is to destroy strategic balance, to
change the balance of power in such a way not just to dominate but to dictate their will to
anyone ®. According to the Russian threat assessment, the enemy tries to destroy Russia’s in-
formation sovereignty at the beginning of the war. If the enemy manages to destroy Russia’s
information sovereignty, it might be enough for the enemy to achieve victory®. To counter US
supremacy in cyberspace, Russia has to improve its digital sovereignty. This means not only
protection against viruses, attacks, illegal intrusion and theft of data, but also its capabilities to
disconnect critical infrastructure from the global Internet®’.

The IS Doctrine states that foreign intelligence services are increasingly using cyberspace
to destabilize the internal political and social situation of Russia. Foreign intelligence organi-
zations are collecting intelligence information in and through cyberspace and targeting Russian
government bodies, research organizations and enterprises of the military-industrial complex.
Terrorist and extremist organizations are developing malware, which can be used against ob-
jects of Russia’s critical information infrastructure. The amount of cybercrime is also increas-
ing??. In addition, terrorists and extremist organizations are using cyberspace to foster inter-

ethnic and social tensions as well as spread extremist ideology.
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The traditional Russian fear of being surprised and not completely defendable against an
external enemy”® has been extended to include internal enemies. The fear of internal disturb-
ances, which has been prevalent in Russian leaders for centuries, has grown because of the so-
called Arab Spring, which started in Tunisia in 2010. The Kremlin’s fear of Western interfer-
ence in Russian domestic affairs has increased during Putin’s regime’* and Russia feels that it
faces real threats to its security in “practically all spheres of its vital activities*>. Even in their
public speech, Russian leadership considers the color revolutions in Arab countries and in
Ukraine as being financed and coordinated by Western countries. They likely fear that there is
a possibility of a similar revolution in Russia®. In 2004, Vladislav Surkov, the deputy director
of the president’s administration, stated that ‘the enemy is at the gate, and not only at the gate
because in the besieged town there is a fifth column of left and right radicals ... sponsored by
foreign states” *’.

The Russian view is that the revolutions in Tunisia, Libya and Egypt were not spontane-
ous but were created and sponsored by Western intelligence services’®. The Bolotnaya Square
demonstrations in 2011 strengthened the belief of Kremlin that the West is attempting to desta-
bilize Russia’s internal situation by means of inspiring color revolutions. According to official
Russian opinion, the West is trying to influence Russian internal affairs by creating and spon-
soring an opposition movement and by supporting, for example, non-governmental organiza-
tions to oppose the regime. The Military Doctrine 2014 describes the subversive activities of
special services and organizations of foreign states against Russia as an external military dan-
ger. Activities aimed at violent change, the constitutional system, and destabilizing the political
and social situation in Russia are listed as internal military dangers in the Military Doctrine
2014.

Russian’s own assessments of its technological inferiority® and of Western technological
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According to the Information Society Strategy 2017, those states whose economy is based on
the use of technologies for big data analysis have an advantage over other states. Furthermore,
the technologies used in Russia are produced in the Western countries, not in Russia. The use
of foreign ICT, especially in the objects of Russia’s critical information infrastructure, pose a
significant challenge for the country’s cyber security management!?2,

A lack of competitive Russian information technologies has domestic industry dependent
on foreign information technologies, such as electronic components, software, computers, and
telecommunications equipment. This dependence remains high, which makes the socio-eco-
nomic development of the Russian Federation dependent on the geopolitical interests of foreign
countries'®. Some 90% of Internet-related functions and technology are invented, produced or
implemented in the USA, and the USA is the only state that has comprehensive digital sover-

eignty!%,

The use of force and the efficacy of violence

The fundamental elements of a strategic culture reflect the central paradigm, that is, those as-
sumptions about the nature and role of conflict and the enemy, the threat posed by the enemy,
and about the use of force against these threats'%. Russians, in Wirtz’s formulation, are ‘good
Clausewitzians’, understanding that war is a political act and a continuation of politics. Accord-
ing to Wirtz, Russians manage to find the links between technology, military operations, strat-
egy, and political outcomes, both despite and because of their lack of technological backward-
ness. % Russian leadership has had, and continues to have, a strong reliance on the military and
on the use of force or other coercive means to achieve national interests'®’.

A strong belief in the use of military force remains one of the fundamental factors in
Russian strategic culture!'%®. The military has been the main instrument in creating buffer zones

and in controlling neighboring spaces and countries. In the Russian narrative, the military has

been a barrier against invasion and a defender of the besieged fortress.
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The role of the security services has increased because of increased internal threats in the
form of opposition sponsored by the West, terrorists, and extremists. Especially during Putin’s
third term, starting in 2012, the number of people in the security services, the so-called Chekists,
has grown. This KGB culture within the Russian leadership and the Chekist threat perception
centered on color revolutions has intensified the role of internal threats in Russian threat per-

ception.'””

Strategic Preferences in the Cyber Environment

According to Johnston, strategic preferences consist of "assumptions at a more operational level
about what options are the most efficacious for dealing with the threat environment as defined

by the answers to the central paradigm''®’

. Russian strategic preferences in the cyber environ-
ment deal with threats similar to those in Russia’s common threat environment. The same sense
of vulnerability is seen in cyberspace as well. Western countries are using technical supremacy
and challenging Russia with offensive cyberspace operations and by supporting internal oppo-
sition. Russian strategic preferences to deal with these threats in cyberspace are improved pro-
tection of critical information infrastructure, a pivot to digital sovereignty by isolating RUNET
from the global Internet, increasing surveillance of RUNET, and improving legal interception
capabilities to control opposition, banning user anonymity online, the substitution of ICT im-
ports with Russia’s own hardware and software production, and international cyber security
agreements.

To improve protection of the country’s critical information infrastructure, Russia is build-
ing a combined information security system called GosSOPKA!!!. The GosSOPKA system is
a combined, territorially distributed complex that includes forces and means for detecting, pre-
venting and eliminating the consequences of computer attacks and responding to computer in-
cidents. The information resources of the Russian Federation are understood as information
systems, information and telecommunications networks, and automated management systems

located in the territory of the Russian Federation as well as in the diplomatic missions and
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consular offices of the Russian Federation'!?. The FSB is tasked with operating the GosSOPKA
systemm.

To counter the external cyber threat and keep the Russian segment of Internet stable and
independent, Russia is developing a national system of the Internet!!* called RUNET. Accord-
ing to Ashmanov, to counter the USA’s supremacy in cyberspace, Russia must improve its
digital sovereignty, stability, and security.!'> Russia’s functioning integrated telecommunica-
tions network should be stable and safe in peacetime, in the event of a direct threat of
aggression, and in wartime!!'®. This means not only protection against viruses, attacks, illegal
intrusion, and theft of data, but also capabilities to disconnect critical infrastructure from the
global Internet!'!”. The Ministry of Communications Information Society program aims to have
99% of RUNET traffic transferred inside Russian borders by 2020. Part of this plan is to dupli-
cate 99% of RUNET’s critical infrastructure within Russia!'®,

Increasing surveillance of RUNET and improving legal interception capabilities is part
of the battle against internal threats in RUNET. This has increased the role and mandate of
security services in cyberspace. The FSB has a mandate to monitor RUNET traffic. The tool
for FSB Internet surveillance is the System for Operative Investigative Activities (SORM).
Since the 1990s, the operational capabilities of SORM systems have been improved from
SORM 1 to SORM 3. SORM 1 collected mobile and fixed line telephone calls. SORM 2 began
collecting Internet traffic. SORM 3 collects all kinds of communication on social networks, Wi-
Fi, e-mails, Internet traffic, mobile calls, and voice-over-Internet. SORM 3 was introduced into
operative use in 2014!'"°, Internet service providers (ISP) are required to provide the FSB with

statistics on all Internet traffic that passes through their servers. ISPs are also required to install
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SORM devices on their servers, routing all transmission in real time through the FSB’s local
offices'?".

Traditionally, the military has been the one of maintain the idea of permanent war. This
new war, however, is increasingly being fought within Russia against terrorists and groups la-
beled extremists and within information sphere, that is, in environments where traditional mil-
itary force is not easily applicable, the role of non-military part of Russia’s security organization
has grown. The role of the FSB has grown in importance because it is the main actor in the war
on terrorism and the defense of Russian networks. Another important actor in this permanent
low-intensity war is military intelligence, the GU (previously known as the GRU)).

In summer, 2017 Putin signed two laws to ban user anonymity on RUNET. Owners of
virtual private network (VPN) services and Internet anonymizers are prohibited from providing
access to websites banned in Russia. Roskomnadzor has authorization to block sites that pro-

vide instructions on how to circumvent government blocking'!

. Companies registered in Rus-
sia as ‘organizers of information dissemination,” including online messaging applications, are
prohibited from allowing unidentified users. Those companies are required to identify their us-
ers by their cell phone numbers, and the government is tasked with elaborating the identification
procedure. Mobile applications that fail to comply with requirements to restrict anonymous
accounts will be blocked in Russia'??.

Digital sovereignty requires that Russia to have its own ICT production chain, hardware
and software, search engines and browsers, network components, Russian-made Internet sur-
veillance tools, monitoring and information security systems, a national segment of Internet
social networks, and national payment systems!?. Putin stated that Russia needs to build its
own digital platforms, ones that should be compatible with the global information space'**.

According to the IS Doctrine 2016, the information security of Russia is characterized by

a lack of competitive information technologies and the inadequate use of information technol-

ogies in the production of goods and services. The level of dependence of Russian industry on
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western [T software and hardware is high. One of the strategic preferences to answer this tech-
nical backwardness in information technology is, according to the IS Doctrine 2016'%, to de-
velop the country’s IT sector by improving its own research, development and production of
information technology. The previous information security doctrine from 2000 names the un-
derdevelopment and backwardness of Russian information technology as a threat to the coun-
try’s information security. Over the past decade, however, Russia has not managed to reduce
the lead of Western countries in this area. The insufficient level of development of domestic
information technology, services, and production capabilities continue to generate dependence
on foreign information technology. According to the Russian assessment in 2013, Russia was
three to five years behind the USA in ICT technology and only the USA had digital sover-
eignty'?6,

One strategic preference of Russian strategic culture in the cyber environment is Russia’s
pivot to establish an international information security system for regulation of how information
technologies are used for military and political purposes or for terrorist, extremist, criminal or

other illegal purposes'?’.

Conclusion

The status of cyber weapons in the field of international law today is equivalent to the status of
nuclear weapons before the Limited Test Ban Treaty and Strategic Arms Limitations Treaties
in the 1960s and 1970s. In other words, these weapons systems lack sufficient rules of engage-
ment that, when combined with the fast pace of technological development, makes the cyber
threat a serious security policy issue. With the acknowledgement of this special status of cyber
weapons, it can be argued that the Cold War era theories of threat perception and the use of
force can be applied to study and analyze these phenomena in cyberspace.

The interest in cyber warfare has created a need for theoretical tools to research cyber
threats and responses to these threats. As we have argued in this paper, the theory of strategic
culture is a suitable tool to explore and explain the formation of Russian cyber threat perception.
The theory of strategic culture tries to identify the factors that are characteristic for national
decision-making and state practice and to study how and why these factors influence such de-

cisions and practices. Factors with an influence on Russian strategic thinking include historical,
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geopolitical, religious or ideological ones. Elements of Russian strategic culture, such as a sense
of vulnerability, the narrative of Russia as a besieged fortress, the mythology of permanent war,
and technological inferiority can also be identified in Russian cyber threat perception.

The theory of strategic culture can also be used to explore and to explain Russian defen-
sive cyber operations, based on its cyber threat perception, as well as the country’s offensive

cyber operations, such as cyber attacks and cyber espionage.
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