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Abstract

Password memorability is a significant problem that is getting worse as the numbers grow. As a direct
result of memory limitations, adopted insecure password practices have substantial consequences as
organizations lose millions to security breaches and helpdesk costs. IS research has examined memory
theories to increase the memorability of passwords. However, in our research we have discovered some
anomalous findings. It is commonly known that more frequently and recently recalled information is
more easily remembered (assumed for password recall also); our previously collected objective data
revealed no effect on password recall. This study will strive to confirm whether or not password
memorability is affected by the frequency of password use and the time between use. If this study
confirms our previous results, then this suggests that future IS research should look to other factors to
increase password memorability and security, than just directly applying memory theories to the
password problem.
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Introduction

Password authentication is currently the most commonly used mechanism for securing organizational
and personal data (Das et al. 2014; Grawemeyer and Johnson 2011; Ur et al. 2016; Zhang et al. 2009).
There are several issues pertaining to password security, but the main problem stems from the sheer
number of accounts, and therefore passwords, a user has to remember (Duggan et al. 2012; Gaw and
Felten 2006; Zhang et al. 2009). Nowadays, many users can have in excess of 10, 15, sometimes 20
passwords, and while attempting to meet security policies, they are often required to change them
regularly (Marquardson 2012). Users are struggling (Shay et al. 2010). What’s more is that when users
forget their passwords, there can be consequences in terms of time (e.g., when employees are unable to
work due to limited access, and through contacting helpdesks), inconvenience (e.g., when users are
unable to access their accounts), and money (e.g., money lost from lack of productivity, lack of access to
accounts, and helpdesk costs) (Brown et al. 2004; Ives et al. 2004; Mujeye and Levy 2013). Many
companies lose tens of thousands of dollars on employees forgetting their passwords and consequently
calling helpdesks to reset their passwords (Brown et al. 2004, Saastamoinen 2014). All these
consequences lead many users to develop a fear of forgetting (Inglesant and Sasse 2010), and therefore
adopt insecure password behaviors as coping strategies for their memories’ limitations (Grawemeyer and
Johnson 2011). Insecure password behaviors can include password reuse, writing passwords down, and
choosing weak passwords (Adams and Sasse 1999; Inglesant and Sasse 2010; Zhang et al. 2009). And
through these insecure behaviors, users are undermining the whole password mechanism, as this means
of securing data can be manipulated to gain unlawful access to secure accounts (Adams and Sasse 1999;
Ives et al. 2004). Therefore, IS researchers should continue to find ways in which to increase the security
and memorability of passwords.
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Previous research, theory, and current motivations

IS research has examined password security and password memorability, looking at password behavior,
and to different aspects of memory (e.g. Adams and Sasse 1999; Nelson and Vu 2010; Zhang et al. 2009).
The human memory is complex, and one of the most prominent memory models that IS researchers refer
to is the Stages of Memory theory, suggesting three storage systems involved with the encoding/learning,
storing of information, and the retrieval process (Atkinson and Shiffrin 1968). There are many different
factors that can affect the memory process or cause it to fail (Anderson 2009); if we do not, for example
give enough attention to the learning process, information is not encoded properly, or it can sometimes
not even move from the short-term memory (STM) to the long-term memory (LTM) (Nilsson 1987).
Likewise, if we do not put enough effort into retrieving information from our LTM, it may not be
retrieved, or even forgotten. One theory of forgetting is trace decay which suggests that we just forget
information just through the passage of time (Anderson 2009), and recalling this information regularly
prevents it from decaying (Ebbinghaus 1885). Therefore, if information is more frequently and recently
recalled, it is more easily remembered (Anderson and Schooler 1991).

Throughout IS literature, several researchers have assumed that the more that a password is used or more
frequently it is used, the better it is remembered (e.g. Adams and Sasse 1999; Brostoff and Sasse 2000;
Duggan et al. 2012; Inglesant and Sasse 2010; etc.). This would make sense based on memory theory;
however, is this really the case? Or does it? How many times has muscle memory stopped users from
recalling a frequently used password because of a different keyboard layout? So, has this actually been
empirically studied? Zviran and Haga (1999) found a relationship between password frequency of use and
password memorability. Even so, firstly, this was based on participants reporting on one password, not
multiple passwords as required today. Secondly, the participants were reporting their perceived
memorability and password usage, their data was subjective, and possibly not representing the “true”
picture, only what they expected. In contrast to Zviran and Haga, while running further analysis on data
we collected for a previous study (Woods 2016), we found that our results showed something different.

In our previous study (Woods 2016), we employed a longitudinal design to collect password recall data
over 12 weeks. This design allowed us to manipulate the password recall frequency and the time between
recall tasks. Although this was not the focus of the study, the idea of this manipulation was to see whether
there was an effect of the frequency of password use (or the number of times in which the passwords were
recalled), and the time between the frequency of password use on password recall and password
interference. Ten passwords were created for 10 accounts, and were recalled for each account between 3-6
times over the 12 weeks, with a variety of time between recall tasks. The frequency of password recall did
not have a significant effect on password recall, i.e. password correct recall did not increase as the
frequency of recall increased. Further analysis was performed examining the difference between different
accounts with different frequency recall rates, and accounts with different amounts of time between
password recall. There were a couple of significant differences between accounts, but these were not
supported by other accounts. Furthermore, the effect of time between password recall, where passwords
had been recalled in succession leading to the final recall task in week 12, compared with accounts where
there had been weeks between recall and weeks between the final recall, were analyzed and no difference
in password memorability was found.

Although our previous research findings contravenes previous IS research, for the current study we will
propose two experimental hypotheses grounded in memory theory; however the objectives of this
research would be supported by these hypotheses being rejected:

Hi1: an increase in the frequency of password use will have a positive effect on password
memorability.
H2: the less time between password use will have a positive effect on password memorability

Based on our previous findings, these results suggest that the frequency of password recall and/or the
time between recalling passwords does not have an effect of password memorability. We believe this
warrants further investigation as if there are no differences in password memorability with respect to how
frequently the password is used or the time between password recall; this could mean many things.
Firstly, there could be other factors involved that could be affecting password memorability. These factors
could be produced by the user, for instance, their perception of security, or their memory, or their
motivation towards the password process. However, it could also be a result of the fact that passwords are
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not created and recalled in any other circumstance in life, as a structure (combination of upper and lower
case letters, numbers, and special characters); nor with the importance that they carry (protecting our
information), passwords are not recalled anywhere, and memory studies test different elements of
memory based on words, pictures, numbers, etc., not passwords (Woods 2016). It is important to confirm
these findings as then future password research could then focus on not directly applying memory
theories to increase password memorability, but to investigate other factors in more detail that can affect
password memorability, and reconsider developing theories specifically to increasing password
memorability (Woods 2016).

Experimental Design and Procedure

To study the effects of frequency of password use, and the time between use of passwords on password
memorability, a longitudinal experimental design will be employed. The data will be collected from
participants that will consist of staff and students from a Finnish university (N = 100). Age of the
participants will be equally distributed through groups of different age ranges, and will be monitored for
an effect, as age is known to have an effect on memory (Baddeley 2009b).

All participants will take part in the same procedure throughout the study. A website where participants
are asked to sign in, create and recall passwords will monitor and log all password data produced by the
participants. The participants will be sent emails to ask them to recall passwords for specific accounts.
Initially, participants will be asked to create six passwords for six fictitious accounts. Six has been chosen
as any more could have a significant effect on the participants’ cognitive load, and therefore could reduce
password memorability (Baddeley 1992). When the passwords are created, to check that they have been
learnt properly, the participants will be asked to immediately recall their passwords in the password
verification stage. This will be three times to reinforce the memory. Then they will be asked to recall them
one more time following a questionnaire, to confirm that the passwords have entered the long-term
memory (Baddeley 2009a).

After the initial creation of the passwords, the participants will be asked on several occasions within the
three weeks to recall their passwords (shown in Table 1.) Each account will vary in the amount of times it
is recalled and the time between the recall. This design was chosen to control for the frequency and
distribution of password recall across the available weeks of the experiment. Two independent variables
that will be examined are: frequency of use and time between use. They will be operationalized by two
accounts representing low and high times between use, i.e. consecutive days of recall compared with
several days between recall, or in other words, massed recall vs distributed recall (Nelson 1977), for each
increment of frequency of use (i.e. passwords recalled 3, 5, or 7 times). There will also be a final recall of
all passwords on the final day of the study, to see if there would be an effect of either or both independent
variables of frequency of use and/or time between use on password recall overall; but also to see if there
would be an effect on password recall from the passwords that had been intensively recalled in the first
week.

Frequency of Week 1 2 3
use (number of Day M|T|W|T|[F|S[S M[T|W[T|F|[S|[S|M|T|W][T]|F
times Password
passwords
recalled)
3 1 111 1
3 2 2 2 2 2
5 3 31313 (3]3 3
5 4 4 4 4 4 4
7 5 515151515 515 5
i 6 6 6 6 6 6 6 6 6

Table 1: Password study schedule
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Various methods would be employed to analyze the data and the differences between frequencies of use
and the times between use on password memorability, and to see further if there is an interaction. A
repeated measure design would look at the differences between recall on day 1 and the final recall. An
ANOVA would be employed to examine the differences between the different frequencies of password use
(3, 5, 7). An independent t-test will look at the difference of times between use, massed recall vs.
distributed recall. Then further ANOVAs will examine the interactions between frequency of use and time
between use.

Conclusion

Users struggle to remember multiple passwords, which is resulting in a fear of forgetting, which
ultimately leading to the adoption of insecure password practices, such as password reuse and choosing
weak passwords (Adams and Sasse 1999; Campbell et al. 2006; Inglesant and Sasse 2010; Zhang et al.
2009). This has serious consequences for the individual user and for organizations; for instance, millions
of dollars are being lost or spent on, for instance, security breaches and password resetting through IT
helpdesks (Brown et al. 2004; Ives et al. 2004). This is still an important issue, as alternatives to
passwords are still not common practice (Bang et al. 2012; Vu et al. 2007), and therefore is it imperative
to encourage users to employ secure password behaviors, and help increase the memorability of
passwords.

IS research assumes, based on memory theory, that if passwords are recalled more frequently and more
recently, then they will have higher memorability. However, based on our previous research (Woods
2016), our results suggest that not to be the case. Therefore, we propose conducting another longitudinal
study with password frequency of use and time between password use as the focus. Although, based on
our previous results, we are not expecting to see an effect of either variable; if either or both do show to
have an effect on password memorability, these results will provide more enriched data to support factors
that will have been empirically tested to increase password memorability, and support ways in which this
can be successfully achieved. This could be applied to, for instance, PIN memorability, two-factor
authentication techniques, or even to password managers, to increase memorability of complex unique
passwords. On the other hand, if there is no effect of either frequency of use nor time between use on
password recall, then this also has important implications where it will suggest that future research
should be focusing on other factors to increase password memorability, e.g. user motivation, and that
applying memory theories directly to the password problem may not be enough.
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