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Highlights

e There was no relationship between memory performance and correct password recall.

e General metamemory constructs could predict memory performance, but not password
recall.

e The contextualized password metamemory constructs of Capacity, Locus, Achievement,
and Task predicted correct password recall.

e There was a difference between the contextualized password metamemary censtructs that
predicted password recall, in comparison with the generalized metamemory’constructs

that predicted memory performance.
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Abstract

Passwords are the most common authentication mechanism, that are only increasing with
time. Previous research suggests that users cannot remember multiple passwords. Therefore,
users adopt insecure password practices, such as password reuse in response to their
perceived memory limitations. The critical question not currently examined is whether users’
memory capabilities for password recall are actually related to having a poor memory. This
Issue is imperative: if insecure password practices result from having a poor memory, then
future password research and practice should focus on increasing the memorability of
passwords. If, on the other hand, the problem is not solely related to memory performance,
but to users’ inaccurate perception of their memory, then future research needsto examine
why this is the case and how such false perception can be improved. In thispaper we
examined this conundrum by contextualizing the memory theory of metamemory, to the
password security context. We argue, based on our contextualized metamemeory theory, that
the recall of multiple passwords is not related to users” memory capabilities; and therefore
users are able to actually remember more passwords than they think.lnstead, we argue that
users’ perceptions of their memories abilities, in terms of password memory capacity;
perceived control over their memory; motivation to remember; and their understanding of
their memory, explains why users cannot remember their passwords. We tested our
contextualized metamemory theory in the password security context through a longitudinal
experiment, examining over 3500 passwords. The.results suggest that our contextualized
metamemory theory, rather than the general metamemory theory explains password recall.
This study has important implications for research in password security, and practice.

Keywords: password security; memorability; human memory; metamemory; information
security; authentication



1. Introduction

The number of passwords is set to rise, as users acquire more and more accounts in
their everyday, personal and working lives (Chiasson et al., 2009; Lin et al., 2013; Zhang et
al., 2009). This increase is resulting in an escalation in information security risks, as users
adopt insecure password practices, such as password reuse, writing down passwords, sharing
passwords, and choosing weak passwords (Adams and Sasse, 1999; Campbell et al.;»2006;
Guo, 2013; Inglesant and Sasse, 2010; Zhang et al., 2009), to cope with their inability to
remember multiple passwords (Biddle et al., 2012; Duggan et al., 2012; Gaw and Felten,
2006; Grawemeyer and Johnson, 2011). However, in numerous cases users choose to
continue these insecure behaviors even though they are aware of the security risks (Gaw and
Felten, 2006; Notoatmodjo and Thomborson, 2009). This situation may have arisen due to the
fact that forgetting passwords can have high consequences if passwords need to be reset, in
terms of money (e.g., IT helpdesk costs), time (e.g:, when employees are unable to log on to
work), and convenience (e.g., when users-are-unable to access their accounts, or have to
create new passwords), (Brown etal., 2004, Hayashi et al., 2012, Inglesant and Sasse, 2010;
Renaud and De Angeli, 2004; Tari et al., 2006; Vu et al., 2007).

As the number of-accounts and passwords increase over time, this problem will only get
worse (Gaw and Felten, 2006; Notoatmodjo and Thomborson, 2009). Therefore, the security
and memorability of passwords are an important concern. Previous research have so far
examined the ‘password problem” (Wiedenbeck et al., 2005) in terms of understanding,
predicting-and changing users’ insecure security behavior through behavioral models, such as
the protection motivation theory (PMT) (Jenkins et al., 2014; Johnston et al., 2015; Pahnila et
al., 2007; Vance et al., 2012; 2013; Workman, et al., 2008; Zhang and McDowell, 2009).
Another stream of research has focused on memory theory to understand the memory

processes and the users’ behavior involved with password management; and to attempt to



increase password memorability (Adams and Sasse, 1999; Gaw and Felten, 2006;
Grawemeyer and Johnson, 2011; Nelson and Vu, 2010; Wiedenbeck et al., 2005; Vu et al.,
2007). However, even though previous studies have examined users’ attitudes and
perceptions towards their passwords and password management, the important questions that
have not been explored are whether users’ poor password recall is actually related to poor
memory performance, that is, are users unable to remember their passwords because:their
memory cannot cope? Or, do users’ perceptions of their memory capabilities in'general
terms, and in terms of remembering their passwords, affect their password recall
performance? Answering these questions is essential for the future of password research and
practice. If users cannot remember their passwords as a result from having a poor memory,
then future research and practice should focus on increasing,the'memorability of passwords.
If, on the other hand, the problem is not solely related'to memory performance, but to users’
inaccurate perception of their memory, thenfuture research needs to examine why this is the
case and how such false perception can be.improved.

This study focuses on answering these issues. We argue based on our contextualized
metamemory theory, that the recall of multiple passwords is not related to users’ memory
capabilities, and therefore users are able to actually remember more passwords than they
think. Instead, we’argue that users’ perceptions of their memories abilities, in terms of
password memory capacity; perceived control over their memory; motivation to remember;
and their understanding of their memory, explains why users cannot remember their
passwords: The next section will discuss the previous research in multiple passwords. Then
we examine the theoretical background, looking at the human memory, metamemory and its
influence on memory performance. The following section will modify the metamemory
theory to the specific context of password recall. Based on the contextualized metamemory

theory, we discuss the current study, its hypotheses, and the reasoning behind the password



metamemory framework. This paper will then later discuss the research methodology,
including the experimental design, and then the results. The final sections of the paper will

conclude with a discussion of the study’s important findings and contributions.

2. Previous Research

Since the late 1990’s, when Adams and Sasse (1999) suggested that users cannot
remember more than 4-5 unique passwords successfully, the world has technologically
changed, with increasing numbers of passwords being required to securé our accounts and
information (Lin et al., 2013). Countless users have more than 10 passwords in use within
their personal lives and at work (Zhang et al., 2009). Withinamost organizations users are
required to change their passwords regularly; this impacts on users’ password behavior as
many choose weak passwords to compensate for the sheer number of them (Marquardson,
2012). Moreover, guidance and advice on managing them are normally aimed at just one
password (Grawemeyer and Johnson, 2011)."Many users rely solely on their memory to
remember all their passwords, even though they believe they have too many accounts (Bang
et al., 2012; Campbell et. al.; 2021; Gaw and Felten, 2006; Grawemeyer and Johnson, 2011).
However, if users cannet remember their passwords, the mechanism does not work
successfully. Combined with the huge costs from forgetting passwords (Brown et al., 2004;
Hayashi et al., 2012;/Inglesant and Sasse, 2010; Tari et al., 2006; Vu et al., 2007), this
influences users’ password security behavior, and ultimately undermine the security of the
password:mechanism (Chiasson et al., 2009; Duggan et al., 2012; Gaw and Felten, 2006;
Zhang et al., 2009). Without a solution, giving users an alternative or a way of coping with
multiple passwords, insecure password behaviors will only rise as the number of accounts do

so (Gaw and Felten, 2006; Notoatmodjo and Thomborson, 2009).



3. Theoretical Background

With an increase in the number of passwords, users believe they cannot cope with
remembering all their passwords (Biddle et al., 2012; Duggan et al., 2012; Gaw and Felten,
2006; Grawemeyer and Johnson, 2011). This may be the case; maybe users have no more
space to retain anymore passwords; however, people still manage to learn and recall new
information every day. Therefore, understanding fully how the memory functionsisa
necessity; but moreover, understanding how users’ perceptions of their memories’
capabilities affect their memory performance is pertinent to understanding how their
perceptions of their memory for remembering passwords, affect their ability to correctly

recall them.

3.1. Memory

There are several factors involved with. remembering passwords. Firstly, the user has to
learn the password successfully; then the user-has to retain the password; and then finally, the
user has to successfully recall theqassword. This process elicits a number of memory stores
and functions dependent on.the stage of the process. The Stages of Memory Theory (Modal
Model) is one of the mest influential multi-store models (Atkinson and Shiffrin, 1968). It
suggests that are three memory stores: the sensory store is thought as the interface between
perception and memory, holding information for a brief period of time, before it is passed to
the short-termymemory (STM). The STM is limited in its capacity and stores information for
just'a matter of seconds. The long-term memory (LTM) stores information over a long period
of time, ready for retrieval, which is not currently held in the conscious awareness. Previous
research suggests that users’ claim that they cannot remember their passwords because their
memories limitations (Grawemeyer and Johnson, 2011). However, the LTM is unlimited in

its capacity (Baddeley, 2009% Eysenck and Keane, 2010). This leads us to postulate that low



password correct recall, is not related to poor memory retrieval performance. We therefore
propose a null hypothesis:
H1: There will be no significant correlation between memory performance and password

correct recall.

There are several factors that can result in the password process failing. The password has
to be learnt successfully in the first place (Zhang et al., 2009). Learning takes concentration
and mental effort, which can be effected by many things, such as distractions (Adams and
Sasse, 1999; Jenkins et al., 2014; Zhang and McDowell, 2009). Retrieving‘passwords also
has its problems, with two main types of forgetting, trace decay(the gradual weakness of
memory) and interference (caused by the confusion between similar memories) (Ling and
Catling, 2012); this effect can be counteracted through.frequent use of a password (Anderson,
2009; Baddeley, 2009°; Criss et al., 2011; Sasse, et al., 2001).

Another factor that can influence the password process is the users’ beliefs of their own
memory capabilities and functions, or as it is known as, metamemory (Dixon et al., 1988;
Hertzog et al., 1987). This paper'will discuss in the next section the important influence of

metamemory and how.it-affects memory performance, and ultimately, password recall.

3.2. Metamemory

Metamemory has been studied since the 1970’s (Glass et al., 2005), when it was
introduced by Flavell and his colleagues (Flavell, 1971, Flavell and Wellman, 1977).
Metamemory has been broadly defined as cognitions about memory (Wellman, 1983), but
more specifically, as the knowledge and awareness of our cognitive processes (Flavell, 1971;
1979). Metamemory is a collective term for the multidimensional factors of knowledge,

beliefs, and behaviors related to memory (Hertzog, 1992; Hertzog et al., 1990°; Hertzog et al.,



1987); i.e. the ability to reflect on one’s own memory functioning and memory processes in
general (Dixon and Hultsch, 1983% Glass et al., 2005; Hertzog et al., 1990°; Pierce and
Lange, 2000). Metamemory is important as it guides our choices in how we use our cognitive
resources, e.g., if a person believes that some information is more difficult to learn, they may
spend more time learning it (Besken and Mulligan, 2013). Over the years, researchers have
shown an increased interest in the role that metamemory has in learning and recalling
information, and memory performance (Hertzog, 1992; Schwartz, Benjamin-and.Bjork,

1997).

3.2.1. Measuring metamemory

The Metamemory in Adulthood (MIA) questionnaire(Dixon et al., 1988) is a
standardized questionnaire with good psychometric properties, that is the most frequently
used methods of measuring metamemory, and the'seven constructs that represent it (Dixon
and Hultsch, 1983% Dixon et al., 1988; Glasseet al., 2005; Hertzog et al., 1987). The seven
constructs are: Strategy: knowledge and use of memory strategies; Task: knowledge of basic
memory processes; Capacity: beliefs about one’s own memory capacities; Change:
perception of the change in one’s own memory capabilities; Anxiety: anxiety, and/or
perception of therelationship between anxiety and memory performance; Achievement:
perception of one’s own motivation to perform well in memory tasks; and Locus: perceived
sense of control over memory skills (Dixon et al., 1988). These constructs have been
extensively studied and used for measuring metamemory in different context for over 20

years (Bacon et al., 2011; Glass et al., 2005).
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3.2.2. Metamemory and memory performance

How good is your memory? is an important and insightful question. When answered, it
provides an understanding of a complex set of processes that influence a person in their
behavior and how well they perform (Cavanaugh et al., 1998). Regardless if it is a memory of
a name, face, event or fact, recalling the information may be affected by what the person’s
believes is necessary, to remember the information accurately. Furthermore, the pérsen’s self-
believe system about memory — whether they believe they will remember the' infermation,
can influence how they behave in a memory-demanding situation, which can govern their
performance (Hertzog et al., 1987). Researchers are interested in the role that metamemory
plays in memory performance (Hertzog et al., 1990%), as although memory performance is
effected by memory mechanisms, such as encoding and retrieval, it is also effected by prior
knowledge — familiarity with information; and contextual influences on behavior (Dixon and
Hertzog, 1988). Negative beliefs about one’s own'imemory capabilities and poor memory
functioning is highly related to memory performance (Bacon et al., 2011; Glass et al., 2005).
Therefore, recognizing that metamemory is complex and multidimensional is imperative for
understanding how it affects the-human memory, and its performance (Glass et al., 2005;
Hertzog, 1992). Severakstudies have found relationships between specific metamemory
factors and memaory performance: a study by Dixon and Hertzog (1988) suggested that
motivational factors should be considered with memory knowledge in relation to memory
performance. Further research found that specific metamemory factors such as strategy,
capacityptask and motivation (achievement), could effected and predict memory
performance; as through an understanding of retrieval strategies and how they can be used to
aid one’s memory, coupled with and understanding of one’s own memory capacity, and the
required effort and motivation needed to perform can predict memory performance (Dixon

and Hultsch, 1983% Hertzog et al., 1990°).
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To investigate the relationship between memory capabilities and their effects on
password recall, we include in our model factors of metamemory in relation to memory
performance (scales from the Metamemory In Adult (MIA) questionnaire), to confirm the
relationship between specific metamemory factors and memory performance for nomological
validity (Straub et al., 2004). We therefore hypothesize the following:

H2a: Strategy (metamemory) will have a significant positive effect on memory
performance.

H2b: Task (metamemory) will have a significant positive effect on memory performance.

H2c: Capacity (metamemory) will have a significant positive effect on memory
performance.

H2d: Change (metamemory) will have a significant-positive effect on memory
performance.

H2e: Anxiety (metamemory) will have a significant positive effect on memory
performance.

H2f: Achievement (metamemaory) will have a significant positive effect on memory
performance.

H2g: Locus (metamemory)will have a significant positive effect on memory performance.

4. Contextualizing metamemory and memory performance to the password context

In this section, we contextualize the metamemory constructs to the context of password
security;to examine which password metamemory constructs predict correct password recall.
The metamemory construct Strategy means what memory strategies a person can understand
and use to aid learning and memory retrieval. For example, writing and using a shopping list
IS a memory strategy to aid one to remember which products the person needs to buy. For the

password security context, the password metamemory construct of Strategy refers to the
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knowledge and use of memory strategies to remember password correctly by users.
Unfortunately, some of these memory strategies adopted by users, when contextualized for
the password security context are considered insecure. Such common insecure memory
strategies include writing passwords down, sharing passwords, and password reuse (Adams
and Sasse, 1999; Duggan et al., 2012). Even though users are aware of these behaviors being
insecure, they are still more concerned with remembering their passwords, and still ‘adopt
these strategies (Gaw and Felten, 2006). We therefore hypothesize:

H3a: Strategy (password metamemory) will have a significant positive effect on password

correct recall.

The metamemory construct of Task signifies a petson’s understanding of their basic
memory processes. An example of this is that most peaple are aware that information which
is more interesting is easier to remember, than infarmation that is less interesting (Bacon et
al., 2011). In the context of password metamemory, Task refers to users’ understanding how
they remember passwords, e.g., passwords with more meaning are easier to remember.
However, this understanding can sometimes lead to insecure password behavior, where weak
passwords are chosen with biegraphical information, or are related to the service of the
password (Helkala and Syvendsen, 2011). Nonetheless, having an increased understanding of
how one’s memory, functions positively effects memory performance (Dixon and Hultsch,
1983), we therefore, suggest:

H3b:Task (password metamemory) will have a significant positive effect on password

correct recall.

Capacity, in terms of metamemory is a person’s perceptions of their own memory

capacity and performance. Several studies examining metamemory have found perceived
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memory capacity to have an effect on memory performance (Dixon and Hultsch, 1983;
Hertzog et al., 1990; Hertzog et al., 1994), be the perception to be accurate or inaccurate
(Hertzog et al., 1987). Metamemory literature suggests that if a person thinks that their
memory capacity is limited, then their memory performance will also be limited (Hertzog et
al., 1987). Therefore, perceived memory capacity is important in the context of remembering
passwords because it refers to the amount of passwords users believe they can remember, and
the ability to recall correctly. Previous research has noted that users believe thatithey have too
many passwords, and cannot remember so many passwords (Bang et al;, 2012; Gaw and
Felten, 2006; Grawemeyer and Johnson, 2011). We argue that the users’ belief of their
memory capacity limitations may affect their memory perfarmance in the password context.
Therefore, the users' perceptions of their capacity to recall passwords should be positively
related to their password recall. More precisely, those'users who perceive their memory
capability as high have better recollection of their'passwords than those users who perceive it
to be low. Hence, it is hypothesized:

H3c: Capacity (password metamemory) will have a significant positive effect on password

correct recall.

The metamemaory eonstruct of Change represents the perception of the change in one’s
own memory capabilities. When contextualizing this construct to password security it can
refer to/users’ perception of the change in their capabilities in remembering passwords.
Memoryris affected by age; therefore, as people get older changes in memory capability
occur with cognitive decline (Baddeley, 2009). The perceptions of this change have been
found to be related to memory performance (Cavallini et al., 2013). Anxiety, and/or the
perception of the relationship between anxiety and memory performance can refer to the

users’ perceived anxiety towards remembering their passwords, within the password security
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context. Increased levels of anxiety have been found to be related to low memory
performance (Lineweaver and Hertzog, 1998). Within the password context, due to the
consequences of forgetting, users often develop a fear of forgetting their passwords (Ives et
al., 2004) and consequently adopt insecure password behaviors to cope with the anxiety. We
hypothesize the following:
H3d: Change (password metamemory) will have a significant positive effect on  password
correct recall.

H3e: Anxiety (password metamemory) will have a significant negative effect on password

correct recall.

Achievement, metamemory construct refers to the{pereeption of one’s own motivation
to perform well in memory tasks. Metamemory research has found that Achievement
(motivation) can predict memory performance (Dixon and Hertzog, 1988). Achievement, in
the context of password, would refer to the user’s motivation towards remembering
passwords. Previous password security research has found a relationship between motivation
(in terms of motivation to protect) and insecure or secure password behaviors adopted
(Jenkins et al., 2014; Zhang and McDowell, 2009). We therefore hypothesize:

H3f: Achievement (password metamemory) will have a significant positive effect on

password/correct recall.

Locus refers to the perceived sense of control over memory skills. If a person believes
they have less control over their memory functioning, this can affect their memory
performance (Lineweaver and Hertzog, 1998). Within the password security context, locus
would refer to the perceived control over the users’ ability to remember their passwords. We

hypothesize the following:
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H3g: Locus (password metamemory) will have a significant positive effect on password

correct recall.

In this study we propose a conceptual framework that scrutinizes the perception that

users’ memories cannot cope; examining the users’ perceptions towards their password recall,
and their memory in general. Attempting to answer the question: can poor passwordirecall

really be explained by having a “poor” memory, or is it the inaccurate perception/of users’

password recalling abilities, affecting their performance? As illustrateddn Figure 1, the

password metamemory framework, it represents the relationships between memory

performance, password correct recall, and metamemory.
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Fig. 1. Research model for testing the password metamemory framework
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5. Research Methods

A two-part study was conducted including a longitudinal design, collecting password
recall data (over 3500 passwords), data from memory performance tests, subjective data from
the MIA questionnaire, and from an adapted (password context) version of the MIA
questionnaire. This data was used to test the password metamemory framework, through
examining the relationships between memory performance, password recall, and

metamemory.

5.1. Participants

Participants were selected from staff and students from a‘university in Finland (N=48).
The participants all had work experience, and were all.experienced computer users. An advert
was posted to all at the university with details about the study, asking them to sign up and
answer a preliminary questionnaire. The questionnaire asked for demographic information
which allowed the experimenters ensure the participants were of a range of ages, and within a
range. Age is considered to be a factor that has an effect on memory and metamemory
(Baddeley 2009°; Dixon and Hultsch, 1983% Glass et al., 2005; Hertzog et al., 1990°).
However, password users arewnot from one specific age group, and we felt that if older
participants werenot.included in this study, this would undermine the ecological validity.
Therefore, there was'a distribution of ages, and although there were slightly more participants
from the younger age groups, initial data analysis indicated that memory performance was
marginally higher in the younger groups, but not significantly higher. Regarding the effect of
the participants’ age on metamemory results, studies have shown that metamemory is
affected by age, and the constructs that predict memory performance are different dependent
on the age group (Dixon and Hultsch, 1983% Glass et al., 2005; Hertzog et al., 1990°).

However, younger age groups and middle-age groups have been shown to have similar
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results; the differences are only present in older age groups, which have been defined in many
studies as 60 years + (Cavallini et al., 2013; Devolder et al., 1990; Dixon and Hultsch, 1983%;
Hertzog, et al., 1994;). In this current study, the highest age range was from 45-54 years,
which in terms of metamemory studies, is to be considered as middle-aged, and therefore
should not show an effect of age. Demographic information is reported in Table 1.

Study credits were offered to the participants as an incentive to take part andto

continue to take part in the study.

Table 1. Demographic Information

Age Gender Education level
18 to 24 years Male Bachelor’s degree
(count of 15; 32.3%) (count of 31; 64.6%) (count of 18; 37.5%)
25 to 35 years Female Master’s degree
(count of 33; 32.3%) (count of 17; 35.4%) (count of 22; 45.8%)
35 to 44 years Doctoral degree
(count of 9; 18.8%) (count of<8; 16.7%)
45 to 54 years

(count of 9; 18.8%)

5.2. Measures

For the first part of the study,password recall and password metamemory was
examined. A website designed for creating and recalling passwords monitored password
entries, and a password-version of the MIA questionnaire was created to collect password
metamemory responsesy The second part of the study examined participants’ memory

performance and metamemory, using memory performance tasks and the MIA questionnaire.

5.2:&.Password recall

A website with password generation and input capabilities was designed to collect
password data. Over 12 weeks, participants created and recalled passwords, in which the
website monitored correct input, and input errors. All passwords had to meet password
guidelines (see Table 2), to ensure a minimum level of strength, and that participants didn’t

create passwords e.g. “123”, that would have affected the results. These guidelines were
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given to the participants before and during the creation of their passwords, and were imposed

through system requirements.

Table 2. Guidelines for creating passwords

Each password must:

. contain at least eight characters.

. contain at least one number (0-9).

. contain at least one lower case letter (a-z).

. contain at least one upper case letter (A-Z).

. contain at least one special character (e.g. !, %, &).
. hot contain names (e.g. JussiH1#).

OO WN PR

Two passwords were created every two weeks, then on average three’‘passwords were
recalled every week. This design was employed to firstly make the study.as-realistic as
possible; and secondly to prevent cognitive overloading, as havingto learn many items at
once, could have affected recall results (Baddeley, 1992). Ten.passwords were created and
recalled for ten fictitious accounts, with varying importance of account types, from online
banking, to social networking, to online gamingjagain this design was to make the study as

realistic as possible (see Table 3).

Table 3. Account types and names

Type Name

Online banking Danske Bank
Nordea

Email account (personal) Yahoo
Gmail

Social Networking Facebook (FB)
Twitter

Online Shopping Amazon
Expedia

Online Gaming (free) Forge of Empires (FoE)
Tribal Wars

5.2.2. Password metamemory

Password metamemory was measured by means of an adapted version of the
Metamemory. In Adulthood (MIA) questionnaire (Dixon et al., 1988). The seven constructs
of metamemory were represented by 108 items. The questions were amended to be more
specific in terms of the password management context (see Table 4). Like the original MIA,

items were statements and questions followed by a 5-point Likert scale (for more details of
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the MIA, please see below). All metamemory constructs were examined for construct

validity, and showed to have a good internal consistency (Cronbach’s alpha): Strategy (0.71),

Task (0.84); Capacity (0.89); Change (0.84); Anxiety (0.92); Achievement (0.84); Locus

(0.72). All results were computed by taking the mean score for each construct for each

participant. All seven constructs were entered into the framework to keep the comparison

between memory in general and memory in the password context, consist.

Table 4. Metamemory In Adulthood (MI1A), and Password MIA constructs

Construct Definition Sample Item
Strategy Knowledge and use of memory strategies When yourare looking for something
(+ = high use) you have recently-misplaced, do you
try to retraceyour steps in order to
locate it?

Strategy (password) If'you have forgotten your password,
do.you use a lot of mental effort in
trying to remember it?

Task Knowledge of basic memory processes For most people, facts that are

(+ = high knowledge) interesting are easier to remember
than facts that are not.

Task (password) For most people, passwords that are
meaningful are easier to remember
than passwords that are not.

Capacity Beliefs about one’s own memory capacities | am good at remembering names.

(+ = high capacity)
Capacity (password) I am good at remembering passwords.
Change Perception of'the change in one’s own memory  The older | get the harder it is to
capabilities remember clearly.
(+ = stability)

Change (password) The older | get the harder it is to
remember my passwords clearly.

Anxiety Anxiety and/or perception of the relationship | feel anxious if | have to introduce

Anxiety (password)

between anxiety and memory performance

(+ = high knowledge)

someone | just met to another person.

| feel anxious if | have to use a
password I haven’t used for a long
time.

Achievement

Achievement
(password)

Perception of one’s own motivation to perform

well in memory tasks

(+ = high achievement)

It doesn’t bother me when my
memory fails.

It doesn’t bother me when I can’t
remember my passwords.

Locus

Perceived sense of control over memory skills

(+ = internal locus)

It’s up to me to keep my remembering
abilities from deteriorating.
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Locus (password) It’s up to me to keep my password
remembering abilities from
deteriorating.

5.2.3. Memory performance

The human memory is incredibly complex; it encodes, retains and retrieves
information, and plays an important role in our perception (Baddeley, 2009). Therefore, to
represent participants’ memory performance, three type of memory performance were
examined: digit span, immediate recall, and long-term recall. Digit span andiimmediate recall
represent the performance of the short-term memory, while long-term recall-represents long-
term memory performance (Baddeley, 2009). Digit span performance was tested using an
increasing sequence of numbers presented for memorization. Free-recall memory tasks have
been used often to test LTM performance, using word-lists presented for memorization, and
then recalled in any order (Beaudoin and Desrichard, 2011; Dixon and Hultsch, 1983% Glass
et al., 2005; Hertzog et al., 1990°; Lineweaverand\Hertzog, 2010).

The free-recall word-lists were taken'from the Auditory-Verbal Learning Test (AVLT)
(Rey, 1964). The word-lists are.shown in English in Table 5. For the purposes of this study,
this test was given as a visual test of memory, not verbal. Free-recall tests can be presented
either visually or verbally (Baddeley, 2009°; Lezak, 1995); and as in this case, memory
performance was:being,compared with password recall, therefore, a visual presentation was
considered more appropriate, as passwords are visually learned. The second memory test, to
measure digitspan was taken from the Wechsler Memory Scale — Revised (WMS-R)

(Wechsler, 1987). The list of number sequences is shown in Table 5.

Table 5. Free-recall word-lists and digit span humber sequences

First word-list (in English) Second word-list (in English) Digit span number sequence
summer table 6-2-9
curtain bird 3-7-5
coffee shoe 5-4-1-7
leaf sample 8-3-9-6
school mountain 3-6-9-2-5
factory branch 6-9-4-7-1

track church 9-1-8-4-2-7
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jacket glass 6-3-5-4-8-2
ship cloud 1-2-8-5-3-4-6
treatment wall 2-8-1-4-9-7-5
nose food 3-8-2-9-5-1-7-4
home car 5-9-1-8-2-6-4-7
color village
pike step
river fish

5.2.4. Metamemory

Metamemory was measured by means of the extensively used Metamemory. In
Adulthood (MIA) questionnaire (Bacon et al., 2011), developed by Dixon etal. (1988). It is a
multifactor instrument presenting questions and statements followed by a5-point Likert
scale, measuring memory knowledge, memory beliefs, and memory-related affect, over seven
scales with a total of 108 items (Dixon and Hultsch, 1983; Dixon,.Hultsch and Hertzog, 1988;
Hertzog et al., 1987). The seven scales include Strategy, Task; Capacity, Change, Anxiety,
Achievement, and Locus (reported in Table 4). The MIAcis well known for its psychometric
properties, and several studies have reported that itis factorial valid and internally consistent
(Dixon and Hultsch, 1983; Dixon et al., 1988; Glass et al., 2005; Hertzog et al., 1987). In this
current study all metamemory censtructs were examined for construct validity, and showed to
a good internal consistency (Cronbach’s alpha): Strategy (0.70), Task (0.79); Capacity (0.79);
Change (0.89); Anxiety (0.84); Achievement (0.76); Locus (0.81). All results were computed

by taking the mean score for each construct for each participant.

5.3. Procedure

Ethical approval was sought and approved by the university’s ethics committee before
recruitment for the study. The participants were asked to reply to an advert posted through the
university; and while signing up for the study they were given information about what to

expect, and that agreeing to take part included their formal consent. The participants were
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informed that they could withdraw from the study at any point, and this option was available
within the website that was used for the experiment, and via email to the experimenters.

All participants completed exactly the same tasks for the duration of the whole study.
The study included a 12-week password recall stage, the completion of the Password MIA
questionnaire, a memory performance test, and finally the completion of the original MIA

questionnaire.

5.3.1. Password recall

During the 12 weeks, two passwords were created in weeks 1,2, 4, 6,8 (totaling 10
passwords) (see Table 6). Three passwords on average, (weekd recalled 2 passwords, and in
week 12, 10 passwords were recalled) were recalled every. week (see Table 6). Participants
were given three attempts to correctly recall their passwords each time — the website
monitored all password input, including all errors, Over the 12 weeks, more than 3500

passwords were collected for these partigipants.

Table 6. Password (study) schedule

Week Create Passwords Remembering Account Names
(number) Passwords (number)

1 beginning 2 Danske Bank/Amazon

1 end 2 Danske Bank/Amazon
2 beginning 2 Facebook/Yahoo

2 end 3 Danske Bank/FB/Amazon
3 beginning

3end 3 Yahoo/FB/Amazon
4 beginning 2 Nordea/Forge of Empires

4 end 3 Danske Bank/Nordea/FoE
5 beginning

5end 3 Nordea/Yahoo/FB
6 beginning 2 Expedia/Gmail

6 end 3 Yahoo/Gmail/FoE
7 beginning

7end 3 Danske Bank/FB/Expedia
8 beginning 2 Tribal Wars/Twitter

8end 3 Nordea/Twitter/Tribal Wars
9 beginning

9end 3 Gmail/FB/Expedia
10 beginning

10 end 3 Yahoo/Amazon/FoE
11 beginning

11 end 3 Twitter/FoE/Tribal Wars
12 beginning

12 end 10 All
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5.3.2. Password metamemory
The participants were asked to complete the Password MIA questionnaire after their
password recall, and before they took part in the memory performance test. The questionnaire

was sent electronically to participants, and was completed via their computer or in hard copy.

5.3.3. Memory performance test and metamemory

The participants were presented with a PowerPoint presentation with instructions about
what they could expect from the test. PowerPoint was used as a convenient way of
consistently presenting the test items, visually, and also for the 'same period of time, as the
test was timed through the presentation of slides. The instructions were in English; however,
the word-lists (free-recall) were in the participants’ mother-tongue language, which was
confirmed before the study started. The word-listsiwere in the participants’ first language, so
there would not be any unfair advantage given.to Finnish participants. When the test began
the first list of 15 words was presented to the participants for one minute (word-lists are
reported in Table 3). During this'timethe participants were required to memorize the words.
Immediately after, the.screen'would go blank and the participants would then have one
minute to immediately recall as many words as possible, in any order (to measure STM).
After the recalling minute, the same first word-list would appear again, and the participants
had one minute to learn as many words as possible. Then the screen would go blank, and they
would have, again one minute to recall as many words as possible. This was repeated four
times, so in total, the participants would be presented with the same word-list five times, and
asked to recall them five times; this repetition would show a learning curve. The sixth list
represented to the participants was the second word-list. Again, like before, this list was

shown for one minute, then the participants would have to recall as many words as possible,
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just from the second list; this was to elicit memory interference. Following the recall of the
second word-list, the participants were then asked to recall as many words from the first list
as possible, again giving one minute for recall.

Following the free-recall task, the participants were presented with further instructions
regarding the digit span test. When the test began the participants were presented with a
sequence of three numbers, and given one second to memorize them. The screen would then
go blank, and they would have one second to recall the numbers in the correct order. The
participants would then be presented with another sequence of three numbers, again given
one second to learn them, and one second to recall them in order. Every two sequences would
increase in number from three to eight numbers (shown in Table"3). As the sequence of
numbers increased, so did the amount of time the participants had to learn and recall the
sequences.

After the memory tests, the participants,were then asked to complete the MIA
questionnaire. Following the questionnaire, the participants were asked to recall as many
words from the first word-list as possible. This recall and the last one just before the digit

span test, were measures of LTM recall.

6. Results

Both objective'and subjective quantitative data collected during both parts of the study.
Over 3500 passwords were collected and analyzed; and measured password correct recall.
The'memory performance data measured digit span, immediate recall, and long-term recall.
For an overall memory performance score, immediate recall and long-term recall were totaled
to give a generalized performance score, as recall scores were being compared to password
recall performance. Although, there was an overall memory score, all three individual scores

were analyzed separately, in connection to metamemory and password recall to gain a more
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in-depth understanding of any potential effects. Metamemory was represented through the
constructs of the MIA questionnaire; as were the Password metamemory scores, represented

by the constructs of the Password MIA questionnaire.

6.1. Model Testing

To test the Password Metamemory Framework, a correlation design was usedto
analyze the relationship between memory performance and password correct recall. Multiple
regression tests were employed to examine the predictive qualities of the metamemory
constructs on memory performance, and the password metamemory constructs on password
correct recall. The results of the correlational analyses between‘password recall and memory
performance are presented in Table 7, and represented.in Figure 2. The results of statistical
analysis examining the constructs of metamemory and.memory performance and passwords
recall are presented in Table 8, and represented in‘Figure 3. The results of the hypotheses

testing are shown in Table 9.

Table 7. Correlation analysis results

Factor correlation Pearson’s r p

Memory performance Password-carrect recall -0.109 0.231
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Fig. 2. Scatter plot showing no relationship between.memeory performance and password

recall.

Table 5. Multiple regression analysis results

Factors Significant predictor Significant predictor Std. g Sig.
variables (metamemory) variables (Password
metamemory)
Memory Adj R?=0.519; F=17.91,
performance p< 0.001
Strategy 0.391 <0.001
Capacity 0.315 0.011
Task 0.241 0.044
Password Adj R°=0.838; F=61.56,
correct recall p< 0.001
Capacity 0.310 <0.001
Locus 0.316 <0.001
Achievement 0.296 0.002
Task 0.214 0.044
Table 6: Results of hypotheses testing
Hypotheses
H1:  There will be no significant correlation between memory performance and password Supported
correct recall.
H2a: Strategy (metamemory) will have a significant positive effect on memory performance. Supported
H2b: Task (metamemory) will have a significant positive effect on memory performance. Supported
H2c: Capacity (metamemory) will have a significant positive effect on memory performance. Supported
H2d: Change (metamemory) will have a significant positive effect on memory performance.
H2e: Anxiety (metamemory) will have a significant positive effect on memory performance.
H2f:  Achievement (metamemory) will have a significant positive effect on memory

performance.
H2g:

Locus (metamemory) will have a significant positive effect on memory performance.
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H3a: Strategy (password metamemory) will have a significant positive effect on password
correct recall.

H3b: Task (password metamemory) will have a significant positive effect on password correct ~ Supported
recall.

H3c:  Capacity (password metamemory) will have a significant positive effect on password Supported
correct recall.

H3d: Change (password metamemory) will have a significant positive effect on password
correct recall.

H3e: Anxiety (password metamemory) will have a significant negative effect on password
correct recall.

H3f:  Achievement (password metamemory) will have a significant positive effect on Supported
password correct recall.
H3g: Locus (password metamemory) will have a significant positive effect on password Supported

correct recall.

1
_____________ \ | Password !
1
| Metamemory | ,  Metamemory !
i Constructs i Constructs :
1
: L H2a: 3917 : :
! Strategy ! : Strategy !
1
! | H3b: 214* ! :
[ Task i Task !
! | H2b: 241% H1: -.109 ! !
1 1 = ) ! :
i | Capacity [ H3c: '310***: Capacity | !
' ! Memory Password Correct i !
! i Performance Recall ' i
i | Change | ! H2c:.315** ' | Change | |
1
! i H3f: .296** 1 i
1
| Anxiety ! ! Anxiety !
| | : |
i | Achieve- | ! N] Achieve- | !
' ment ! i ment !
1 ] ! 1
1 1 . Hkk v 1
i Locus ' H3g: 316 ! Locus !
1 | h
1 1 : 1

*p < 0.05; **p < .01; **p < .001

Fig. 3. The Password Metamemory Framework: summary of supported results

6.1.12=The relationship between memory performance and password correct recall

A correlation design was employed to examine the relationship between memory
performance and password correct recall. Due to H1 being proposed as a null hypothesis, a
post hoc power analysis was performed using R STUDIO (version 0.98.1103), and showed a
good level of statistical power (0.82). The correlation analysis showed that there was no

significant correlation between memory performance and password correct recall (p = 0.231),
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supporting H1. With further analysis, there was also no relationship between digit span and
password correct recall (p = 0.238), nor immediate recall (p = 0.215), nor long-term recall (p
= 0.293), further supporting H1.

It is practically impossible to accept a null hypothesis where the correlation is exactly
zero (Cortina and Folger, 1998); therefore, we calculated a confidence interval to assess the
uncertainty of our correlation estimate. The question to answer is not whether the.correlation
between memory score and password recall score is exactly zero, but whether tis small
enough to not make a difference. Therefore, we follow the recent guidelines by Aguirre-
Urreta and Ronkko (2017), and calculate and interpret the endpoints of the‘confidence
intervals. We also applied a Bayesian analysis as it is recommended as an alternative when
assessing the non-existence of an effect (Hoenig and Heisey, 2001). Due of lack of prior
research on the relationship between memory performance and password recall, this analysis
was implemented using uninformative priors..In this particular scenario, the frequentist
confidence interval is equivalent with the Bayesian credible interval (Lu, Ye, and Hill, 2012),
which was also confirmed by ourBayesian analysis. We assume that the readers are more
familiar with confidence intervals than credible intervals, thus we have reported the former.

The estimated correlation between memory performance and password correct recall
was -0.109 with a'95% confidence interval between [-0.38, 0.18]. The estimated value of -
0.109 suggests that,the memory performance score explains just over 1% of the variation of
the performance test, which means that the two scores are largely independent. The upper
limit 0f 0:18 similarly means just over 3% of explained variation, which implies that 97% of
the password correct recall is mostly unrelated to users’ memory capabilities if we assume
that both scores are measured without errors. In interpreting the lower limit of -0.38, we

observe that the effect is larger; however, the direction is counterintuitive, because if memory
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performance had an effect on password correct recall, we would have expected it to be
positive.

In summary, we did not find a relevant effect size. However, the correlation between
memory performance and password recall was close enough to zero to be considered

negligible. We therefore conclude that H1 is of no effect, which is supported by our analysis.

6.1.2. Metamemory predicting memory performance

To examine the constructs of metamemory and the predictive qualities towards memory
performance, a stepwise multiple regression test was used. Based an the MIA questionnaire
scales, the metamemory predictor variables were: Strategy, Task, Capacity, Change, Anxiety,
Achievement, and Locus. Although previous research has established a relationship between
Strategy, Task, Capacity (Dixon and Hultsch, 1983%) in predicting memory performance; for
nomological validity all metamemory constructs were entered into the model.

The analysis reported that there were three significant predictors of memory
performance: Strategy was the best predictor variable (p < 0.01), followed by Capacity (p =
0.11), and then Task (p = 0,044). These results were expected due to previous research

(Dixon and Hultsch, 1983%), and therefore, H2a —c was supported.

6.1.3. Password metamemory predicting password correct recall

Alstepwise multiple regression test was employed to investigate the predictive factors
of passwoerd metamemory on password correct recall. Taken from the Password MIA
questionnaire, the seven predictor variables were: Strategy, Task, Capacity, Change, Anxiety,
Achievement, and Locus.

The results showed that there were four significant predictor variables of password

correct recall: Capacity was the strongest predictor (p < 0.01), followed by Locus (p < 0.01),
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then Achievement (p = 0.02), and finally, Task (p = 0.044). Therefore, H3b, c, f and g were
supported, while H3a, d, and e were not supported, emphasizing a password security

contextual difference in the relationship between metamemory and memory performance.

7. Discussion

Users claim they cannot remember all their passwords, and feel justified for-adopting
insecure password behaviors as a result of their memories limitations (Biddle etal., 2012;
Duggan et al., 2012; Gaw and Felten, 2006). Hence, the focus of this study has been
primarily to investigate whether poor password recall is related to poor memory capabilities.
Regardless of what users’ believe about their password memory capabilities, this study found
no relationship between correct password recall and memory performance. The results
suggest that poor password recall is not related to having a “poor” memory. These findings
are important as they can provide users with¢valuable knowledge that could lead to an
increase in password correct recall, and a decrease in insecure password behaviors.

Based on the discovery thatthere was no relationship between memory performance
and correct password recall, this‘has resulted in the questioning of whether there are other
factors involved in poorpassword recall. As metamemory is considered a significant factor in
memory performance (Hertzog et al., 1990%), the second focus of this study was to investigate
the involvement metamemory could have in password recall. The results first showed that
there were no constructs from the metamemory (general memory) scale that could predict
password.correct recall (p = 0.062, overall). Therefore, metamemory was not related to
password recall. This was an unexpected and important finding as the results from this study
confirmed that the metamemory constructs of Strategy, Capacity and Task could predict
memory performance. What this means is that an understanding of memory retrieval

strategies, an understanding of the persons’ memory capacity and performance, and an
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understanding and knowledge of how the memory works in general, best predicts memory
performance, but not password correct recall. These results established there was no
relationship between the metamemory (general memory) constructs and password correct
recall, which confirmed the need for a password security context-specific instrument.

With that last point in mind, the MIA questionnaire was adapted to represent
operational measures of the conceptual framework presented for the password security
context. The results showed that the password metamemaory constructs of Capaeity, Locus,
Achievement, and Task could predict password correct recall. Therefore, users who believe
they have more memory capacity to remember their passwords correctly, believe they have
more control over remembering their passwords, who are mare'motivated to remember their
password correctly, and understand what makes passwaerds'more memorable, have a better
password correct recall rate.

A surprising finding was that the password metamemory construct of Anxiety did not
predict password recall. Many users developafear of forgetting due to the number of
passwords (lves et al., 2004). However, its absence in the predictive model could be
explained by when users are’anxious about remembering their passwords, it could affect their
coping mechanism, i.e~they reuse their passwords or write them down. Anxiety does not
necessarily prediet the recall of passwords, just the security behavior they adopt.

Another interesting finding revealed from this study is the differences between
predictive metamemory constructs in the password security and memory (in general)
contextsiThe constructs of password metamemory that could predict password recall were
different than those found between metamemory (general memory) and memory
performance. Both Capacity and Task were present in both models. However, with the
application of metamemory to the password context, the predictive constructs diverged from

what was expected. Locus and Achievement were present in the password context part of the
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framework, while Strategy was absent. It could be argued that Locus and Achievement were
present in the password context, as they represent control over the users’ ability to remember
their passwords, and their motivation towards remembering their passwords. Motivation and
control have both been found to be related to password behavior (Zhang and McDowell,
2009). When users’ believe they have less control, are less motivated to learn and remember
stronger passwords (Zhang and McDowell, 2009). Strategy on the other hand was‘het found
to predict password recall, whereas it was found to predict memory performance./Strategy
has been discovered on numerous occasions to predict memory performance, so what is
different about the password context? When you consider what password;memory strategies
are, and in relation to memory strategies, one can see why the results are different. With
metamemory (general memory), making a note, writing.down, making associations with
other similar memories are considered good strategies;.and aids memory performance.
However, writing passwords down, sharing them, reusing them, is considered bad password
security practices (Adams and Sasse, 1999; Duggan et al., 2012), although some security
experts see these practices as a necessary evil in specific circumstances (for example,
Kotadia, 2005). Therefore, whereas perceived capacity of ones’ memory, knowledge of
memory strategies, and-understanding how the memory functions in general is related to
memory performance; within the password context, there is a different picture. Perceived
capacity of how many passwords can be remembered correctly, what level of control the
users’ perceives they have over remembering their passwords, their level of motivation to
remember-their password, and understanding what makes password more memorable are
relevant factors in password correct recall, different to the general recall context. These
differences are important as it emphasizes the need to focus on perceived control and

motivation to remember passwords.
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Overall, these results support the Password Metamemory Framework, bringing to light
the complex relationships (or lack of relationships), between memory performance and
password recall; and give an interesting insight into factors such as the components of

metamemory, that contribute to password correct recall.

8. Conclusion

With every year, users are accumulating more and more accounts and services, which is
leading to passwords being forgotten, and resulting in increased costs pertaining to password
resetting, in terms of money, time and convenience (Brown et al., 2004; Gaw and Felten,
2006; Tari et al., 2006). Previous research suggests that users cannot cope with multiple
passwords because of memory limitations (Chiasson etal.,2009; Duggan et al., 2012; Gaw
and Felten, 2006). However, the results of this study suggest that correct password recall is
not related to good or bad memory capabilities, but it is related to the perceptions of these
capabilities. Therefore, if the problem is not'solely related to memory performance, but to
users’ inaccurate perception of théir memory, then future research needs to examine why this
is the case and how such false'perception can be improved. This could lead to implications
for both organizations.and the,home-user, as an improvement in these false perceptions could
result in increased pelicy,compliance, with regards to creating stronger passwords; and
reduce the need to adopt insecure password behaviors, such as writing passwords down
(Biddlelet al., 2012; Chiasson et al., 2009; Duggan et al., 2012; Gaw and Felten, 2006).
From theyresults of this study, memory performance was shown to be predicted by specific
metamemory constructs; whereas password recall had different metamemory contributing
constructs. Future research also needs to examine the differences in contributing factors
dependent on the password context, and to gain a better understanding of the complex

relationships between password metamemory and password recall. Understanding the
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complexity of metamemory in the password context, and the inaccurate perceptions of users
could also lead to increased motivation to learn and recall passwords through users having a
better understanding of their memories’ capabilities, with the aim to reduce insecure
password practices.

The main limitation of our study was that the sample population consisted of university
staff and students. Although, the participants were of a varied education and demographic, it
cannot be ignored that working and studying in a higher education institution could possibly
lead many to be more aware of their memories or have a better understanding of them.
However, we increased the variety of our population through including staff from various
positions within the university.

In conclusion, this study proposed the Password Metamemory Framework, which
offers a new perspective of examining password recall, and users’ inabilities to recall
multiple passwords. Our results show that carrect'password recall had no correlation to the
memory capabilities of the user, but was correlated to the users’ perceptions of their capacity
to recall passwords correctly, their. control over their memory for passwords, their level of
motivation to remember passwords,and their understanding of how passwords can be made
more memorable. This-has new important implications for organizations and home-users
alike. Through challenging users’ perceptions of their memory capabilities towards
remembering their passwords, it can lead to increased password memorability, and can
therefore, reduce the consequences of forgetting passwords and adopting insecure password

behaviors; such as security breaches.
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