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Taméan tutkielman tavoitteena oli selvittdd mikd motivoi tyontekijoitad
noudattamaan tai jdittdimddn noudattamatta hyvid tietoturvakdytdnteita.
Tavoitteena oli olemassaolevaan kirjallisuuteen pohjustaen, nostaa esiin teemoja
liittyen tietoturvakdyttdytymiseen ja loytda selittavid tekijoitd sekd hyville, ettd
huonolle kéayttdytymiselle. Tutkimuksen empiirinen osuus toteutettiin
laadullisena tutkimuksena, jossa hyodynnettiin teemahaastatteluja. Haastattellut
toteutettiin yksilohaastatteluina ja tulosten analysointi tapahtui aineistoldhtoista
teemoittelua hyodyntden. Tutkimuksen tulokset korostavat erityisesti oppimisen,
tietoturvatietoisuuden ja tyopaikan kulttuurin merkitysta
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ABSTRACT

Riaikkonen, liro-Antti

Motivations behind employee information security behavior
Jyvéskyld: University of Jyvaskyld, 2017, 45 p

Information Systems, Master’s Thesis

Supervisor: Siponen, Mikko

The objective of this thesis was to find out what motivates employees to comply
or fail to comply with good information security practices. Based on earlier liter-
ature, the objective was to bring up themes about security behavior, and to find
how both good and bad information security can be explained. The empirical
part of the research was carried out as a qualitative research utilizing theme in-
terviews. Interviews were conducted as individual interviews and the analysis
of the results was done by theme based analysis. The results of the study empha-
size in particular the importance of learning, awareness and workplace culture.
In order to get employees to better consider information security in their day-to-
day work, it is especially important that they understand the risks associated
with ignoring it and how they themselves can contribute to improving it. It is
also important to implement information security way of thinking into the cul-
ture of an organization so that it is constantly present in everyday work and not
just a topic that is brought up when something goes wrong.

Keywords: Information security, Information security awareness, Information
security behavior, attitudes, motivation
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1 Introduction

Information technology is nowadays an essential part of operating a business in
almost every field. It is extremely difficult if not impossible to maintain a com-
petitive edge in today’s market without utilizing some form of information tech-
nology solutions. Data and business processes are also these days considered
more and more as strategic and hence there is a need to safeguard them
(Subashini & Kavitha , 2011). This is the reason information security should be
an essential component for any organization, regardless of its size, location and
field of business. Kauppalehti (20.8.2016) reported on the findings of the study
done by software company M-Files Oy and AIIM (Association for Information
and Image Management) which found that nearly third of organizations lack in
their methods to protect critical company data and information. Moreover, in the
year 2015 in over third of the companies included in the study, there occurred at
least one information security breach. Considering all this it is safe to say that
information security cannot be overlooked and every organization needs an in-
formation security policy in place to guide people in their daily work.

While technology solutions have their own crucial role to play in protecting
organization’s assets, it is often the people who are the weakest link in infor-
mation security. As Chang and Ling (2007) point out, without employees who
are committed to doing their part in ensuring that key information assets and
systems of the organization are safe, good information security practices are im-
possible to carry out. Hence it is important to study and try to understand what
affects employee information security behavior and how their behavior can be
improved.

The purpose of this study is to find out what motivates employee infor-
mation security compliance in terms of attitudes and consequent behavior. The
research questions this study aims to answer are as follows:

e What affects employee information security behavior and compliance
with their organization's information security policy and/or guidelines?
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e What are the main motivators behind good and bad information security
behavior?

First, the key concepts related to information security in organizations are de-
scribed to generate an overall understanding of the topic. Then the previous re-
search related to the topic is reviewed to see how the topic of information security
policy compliance and behavior is approached and discussed in the existing lit-
erature and what themes have been brought up. The source material for the lit-
erature review was found via Google Scholar and other portals such as EJIS and
MISQ. The most used search phrases were information security compliance, infor-
mation security management, information security awareness, information security pol-
icy and information security behavior. Finally, the empirical part of the study aims
to look at employee information security behavior and motivations behind the
behavior with the help of theme based interviews.
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2 Overview of information security

In this chapter, the key concepts of information security will be described to cre-
ate an overall understanding of the subject. I will begin the definition of the term
itself. Then I will look at the concepts of information security awareness, compli-
ance and information security governance.

2.1 Defining information security

Information security refers to the methods of ensuring that organization’s infor-
mation systems, data and information is safe from malicious use and disruptions
(Straub, Goodman & Baskerville, 2008). Whitman and Mattord (2011) define be-
ing secure in general as being free from danger, from anything that can cause
harm intentionally or unintentionally. They propose that for an organization to
be secure, several security layers need to be in place and one of those layers is
Information Security. Their definition of Information security is based on the
C.I.A triad that is an established standard in the field of computer security. C.I.A
stands for Confidentiality, Integrity and Availability of organizational infor-
mation assets in every context whether it be storing, transmitting or processing
information. All the threats that exist and will become in existence in the future
will target one of these three key components of information security.

2.2 Information security policy

Information security policy is defined by Hone and Elof (2002) as a document
that guides information security inside an organization. It shows the support and
commitment that management has towards information security and the role it
plays in an organization’s overall strategy. It offers the guidelines for organiza-
tion’s employees on how to take into consideration information security in eve-
ryday tasks (Bulgurcu, Cavusoglu and Benbasat, 2010; Whitman, 8 2001). Infor-
mation security policy also defines consequences for instances when information
security infractions occur and provides countermeasures to them (Rees, Bandyo-
padhyay & Spafford, 2003).

There are various information security standards that provide frameworks
for organizations related to risk assessment, compliance, regulations etc. These
frameworks include standards such as ISO 17799 /BS 7799, Control Objectives for
Information and Related Technology (COBIT) and Asset and Vulnerability Eval-
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uation (OCTAVE). These frameworks are important to organizations that are re-
quired to follow certain regulations in their information security practices. (Saint-
Germain, 2005.)

2.3 Information security awareness and compliance

Having an information security policy, no matter how comprehensive and effec-
tive in theory, is not enough without employees that have a good awareness of
information security and motivation to comply with the existing policy. Aware-
ness and compliance in the context of organizational information security will be
defined in the following chapters.

2.3.1 Awareness

Information security awareness in general is about user’s knowledge and the
level of awareness about important aspects of proper information security. Sipo-
nen (2000) defines information security awareness as the state of the user of in-
formation technology and information assets where he or she is fully informed
and aware of the organization’s information security policy and guidelines, and
ideally, committed to them as well. He also highlights in Siponen (2001) the im-
portance of two characteristics that information security awareness possesses:
prescriptive and descriptive. He also highlights the difficulty of internalizing in-
formation security policies.

The term prescriptive means that something guides or is used as guidance
in one’s own actions. In the information security context, this ideally means that
the company’s information security policy guidelines guide employee actions in
an innate manner i.e. they “automatically” refer to those guidelines when using
company information technology assets. Descriptive on the other hand is as the
term itself suggests, just describing correct actions but not guiding them per se.

With the difficulty of internalization Siponen (2001) refers to the way of
thinking about information security as something that is not necessary to be con-
sidered often if everything is going as planned and nothing is seemingly wrong.
Of course, the problem with this is that the aftermath of an information security
incident is usually more costly and difficult to clean up than what it would have
been to invest in preventive measures beforehand.

2.3.2 Compliance

Compliance is the most crucial factor in a successful information security policy
implementation. After all, it always comes down to having employees who are
committed and willing to comply with the policy in place. Good policy and
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proper technological solutions are not enough if employees do not behave ac-
cording to company policies. As stated by Vroom and Von Solms (2004) employ-
ees are always the weakest link in information security. Many researchers have
tackled the issue of employee compliance and studied the various factors affect-
ing it. These studies have considered, for example, the effects of reward and pun-
ishment (Chen, Ramamurthy and Wen, 2012), the roles and responsibilities of the
top management and organizational culture (Hu, Dinev, Hart and Cook, 2012).
To explain employee behavior, many of these studies have relied on theories
from behavioral sciences to help understand the underlying reasons for noncom-
pliance and willingness to comply. These theories include for example, Deter-
rence Theory, Theory of Planned Behavior and Protection Motivation Theory.
These theories have been used as basis for finding explanations and ways to pre-
dict employee information security attitude and behavior and ISP compliance. In
addition, previous research has also examined the effects of moral reasoning and
moral persuasion on employees’ compliance with information security proce-
dures (Myyry et al. 2009; Siponen, 2001b). The focus of this research stream has
been to examine the effects of moral persuasions on protective information secu-
rity behaviors.

2.4 Information security governance

Information security governance refers to the role information security has in the
executive level of an organization and how it is taken into consideration in the
overall strategy of an organization. To successfully protect organization’s infor-
mation assets, information security should have a high priority in the governance
strategy of an organization (Posthumus, Von Solms, 2004.) This idea is also sup-
ported by Von Solms and Von Solms (2004b) who state negligence of information
security in the governance of an organization as one of their ten deadly sins of
information security.

A comprehensive definition of Information Security Governance by von Solms
(2005), that includes also all the key concepts of information previously described
in this paper, summarizes well the key components. The definition goes as fol-
lows:

“Information Security Governance consists of the management commitment and lead-
ership, organizational structures, user awareness and commitment, policies, proce-
dures, processes, technologies and compliance enforcement mechanisms, all working
together to ensure that the confidentiality, integrity and availability (CIA) of the com-
pany’s electronic assets (data, information, software, hardware, people, etc.) are main-
tained at all times.”
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Governance includes also the implications for the role management in the imple-
mentation and compliance of information security policy.
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3 Previous Research

Many perspectives have been used to study and bring to light the factors affect-
ing employee motivation, intention and attitudes to act or not act according to
proper information security practices. Theories from different fields such as so-
cial and cognitive sciences have been used in the context of information security
compliance to help understand employee intentions and motivations. Human
mind is not an easy subject to understand and studying why humans act the way
they do and what motivates them to comply or not comply with an information
security policy is not a simple question to answer comprehensively.

In this chapter, an overview of the previous research that has been done
regarding employee information security behavior and compliance with organi-
zational guidelines and policies will be conducted. By reviewing the various ap-
proaches taken to study the subject of compliance, this chapter aims to create an
overall understanding of what factors seem to be the most benevolent in explain-
ing employee motivations and intentions considering information security policy
compliance and overall information security behavior. Many researches have im-
plemented multiple theoretical backgrounds in their papers, deriving from vari-
ous theories, and thus they will appear multiple times throughout the chapter.

3.1 Theory of Planned Behavior and Rational Choice Theory

Theory of Planned Behavior and Rational Choice theory are widely used and
popular theories from social- and cognitive sciences. They have been applied by
researchers from various fields to help explain different phenomena. In the TPB
an individual’s intention towards performing a certain behavior is predicted from
his or her beliefs towards the behavior, norms and own perceived behavioral control
(Ajzen, 1985). RCT on the other hand sees individuals making choices between
different options based on their preferences and choosing an option with the best-
perceived net benefit (Scott, 2000).

Bulgurcu et.al. (2010) used Theory of Planned behavior and Rational Choice
Theory as a basis for studying employee intensions to comply with ISP. The study
was conducted as a survey that tested the significance of many various measure-
ment items (i.e. rewards, costs, self-efficacy etc.) They tested several hypotheses
and created a model for Antecedents of Information Security compliance of em-
ployees based on the Theory of Planned Behavior and elements of Rational
Choice Theory (Figure 1).

Their study yielded several significant observations. Firstly, they discov-
ered that attitude, self-efficacy and normative beliefs play a key role in employee
compliance with ISP. Attitude towards compliance with ISP refers to how an em-
ployee values the compliance behavior. As in does the employee perceive it as
something of value and worth the effort? Self-efficacy is about employee’s beliefs
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about his or her own capability to comply with the ISP. If an employee feels that
he has the necessary skills and knowhow to comply with the ISP, more likely he
is to comply with it. Finally, normative beliefs are beliefs affected by peers, man-
agers etc. and the extent that their attitudes and expectations affect an individ-
ual’s own behavior.

Outcome beliefs like benefits of compliance and costs of compliance and
noncompliance and their overall assessment were also found to be significant
drivers affecting employee attitudes and intention to comply with ISP. Benefits
can be innate in nature such as satisfaction, positive feelings coming from com-
plying with ISP and they help people justify their own behavior. Cost of compli-
ance refers to beliefs an employee has regarding possible negative consequences
that compliance with ISP might lead to, such as impeding (complicating) daily
work. Cost of noncompliance can also, in addition to sanctions, refer to innate
costs such as guilty conscience from neglecting ISP.

Beliefs about
Beliefs about outcomes overall assessment

H7a* of consequences
a .
Intrinsic Benefit

H7b* Benefit of Normative
Safety + || Compliance Beliefs
ISP H7c* e '
Awareness @ H2*
i

Hea | (| H5a* Cost of Intention to

Work Impediment Compliance Comply

) | .

Ha Intrinsic Cost  [{-Hi6a” o
Hob (o LHeS Cost of Self Efficacy

. to Compl

Hoc" | Hogs encompran =

ISA: Information Security Awareness
ISP: Information Security Policy

Figure 1 Model of Antecedents of Information Security Compliance by Bulgurcu et.al. (2010)

Ifinedo (2012) conducted a field survey and the results were quite similar com-
pared to Bulgurcu et.al. (2010) in that attitude, self-efficacy and subjective norms
all played a key role in compliance behavior towards ISP. In addition to the the-
ory of planned behavior, Ifinedo (2012) also applied protection motivation theory
to create a more comprehensive understanding of employee compliance motiva-
tions and behavior. Protection motivation theory will be covered more exten-
sively later on.
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Supporting the findings regarding elements of rational choice theory Li,
Zhang, and Sarathy (2010) found that perceived costs and benefits affect compli-
ance intentions significantly. If for example perceived benefits from violating
company policy outweigh the perceived costs, individual might be more likely
to engage in negative behavior. The authors also argued that subjective norms
might have a more significant effect on an individual’s behavioral intentions
when he or she has little experience and knowledge regarding company policies.
In other words, when knowledge and experience increases, the role of social in-
fluence decreases. This once again highlights the importance of educating em-
ployees on the key aspects of information security policy and why it is important
to follow it. Although the paper focused on policy regarding internet usage, it is
safe to say that the results can be applied to a more comprehensive information
security policy as well. Vance & Siponen (2012) also applied rational choice the-
ory in their research model and used hypothetical scenario model to extract use-
ful information out of participants regarding their information security behavior.
Their findings support the findings of Sarathy (2010), Ifinedo (2012) and Bul-
gurcu et.al. (2010) in terms of the significance of perceived benefits in guiding an
individual’s behavior. Their findings also indicate that moral beliefs, as in what a
person considers right or wrong in terms of their actions, significantly guide an
individual’s intentions to comply with information security policy.

Ifinedo (2014) applied the theory of planned behavior together with the so-
cial bond theory and used a field study method to survey business managers and
professionals. The study found that social relationships formed within the organ-
ization have an effect on employee compliance behavioral intensions regarding
ISP compliance. Attitudes and behaviors are influenced by those around us and
thus this also has an effect on how compliance behavior regarding ISP and infor-
mation security overall is perceived. For example, if one’s peers view ISP as a
hindrance to work and do not take it seriously, this may guide an employee to
imitate that type of behavior. This highlights the importance of nurturing a social
environment where through socialization employees can learn and internalize
organizational values.

Trying to predict and explain employee compliance or noncompliance be-
havior is certainly quite a complex matter with a lot of different variables, both
internal and external. Employees” own values and beliefs affect their attitude and
intensions to comply with information security policy and those beliefs and val-
ues can in turn be affected by those of peers. However, it does seem that proper
knowledge and awareness of information security related issues can help to
change attitude and behavior and decrease the effect of normative beliefs.
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3.2 Role of fear and punishment

A myriad of literature has studied the effects of fear and punishment has towards
human behavior. From criminology to politics, the topic has been an interest in
academics several decades. These themes are also extremely relevant when stud-
ying the motivations of employees in the context of information security policy
compliance and behavior. What follows is an overview of various studies that
have, in one way or another, studied the role of fear and/or punishment in the
information security context.

3.2.1 Protection Motivation Theory

Protection Motivation Theory is a theory proposed by Ronald W. Rogers in 1975
that sheds light on the role fear appeals in people’s behavior and also provides
insights into the role of persuasive communication as well. The core of the theory
includes four components related to how people perceive threats: perceived
probability, perceived severity, perceived self-efficacy and the perceived effec-
tiveness of a suggested prevention behavior (Maddux and Rogers, 1983). In pro-
tection motivation theory, the idea is, that if communication invokes fear in a
recipient, he or she seeks to alleviate that feeling one way or another. If the com-
munication also suggests that certain behavior will ease the fear, and it does so,
then this type of behavior is reinforced and is more likely to occur again in the
future. In cases where the suggested behavior does not alleviate the fear, an indi-
vidual might result to maladaptive reactions to cope with the situation. These
reactions might be for example avoidance of the source of fear (the message) and
denial of the threat altogether. (Boer & Seydel, 1996.)

Vance, Siponen and Pahnila (2012) applied Protection Motivation Theory
together with a theory of habit to form a model and gain insights on employee
compliance behavior (Figure 2). The research was conducted as a survey and the
data was collected from a single Finnish municipal company. This of course was
addressed as one of the limitations of the study but was deemed necessary since
the hypothetical scenario method used needed to be relevant and realistic to that
particular organization.
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Figure 2 Research model integrating PMT and habit theory by Vance et.al. (2012)

The most important implications of the study have to do with perceived severity
of information security threats and the presentation of ISP. If employees do not
fully understand information security threats and realize their severe conse-
quences for the organization, it negatively affects their compliance behavior. On
the other hand, there are also contrary findings: Ifinedo (2012) found that per-
ceived severity of the consequences to the organization that may occur, after an
information security breach, did not positively influence an individual’s compli-
ance behavior. The paper did however address, that this might be caused by con-
textual factors or influences that are irrelevant to the topic at hand. Regardless,
better employee awareness and understanding of security threats is one key so-
lution to solving this problem. In regard to the presentation of ISP, Vance et.al.
(2012) argued, it is important to communicate ISP in a manner that does not cre-
ate a mindset of perceiving ISP compliance as an unnecessary hindrance to daily
work.

Herath and Rao (2009a) had similar results regarding the importance of un-
derstanding the nature of information security threats and additionally brought
up the importance of employees perceiving their own actions as positively bene-
titting the company. When own actions of complying with the ISP by following
proper information security behavior guidelines are seen as meaningful and ac-
tually being beneficial to the company, more likely this behavior is to occur.

Workman, Bommer and Straub (2008) applied protection motivation theory
to try and account for the gap between knowledge in organizations about infor-
mation security threats and actually acting on that knowledge. They came up
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with a model called threat control model (TCM) that consists of elements related
to assessments of coping and threat. Coping assessment includes internal and
external resources and factors that can help avoid a threat and threat assessment
is about how people perceive threats, for instance, in terms of their severity and
probability and motivations that help manage the feelings and take action to al-
leviate them. As can be expected, the study found that the more severe the threat
is perceived as, more motivated individuals are to try and avoid it from materi-
alizing. The authors also point out that this works both ways and it can lead to
neglecting possible threats when too many possible threats are constantly
brought up and warned against or the presence of fear is constant in the organi-
zation. The motivation to cope with the threat was also indicated to be dependent
on the level employees’ self-efficacy (as was also previously evident in Bulgurcu
et.al. 2010). The importance of self-efficacy was also highlighted by Herath and
Rao (2009a). They brought up the role of management (discussed in more detail
later) in providing employees with resources regarding information security to
enhance their knowledge which in turn increases their self-efficacy. If people feel
that they have the ability to respond accordingly to the threat, they are more
likely to do so.

3.2.2 Agency Theory and Theory of Deterrence

Agency Theory concerns the relationship between a principal and an agent and
the problems that arise from this agency relationship. In this relationship, the
principal has delegated work to an agent and the first problem arises when there
exists a conflict between the goals of the principal and the agent. In a principal-
agent relationship, it is difficult and costly for the principal to confirm what the
agent is actually doing. Secondly, there is a problem of different perspectives
when it comes to taking risks. The principal might have a stance of avoiding sig-
nificant risks and the agent may be more inclined towards risk taking. This may
lead to actions that are in contradiction with the goals of the principle. (Eisen-
hardt, 1989.) Agency theory in an information security context concerns the rela-
tionship between management and employees where the responsibility to adhere
to the organization’s ISP is on the employee’s side. Thus, employees can choose
to either follow or not follow the ISP.

Theory of deterrence concerns the deterrent effect that a threat of conse-
quences in varying degrees of severity have on people and the underlining psy-
chological processes that take place before an individual engages in a criminal or
malicious act and how that type of behavior can be deterred (Williams and
Hawkings, 1989, 546-547) In the context of information security, deterrence the-
ory has been used to study and explain how the threat of punishment affects em-
ployee intension to comply with ISP guidelines. The general expectation in the
Theory of Deterrence is, that as the perceived likelihood and austerity of the pun-
ishment increases, unwanted/illegal behavior abates.

Herath and Rao (2009b) applied agency theory and elements of deterrence theory
in the context of information security to study the motivators, both intrinsic and
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extrinsic, affecting the compliance of information security policies. Intrinsic mo-
tivations regard to the needs that are satisfied by performing tasks (the task itself
satisfies a need) whereas extrinsic motivations such as monetary compensations
are the main goal and performing tasks at work are an instrument to achieve that
goal (Frey and Osterloh, 2001. 8) The study brings up the principal’s (manage-
ment) role in motivating the agents (employees) with both, explicit and implicit,
incentives. The study found that both, intrinsic and extrinsic motivators have an
effect on the employee intensions to follow company’s information security pol-
icies. The intrinsic motivations were observed to be affected in terms of whether
or not the employee perceived that complying with the information security pol-
icy in their everyday work and actions has a positive effect on the organization.
If the view is positive, then the complying behavior is more likely to occur and
vice versa. This once again indicates that in order to get employees to comply
with ISP there needs to be an understanding of the importance and the benefits
that it has for the organization as a whole. Effective communication flowing in
both directions and educating employees could be the solution to this.

Additionally, Herath and Rao (2009b) found that social aspects also influ-
ence the compliance behavior. These aspects include the perceived expectations
and behavior of others (peers, management etc.) in the organization. When per-
ceived that others, including management and superiors, are committed to fol-
lowing the guidelines set by the ISP, it reinforces the positive attitude towards
complying.

In contrast to what might be considered effective among managers in vari-
ous organizations, the study found that having severe consequences for infor-
mation security violations can affect compliance behavior negatively. Instead of
severe punishment, the likelihood of getting caught violating ISP seemed to exert
a more positive influence on intention to comply. Siponen and Vance (2012) had
similar results regarding sanctions in that formal sanctions seemed to be ineffec-
tive in deterring employees from engaging in violations of ISP. However, they
highlighted the importance of formal sanctions in that they are needed to clearly
define the consequences of information security policy violations.

Chen et.al. (2012) studied both, the effects of rewards and punishment on
compliance behavior and their results show support for the findings of Herath
and Rao (2009b) in that severe punishment alone does not effectively deter peo-
ple from engaging in actions that violate an organizations” ISP. Their study also
indicated that having either low or high rewards for compliance has little differ-
ence if at the same time there exists a policy of severe punishment. Instead, the
effect of rewards was indicative of being stronger in the presence of milder pun-
ishment. Additionally, the findings indicated that the probability of the organi-
zation’s enforcement strategy being actually and rapidly implemented in cases
of violation, had a significant effect on compliance behavior. Interestingly, Cheng
et.al. (2013) had contrasting results: They found that the perceived severity of
penalties indeed did significantly affect the compliance behavior and the cer-
tainty of the punishment seemingly had no significant effect. These differences
could be explained by selected research methods (scenario studies were used by
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Cheng et.al. (2013) and Chen et.al. (2012) and survey method was applied by
Herath and Rao (2009b), and different layout of questions and varying contexts.
Regardless, all studies offer interesting practical implications to consider when
trying to understand employee motivations to comply with information security

policy.
3.2.3 Neutralization theory

In addition to just utilizing the deterrence theory, Siponen and Vance (2010)
looked at employee security policy violations through the lens of neutralization
theory as well. Neutralization theory originates from criminology and was first
described by Sykes and Matza (1957) and has since been further developed and
applied in various contexts. Neutralization theory, in a nutshell, concerns the
methods by which individuals rationalize illicit behavior and “turn off” certain
values in order to commit these actions. The original theory described five differ-
ent methods that individuals use to justify their actions and Siponen and Vance
(2010) incorporated four of these: denial of responsibility, denial of injury, appeal
to higher loyalties and condemnation of the condemners. Additionally, they in-
corporated defense of necessity and the metaphor of the ledger that have been
added to the theory later on.

Denial of responsibility is when an individual denies responsibility of his ac-
tions and sees himself as powerless to have acted in another manner (Sykes and
Matza, 1957). One can for example deny of having knowledge that his actions
violated the company policy.

Denial of injury refers to rationalizing one’s own actions as being harmless
and not causing any damage (Sykes and Matza, 1957) People often use this ra-
tionalization when nothing severe happens in consequence of their actions, as in
no harm, no foul. This type of thinking is of course severely flawed and can be
seen as eventually leading to a situation where these types of actions do cause
significant damage.

Appeal to higher loyalties is a method applied when an individual justifies his
actions as necessary to get out of a problematic situation (Sykes and Matza, 1957).
The actions may also be justified as benefitting the greater good in the long term
(Siegel, 2005).

Condemnation of the condemners is a method of justifying actions by arguing
that the laws prohibiting the action are not reasonable (Sykes and Matza, 1957).
In relation to information security policies, an employee could argue that certain
rules are counterproductive and a hindrance to work and use this as justification
to breaking them.

Defense of necessity is a bit similar to appealing to higher loyalties in that it
too is about individual justifying that there was no other course of action to take.
Moreover, it reliefs an individual of any guilt when the action is perceived as
necessary. (Minor, 1981.)
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Metaphor of the ledger refers to a way of thinking where previous good deeds
are seen as outweighing the bad. An individual may think that he or she has done
enough good acts in the past so that a single bad one is justified. (Klockars, 1974.)

Siponen and Vance (2010) found that neutralization theory does indeed
help in predicting employee intensions to violate information security policy and
that when accounting for the effects of neutralization, the effect of informal sanc-
tions seems to be insignificant. Additionally, they suggested that formal sanc-
tions are not an effective predictor of violations regarding information security
policy. They offered a possible explanation for this being the nature of neutrali-
zation techniques as enabling individuals to justify their actions without compro-
mising their values that go against these actions. This finding is in line with the
previously mentioned Siponen and Vance (2012) study.

3.3 Management and organizational culture

The organizational culture that consists of values and beliefs held and shared by
the people in the organization has a significant effect on the way employees be-
have and perceive things in their daily work life- including information security.
The relationship of culture and security policies is brought up by Von Solms and
Von Solms (2004a) who highlight the importance of making organization’s secu-
rity policies part of the organizational culture. The management of the organiza-
tion, on the other hand, can have a significant impact on the prevailing culture of
the organization and hence they go hand in hand when discussing employee at-
titudes towards information security policies (Hu et.al. 2012).

Management is also one of the most researched topics in the context busi-
ness, and for a good reason, since management of an organization plays a key
role in a success of a company in many ways. Their leadership and managerial
skills reflect on the employee performance and thus for the performance of a
company as a whole. More often than not, behind a motivated and highly per-
forming employee who abides with company policies and practices is a manage-
ment that does exactly the same. Kouzes and Posner (2006) highlight the im-
portance of acting in accordance to one’s own values and behaving according to
the saying “practice what you preach”. They also bring up the factors of enabling
employees and recognizing good work. These aforementioned factors can cer-
tainly be applied to managing employee compliance with information security
policy as well. Taking the security measures and practices outlined in the com-
pany policy seriously and abiding by them in the daily work starts from the ex-
ample of management.

Hu et.al. (2012) studied both, the organizational culture and the role of top
management and their relationship with employee ISP compliance. As with
many studies before, their study also implemented the Theory of Planned Behav-
ior in explaining how top management and organizational culture affects the em-
ployee perceived behavioral control, attitude towards behavior and subjective
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norms. In terms of organizational culture, Hu et.al. (2012) focused on the per-
spective of value. Their conceptual model, shown below (Figure 3), shows the
relationships between management, culture, individual beliefs and employee in-
tensions to comply with ISP.

Top Management

Palicy
Individual Beliefs o Compliance
Intention

Organizational
Culture

Figure 3 Behavior of individuals in organizations, conceptual model by Hu et.al. (2012)

Hu et.al. (2012) conducted a survey study and found support for their core
proposition that the top management can have an influence on the organizational
culture through the shaping of employee norms, values and beliefs. This then can
lead to the shaping of employee attitudes towards ISP and their intentions to
comply with it. The strongest correlation was found between top management
participation and employee perceived behavioral control and subjective norms.
The relationship between top management participation and employee attitudes
proved to be insignificant. They noted that the relationship between top manage-
ment actions and employee attitudes and intension is not necessarily that strong
in larger organizations where the distance between employees and top execu-
tives in the hierarchy is more significant than compared to smaller organizations.
Puhakainen and Siponen (2010) also concluded that the support of top manage-
ment towards information security policy is crucial if an organization aims to
have their employees to comply with it. Additionally, the role of top management
in affecting employee attitudes and behavior has also been found to be important
in other information technology related literature. For example, Liang et.al. (2007)
and Sharma and Yetton (2003) both found that having a top management actively
participating and supporting an implementation of a new information system
can have a significant positive effect on the success of the implementation process.

Chang and Ling (2007) looked at the management and culture from a dif-
ferent perspective: they studied the organizational culture and its” influence on
the implementation of an effective information security management in terms of
four ISM constructs: availability, integrity, confidentiality (see chapter 2.1) and
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accountability (employee accountability of their actions). They argued that flexi-
bility as a cultural trait of an organization can be counterproductive for infor-
mation security development whereas control oriented culture can better benefit
information security effectiveness (Figure 4.)

Flexibility orientation

Cooperativeness Innovativeness
Cooperation, information Creativity, entrepreneurship,
sharing, trust, empowerment, adaptability, and dynamism
and team work
Internal External
orientation Consistency Effectiveness orientation
Order, rules and regulations, Competitiveness, goal achievement,
uniformity, and efficiency production, effectiveness, and

benefit-oriented measures

Control orientation

Figure 4 Culture traits of organization applied to ISM by Cheng and Ling (2007)

As presented in figure 4, flexibility traits include cooperativeness and innovative-
ness related attributes and control traits consist of effectiveness and consistency
ones. These observations are not, however, to be mistaken as meaning that flexi-
bility orientation is to be minimized and focus to be solely on control orientation.
Obviously, such values as creativity, team work and trust are imperative for or-
ganizations to maintain their competitive edge in today’s markets. It is however
recommendable for organization’s management to ensure that the aforemen-
tioned four ISM constructs are not compromised (Cheng and Ling, 2007). For ex-
ample, in a cultural environment where information sharing and cooperation is
encouraged but not enough consideration is given to regulating it in terms of
information security, situations may occur where unauthorized parties gain ac-
cess to information they are not supposed to. This can lead to damages of unex-
pected severity. To conclude, in order for an organization to implement and carry
out an effective information security policy, there should be, to some degree, em-
phasis on the control orientation in the organizational culture.

Organizational culture and actions and attitudes of management have in-
deed a big role to play in influencing employee attitudes towards information
security policies. Culture is the foundation that describes the values and beliefs
that those in the organization share and management can have a major influence
in that. Having management to emphasize the value and importance of infor-
mation security and showing their commitment to it can improve employee atti-
tudes and behavior. Management should also emphasize, to a necessary degree,
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cultural traits that can support the effectiveness of the organization’s information
security policy, such as uniformity and rule-orientation.

3.4 Awareness and training programs

As it has already been brought up, employee security behavior and compliance
with ISP has a lot to do with their understanding of the information security re-
lated issues and their attitudes towards organization’s ISP and guidelines. When
the severity of consequences of even the most insignificant seeming harmful ac-
tions such as using one’s own USB sticks in a company computer and writing the
password down on a sticky note is not properly comprehended, these mistakes
are very likely to happen. Thus, it is important for any organization, regardless
of size or type of business, to implement employee information security aware-
ness training. This can help better educate employees on the importance of infor-
mation security and to change their attitudes towards being more inclined to
comply with ISP.

Already at the end of the 20t century, Thomson and von Solms (1998)
brought up the importance of educating organization’s personnel on the im-
portance of information security through awareness programs and argued on be-
half of using social psychology principles, to help develop better training pro-
grams. They also highlighted the importance of tailoring the programs to suit the
need of specific audiences such as management, users and IT personnel. Pro-
grams that are suitable for others, are often not suitable for some because people
have different base knowledge and preferred learning outcomes that the pro-
gram needs to address. These principles, such as how social learning, conformity
and acceptance relate to employee behavior and attitude, provide insights into
how awareness programs could be designed. Thomson and Von Solms (1998)
saw attitude as the ultimate goal that was to be changed through influencing be-
havior, beliefs, emotions and other cognitive factors. Puhakainen and Siponen
(2010) emphasized the importance of education programs that have a strong the-
oretical and empirical basis. In other words, there should be good reasoning be-
hind every program to explain why and how they work and empirical evidence
to support it. It is important for those who apply the program to know how the
program enhances learning and what elements of it are expected to change the
behavior of IS users. Another important aspect of an efficient security training
program that Puhakainen and Siponen (2010) bring up is practicality: in order for
the program to be applied properly in practice, guidelines for implementation
need to be included.

The aforementioned requirements for an effective learning program in
mind, Puhakainen and Siponen (2010) applied universal constructive instruc-
tional theory (UCIT) and elaboration likelihood model of persuasion (ELM) to
provide a training program for security training supported by an action research
study. UCIT is a theory aimed at providing guidance to designing a training pro-
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gress and it consists of a framework of four steps: defining the instructional ob-
jective, determining the learners present state (in terms of knowledge and atti-
tude), creation and delivering of the instructions and the evaluation of the suc-
cess (Tennyson et.al. 1997).

ELM proposes that there are two roads of persuasion: central and periph-
eral. The central road refers to a person handling the achieved information cog-
nitively as in carefully considering the content of the information itself and the
peripheral road is more about the person relying on cues such as the perceived
influence of the speaker. The central road of the ELM is more likely to lead to
permanent change of attitudes. (Petty and Cacioppo, 1984.) If one, for example,
is simply motivated by some external reward when taking part in an information
security training, it is likely that the changes in attitude are not long term and are
more susceptible to change.

From their study, Puhakainen and Siponen (2010) highlight the findings re-
lated to cognitive learning and information security communication. As men-
tioned above in ELM definition, cognitive learning is crucial to ensure a long-
term attitude change in the participant. Information security communication is
about adjoining information security with other communication in the organiza-
tion so that it is not just a theme that is discussed once. The communication
should also include all the appropriate actors in the organization such as man-
agement and users to actively share information with one another.

Shaw et.al. (2009) studied the role of information richness on the effective-
ness of awareness training that takes place online. Online training programs can
be a cost-effective option for organizations on a tight budget. They looked at how
online media in various forms (hypermedia, hypertext, multimedia) can enhance
the security awareness of IT user in terms of perception (sensing security risks),
comprehension (understanding the nature of various risks) and projection (abil-
ity to predict and prevent). Their findings suggest that security training received
in the form of hypermedia and multimedia are most effective when the goal is to
generate more comprehensive understanding of information security in the
learner. On the other hand, if the goal is to just increase overall perception of
security risks, relying on just hypertext could be more efficient since more infor-
mation rich variants can detract users from the subject matter.

To conclude, improving employee awareness of information security by im-
plementing training programs is recommended for every organization. To ensure
long terms effects of attitude change towards information security policy, train-
ing programs should include elements that help employees to engage in cogni-
tive learning. Additionally, communicating information security in everyday or-
ganizational communication is necessary to help keep it freshly in mind. Learn-
ing always broadens the mind and educating employees is perhaps the most im-
portant factor in changing their attitudes to positive regarding information secu-
rity policy.
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4 Conclusions from the literature review

The objective of this literature review was to create an overview of how employee
compliance with information security policies has been studied and explained in
the existing literature. The literature review was conducted by reviewing publi-
cations found through various research portals such as Google Scholar, EJIS and
MISQ. The main goal of the literature review was to find out what are the moti-
vations behind employee information security behavior according to existing lit-
erature.

The motivation for studying this issue comes from the fact that information
security related incidents are constantly increasing every year and so are the
amount of damages they cause for various businesses. While this is happening,
it seems that organizations still do not take their information security seriously
as studies show that they lack severely in their methods and techniques to protect
their information assets (Kauppalehti, 20.8.2016). While technical solutions are
important in protecting critical organizational assets, the most common weakest
link in information security is people. This is the reason it is important to
understand what drives people to behave in an unsecure manner and how their
behavior could be improved.

Existing literature on information security compliance clearly indicates that
explaining and predicting employee attitudes and behavior is no unambiguous
matter. Whether it is intrinsic or extrinsic motivations, communication, manage-
ment, organizational culture or knowledge and awareness or fear related factors,
they all have their role to play in influencing employee attitudes towards ISP
compliance and information security behavior overall.

The factor that seems to be brought up in many research papers, is the im-
portance of employee knowledge and awareness of information security risks
because it helps them to understand why following information security policies
is important. Awareness programs are a good way to enhance employee
knowledge of information security and are recommended to every organizations.
To enhance learning, there should be discussion sessions built around the learn-
ing material: this can increase the cognitive processing of information which can
lead to better long-term results. Increasing awareness increases the way employ-
ees perceive the information security behavior. When they understand the value
of compliance to both them and the organization, they are more likely to follow
the organization’s policies. In addition, compliance is more likely when employ-
ees perceive that they have the skills and the knowledge to practice proper infor-
mation security behavior.

Information security should also be implemented as an essential part of the
organizational culture. Having information security as one of the core values
helps to emphasize its” importance to both, inside and outside of the organization.
This way, even those who are just applying for the organization are, to some de-
gree, aware of the importance of proper information security practices in the or-
ganization. Management of the organization is the key to achieving this goal.
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They have the responsibility, with their example, to show that they too are com-
mitted to improving and maintaining information security. If employees per-
ceive that management does not take information security seriously, it may leave
them with very little motivation to follow them as well.

Another important factor is keeping information security present in the or-
ganization’s daily communication and as a part of the overall strategy as well. It
is not enough that issues and risks related to information security are brought up
in an awareness and training sessions once a year. Information security- thinking
should be a constant mindset that is present in the everyday work. Communica-
tion should also be conducted horizontally and vertically and not just from top
to bottom. This is important in order to create proper discussion about the im-
portant matters of information security.

Leadership commitment, clearly documented policies, communication, em-
ployee awareness and training programs are the key in motivating employees to
commit to information security policies and guidelines and to ensure organiza-
tions information assets stay safe. Management leads the way for the rest of the
organization, so it is only when they realize the importance of information secu-
rity and commit themselves, that it is possible to begin the process of committing
the employees as well. Management needs to implement information security as
a part of their organization’s business processes and within everyday communi-
cation of the organization. This helps build a culture that values information se-
curity thinking and open discussion. Changing and maintaining a desired organ-
izational culture is no small task and requires good planning, patience and com-
mitment. Changes do not happen overnight and this type of project is ongoing in
nature.

Other factors such as the effects of fear and punishment seemed to have
produced contradictory results in the previous research. On the one hand, there
should be formal consequences for violating information security policy but or-
ganizations should not only rely on fear of punishment as an adequate motivator
to get employees to comply.

When all the aforementioned factors taken into consideration organizations
have a good chance to increase their capabilities regarding proactiveness and re-
activeness in the face of constantly increasing risk of being targeted by cyber
criminals, and malicious or unintentional actions of those from within the organ-
ization. Without proper awareness and knowledge of information security, and
having formal policies in place, organizations, both big and small, are risking
their reputation and financial stability.
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5 Research methodology

In the empirical part of the thesis the objective is to try to gain insight into how
information security is viewed by employees and what are the main motivators
behind their information security behavior. The approach chosen to achieve this
is theme-based interviews. In this chapter, the research method, strategy and data
collection approach will be explained in a more detailed manner.

5.1 Qualitative research as a research method

Theme-based interview method utilized in this study is a qualitative research
method. Qualitative research can mean a myriad of different approaches to
gather and analyze research material to study phenomena of human life within
different contexts. (Saaranen-Kauppinen and Puusniekka, 2006) Qualitative re-
search is about depicting real life and thoroughly studying a phenomenon. Typ-
ical characteristics of qualitative research can be, for example, theme-based inter-
views highlighting the viewpoints of the study subjects and analyzing and inter-
preting research data from the interviews as something that contains unique
opinions and convictions (Hirsjdrvi, Remes and Sajavaara. 2006)

5.2 Theme-based interviews

Theme-based interview is a semi-structured approach where interviews progress
within predefined themes but interviewees can explain their views and experi-
ences freely in their own words. Theme-based interviews are not quite the same
as open interviews because the themes that are based on previously studied mat-
ters are the same for all the interviewees. The goal of the interviews is to gather
information about the subjective experiences of the interviewees. What leads to
structuring interview questions in the form of various themes, is that the re-
searcher usually has some expectations regarding the results from the interviews,
and these expectations are based on previously studied literature. (Hirsjdrvi and
Hurme, 2001, 47-48.)

Theme-based interviews can be more conversational in nature and while all
themes are discussed with every interviewee, not all are necessarily discussed in
a same scope with everyone. The order of the discussed themes can also be free
(Saaranen-Kauppinen and Puusniekka, 2006). The themes that the interview is
divided in should be general in a sense that they are relevant to all interviewees
(Hirsjarvi & Hurme, 2001).

Interviews in general can be a very challenging approach to study a phe-
nomenon. They rely heavily in the ability of the interviewer to conduct inter-
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views in a way that yields as much useful information as possible. A lot also de-
pends on how the questions are formed and what methods are used to analyze
the interviews. (Hirsjarvi and Hurme, 2001, 34-35.) When people communicate
with one another, there is always room for misinterpretations and a chance that
the interviewee is not completely honest in his or her answers. The challenge of
honesty is especially an aspect that needed to be considered carefully in this
study because some of the interview themes considered negative information se-
curity related behavior and reasoning behind it.

5.3 Study process

The next chapters will describe the research process, including the selection of
interviewees, planning of the interviews and the method used to analyze the re-

sults.

5.3.1 Planning and conducting the interviews

Theme-based interviews as a method to conduct the empirical part of this study
was chosen because interviews are an effective method to gather information re-
garding attitudes, values and experiences of individuals (Jyvaskyldn Yliopisto,
2015) The themes chosen to guide the interviews were based on the topics gath-
ered from the literature review (Table 1). Additionally, more detailed questions
were created to support the interview (Attachment 1) but these questions were
not meant to guide the interviews. Their role was to keep the discussion going
and to gather more detailed information related to each theme.

Interview themes

Source

Attitudes towards information security.

Ajzen, 1985: Bulgurcu et.al. 2010

Belief in own capabilities.

Ajzen, 1985: Bulgurcu et.al.2010

Effect of others on the attitude and behavior.

Ajzen, 1985; Bulgurcu et.al. 2010; Ifinedo
2014; Herath and Rao 2009b

Perceived benefits/ costs of following infor-
mation security guidelines/policies in daily
work.

Bulgurcu et.al. 2010; Scott, 2000; Li, Zhang,
and Sarathy 2010
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Perceived role of punishment

Herath and Rao, 2009b, Siponen and Vance,
2012

Effect of incentives on security behavior.

Chen et.al. 2012

Reasoning for unsecure security behavior.

Sykes and Matza, 1957; Siponen and Vance,
2010

Information security culture and role of
management.

Von Solms and Von Solms 2004a; Hu et.al.
2012

Motivation and attitudes towards learning
and participating in awareness programs.

Thomson and von Solms, 1998; Puhakainen
and Siponen, 2010

Table 1 Interview themes

The goal of the interviews was to gain insight into what motivates an individual,
in the context of information security, to behave in a certain way. Beforehand, the
most challenging aspect of the interviews was expected to be getting the inter-
viewees to be as open and honest as possible. Honesty is a factor that is quite
difficult to measure but based on the interviewees responses, it did not prove to

be a significant issue.

When using theme-based interviews, the assumption is that all participants
have experiences and some knowledge related to the interview topic (Hirsjarvi
and Hurme, 2001) When talking about information security, the assumption is
that everyone who uses computers or mobile devices in their daily work life and
personal life, have some knowledge related to protecting their devices and infor-
mation within them. In other words, it is safe to assume that most people know
what it means when discussing about passwords, USB-devices, spam email, mal-

ware etc.

Three individuals were chosen to be interviewed for the study and each of
them were interviewed individually. Other possibility could have been to organ-
ize a group interview but there would have been the risk that the interviewees
would have not been so willing to share their viewpoints and experiences with
one another. Interviewing everyone individually proved to be a good decision in
terms of how openly everyone was willing to share their own stories of improper

information security behavior.
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The interviewees were selected based two criteria: interviewees needed to
be currently working, preferably full time and in a job where information security
is relevant to the organization they work for. Two of the participants were famil-
iar with the interviewee beforehand. All participants were ensured that the inter-
views will be kept anonymous and that the recordings will be destroyed imme-
diately after they are no longer needed.

Three interviews is not a large number but in the scope of this study, it was
enough to gather interesting and useful insight about how individuals from dif-
fering backgrounds view information security, what their viewpoints are, and
how they reason their own behavior.

One of the interviews was conducted face-to-face, one via Skype video call
and on via telephone. Before the interviews, each interviewee was explained
what the study was about. All interviews maintained a very casual and, at times,
conversational atmosphere and all interviewees seemed to be very open and will-
ing to contribute to the study. The interviews went mostly according to the theme
structure.

5.3.2 Analyzing the interviews

All the interviews were recorded and parts relevant to the topic were transcribed
in a casual form. The interviewees were codenamed I1, 12 and I3 to protect their
anonymity.

After the interview transcripts were simplified, the material was analyzed
by matching interview answers with the corresponding theme. This was rela-
tively easy because the interviews mostly followed the predefined theme struc-
ture. The goal of the analysis was to see what each interviewee had to say in re-
lation to each of the themes and to determine how the answers reflected the lit-
erature that the themes were based on, and to see if there were any new themes
to be observed. The results of the interviews will be presented in the next chapter.



32

6 Results

This chapter will first describe the interviewee background information and then
the interview results will be examined by each theme presented in the previous
chapter (Table 1.)

6.1 Interviewee background information

Three interviewees were selected to be interviewed for the study. Each of the in-
terviewees were currently working in fields where information security is im-
portant in many ways, which of course is the case for most businesses nowadays.

The first interviewee (I1) was a woman who has worked as a sales repre-
sentative for a large international pharmaceutical company for over 20 years. In
her daily work, she uses laptop and mobile devices that can be used to access
sensitive customer data and other critical company information. Basic important
concepts of information security related aspects were familiar to her.

The second interviewee (I2) was a man who has been working as a real es-
tate inspector for a little over a year. His daily work also includes using laptops
and mobile devices and handling of personal information and other critical in-
formation that needs to be protected. I12 had a good basic understanding of the
importance of information security and its” concepts.

The third interviewee (I3) was a man who has been working 6 months as a
programmer and a designer so information security also plays a key role in his
workplace as well. Due to I3’s educational background (computer sciences), it is
safe to assume that he possessed a bit more comprehensive overall knowledge
regarding various concepts of information security than the other two interview-
ees.

As is expected in many fields of work these days, it can be concluded that
information security is in one way or another a part of the work of each of the
three interviewees. As mentioned before, the weakest link in an organization’s
information security is usually the employees and so, the next chapters will dive
into the attitudes, motivations and behavior of the aforementioned three individ-
uals who were interviewed for this study.

6.2 Attitudes

The first theme was the overall attitudes of the interviewees regarding good in-
formation security behavior and compliance with possible information security
guidelines of policies in place within the organizations they worked for. As was
brought up by Bulgurcu et.al. (2010), attitudes towards certain behaviors is a sig-
nificant factor that drives people’s actual behavior.
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Although the overall attitudes of the interviewees towards proper information
security behavior seemed to be positive, there was some lack of understanding
on part of one interviewee of when and how information security should be taken
into consideration. I1 brought up that she felt that she was not at risk of
information security incidents because her work was mostly conducted in the
tield. The problem with this way of thinking is that I1 uses mobile devices that
can be used to access company information such as customer data, sales material,
emails and so forth. All this type of material was confirmed by I1 to include
information that should no end up in the hands of outsiders. I1 did however
mention herself that this type of thinking may not be correct and understood that
she may have a false sense of being safe from information security related risks.

I2 and I3 both saw information security as something that is important to
always keep in mind. I2 mentioned that his company has recently implemented
an information security strategy and saw this as a positive thing. 13, while
mentioning that information security should be a part of everyday work, noted
that during his time at his current job it has been discussed very little and it was
also not brought up as part of the introduction period.

6.3 Personal capabilities

For employees to behave in a secure way and according to information security
guidelines, it is important that they believe in their own capabilities to do so (Bul-
gurcu et.al. 2010). All the interviewees said to think they possess good basic ca-
pabilities to behave according to good security practices and knew how to com-
ply with their organization’s information security guidelines. There were how-
ever some clear contradictions between beliefs in own capabilities and actual be-
havior. One of the interviewees for example said to have stored all of his pass-
words on a single notepad file and also had a habit of writing down passwords
on post-it notes.

6.4 Behavior of others in the workplace

The way others in the workplace behave can have an effect on an individual’s
behavior as well. If others seem to be neglecting information security it can make
it easier for an individual to follow the same behavior pattern, and vice versa.
(Bulgurcu et.al. 2010; Ifinedo 2014; Herath and Rao 2009b.)

All the interviewees were on the same line in that the way others behave in
the workplace, could affect their own behavior. I3 said that behavior of others
definitely has an effect on his behavior and added that it holds through in all
areas of life. 12 highlighted that it is more about the overall atmosphere in the
workplace. If it seems most people do not take guidelines or good information
security seriously, it has a more of an effect than if just few people behave in a
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certain manner. I2 mentioned to have spotted some bad information security re-
lated behavior such as colleagues sharing passwords with one another, but said
he would not follow the same type of behavior.

6.5 Perceived benefits and costs and behavior reasoning

Individuals have been shown to behave in a certain manner based on how they
perceive possible benefits or costs of a certain type of behavior (Bulgurcu et.al.
2010; Scott, 2000; Li, Zhang, and Sarathy 2010). If for example, an individual per-
ceives that writing down his password on a piece of paper has more benefits than
possible costs to him, then more likely he is to do so. This is also closely related
to how individuals reason with their own behavior. As was depicted with the
protection motivation theory by Sykes and Matza (1957) and Siponen and Vance
(2010), there are a lot of ways for an individual to reason their behavior. All the
interviewees had some negative information security behavior habits to share.

I1 said that she had all her passwords written on a single unprotected note-
pad- file and also had some of her passwords written to post-it notes at her home
office. The reason for this was to make her work easier when she did not have to
remember each password. But as was mentioned before, while she knew about
various information security risks related to this type of behavior, she said that
she felt safe in that she did not see herself as being at risk of information security
incidents.

I2’s bad habits were using same passwords for different accounts and not
keeping his personal computer up-to-date. As a reason, he stated part conven-
ience and part laziness. He said that he knows the risks but still convenience often
wins. He did also mention that one time he had a scare that someone was trying
to tamper with his Facebook account from another country. He said that after the
incident he has been taking information security more seriously.

I3 had similar tendencies than I2 in that he also said to use same passwords
for various accounts and reason for this was once again convenience. He also
mentioned to have plugged in an unknown USB- stick that he found on the
ground, into his own computer, even though he knew that there was a good pos-
sibility that it could contain malware. I3 said that he was simply too curious to
see what the USB-stick contained.

6.6 Perceived role of incentives and repercussions

When asked about how the interviewees perceived possible punishment from
unwanted information security behavior all gave similar responses. None of the
interviewees were aware if there were specific consequences determined for in-
formation security incidents in the organizations they worked for. All interview-
ees said that if severe consequences were determined for unwanted behavior,
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they would be more likely to take information security into consideration more
often and make sure that they followed guidelines and good practices more con-
sistently. When asked about if just the fear of consequences was enough, all the
interviewees disagreed.

When discussing thoughts on incentives for good information security be-
havior, all interviewees had similar views. Common notion was that while incen-
tives, such as rewarding good information security behavior would be a good
idea, the way something like that could be implemented effectively and fairly
seemed problematic.

6.7 Culture and management

As highlighted by Von Solms and Von Solms (2004a), embedding information
security policies as a part of organizational culture can be an effective way of
enhancing employee compliance. In turn, it is the organization’s management
that often has the most significant effect on the prevailing culture in the organi-
zation as they set the example to others with their own behavior (Hu et.al. 2012).

Interviewees were asked about how they perceive their current culture and
management commitment in the context of information security. I1 said that in-
formation security is only present once a year in the form of compulsory eLearn-
ing course. Other than that, she said that information security is never brought
up by the management and that it is never discussed in any meetings or daily
communication.

I2 said that in his organization, information security has been on the pedes-
tal a bit more during the past year because they had implemented an information
security strategy. According to 12 this strategy is not in any ways currently pre-
sent in daily work. He also added that no written guidelines were published re-
lated to it and that existing guidelines merely concerned password changes and
password lengths. Overall, I2 had not seen or felt any changes in the organiza-
tion’s culture but believed that it will change with small steps towards being
more security oriented.

In the organization that I3 works for, information had not been present or
discussed in any way during the time he has worked there. He said that even
when a large cyberattack had wide media coverage and proposed a risk to many
organizations, it was not discussed at all. He thought that the lack of focus on
information security was odd since sensitive customer data is handled at com-
pany on a daily basis. I3 also said that nothing information security related was
present in his introduction period when he joined the company.
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6.8 Motivation to learn

The last theme discussed with the interviewees was about their thoughts and
motivation regarding learning and participating in information security aware-
ness programs/courses. Interviewees were also asked what they thought would
be the best approach to improve information security behavior in their organiza-
tions.

I1 had experience in information security eLearning courses that were man-
datory for every employee to complete once a year. She said that the eLearning
was a good way to refresh memory on the topic of information security but felt
that they were not very memorable. I1’s opinion was that good real word exam-
ples of what can go wrong and what the consequences are when information se-
curity is neglected would be the best way to help understand and remember the
importance of information security.

I2 had attended some information security training but felt that they should
be organized more often. He also mentioned that practical examples were a good
way to understand and learn better and also said that learning programs should
highlight how an individual can enhance information security with his own ac-
tions.

As already mentioned, I3 had not participated in any information security
awareness training. He did however think that they should definitely be held on
aregular basis. His thoughts were that information security training should focus
on thoroughly going through the basics of good information security behavior
and highlight the fact that human mistakes are the most common cause for inci-
dents.
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7 Conclusions and Summary

In this chapter, the research results are discussed in relation to the research ques-
tion and the existing literature. The applicability of the results and possible future
directions of the research topics will also be discussed.

This study was done in order get insights into what motivates employee
information security behavior and how they view the role of information security
in their workplace. All the interviewees had a lot of similar thoughts about the
different themes that were discussed and the most important motivators for both
negative and positive information security behavior had a lot of commonalities.

When it comes to attitudes, all interviewees thought that information secu-
rity is important. Information security related rules and guidelines were not per-
ceived to be a hindrance to daily work.

As could be expected, regardless of having an overall positive attitude to-
wards information security and believing to possess adequate understanding of
information security, neglecting it occurs from time to time. Most common rea-
son for this was avoiding inconveniences. This mostly had to with negative in-
formation security behavior related to passwords such as not changing them reg-
ularly, writing them down and having same passwords for multiple accounts.
All the aforementioned behavior types have to do with making it easier to re-
member passwords. This is very much in line with Li, Zhang, and Sarathy (2010)
who argued that when perceived benefits of noncompliance outweigh the bene-
fits of compliance, an individual is more likely to choose the one that they feel
benefits them the most. False sense of security was also a theme that was brought
up and it could also be seen as an important contributor to neglecting information
security. This is closely related to the level of information security awareness: if
people do not understand all the ways that they can neglect information security
and the possible consequences, more likely they are to neglect it.

Regarding the effect of punishments, the literature indicates that formal sac-
ntions are not very effective in deterring bad behavior (Siponen and Vance, 2012),
and that more severe consequences could have a more negative effect on infor-
mation security behavior (Herath and Rao, 2009b). Based on the results of this
study however, clearly defined severe consequences were perceived as some-
thing that would indeed motivate to better consider information security in daily
work. There is of course always differences in what people say when asked about
the effects of possible punishments and how they actually behave.

The behavior of others also indicated to have possible effects on information
security behavior. This has to do with the overall atmosphere and attitudes
around a workplace. If it is perceived by an individual that others do not take
information security seriously and choose to neglect guidelines or policies, more
likely he is to adapt similar behavior. This was also brought up by Herath and
Rao (2009b) who studied the effects of other people’s behavior and expectations
on an individual’s information security compliance behavior.
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In line with Herath and Rao (2009b) and Puhakainen and Siponen (2010),
the findings also support the importance of educating employees on the concepts
of information security. Real world examples of information security incidents
and their consequences, and providing employees with knowledge on how they
can improve their organization’s information security with their own actions,
were brought up as an effective way into improving employee information secu-
rity behavior. Participants in this study were also very willing to participate in
awareness programs.

Overall, the results of this study found a lot of support for the existing lit-
erature. While the interviews did not provide anything particularly new tin terms
of motivations behind information security behavior, they provided a good view-
point into how people personally view information security and what their be-
havioral motivators are. What motivates people to behave in a certain way is al-
ways a difficult subject to study and involves many variables.

7.1 Evaluation of the study

According to Eskola & Suoranta (1998) qualitative studies can be evaluated based
on their credibility, applicability, reliability and verifiability. Credibility can be
evaluated based how the interview structure was created. In this study, the in-
terview themes and questions were based on the existing literature. Considering
that the results of the interviews were quite well comparable with the existing
literature, the interviews can be considered credible.

In terms of applicability, even though the number of interviewees was rel-
atively low, they did however provide enough insights and their answers were
very much similar with each other. Considering this, the number of interviews
conducted was enough for the purposes of this study. The most significant limi-
tation of the study is that only one research method was utilized.

The study is also reliable in the sense that no expectations were created be-
forehand that could have guided the results. The interview answers were also
not guided in any way and the results base on the views and experiences of the
interviewees. And finally, the results of the study are verifiable in the sense that
the interview results have a lot of commonalities with the earlier literature.

7.2 Topics for future research

This study focused on the most significant motivations behind information secu-
rity behavior of employees. The interviewees were selected based on only the
criteria that they need information technology in their daily work. For future re-
search, it could be interesting to focus the study on employee information secu-
rity behavior in specific industries, such as medicine where information security
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is in a particularly important role due to the handling of sensitive patient infor-
mation.

While this study focused on the employee information security behavior,
the future research could study information security on the top management
level. For an organization to have an effective approach to information security,
management needs to understand its” importance and lead the way in making it
a top priority. Hence it would be beneficial to study how top management could
be better motivated to take action in improving their organization’s information
security.
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ATTACHMENT 1

Structure of the theme interview

These questions were not meant to provide a strict structure for the interview
but rather serve as overall talking points during the interview.

What do you think good information security behavior means?
e Do you consider information security in your daily work and you think it
is something that is important in your daily work? (Ajzen, 1985: Bulgurcu
et.al. 2010)
Do you think that management in your organization is committed to proper
information security practices/ committed to the information security policy?
(Von Solms, R and Von Solms, B 2004a; Hu et.al. 2012)
e Has the importance of following proper information security practices
been discussed in your organization?
e How often are information security related matters discussed in a daily
organizational communication?
As far as you know, does your company have any formal information security
guide or policy in place?
e Are you familiar with the content of the guidelines/policies?
e Are they readily accessible if you need them?
Do you feel that you have followed your organization’s information security
policy to the best of your knowledge?
¢ Do you feel you have the necessary tools and knowledge to comply with
the policies/ guidelines?
¢ Do you think some rules in the policies/ guidelines are unnecessary?
e Are there any aspects that you think complicate compliance with infor-
mation security policies?
Do you feel that others in your organization act according to proper infor-
mation security behavior?
e Do you think the behavior of others influence your information security
behavior?
Have you ever knowingly/unknowingly acted in a way that was against the
information security policies of your organization/ good information security
behavior? (What are the reasons?)
e Have you ever shared your passwords with anyone?
e Have you used your own/unknown external storage devices on your or-
ganization’s devices?
e Have you opened files or links on an unknown email?
e Have you consistently followed a clean desk- policy?
Are there any official sanctions in place if information security policies/guide-
lines are violated?
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e Do you feel that the possibility or severity of punishment would have a
significant effect on the information security behavior in your organiza-
tion? (Williams and Hawkings, 1989)
e How likely do you think it is that improper information security behavior
will be punished? (Williams and Hawkings, 1989)
e How severe do you think the consequences would be? (Williams and
Hawkings, 1989)
How do you think information security behavior could be increased in your
organization?
¢ Do you think some type of incentives would motivate proper behavior?
(Chen et.al. 2012)
e What type of incentives?
Has your organization arranged any information security related training?
(Thomson and von Solms, 1998; Puhakainen and Siponen, 2010)
e What type of training have you received?
e Did you feel the training was useful for you?
e Do you wish training should be arranged more often?
e What type of training do you think would be most beneficial to you?
Do you think that management in your organization is committed to proper
information security practices/ committed to the information security policy?
(Von Solms, R and Von Solms, B 2004a; Hu et.al. 2012)
e Has the importance of following proper information security practices
been discussed in your organization?
How often are information security related matters discussed in a daily organ-
izational communication in your organization?



