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Peloteteoria (Deterrence theory) on alun perin psykologiassa ja kriminologiassa 
käytetty termi, ja sen mukaan rangaistuksen pelko estää yksilöä toimimasta 
vastoin lakia ja sääntöjä. Digitalisoituvassa maailmassa on viimeisen kahden-
kymmenen vuoden aikana tehty paljon tutkimusta, jossa peloteteoriaa on sovel-
lettu tietojärjestelmien sekä tietoturvakäyttäytymisen kontekstiin. Tutkielma 
käsittelee käytössä olevia peloteteorian keinoja tässä kontekstissa sekä niiden 
vaikutuksia työntekijöiden tietoturvakäyttäytymiseen. 
 
Tutkielma on toteutettu kirjallisuuskatsauksena ja sen tarkoitus on määritellä 
peloteteorian käsitettä tietojärjestelmien ja tietoturvakäyttäytymisen kontekstis-
sa sekä tutkia olemassa olevia keinoja ja niiden vaikutuksia. Tutkimuksen tu-
loksina voidaan todeta, ettei ole olemassa absoluuttista totuutta peloteteorian 
keinojen vaikutuksista työntekijöiden käyttäytymiseen. Tämä johtuu siitä, että 
tuloksiin vaikuttavat myös esimerkiksi yksilön ominaisuudet, toimintaympäris-
tö ja kulttuuri. Peloteteoria on edelleen tutkituimpia teorioita työntekijöiden 
tietoturvakäyttäytymisen kontekstissa, ja aiheen tutkimus jatkuu varmasti myös 
tulevaisuudessa. 
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ABSTRACT 
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Impact of deterrence theory methods on employees’ information security be-
havior 
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Information Systems, Bachelors thesis 
Supervisor(s): Moilanen, Panu 

Deterrence theory is originally a term used in psychology and criminology. Ac-
cording to the theory sanction fear prevents individuals from committing illicit 
acts against the rules. As the corporate world digitalizes, there has been a lot of 
research on the topic in the context of information systems and security policy 
compliance in the last 20 years. This study examines the deterrence theory 
methods and their impacts in employees’ information security behavior.  
 
This study is implemented as a literary review and its purpose is to define de-
terrence theory in the context of information systems and information security 
compliance as well as study the existing methods and their impacts on employ-
ee behavior. The results of the study suggest that there is no absolute truth 
about the impacts of the deterrence theory methods in the information security 
behavior of the employees. This is because there are other variables that influ-
ence the results, such as qualities of the employees, working environment and 
culture. Deterrence theory is one of the most-used theories in the context of in-
formation security behavior, and research on the topic will surely continue in 
the future. 
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1 INTRODUCTION 

During this era of digitalization almost every job includes the use of a digital 
device, usually a computer or a smartphone. Employees are handling confiden-
tial information about their work, their enterprise and their customers. Every 
individual deserves their own privacy and it is illegal to give customer infor-
mation to third parties without a permission, for example. Of course, this does 
not happen intentionally, but lack of information security and information se-
curity policies can make the systems vulnerable and cause them to lose crucial 
information that is not meant for any third party to read. 
         Nowadays almost every company has their own information security 
technologies and applications in use. Unfortunately, successful information se-
curity is not reached by technological actions alone. According to Herath and 
Rao (2009a) “End-user security behaviors are an important part of enterprise-
wide information security”. Security breaches are hard to discover and a major 
part of security incidents are never revealed (Hoffer & Straub, 1989). As every 
industry digitalizes their operations, it affects the employees’ everyday working 
life.  

This phenomenon seems largely underrated, as users are a big part of the 
organization’s information security. Puhakainen (2006) posits that information 
security compliance among employees is one of the biggest information securi-
ty problems in organizations. According to a research, over a half of security 
incidents are caused by actions within the organization (Ernst and Young, 2003). 
Therefore, organizations should go through their information security policies 
and constantly remind their employees about them.  

In this study, this problem is approached from the point of view of deter-
rence theory. Both procedural and technical countermeasures can be seen as 
deterrent and as factors increasing the perceived certainty and severity of pun-
ishment for misuse of information systems (Straub & Welke 1998, Tittle 1980). 
Former research on deterrence theory state, that the certainty and severity of 
countermeasure actions caused by an illicit act, have an impact on the individu-
als (Gibbs, 1975). However, as this is a general conclusion, further research 
about deterrence in this context is demanded. 
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Studying this subject is important from the point of view of individuals, 
enterprises and organizations, because enterprise employees are handling pri-
vate information about their customers. If they risk that information because of 
their own security behavior, it does not give a very good image of the firm. Ac-
cording to Richardson (2007), organizations often refuse to publish information 
about their security flaws or breaches, because they fear it might damage their 
organization’s image and even the stock price. For these reasons, this is a very 
interesting subject to study. This study searches for existing actions that can be 
done to lower the number of security breaches that are caused from within. 
Considering deterrence theory in this context is important, because it is a very 
important way of impacting the behavior of individuals. However, the theory 
methods can be easily used wrong. In this case, the effects might even make the 
security situation worse. 

The main point of this study is to evaluate deterrence theory’s feasibility 
in the context of information systems. Nowadays every organization has its 
own information security policies, and this way they might already be using 
methods that can be described as “deterrent”, without consciously knowing it. 
If there is not any kind of sanction when employees cause security breaches, 
what motivates them to act safely while using the information systems? How-
ever, the sanctions can’t be the only motivator for employees to obey the rules 
that are given. Therefore, I am also considering neutralization techniques and 
employee motivation. Needless to say, every organization should have clear 
security policies that the employees should follow. 

In this study, I am searching answers for the following research 
questions:  

 

• What does deterrence theory mean? 

• What does deterrence mean in the context of information systems? 
 
Going deeper into the topic, this study also looks for answers to following addi-
tional questions: What are the existing deterrence theory methods to prevent 
information system misuse, and what kind of impacts do these methods have. 
         This study looks for answers to earlier presented questions, and is imple-
mented as a literary review. The process consists of reading trustable articles 
related to the topic, collecting information of them and making conclusions 
based on the information gathered. The sources used are mainly research- or 
conference articles considering the topic. First, thorough research on deterrence 
theory was searched for. After having the needed theoretical basis on the topic, 
deterrence theory studies within information systems context were looked for 
and analyzed. A lot of research has been done on the topic, and they have 
reached different results. Therefore, it was important to go deeper to the rea-
sons why the results are contradictory. 

Content of this study is the following: In the second chapter I am going 
through the definition of deterrence theory and its relation to the context of in-
formation systems and why is it an important part of information security. Also, 
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few techniques strongly related to deterrence are considered, such as neutrali-
zation techniques and employee motivation. They are taken into consideration 
because they are important factors in the efficiency of this theory, since they are 
closely related to deterrence in general. The third chapter is about the existing 
deterrence methods to prevent illicit acts among employees. These methods are 
analyzed in the information systems context, because their usability and suita-
bility in practice needs to be evaluated. Also, the management’s actions are 
evaluated and their role in the process is discussed. The fourth chapter consists 
of going through the impacts of the methods used to prevent information sys-
tems misuse. This includes looking in the previous research methods on the 
impacts of these countermeasures. After that, positive and negative impacts are 
discussed, because it is important to realize the risks the theory brings even 
though usually the results are positive. This chapter also aims at explaining the 
contradictory results of former research. In the last chapter I go through the 
gathered answers to the research questions and discuss the key findings of this 
study. Also, few possible topics for further studies are presented. 
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2 DETERRENCE THEORY 

This chapter is about deterrence theory in general and its suitability to infor-
mation systems context to prevent information security flaws. The first chapter 
is about the history of deterrence and how it has ended in this context. The sec-
ond chapter, deterrence theory is presented in the context of information sys-
tems. The third chapter is about neutralization techniques, which are an indi-
vidual’s way of justifying their own actions. They are closely related to deter-
rence, because the neutralization techniques must be counteracted to reach effi-
cient results with deterrence (Siponen & Vance, 2010). In the fourth chapter, 
employees’ motivation and the factors that have an influence on it are discussed, 
as deterrence methods are proven to have an influence on the personnel’s moti-
vation. The fifth chapter briefly discusses the possible downsides and risks of 
this theory, as they should always be taken into consideration while using the 
methods. Avoidance of these negative consequences is a continuous objective. 

2.1 History of Deterrence theory 

Deterrence theory is originally a theory from psychology that is about con-
trolling behavior of individuals through the fear of punishment (Gibbs, 1975). It 
also has a long history in the context of international relations and war. For the 
first time, it was used during the cold war to cause uncertainty and fear in the 
other countries. It was believed, that by showing off the level of weaponry to 
other countries they would be able to deter the opponent from taking actions 
against them. It was also assumed, that the enemy would act rationally and try 
to minimize the possibilities of severe losses. (Sagan, 1991) 

Deterrence theory is later strongly associated in criminology, and it is a 
method used in criminal justice systems in multiple countries (Zimring, Haw-
kins & Vorenberg, 1973). It was originally developed into criminology to control 
criminal behavior by preventing them from committing crimes (Higgins, Wil-
son & Fell, 2005). According to this theory individual’s fear of punishment has a 
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negative impact on the intention to commit crimes (Gibbs 1975, Tittle 1980). 
Later, it was noticed that deterrence would be helpful in organizations which 
needed to control their employees’ behavior. Deterrence had evidence of its op-
erability and there was a need for strategies that could prevent individuals from 
preventing illicit acts within an organization (Nagin & Pogarsky, 2001, Gibbs, 
1975, Tittle 1980). 

As the industry of computing started to realize the importance of security 
behavior of the employees and the possible risks they might cause, several stud-
ies started to examine deterrence theory to be used in this context (D’Arcy & 
Herath, 2011). Straub and Nance (1990) found that detection and punishment of 
violators lowers the amount of computer abuse. Straub (1990) also found that 
deterrents such as raising awareness, information about sanctions and accepta-
ble system use as well as clear statements about penalties had a significant im-
pact on the number of misuses. Deterrence theory is one of the most used theo-
ries in information system security research concerning employee behavior 
(D’Arcy & Herath, 2011). Nowadays the information security in organizations is 
continuously highlighted. In the research, deterrence theory has been used to 
predict users’ behaviors in different circumstances. Behaviors are seen to be ei-
ther supportive or disruptive of information security and its variables (D’Arcy 
& Herath, 2011). 

Despite the positive results of research the theory has also received a lot of 
criticism for feasibility in certain contexts. In this study, deterrence is studied in 
the context of information systems. There has been a lot of research on the topic 
in the last 20 years and there still seems to be a demand for further research. 
Assuming that by applying deterrence theory in this context it is possible to 
strengthen the information security of an organization, this study aims at find-
ing the right methods to use to find beneficial results. 

2.2 Deterrence in the context of information systems 

In this thesis, deterrence is seen as a typical method to prevent information sys-
tems misuse in organizations. Information system misuse means that an indi-
vidual (Herath & Rao, 2009a) breaks the given information security policies 
even though it is not permitted. Deterrence theory is one of the most-used theo-
ries in literature concerning information system security policy compliance 
(Siponen & Vance 2010, D’Arcy & Herath 2011). According to this theory, the 
more likely it is to get punished and the stronger the sanctions are, the better 
they behave (Herath & Rao, 2009a). This way the number of policy violations 
should be smaller. An individual estimates the likelihood of getting caught and 
the hardness of the punishment before making the decision whether or not to 
break the rules (D’Arcy et al. 2009). In this study, the hypothesis is that the cer-
tainty of sanctions and severity of sanctions have a negative effect on infor-
mation system misuse. 
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One of the biggest problems in proving that deterrence methods have 
beneficial effects in information security behavior among employees, is that the 
results are very hard to evaluate and monitor (Herath & Rao 2009a, Herath & 
Rao 2009b). Monitoring the employees can be very costly and complicated. For 
example, following the information system use of many employees demands a 
lot of time and money. Also, employees might find it confusing to know that all 
their actions are surveilled (D’Arcy, Hovav & Galletta, 2009). 

Regardless of the problematics in monitoring the results, deterrence theo-
ry is widely used in organizations to prevent information system misuse even 
though the research results have been contradictory (Herath & Rao, 2009a). This 
might originate from differences in the organizations and populations that are 
tested. However, there is not a lot alternative theories to control security behav-
ior. Therefore, deterrence is still seen as the strongest theory to go with in this 
context. Many theories relate to deterrence and work as supportive actions to 
enhance the results of deterrence, such as neutralization theory. According to 
Siponen and Vance (2010) preventing employees from using neutralization 
techniques to justify their actions has a significant impact on security compli-
ance. 

2.3 Neutralization techniques 

In the context of information systems, neutralization theory is strongly connect-
ed to deterrence theory. According to Siponen and Vance (2010) employees of-
ten use neutralization techniques that stand in the way of given sanctions to 
have the hoped impact on behavior. Neutralization techniques are means that 
humans use to justify their own actions, such as not following the given proce-
dures about information security. Siponen and Vance (2010) present six tech-
niques that fit in the context of information systems and information security: 
Denial of Responsibility, denial of injury, defense of necessity, condemnation of 
the condemners, appeal to higher loyalties and metaphor of the ledger. These 
techniques are presented next. Examples of the techniques retell the views of 
Siponen and Vance (2010). The use of the presented techniques should be pre-
vented to enhance the information security policy compliance among employ-
ees. Preventing these techniques from happening can also enhance the efficien-
cy of deterrence. (Siponen & Vance, 2010) 

2.3.1 Denial of responsibility 

Denial of responsibility means, that personnel might question the im-
portance of information security. They don’t see themselves to be responsible 
for the outcomes of their actions. Puhakainen (2006) found that employees did 
not see themselves responsible for following a policy that was unclear for them. 
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Therefore, going through the information security policies with the staff should 
prevent the denial of responsibility among them.  

According to Piquero, Tibbets and Blankenship (2005), an individual ra-
tionalizes that the outcomes and consequences are out of his control, and they 
are going to happen even though the individual would not act against the rules. 
This way, the individual does not feel that he should feel guilty of what hap-
pens. 

2.3.2 Denial of injury 

Denial of injury means, that employees undermine the causes their actions 
lead to. They might think that it is permissible to violate the given rules and 
directives about information security if no harm is caused to the organization 
they work for. Parker (1998) discovered that computer criminals often deny the 
damage they have done to their victims. For example, criminals argue that 
breaking into a computer does not harm the user itself in any way.  

Despite of the consequences, they still break the given rules and privacy of 
the user. Violator convinces himself to think that there is no reason for any 
shame or guilt about what is done. Another example of denial of injury is that 
employees use weak passwords because they don’t think that anyone can do 
anything severe with their account, for instance. In this case, individual thinks 
that the benefit of using a strong password is not worth the effort. (Barlow, 
Warkentin, Ormond & Dennis, 2013) 

2.3.3 Defense of necessity 

Defense of necessity technique means, that personnel explain their non-
compliance by pleading to its necessity, for example tight schedules (Pu-
hakainen, 2006). So, for example employees claim that this was the only choice 
to do in this situation or a time frame (Siponen & Vance, 2010). 

Usually an individual rationalizes that he does not have a choice so he 
does not have to feel guilty of acting against the rules. An employee might also 
think that he can easily defend himself against sanctions with this reason so that 
the management would not have a reason to punish him for the violations. The 
employee would just explain that they give him too much work so he has to 
break the rules in order to succeed with the given tasks. (Barlow et al. 2013) 

2.3.4 Condemnation of the condemners 

The technique called “Condemnation of the condemners” means, that the 
employees blame the unreasonable demands of the information security poli-
cies or the people who set them. According to Parker (1998) the people that 
commit computer crimes often say that the law was unfair. By thinking that the 
given rules are unreasonable, the individual rationalizes that it is fine to act 
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against the rules. So, in this context for example, it means that employees break 
the security policies because they think that the rules are too strict. (Siponen & 
Vance, 2010) 

2.3.5 Appeal to higher loyalties 

Technique of appealing to the higher loyalties means that employees ap-
peal to the fact that they must violate the given rules or policies if they want to 
get the job done (Siponen & Iivari, 2006). In this case, there might be a need for 
the organization to modify their habits to prevent these conflicts from happen-
ing. According to Piquero et al. (2005) the employees may also appeal to the 
hierarchy of the firm or organizational values. This way an individual usually 
thinks he can get away unpunished even though he broke the given rules. 

2.3.6 Metaphor of the ledger 

Using the metaphor of the ledger means that employees accept their own 
information systems misuses by thinking that a small violation does not make a 
difference when they usually follow the given policies (Siponen & Vance, 2010). 
For example, an employee thinks that even though he would make one mistake, 
his actions for the firm are clearly positive in average. So, they rationalize that 
enough good deeds allow them to do one that is bad. (Barlow et al. 2013) 

2.4 Employee motivation 

Motivating the personnel is an essential way to enhance the behavior of them. 
Deterrence can have an impact on both intrinsic an extrinsic motivation. Intrin-
sic motivation is a stimulation that makes a human being act a certain way for 
his or her own internal satisfaction. Extrinsic motivation refers to change in an 
individuals’ motivation caused by external factors. Deterrence methods mainly 
influence the extrinsic motivation, since security policies and rules are given by 
the management. (Son, 2011) 

Deterrence methods are not always seen as the best solution to prevent 
certain unhoped behavior. Sanctions and surveillance do not make a positive 
effect on the employees’ opinions about the information security policies, and 
they might even have a negative effect on compliance (Son, 2011). Surveillance 
does not make the employees to do the maximum effort, it only motivates them 
to do the demanded minimum (Leach, 2003). This means that organizations 
have to consider, which is the right amount to “threaten” the employees, to 
avoid having a negative effect on employees’ motivation. Harrington (1996) 
states that rules and punishments are not seen only as deterrence methods, but 
they are an important way to an organization to have clear procedures against 
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the individuals who break the rules, which makes them an important way of 
motivating the employees to obey the rules. 

Multiple studies exist about motivating the personnel, but the results seem 
to be a little bit contradictory. According to intrinsic motivation model individ-
uals’ innate preferences have a larger impact on human behavior than the re-
sults of the actions; rewards and sanctions, for example (Son, 2011). For exam-
ple, Deci, Koestner and Ryan (1999) have proven, that any tangible reward that 
is given for performance of an individual undermines the intrinsic motivation, 
even though Eisenberger and Cameron (1996) claimed exactly the opposite only 
a few years earlier. Therefore, it is a little challenging for a reader to find which 
studies represent the situation they are looking for. Ryan and Deci (2000) found 
that there is a difference between intrinsic and extrinsic motivators and their 
results. In this psychological study, they came up with self-determination theo-
ry, which is about motivation, well-being and psychological needs of a human 
being. 

There are many factors that have an influence on an individual’s behavior. 
Son (2011) has studied this issue in the context of information systems, and in 
his study, he approaches the subject by adding both extrinsic and intrinsic mo-
tivation models in to the same figure. Son (2011) found, that intrinsic motivators 
had a bigger impact on employee behavior than extrinsic motivators. However, 
it seems that both are needed to have a significant impact on employee behavior.  

 
 

 
Figure 1 - Factors that have an influence on information security policy compliance. (Son, 
2011). 

Figure 1 consists of extrinsic and intrinsic motivators and control variables. All 
of them have are supposed to have an impact on information system security 
policy (ISSP) compliance. Son (2011) found that both extrinsic and intrinsic mo-
tivators do have an impact on policy compliance. However, it seems that intrin-
sic motivators have a significantly bigger effect on information system security 
policy compliance. The study found that the deterrence methods such as severi-
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ty of sanctions and certainty of sanctions had actually smaller impact on em-
ployee behavior than the intrinsic motivators. According to Son (2011) a posi-
tive intrinsic motivation can be reached by combining the employees’ values 
and the main points of the information security policy. Son (2011) also posits 
certain variables in an individual to have an influence in the information securi-
ty compliance, such as gender, computer self-efficacy, age, education and ten-
ure. Several studies suggest these variables to have an impact on the results of 
deterrence methods used (D’Arcy et al. 2009, Hovav & D’Arcy 2012). However, 
as this study concentrates on the deterrence theory methods to prevent infor-
mation system misuse, these variables are not widely discussed in this text. 

2.5 Potential downsides and risks 

Deterrence theory has proven to be effective in certain situations, but has also 
downsides and risks that need to be avoided. An organization must evaluate 
which is the amount of resources they can use to evaluate the results of meth-
ods used. To develop the information security behavior in the long run, the re-
sults must be evaluated to identify the possibilities to improve the results 
achieved. (Herath & Rao 2009a, Herath & Rao 2009b)  
        Monitoring the employees’ information security behavior itself is costly, 
and this is a clear downside particularly for smaller companies, because they 
have less resources to put into information security in general (Herath & Rao 
2009a, Kankanhalli et al. 2003). Another downside is that the monitoring of all 
the desired actions of an employee is practically impossible (Herath & Rao, 
2009a). For example, password security flaws such as password sharing and 
reusing is very hard to evaluate. Surveillance might also confuse the employees 
and make them feel like they are not trusted, and thus lower the intrinsic moti-
vation of the employees to comply with the given policies (Son, 2011). 
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3 EXISTING METHODS 

Deterrence theory includes multiple methods, but not all of them are effective 
in the context of information systems (Herath & Rao, 2009b). In this chapter, the 
most influential ones in the information system context are presented: Surveil-
lance, education, management’s actions, certainty of sanctions and severity of 
sanctions. Certainty and severity of sanctions are the most popular methods in 
this context. In this study, surveillance is considered as a method since it can 
take many forms and has a direct impact on employees’ behavior. Education 
refers to raising the personnel’s awareness about information security and to 
influence the employees’ intrinsic motivation. Also, actions to raise the security 
compliance in an organization are discussed. Management needs a strategy or a 
model to work with to reach wanted results. Therefore, information security 
cycle is considered which works as a tool for management to implement deter-
rence methods. 
         Gibbs (1975) states that the stronger the severity and certainty of sanctions 
are for certain behavior; the more individuals are deterred by it. However, this 
is not thoroughly proven in the context of information systems. Certainty of 
sanctions stands for the probability of getting punished and severity of sanc-
tions stands for the degree of the punishment (Tittle, 1980). Skinner and Fream 
(1997) found that in the information system context, the severity of sanctions 
was more influential than certainty of sanctions. These results were discovered 
by studying college students’ intentions to illegally access other students’ ac-
counts.  

Nagin and Pogarsky (2001) state, that deterrence studies have frequently 
shown that the fear of possible sanctions prevent deviant behaviors, such as 
information system misuse. However, there are studies that also claim, that de-
terrence-based controlling actions do not have any deterrent effect regarding to 
misuse of information systems (D’Arcy, Hovav & Galletta, 2009). Whitman, 
Townsend and Alberts (2001) claim that on the operational level, given security 
policies define guidelines for appropriate information system use. Guidelines 
can be seen as deterrent if there are widely-known sanctions that follow illicit 
acts. 
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There are also variables that might influence the success of an organiza-
tion’s information security, such as qualities of the employees and size of the 
company. For example, Kankanhalli et al. (2003) found, that large companies 
are more likely to use deterrent methods, as they usually have the needed re-
sources and expertise to engage these actions. However, this study concentrates 
on the actual deterrent methods that are used, and does not take these variables 
into consideration. 

3.1 Surveillance 

Monitoring the employees’ information security behavior demand surveillance. 
Surveillance is an important part of managing information security compliance. 
Individuals who know that they are working under surveillance tend to obey 
the given rules. To ensure the liable information security among employees, an 
organization should have certain evaluation procedures to control the behavior 
(Vroom & Von Solms, 2004). According to Herath and Rao (2009a) surveillance 
is proven to have a positive effect on personnel’s information security policy 
compliance. The amount of surveillance done in an organization also has a di-
rect impact on the probability of given sanctions (Herath & Rao 2009a, Herath & 
Rao 2009b).  

3.1.1 Surveillance techniques 

According to Bennet and Reagan (2004) surveillance control techniques are get-
ting more and more usual, for example in working environments. In the context 
of information systems, a comprehensive surveillance is hard to implement and 
demands a lot of resources. Even with a high use of resources the thorough 
surveillance of information security related actions is nearly impossible. How-
ever, surveillance is an efficient way of getting to know what the employees are 
up to.  Network monitoring to control online behaviors and camera surveillance 
to overlook for physical information security behavior are techniques that are 
considered as helpful in this context (Herath & Rao, 2009a). Network monitor-
ing helps to see if an employee uses services unrelated to their work, for in-
stance. Computer monitoring consists of tracking internet use, recording net-
work activities and performing security audits (D’Arcy et al. 2009). It can also 
help to prevent employees from downloading untrusted software to the com-
puter. With camera surveillance, it is possible to see if they use any untrusted 
devices, such as their own USB-memory sticks (Bennet & Reagan, 2004). These 
actions can be interfered and this way one can track down the employees who 
commit illicit acts in the information systems. 
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3.2 Education and awareness 

Raising the awareness about information security is an important part of man-
aging the employees’ security behavior. Security awareness programs can be 
seen as deterrent countermeasures, because educating the personnel has major 
benefits. Both the employees and the superiors must be educated (Straub & 
Welke, 1998). Raising the knowledge about risks in company’s everyday busi-
ness helps in detecting the possible security breaches. The action that makes 
education a deterrent method, is that the actions of the firm in the case of in-
formation system misuse is highlighted. Possible threats and sanctions are re-
vealed, and they prevent the employees from committing illicit acts. 

D’Arcy et al. (2009) state that by security education and awareness pro-
grams the misuse of information systems can be reduced within an organiza-
tion. The goal of information security education and raising awareness is to 
make the employees cognizant about the possible risks and possible conse-
quences of their actions (Bulgurcu, Cavusoglu & Benbasat, 2010). In their study, 
general information security awareness means employees’ overall knowledge 
and understanding of the information security risks and potential issues. It con-
sists of general awareness and information security policy awareness. Individu-
als in an organization have different backgrounds, and that causes different 
views about information security. Bulgurcu et al. (2010) posit that earlier life 
experiences concerning information security such as getting attacked by a virus 
has an impact on the security policy compliance. Lee and Lee (2002) also found 
that providing wide knowledge about the given policies and unacceptable ac-
tions increases the amount of threat perceived in an individual. 

In the context of information systems, security education, training and 
awareness (SETA) programs directly impacts the perceived certainty and per-
ceived severity of sanctions. Thus, these consequences have a direct influence 
on intention to information system misuse (D’Arcy et al. 2009). SETA programs’ 
deterrent effects are achieved through security briefings and courses and em-
phasizing the probable consequences following the misuse. In SETA programs, 
security policies are often used as main training tools (Peltier, 2005). 

3.3 Management’s ways to act 

Every method presented in this study are ways for management to control em-
ployees’ security policy compliance. In addition to the employees, it is also im-
portant to consider the security policies of the management. Managing the in-
formation security behavior of the employees is not just a set of different actions; 
there must be a strategy how to implement it. It is important that the organiza-
tion management leads by example and therefore convinces the employees 
about the importance of information security to the organization. (Herath & 
Rao, 2009a) 
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Straub and Welke (1998) presented a model called information security 
cycle (See Figure 2) in their study. They found empirical evidence about infor-
mation security having a lowering impact on systems risk. According to Nance 
and Straub (1988) an important application of deterrence theory is based on the 
relationship between managers and computer abusers and their activities. The 
set of possible security actions and their interrelationships are presented next in 
Figure 2. Based on this model, information security management should aim at 
maximizing the deterred and prevented illicit acts and minimizing the detected 
and punished ones (Theoharidou, Kokolakis, Karyda & Kiountouzis, 2005). 

 
Figure 2 - Information security cycle (Straub & Welke, 1998). 

According to this model, managers themselves are the main factors to manage 
in deterring, preventing, and detecting abuse. Also, possible remedies or possi-
ble punishments are under the impact of the managers. Deterrence techniques 
such as policies and commands given to employees to change their password in 
a certain time frame. These techniques’ success lay only on the shoulders of the 
employee, whether they are decided to comply with. When employees decide 
not to comply with these deterrents, the next step is preventives. Preventives 
are active actions to increase security, such as installing physical locks or taking 
password access controls into use (Straub & Welke, 1998). 
       If these first two security steps are penetrated, organization needs capability 
of detecting the misuse. Some active actions can be done, such as system audits 
and virus scans. These techniques are needed when a security breach has al-
ready happened. Detection aims at gathering evidence of information system 
misuse and identifying the individual responsible for the situation (Straub & 
Welke, 1998). After these steps, a sufficient information security program 
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should remedy the negative effects caused by the illicit act and the perpetrator 
should be punished. Also, the situation should be discussed widely and internal 
warnings about the problem should be done to raise the awareness concerning 
the cause. The deterrence feedback loop demonstrates that the more these de-
fensive methods are used in the right way, the more deterred the employees are 
and their behavior becomes better. 
      Earlier presented organizational actions will have an impact on the employ-
ee deterrence in the future. Straub & Welke (1998) found, that technical reme-
dies do not help in deterring the future abuse of information systems, but the 
four defense methods can have a significant impact on it. By setting an example 
of the security policy and action process management gives a straight message 
to the employees to act within the given rules (Straub & Welke, 1998). 

3.4 Certainty and severity of sanctions 

According to Hollinger and Clark (1983) the certainty of sanctions, of all the 
deterrence theory methods, has the strongest effect on behavior of an individual. 
It makes individuals to avoid taking risks of getting caught. Multiple studies 
suggest that severity and certainty of sanctions have a negative effect on inten-
tion to commit illicit acts (Nagin & Pogarsky 2001, Tittle 1980, Gibbs, 1975). 
However, in the context of information systems there are studies that present 
the subject differently. For example, D’Arcy et al. (2009) reported that person-
nel’s information system misuse is influenced only by the perceived severity of 
sanctions, and that the certainty did not have a significant effect. However, 
Kankanhalli, Hock-Thai, Tan & Wei (2003) found that deterrent severity did not 
have a strong influence on information system security effectiveness. Both sepa-
rately might not have a significant effect on information system security behav-
ior, but they are important parts of general information security. Dissimilar 
views on the subject in the context of information systems makes the inspection 
of the effects slightly challenging. 

Certainty and severity of sanctions is strongly related to the methods pre-
sented earlier, especially surveillance and education. These methods raise the 
level of perceived certainty and severity of sanctions (Tittle 1980, Nagin & 
Pogarsky 2001). The higher the amount of perceived certainty of sanctions and 
severity of sanctions is among employees, the more deterred by the sanctions 
they get and it affects the intention to commit illicit acts (D’Arcy et al. 2009). 
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4 IMPACTS OF THE COUNTERMEASURES 

In this chapter, impacts of the countermeasures are considered and evalu-
ated. In this study, countermeasures refer to any action done to prevent infor-
mation system misuse. First, research methods of previous research are dis-
cussed. Comparison of different research methods used in various studies is 
needed, because the studies seem to use different kinds of approaches to the 
topic. In the second chapter, positive impacts of these countermeasures are pre-
sented and examples of hoped consequences are discussed. Third chapter is 
about the negative impacts of presented countermeasures. It is discussed, why 
in certain situations the results are negative or why the methods do not have an 
effect at all. Fourth chapter considers the contradictory results of research on 
the topic. It is important to evaluate the factors that leads to various studies to 
end in different conclusions. 
         Research on this topic suggest that deterrence theory methods have a neg-
ative impact on individuals’ intention to break the rules or commit illicit acts 
(Gibbs 1975, Tittle 1980). However, in the context of information systems, suc-
cessful use of deterrence methods seems to be more complicated. Conflicting 
research results are a proof of the complication of the topic (Herath & Rao, 
2009a). 

Different variables were mentioned earlier as a possible factor of security 
compliance. Even though this study does not examine them, deterrence meth-
ods have an impact on these variables. Sanctions are seen to have an indirect 
influence on multiple variables, such as attitude and perceived behavioral con-
trol (Liao, Gurung, Luo & Li 2009, Bulgurcu et al. 2010). On the other hand, few 
variables are seen to have an influence on security compliance itself. Son (2011) 
suggested that variables such as age, gender, education, tenure and computer 
self-efficacy have a direct impact on security compliance and behavior. 

High level of information security brings new kinds of obstacles to its suc-
cess. Post and Kagan (2006) found that employees find strict information securi-
ty rules as negative factors on their work efficiency. Deterrence methods aim to 
overcome this kind of obstacles. For example, by educating the employees 
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about the importance of information security they might understand that the 
rules are reasonable and worth doing (D’Arcy et al. 2009). 

4.1 Research methods of former studies 

As mentioned earlier, there is a lot of research done on this topic mainly in the 
last 20 years. In this chapter, different approaches to this topic are presented 
and evaluated. D’Arcy et al. (2009) suggested that the differences in research 
results originate from the different starting points and perspectives in the stud-
ies. This is a realistic perception that holds true. Studies on this topic have dif-
ferent types of research methods as well as different objectives. This is explica-
ble by the fact that monitoring the results of deterrence methods is challenging 
and costly (Herath & Rao, 2009a). 

D’Arcy et al. (2009) presented an extended model of general deterrence 
theory and collected data through a survey to find out the level of perceived 
certainty and severity, moral commitment and misuse intention. They also di-
vided information system misuse to four categories to get results that are more 
precise. Herath and Rao (2009a) collected tested data from different existing 
studies to reach reliable results. The research methods of these studies varied 
which might have helped to reach consensus on the topic. Lee, Lee and Yoo 
(2004) used a scale to measure variables and used path analysis approach to 
summarize data collected by a survey. They also presented few questions twice 
to ensure reliability. Liao, Gurung, Luo and Li (2009) also used their own re-
search model to evaluate impacts of punishments, while applying information 
from prior studies. 

These studies mentioned had differences in results regarding to the effec-
tivity of deterrence methods and procedures. The problem seems to be that 
even though there are a lot of research on the topic, their objectives vary and 
their approach to the subject is different. There is a possibility that this influ-
ences the results and partly explains the differences in the results. 

 

4.2 Positive impacts 

Positive impacts refer to beneficial results of information system misuse coun-
termeasures from the perspective of the organization and its management. Ac-
cording to research punishment severity has a significant influence on software 
piracy intentions and attitudes in an organization. This result can also be ap-
plied to information security compliance, as penalties can work as deterrent to 
employees. It is important to notice, that only having the rules within an organ-
ization has a little impact. Therefore, the rules need to be enforced to receive 
results. (Peace, Galletta & Thong, 2003) 
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Surveillance has a direct impact to severity and certainty of sanctions per-
ceived by an employee. Therefore, it affects the security compliance and the 
intention to follow the given policies (D’Arcy et al. 2009). Successful surveil-
lance naturally consists of both physical and technical methods. Skinner and 
Fream (1997) found that both severity and certainty of sanctions had a negative 
impact on intentions to illegally using other students’ accounts. This result can 
be adapted to employee behavior in an organization as a proof of the potential 
of these methods. 

D’Arcy et al. (2009) found, that awareness of the security and SETA pro-
grams have an impact on employees’ security compliance. They reduce the in-
formation system misuses significantly. Bulgurcu et al. (2010) suggest that secu-
rity awareness programs have an indirect impact on policy compliance through 
influencing the individual’s beliefs about information security. Bulgurcu et al. 
(2010) also suggest, that security training should be arranged to employees to 
ensure that they know exactly what they should be doing. This has a positive 
impact on security compliance.  

Several studies found that certainty of sanctions has a positive impact on 
employees’ intentions to comply with security policies (Herath & Rao 2009a, 
Nagin & Pogarsky 2001, Herath & Rao 2009b, Kankanhalli et al., 2003) There 
seems to be a lot better results on certainty of sanctions than severity of sanc-
tions. 

4.3 Negative impacts 

Negative impacts refer to unhoped results of information system misuse coun-
termeasures from the perspective of the organization and its management. 
Usually the hypothesis of deterrence theory studies is that they have a benefi-
cial impact on security policy compliance, but several studies have found re-
sults suggesting the opposite.  
          Herath and Rao (2009a) found that severity of sanctions had a negative 
impact on security behavior intentions. Son (2011) also found that severity was 
negatively associated with intention to comply. Oliver (1980) agrees that sanc-
tions have a positive effect on motivating the individuals, but on the other hand, 
the methods can generate hostilities against the rules and their authors. Herath 
and Rao (2009b) found that the more efforts the security policies demand from 
an employee, the more their attitude against the policy is negatively affected.  
          As deterrence theory methods have an impact on employees’ extrinsic 
motivation, on the other hand, they can negatively affect the employees’ intrin-
sic motivation at the same time. For example, if the employee feels that the de-
mands are too high, it can affect their attitude negatively towards the manage-
ment and the policies. Also, if an employee feels that he as an individual can’t 
make a difference on general information security, it can lower the motivation 
to comply with the rules. (Herath & Rao, 2009b) 
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4.4 Contradictory results of research 

This chapter aims at explaining the contradictory results of research on 
this topic. As mentioned earlier, not all the deterrence methods have an influ-
ence in this context. Previously different research methods were discussed and 
it is possible that differences the previous researches’ methods have an influ-
ence on the results.  

The circumstances in an organization can differ, which can possibly make 
the studies find different results. Hovav and D’Arcy (2012) found that effec-
tiveness of deterrence methods varied in different national cultures.  They also 
highlighted the importance of other variables such as morale and awareness as 
a factor in the information system behavior. 

Notable difference in former studies is that some of them take individuals’ 
variables into consideration in their studies and some leave them out entirely to 
focus on deterrence methods. Most of the studies take few variables into con-
sideration, but they hardly ever are the exact same ones. Some studies have 
added variables such as age, gender and education to the research (Herath & 
Rao 2009a, Herath & Rao 2009b). Siponen and Vance (2010) approached inten-
tion to violate information security policies by adding variables such as work 
experience, gender, age, realism, sample organization and scenario type. 
D’Arcy et al. (2009) suggested contingency variables, such as moral beliefs, vir-
tual status, self-control and employee position. 

Based on these perceptions, when studying this subject, it should include a 
large group of individuals from different companies and organizations, repre-
senting different cultures. Pahnila, Siponen & Mahmood (2007) suggest that 
sanctions do not have a remarkable influence on the employees’ intentions to 
comply with information security policies. Pahnila et al. (2007) also posit that 
further research on the topic is needed and the tests should be done with differ-
ent population. 
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5 CONCLUSION 

The purpose of this study was to study deterrence theory in the context on in-
formation systems, find the existing methods and evaluate them as well as their 
consequences. The study itself was done as a literature review based on earlier 
research on the subject. Despite of the long history of deterrence theory itself, it 
fits well in the context of information systems. Several key findings are present-
ed next. 

Deterrence theory’s basic idea is that an individual’s behavior can be in-
fluenced by having sanctions that follow illicit acts. Therefore, an individual 
knows what happens if he does not follow the rules, and is deterred by that. In 
the context of information systems, this means punishing employees for actions 
that might weaken the organization’s information security, such as using the 
same passwords at work accounts and employees’ own accounts. One of the 
biggest problem concerning deterrence in this context is, that the monitoring of 
the results is complicated and costly. Therefore, it is hard to evaluate the effi-
ciency of these methods and the results. 

Deterrence theory has multiple methods to influence the behavior of an 
individual. This study presented the mostly-used ones in the context of infor-
mation systems: Surveillance, education, management’s actions, as well as cer-
tainty and severity of sanctions. These methods raise the employee’s perceived 
severity and certainty, and therefore cause the employees to fear the conse-
quences. Notable perception was that not all the normally accepted deterrence 
theory methods have a scientifically proven impact on employee behavior in 
this context. Multiple studies suggested that raising the awareness of infor-
mation security and information security policies lower the intention to misuse 
information systems. Achieving the deterrence on information misuse demands 
a set of both procedural and technical controls, for example security policies 
and monitoring software.  

Deterrence theory itself is strongly related to psychology, motivation of 
the employees also has an influence on the efficiency of the methods used. Both 
intrinsic and extrinsic motivation have an impact on an individual’s infor-
mation security compliance. Deterrence theory methods mainly affect the indi-
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vidual’s extrinsic motivation as the sanctions are set by someone else. However, 
as this study sees education as a deterrence method, also intrinsic motivation is 
affected. The more the employees feel that they can have an impact on the or-
ganization’s security, the more likely it is for them to comply with the given 
policies.  

Considering the contradictory results of research on the topic, it appears 
that some of the methods’ impacts remain unclear. However, with only one of 
these methods it is unlikely for an organization to achieve beneficial results in 
policy compliance. Therefore, to reach beneficial results, several methods and 
countermeasures should be implemented at the same time. This naturally de-
mands an up-to-date information security policy and a deterrence plan as a part 
of general information security plan to achieve the highest efficiency. This plan 
would ensure the rationality of the implementation phase and it would consid-
er all the possible downsides and risks of deterrence. A widely-known tool for 
information security management is Information security cycle, which demon-
strates the operating model. The main point of management’s role based on this 
model, is to maximize the acts deterred and prevented, and therefore minimize 
the actions detected and punished.  

After going through the former research on the topic and evaluating the 
possible factors that have an impact on deterrence methods’ efficiency, there is 
not absolute truth about whether the theory works in this context or not. Sever-
al studies have achieved both positive and negative results. Some also suggest, 
that few methods do not have an influence at all. There are certain variables 
that are believed to have an impact on the efficiency, such as age, gender and 
education of an individual. Also, same methods seem to work differently in 
different cultures and organizations. Therefore, there is no one right way to im-
plement these methods. 

As the results of deterrence methods in this context remain unclear, there 
is a need for further research on the topic. Research is needed to perceive all the 
variables that have an impact on information security compliance. After that it 
would be possible to study if all the existing methods combined have a signifi-
cant impact on security compliance. Having these results, should the studies 
concentrate on excluding the ones that do not have any kind of impact. This 
would of course demand a lot of results, since the research demands a large 
group of test subjects from different cultures and organizations. Also, as this 
research did not consider the impacts of rewards, there is a demand for research 
on reward systems as a way to enhance existing policy compliance. 
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