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ABSTRACT
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(Jyvaskyla Studies in Computing

ISSN 1456-5390; 249)

ISBN 978-951-39-6845-8 (nid.)

ISBN 978-951-39-6846-5 (PDF)

Multiple passwords are an increasing security issue that will only get worse
with time. One of the major factors that compromise multiple passwords is
users’ memory, and the behaviors they adopt to compensate for its failures.
Through studying memory elements that influence users’” password
memorability, we may increase our understanding of the user and therefore
make proposals to increase the security of the password authentication
mechanism. This dissertation examines the human memory to understand
password security behaviors; and moreover, develops new theories and revises
prominent memory theories for the password context. This research employs
memory theories to not only increase the memorability of passwords, but to
also improve the security of them by means of three studies that examine users’
beliefs and awareness (metamemory) about how their memory affects their
password memorability and insecure password behavior; and look to
increasing password memorability through improving learning (repetition
through verification), and retrieval (through uniqueness). Empirical
longitudinal studies collecting objective and subjective data measuring
password recall (over 10000 passwords), memory interference, memory
performance, memory beliefs, user convenience, and insecure password
behavior. Through collecting objective password recall data, the results of these
studies challenge users’ preconceptions about justifying their adoption of
insecure password behaviors. Furthermore, it challenges the assumption of
trade-offs between password security, memorability and user convenience
found in previous password research. In meeting the objectives of the
dissertation, this research has significant practical implications for
organizations and individual users. Through a greater understanding of the
human memory this can inform users to adopt better password security
practices. The implications of these results suggest how to increase password
memorability, how to decrease password forgetting, and how to decrease
insecure password behaviors and the consequences of such insecure behaviors
(such as security breaches).

Keywords: password security; password memorability; user convenience;
memory theories; user memory; metamemory; interference; repetition; pass-
word reuse; unique passwords
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“Memory is the treasury and guardian of all things.”
(Cicero, 106-43 BC)

“The problem is that the average user can't and won't even try to remember complex
enough passwords to prevent dictionary attacks. As bad as passwords are, users will go
out of the way to make it worse. If you ask them to choose a password, they'll choose a
lousy one. If you force them to choose a good one, they'll write it on a Post-it and
change it back to the password they changed it from the last month. And they'll choose
the same password for multiple applications."

(Schneier, 2004)



1 INTRODUCTION

1.1 Background and research context

Passwords are the most commonly used authentication mechanism
(Grawemeyer & Johnson, 2011; Vance et al., 2013; Vu et al., 2007; Wiedenbeck et
al., 2005; Zhang et al., 2009), and are thought to be the future of security
(Grawemeyer & Johnson, 2011; Wiedenbeck et al., 2005), due to the cost,
reliability and technical issues that pertain to password alternatives.
Considering that cracking passwords can give open access to any sensitive
information in an IS, the security of passwords has been an important priority
in information security research (Crossler et al., 2013; Garrison, 2006; Bonneau
& Preibusch, 2010; Grawemeyer & Johnson, 2011; Siponen & Vance, 2010). The
password problems noted in the IS literature include insecure password
behaviors, such as choosing weak passwords; reusing or modifying passwords
for more than one account; writing passwords down; sharing passwords; and
not changing passwords regularly (Adams & Sasse, 1999; Campbell et al., 2006;
Guo, 2013; Zhang et al., 2009). It is widely reported that such insecure password
behaviors stem from the users’ inability to memorize multiple passwords;
hence, they adopt these behaviors (Campbell et al., 2006; Duggan et al., 2012;
Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009; Zhang et al., 2009). The
ramifications of forgetting passwords can be expensive in terms of time (e.g.
when employees are unable to log on to work systems), money (e.g. IT helpdesk
costs), and convenience (e.g. when users are unable to access their accounts), if
passwords need to be reset (Brown et al., 2004; Vu et al., 2007). Given that the
number of passwords and the amount of accounts and systems they protect are
on the rise, this is a problem that will only get worse with time (Gaw & Felten,
2006; Notoatmodjo & Thomborson, 2009).

There are several issues that affect the security of passwords. Previous
research suggests there is a trade-off between password memorability and
password security, and more recently user convenience (Tam et al., 2010; Vu et
al., 2007; Weir et al., 2009; Zhang et al., 2009). However, users are more
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concerned with remembering passwords, and reducing any inconvenience
caused by the password process, than securing their information (Grawemeyer
& Johnson, 2011; Tam et al., 2010; Weir et al., 2009; Zhang, et al., 2009). And this
is just one reason why users are still considered to be the weakest link in
information security (Crossler et al., 2013; Ifinedo 2012; Sasse et al., 2001).

Therefore, to improve users’ password behavior, password policies,
guidance, and training is given on websites, and within corporations. Moreover,
previous IS research has examined the problem from two research streams. The
first stream approaches insecure password behavior as any other IS security
behavior; applying theories such as deterrence, rational choice, and Protection
Motivation Theory (PMT) (Guo & Yuan, 2012; Jenkins et al., 2014; Johnston et al.,
2015; Vance et al., 2013; Willison & Warkentin, 2013; Workman, et al., 2008;
Zhang & McDowell, 2009). These studies have their merits, and help us to
understand why users adopt insecure password practices; however, they are
not intended to solve memory issues. The second stream theorizes that
insecure password behaviors stem from memory issues, and accordingly, focus
on the memory aspect of the problem.

There is a deficit of studies that attempt to improve the memorability of
passwords and fewer still that conduct laboratory experiments capturing actual
password recall and behavior, instead of users’ perceptions towards their
memory and behavior. Therefore, the important direction of this password
security research examines the human memory in more depth via means of
analyzing objective data. This will give a better understanding of how memory
affects the password process while suggesting ways in which to improve
multiple password memorability, and increasing the security of the password
authentication mechanism. Hence, this dissertation will attempt to answer:
through applying different memory theories to understand the password
problem, can we increase the memorability and the security of passwords
simultaneously? Through increasing the memorability of passwords, do we
have to compromise on the security of passwords? How can we increase the
memorability of passwords using the existing password mechanisms and
systems? Is password memorability just a memory capacity problem, or are
there other factors involved?

The aim of this dissertation is to examine the human memory in more
depth, and apply a cognitive science approach to scientifically explain insecure
password behaviors within the password security context. Scientific
explanation has been used to describe different facets of human thinking,
including learning and memory (Thagard, 2012). Scientific explanation in
cognitive science is within the same stream as philosophical explanation, and
describes mechanisms that result in phenomena to be clarified (Abrahamsen &
Bechtel, 2012). These mechanisms are a framework of factors that interact that
result in changes and are associated with solutions (Saariluoma, 2003; Thagard,
2012). In cognitive science, explanations describe a variety of aspects of thinking
(e.g. memory) that occurs mechanistically, due to interactions or computational
procedures. A single general theory or framework of cognition would explain
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the mechanistic workings of all human thinking, including memory and
learning (Thagard, 2012). In term of human behavior, “there is no single
framework for explaining human behavior; instead different types of problems
must be solved using very different types of explanatory frameworks”
(Saariluoma, 2005). There are seemingly unendless different explanations for
human behavior; however, it is crucial to examine different explanatory
frameworks to attempt to resolve problems in human behavior resulting from
cognitive issues (Saariluoma, 2005). Therefore, through applying memory
theories to password security I make propositions to increase the memorability
of passwords, while not compromising the security of passwords.

As a cognitive science dissertation, the main body is written in the style of
cognitive science, while the studies themselves are written for the IS publishing
forum; meaning that the structure is different, and it is written for a different
audience. Therefore, this dissertation will start with a cognitive science ap-
proach to the study of memory with a brief description of the main theories and
issues involved with it. Then it will discuss the password context: what makes a
password strong, the password problem, and will then look to password securi-
ty research focusing on IS security behavior, and more importantly considering
the issue from a memory perspective. Next I will give an overview of the re-
search conducted for this dissertation, and an overview for the three studies
involved; before moving onto the individual chapters for each study, where I
will discuss the research progression. Finally, this dissertation will discuss the
overall key findings, contributions, limitations and suggested future research.

1.2 Cognitive science and approaches to the study of the human
memory

Virtually every aspect and action in our everyday lives depends on our memory
(Ranganath, et al, 2012), from remembering a person’s name to driving a car.
Therefore, understanding how the human memory works and the processes
involved is an important area of exploration within the field of cognitive science.

Cognitive science attempts to understand the mind and its processes: ex-
amining behavior and intelligence, and how information is processed in terms
of language, perception, emotion, reasoning, learning and memory in humans
(cognitive psychology) and in computers (artificial intelligence) (Abrahamsen &
Bechtel, 2012; Thagard, 2008). As an interdisciplinary field, cognitive science
embraces philosophy, psychology, neuroscience, linguistics, anthropology and
artificial intelligence. The discipline’s origins date back to the Ancient Greek
philosophers such as Aristotle exploring the nature of human knowledge, and
from there the discipline remained a philosophical issue until the emergence of
psychology in the late nineteenth century (Thagard, 2008). With the introduc-
tion of electronic computers around the 1940’s, artificial intelligence and neural
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networks gave rise to a “cognitive revolution” in psychology, and by the mid-
1970s the discipline had been given its name (Abrahamsen & Bechtel, 2012).

The study of the human memory goes back nearly as far as the psychology
discipline to Ebbinghaus in 1885. Ebbinghaus, through learning list of words
and nonsense syllables (or verbal learning approach), was the first to demon-
strate that memory could be studied experimentally (Baddeley, 2009a; Ranga-
nath, et al, 2012). Since the late 1800s there have been countless developments in
understanding the human memory. Bartlett (1932) while studying meaning and
memory using complex material such as stories and folk tales proposed that
remembering was not an exact replay of events, but an “imaginative construc-
tion”, as we access bits of an experience to form and reconstruct memory and
fill in the blanks with an internal representation about the world (schema)
(Baddeley, 2009a; Ranganath, et al, 2012). Milner in the late 1950’s developed
another approach to examining the human memory, by studying patients. Her
studies of amnesic patients demonstrated that damage to certain brain areas
caused specific memory and cognitive dysfunctions while allowing other func-
tioning to continue unaffected. These results led to the development of neuro-
science and neuropsychological research, examining the different brain regions
involved with specific memory processes (Ranganath, et al, 2012).

Having discussed some of the most important developments and ap-
proaches for the study of memory, the next section will look to the multi-store
model which is one of the most significant memory theories.

1.2.1 Multi-store model

When comparing the human memory to a computer system, it is required to
encode information, store information, and retrieve the stored information
(Baddeley, 2009). There are many theorists that have described the fundamen-
tals of the human memory system, how they interact, and how information is
processed. The Stages of Memory Theory (Modal Model) proposed by Atkinson
& Shiffrin (1968) (illustrated in Figure 1.) is considered one of the most influen-
tial multi-storage models, identifying three types of memory stores: sensory
memory, short-term memory, and long-term memory (Eysenck & Keane, 2010).
Information is first processed in the sensory memory, like an interface between
perception and memory, before being passed along to the STM, a temporary
store, and then it’s stored in the LTM (Baddeley, 2009a). Even with a distinct
sensory memory, STM and LTM, the flow of information is not assumed to be
just in one direction from environment - sensory memory - STM - to the LTM,
studies suggest that information flows in both directions (Baddeley, 2009a). For
example, our own knowledge about the world held in the LTM may influence
our motivation to learn and process information in the sensory or STM.
However, the model modal is based on many assumptions, which has led to the
subsequent questioning and eventually elaboration and developments of the
model.
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FIGURE 1: Stages of Memory Theory (Atkinson & Shiffrin, 1968)

The sensory memory was the focus of much research in the 1960s, examin-
ing the encoding, storage and retrieval of information (Eysenck & Keane, 2010).
It refers to the fleeting storage of information being attended to before the in-
formation is processed in the STM, or just lost/forgotten. An example of how
the sensory memory works is the trail left by a sparkler. The trail as an image,
stays after the sparkler has passed being stored briefly, then rapidly fading and
illustrating forgetting. This phenomenon is how we perceive films as moving
images. The static image remains briefly in our sensory store until we are pre-
sented with the next static image, bridging the gap between images that are
slightly different and changing gradually (Baddeley, 2009a).

The short-term memory is considered to store small amounts of infor-
mation for a brief period of time (Baddeley, 2009b). It has a limited capacity
(Ling & Catling, 2012), which was established by Miller (1956), with a recall rate
being 7 + 2 items (Miller, 1956). The model modal, although considered a work-
ing memory model, referred to mainly verbal STM. Criticisms of the model
were based on its assumptions, that information was transferred from the STM
to the LTM just through simple rehearsal; and that it didn’t conclusively explain
how patients with dysfunctional STM did not have general working memory
dysfunctions. Baddeley & Hitch (1974) (illustrated in Figure 2.) in response to
these criticisms proposed a multicomponent model of working memory. When
referring to the STM, one is referring to the storage of information for a brief
amount of time, whereas the working memory is assumed to combine storage
with information manipulation, and to perform as a workspace for carrying out
complex tasks. The working memory model consisted of three components: a
modality-free central executive similar to an attentional controller; and two sub-
systems, the phonological loop which holds and manipulates speech-based in-
formation, and a visuospatial sketchpad, specialized for spatial and visual cod-
ing (Baddeley, 2009¢; Ranganath, et al, 2012).



22

Working Memory Model (Baddeley and Hitch, 1974)
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FIGURE 2: Working memory model (Baddeley & Hitch, 1974)

The episodic buffer was the most recent component to be added to the
working memory model. Proposed by Baddeley (2000), it is the third sub-
system controlled by the central executive, that is used to integrate information
into a coherent whole and to store that information briefly from the visuospatial
sketchpad, the phonological loop and the LTM (Eysenck & Keane, 2010; Ranga-
nath, et al, 2012).

Individual differences in the working memory have been comprehensive-
ly examined using a variety of measures based on the storage and manipulation
of information. These measures have shown to be capable of predicting cogni-
tive performance successfully. Furthermore, neuropsychology cases and neu-
roimaging studies have played a critical role in providing evidence and sup-
porting the multicomponent model (Baddeley, 2009d).

The long-term memory is referred to the systems in which information is
stored over a long period of time, with unlimited capacity (Baddeley, 2009e;
Eysenck & Keane, 2010). There are different component of LTM (proposed by
Squire, 1992), however the most important distinction is between explicit or
declarative memory, and implicit or nondeclarative memory.  Explic-
it/ declarative memory is the memory involved with intentional or conscious
retrieval, of either or both specific events (episodic memory), such as passing an
exam; or remembering facts (semantic memory), e.g. houseplants will die if you
don’t water them (Tulving, 1972). Implicit/nondeclarative memory does not
depend on conscious recall and is demonstrated through performance, for ex-
ample, riding a bike. There are different types of implicit memory and learning;:
procedural memory, classical conditioning and priming (Baddeley, 2009a).
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1.2.2 Learning or encoding

“The capacity to learn is crucial for the development of both the individual and
society.” (Baddeley, 2009d). Studying learning by scientific experimentation can
be traced back to Ebbinghaus in the mid-1880s (mentioned previously). Non-
sense syllables were studied and learned, and he found that learning occurs in a
linear fashion, and was improved when practice was spread or distributed,
compared to being concentrated (Baddeley & Longman, 1978). Testing has also
found to be important for learning, to ensure successful retrieval (Landauer &
Bjork, 1978). The expanding retrieval method is a learning schedule where
items are tested after a short delay, then tested subsequently as the delay in-
creases, this is an effective learning procedure with significant practical implica-
tions (Baddeley, 2009d).

1.2.2.1 Cognitive load

Cognitive load theory is refers to the amount of "mental energy" or effort re-
quired to process information (Feinberg & Murphy, 2000). Cognitive load in-
creases as the amount of information increases that our mental resources have
to process. When the amount of information exceed the capacity and limitations
(as the working memory has a limited capacity in processing information), it
can become overloaded (heavy cognitive load), and therefore learning reduces
(Baddeley, 1992; Miller, 1956).

1.2.2.2 Capacity

Memory capacity was originally one of the defining characteristics distinguish-
ing between the STM and LTM. All subcomponents of the working memory are
limited in capacity (Baddeley & Hitch, 1974). The working memory has a lim-
ited capacity only being able to hold 7 * 2 items (Miller, 1956). This limitation
effects thought processes making it difficult to encode and learn new infor-
mation, resulting in information being easily forgotten, sometimes even before
it has been stored in the LTM (Baddeley, 2009b; Eysenck & Keane, 2010).

1.2.2.3 Repetition and rehearsal

Repetition in learning is an important part of general memory theories.
Throughout the years, repetition and rehearsal was thought by many theorists
as all that is needed to learn (Baddeley, 2009). A more contemporary view sug-
gests learning can be increased through linking the new information to what is
already known - this is referred to as elaborate processing (Baddeley, 2009d).
When considering specifically, learning through repetition, there are two types
of rehearsal: maintenance rehearsal and elaborative rehearsal (Goldstein, 2011).
Maintenance rehearsal, through the repeating of, say a telephone number, will
keep the information within the STM for immediate use; for instance, until you
make a call. Elaborative rehearsal is what is used to transfer information from
the STM to the LTM as it incorporates thinking about the meaning of the infor-
mation and relating it to what is already know (Goldstein, 2011). Furthermore,
if recall of information is expected later after a delay, more retrieval cues will be
formed while rehearsing (Jacoby & Bartz, 1972). What is more, Nilsson (1987)
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found that motivation and intention to learn is important for the focus of atten-
tion. More recent studies suggest that repetition without motivation from the
learner to organize the information may not necessary result in learning (Bad-
deley, 2009).

1.2.2.4 Depth of processing

Craik and Lockhart (1972) believed that information is processed on several
levels. For example, when processing a written word, the word is observed on a
visual level, with how the letters are printed. The sound of the word is consid-
ered, and how we image it looks. The meaning of the word is contemplated, in
general terms, e.g. an apple is a fruit; and personally, an apple is my favorite
fruit. Several studies have shown that the more levels of processing and deeper
levels of meaning would show better retention (Eysenck & Keane, 2010). Bart-
lett suggested that by adding meaning through a story or schema to infor-
mation will also facilitate recall. As with elaborate processing, using infor-
mation already known to attach to what is being learned this results in better
memorability (Baddeley, 2009d).

1.2.2.5 Mnemonic technique

Mnemonics are learning techniques used to aid information retention, through
adding meaning to and ordering the meaningful information so that our brain
can retain it easier (Baddeley, 2009). There are several types of mnemonic aids:
external aids, such as lists, calendars, and diaries have been found to be the
most commonly used (Harris, 1980). Whereas internal aids are considered use-
ful when a person cannot use external aids, such as in an examination, notes
cannot be brought in (Harris, 1980). Examples of internal aids are for instance,
visual imagery mnemonic techniques such as the method of loci, where infor-
mation that needs to be remembered is associated with locations; e.g. a route to
walk along (Eysenck, 2009). An example of verbal mnemonic techniques would
refer to for instance, Bradshaw (1849), used a way in which to code historical
dates into letters and then construct meaningful sentences. There are three
components that most mnemonic techniques require, meaningful information
(relating the new information to what is already known); retrieval structure
(cues are formed and used to assist memory retrieval); and “speed-up” (practice
and the quickening of retrieval allows the process to become quicker) (Eysenck,
2009).

1.2.2.6 Long-term working memory

Long-term working memory (LTWM) was a theory proposed by Ericsson &
Kintsch (1995). This model suggested that the LTM was involved in temporarily
storing information, and was inspired by the performance of people who were
experts in remembering. The information stored in the LTM could be utilized to
help prose recall, and therefore experts could learn to store relevant information
that could be accessed easily using retrieval cues in the working memory re-
sources (Eysenck & Keane, 2010).
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Several studies have examined LTWM: one study by Chase & Ericsson
(1982) tested a participant’s impressive digit span and found that he was using
mnemonic techniques that he had developed through his job as a runner. An-
other study, by Ericsson & Polson (1988) found that a waiter was employing a
specific structure to remember customers’ orders. These findings do not mean
that experts have a better working memory capacity, they just more proficient
at combining LTM and working memory resources (Eysenck & Keane, 2010).

1.2.3 Retrieval from the long-term memory

Many efforts have been made to describe the LTM retrieval process. Just be-
cause one fails to retrieve a memory, it doesn’t mean that it has been forgotten
or not encoded properly (Ling & Catling, 2012). Retrieval starts with the spread
of activation of associated traces stored in the memory by means of least one
cue. This process can fail for many reasons: the cues are not suitably related to
the target, or they are weakly related to the target, when there is not enough
cues, when they are not properly learned, when we do not give enough atten-
tion to retrieving the memory, or it can be down to just our frame of mind or
emotional state. Retrieval can also be affected unintentionally by context (con-
text cues) (McLeod, et al., 1998): it can be more successful if the context is the
same of that when encoding the memory, e.g. mood (mood-state-dependent
recall), environment. Retrieval failures can be caused by many factors, however
on many occasions we assume that we have simply forgotten the information
rather than it being a retrieval failure (Anderson, 2009a).

1.2.4 Forgetting

Forgetting is a loss of information already stored in the long-term memory. It
has been extensively investigated for over a hundred years, dating back to Eb-
binghaus (Eysenck & Keane, 2010). There are two type of forgetting: incidental
and motivated. Incidental forgetting is referred to as unintentionally forgetting,
and motivated forgetting not only refers to intentional forgetting, but also for-
getting caused by motivation while not being conscious of the intention (An-
derson, 2009b). However I am only going to discuss incidental forgetting here
as motivated forgetting is not relevant to the password security context.

There are two main theories of forgetting; trace decay and interference
lead to incidental forgetting (unintentional forgetting). Trace decay theory de-
scribes the gradual weakness or loss of memories over a period of time, due to
the passage of time (Ling & Catling, 2012). Whereas interference theory defines
the phenomenon as retrieving a memory that is disrupted or interfered with, by
similar memory traces (Anderson, 2009b; Criss, et al., 2011). There are two main
forms of interference that interact and impede the retrieval of memories, retro-
active interference and proactive interference (Groome, 1999; Wiedenbeck, et al.,
2005). Retroactive interference is when information recently learnt or recent
memories hinder the retrieval of older similar memories (Anderson, 2009b).
Proactive interference is when previously learnt information or older memories



26

interfere with the retrieval of similar more recently learnt information or mem-
ories (Anderson, 2009b).

Uniqueness has an effect on recall and forgetting concerning the interfer-
ence effect. With information being more unique, it increases the level of dis-
tinct memory traces (Eysenck & Eysenck, 1980); and therefore distinctiveness
counteracts the effects of interference (Schmidt, 1991). Distinctiveness of a
memory item is dependent on the relationship between the encoding of the
item, and the amount of overlap of encoding. Eysenck suggested that distinc-
tive memory items are better remembered because through being distinctive,
they would be more thoroughly processed than non-distinctive memory items
(Eysenck, 1979). Numerous studies have found that interference is mostly de-
pendent on the similarity of the information being retrieved, regardless if it is
retroactive or proactive interference. Therefore, if information is not similar to
other information learnt, forgetting should not occur (Baddeley, 2009).

1.2.5 Motivation to learn and to recall

Motivation can influence a person’s performance to succeed at a task. However,
this is dependent on the interpretation of what success is in terms of the task, to
how well it is performed. From the proposition of self-determination theory
(Ryan & Deci, 2000), motivation can be divided into two different types: intrin-
sic motivation (internal) and extrinsic motivation (external). Intrinsic motiva-
tion is the internal drive to pursue new experiences, to gain knowledge, and
learn new things to further one’s own cognitive and social development. It is a
result of an interest or enjoyment in the task, existing internally, not due to ex-
ternal pressures; e.g. learning a computer package to gain better skills. Extrinsic
motivation is the bases on the pursuit of an activity due to external goals, for
example rewards such as money, or sanctions when misbehaving (Ryan & Deci,
2000).

The motivation and intention to learn is important for the focus of atten-
tion, however, they are not essential factors in learning (Nilsson, 1987). Motiva-
tion has an indirect effect on learning as it establishes how much time and level
of attention is focused on the material, which results in learning. If there is a
lack of interest in the information attention will be diverted, and therefore,
learning is less likely to occur (Baddeley, 2009d).

As motivation affects the level of attention given to a task (Nilsson, 1987),
it therefore affects memory retrieval. The more attention given to retrieving a
piece of information, and the greater the mental effort focused on the task, the
higher the chances of recalling said information (Anderson, 2009a).

1.2.6 Metamemory

Flavell in the 1970’s proposed studied metamemory as the knowledge and
awareness of cognitive processes (Flavell, 1971; 1979). Metamemory is a collec-
tion of multidimensional factors that represent our knowledge, beliefs and be-
haviors about our memory; that allows us to reflect on our memory’s function-
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ing and processes in general (Dixon & Hultsch, 1983a; Glass et al., 2005; Hert-
zog, 1992; Hertzog, Dixon & Hultsch, 1990 b; Pierce & Lange, 2000).
Metamemory influences our choices in how we use our cognitive resources, e.g.,
if a person believes that some information is more difficult to learn, they may
spend more time learning it, or decide not to expend the energy and not learn it
(Besken & Mulligan, 2013). The seven factors that measure metamemory are:
Strategy: knowledge and use of memory strategies; Task: knowledge of basic
memory processes; Capacity: beliefs about one’s own memory capacities;
Change: perception of the change in one’s own memory capabilities; Anxiety:
anxiety, and/or perception of the relationship between anxiety and memory
performance; Achievement: perception of one’s own motivation to perform well
in memory tasks; and Locus: perceived sense of control over memory skills
(Dixon, Hultsch & Hertzog, 1988). Previous research has investigated the im-
portant role that metamemory has in learning and recalling information, and
memory performance (Hertzog, 1992; Schwartz, Benjamin & Bjork, 1997).

1.2.7 Memory: summary

Examining the human memory is an important issue, as it reveals so much
about our cognition and behavior (Eysenck & Keane, 2010). The human
memory is incredibly complex, with so many factors affecting its processes,
from several storage systems with different functionalities, to the processing of
information, in terms of encoding, storing and retrieving (Baddeley, 2009a).
This is even before we consider humans’ perceptions of their own memory’s
functionality, and how that affects the memory process. However, through ex-
ploring the human memory and understanding how it functions we can clarify
what it is capable of, and what it is not capable of. This is imperative when ex-
amining the learning and recalling multiple passwords, forgetting passwords,
and the insecure password behaviors that are adopted by users. Especially as
users often use their memory’s (perceived) limitations to justify their insecure
password behaviors (Biddle et al., 2012; Duggan et al., 2012; Gaw & Felten, 2006;
Grawemeyer & Johnson, 2011).

1.3 Password security context and the password problem

What makes a secure password is different from policy to policy. Although
most policies impose three requirements: length, complexity, expiration period
(Marquardson, 2012). The big password problem can be divided into a contex-
tual issue and a user issue. There are a number of contextual issues that affect
the demands placed on the user, e.g.: time (to remember the password or meet
the policy requirements) (Marquardson, 2012), money (the cost of resetting a
password, or losses through security breaches) (Brown et al., 2004; Ives et al,,
2004), fear (of the consequence of forgetting) (Inglesant & Sasse, 2010; Tam et al.,
2010), personal goals (work and leisure take preference over security goals)
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Grawemeyer & Johnson, 2011). These are just some of the demands placed on
the user; however, the user has his or her own issues to contend with. The user
has to create, encode, and recall distinctly different passwords for many ac-
counts, which can be extremely demanding (Grawemeyer & Johnson, 2011).
Therefore, more often than not, insecure password behaviors are adopted, such
as choosing weak passwords; writing passwords down (or making a record of
them); password sharing; not changing passwords regularly; and reusing their
passwords as a coping strategy for cognitive offloading (Grawemeyer & John-
son, 2011; Zhang et al., 2009).

1.3.1 Insecure password behavior: as IS security behavior

Previous IS research has examined the password problem from two different
research streams. The first stream approaches insecure password behavior as
any other IS security behavior, and applies theories such as deterrence theory,
and Protection Motivation Theory (PMT) (Guo & Yuan, 2012; Jenkins et al., 2014;
Johnston et al., 2015; Vance et al.,, 2013; Workman, et al., 2008; Zhang &
McDowell, 2009) to passwords as any other insecure behavior. The second re-
search stream theorizes that insecure passwords behaviors stem from memory
issues, and accordingly, focus on the memory aspect of the problem. We initial-
ly discuss the first research stream, and demonstrate how they overlook the
memory aspect of the password problem.

Within IS literature, researchers have turned to behavioral models to un-
derstand, predict and change insecure information security behaviors within
different IS contexts. The most frequently used theories that explain password
behaviors as other insecure behaviors, include Protection Motivation Theory
(PMT) and fear appeals (Jenkins et al., 2014; Johnston et al., 2015; Vance et al.,
2013; Willison & Warkentin, 2013; Workman, et al., 2008; Zhang & McDowell,
2009), and the deterrence theory (Guo & Yuan, 2012). PMT is a theory from
health psychology that describes the protective behavior adopted in response to
fear of a health threat, e.g. giving up smoking in response to a fear of cancer
(Rogers, 1975). Deterrence theory emphasizes the role of threat of receiving
sanctions and the compliant behavior that is in response to the threat (Siponen
& Vance, 2010). Within the password context Workman et al. (2008) employed
PMT to understand policy non-compliance, in terms of regularly changing
passwords. They found that if the benefits of complying with a policy out-
weighed the costs, then security recommendations would be disregarded. An-
other study examined PMT in terms of users’ password protection intentions
conducted by Zhang and McDowell (2009). They found that certain factors
measuring protection motivation such as fear, response costs, and response effi-
cacy significantly affected password protection intentions, and were good pre-
dictors in intention to adopt good password behavior. They also found that
when users believed that actions taken to protect passwords were effective,
then there would be higher motivation to adopt secure password behavior.
However, if the users believed that their passwords were vulnerable regardless
of their actions, they had less motivation to learn and use strong passwords.
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A study by Vance et al. (2013) found that fear appeals had an effect on us-
ers’ motivation to create strong passwords. Jenkins et al. (2014) also employed
fear appeals to reduce insecure password behavior. They found that through
using “just-in-time” fear appeals, they were able to reduce password reuse by
88%. Even though they were able to reduce password reuse by 88%, this was
only attained through password reuse monitoring, which in a real-world setting
is impossible, as there is no global system that monitors all passwords. Finally,
the role of sanctions in terms of deterrence theory has been used to examine
insecure password behavior. For instance, Guo and Yuan (2012) examined how
different types of sanctions explained users intentions to write down passwords.
They found that users wrote down passwords, just in case they found it diffi-
cult to remember them.

Overall, these studies provide a valuable understanding of how fear or de-
terrents can be used to improve users’ insecure password behaviors, such as
password sharing (Siponen & Vance, 2010; Vance et al., 2013), choosing a weak
password (Johnston et al., 2015), writing passwords down (Guo & Yuan, 2012),
or password reuse (Jenkins et al., 2014). However, if users believe that they can-
not cope with remembering multiple passwords, then PMT, fear appeals or de-
terrence theory may not be effective solutions to avoid insecure password be-
haviors, as they do not incorporate the human memory as a factor. Next, we
discuss the research that approaches the password problem, multiple pass-
words, insecure behavior (including password reuse), and user convenience;
from the memory perspective.

1.3.2 Insecure password behavior: a password memorability problem

Adams & Sasse (1999) suggested that users can only successfully remember five
unique passwords. The problem is, is that since 1999, the world has technologi-
cally changed (Lin, et al., 2013). Nowadays, users are generally required to re-
member over 10 distinctively different passwords (Zhang, et al., 2009). Pass-
words are only effective if you can remember them (Duggan et al., (2012), and
with the cost of forgetting them being high, this drives users to adopt insecure
password behavior (Duggan et al., 2012; Zhang, et al., 2009).

There has been a range of studies examining memory and its effect on dif-
ferent aspects of the password problem: password reuse (Adams & Sasse 1999;
Sasse et al., 2001; Vu et al., 2007; Zhang et al., 2009), and the contributing factors
(Bang et al., 2012; Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009); the
perceived importance of information (Bubas et al., 2008; Grawemeyer & John-
son, 2011; Vu et al., 2007); and how policies can affect users’ password choices
(Campbell et al., 2011; Marquardson, 2012).

Multiple passwords are a significant issue for users to remember (Bang, et
al. 2012; Campbell, et. al., (2011). This situation is not helped by the fact that
organizations and service providers give guidance on managing just one pass-
word, not on managing multiple passwords (Grawemeyer & Johnson, 2011).
However, several studies have found that users rely just on their memory for
password management, even when electronic devices and software are availa-
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ble (Gaw & Felten, 2006; Grawemeyer & Johnson, 2011). They found that users
preferred to rely mostly on their memory, and their memory alone, than to use
password management tools as they were potentially vulnerable to attacks.

As a result of increasing numbers of passwords, previous research sug-
gests that there is a trade-off between password security and password memo-
rability (Vu et al.,, 2007, Zhang et al., 2009). Strong passwords versus weak
passwords; and meaningful passwords are preferred over random passwords
(Marquardson, 2012; Nelson & Vu, 2010; Sasse et al., 2001; Wiedenbeck et al.,
2005). However, just because a password is random, and therefore strong, it
does not mean that it isn’t meaningful to the user (Sasse et al., 2001). Craik &
Lockhart (1972) suggested that meaningful information is better remembered.
Therefore, in a study by Nelson & Vu (2010), they suggested that by adding
meaning to passwords through mnemonic techniques, would be easier for users
to remember them. Through creating mnemonic passwords, this technique
makes passwords more secure, and with more meaning to the users, it increases
memorability (Grawemeyer & Johnson, 2011; Nelson & Vu, 2010).

However, there is still so much pressure put upon a user to remember
their passwords, which creates a fear as a result from the consequences of for-
getting passwords being high, in terms of cost for instance (Brown et al., 2004;
Ives et al., 2004). Organizations can spend thousands each year on resetting
passwords, and through the losses due to security breaches (Brostoff & Sasse,
2000; Hayashi et al., 2012, Ives et al., 2004; Saastamoinen, 2014), when insecure
password behaviors are adopted (Adams & Sasse, 1999; Biddle et al., 2012;
Duggan et al., 2012; Gaw & Felten, 2006; Grawemeyer & Johnson, 2011).

Users are solely responsible for their passwords for the personal and or-
ganizations” accounts (Grawemeyer & Johnson, 2011). Website restrictions and
password policies require: complexity, length and an expiration period (Mar-
quardson, 2012). Forcing users to obey these requirements influences password
selection in terms of strength, but it also influences users to modify and reuse
their password; even if policies advise users to choose unique passwords (Ad-
ams & Sasse, 1999; Gaw & Felten, 2006; Stanton, et al., 2005). Password policy
may influence users to select weaker passwords due to constraints, and there-
fore it’s easier to choose the bare minimum, and do not change them regularly if
simpler, weak passwords are used (Marquardson, 2012). Selecting weaker
passwords is thought to reduce the cognitive burden and can be better for recall
(Nelson & Vu, 2010; Wiedenbeck, et al., 2005). However, when password sys-
tem requirements prevent the selection of weaker passwords, then reuse can be
adopted to compensate (Gaw & Felten, 2006).

Consequently, the implementation of password policies are not always
successful due to the lack of understanding regarding the users’ tasks, the men-
tal effort involved in complying with the constraints of the policy (Guo, 2013;
Marquardson, 2012), and the cognitive processes involved with generating, en-
coding and recalling multiple passwords. Some websites do not enforce strict
password requirements, as they do not want to drive their users away through
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the inconvenience of spending time on password creation and recall (Gaw &
Felten, 2006).

1.3.3 Insecure password behavior: a user convenience problem

More recent studies are recognizing that user convenience is also an important
issue that can result in insecure password behavior (Jenkins et al., 2014; Tam et
al., 2010). The user inconvenience experienced while using authentication
mechanisms is due to the process being time-consuming, when creating pass-
words (including changing passwords), and recalling passwords (Jenkins et al.,
2014; Renaud & De Angeli, 2004). Therefore, there is a trade-off between pass-
word security and convenience (Bang et al., 2012; Tam et al., 2010; Weir et al.,
2009). User convenience is very new as a concept in this area of research and
therefore, is still in the process of being defined. However, so far several studies
that discuss it and suggest that user inconvenience can be caused when trying
to meet the requirements of a password policy while creating passwords (In-
glesant & Sasse, 2010), when passwords are forgotten, when there are problems
recalling passwords, and when passwords need to be changed (Bang et al., 2012;
Furnell, 2013; (Gaw & Felten, 2006; Zhang & McDowell, 2009). The time and
mental effort needed in the password process results in the user adapting their
behavior, and adopting insecure password behaviors to avoid inconvenience
(Duggan et al., 2012; Notoatmodjo & Thomborson, 2009; Tam et al., 2010; Weir
et al., 2009).

1.3.4 Password security context: summary

Password security is an important but complicated issue for IS researchers
(Crossler et al., 2013; Garrison, 2006; Bonneau & Preibusch, 2010; Grawemeyer
& Johnson, 2011; Siponen & Vance, 2010). This is due to the human factor; that
users are solely responsible for their passwords and the security of their and
their organizations” information. There are several demands placed on the user
to encourage them to adopt secure password behaviors. However, these de-
mands do not often take into consideration the psychology of a user
(Grawemeyer & Johnson, 2011). Previous IS research has examined password
issues pertaining to security behavior (Crossler et al., 2013; Jenkins et al., 2014;
Johnston et al., 2015; Pahnila et al., 2007; Vance et al., 2013; Workman, et al.,
2008), and memory limitations (Adams & Sasse, 1999; Gaw & Felten, 2006;
Grawemeyer & Johnson, 2011; Nelson & Vu, 2010; Wiedenbeck et al., 2005; Vu
et al., 2007). They have found that there is a trade-off between password securi-
ty, password memorability, and user convenience (Bang et al., 2012; Tam et al.,
2010; Vu et al., 2007; Weir et al., 2009; Zhang et al., 2009). However, through the
collection of subjective data of users’ perceptions towards their password man-
agement and behavior (Bang et al.; 2012; Duggan et al., 2012; Grawemeyer &
Johnson, 2011; Notoatmodjo & Thomborson, 2009), and the fact that the human
memory is so complicated with many factors that influence the password pro-
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cess; password research has not found a practical solution for the password
problem.

1.4 Overview of research gap

There are numerous studies that examine password security, looking into sev-
eral factors that influence it; memory being the most significant (Adams & Sasse
1999; Bang et al., 2012; Gaw & Felten, 2006; Grawemeyer & Johnson, 2011; Nel-
son & Vu, 2010; Notoatmodjo & Thomborson, 2009; Sasse et al., 2001;
Wiedenbeck et al., 2005; Vu et al., 2007; Zhang et al., 2009). However, due to the
human memory being so complex; IS researchers have just scratched the surface
of this area of focus. This dissertation examines cognition to understand pass-
word security behaviors; and moreover, develops new theories and revises
prominent cognitive scientific theories for the IS context. Previous research has
found that users are aware of their memory limitations in remembering their
passwords (Adams & Sasse, 1999; Gaw & Felten, 2006; Grawemeyer & Johnson,
2011; Nelson & Vu, 2010; Wiedenbeck et al., 2005; Vu et al., 2007), questioning
whether their memories are “good enough” to remember multiple passwords.
This led me to question, if long-term memory has an unlimited capacity (Badde-
ley, 2009), how is it that users cannot remember multiple passwords; and
through a lack of understanding of how their memory works, can this influence
their passwords recall, and password behavior? The first study looked to an-
swer these questions, through examining metamemory (the beliefs and under-
standing about one’s own memory) (Dixon & Hultsch, 1983a), memory perfor-
mance, password recall and insecure password behavior. One of the
metamemory constructs that effects memory performance is strategy. Strategy
refers to what memory strategies a person can understand and use to aid learn-
ing and memory retrieval. For example, external aids such as writing and using
a shopping list is a memory strategy (Dixon, Hultsch & Hertzog, 1988). Howev-
er, several common memory strategies or external aids are considered, in the
password context to be insecure password behaviors, such as writing pass-
words down, and sharing passwords (Grawemeyer & Johnson, 2011; Zhang et
al., 2009). Therefore, internal mnemonics are considered a good strategy for in-
creasing password memorability and security (Nelson & Vu, 2010). However, it
takes practice, with extra time and mental effort to create mnemonic passwords,
and therefore, it could increase inconvenience. Hence, users are aware of issues
with password memorability, yet being advised not to use simple memory
strategies to help them due to security issues. So, what can be done to help this
situation? There needs to be a solution to help the user: we need to increase
password memorability while not decreasing security, and not affecting the
convenience of the password process; and if we can, preferably not impacting
the service provider also. This is where I look to repetition in learning through
verification, and memory interference in password behavior. In the first study I
had designed the experiment to ask the participants to verify their password
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three times to increase memorability. A couple of the participants had com-
mented on how they thought that this was helping their memory, however, I
was concerned as I didn’t want to cause too much inconvenience. This led me to
question whether such a small change in verification could have a significant
impact on memorability, and whether this would significantly impact on the
users’ convenience. The second study therefore looked to increasing password
learning to effect password memorability. However, recall is also a factor in the
password process, so the third study looked to interference as a mechanism to
develop a theory to explain password retrieval problems. Through applying the
phenomena of interference to password behaviors, could adopting unique
passwords instead of reusing or modifying passwords, lead to better memora-
bility and concurrently increase password security? Ultimately, all three studies
contribute to the important direction that this dissertation takes is to examine
the human memory in more depth, to give a better understanding of how
memory affects password creation, recall, and behavior; while suggesting ways
in which to improve multiple password memorability, and increase the security
of the password authentication mechanism.

In these studies, an online password system was developed to allow par-
ticipants to create and recall passwords over a number of weeks. A large
amount of data was collected, to test the hypotheses and research questions.
These studies are some of the first to examine password security and memory
employing a longitudinal laboratory experiment design. The objective data
measured password recall, memory recall, and password memory interference;
and was complimented by subjective questionnaires to collect data on users’
perceptions of their memory in general, password memory, verification conven-
ience, and attitudes and perceived behavior towards their password security.
By collecting objective data, the results challenge users’ preconceptions about
insecure password behaviors. Moreover, it challenges the trade-offs between
password security, memorability and user convenience proposed by previous
password research (Bang et al., 2012; Tam et al., 2010; Vu et al., 2007; Weir et al.,
2009; Zhang et al., 2009). This dissertation has significant practical implications
for organizations and individual users, as it proposes that a greater understand-
ing of the human memory can inform users to adopt better password security
practices. The results of this dissertation suggest how to increase password
memorability, decrease, password forgetting, decrease insecure password be-
haviors and the consequences of a lack of password security (such as security
breaches). These findings could ultimately lead to the password problem being
solved.
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1.5 Overview of chapters

1.5.1 Study 1. The password metamemory framework: a new perspective in
examining password memorability and password reuse

In this study I propose the Password Metamemory Framework. This study
questions whether users have problems remembering their passwords because
they have too many, or because their memories cannot cope. Through examin-
ing long-term memory performance, and metamemory (one’s beliefs about our
memory), the results suggest that password recall is not related to memory ca-
pacity. However, password recall is related to the users” perceptions of their
memory capabilities. With further analysis, I also discovered that password re-
use was not related to password recall or memory capabilities, but it was relat-
ed to perceived anxiety towards users’ memory capabilities. It seems that the
security of the password mechanism is being undermined by users” memory
beliefs and password coping strategies (Adams & Sasse, 1999; Gaw & Felten,
2006; Ives et al., 2004; Zhang et al., 2009). Therefore, understanding what drives
users to form their perceptions of their password capabilities is important, and
a useful tool to explain their password recall and password reuse behavior.

1.5.2 Study 2. Password verification: increasing password memorability,
while not inconveniencing the user

In this study I will examine the effects of repetition on password recall. When
users create passwords they are asked to re-enter their passwords for verifica-
tion. If they were asked to re-enter a second time, would this increase their
password memorability? Participants were asked to re-enter their passwords
two and three extra times to see if it affects their password recall significantly.
As expected, the more times the password is entered, the better it is remem-
bered. However, I also took into consideration that user convenience may be
affected by the increase in verification. Users cannot be expected in the real-
world to re-enter their passwords five, ten, or fifteen times when creating them
due to inconvenience of the process. Therefore, the study examined the balance
between memory, security and convenience, and found that while password
memorability increased through repetition, user inconvenience was not signifi-
cantly affected. Consequently, these findings provide strong evidence that to
increase password memorability, there does not need to be substantial changes
in practices or devices; small changes are effective enough.

1.5.3 Study 3. The Unique Password Theory: better password memorability,
better password security practice

In this study I propose the Unique Password Theory. The results of my study
support the theory, that unique password are more memorable than reused or
modified passwords. This is an important discovery, as many users adopt
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password reuse practices because they believe they cannot remember all their
passwords, and that reusing will help them remember (Adams & Sasse, 1999;
Gaw & Felten, 2006; Ives et al., 2004; Zhang et al., 2009). This also has significant
security implications as unique passwords are considered more secure than re-
used and modified passwords (Adams & Sasse, 1999; Duggan et al., 2012; Gaw
& Felten, 2006; Ives et al., 2004; Notoatmodjo & Thomborson, 2009; Zhang et al.,
2009). Therefore, unique passwords increase password memorability, while en-
couraging a higher level of secure password practice.

1.6 Research process and dissertation structure

Each of the following chapters represent a research study focusing on one ele-
ment of memory. All three studies have been submitted for review, and the de-
tails of their status are summarized in Table 1.

TABLE 1: Summary of study publication status

Chapter First author Co-author Status
2 Naomi Woods Mikko Under review with the Journal of the
Siponen  Association of Information Systems
3 Naomi Woods ~ --—-- Under review with the European
Journal of Information Systems
4 Naomi Woods Mikko  Under review with Information Sys-

Siponen  tems Research

This dissertation will present these studies in order of users’ memory
awareness (Study 1. metamemory), then will examine how to increase pass-
word memorability through improving learning (Study 2. repetition), and re-
trieval (Study 3. uniqueness-interference). Finally, this dissertation will discuss
the overall key findings from all three studies, with contributions, limitations
and suggested future research.



2 THE PASSWORD METAMEMORY FRAMEWORK: A
NEW PERSPECTIVE IN EXAMINING PASSWORD
MEMORABILITY AND PASSWORD REUSE

2.1 Abstract

Passwords are the most common authentication mechanism which will only
increase with time. Previous research suggests that users cannot remember
multiple passwords. Therefore, users adopt insecure password practices, such
as password reuse in response to their perceived memory limitations. The criti-
cal question not examined by IS researchers is whether users” memory capabili-
ties for password recall are actually related to having a poor memory. This issue
is imperative: if insecure password practices result from having a poor memory,
then future password research and practice should focus on increasing the
memorability of passwords. If, on the other hand, the problem is not solely re-
lated to memory performance, but to users’ inaccurate perception of their
memory, then future research needs to examine why this is the case and how
such false perception can be improved. In this, paper we examined this conun-
drum by contextualizing the memory theory of metamemory, to the password
security context. We argue, based on our contextualized metamemory theory,
that the recall of multiple passwords is not related to users” memory capabilities,
and therefore users are able to actually remember more passwords than they
think. Instead, we argue that users” perceptions of their memories abilities, in
terms of password memory capacity; perceived control over their memory; mo-
tivation to remember; and their understanding of their memory, explains why
users cannot remember their passwords. Similarly, we argue that password re-
use has no relationship with memory performance, or password recall. We sug-
gest that password reuse can be explained by the users’ perceived anxiety to-
wards their ability to remember their passwords. We tested our contextualized
metamemory theory and general memory theories in the password security
context through a laboratory experiment, examining over 3500 passwords. The
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results suggest that our contextualized metamemory theory, rather than the
general metamemory theories explains password recall and reuse. This study
has important implications for research on password security, and practice.

2.2 Introduction

The number of passwords is set to rise, as users acquire more and more ac-
counts in their everyday, personal and working lives (Chiasson et al., 2009; Lin
et al.,, 2013; Zhang et al., 2009). This increase is resulting in an escalation in in-
formation security risks, as users adopt insecure password practices, such as
password reuse, writing down passwords, sharing passwords, and choosing
weak passwords (Adams & Sasse, 1999; Campbell et al., 2006, Guo, 2013; In-
glesant & Sasse, 2010; Zhang et al., 2009), to cope with their inability to remem-
ber multiple passwords (Biddle et al., 2012; Duggan et al., 2012; Gaw & Felten,
2006; Grawemeyer & Johnson, 2011). However, in numerous cases users choose
to continue these insecure behaviors even though they are aware of the security
risks (Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009). This situation
may have arisen due to the fact that forgetting passwords can have high conse-
quences if passwords need to be reset, in terms of money (e.g., IT helpdesk
costs), time (e.g., when employees are unable to log on to work), and conven-
ience (e.g., when users are unable to access their accounts), (Brown et al., 2004,
Hayashi et al., 2012, Inglesant & Sasse, 2010; Tari et al., 2006; Vu et al., 2007).

As the number of accounts and passwords increase over time, this prob-
lem will only get worse (Gaw & Felten, 2006; Notoatmodjo & Thomborson,
2009). Therefore, the security and memorability of passwords have been an im-
portant concern in Information Systems (IS) research. Previous IS studies have
so far examined the password problem in terms of understanding, predicting
and changing users’ insecure security behavior through behavioral models,
such as the protection motivation theory (PMT) (Jenkins et al., 2014; Johnston et
al., 2015; Pahnila et al., 2007; Vance et al., 2012; 2013; Workman, et al., 2008;
Zhang & McDowell, 2009). Another stream of research has focused on memory
theory to understand the memory processes and the users” behavior involved
with password management; and to attempt to increase password memorabil-
ity (Adams & Sasse, 1999; Gaw & Felten, 2006; Grawemeyer & Johnson, 2011;
Nelson & Vu, 2010; Wiedenbeck et al., 2005; Vu et al., 2007). However, even
though previous studies have examined users’ attitudes and perceptions to-
wards their passwords and password management, the important questions
that have not been explored are whether users” poor password recall is actually
related to poor memory performance, that is, are users unable to remember
their passwords because their memory cannot cope? Or, do users’ perceptions
of their memory capabilities in general terms, and in terms of remembering
their passwords, affect their password recall performance? Furthermore, how
does this affect their perceived justification for password reuse? Answering
these questions is essential for the future of password research and practice. If
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insecure password practices result from having a poor memory, then future
research and practice should focus on increasing the memorability of pass-
words. If, on the other hand, the problem is not solely related to memory per-
formance, but to users’ inaccurate perception of their memory, then future re-
search needs to examine why this is the case and how such false perception can
be improved.

This study focuses on answering these issues. We argue based on our con-
textualized metamemory theory, that the recall of multiple passwords is not
related to users’ memory capabilities, and therefore users are able to actually
remember more passwords than they think. Instead, we argue that users’ per-
ceptions of their memories abilities, in terms of password memory capacity;
perceived control over their memory; motivation to remember; and their under-
standing of their memory, explains why users cannot remember their pass-
words. The next section will discuss the previous IS research into insecure
password security behaviors, multiple passwords, and password reuse. Then
we examine the theoretical background, looking at the human memory,
metamemory and its influence on memory performance. The following section
will modify the metamemory theory to the specific context of password recall.
Based on the contextualized metamemory theory, we discuss the current study,
its hypotheses, and the reasoning behind the password metamemory frame-
work. This paper will then later discuss the research methodology, including
the experimental design, and then the results. The final sections of the paper
will conclude with a discussion of the study’s important findings and contribu-
tions, and its implications to IS practice.

2.3 Password Reuse and the Current Status of Password Research

Since the late 1990’s, when Adams & Sasse (1999) suggested that users cannot
remember more than 4-5 unique passwords successfully, the world has techno-
logically changed, with increasing numbers of passwords being required to se-
cure our accounts and information (Lin et al., 2013). Countless users have more
than 10 passwords in use (Zhang et al., 2009); however guidance and advice on
managing them are normally aimed at just one password (Grawemeyer & John-
son, 2011). Many users rely solely on their memory to remember all their pass-
words, even though they believe they have too many accounts (Bang et al., 2012;
Campbell et. al.,, 2011; Gaw & Felten, 2006; Grawemeyer & Johnson, 2011).
However, if users cannot remember their passwords, the mechanism does not
work successfully. Combined with the huge costs from forgetting passwords
(Brown et al., 2004; Hayashi et al., 2012; Inglesant & Sasse, 2010; Tari et al., 2006;
Vu et al., 2007), this influences users” password security behavior, and ultimate-
ly undermine the security of the password mechanism (Chiasson et al., 2009;
Duggan et al., 2012; Gaw & Felten, 2006; Zhang et al., 2009). Without a solution,
giving users an alternative or a way of coping with multiple passwords, inse-
cure password behaviors such as password reuse (using the same password for



39

more than one account) and password modification (using the same password
with small changes for more than one account), will only rise as the number of
accounts do so (Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009).

Password reuse is a significant security issue, costing millions of dollars,
wasted on cyber security as a direct consequence (Infosecurity Magazine, 2014).
The consequences of reuse can affect home-users and organizations as for ex-
ample, hackers obtain lists of password hashes from websites with low security,
and are then able to gain access to more secure websites and accounts (Ives et
al., 2004, Zhang et al., 2009). For the home-user, there is another issue with
password reuse, as within some organizations high-level managers may be able
to see their employees’ passwords; and if these are reused from employees’ per-
sonal accounts, then these personal accounts become vulnerable. This vulnera-
bility, works the other way round also, when personal account passwords are
cracked, then hackers are able to gain access to company systems if the pass-
words are reused (Infosecurity Magazine, 2014; Ives et al., 2004).

There are several studies that have examined password reuse as an inse-
cure password behavior, which many users admit to adopting regularly
(Grawemeyer & Johnson, 2011; Ives, et al., 2004). Furthermore, some studies
have shown that users feel justified for adopting this insecure password prac-
tice, believing that they have no alternative (Gaw & Felten, 2006; Infosecurity
Magazine, 2010). User believe that reuse makes it easier to remember their
passwords (Adams & Sasse, 1999; Gaw & Felten, 2006, Notoatmodjo & Thom-
borson, 2009), and reuse their passwords as a coping strategy for their per-
ceived memory limitations (Biddle et al., 2012; Duggan et al., 2012; Gaw & Fel-
ten, 2006; Grawemeyer & Johnson, 2011), regardless, even if they are aware or
unaware of the security risks (Gaw & Felten, 2006).

However, there is one thing all of these studies have missed: it is that these
insecure behaviors occur due to users’ lack of understanding and knowledge of
how their memory functions. We argue that insecure password behaviors (e.g.,
reuse) are adopted because of users’ beliefs about the capabilities and limita-
tions of their memory, be it accurate or inaccurate. We maintain that this is just
a belief, and actually, the memory is capable of recalling many passwords. To
make our case, we will next discuss the human memory, then will examine
metamemory and how users’” memory knowledge, beliefs and awareness can
affect their memory performance; more specifically, their password recall per-
formance; which forms the theoretical background of the paper. We contextual-
ize these theories to the password context and present formal hypothesis.

2.4 Theoretical Background: memory theories

With an increase in the number of passwords, users believe they cannot cope
with remembering all their passwords (Biddle et al., 2012; Duggan et al., 2012;
Gaw & Felten, 2006; Grawemeyer & Johnson, 2011). This may be the case; may-
be users have no more space to retain anymore passwords; however, people
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still manage to learn and recall new information every day. Users’” perceptions
of what their memories are capable of, results in the adoption of insecure pass-
word behaviors. Therefore, understanding fully how the memory functions is a
necessity; but moreover, understanding how users’ perceptions of their memo-
ries” capabilities affect their memory performance (how accurate their memory
is), is pertinent to understanding how their perceptions of their memory for re-
membering passwords, affect their ability to correctly recall them.

24.1 Memory theory

There are several factors involved with remembering passwords. Firstly, the
user has to learn the password successfully; then the user has to retain the
password; and then finally, the user has to successfully recall the password.
This process elicits a number of memory stores and functions dependent on the
stage of the process. The Stages of Memory Theory (Modal Model) is one of the
most influential multi-store models (Atkinson & Shiffrin, 1968). It suggests that
are three memory stores: the sensory store is thought as the interface between
perception and memory, holding information for a brief period of time, before it
is passed to the short-term memory (STM). The STM is limited in its capacity
and stores information for just a matter of seconds. The long-term memory
(LTM) stores information over a long period of time, ready for retrieval, which
is not currently held in the conscious awareness. Previous research suggests
that users” claim that they cannot remember their passwords because their
memories limitations (Grawemeyer & Johnson, 2011). However, the LTM is un-
limited in its capacity (Baddeley, 2009a; Eysenck & Keane, 2010). This leads us
to postulate that low password correct recall, is not related to poor memory re-
trieval performance. We therefore propose a null hypothesis:

H1: There will be no significant correlation between memory performance
and password correct recall.

There are several factors that can result in the password process failing.
The password has to be learnt successfully in the first place (Zhang et al., 2009).
Learning takes concentration and mental effort, which can be effected by many
things, such as distractions, e.g., people speaking, personal goals, or work tasks
(Adams & Sasse, 1999; Jenkins et al., 2014; Zhang & McDowell, 2009). Also, the
level of mental effort to learn the password also effects how well it is stored and
eventually retrieved from the LTM (Nelson & Vu, 2010).

Furthermore, in terms of retrieving passwords, forgetting is another factor
that affects the password process: there are two main types of forgetting, trace
decay and interference. Trace decay is the gradual weakness of loss a stored
memory over a period of time, due to the passage of time (Ling & Catling, 2012);
this effect can be counteracted through frequent use of a password (Sasse, et al.,
2001). Whereas interference is the effect of when attempting to retrieve a
memory, a similar memory impedes or disrupts the retrieval (Anderson, 2009;
Baddeley, 2009b; Criss et al., 2011). This is a common issue in password retriev-
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al especially when passwords have been reused or modified, as the user be-
comes confused between similar passwords and/or accounts, and recalls the
incorrect password (Grawemeyer & Johnson, 2011; Nelson & Vu, 2010;
Wiedenbeck et al., 2005).

One final factor that can influence the password process is the users’ be-
liefs of their own memory capabilities and functions, or as it is known as,
metamemory (Dixon, Hultsch & Hertzog, 1988; Hertzog et al., 1987). This paper
will discuss in the next section the important influence of metamemory and
how it affects memory performance, and ultimately, password recall.

24.2 Metamemory

Metamemory has been studied since the 1970’s (Glass et al., 2005), when it was
introduced by Flavell and his colleagues (Flavell, 1971, Flavell & Wellman,
1977). Metamemory has been broadly defined as cognitions about memory
(Wellman, 1983), but more specifically, as the knowledge and awareness of our
cognitive processes (Flavell, 1971; 1979). Metamemory is a collective term for
the multidimensional factors of knowledge, beliefs, and behaviors related to
memory (Hertzog, 1992; Hertzog, Dixon & Hultsch, 1990b; Hertzog et al., 1987);
i.e. the ability to reflect on one’s own memory functioning and memory pro-
cesses in general (Dixon & Hultsch, 1983a; Glass et al., 2005; Hertzog, Dixon &
Hultsch, 1990b; Pierce & Lange, 2000). Metamemory is important as it guides
our choices in how we use our cognitive resources, e.g., if a person believes that
some information is more difficult to learn, they may spend more time learning
it (Besken & Mulligan, 2013). Over the years, researchers have shown an in-
creased interest in the role that metamemory has in learning and recalling in-
formation, and memory performance (Hertzog, 1992; Schwartz, Benjamin &
Bjork, 1997).

2.4.3 Measuring metamemory

The Metamemory in Adulthood (MIA) questionnaire (Dixon, Hultsch & Hert-
zog, 1988) is a standardized questionnaire with good psychometric properties,
that is the most frequently used methods of measuring metamemory, and the
seven constructs that represent it (Dixon & Hultsch, 1983a; Dixon, Hultsch &
Hertzog, 1988; Glass et al., 2005; Hertzog et al., 1987). The seven constructs are:
Strategy: knowledge and use of memory strategies; Task: knowledge of basic
memory processes; Capacity: beliefs about one’s own memory capacities;
Change: perception of the change in one’s own memory capabilities; Anxiety:
anxiety, and/or perception of the relationship between anxiety and memory
performance; Achievement: perception of one’s own motivation to perform well
in memory tasks; and Locus: perceived sense of control over memory skills
(Dixon, Hultsch & Hertzog, 1988). These constructs have been extensively stud-
ied and used for measuring metamemory in different context for over 20 years
(Bacon, Huet & Danion, 2011; Glass et al., 2005).
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244 Metamemory and memory performance

How good is your memory? is an important and insightful question. When an-
swered, it provides an understanding of a complex set of processes that influ-
ence a person in their behavior and how well they perform (Cavanaugh, Feld-
man & Hertzog, 1998). Regardless if it is a memory of a name, face, event or fact,
recalling the information may be affected by what the person’s believes is nec-
essary, to remember the information accurately. Furthermore, the person’s self-
believe system about memory - whether they believe they will remember the
information, can influence how they behave in a memory-demanding situation,
which can govern their performance (Hertzog et al., 1987). Researchers are in-
terested in the role that metamemory plays in memory performance (Hertzog,
Dixon & Hultsch, 1990a), as although memory performance is effected by
memory mechanisms, such as encoding and retrieval, it is also effected by prior
knowledge - familiarity with information; and contextual influences on behav-
ior (Dixon & Hertzog, 1988). Negative beliefs about one’s own memory capabil-
ities and poor memory functioning is highly related to memory performance
(Bacon, Huet & Danion, 2011; Glass et al., 2005). Therefore, recognizing that
metamemory is complex and multidimensional is imperative for understanding
how it affects the human memory, and its performance (Glass et al., 2005; Hert-
zog, 1992). Several studies have found relationships between specific
metamemory factors and memory performance: a study by Dixon and Hertzog
(1988) suggested that motivational factors should be considered with memory
knowledge in relation to memory performance. Further research found that
specific metamemory factors such as strategy, capacity, task and motivation
(achievement), could effected and predict memory performance (Dixon &
Hultsch, 1983a; Hertzog, Dixon & Hultsch 1990b). To investigate the relation-
ship between memory capabilities and their effects on password recall, we in-
clude in our model factors of metamemory in relation to memory performance
(scales from the Metamemory In Adult (MIA) questionnaire), to confirm the
relationship between specific metamemory factors and memory performance
for nomological validity (Straub et al., 2004). We therefore hypothesize the fol-
lowing;:

H2a: Strategy (metamemory) will have a significant positive effect on
memory performance.

H2b: Task (metamemory) will have a significant positive effect on memory
performance.

H2c: Capacity (metamemory) will have a significant positive effect on
memory performance.

H2d: Change (metamemory) will have a significant positive effect on
memory performance.
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H2e: Anxiety (metamemory) will have a significant positive effect on
memory performance.

H2f: Achievement (metamemory) will have a significant positive effect on
memory performance.

H2g: Locus (metamemory) will have a significant positive effect on
memory performance.

2.4.5 Contextualizing metamemory and memory performance to the pass-
word context

In this section, we contextualize the metamemory constructs to the context of
password security, to examine which password metamemory constructs predict
correct password recall. The metamemory construct Strategy means what
memory strategies a person can understand and use to aid learning and
memory retrieval. For example, writing and using a shopping list is a memory
strategy to aid one to remember which products the person needs to buy. For
the password security context, the password metamemory construct of Strategy
refers to the knowledge and use of memory strategies to remember password
correctly by users. Unfortunately, some of these memory strategies adopted by
users, when contextualized for the password security context are considered
insecure. Such common insecure memory strategies include writing passwords
down, sharing passwords, and password reuse (Adams & Sasse, 1999; Duggan
et al.,, 2012). Even though users are aware of these behaviors being insecure,
they are still more concerned with remembering their passwords, and still
adopt these strategies (Gaw & Felten, 2006). We therefore hypothesize:

H3a: Strategy (password metamemory) will have a significant positive ef-
fect on password correct recall.

The metamemory construct of Task signifies a person’s understanding of
their basic memory processes. An example of this is that most people are aware
that information which is more interesting is easier to remember, than infor-
mation that is less interesting (Bacon, Huet & Danion, 2011). In the context of
password metamemory, Task refers to users” understanding how they remem-
ber passwords, e.g., passwords with more meaning are easier to remember.
However, this understanding can sometimes lead to insecure password behav-
ior, where weak passwords are chosen with biographical information, or are
related to the service of the password (Helkala & Svendsen, 2011). Nonetheless,
having an increased understanding of how one’s memory functions positively
effects memory performance (Dixon & Hultsch, 1983), we therefore, suggest:

H3b: Task (password metamemory) will have a significant positive effect
on password correct recall.
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Capacity, in terms of metamemory is a person’s perceptions of their own
memory capacity and performance. Several studies examining metamemory
have found perceived memory capacity to have an effect on memory perfor-
mance (Dixon & Hultsch, 1983; Hertzog et al., 1990; Hertzog et al., 1994), be the
perception to be accurate or inaccurate (Hertzog et al., 1987). Metamemory lit-
erature suggests that if a person thinks that their memory capacity is limited,
then their memory performance will also be limited (Hertzog et al., 1987).
Therefore, perceived memory capacity is important in the context of remember-
ing passwords because it refers to the amount of passwords users believe they
can remember, and the ability to recall correctly. Previous research has noted
that users believe that they have too many passwords, and cannot remember so
many passwords (Bang et al., 2012; Gaw & Felten, 2006; Grawemeyer & Johnson,
2011). We argue that the users’ belief of their memory capacity limitations may
affect their memory performance in the password context. Therefore, the users'
perceptions of their capacity to recall passwords should be positively related to
their password recall. More precisely, those users who perceive their memory
capability as high have better recollection of their passwords than those users
who perceive it to be low. Hence, it is hypothesized:

H3c: Capacity (password metamemory) will have a significant positive ef-
fect on password correct recall.

The metamemory construct of Change represents the perception of the
change in one’s own memory capabilities. When contextualizing this construct
to password security it can refer to users’ perception of the change in their ca-
pabilities in remembering passwords. Memory is affected by age; therefore, as
people get older changes in memory capability occur with cognitive decline
(Baddeley, 2009). The perceptions of this change has been found to be related to
memory performance (Cavallini et al., 2013). Anxiety, and/or the perception of
the relationship between anxiety and memory performance can refer to the us-
ers’ perceived anxiety towards remembering their passwords, within the pass-
word security context. Increased levels of anxiety have been found to be related
to low memory performance (Lineweaver & Hertzog, 1998). Within the pass-
word context, due to the consequences of forgetting, users often develop a fear
of forgetting their passwords (Ives et al., 2004) and consequently adopt insecure
password behaviors to cope with the anxiety. We hypothesize the following;:

H3d: Change (password metamemory) will have a significant positive ef-
fect on password correct recall.

H3e: Anxiety (password metamemory) will have a significant negative ef-
fect on password correct recall.

Achievement, metamemory construct refers to the perception of one’s own
motivation to perform well in memory tasks. Metamemory research has found
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that Achievement (motivation) can predict memory performance (Dixon &
Hertzog, 1988). Achievement, in the context of password, would refer to the
user’s motivation towards remembering passwords. Previous password securi-
ty research has found a relationship between motivation (in terms of motivation
to protect) and insecure or secure password behaviors adopted (Jenkins et al.,
2014; Zhang & McDowell, 2009). We therefore hypothesize:

H3f: Achievement (password metamemory) will have a significant posi-
tive effect on password correct recall.

Locus refers to the perceived sense of control over memory skills. If a per-
son believes they have less control over their memory functioning, this can af-
fect their memory performance (Lineweaver & Hertzog, 1998). Within the
password security context, locus would refer to the perceived control over the
users’ ability to remember their passwords. We hypothesize the following:

H3g: Locus (password metamemory) will have a significant positive effect
on password correct recall.

2.4.6 Password metamemory, password recall and password reuse

Previous research has reported that password reuse behavior is adopted as a
result of users being unable to remember their passwords correctly (Gaw & Fel-
ten, 2006; Grawemeyer & Johnson, 2011). However, if there is no relationship
between memory performance and password correct recall, could there be no
relationship between password reuse too? Users adopt password reuse as a
coping strategy due to their perceived memory limitations, we therefore hy-
pothesize:

H4a: There will be no significant correlation between memory perfor-
mance and password reuse.

H4b: There will be no significant correlation between password correct re-
call and password reuse.

Password reuse is considered as coping strategy for memory limitations
(Adams & Sasse, 1999; Duggan et al., 2012). This behavior is adopted based on
users’ perceptions of their memory capabilities or more specifically, their pass-
word recall capabilities. Therefore, we propose that password metamemory
could play a part in the adoption of this insecure password behavior. Therefore,
all password metamemory constructs are entered into the model, and we hy-
pothesize the following:

Hb5a: Strategy (password metamemory) will have a significant positive ef-
fect on password reuse.
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H5b: Task (password metamemory) will have a significant negative effect
on password reuse.

H5c: Capacity (password metamemory) will have a significant negative ef-
fect on password reuse.

H5d: Change (password metamemory) will have a significant negative ef-
fect on password reuse.

Hb5e: Anxiety (password metamemory) will have a significant positive ef-
fect on password reuse.

H5f: Achievement (password metamemory) will have a significant posi-
tive effect on password reuse.

H5g: Locus (password metamemory) will have a significant negative ef-
fect on password reuse.

In this study we propose a conceptual framework that scrutinizes the per-

ception that users’ memories cannot cope; examining the users’ perceptions to-
wards their password recall, and their memory in general. Moreover, we will
examine these perceptions in terms of password reuse behavior, and as well as
comparing the differences between the general memory context to the pass-
word security context. Attempting to answer the question: can poor password
recall really be explained by having a “poor” memory, or is it the inaccurate
perception of users’ password recalling abilities, affecting their performance?
As illustrated in Figure 3, the password metamemory framework, it represents
the relationships between memory performance, password correct recall, pass-
word reuse and metamemory.
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FIGURE 3: Research model for representing the proposed relationships between
metamemory, memory performance, password recall, password metamemory, and pass-
word reuse

2.5 Research Methods

In this study, a laboratory experimental design was employed to collect data.
Laboratory experiments are a common method of data collection used in IS re-
search, due to the precision it offers in measuring independent variables (Liu &
Myers, 2011), imperative to analyzing memory recall, and password recall.
Through employing this type of design, it did not mean that realism was not
incorporated into the study. Several features of the study matched the everyday
password management experience, e.g., how many passwords were created at
one time. Furthermore, examining password recall in a realistic setting would
be a security issue, with limitations to what details could be studied. Therefore,
several password studies of this type usually employ a laboratory experiment
design (Nelson & Vu, 2010; Vu et al., 2007; Wiedenbeck et al., 2005; Zhang et al.,
2009).

A two-part study was conducted, collecting password recall data (over
3500 passwords), data from memory performance tests, subjective data from the
MIA questionnaire, and from an adapted (password context) version of the
MIA questionnaire. This data was used to test the password metamemory
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framework, through examining the relationships between memory performance,
password recall, metamemory, and password reuse.

251 Participants

Participants were selected from staff and students (with work experience) from
a university in Finland (N=48). All computer users who engage in the use of
passwords in ISs were considered suitable participants, as the human memory
is not related to factors such as gender, culture or student versus worker. The
participants all had work experience, and were all experienced computer users.
Age is considered to be a factor that has an effect on memory and metamemory
(Baddeley 2009c; Dixon & Hultsch, 1983a; Glass et al., 2005; Hertzog, Dixon &
Hultsch, 1990b). However, password users are not from one specific age group,
and we felt that if older participants were not included in this study, this would
undermine the ecological validity. Therefore, there was a distribution of ages,
and although there were slightly more participants from the younger age
groups, initial data analysis indicated that memory performance was marginal-
ly higher in the younger groups, but not significantly higher. Regarding the ef-
fect of the participants’ age on metamemory results, studies have shown that
metamemory is affected by age, and the constructs that predict memory per-
formance are different dependent on the age group (Dixon & Hultsch, 1983a;
Glass et al., 2005; Hertzog, Dixon & Hultsch, 1990b). However, younger age
groups and middle-age groups have been shown to have similar results; the
differences are only present in older age groups, which have been defined in
many studies as 60 years + (Cavallini et al., 2013; Devolder, Brigham & Pressley,
1990; Dixon & Hultsch, 1983a; Hertzog, et al., 1994;). In this current study, the
highest age range was from 45-54 years, which in terms of metamemory studies,
is to be considered as middle-aged, and therefore should not show an effect of
age. Demographic information is reported in Table 2.

TABLE 2: Demographic Information

Age Gender Education level

18 to 24 years Male Bachelor’s degree
(count of 15; 32.3%) (count of 31; 64.6%) (count of 18; 37.5%)
25 to 34 years Female Master’s degree
(count of 33; 32.3%) (count of 17; 35.4%) (count of 22; 45.8%)
35 to 44 years Doctoral degree
(count of 9; 18.8%) (count of 8;16.7%)
45 to 54 years

(count of 9; 18.8%)
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2.5.2 Measures

For the first part of the study, password recall and password metamemory was
examined by a website designed for creating and recalling passwords, and a
password-version of the MIA questionnaire.

2.5.2.1 Password recall

A website with password generation and input capabilities was designed to
collect password data. Over 12 weeks, participants created and recalled pass-
words, and the website monitored correct input, and input errors. Two pass-
words were created every two weeks, then on average three passwords were
recalled every week. This design was employed to firstly make the study as re-
alistic as possible; and secondly to prevent cognitive overloading, as having to
learn many items at once, can affect recall results (Baddeley, 1992). Ten pass-
words were created and recalled for ten fictitious accounts, with varying im-
portance of account types, from online banking, to social networking, to online
gaming; again this design was to make the study as realistic as possible.

2.5.2.2 Password metamemory and password reuse

Password metamemory was measured by means of an adapted version of the
Metamemory In Adulthood (MIA) questionnaire (Dixon, Hultsch & Hertzog,
1988). The seven constructs of metamemory were represented by 108 items. The
questions were amended to be more specific in terms of the password man-
agement context (see Appendix 1 and Table 3). Like the original MIA, items
were statements and questions followed by a 5-point Likert scale (for more de-
tails of the MIA, please see below). All metamemory constructs were examined
for construct validity, and showed to have a good internal consistency
(Cronbach’s alpha): Strategy (0.71), Task (0.84); Capacity (0.89); Change (0.84);
Anxiety (0.92); Achievement (0.84); Locus (0.72). Password reuse was an addi-
tional construct that was measured through items from the Password MIA, and
additional password related questions; this construct too, showed good internal
consistency (0.77). All results were computed by taking the mean score for each
construct for each participant. All seven constructs were entered into the
framework to keep the comparison between memory in general and memory in
the password context, consist.



50

TABLE 3: Metamemory In Adulthood (MIA), and Password MIA constructs

Construct

Definition

Sample Item

Strategy

Strategy (password)

Task

Task (password)

Capacity

Capacity (password)

Change

Change (password)

Anxiety

Anxiety (password)

Knowledge and use of
memory strategies
(+ = high use)

Knowledge of basic
memory processes

(+ = high knowledge)

Beliefs about one’s own
memory capacities
(+ = high capacity)

Perception of the change
in one’s own memory
capabilities

(+ = stability)

Anxiety and/or percep-
tion of the relationship
between anxiety and
memory performance

(+ = high knowledge)

When you are looking for
something you have recently
misplaced, do you try to re-
trace your steps in order to
locate it?

If you have forgotten your
password, do you use a lot of
mental effort in trying to
remember it?

For most people, facts that
are interesting are easier to
remember than facts that are
not.

For most people, passwords
that are meaningful are easier
to remember than passwords
that are not.

I am good at remembering
names.

I am good at remembering
passwords.

The older I get the harder it is
to remember clearly.

The older I get the harder it is
to remember my passwords
clearly.

I feel anxious if I have to
introduce someone I just met
to another person.

I feel anxious if I have to use
a password I haven’t used for
a long time.
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Achievement Perception of one’s own It doesn’t bother me when
motivation to perform my memory fails.
well in memory tasks

Achievement (+ = high achievement) It doesn’t bother me when I
(password) can’t remember my
passwords.
Locus Perceived sense of con- It's up to me to keep my
trol over memory skills  remembering abilities from
(+ = internal locus) deteriorating.
Locus (password) It's up to me to keep my

password remembering
abilities from deteriorating.

Password reuse Perceived rates of pass- Do you reuse passwords (use
word reuse exactly the same password)
(+ = high rates of reuse)  for more than one account?

The second part of the study examined participants’ memory performance
and metamemory, using memory performance tasks and the MIA questionnaire.

2.5.2.3 Memory performance
The human memory is incredibly complex; it encodes, retains and retrieves in-
formation, and plays an important role in our perception (Baddeley, 2009).
Therefore, to represent participants’ memory performance, three type of
memory performance were examined: digit span, immediate recall, and long-
term recall. Digit span and immediate recall represent the performance of the
short-term memory, while long-term recall represents long-term memory per-
formance (Baddeley, 2009). Digit span performance is tested using an increasing
sequence of numbers presented for memorization. Free-recall memory tasks
have been used often to test LTM performance, using word-lists presented for
memorization, and then recalled in any order (Beaudoin & Desrichard, 2011;
Dixon & Hultsch, 1983a; Glass et al., 2005; Hertzog, Dixon & Hultsch, 1990b;
Lineweaver & Hertzog, 2010).

The free-recall word-lists were taken from the Auditory-Verbal Learning
Test (AVLT) (Rey, 1964). The word-lists are shown in English in Table 4 and
Appendix 2. For the purposes of this study, this test was given as a visual test of
memory, not verbal. Free-recall tests can be presented either visually or verbally
(Baddeley, 2009b; Lezak, 1995); and as in this case, memory performance was
being compared with password recall, therefore, a visual presentation was con-
sidered more appropriate, as passwords are visually learned. The second
memory test, to measure digit span was taken from the Wechsler Memory Scale
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- Revised (WMS-R) (Wechsler, 1987). The list of number sequences is shown in
Table 4 and Appendix 2.

For analysis, the total memory score for each participant was calculated,
which included the immediate recall and the long-term recall, as an overall
score for the participants’” general memory recall performance. However, all
three memory performance scores (digit span, immediate recall, and long-term
recall) were analyzed separately, in connection to metamemory, password re-
call and password reuse to gain a more in-depth understanding of any potential
relationships.

TABLE 4: Free-recall word-lists and digit span number sequences

First word-list Second word-list Digit span number
(in English) (in English) sequence
summer table 6-2-9
curtain bird 3-7-5
coffee shoe 5-4-1-7
leaf sample 8-3-9-6
school mountain 3-6-9-2-5
factory branch 6-9-4-7-1
track church 9-1-8-4-2-7
jacket glass 6-3-5-4-8-2
ship cloud 1-2-8-5-3-4-6
treatment wall 2-8-1-4-9-7-5
nose food 3-8-2-9-5-1-7-4
home car 5-9-1-8-2-6-4-7
color village
pike step
river fish

25.24 Metamemory

Metamemory was measured by means of the extensively used Metamemory In
Adulthood (MIA) questionnaire (Bacon, Huet & Danion, 2011), developed by
Dixon, Hultsch and Hertzog (1988). It is a multifactor instrument presenting
questions and statements followed by a 5-point Likert scale, measuring memory
knowledge, memory beliefs, and memory-related affect, over seven scales with
a total of 108 items (Dixon & Hultsch, 1983; Dixon, Hultsch & Hertzog, 1988;
Hertzog et al., 1987). The seven scales include Strategy, Task, Capacity, Change,
Anxiety, Achievement, and Locus (reported in Table 3). The MIA is well known
for its psychometric properties, and several studies have reported that it is fac-
torial valid and internally consistent (Dixon & Hultsch, 1983; Dixon, Hultsch &
Hertzog, 1988; Glass et al., 2005; Hertzog et al., 1987). In this current study all
metamemory constructs were examined for construct validity, and showed to a
good internal consistency (Cronbach’s alpha): Strategy (0.70), Task (0.79); Ca-
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pacity (0.79); Change (0.89); Anxiety (0.84); Achievement (0.76); Locus (0.81). All
results were computed by taking the mean score for each construct for each par-
ticipant.

2.5.3 Procedure

All participants completed exactly the same tasks for the duration of the whole
study. The study included a 12-week password recall stage, the completion of
the Password MIA questionnaire, a memory performance test, and finally the
completion of the original MIA questionnaire.

2.5.3.1 Password recall

During the 12 weeks, two passwords were created in weeks 1, 2, 4, 6, 8 (totaling
10 passwords). Three passwords on average, (week 1 recalled 2 passwords, and
in week 12, 10 passwords were recalled) were recalled every week. Participants
were given three attempts to correctly recall their passwords each time - the
website monitored all password input, including all errors. Over the 12 weeks,
more than 3500 passwords were collected for these participants.

2.5.3.2 Password metamemory

The participants were asked to complete the Password MIA questionnaire (see
Appendix 1) after their password recall, and before they took part in the
memory performance test. The questionnaire was sent out electronically, and
was completed via their computer or in hard copy.

2.5.3.3 Memory performance test and metamemory

The participants were presented with a PowerPoint presentation with instruc-
tions about what they could expect from the test (see Appendix 2). PowerPoint
was used as a convenient way of consistently presenting the test items, visually,
and also for the same period of time, as the test was timed through the presen-
tation of slides. The instructions were in English; however, the word-lists (free-
recall) were in the participants’” mother-tongue language, which was confirmed
before the study started. The word-lists were in the participants” first language,
so there would not be any unfair advantage given to Finnish participants. When
the test began the first list of 15 words was presented to the participants for one
minute (word-lists are reported in Table 4). During this time the participants
were required to memorize the words. Immediately after, the screen would go
blank and the participants would then have one minute to immediately recall as
many words as possible, in any order (to measure STM). After the recalling mi-
nute, the same first word-list would appear again, and the participants had one
minute to learn as many words as possible. Then the screen would go blank,
and they would have, again one minute to recall as many words as possible.
This was repeated four times, so in total, the participants would be presented
with the same word-list five times, and asked to recall them five times; this rep-
etition would show a learning curve. The sixth list represented to the partici-
pants was the second word-list. Again, like before, this list was shown for one
minute, then the participants would have to recall as many words as possible,
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just from the second list; this was to elicit memory interference. Following the
recall of the second word-list, the participants were then asked to recall as many
words from the first list as possible, again giving one minute for recall.

Following the free-recall task, the participants were presented with further
instructions regarding the digit span test. When the test began the participants
were presented with a sequence of three numbers, and given one second to
memorize them. The screen would then go blank, and they would have one
second to recall the numbers in the correct order. The participants would then
be presented with another sequence of three numbers, again given one second
to learn them, and one second to recall them in order. Every two sequences
would increase in number from three to eight numbers (shown in Table 4). As
the sequence of numbers increased, so did the amount of time the participants
had to learn and recall the sequences.

The participants were then asked to complete the MIA questionnaire. Fol-
lowing the questionnaire, the participants were asked to recall as many words
from the first word-list as possible. This recall and the last one just before the
digit span test, were measures of LTM recall.

2.6 Results

There was a large amount of quantitative (objective and subjective) data collect-
ed during both parts of the study. Over 3500 passwords were collected and ana-
lyzed; and measured password correct recall. The memory performance data
measured digit span, immediate recall, and long-term recall. For an overall
memory performance score, immediate recall and long-term recall were totaled
to give a generalized performance score, as recall scores were being compared
to password recall performance. Although, there was an overall memory score,
all three individual scores were analyzed to see if there was any effect.
Metamemory was represented through the constructs of the MIA questionnaire;
as were the Password metamemory scores, represented by the constructs of the
Password MIA questionnaire.

2.6.1 Model Testing

To test the Password Metamemory Framework, a correlation design was used
to analyze the relationships between memory performance, password correct
recall, and password reuse. To examine the predictive qualities of the
metamemory constructs on memory performance; the password metamemory
constructs on password correct recall; and the password metamemory con-
structs on password reuse, multiple regression tests were employed. The results
of the statistical analyses are presented in Table 5 and Table 6; and the results of
the hypotheses testing are shown in Table 7. All results are represented in Fig-
ure 4.
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Factor correlation Pearson’s r p
Memory Password correct -0.109 0.231
performance recall
Memory Password reuse -0.193 0.208
performance
Password correct Password reuse 0.205 0.266
recall
TABLE 6: Multiple regression analysis results
Factors Significant predictor ~ Significant predictor ~ Std. Sig.
variables variables (Password
(metamemory) metamemory)
Memory Adj R?=0.519;
perfor- F=17.91, p< 0.001
mance Strategy 0391  <0.001
Capacity 0.315 0.011
Task 0.241 0.044
Password Adj R?=0.838;
correct F=61.56, p< 0.001
recall Capacity 0.310 <0.001
Locus 0316  <0.001
Achievement 0.296 0.002
Task 0.214 0.044
Password  Adj R?=0.082; F=5.18, Adj R?=0.178;
reuse p=0.028 F=2.46, p=0.034
Anxiety Anxiety 0318/  0.028/
0.313 0.048
Capacity -0.663 0.033
TABLE 7: Results of hypotheses testing
Hypotheses
1: There will be no significant correlation between memory Supported
performance and password correct recall.
2a:  Strategy (metamemory) will have a significant positive Supported

effect on memory performance.
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2b:

2c:

2d:

2e:

2f:

2g:
3a:
3b:
3c:
3d:

3e:

3f:

3g:
4a:
4b:
5a:
5b:
5c:
5d:

5e:

5f:

5g:

Task (metamemory) will have a significant positive effect
on memory performance.

Capacity (metamemory) will have a significant positive
effect on memory performance.

Change (metamemory) will have a significant positive
effect on memory performance.

Anxiety (metamemory) will have a significant positive
effect on memory performance.

Achievement (metamemory) will have a significant
positive effect on memory performance.

Locus (metamemory) will have a significant positive effect
on memory performance.

Strategy (password metamemory) will have a significant
positive effect on password correct recall.

Task (password metamemory) will have a significant
positive effect on password correct recall.

Capacity (password metamemory) will have a significant
positive effect on password correct recall.

Change (password metamemory) will have a significant
positive effect on password correct recall.

Anxiety (password metamemory) will have a significant
negative effect on password correct recall.

Achievement (password metamemory) will have a
significant positive effect on password correct recall.

Locus (password metamemory) will have a significant
positive effect on password correct recall.

There will be no significant correlation between memory
performance and password reuse.

There will be no significant correlation between password
correct recall and password reuse.

Strategy (password metamemory) will have a significant
positive effect on password reuse.

Task (password metamemory) will have a significant
negative effect on password reuse.

Capacity (password metamemory) will have a significant
negative effect on password reuse.

Change (password metamemory) will have a significant
negative effect on password reuse.

Anxiety (password metamemory) will have a significant
positive effect on password reuse.

Achievement (password metamemory) will have a
significant positive effect on password reuse.

Locus (password metamemory) will have a significant
negative effect on password reuse.

Supported

Supported

Supported

Supported

Supported
Supported
Supported

Supported

Supported

Supported
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FIGURE 4: Summary of the results showing the relationships between metamemory,
memory performance, password recall, password metamemory and password reuse.

2.6.1.1 The relationship between memory performance and password correct
recall

A correlation design was employed to examine the relationship between
memory performance and password correct recall. Due to H1 being proposed
as a null hypothesis, a post hoc power analysis was performed using R STUDIO
(version 0.98.1103), and showed a good level of statistical power (0.82). The cor-
relation analysis showed that there was no significant correlation between
memory performance and password correct recall (r = -0.109, p = 0.231), sup-
porting H1. With further analysis, there was also no relationship between digit
span and password correct recall (p = 0.238), nor immediate recall (p = 0.215),
nor long-term recall (p = 0.293), further supporting H1.

2.6.1.2 Metamemory predicting memory performance
To examine the constructs of metamemory and the predictive qualities towards
memory performance, a stepwise multiple regression test was used. Based on
the MIA questionnaire scales, the metamemory predictor variables were: Strat-
egy, Task, Capacity, Change, Anxiety, Achievement, and Locus. Although pre-
vious research has established a relationship between Strategy, Task, Capacity
(Dixon & Hultsch, 1983a) in predicting memory performance; for nomological
validity all metamemory constructs were entered into the model.

The analysis reported that there were three significant predictors of
memory performance: Strategy was the best predictor variable (p < 0.01), fol-
lowed by Capacity (p = 0.11), and then Task (p = 0.044). These results were ex-
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pected due to previous research (Dixon & Hultsch, 1983a), and therefore, H2a -
¢ was supported.

2.6.1.3 Password metamemory predicting password correct recall

A stepwise multiple regression test was employed to investigate the predictive
factors of password metamemory on password correct recall. Taken from the
Password MIA questionnaire, the seven predictor variables were: Strategy, Task,
Capacity, Change, Anxiety, Achievement, and Locus.

The results showed that there were four significant predictor variables of
password correct recall: Capacity was the strongest predictor (p < 0.01), fol-
lowed by Locus (p < 0.01), then Achievement (p = 0.02), and finally, Task (p =
0.044). Therefore, H3b, ¢, f and g were supported, while H3a, d, and e were not
supported, emphasizing a password security contextual difference in the rela-
tionship between metamemory and memory performance.

2.6.1.4 The relationship between memory performance and password reuse
To analyze the relationship between memory performance and password reuse,
a correlation design was employed. As H4a was proposed as a null hypothesis,
a post hoc power analysis was conducted using R STUDIO, and showed a good
level of statistical power (0.80). The correlation analysis revealed that there was
no relationship between memory performance and password reuse (r =-0.193, p
= (0.208), supporting H4a. When examining the individual memory performance
scores, there was no correlation between password reuse and digit span (p =
0.374), immediate recall (p = 0.063), and long-term recall (p = 0.190), further
supporting H4a.

2.6.1.5 The relationship between password correct recall and password reuse

A correlation design was employed to examine the relationship between pass-
word correct recall and password reuse. H4b was proposed as a null hypothesis,
and therefore, a post hoc power analysis was conducted using R STUDIO, and
revealed a good level of statistical power (0.84). The correlation analysis
showed that there was no significant correlation between password correct re-
call and password reuse (r = 0.205, p = 0.266), supporting H4b.

2.6.1.6 Password metamemory predicting password reuse

To examine the constructs of password metamemory to show any predictive
value towards password reuse, a multiple regression test was performed. The
scales from the Password MIA were examined in relation to password reuse,
and were measured as predictor variables: Strategy, Task, Capacity, Change,
Anxiety, Achievement, and Locus.

The analysis revealed that there were two significant predictor variables of
password reuse: Anxiety was the best predictor (p = 0.048), followed by Capaci-
ty (p = 0.033). H5¢c and e were supported, whereas, H5a, b, d, f, and g were not
supported.

With further analysis, the constructs of the (memory) metamemory were
examined to investigate any relationship with password reuse. The results
showed that there was one predictor variable of password reuse, and this was
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Anxiety from the MIA questionnaire (p = 0.028), revealing that anxiety plays a
key role in reusing passwords.

2.7 Discussion

2.7.1 New contributions

Users claim they cannot remember all their passwords, and feel justified for
adopting insecure password behavior as a result of their memories limitations
(Biddle et al., 2012; Duggan et al., 2012; Gaw & Felten, 2006). Hence, the focus of
this study has been primarily to investigate whether poor password recall is
related to poor memory capabilities. Therefore, the first contribution of this
study was that there was no relationship found between correct password recall
and memory performance. These results demonstrate that poor password recall
is not related to having a “poor” memory. These findings are important as they
can provide users with valuable knowledge that could lead to an increase in
password correct recall, and reduce password reuse behavior.

Based on the results that there was no relationship between memory per-
formance and correct password recall, this has resulted in the questioning of
whether there are other factors involved in poor password recall. As
metamemory is considered a significant factor in memory performance (Hert-
zog, Dixon & Hultsch, 1990a), the second focus of this study was to investigate
the involvement metamemory could have in password recall. The second new
finding was that there were no constructs from the (memory) metamemory
scale that could predict password correct recall (p = 0.062, overall). Therefore,
(memory) metamemory was not related to password recall. This was an unex-
pected and important finding as the results from this study confirmed that the
(memory) metamemory constructs of Strategy, Capacity and Task together,
could predict memory performance. What this means is that an understanding
of memory retrieval strategies, an understanding of the persons” memory ca-
pacity and performance, and an understanding and knowledge of how the
memory works in general, best predicts memory performance, but not pass-
word correct recall. These results showed there was no relationship between the
(memory) metamemory constructs and password correct recall. This illustrates
the need for password security context-specific instruments, especially when
examining factors as complex as the human memory and metamemory, within
the IS context.

With that last point in mind, the MIA questionnaire was adapted to repre-
sent operational measures of the conceptual framework presented for the pass-
word security context, which revealed the next new finding. This new finding
showed that together, the (password) metamemory constructs of Capacity, Lo-
cus, Achievement, and Task could predict password correct recall. Therefore,
users who believe they have more memory capacity to remember their pass-
words correctly, believe they have more control over remembering their pass-
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words, who are more motivated to remember their password correctly, and un-
derstand what makes passwords more memorable, have a better password cor-
rect recall rate.

The next new contribution highlights the differences between predictive
metamemory constructs in the password security and memory (in general) con-
texts. The constructs of password metamemory that could predict password
recall were different than those found between (memory) metamemory and
memory performance. Both Capacity and Task were present in both models.
However, with the application of metamemory to the password context, the
predictive constructs diverged from what was expected. Locus and Achieve-
ment were present in the password context part of the framework, while Strate-
gy was absent. It could be argued that Locus and Achievement were present in
the password context, as they represent control over the users’ ability to re-
member their passwords, and their motivation towards remembering their
passwords. Motivation and control have both been found to be related to pass-
word behavior (Zhang & McDowell, 2009), when users’ believe they have less
control, are less motivated to learn and remember stronger passwords. Strategy
on the other hand was not found to predict password recall, whereas it was
found to predict memory performance. Strategy has been discovered on nu-
merous occasions to predict memory performance, so what is different about
the password context? When you consider what password memory strategies
are, and in relation to memory strategies, one can see why the results are differ-
ent. In (memory) metamemory, making a note, writing down, making associa-
tions with other similar memories are considered good strategies, and aids
memory performance. However, writing passwords down, sharing them, reus-
ing them, is considered bad password security practices. Therefore, whereas
perceived capacity of ones” memory, knowledge of memory strategies, and un-
derstanding how the memory functions in general is related to memory per-
formance; within the password context, there is a different picture. Perceived
capacity of how many passwords can be remembered correctly, what level of
control the users’ perceives they have over remembering their passwords, their
level of motivation to remember their password, and understanding what
makes password more memorable are relevant factors in password correct re-
call, different to the general recall context. These differences are important as it
emphases the need for IS-specific measurements, and secondly, it illustrates to
the need to focus on perceived control and motivation to remember passwords.

Users adopt insecure password behaviors such as password reuse as a re-
sult of being unable to remember all their passwords (Gaw & Felten, 2006;
Grawemeyer & Johnson, 2011). However, this study has found no relationship
between password recall and memory performance. This has led us to question
the involvement of memory capabilities in the justification of password reuse.
This study’s third focus was to investigate the relationship between password
reuse, password recall, and memory performance; and whether metamemory,
or more specifically password metamemory was involved. The next new con-
tributions were that the results revealed there was no relationship between
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memory performance and password reuse, and there was no relationship be-
tween password correct recall and password reuse. These findings are against
the current wisdom in the literature: users belief that they have to adopt inse-
cure password reuse, because they cannot remember their passwords, or there
are too many passwords for their memory to cope with (Biddle et al., 2012;
Duggan et al., 2012; Gaw & Felten, 2006). The findings of this study show that
memory performance, and password correct recall are not the reasons for inci-
dences of password reuse (not directly, anyway); thus, there must be another
cause. Therefore, further analysis of metamemory (memory and password) and
password reuse, revealed some very interesting results: the constructs of pass-
word metamemory were initially examined in reference to password reuse; we
then looked to (memory) metamemory to see if there were any other effects.
The fourth new finding from his study was that two of the password
metamemory constructs had an impact on password reuse. Both Anxiety and
Capacity significantly predicted password reuse. This means that users with
higher levels of anxiety towards their memory for passwords, and perceived
lower memory capacity for remembering passwords, are more likely to reuse
their passwords. Furthermore, the analysis of the (memory) metamemory con-
structs with password reuse, revealed that the only construct related to pass-
word reuse was also Anxiety. These finding highlight the important role that
metamemory plays, in not only password correct recall, but also password re-
use.

Overall, these results support the Password Metamemory Framework,
bringing to light the complex relationships (or lack of relationships), between
memory performance and password recall; and give an interesting insight into
factors that contribute to password correct recall and password behaviors, such
as password reuse.

2.7.2 Implications for practice

Password memorability is reported as one of the key issues in IS practice (Sipo-
nen & Vance, 2010). Password memorability problems lead to passwords being
forgotten, which results in increased costs pertaining to password resetting, in
terms of money, time and convenience (Brown et al., 2004; Tari et al., 2006).
Second, password memorability problems, and a fear of forgetting passwords
result in insecure password practices such as password reuse, which increases
the risk of accounts being hacked (Ives et al., 2004). Previous research suggests
that users cannot cope with multiple passwords because of memory limitations
(Chiasson et al., 2009; Duggan et al., 2012; Gaw & Felten, 2006). However, the
results of this study suggest that correct password recall is not related to good
or bad memory capabilities, nor does password reuse, but it is related to the
perceptions of these capabilities. If users were made aware of these findings, the
implications for practice would impact on both organizations and the home-
user.

The implications are similar for both organizations and home-users.
Awareness that password memorability is not related to how good users mem-
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ories are could result in increased policy compliance, with regards to creating
stronger passwords, and the reduced need to write passwords down (Biddle et
al., 2012; Chiasson et al., 2009; Duggan et al., 2012; Gaw &Felten, 2006); as users
have more motivation to learn and recall their passwords, and through pass-
words becoming more memorable. Second, through passwords being more
memorable, there would be fewer instances of passwords being forgotten and
the consequences of password resetting, in terms of money, time and conven-
ience. The third implication is that due to the increased memorability of pass-
words, and reduction of insecure password behaviors, information assets
would be more secure, and organizations would be less vulnerable to security
breaches; while home-users could also be more secure, and reduce the conse-
quences of security breaches.

2.7.3 Limitations and future research

For this study a laboratory experimental design was chosen due to the precision
needed to test the human memory and objective password recall. Laboratory
experiments are considered to have their strengths and weaknesses (Dennis
&Valacich, 2001); whereas they can be strong in terms of precision and control
(Dennis & Valacich, 2001; Liu & Myers, 2011), they can be weak in terms of gen-
eralizability (to populations) and realism (for the participant), (McGrath, 1982).
However, many scientists regard realism to be not as important as precision
(Friedman, 1953), and therefore, laboratory experiments are a popular method
of data collection in IS research (Liu & Myers, 2011). Furthermore, as creating
and recalling passwords in a realistic setting would have issues pertaining to
security, in terms of what could be monitored; previous password studies often
employ a laboratory methodology (Nelson & Vu, 2010; Vu et al, 2007;
Wiedenbeck et al., 2005; Zhang et al., 2009).

Another limitation was that password reuse was measured by means of
participants reporting their perceived rates of reuse. The reasons for this were
that if participants were allowed to reuse their passwords, this would have had
an effect on password recall, due to type of passwords rather than memory per-
formance.

Previous research suggests that users” password memorability problems
are based on the users’ memory capabilities to cope with multiple passwords
(Chiasson et al., 2009; Duggan et al., 2012; Gaw & Felten, 2006). However, this
critical assumption has not been examined empirically in terms of if users’
memories are actually unable to cope or not. This issue is central to future
password research because if insecure password practices result from poor
memory, then future research should put premium on the development and use
of memory techniques or password management systems to cope with the
memory problem. If, on the other hand, the problem is not related to memory
performance, but users’ inaccurate perception of their memory limitations, then
future research need to examine why this is the case and how such false percep-
tion can be improved. In this study we solved this riddle: password correct re-
call is not related to good or bad memory.
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From the results of this study, memory performance was shown to be
predicted by specific metamemory constructs; whereas password recall had
different metamemory contributing constructs. Future research needs to exam-
ine the differences in contributing factors dependent on the password context,
and to gain a better understanding of the complex relationships between pass-
word metamemory and password recall, to eventually increase the memorabil-
ity of passwords and reduce insecure password practices.

This study finally examined password reuse and its relationships to pass-
word recall, memory recall and password metamemory. These results revealed
a surprising relationship with anxiety, as an important contributing factor to
password reuse. Further investigation of anxiety is warranted as a predicting
factor in password reuse, from both metamemory in general, and within the
password context, to gain a better understanding of the users’ beliefs, and ways
in which to reduce password reuse behavior.

2.8 Conclusions

It is widely believed that users” adoption of insecure password behaviors, such
as password reuse, is a result of users’ memory capabilities, and their inability
to cope with multiple passwords. In this study the Password Metamemory
Framework was proposed which not only argues that this is a misconception,
but offers a new perspective on examining password recall, users’ inabilities to
recall multiple passwords, and password reuse. Our results show that correct
password recall had no correlation to the memory capabilities of the user, but
was correlated to the users’ perceptions of their capacity to recall passwords
correctly, their control over their memory for passwords, their level of motiva-
tion to remember passwords, and their understanding of how passwords can be
made more memorable. Furthermore, password reuse is not related to memory
performance or password recall. When the users’ claim they reuse their pass-
words because “they have too many passwords”, or “their memory cannot
cope”, the results of this study suggests that it is not about their actual memory
capabilities, but due to their perceptions towards their capacity to remember
passwords, their anxiety towards remembering them, and their anxiety towards
their memory in general. Therefore, users” with high levels of anxiety towards
remembering their passwords, regardless of the memories actual capabilities,
are more likely to reuse their passwords.

The Password Metamemory Framework and the results from this study
have new important implications for IS password practice as through challeng-
ing users’ perceptions of their memory capabilities towards remembering their
passwords, it can first, undermine their justification for adopting insecure
password practices, such as password reuse. Second, it can lead to increased
password memorability. Third, it can therefore, reduce the consequences of for-
getting passwords, in terms of money, time and convenience (e.g., employees
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being unable to log on to work systems, increased IT helpdesk costs, new pass-
words being sent without email encryption).



3 PASSWORD VERIFICATION: INCREASING PASS-
WORD MEMORABILITY, WHILE NOT INCONVEN-
IENCING THE USER

3.1 Abstract

An increase in the number of passwords needed in users’ lives is increasing in-
secure password behaviors (such as password reuse). Although, there are alter-
natives such as biometrics, due to costs and insufficient technology, passwords
are preferred as the main form of security authentication. Therefore, there is a
need for ways in which password memorability and security can be increased.
This would help elevate the consequences of forgetting passwords and security
breaches. In this study we turn to password verification - a part of the pass-
word process. In the majority of services and websites, users are required to
verify their passwords once after creating them by re-entering them immediate-
ly. In this study, participants were allocated into three groups where they were
asked verify their passwords once (control group); twice, and three times (two
experimental groups). Through applying repetition in learning to the password
process, the literature would suggest that this would have significant effects on
password memorability. However, as previous IS research has discovered
password behavior is not that straightforward. Previous research has found a
trade-off between password security and memorability. More recently, studies
are suggesting that user convenience is also an important factor. Therefore,
simply increasing the number of password verification times would not neces-
sarily reduce insecure password behavior, as user inconvenience could also be
affected. We therefore, also examine user convenience, and the effects of in-
creasing password verification times on convenience levels. The results suggest
as to be expected, that password memorability increased with the number of
verification times. However, the level of user inconvenience did not equally
respond; in fact user inconvenience was similar across groups. What this means
is that small changes to the password process, such as addition verification
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times, can have significant results on password memorably while not signifi-
cantly inconveniencing the user. The implications are that these results and
practical suggestions could ultimately have a positive effect on password secu-
rity.

3.2 Introduction

Passwords are the most prevalent method of authentication (Bang et al., 2012;
Vu et al., 2007). Over the past few years, as the number of accounts users have
accumulated has risen, so too has the number of passwords (Gaw & Felten,
2006; Notoatmodjo & Thomborson, 2009). Despite the fact that users are more
aware of security issues pertaining to password cracking; as a result of the
struggle users have to remember multiple passwords, they often employ inse-
cure password behaviors as coping strategies to aid password memorability
(Biddle et al., 2012; Campbell et al., 2006; Duggan et al., 2012; Gaw & Felten,
2006; Grawemeyer & Johnson, 2011; Notoatmodjo & Thomborson, 2009; Zhang
et al., 2009). This is a result from that the consequences of forgetting passwords
can be high, in terms of money for instance (Brown et al., 2004; Ives et al., 2004).
Organizations spend thousands each year on, not only resetting passwords, but
through the losses due to security breaches (Brostoff & Sasse, 2000; Hayashi et
al.,, 2012, Ives et al., 2004; Saastamoinen, 2014), when insecure password behav-
iors are adopted (Adams & Sasse, 1999; Biddle et al., 2012; Duggan et al., 2012;
Gaw & Felten, 2006; Grawemeyer & Johnson, 2011). These insecure password
behaviors include, password reuse, writing passwords down, sharing pass-
words, choosing weak passwords, and not changing passwords regularly (Ad-
ams & Sasse, 1999; Campbell et al., 2006; Guo, 2013; Zhang et al., 2009). Fur-
thermore, with users forgetting passwords, and adopting insecure password
behaviors, these actions are bringing into question the ultimate security of
passwords and future of the mechanism (Grawemeyer & Johnson, 2011). There
are alternatives to passwords, such as biometrics, and security tokens (Floréncio
& Herley, 2007; Keith et al., 2009). However, these alternatives are not as popu-
lar as passwords, due to the cost of implementation, etc. Therefore, currently
increasing the security and memorability of passwords is an important area of
research in Information Systems (IS) (Bonneau & Preibusch, 2010; Grawemeyer
& Johnson, 2011).

Previous IS research has approached investigating the issues pertaining to
password security through examining the password problem being a memory
problem (Adams & Sasse, 1999; Gaw & Felten, 2006; Grawemeyer & Johnson,
2011; Nelson & Vu, 2010; Wiedenbeck et al., 2005; Vu et al., 2007), and generaliz-
ing password security behavior as other security behavior (Crossler et al., 2013;
Jenkins et al., 2014; Johnston et al., 2015; Pahnila et al., 2007; Vance et al., 2013;
Workman, et al., 2008). Through the first stream of research, studies have found
that there is a trade-off between password security and password memorability
(Vu et al., 2007; Zhang et al., 2009); for example, users will choose easily cracked
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passwords as they may have meaning to the user, and therefore be more mem-
orable (Nelson & Vu, 2010; Wiedenbeck et al., 2005). However, researchers are
finding that convenience is also a factor that is influencing password security
and memorability (Bang et al., 2012; Hoonakker et al., 2009; Jenkins et al., 2014;
Tam et al., 2010; Thing & Ying, 2009). Inconvenience caused to the user within
the password context, would refer to the inconvenience experienced when time
and mental effort is spent on the password process (creating, learning, and re-
calling passwords) (Jenkins et al.,, 2014; Renaud & De Angeli, 2004; Zhang &
McDowell, 2009). An example of this would be when a user has to change a
password, and takes the time to create a new one that meets the password poli-
cy requirements of the service. In previous research user convenience is a very
new concept in this area of research and therefore, is still in the process of being
defined. Nevertheless, they suggest that the inconvenience experienced by the
user while engaging in the password process can lead to the adoption of inse-
cure password behaviors, e.g. not changing their passwords regularly. There-
fore, when considering ways in which to increase password memorability
and/or security, one has to consider the convenience factor, as it can have an
effect the users’ memory and security behavior (Duggan et al, 2012; No-
toatmodjo & Thomborson, 2009; Tam et al., 2010; Weir et al., 2009).

In this study, we turn to password verification - a part of the password
creation stage - where the user is asked after creating their password, to re-
enter it. Can we exploit a stage in the password process to increase the memo-
rability of passwords? Through increasing the number of times in which a user
is required to verify their password, could it have an effect on the memorability
of that password? However, through increasing the number of times of pass-
word verification, this would increase the amount time given to the password
process, which would surely increase user inconvenience. Therefore, we will
examine the balance between memory and convenience, to see whether a small
increase in the number of verification times has a significant effect on password
memorability, and on user convenience.

We test our hypotheses using a laboratory experimental design, involving
participants creating and recalling passwords on a web-based system. We ex-
amine the effects of three experimental conditions (verifying passwords x1, x2,
x3) on password recall, and user convenience of verifying their passwords at
the creation stage. Our findings suggest that through increasing the number of
times a password is verified will have a positive effect on password memorabil-
ity, while not having a considerable effect on the users’ convenience levels.

The rest of the paper is organized as follows: Section 2 we discuss the pre-
vious research in examining password security, memorability and user conven-
ience. In section 3 we examine memory theories and more specifically theories
of learning and retention, and develop our hypotheses. In section 4 we describe
the methodology used. Then present our findings in section 5. Finally, we dis-
cuss our findings and their implications in section 6 and 7.
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3.3 Previous research

Password authentication is the most popular security (Keith et al., 2009; Zhang
et al, 2009). This is due to alternatives, such as biometrics being costly and not
widely accepted (Floréncio & Herley, 2007; Keith et al., 2009). Hence, password
security is still an important issue that needs addressing, in terms of making
passwords more secure, more memorable, and managing password security
behavior that users adopt. One of the major issues with the mechanism is the
number of passwords in which a user requires in their every-day life (Chiasson
et al., 2009; Lin et al., 2013; Zhang et al., 2009). With an increase in internet us-
age, the number of accounts, and therefore passwords, has just exploded over
the past few years (Sharma & Sefchek, 2007). However, this escalation has re-
sulted in a snowballing of insecure passwords behaviors, as a result of users’
memories being unable to cope with the sheer numbers of passwords to learn
and remember (Biddle et al., 2012; Duggan et al., 2012; Gaw & Felten, 2006;
Grawemeyer & Johnson, 2011). These insecure password behaviors can include
password reuse, writing passwords down, sharing passwords, creating weak
passwords, and not changing passwords regularly (Adams & Sasse, 1999;
Campbell et al., 2006; Guo, 2013; Inglesant & Sasse, 2010; Zhang et al., 2009).
Many users employ these behaviors as they see them as coping strategies to
help them remember their passwords, regardless of the potential security risks
to their accounts and their employers’ accounts (Gaw & Felten, 2006; No-
toatmodjo & Thomborson, 2009). This disregard for security comes at a cost to
both organizations and the users themselves, as insecure password behaviors
can lead to unauthorized access to accounts, forgetting passwords, and incon-
venience in terms of resetting and restricted authorized access (Brown et al.,
2004, Hayashi et al., 2012, Inglesant & Sasse, 2010; Tari et al., 2006; Vu et al.,
2007).

3.3.1 Trade-off: password security vs. password memorability

Previous research suggests that there is a trade-off between password security
and password memorability (Vu et al., 2007; Zhang et al., 2009). Strong versus
weak passwords; and meaningful passwords are preferred over random pass-
words (Marquardson, 2012; Nelson & Vu, 2010; Sasse et al., 2001, Wiedenbeck
et al., 2005). The security of passwords is compromised for more memorable
passwords. However, just because a password is random, and therefore strong,
it does not mean that it isn’t meaningful to the user (Sasse et al., 2001). Nonethe-
less, users are more concerned with remembering their passwords than secur-
ing information (Grawemeyer & Johnson, 2011). Therefore, more often than not,
weak passwords are created, and passwords are reused and written down as a
coping strategy for cognitive offloading (Grawemeyer & Johnson, 2011; Zhang
et al., 2009).
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3.3.2 Trade-off: password security, password memorability, user conven-
ience

The authentication mechanism should be: secure, memorable, usable, and con-
venient, i.e. not too time-consuming (Renaud & De Angeli, 2004). Inconvenience
experienced as a result of the authentication mechanism is due to the process
being time-consuming, when creating passwords (including changing pass-
words), and recalling passwords (Jenkins et al., 2014; Renaud & De Angeli,
2004).

Studies are beginning to observe that convenience is also an important
contributing factor in insecure password behavior (Jenkins et al., 2014; Tam et
al., 2010); and that there is a trade-off between password security and conven-
ience (Bang et al., 2012; Tam et al., 2010; Weir et al., 2009). A study by Tam et al.
(2010), reported users saying “If I have to, I can remember my password even if
it is complex, but I'd rather not put the mental effort into it. I'd rather write it
down and tape it to my computer because it is more convenient . . . one less
thing to be bothered with”. Issues with password memorability and forgetting
passwords can be an expensive security issue, as well as lead to user inconven-
ience (Al-Ameen et al., 2015). Users are motivated by and prioritize minimizing
inconvenience over increasing security, and adapt their behavior accordingly
(Duggan et al., 2012; Notoatmodjo & Thomborson, 2009; Tam et al., 2010; Weir
et al., 2009). Moreover, password policy requirements increase the effort users
expend on the password process (Inglesant & Sasse, 2010). Therefore, the in-
convenience experienced by the user can result in insecure password practices
(Tam et al., 2010). Examples of these insecure behaviors are that users will fre-
quently create passwords that are easy to remember, as they are considered
more convenient, and therefore aids memory limitations (Campbell et al., 2011;
Zhang & McDowell, 2009). Changing passwords is also considered inconven-
ient, and therefore, user will not change their passwords regularly (Bang et al.,
2012; Furnell, 2013; (Gaw & Felten, 2006; Zhang & McDowell, 2009). Another
insecure password behavior is password sharing; users will sometimes share
passwords, not necessarily because they are incapable of remembering them,
but because it is a convenient practice, even though they are aware of the secu-
rity implications (Cheroen et al., 2008).

“When users perceive inconvenience and have to pay a price of time and
effort, they are usually reluctant to adopt the recommended action” (Zhang &
McDowell, 2009). Therefore, more research is needed to examine the trade-off
between convenience, memorability, and security (Hoonakker et al., 2009; Weir
et al., 2009).

3.4 Theoretical background

IS researchers have studied memory theory to attempt to make passwords more
memorable, and easier for our brains to process while learning and remember-
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ing (Nelson & Vu, 2010; Sasse, et al., 2001; Vu, et al., 2007; Zhang et al., 2009). In
this section we will examine several memory theories to gain an understanding
of some of the processes involved in learning and recalling, including repetition
and rehearsal, and how they affect the password process.

3.4.1 Memory theories

Atkinson and Shiffrin (1968) proposed the stages of memory theory. This prom-
inent theory suggests that the human memory is composed of three memory
stores, the sensory memory, the short-term memory (STM), and the long-term
memory (LTM). The sensory memory is thought to be an interface between per-
ception and memory. The STM, or working memory (updated by Baddeley and
Hitch (1974)) stores information for a brief period of time, while it is being pro-
cessed. The LTM stores information indefinitely after it has been processed,
ready for retrieval. When referring this theory to the password process, the
password would be observed and attended to by the sensory memory, it would
be learned and rehearsed in the STM/working memory, and stored (long-term)
in the LTM, ready for it to be retrieved.

When looking to memory theory to help with the issues of password
memorability, researchers have examined the LTM for storage and retrieval, in
terms of remembering and recalling multiple passwords (Adams & Sasse, 1999;
Nelson & Vu, 2010; Wiedenbeck et al., 2005; Vu et al., 2007; Zhang et al. 2009).
There have also been some studies that have examined the STM, with regards
to learning passwords and factors that affect it, such as cognitive load (Jenkins
et al, 2014; Marquardson, 2012), depth of processing (Nelson & Vu, 2010;
Wiedenbeck et al., 2005; Vu et al., 2007), and STM capacity limitations (Bang et
al., 2012; Proctor et al., 2002; Zhang et al., 2009).

The working memory (WM/STM) model was proposed by Baddeley and
Hitch (1974) which consists of several components that manipulate information
before it is transferred to the LTM, or is just forgotten. This processing and ma-
nipulation of information is what is considered as learning. However, the STM
has a limited capacity (Ling & Catling, 2012), this was first established by Miller
(1956) in his study on the “magical number seven” in information processing.
Miller argued that without error, the number of items that could be recalled
was usually 7 + 2. This limitation is an important factor in password memora-
bility, as security policies encourage users to create longer and longer pass-
words to increase security (Campbell et al., 2011; Marquardson, 2012). However,
users can get around this limitation, as through ordering information into
“chunks”, e.g., USA is one chunk of three larger items: “United States of Ameri-
ca”, this recoding of information allows more to be encoded and learnt (Badde-
ley, 2009b). Mnemonic passwords and passphrases work on the same principle,
additionally increasing the meaning of the password and therefore, the depth of
processing (Nelson & Vu, 2010; Vu et al., 2007).

Depth of processing approach proposed by Craik and Lockhart (1972)
suggests that information is processed on several levels. Therefore, with more
meaning, information will have many levels, e.g. the word “apple”, is processed
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visually, as the image, as the word, in terms of it being a fruit, in specific terms
as, maybe a person’s favorite fruit, etc. This information is processed more
deeply, and hence would be retained better. Several studies have shown that
the more levels of processing and deeper levels of meaning would show better
retention (Baddeley, 2009; Craik & Lockhart, 1972; Craik & Tulving, 1975). In
terms of passwords, Nelson & Vu (2010) suggested that through mnemonic
techniques meaning could be added to a password while keeping it still secure.

Cognitive load theory is refers to the amount of "mental energy" or effort
required to process information (Feinberg & Murphy, 2000). As the amount of
information increases, so does the cognitive load on our mental resources.
When the amount of information and instruction exceed the capacity and limi-
tations of our mental resources (as the working memory has a limited capacity
in processing information), it can become overloaded (heavy cognitive load),
and therefore learning reduces (Baddeley, 1992; Miller, 1956). Cognitive load
can affect password learning and recall (Jenkins et al., 2014; Marquardson, 2012).
Learning passwords requires users to concentrate and use their mental energy
to attend to the password. However, there can be distractions, such as attempt-
ing to meet password policies, people speaking, work tasks, or personal goals
which add to the cognitive load, as this information is processed concurrently
(Adams & Sasse, 1999; Jenkins et al., 2014; Notoatmodjo & Thomborson, 2009;
Zhang & McDowell, 2009). The number of passwords being learnt at one time
can also affect cognitive load; although this rarely happens in real life, as pass-
words are generally learned one at a time. The level of mental effort expended
to learn the password also effects how well it is stored and eventually retrieved
from the LTM (Nelson & Vu, 2010). Nelson and Vu (2010) found that users were
not putting enough effort, with no in-depth consideration, into creating their
passwords; and as a consequence, this would negatively affect their password
recall.

Therefore, capacity refers to the limitation in the amount of information
the STM/WM can process at one time; depth of processing involves increasing
the amount of areas in the brain involved with information processing and
memory consolidation; whereas, cognitive load refers to the mental energy re-
quired to coordinate these areas of the brain to process information and consol-
idate a memory. And so, having discussed these factors that affect learning, and
learning passwords; we will now look to how information is transferred from
the STM to the LTM in terms of repetition/rehearsal, and how repetition can be
incorporated into the password process to encourage this transfer.

3.4.2 Repetition/rehearsal, learning and transferring information to the LTM

Studying learning by scientific experimentation can be traced back to Ebbing-
haus in the mid-1880s (Baddeley, 2009a; Ranganath, et al., 2012). Ebbinghaus
discovered that repetition facilitates learning (Nelson, 1977), “as the number of
repetitions increases, the series are engraved more and more deeply and indeli-
bly” (Ebbinghaus, 1885). Repetition in learning is an important part of general
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memory theories. Atkinson & Shiffrin (1968) emphasized in their stages of
memory theory, the role of repetition in improving memorability.

“The process of rehearsal is repeating information over and over” (Gold-
stein, 2011, pp.173). There is a relationship between rehearsal and storage in
LTM (Jacoby & Bartz, 1972; Rundus & Atkinson, 1970). Through repetition or
rehearsal, information is kept or maintained for longer in the STM and subse-
quently transferred to the LTM (Atkinson & Shiffrin, 1968; Jacoby & Bartz, 1972;
Nelson 1977; Rundus & Atkinson, 1970).

However, over the years of psychological research, the understanding that
rehearsal alone, as means of transferring information from the STM to the LTM
has been brought into question (Nelson, 1977). Jacoby and Bartz (1972) pro-
posed that continuous rehearsal alone does not increase LTM storage. They
suggested that rehearsal may just insure that information is held in the STM;
the transfer of information from the STM to the LTM may be considered as a
different process (Jacoby & Bartz, 1972). Furthermore, Craik and Lockhart also
(1972) with their depth of processing approach argued that repetition does not
affect memorability if the depth of processing is constant. Only rehearsal which
leads to increased depth of processing will have an effect on memory perfor-
mance (Craik & Lockhart, 1972).

In response to the criticism of repetition and rehearsal, Nelson (1977)
found that contrary to the findings of Craik & Lockhart, recall increased with
the number of repetitions. Nelson (1977) examined distributed repetition and
massed repetition; he found that repetitions even when massed have an effect
on recall. Nelson concluded that same-depth repetition doesn’t facilitate
memory recall was not supported, and that the number of “rote” repetitions is
correlated to the memory recall.

Throughout the years, repetition and rehearsal was thought by many the-
orists as all that is needed to learn (Baddeley, 2009). A more contemporary view
suggests learning can be increased through linking the new information to what
is already known - this is referred to as elaborate processing (Baddeley, 2009d).
When considering specifically, learning through repetition, there are two types
of rehearsal: maintenance rehearsal and elaborative rehearsal (Goldstein, 2011).
Maintenance rehearsal, through the repeating of, say a telephone number, will
keep the information within the STM for immediate use; for instance, until you
make a call. Elaborative rehearsal is what is used to transfer information from
the STM to the LTM as it incorporates thinking about the meaning of the infor-
mation and relating it to what is already know (Goldstein, 2011). Furthermore,
if recall of information is expected later after a delay, more retrieval cues will be
formed while rehearsing (Jacoby & Bartz, 1972). What is more, Nilsson (1987)
found that motivation and intention to learn is important for the focus of atten-
tion. More recent studies suggest that repetition without motivation from the
learner to organize the information may not necessary result in learning (Bad-
deley, 2009).



73
3.4.3 Repetition as password verification

“We are often asked to produce a password under hurried circumstances ...
with no opportunity for rehearsal” (Brown, et al., 2004). Several studies in IS
have noted that repetition and rehearsal have an effect on password memorabil-
ity (Vu et al., 2007; Wiedenbeck et al., 2005; Zhang et al. 2009), and can also be
beneficial when creating passwords (Helkala & Svendsen, 2011). Zhang et al.
(2009) suggested that rehearsal is a successful method in learning passwords, as
it keeps them in the STM longer, and therefore would have a higher chance of
entering the LTM.

A study by Wiedenbeck et al. (2005) believed that passwords are only
learned through rote, repetition learning, and this would affect password secu-
rity. As a result of this being the only method of learning them, and that ran-
dom passwords have a lack of meaningful content; weak passwords are created
because rote learning is considered not always the best way to learn especially
when the content doesn’t have meaning. They proposed that due to the mean-
ingful content in graphical passwords, that meaning would aid learning
through repetition or rehearsal. Although meaning increases memorability, we
disagree with the first suggestion that random passwords have no meaning; as
passphases or mnemonic alphanumeric passwords are random meaningful
passwords (Sasse, et al., 2001).

Another study by Vu, et al. (2007) found that when they added a verifica-
tion stage (one extra time to re-enter) to their study design, as the passwords
were being generated; participants felt that the login repetitions helped them
remember their passwords. Furthermore, their results suggested that logging
in several times after the password had been generated increased password
memorability, incorporating a delay between creation and initial recall. Where-
as they found that re-entering the password as verification at the generation
stage had an effect, but not a significant effect on password memorability. This
supports the results found by Nelson (1977) when he examined distributed and
massed repetition. Distributed over time, repetition has a stronger effect on
learning; however Nelson (1977) still found that massed repetition also had an
effect on memorability. Nevertheless, in the real-world setting, asking users to
re-enter their passwords several times after a delay in creating them would not
be practical or convenient. Hence massed repetition in terms of verification, at
the stage of password creation would be more beneficial.

These studies have noted the importance of repetition in password learn-
ing; however this has not been the focus of their studies. Vu et al. (2007) added
a re-entry stage when participants created their passwords into their study de-
sign, while investigating proactive password checking techniques. Zhang et al.
(2009), while investigating interference techniques, encouraged participants to
rehearse their passwords, but used no method such as verification to enforce
this. It was left to the participants to mentally rehearse the password to retain it
better. These studies also entailed creating a number of passwords at one time;
this would have an effect on the participants” cognitive load. Jacob and Bartz
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(1972) although argued that repetition did not necessarily lead to improved
memorization, they did acknowledge that when learning shorter lists of words,
they would be held in the STM longer than longer lists of words, hence a higher
probability of entering the LTM. Therefore, learning many passwords at once
would affect password recall, and moreover, this situation would not occur in
the “real-world”, as multiple passwords are rarely created at the same time.
Furthermore, Wiedenbeck et al. (2005) used repetition in learning passwords as
an argument for the use of graphical passwords. However, they used repetition
at the creation stage to increase memorability, through asking participants to re-
enter their passwords successfully ten times. Nevertheless, incorporating repeti-
tion into learning passwords is acknowledged as having an effect on password
memorability (Vu et al., 2007; Wiedenbeck et al., 2005; Zhang et al. 2009). How-
ever, all these studies have not considered the practical application of using ver-
ification for learning through repetition, while incorporating the effect of repeti-
tion on convenience, and inconvenience on password memorability and securi-

ty.
3.5 Current study

In this study we will examine the effects of repetition on password recall. When
users create passwords they are asked to re-enter their passwords for verifica-
tion (Vu et al., 2007). If they were asked to re-enter a second time would this
increase their password memorability? We will ask participants to re-enter their
passwords two and three extra times to see if it affects their password recall
significantly. The literature suggests that the more times passwords are entered,
the better they are remembered. However, we will also look to the issue of con-
venience too - users cannot be expected when creating passwords in the real-
world to enter their passwords five, ten, or fifteen times when creating them.
Therefore, we will examine the balance between memory and convenience,
with the prospect of increasing password security. We therefore propose the
following hypotheses:

H1: Increasing the number of password verification times will have a
positive effect on password recall.

H2: Increasing the number of password verification times will have
negative effect on user convenience.

3.6 Methodology

To test our hypotheses we employed a longitudinal laboratory experimental
design, collecting objective data in terms of password recall, and subjective data
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in the form of questionnaire answers measuring user convenience. A laboratory
design was preferred due to the precision that this type of design offers in
measuring independent variables (Liu & Myers 2011).

3.6.1 Participants

Ninety participants were selected from staff and students (with work experi-
ence) from a Finnish university. All participants had work experience and were
experienced computer users. Due to the effect of age on memory, all partici-
pants were matched on age (Baddeley 2009c¢). The 90 participants were random-
ly allocated into three groups: control group (verification x1 (N=30)), and two
experimental groups: (verification x2 (N=30), and verification x3 (N=30)) (re-
ported in Table 8). Study credits were offered to the participants as an incentive
for taking part in the study.

TABLE 8: Verification groups

Control group Verification x1 (re-enter once)
Experimental Verification x2 (re-enter twice)
groups Verification x3 (re-enter three times)

3.6.2 Measures

A website was created for the purposes of collecting all data for this study. The
website allowed participants to create and recall passwords, and answer ques-
tionnaires measuring their experience. However, for the purposes of this study,
we are only examining the user convenience construct related to password veri-
fication.

3.6.2.1 Objective data
The objective password recall data was collected via the website regardless if
the participants entered their passwords correctly or incorrectly. Over five
weeks, the participants created five passwords for five fictitious accounts, and
recalled them several times. The account types were of varying importance and
sensitivity: online banking, email, social networking, online shopping, and
online gaming. Five accounts and passwords were chosen as there are a number
of studies that have also used this amount (Nelson & Vu, 2010; Vu et al., 2007;
Zhang et al., 2009); based on the suggestion that users can successfully remem-
ber that number of unique passwords (Adams & Sasse, 1999). This longitudinal
design was employed to prevent cognitive overloading, as the increased cogni-
tive load would affect the learning and recalling process (Baddeley, 1992). The
type of design was also to make the study as realistic as possible, as it is rare
that users are asked to create and recall several passwords all at one time.

Seven password guidelines imposed length, complexity, and variety to en-
sure a minimum level of password strength across all groups (reported in Table
9.).
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TABLE 9: Guidelines and system requirements for creating passwords

Each password must:

. contain at least eight characters.

. contain at least one number (0-9).

. contain at least one lower case letter (a-z).

. contain at least one upper case letter (A-Z).

. contain at least one special character (e.g. !, %, &).

6. to contain no words or names (e.g. J78skyl8?).

7. be unique = different from every other password created, preferably different
in meaning too (e.g. J78skyl8? and ilo>TV1!).

Qr = W IN -~

System Criteria, passwords must contain:

1. more than eight characters consisting of the English alphabet A-Z, a-z

2. atleast one upper case and one lower case letter

3. atleast one number 0-9

4. atleast one special character !,”#2. etc.

5. no words or names

6. all passwords to have less than 3 of the same characters in the same
sequence

The system should not allow more than 4 letters to be in sequence, regardless if

they are capitals or lowercase

3.6.2.2 Subjective data

The subjective user convenience data was collected via questionnaires on the
website, taken by the participants after creating and recalling passwords. A pi-
lot study was conducted where the reliabilities of the questionnaire items were
calculated. When analyzing reliability, in both the pilot and the current study
(for each of the three weeks of password creation and the overall scores), all
questionnaire items showed to have a good level of reliability (Cronbach alpha
score of 0.70 and above). For the purposes of this study, the questions that only
referred to measuring user convenience of verifying passwords after creation
were included in the final analysis (see Table 10 and Appendix 3.). These ques-
tions were adapted to be more specific to password verification, from questions
used by Shay et al. (2010) and Workman et al. (2008) in their studies in pass-
word and security behavior.
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TABLE 10: Questionnaire items to measure user convenience of password verification

Construct Items

User convenience Verifying my passwords after creating them was
(Cronbach alpha: >0 .70) annoying:
Strongly agree; Agree; Neutral; Disagree;

“Password verification Strongly disagree
refers to when you are
asked to re-enter your Verifying my passwords after creating them was

password after creating it.”  demanding:
Strongly agree; Agree; Neutral; Disagree;
Strongly disagree

Verifying my passwords after creating them was
time-consuming;:

Strongly agree; Agree; Neutral; Disagree;
Strongly disagree

The inconvenience from verifying my
passwords after creating them was:
1= Very high ... 7=Very low
Istpassword: 1 23 4567

2nd password:1 23 456 7

3.6.3 Procedure

All participants completed the same tasks throughout the study. However, de-
pending on which group the participants were allocated to, determined the
number of times in which they would verify their passwords.

The participants were emailed each time they were required to complete a
task. They would login to the website and would create or recall their pass-
words, followed by completing a questionnaire about their experience. When
creating their passwords, participants were asked to verify them, however if
they were verified incorrectly then the password would be reset. The website
also monitored all input errors when the participants were recalling their pass-
words; they were given three attempts to enter them correctly. At the beginning
of week 1, one password was created, in weeks 2 and 3, two passwords were
created each week. At the end of week 1, one password was recalled, in weeks 2,
3 and 4, two passwords were recalled, and in week 5 all five passwords were
recalled, all at the end of each week (creation and recall schedule illustrated in
Table 11.). Over 4000 passwords were input into the website and over 800 ques-
tionnaires were completed over the five weeks.
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TABLE 11: Password (study) schedule

Week Create Remem- Account Types
Passwords bering
(number) Passwords
(number)

1 beginning 1 Online Banking

lend 1 Online Banking
2 beginning 2 Email/ Social Networking

2 end 2 Online Banking/ Email
3 beginning 2 Online Shopping/ Online Gaming

3 end 2 Online Shopping/ Online Gaming
4 beginning

4 end 2 Social Networking/ Online

Shopping

5 beginning

5 end 5 All

3.7 Results

We collected a large amount of objective and subjective data, including over
3000 passwords, and questionnaire responses measuring user convenience. To
test our hypotheses we used analysis of variances (ANOVAs) to show differ-
ences between the groups, and independent t-tests to further confirm our re-
sults with in more detail.

3.7.1 Password recall

Correct password recall could be categorized by the total number of passwords
correctly recalled over the five weeks, and the number of passwords correctly
recalled on the first attempt each time they were recalled. A between-subjects
ANOVA was employed to examine the effect of password verification group on
total correct password recall. There was a significant effect of password verifica-
tion group on total correct password recall (F90) = 11.600, p < 0.001), support-
ing H1. Another between-subjects ANOVA showed there was also a significant
effect of password verification on correct first time password recall (Fo77) =
10.807, p < 0.001), further supporting H1. Total correct password recall and cor-
rect first time password recall were highest in the three-times verification group,
followed by two-times, and then the control (one-times) group (shown in Figure
5). The descriptive and inferential results are summarized in Tables 12 and 13.



79

3.7.2 User convenience

User convenience was measured through questionnaire responses in relation to
the perceived inconvenience experienced by the user when having to verify
their passwords at the creation stage. A between-subjects ANOVA was em-
ployed to examine the difference between groups and the effect of password
verification on user convenience. There was no significant effect of password
verification group on user convenience (Fp,120) = 2.512, p = 0.087), not support-
ing H2, however, these results supported the objectives of this study. With fur-
ther analysis, an independent t-test was performed, showing no significant dif-
ference between the control group (with only one-times verification), and the
three-times verification password group (t = 1.021, df = 58, p=0.156). When ex-
amining the descriptive statistics, the results revealed that user inconvenience
was (when comparing all three groups), the lowest in the two-times verification
password group, then secondly, the control group, and the highest was the
three-times verification password group (shown in Figure 6). Therefore, further
t-tests were performed. They revealed that there was a significant difference
between the two-times password verification group, and the three-times pass-
word verification group (t = 2.404, df = 58, p=0.01), showing that user inconven-
ience was higher in the three-times group, which was to be expected. However,
a t-test showed that there was not a significant difference in user inconvenience
between the one-times group and the two-times group (¢ = -1.154, df = 58,
p=0.127), and user inconvenience was actually lower in the two-times password
verification group than the one-time group. Although, this does not support the
hypothesis, it could support the objectives of this study. The descriptive and
inferential results are summarized in Tables 12 and 13.

TABLE 12: Descriptive results

Verification group

Mean Control group - Experimental group Experimental group
(Standard verification x1 - verification x2 - verification x3
deviation) (N=30) (N=30) (N=30)

Total Pass- 5.00 7.10 8.43
word cor- (2.92) (2.77) (2.65)
rect recall

Correct first 3.77 5.30 6.97
time pass- (2.73) (2.72) (2.55)

word recall
User con- 35.43 37.50 33.50

venience (7.77) (5.99 (6.87)
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FIGURE 6: The mean score of user convenience




81

TABLE 13: Inferential results

Dependent Hypothesis sig

variable

Correct H1: Increasing the number of pass- p <0.001 (total correct)
password word verification times will have a p <0.001 (correct first
recall positive effect on password recall time)

User H2: Increasing the number of pass- p =0.087

convenience  word verification times will have nega-
tive effect on user convenience.

3.7.3 Further analysis

Through further analysis a correlation design revealed there was no significant
relationship between the two dependent variables: password recall and user
convenience, which was to be expected.

3.8 Discussion

3.8.1 New contributions

The results of our study make several important contributions. First, our results
showed that increased numbers of password verification, increases password
memorability. Verifying passwords three times increases password memorabil-
ity by 28% when compared with current practices in use (verifying passwords
just once); from 42% correct password recall to 70%. Even by increasing the ver-
ification to just two times, increased the password memorability by 17%, from
42% correct password recall to 59%. These results are significant, especially for
the amount of change or difference between the three conditions, i.e. one or two
extra verification times. These findings provide strong evidence that to increase
password memorability, there does not need to be substantial changes in prac-
tices or devices; small changes are effective enough.

The second new contribution was that even though previous research
suggests that the more time users spend on the password process, the higher
their inconvenience level (Renaud & De Angeli, 2004; Zhang & McDowell, 2009);
we found that this was not necessarily the case. Not only did we find that user
convenience levels were similar across all three groups (51%-58%); we also
found that with the number of times of verification did not equate to an in-
crease in user inconvenience levels. The highest level of user inconvenience was
experienced by the three-times password verification group, with one-times
group being only 3% lower. The two-times password verification group had the
lowest user inconvenience levels, being 7% lower than the three-times group,
and 4% lower than the one-times group. Although there was no significant dif-
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ference across the three groups, the inconvenience result in the second group
was unexpected. With further discussions with participants, several reported
that they felt that through repeating the verification stage, it was “helping”
their memory; whereas the participants in the third group reported the same,
they were more negative about the benefits as it was time-consuming. These
findings are interesting as it suggests that user convenience is not directly af-
fected by time on the password process, as previous research suggests (Renaud
& De Angeli, 2004; Zhang & McDowell, 2009), or changes in practices, i.e. in-
creasing verifications.

The third new contribution is that the “trade-off” that previous research
suggests (Bang et al., 2012; Tam et al., 2010; Vu et al., 2007; Weir et al., 2009;
Zhang et al., 2009), is not as dynamically inflexible as is proposed. What this
means is where previous research suggests that you can have one or the other,
security vs. memorability (Vu et al., 2007; Zhang et al., 2009), security vs. con-
venience (Bang et al., 2012; Tam et al., 2010; Weir et al., 2009); one, our findings
show that if one factor increases, the other doesn’t automatically decrease; and
two, significant changes in one factor may or may not have significant effects on
the other factors involved. Therefore, password memorability can be increased,
while user convenience is relatively unaffected.

3.8.2 Implications for practice

The implications of our results are for both organizations and service providers.
Password problems, such as insecure password behaviors (reusing passwords,
writing passwords down, sharing passwords, choosing weak passwords, and
not changing passwords regularly) stem from users being required and finding
it challenging to remember multiple passwords; and their fear of forgetting
them (Inglesant & Sasse, 2010; Tam et al., 2010). Users’ insecure behaviors and
forgetting passwords have serious consequences for both organizations, and
service providers in terms of money, loss of employee productivity, and con-
venience (Inglesant and Sasse 2010, Sasse et al., 2001). Therefore, our findings
have vital implications for, first, making passwords more memorable; second,
for reducing the consequences of forgetting passwords; and third, reducing in-
secure password behaviors and the outcomes of them; while at the same time
not significantly changing the password process.

3.8.3 Limitations and future research

The first limitation of this study is that as a laboratory experiment, realism (for
the participant) and generalizability (to populations) are not strong facets in this
type of methodological approach (McGrath, 1982). However, what this study
lacked in realism and generalizability, it made up for in precision and control
(Dennis & Valacich, 2001; Liu & Myers, 2011). When measuring the human
memory and collecting objective data, precision is the extremely important, and
therefore laboratory experimental designs are often employed in this type of
study in IS research (Liu & Myers, 2011). Besides, when collecting password
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data, it would have been a security issue if the data collection was actually
within the “real-world”, and therefore, only a laboratory experiment could have
been employed.

By employing a laboratory experimental design, the study was designed
in such a way to eliminate as many confounding variables as possible. However,
we still attempted to incorporate as much realism into the design as possible.
This resulted in more limitations such as the participants having the opportuni-
ty to write their passwords down. The study was completed online, and alt-
hough there were instructions and warnings of security breaches if participants
took note of their passwords, they still could have broken the rules.

Another limitation is with respect to the verification process in this study.
Verifying passwords two or three times is novel and different to the normal
process in users’ everyday lives. Just for the fact that the process was novel
could have affected the memorability of the passwords, as novelty increases
memorability (Baddeley, 2009). However, with careful consideration, it was de-
cided that the design could not have been adapted to exclude such an effect, but
has to be duly noted.

The final limitation refers to the construct of user convenience. There are
several studies that examine user convenience in the password context (Bang et
al.,, 2012; Jenkins et al., 2014; Renaud & De Angeli, 2004; Tam et al., 2010; Weir et
al., 2009), and have found that it is a key factor effecting password security
(Bang et al., 2012; Tam et al., 2010; Weir et al., 2009). However, it is still not fully
defined, nor examined in terms of its theoretical grounding. Therefore, in future
research, user convenience needs to be examined in more depth, properly de-
fined as a concept, and in terms of a psychological backing; and just as im-
portantly, it needs to be operationalized, possibly from the motivation perspec-
tive for consistent measurement.

There are several other directions in which future studies could take.
There needs to be more longitudinal designs incorporated into password stud-
ies. Longitudinal studies of password recall, first makes the study more realist
as users rarely create, learn and recall several passwords at one time. Second,
this type of approach would increase cognitive load and undermine the meas-
urement of password recall (Baddeley, 1992). Future studies also need to exam-
ine the interaction between security, memorability and convenience in more
depth, to gain a better understanding of the relationships between all these sig-
nificant factors that influence each other and the password process. Finally, fu-
ture studies should look to measuring increased amounts of verification at-
tempts (such as five or even ten times), on memorability and user convenience.

3.9 Conclusion

Users are increasingly finding it hard to recall their passwords as the amount of
accounts continue to rise (Biddle et al., 2012; Duggan et al., 2012; Gaw & Felten,
2006; Grawemeyer & Johnson, 2011). As users push their memory capabilities,



84

they adopt insecure password behaviors to cope with inability to remember
their passwords (Grawemeyer and Johnson 2011, Notoatmodjo and Thombor-
son 2009, Zhang et al. 2009). Coupled with the fear of forgetting, these insecure
password behaviors result in severe consequences for not only the user, but or-
ganizations also; in terms of money, loss of employee productivity, and incon-
venience (Brown et al., 2004; Inglesant & Sasse, 2010; Sasse et al., 2001). There
have been several studies looking to the human memory to understand the
password problem, and attempt to solve it. However, like with the adoption of
biometrics, cost and familiarity win out over a mechanism that could possibly
solve these issues (Floréncio & Herley, 2007; Keith et al., 2009). In this study, we
look to adapt small changes to the already existing password process. Through
increasing password verification times, could this increase password memora-
bility, as repetition is suggested to increase memory performance? However,
previous research suggests that there is a trade-off between password security,
memorability and convenience, which insinuates that increasing password
memorability, would decrease the other two. Therefore, we examine user con-
venience while increasing password verification times, to see if one affects the
other.

Our results are very promising. We find that increased verification in-
creases password memorability, however, it does not affect user convenience
proportionately. This study and its results have important implications for IS
password practice, as through simple adjustments to the password process via
increased verification times, it first makes passwords more memorable while
not concurrently increasing user inconvenience. Second, it reduces the conse-
quences of forgetting passwords. Finally, it reduces insecure password behav-
iors and the security issues pertaining to them. Future research should examine
the interaction between security, memorability and convenience in more depth,
to gain a greater understanding of the relationships between these important
factors involved in the password process.



4 THE UNIQUE PASSWORD THEORY: BETTER
PASSWORD MEMORABILITY, BETTER PASS-
WORD SECURITY PRACTICE

4.1 Abstract

Users believe that their memories cannot cope with multiple passwords. This is
a misconception that can lead to adopting insecure password security practic-
es/behaviors, such as reusing passwords (using exactly the same password), or
modifying passwords (using the same password with slight amendments), for
more than one account. These behaviors are widespread amongst users and can
result in hackers gaining easier access to high-level security sites, by stealing
passwords from sites with lower levels of security. Many users suffering from
“password overload” turn to password reuse as they believe it will aid their
memory. This research proposes the Unique Password Theory, based on a cog-
nitive-psychological memory theory; which argues in contrary to users’ beliefs,
that unique passwords have a greater effect on password recall, than modified
or reused passwords. This theory not only challenges the users” misconception,
it also promotes good password behavior and practice through adopting
unique passwords. Furthermore, it emphases the need for new IS theories for
understanding password recall, as passwords only exist in the IS context. A 12-
week empirical longitudinal study collecting over 6000 passwords test the
Unique Password Theory by examining password recall and memory interfer-
ence. The results of this study demonstrate that, with the application of the
Unique Password Theory, unique multiple passwords are more memorable
than modified or reused passwords.

This theory has important implications for IS practice as it proposes that as
unique passwords increase the memorability of passwords, this potentially re-
duces some other insecure password behaviors, such as writing passwords
down. Second, password reuse and modification does not increase password
memorability, and should not be adopted to cope with multiple passwords
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memorability. Finally, as multiple unique passwords are not as easily forgotten
as reused or modified passwords, unique passwords minimize the ramifications
of forgetting passwords (e.g. increased IT helpdesk costs).

4.2 Introduction

User authentication is a key defense against information security breaches
(Zhang et al., 2009). Despite advances in biometric authentication mechanisms
(Renaud & De Angeli, 2009), passwords remain by far the most common means
of user authentication (Floréncio & Herley, 2010; Keith et al., 2009). Moreover,
users accumulate more and more passwords as the number of accounts rise
(Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009). Given that cracking
passwords can give open access to any sensitive information in an IS, the securi-
ty of passwords has been an important priority in IS security research (Crossler
et al., 2013; Garrison, 2006; Bonneau & Preibusch, 2010; Grawemeyer & Johnson,
2011; Siponen & Vance, 2010). Insecure password behaviors include choosing
weak passwords; reusing or modifying passwords for more than one account;
writing passwords down; and sending new passwords without encryption in
emails (Adams & Sasse, 1999; Campbell et al., 2006; Guo, 2013; Zhang et al.,
2009). It is widely reported that such insecure password behaviors stem from
the users” inability to memorize multiple passwords; hence, they adopt these
behaviors as coping strategies for perceived memory limitations (Biddle et al.,
2012; Campbell et al, 2006, Duggan et al, 2012; Gaw & Felten, 2006;
Grawemeyer & Johnson, 2011; Notoatmodjo & Thomborson, 2009; Zhang et al.,
2009). With the number of passwords and the amount of accounts and systems
they protect are on the rise, this is a problem that will only get worse with time
(Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009).

In this study the Unique Password Theory is proposed, founded on the
cognitive-psychological memory theory of interference. The Unique Password
Theory argues that using unique, distinctively different passwords will have a
greater effect on password recall than modified, similar, or reused passwords.
This theory emphasizes that by following password security guidance, unique
passwords are actually more memorable than previously thought (Duggan et
al.,, 2012; Grawemeyer & Johnson, 2011). The adoption of the Unique Password
Theory improves the memorability of passwords, which in turn can result in a
reduction of some other insecure password behaviors, such as writing pass-
words down. This study collected empirical data (over 6000 passwords), meas-
uring the effect of password behavior on password recall and interference, dur-
ing a 12-week longitudinal study of multiple passwords.

This has important implications as it: 1. challenges user preconceptions
that insecure password behavior (reusing the same password or modifying
passwords) cues to aid memory, and should be adopted to compensate for
memory limitations. 2. The Unique Password Theory contravenes IS security
research, arguing that good security practice can lead to higher multiple pass-
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words memorability, and not the contrary. 3. These findings can be further used
to advice users and corporations on the management and security of multiple
passwords.

The rest of this paper is structured as follows: the next section will discuss
the previous IS research in insecure security behaviors, multiple passwords,
and password reuse. Then we examine the theoretical background, looking at
the human memory and interference. The following section discusses the de-
velopment of the Unique Password Theory and its hypotheses. Later in this pa-
per, we will discuss the research methodology, including the experimental de-
sign, and then the results. The remaining sections of the paper will conclude
with a discussion of the study’s important findings, and the contributions and
implications of the Unique Password Theory to both IS research and practice.

4.3 Previous research

Previous IS research has examined the password problem from two research
streams. The first stream focuses on the memory aspect of the problem, and the
second research stream focuses on insecure password behavior as any other IS
security behavior. However, the second stream of research is not intended to
solve memory issues, which is considered the central issue in password security.
It is important to examine the human memory in more depth, to give a better
understanding of how memory affects password recall, forgetting passwords,
and insecure password behavior, such as password reuse. This paper will now
discuss these issues, and previous attempts to address the password problem.

4.3.1 Forgetting passwords and its consequences

Password security is an important issue, which is being undermined by the in-
creasing amount of passwords needed to secure all our accounts and services
(Chiasson et al., 2009). With multiple passwords to remember, users are more
prone to forgetting, with substantial costs to the user (home-user) and organiza-
tion (Brostoff & Sasse, 2000; Brown, et al., 2004; Hayashi et al., 2012; Inglesant &
Sasse, 2010; Vu, et al., 2007). For a home-user, this causes inconvenience and
disruption due to loss of account access; and information security risks as reset-
ting procedures are sent within emails (Gaw & Felten, 2006; Notoatmodjo &
Thomborson, 2009; Tam et al., 2010). To an organization, the costs of password
resetting can be in terms of money, time and loss of services. When a user for-
gets their password, they can temporarily lose access to their organization’s sys-
tems, causing inconvenience, disruption, and can lead to reduced productivity
(Inglesant & Sasse, 2010, Sasse et al., 2001). Again, like the home-user, security
is also an issue, as many workers create weak passwords due to the inconven-
ience of resetting and remembering new passwords (Inglesant & Sasse, 2010,
Notoatmodjo & Thomborson, 2009, Tam et al. 2010). The money lost to compa-
nies for resetting passwords as a consequence of passwords being forgotten, can



88

be in its hundreds of thousands (Brostoff & Sasse, 2000; Hayashi et al., 2012;
Saastamoinen, 2014). As a result of the considerable pressure put upon users to
remember their passwords, many have developed a fear of forgetting (Inglesant
& Sasse, 2010, Tam et al., 2010), and therefore use coping strategies, such as
password reuse, to deal with their memory failures (Adams & Sasse, 1999; Bid-
dle et al., 2012; Duggan et al., 2012; Gaw & Felten, 2006; Grawemeyer & Johnson,
2011).

4.3.2 Password reuse and modification problems: why should each pass-
word be unique?

Password reuse (using the same password for more than one account) and
password modification (using the same password with small changes for more
than one account) are insecure password behaviors, users adopt as coping strat-
egies for forgetting passwords (Adams & Sasse, 1999; Biddle et al., 2012; Dug-
gan et al., 2012, Gaw & Felten, 2006; Grawemeyer & Johnson, 2011). This behav-
ior is considered to be a serious security problem that is not only worse than
first thought (Bang et al., 2012), but will get worse with time, as the number of
accounts increase (Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009).
Hackers obtain lists of password hashes from websites with low security, crack
them using password-cracking software, then gain access to more secure web-
sites and accounts with reused or modified passwords (Ives et al., 2004; Zhang
et al., 2009).

Research by Ives et al. (2004) highlighted the security problem of reusing
passwords, from a home-user perspective and from an organizational perspec-
tive. They reported an incident of home-users’ personal vulnerabilities, when a
journal editor could have gained access to his employees’ personal accounts
easily because as a high-level manager, he was able to see hundreds of his em-
ployees’” passwords for their organizational accounts. Research by Swivel secure
(2014) also illustrated the vulnerabilities of password reuse but within the or-
ganizational context. They found that 63% of business owners reuse their pass-
words and continue to believe that their systems are secure, and that 73% of US
workers admitted to password reuse. A statement from the VP of Swivel Secure
reported that password reuse was “rife”, and that a substantial amount of mon-
ey was being spent on the consequences of password reuse every year. Pass-
word reuse is a significant problem as it would only take an employees’ online
shopping account to be hacked, for unauthorized and undetectable access to
company accounts and systems (Infosecurity Magazine, 2014).

It is extremely important to have a unique (distinctively different) pass-
word for each account (Nelson & Vu, 2010). There are several elements to
password security, while users are advised to create unique passwords because
they are considered to provide better security than reused or modified pass-
words, there are limitations to this increased security. Increased levels of securi-
ty provided by unique passwords does not refer to password strength. Users
can create weak passwords using dictionary words, or choosing characters that
meet the bare minimum of the policy criteria (Marquardson, 2012), that are easi-
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ly cracked, but are still different from each other. The increased security that
unique passwords provide refers to multiple passwords, not the individual
password; and the security issues pertaining to password reuse. There are seri-
ous issues with password reuse, and through unique passwords not being re-
used, they automatically improve levels of password security.

4.3.3 Previous research: responding to the password problem

Previous IS research have approached the password problem from two research
perspectives. The first theorizes that insecure password behaviors stem from
memory issues, and accordingly, focus on the memory aspect of the problem.
The second approaches insecure password behavior as any other IS security
behavior; applying theories such as deterrence, rational choice, and Protection
Motivation Theory (PMT) (Jenkins et al., 2014; Vance et al., 2013). These studies
have their merits, and help us to understand why users adopt insecure pass-
word practices. However, none of the prominent theories in IS security, namely
sanctions in terms of deterrence theory (D’Arcy et al., 2009; D’Arcy & Herath,
2011) or fear in terms of PMT (Pahnila et al.,, 2007), are intended to solve
memory issues. Therefore, an important direction in password research should
examine the human memory in more depth, to give a better understanding of
how memory affects password recall and password reuse.

Research examining memory and its effect on different aspects of the
password problem, have included the study of: password reuse (Adams &
Sasse, 1999; Sasse et al., 2001; Vu et al., 2007; Zhang et al., 2009); and the con-
tributing factors (Bang et al., 2012; Gaw & Felten, 2006; Notoatmodjo & Thom-
borson, 2009); the perceived importance of information (Bubas et al., 2008;
Grawemeyer & Johnson, 2011; Vu et al., 2007); and how policies can effect users’
password choices (Campbell et al., 2011, Marquardson 2012). Furthermore,
many studies have examined password reuse and its contributing factors (Gaw
& Felten, 2006; Notoatmodjo & Thomborson, 2009). Key reasons for user justifi-
cation for reusing their passwords were that reuse made it easier to remember
them, and they had too many accounts (Gaw & Felten, 2006; Notoatmodjo &
Thomborson, 2009). Subsequently, users believe that through using password
reuse and modified passwords, they will better remember their passwords
(Adams & Sasse, 1999; Bang et al., 2012; Campbell et al., 2011). However, schol-
ars also suggest, based on memory inference studies that it has the opposite
effect (Adams & Sasse, 1999; Chiasson et al., 2009).

IS researchers have applied several memory theories to password recall.
However, we have to consider that passwords as a stimuli are not present in
their form in any other real-world situation, they are specific just to the IS con-
text. Therefore, can we apply these memory theories directly to password recall?

4.3.3.1 The research gap

Adams and Sasse (1999) advised that users would be able to successfully re-
member between four and five unique passwords, but since then, the world has
technologically changed (Lin et al.,, 2013). Nowadays, users are generally re-
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quired to remember over 10 distinctively different passwords (Zhang et al.,
2009). Passwords are only effective if you can remember them (Duggan et al.,
2012), and as the cost of forgetting them is high, this drives users to adopt inse-
cure password behavior (Duggan et al., 2012, Zhang et al., 2009). One of the
most significant issues with password security is that users believe they have a
problem remembering too many passwords (Bang et al., 2012; Campbell et al.,
2011). The research gap is two-fold:

First, users believe that password reuse will aid their password memora-
bility. Several studies have reported this, such as Bang et al. (2012), Duggan et
al. (2012), and Notoatmodjo and Thomborson (2009), as they have collected sub-
jective data from users. It is intuitive to think that reused or modified pass-
words are easier to remember than many unique passwords. However, Bang et
al. (2012) and Notoatmodjo and Thomborson (2009) unfortunately based their
study on the short-term memory, which has a limited capacity (Miller, 1956),
and not the long-term memory, which has an unlimited capacity (Baddeley,
2009a; Eysenck & Keane, 2010), where passwords are stored. We argue that re-
used and modified multiple passwords can be in fact, less memorable than
unique passwords. The Unique Password Theory argues that using unique, dis-
tinctively different passwords will have a greater effect on password recall than
modified or reused passwords, due to less interference. This is contrary to the
perceptions of the users and some researchers.

Second, previous studies have turned to interference theory, but do not
specifically examine interference in alphanumeric passwords and its effect on
password recall. There are several studies that apply different memory theories
to the password context, examining password security behavior, such as reuse;
memory techniques to make passwords more memorable, and a few have even
referred and used interference theory. Chiasson et al. (2009) and Wiedenbeck et
al. (2005) used interference theory to examine graphical password memorability.
These studies have found that graphical passwords are not necessarily easier to
recall than alphanumeric passwords. Furthermore, graphical passwords are
different to alphanumeric passwords to recall. Graphics and pictures as stimuli
exist in the real-world, whereas alphanumeric passwords do not exist in any
other context except information security. However, Zhang et al. (2009) turns to
interference theory also, but applies interference techniques to improve pass-
word recall. All these studies have important findings; however, there is a con-
siderable research gap, as they do not specifically examine interference in al-
phanumeric passwords and its effect on password recall. This article will now
discuss the human memory, how reused and modified multiple passwords are
in fact, less memorable than unique passwords, and the development of the
Unique Password Theory.
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4.4 Theory Building

Before building a theory, it is important to explain what a theory is. Theories in
natural sciences are used to denote one or more hypothesis, principles or prop-
ositions (Laudan, 1996). Similarly, in management science, Colquit and Zapata-
Phenan (2007) defines theory as a relationship between the elements of the the-
ory, often expressed as variables in management science. In turn, DiMaggio
(1995) defined theory as accounts and narratives of social processes. In natural
sciences (at least), theory is also used to describe a set of individual theories
(Laudan, 1978). For example, “atomic theory” does not refer to one specific the-
ory, but a set of different doctrines (Laudan, 1978, pp. 71-72). To simplify, there
are two approaches for theory building. Natural and social sciences have long
tradition of theory development based on qualitative observation (Godfrey-
Smith, 2003; Nagel, 1979), for example performed through microscope or tele-
scope. In IS and management science such qualitative observation driven theory
development is often called “inductive’ theory development (Colquit & Zapata-
Phenan, 2007). Alternative approach is the hypothetical approach (or hypothet-
ical deductive). In IS, the hypothetical approach is often literature or theory
based, while in natural sciences, scholars’” imaginations and speculative argu-
mentation have also a key role in hypothesis formulation (Einstein, 1930; Pop-
per, 1980). This article follows the hypothetical approach to develop a Unique
Password Theory. Often new theories are based on existing theories or some
part of them. For example, Unified Theory of Acceptance and Use of Technolo-
gy are based on eight IT use theories. Also, new theories can be based on exist-
ing theories by specifying or adding something new that the extant theories
have not originally proposed (Niiniluoto, 1993). For example, TAM, based on
TRA, proposes that ease of use explain IT use, while ease of use is not originally
included in TRA (Davis, 1987). The Unique Password Theory is based on a mul-
ti-store memory model and interference. In order to understand and test the
Unique Password Theory, we first need to understand these two memory theo-
ries, which will be discussed next.

441 The information-processing approach and the multi-store memory
model

The problem with multiple passwords and their memorability is thought to be
related to information retrieval, by means of retrieving passwords from the
long-term memory (Zhang et al., 2009). To understand why password retrieval
is an issue, and why many users believe password reuse increases memorability
(Adams & Sasse, 1999; Duggan et al., 2012), one needs a basic understanding of
how the human memory functions.

The Stages of Memory Theory (Modal Model) proposed by Atkinson and
Shiffrin (1968) is considered one of the most influential multi-storage models,
identifying three types of memory stores: sensory memory, short-term memory,
and long-term memory. The sensory memory stores information for a brief pe-
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riod of time and is thought of as an interface between perception and memory.
The short-term memory (STM) or working memory (WM) (updated by Badde-
ley & Hitch (1974)), attends to and processes information, stores it for only a
matter of seconds, and has a limited capacity. The long-term memory (LTM)
has an unlimited capacity to hold information which is not currently in the con-
scious awareness; this information is held ready for retrieval for over a very
long period of time (Baddeley, 2009a; Eysenck & Keane, 2010). In terms of
password management, the password is observed and attended to by the senso-
ry memory, is learned and rehearsed in the STM, and is stored (long-term) in
the LTM, ready for retrieval.

One of the issues preventing users from remembering their passwords is if
they have learnt them properly in the first place. Learning a password requires
mental effort and concentration to ensure the correct storage for its eventual
retrieval (Zhang et al., 2009). The LTM issues with password memorability are
storage and retrieval problems; coupled with the limitations of learning pass-
words. We argue that this leads users to believe that their memories cannot
cope with too many passwords, and therefore adopt password reuse. This arti-
cle will discuss these long-term memory retrieval issues in the next section.

4.4.2 Interference Theory: a theory of forgetting

Interference is a phenomenon, a mechanism to explain forgetting (Anderson,
2009), which has been studied in psychology for over a hundred years (Eysenck
& Keane, 2010). Interference theory is a set of principles from the field of hu-
man learning and memory (Crowder, 1976), that views forgetting as an infor-
mation retrieval error - retrieving a memory (from the LTM), that has been dis-
rupted or interfered with, by similar memory traces (Anderson, 2009; Criss et al.,
2011). Interference occurs because we accumulate experiences over our life-time,
and these memories amass, sharing several common traits due to the fact that
people are creatures of habit and enjoy routine. Routine actions like eating an
evening meal is a less memorable experience, unless we do something different
making it unique, such as meeting a friend for dinner. The uniqueness of the
experience makes it more memorable (Crowder, 1976). With an increase num-
ber of similar memory traces gathered over time, demonstrates a forgetting
curve as the presence of these similar traces compromise the retrieval of the tar-
get memory (Anderson, 2009). There are different retrieval cue-target item rela-
tionships, if one retrieval cue is used for more than one target memory it inter-
feres with the retrieval process and therefore errors occur; this is referred to as
Competition Assumption (Anderson et al., 1994). This is also the case for the
complexity of the target memory. Cue-overload principle is when a memory
has different components to it with more complexity, it will have more retrieval
cues which will be possibly shared with other memories, and therefore making
it harder to retrieve (Watkins, 1978). When the retrieval cue becomes associated
with more than one memory or item, this is when the interference occurs (Ey-
senck & Keane, 2010). A cue activates all associated items to some degree, and
the items compete or fight with the target item for “access to awareness”. These
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are known as competitors, and with more competitors fighting against the tar-
get item, the stronger the interference will be (Anderson et al., 1994).

There are several theories of interference. Competition assumption and
cue-overload principle are just two that explain in more depth, the specifics of
the phenomenon. Additionally, interference also has two main forms that effect
and impede the retrieval of memories: retroactive and proactive (Wiedenbeck et
al., 2005). Retroactive interference is when a more recently learnt
memory/information hinders the retrieval of older similar memo-
ries/information; and proactive interference is when older memo-
ries/information interferes with the retrieval of similar, more recently learnt
information or memories (Anderson, 2009). With regards to password man-
agement, retroactive interference would affect the recall of older passwords as
newer passwords are learnt. Whereas, proactive interference occurs when users
learn a new password, but have problems recalling it as the previous password
impedes on the new one (Bunting, 2006).

“Qualitatively distinct situations produce interference” (Anderson, 2009,
pp-201), these situations include for example experiences such as parking a car
to recalling a list of words. However, even though these situations can be very
different, the fundamental mechanism that results in forgetting is the same -
interference. Interference has been studied in different contexts. One example is
that Baddeley and Hitch (1977) found that rugby players had difficulty recalling
the names of the teams that they had played earlier in the season. With further
investigation they discovered that, while the time between the games was not
important, the number of games played had an effect on the players’ recall of
the teams” names. When we consider these findings in terms of password man-
agement, the results would suggest that the time between learning, for instance,
the second password and the first password would not cause greater interfer-
ence if the time was greater. However, the number of passwords would have an
effect on retrieving older passwords.

In the Unique Password Theory it applies the interference mechanism to
explain why multiple passwords undermine the whole password mechanism.
The Unique Password Theory proposes that multiple unique passwords, which
are considered to be more secure, can be more memorable than reused and
modified passwords; and argues that due to passwords only existing in the IS
context, a general memory theory cannot be simply applied to explain pass-
word recall. Next, we will discuss this, and the development of the theory.

4.4.3 Developing the Unique Password Theory: understanding multiple
password interference

4.4.3.1 Password security: an IS specific context

Authentication mechanisms used for smart phones, tablets, most of the web
services, and so on, are IT artefacts, or more precisely software artefacts. Pass-
words are a set of different random characters, which have one key feature: to
that allow users' access to their accounts. Therefore, remembering multiple dif-
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ferent alphanumeric passwords is not only specific, but only exists uniquely to
software authentications systems.

Interference presents itself in recalling passwords when a user is required
to retrieve one password from a choice of multiple passwords, and when con-
sidering the structure or complexity of the password in terms of capitals, letters,
numbers and special characters. When applying a theory such as interference
theory to recalling passwords, one has to consider how passwords are different
in terms of the stimuli used in interference research, and the context of every-
day situations in which it occurs. Passwords are different. First, in structure,
even if words are included in passwords, there are still numbers, capitals, and
special characters. There is no other situation in which people are required to
recall these combinations, with the significance or meaning that they carry. Sec-
ond, meaning also plays a part, the importance, the consequences and the moti-
vation to recall passwords will affect the memorability of them. Third, how the
memory cues are formed in terms of what they are used for, but the situations
in which they are created. Fourth, the way in which in any other situation,
memory strategies would be employed to aid memorability; however, these
strategies are considered insecure password behaviors. Fifth, different pass-
word behaviors (e.g., adopting unique, modified and reused passwords) will
have a different and specific effect on the cue-target password relationship. This
means that remembering multiple passwords, are not general memory prob-
lems that can be addressed by the direct application of extant memory theories.
Having said that, the previous general memory theories provide the best expla-
nations of to how memory works, which is useful for building specific theories
for passwords.

4.4.3.2 The Unique Password Theory: a theory of password retrieval

Interference theory is a theory of forgetting (Eysenck & Keane, 2010). It exam-
ines retrieval to explain why forgetting occurs. The Unique Password Theory
examines forgetting, and employs interference to explain password retrieval.
Interference as mechanism has been the framework and incorporated into sev-
eral memory theories, such as theories of learning (Crowder, 1976). As with
competition assumption and cue-overload principle, where these theories ex-
amine the interference mechanism in more depth; the Unique Password Theory
examines the specifics of the interference mechanism in different password be-
haviors (such as adopting unique, modified and reused passwords). So why is
the Unique Password Theory different to Interference theory? First, interference
theory has been researched using stimuli such as words, images, and everyday
experiences and memories to support it. These are fundamentally different to
passwords. When considering everyday experiences in terms of password recall,
an everyday same routine could be compared to reusing a password. In our
everyday lives these similar or same routines are considered as being not as
memorable, for instance eating an evening meal. The uniqueness of the event,
such as going out with a friend for dinner makes it more memorable. However,
comparing this to password reuse, if users had just one password for all their
accounts, then there would be less chance of forgetting it. This comparison
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shows that interference theory cannot be directly applied to explain why users
forget their passwords, due to the nature of the password context (detailed in
the previous section). In the real world, users generally create a set of unique
passwords then reuse them several times (Brown et al., 2004). This is due to
password reuse being a security risk, and password requirements being differ-
ent for different services (Campbell et al., 2011); this means the use of one uni-
versal password that is unchanging is not possible. Therefore, the uniqueness of
multiple passwords needs to be exploited to increase memorability, and while
concurrently increasing security. Thus, the Unique Password Theory looks to
retrieval to support the recall of passwords, instead of just explaining why users
forget them.

444 The Unique Password Theory: assumptions and arguments

As a new theory of explaining password recall, and incorporating the mecha-
nism of interference we argue the followings:

1. Unique passwords are more memorable than reused and modified pass-
words. Indeed, we argue contrary to the previous password literature, that
unique passwords, owing to being different from each other, makes them less
exposed to memory retrieval problems caused by interference. Therefore we
hypothesize the following;:

Hla: Adopting multiple unique passwords will negatively affect pass-
word interference compared with modified passwords or reused pass-
words.

H2a: Adopting multiple unique passwords will positively affect password
correct recall compared with modified passwords or reused passwords.

2. Similarity in password composition causes interference due to the number of
competitor passwords and the number of retrieval cues.

3. Unique passwords have less competitor items for each retrieval cue, and less
retrieval cues for each target item, causing lower levels of interference when
retrieving the target password.

4. Modified passwords (using the same password with small changes for more
than one account, e.g., 386firstnamelastnamel and 386firstnamelastname?2),
have several competitor items for each retrieval cue, which causes higher levels
of interference when retrieving the target password. Giving a practical example,
let us presume that a number of passwords are modified as the following:
Account 1 password: 386firstnamelastnamel

Account 2 password: 386firstnamelastname2

Account 3 password: 386firstnamelastname3, and so on.

We argue that due to the similarity between the passwords, the interference
when retrieving the correct password from the long-term memory, for the right
account leads to incorrect password recall.
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5. Reused passwords (using the same password for more than one account),
have several retrieval cues for each target item, which causes higher levels of
interference when retrieving the target password for the right account. The user
may confuse which accounts the reused password belongs to.

6. Different password behavior (e.g. adopting unique, modified or reused
passwords) results in a different cue-target password relationship. Although
there will be several retrieval cues for each password, Figure 7 illustrates in its
simplest form the cue-target password interference relationship, with the ac-
count as the retrieval cue:

I

AC CUE AC CUE AC CUE ACCUE ACCUE AC CUE

FIGURE 7: Cue-target password interference relationship

7. Increasing numbers of accounts/passwords increases interference, and there-
fore, 8. increasing numbers of accounts/passwords decreases the level of pass-
words recall. Previous memory research suggests that interference increases as
the number of items to remember increases (Baddeley & Hitch, 1977). This
suggests that as the number of passwords rise, so does password interference
and incorrect password recall (Vu et al., 2007). We argue that interference will
be higher between modified passwords, and reused passwords compared with
unique passwords; and therefore, correct password recall will be lower in the
modified and reused password groups compared with the unique password
group, due to similarity between the passwords and accounts. We hypothesize
the following;:

H1b: The increase of password interference will be stronger as the number
of passwords increase when adopting multiple modified or reused pass-
words compared with multiple unique passwords.

H2b: As the number of passwords increase, the decrease in password cor-
rect recall will be stronger when adopting multiple modified or reused
passwords compared with multiple unique passwords.
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4.4.4.1 Unique passwords, total login errors, account-password matching
errors, and login failures

The interference effect “initiates a dramatic decline in memorability and per-
formance” (Everitt et al., 2009) in password recall. Moreover, forgetting pass-
words can be attributed to the interference between the correct matching of
passwords to the right accounts (Nelson & Vu, 2010), and/or to the interference
between the passwords themselves (Grawemeyer & Johnson, 2011; Zhang et al.,
2009). These two types of password recall errors can be categorized into ac-
count-password matching errors, and login failures. Account-password match-
ing errors would occur when a user would get confused between accounts. This
could be caused if there is one retrieval cue for more than one item, or in this
case password. Therefore because of the interference between the passwords,
users may remember a password correctly, but find it hard to recall which ac-
count it belongs to. On the other hand, login failures are not only caused by
confusion between passwords and misremembering, but also by mistyping,
interruptions, and completely forgetting the password entirely (Grawemeyer &
Johnson, 2011). An example of login failures would be when a user would have
one password: “386Djtovghnbm3”, but may recall it as “368Djtovghnbm3”, or
“386djtovghnbM3”, and so on. When the item (or password) is complex
enough to warrant many cues to recall it, these cues may be associated with
other items, and therefore confusion in their structure will ensue. Hence, based
on these types of password recall errors we hypothesize the following:

H3a: Adopting multiple unique passwords will negatively affect total
password recall errors compared with modified passwords or reused
passwords.

H3b: The increase in total password recall errors will be stronger as the
number of passwords increase when adopting multiple modified or re-
used passwords compared with multiple unique passwords.

H3c: Adopting multiple unique passwords will negatively affect account-
password matching errors compared with modified passwords or reused
passwords.

H3d: Adopting multiple unique passwords will negatively affect pass-
word login failures compared with modified passwords or reused pass-
words.

In summary (illustrated in Figure 8), The Unique Password Theory argues
that reused and modified password behavior will have a positive effect on in-
terference, which will have a negative effect on password correct recall, and a
positive effect on recall errors. Therefore, against users” preconceptions, adopt-
ing unique passwords can not only lead to better password security practices,
but can also increase correct password recall.
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FIGURE 8: Unique Password Theory

TABLE 14: Summary of Hypotheses

Dependent Variables

Password behavior and password increase

Password interference

Password correct recall

Total password recall

errors:

Account-password
matching errors

Login failures

Hla: Unique passwords < modified passwords or
reused passwords

H1b: Interaction: number of passwords x unique
passwords < modified or reused passwords

H2a: Unique passwords > modified passwords or
reused passwords

H2b: Interaction: number of passwords x unique
passwords < modified or reused passwords

H3a: Unique passwords < modified passwords or
reused passwords

H3b: Interaction: number of passwords x unique
passwords < modified or reused passwords

H3c: Unique passwords < modified passwords or
reused passwords

H3d: Unique passwords < modified passwords or
reused passwords

4.5 Research Methods

A longitudinal experiment was conducted for 12 weeks, using a web-based
password creation and recall system that allowed participants to create pass-
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words, recall passwords, and monitor password recall errors, and password
behavior. The experiment collected over 6400 passwords, and examined pass-
word recall, password interference, and their relationship with three different
types of multiple passwords: unique passwords, reused passwords, and modi-
fied passwords.

451 Participants

Given that the human memory is not associated with factors such as gender,
culture or student versus worker; any computer user who engages in the use of
passwords in ISs is considered a suitable participant. Participants were selected
from the staff and students from a university in Finland. The participants were
all experienced computer users and all had work experience. They were ran-
domly allocated into three groups: the unique password group (N=27), the re-
use password group (N=27), and the modified password group (N=27), totaling
81 participants. The participants were matched on age, as age has an effect on
memory (Baddeley, 2009¢c). Demographic information is reported in Table 15.
Study credits were offered to the participants as an incentive for taking part in
the study.

TABLE 15: Demographic Information

Age Gender Education level

18 to 24 years (count of 24; Male (count Further education (count of 1;
29.6%) of 52;64.2%)  1.2%)

25 to 34 years (count of 33; Female Bachelor’s degree (count of 35;
40.7%) (count of 29; 43.2%)

35 to 44 years (count of 14; 35.8%) Master’s degree (count of 37;
17.3%) 45.7%)

45 to 54 years (count of 5; Doctoral degree (count of §;
6.2%) 9.9%)

55 to 64 years (count of 5;

6.2%)

4.5.2 Measures

A website with password generation and input capabilities was created and
employed for the participants to generate and recall passwords, and to monitor
any input errors. The website also held information about the study, the sched-
ule, and guidelines for creating passwords.
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4.6 Experimental Design to test the Unique Password Theory

Laboratory experiments have been found to be between the second to third
most commonly used method of data collection in the AIS basket of top aca-
demic journals, due to the level of control measuring the independent variables
(Liu & Myers, 2011). In this study a laboratory experimental design was chosen
for many reasons, as although it has its limitations in terms of its realism, it, on
the other hand, allows for precision over the creation and recalling of pass-
words, and password input monitoring. Several aspects of the design of the ex-
periment intended to match the everyday password management experience,
e.g. how many passwords were created at one time. Furthermore, studying
password creation and recall in a realistic setting would be a security issue,
with limitations of what detail could be monitored, especially in relation to
password interference. Therefore, password studies of this type are normally
laboratory experiments (Nelson & Vu, 2010; Vu et al., 2007; Wiedenbeck et al.,
2005; Zhang et al., 2009).

4.6.1 Defining groups and passwords

The effects of interference on memory recall is what defined the password
groups (unique, reused, and modified). As interference is based on similarity of
information retrieval (Baddeley, 2009b), therefore, one group would create
unique passwords; one group would create modified passwords, where pass-
words would be similar in characters; and a third group where the passwords
would be the same for several accounts. The passwords created by each group
were imposed by the password creation guidelines, reported in Table 16; these
guidelines had six rules that every password had to meet. These six rules im-
posed complexity and length, to ensure a minimum level of password strength
across all groups. Rule 7 defined the group based on the interference phenome-
na. After the first password was created, the rules remained the same for all
passwords created in the unique password group and the modified password
group. The reused groups’ rule 7 changed during the study (see Table 16.); if it
had remained the same, the participants would have created only one password,
and this would have not been a test of memory. Therefore, the reused group
created three unique passwords, which were reused for seven accounts. This is
a more “true to life” situation, as many users have a set of unique passwords,
but reuse them for many accounts (Shay et al. 2010, Zhang, et al. 2009). The
password rule schedule is shown in Table 17.

Rule 7 defined each group and therefore the system had to be pro-
grammed to recognize this rule for each group. The system group criteria are
reported in Table 16.
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TABLE 16: Guidelines and system requirements for creating passwords

Each password must:

NVl W N

. contain at least eight characters.

. contain at least one number (0-9).

. contain at least one lower case letter (a-z).

. contain at least one upper case letter (A-Z).

. contain at least one special character (e.g. !, %, &).
. not contain names (e.g. JussiH1#).

Unique group

Modified group

Reused group

7. be unique = different
from every other pass-
word created, preferably
different in meaning too
(e.g. Bookcasel# and
iloveTV1!).

7. contain between four -
six characters in common

with the other pass-
words  created (e.g.
Redbagl# and

Redbag?2&) - this is to
help anonymously iden-
tify you.

7. be the same as one of
the previous passwords
- this is to help anony-
mously identify you.

System Criteria

System Criteria

System Criteria

all passwords to have
less than 3 of the same
characters in the same
sequence.

all passwords to have
between 4-6 characters in
common in the same se-
quence.

passwords to be the
same as one of the previ-
ous passwords created.

TABLE 17: Creating passwords rule schedule

Pass Unique group Modified group Reused group
words/ 1st 2nd 1st 2nd 1st 2nd
week
1 NoRule  Unique  NoRule Modified NoRule Reused
7 Rule 7 Rule 7 Rule
2 Unique Unique  Modified Modified Unique Reused
Rule Rule Rule Rule Rule Rule
4 Unique Unique  Modified Modified Reused Reused
Rule Rule Rule Rule Rule Rule
6 Unique  Unique  Modified Modified  Unique Reused
Rule Rule Rule Rule Rule Rule
8 Unique Unique  Modified Modified Reused Reused
Rule Rule Rule Rule Rule Rule

In previous research, different types of passwords such as reused and
unique passwords, were not defined as specifically as within this study. In a
study by Zhang et al. (2009, pp.170) the rule imposed to create unique pass-
words was: ‘use a password with the first two letters different from your other
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accounts’. With further analysis of the passwords created within our study, us-
ers that were creating modified passwords would have met this rule, while still
reusing the main body of previous passwords. Therefore, this rule has been
found to not impose password uniqueness, and within this study, it would af-
fect the results. In a diary study by Duggan et al. (2012, pp.421), the study au-
thors stated, “Passwords that reused only part of another password were treat-
ed as unique.” From the perspective of interference, this would affect the results
because this modification would lead to confusion; therefore, this type of pass-
word is referred to as a “modified” password for the purposes of this study.
Gaw and Felten (2006) examined password reuse and referred to related pass-
words as being in the same category as reused passwords. Although there is an
element of reuse in modified passwords (a user is essentially reusing a part of
the password again), to fully understand the effects of interference on password
recall, it is necessary to distinguish between simply reusing a password and
actually modifying it, as similarity plays a significant part in its effect (Baddeley,
2009b).

4.6.2 Password Schedule

Participants from all groups completed the same experiment. As a longitudinal
study, this experiment was conducted 1-2 times per week during a three month
period. The passwords were not only recalled several times during the three
months, but were also learned over this period of time (the password schedule
for the study is shown in Table 18.). Several previous studies required their par-
ticipants to learn several passwords all at once to test password memorability
(Nelson & Vu, 2010; Vu et al., 2007; Zhang et al., 2009). However, learning many
passwords all at once would not be a realistic situation: there are not many oc-
casions when a person is required to learn many passwords at one time. Fur-
thermore, learning several items or passwords can have an effect on the partici-
pants’ cognitive load, and further recall could be measuring the cognitive load
effect not the interference effect. For these reasons a longitudinal design was
preferred. The schedule in terms of creating and recall passwords within the
week were chosen for regularity, and for enough time to pass between creating
and recalling passwords for recall to really represent long-term recall. The ac-
count order and frequency of recall was chosen to represent different levels of
frequency of recall, and time between recall, to see if there was an effect.
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Week Create Remembering Account Names
Passwords Passwords
(number) (number)
1 beginning 2 Danske Bank/Amazon
1 end 2 Danske Bank/ Amazon
2 beginning 2 Facebook/Yahoo
2 end 3 Danske Bank/FB/Amazon
3 beginning
3end 3 Yahoo/FB/Amazon
4 beginning 2 Nordea/Forge of Empires
4 end 3 Danske Bank/Nordea/FoE
5 beginning
5 end 3 Nordea/Yahoo/FB
6 beginning 2 Expedia/Gmail
6 end 3 Yahoo/Gmail /FoE
7 beginning
7 end 3 Danske Bank/FB/Expedia
8 beginning 2 Tribal Wars/Twitter
8 end 3 Nordea/ Twitter/ Tribal Wars
9 beginning
9 end 3 Gmail/FB/Expedia
10 beginning
10 end 3 Yahoo/Amazon/FoE
11 beginning
11 end 3 Twitter/FoE/ Tribal Wars
12 beginning
12 end 10 All

4.6.3 Number and type of passwords

Ten accounts and passwords was chosen for this study because although Ad-
ams and Sasse (1999) advised that users could only learn and successfully re-
member between four to five passwords, users are nowadays often required to
learn and successfully remember more than 10 passwords, which is more realis-
tic (Zhang et al., 2009). Since this experiment investigated interference, then
pushing the participants’ memory capabilities would illustrate the point at
which the interference effect would become a significant issue for password

memorability.

Each participant created passwords for 10 accounts (as detailed in Table
19), and recalled them 42 times (up to 3 attempts each) over 12 weeks. Therefore,
the recalled data that was used to analyze the password recall and password
interference totaled over 6400 passwords.
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TABLE 19: Details of passwords and accounts

Unique group 10 unique passwords for 10 accounts
Modified group 10 modified passwords for 10 accounts
Reused group 3 unique passwords for accounts, and reused for 7 accounts

4.6.4 Types of accounts

A number of studies have used systems where the participants selected or were
presented with accounts, and entered the corresponding passwords (Nelson &
Vu, 2010; Vu et al., 2007; Zhang et al., 2009). In this study, a similar design was
employed and participants were asked to enter passwords for five fictitious dif-
ferent account types: online banking, email (personal), social networking, online
shopping, and free online gaming. These types of accounts were chosen because
of their range of importance and data sensitivity. For each account type, two
accounts were chosen to represent them (account names and types are shown in
Table 20). This account-password design was preferred because it is used in
users’ everyday lives, and therefore, would be familiar to them.

TABLE 20: Account types and names

Type Name

Online banking Danske Bank and Nordea

Email account (personal) Yahoo and Gmail

Social Networking Facebook (FB) and Twitter

Online Shopping Amazon and Expedia

Online Gaming (free) Forge of Empires (FoE) and Tribal Wars

4.6.5 Procedure

All participants in the three groups completed exactly the same procedure for
the duration of the study. When the participants were recruited, they were giv-
en information about the study and told what was required of them. This in-
cluded instructions that asked them not to write down their passwords, and
told them not to discuss their passwords, their password choices, or the study
information with others, as it would be a security breach. They also completed a
questionnaire that asked for their demographic details (as shown in Table 15).

When creating passwords, the participants were taken to a series of web
pages to undertake the task (shown in Figure 9). If the passwords did not meet
the criteria, an error message would appear saying which rule was not met. The
participants were asked to learn the newly generated passwords and were told
not to write them down. After the participants created a password, they were
asked repeatedly to re-enter the password until they had successfully entered it
three times, to ensure that it had been learned and to reinforce the memory. For
the password creation schedule, see Table 18.
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FIGURE 9: Password creation web page

At the password recall stage, the participants were taken to a series of web
pages to recall their passwords (shown in Figure 10). These pages were visually
the same as the creating pages; however, the password guidelines were not pre-
sent, as they were not relevant at this point. The participants were given three
attempts to recall the password. If they failed, this message appeared: “You
have had three attempts, you will not be able to make any further attempts at
this time. You may however, be asked to enter this password again later in the
study.” The participants were given this message because their lapse in
memory may have been temporary, and since they may have thought that they
would not need to use the password again, this would have had an effect on the
password’s retention.

Regardless if they entered the passwords correctly or not, they were then
taken to the next password page to recall the next password, and so on until all
three passwords had been attempted. This password recall process reoccurred
in all weeks. For the final session in week 12, the recalling process was the same
as previous weeks; however, the participants were asked to recall all 10 pass-
words.
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FIGURE 10: Password recall web page

4.7 Results

A large amount of quantitative data was collected during the 12 week study.
This data could be categorized into three types that represent the each depend-
ent variable: the total score (i.e. the total amount for the whole 12 weeks); the
week 12 score (as all 10 passwords were recalled in week 12, it would be inter-
esting to see how the participants recalled all the passwords at once); and third-
ly, the overall or mean score for the whole study (week 1-11, these results do
not include the week 12 scores, as they would be seen as outliers because of the
amount of passwords recalled that week). The descriptive results are summa-
rized in Table 21.

TABLE 21: Descriptive results

Password group
Mean Unique group Modified group Reused group
(std. dev.) (N=27) (N=27) (N=27)
Dependent Total Week Mean Total Week Mean Total Week Mean
variable score 12 score  score 12 score  score 12 score

(wk112)  geore  (Wk111)  (wk112)  goore  (Wk141)  (wk112)  gegre  (wki1-11)

Password 2319 611 129 4144 1152 292 3700 946  1.85
interference (29.06)  (849)  (0.13) (3849) (11.61) (0.13) (17,79) (9.30)  (0.13)

Password 2574 600 175 1640 377 120 2214 500 156
correct (1210) (340) (0.06) (1049) (2.85) (0.06) (7.25) (2.25)  (0.06)

recall
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Total pass- 4152 968 271 6481 1607 39 4767 1007 278

word recall  (3421)  (7.87)  (017) (3144) (886) (0.17) (1862) (5.52) (0.17)

errors
Acc-pw 511 035 034 1255 104 074 1962 104 091
matching (10.62) (3.05) (0.07) (1824) (415) (0.07) (839) (2.08) (0.07)
errors

Login fail- 37.44 9.33 2.39 5225 13.11 3.19 28.14 4.96 1.79

Ures (30.69) (912) (0.15) (2944) (812) (0.15) (1591) (494) (0.15)

Initial tests were conducted to check that age did not have an effect on
password interference, correct password recall, or password recall errors, be-
tween the password groups. This was confirmed through employing an analy-
sis of variance test (ANOVA), (p = 0.16; p = 0.39; p = 0.48, respectively).

4.71 Coding data

The website monitored all of the creation and recall attempts, which allowed for
the coding of every password entered. The system would recognize the correct
password for the right account, the correct password for the wrong account,
and all others errors. The password recall errors were categorized into account-
password matching errors (where the correct password was recalled, but for the
wrong account), and login failures (which included all other incorrect recall).
Password interference included errors that were associated with other created
passwords, such as in the case of account-password matching errors, and pass-
word similarities (where errors were partially associated with other created
passwords - these were categorized under login failures).

4.7.2 Theory Testing

The password interference, the correct password recall, and the password recall
errors were tested by analysis of variances (ANOVAs), to examine the differ-
ences between the password groups. These results included the total scores
(weeks 1-12) and the week 12 scores for all of the dependent variables. General-
ized linear mixed models (GLMMSs) were employed to analyze the differences
between the password groups as the amount of passwords increased, to repre-
sent the linear nature of the increase. The results included the mean scores
(weeks 1-11) for all dependent variables. The hypotheses testing results are
shown in Table 22.
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TABLE 22: Inferential results

Dependent  Hypothesis sig.
variable
Password H1la: Unique passwords < p =0.009 (total score)
interference modified passwords or reused p =0.013 (wk12)
passwords
H1b: Interaction: number of p <0.0005 (mean score)
passwords x unique passwords
< modified or reused passwords
Password H2a: Unique passwords > p = 0.004 (total score)
correct modified passwords or reused p=0.021 (wk12)
recall passwords
H2b: Interaction: number of p <0.0005 (mean score)
passwords x unique passwords
< modified or reused passwords
Total pass- H3a: Unique passwords < p = 0.013 (total score)
word recall modified passwords or reused p =0.017 (wk12)
errors: passwords
H3b: Interaction: number of p <0.0001 (mean score)
passwords x unique passwords
< modified or reused passwords
Account- H3c: Unique passwords < p < 0.0005 (total score)
password modified passwords or reused p <0.05(wk12)
matching passwords
errors
Login H3d: Unique passwords < p =0.024 (unique x modified)
failures modified passwords or reused p = 0.166 (unique x reused)

passwords

4.7.2.1 Total Interference

Kruskal-Wallis between-subjects (ANOVA) tests were employed to test the dif-
ferences in total interference between the password groups. This non-
parametric test was used because of the distribution of the data. The tests
showed that there was a significant effect of the password group on the total
password interference, for the total study (y2 = 9.470, df = 2, p=0.009), and week
12 (y? = 8.747, df = 2, p=0.013). Password interference was significantly higher in
the modified and reused groups compared with the unique group, these results
support Hla.

Using a generalized linear mixed model, total interference was analyzed
as the number of passwords increased. There was a significant main effect of
the password group on total interference (Fs76) = 13.419, p < 0.0005). There was
also a significant main effect of the number of passwords on total interference
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(Fas7e) = 104.618, p < 0.0005). The two-way interaction between the password
group and number of passwords was also significant (F sz = 5,638, p < 0.0005),
supporting H1b. The total amount of interference increased as the amount of
passwords increased (shown in Figure 11). By eight passwords, there was a sig-
nificant difference between the unique group and the modified and reused
group. However, there was no significant difference between the modified and
reused group, suggesting that the unique group was affecting total interference,
and further supporting the hypothesis.

Estimated Marginal Means of Total interference

. participants
group
—Unigue group
— Modified group
/l Reused group
N ’/

Estimated Marginal Means
(8]
1

T T T T T
2,00 4,00 6,00 8,00 10,00

numberpw

FIGURE 11: Mean scores of total password interference for each password group as the
amount of passwords increases

4.7.2.2 Password correct recall
Between-subject ANOVAs were conducted to examine the effect of the pass-
word group on the password correct recall; both for the total study and in week
12. There was a significant effect of the password group on password correct
recall for the total study (Fp7s) = 5.810, p = 0.004), and a significant effect of
password group on password correct recall in week 12 (F(o,7s) = 4.047, p = 0.021),
supporting H2a. Password correct recall was the highest in the unique group,
followed by the reused group, and was lowest in the modified group; this was
the case for the total study scores and week 12 scores.

A generalized linear mixed model was employed to analyze the linear na-
ture of the increasing number of passwords during the study, and its effect on
password recall for all three groups. The main effect of the password group on
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password correct recall was significant (Fp,s76) = 6.074, p < 0.0005). However,
there was no significant main effect of the number of passwords on password
correct recall (Fu,s76) = 1.555, p = 0.184). Although, there was a significant effect
between 6 and 8 passwords (p = 0.03), and 6 and 10 passwords (p = 0.028).

We believe this is due to the fact that the reused group only had two
unique passwords to recall until six passwords; at that point, the number of
passwords increased enough to increase the confusion between accounts - this
is supported by the password interference data.

There was a gradual increase in the significance between the password
groups on password correct recall as the number of passwords increased. The
significant difference between the unique group and the two other groups in-
creased when the password amount increased to eight, and continued through
to ten passwords. This illustrates that the effect of the password group would
be stronger in the modified and reused group compared with the unique group,
decreasing the amount of password correct recall more severely as the amount
of passwords increased. Therefore, as the amount of passwords increased, the
effects of the password group increased too. Thus, there was a significant two-
way interaction between the password group and the number of passwords
(Fs,876) = 4.133, p < 0.0005), supporting H2b, (shown in Figure 12).

Estimated Marginal Means of Total correct recall
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Reused grou
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FIGURE 12: Mean scores of total password correct recall for each password group as the
amount of passwords increases
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4.7.2.3 Total password recall errors

Kruskal-Wallis between-subjects tests were employed to examine the effects of
the password group on total password recall errors. There was a significant ef-
fect of password group on total password recall errors for the total study (y2 =
8.685, df = 2, p = 0.013), and for week 12 (y2 = 8.097, df = 2, p = 0.017), as the
unique group had the lowest total password recall errors, and the modified
group having the highest. These results support H3a.

A generalized linear mixed model was employed to test the effect of the
number of passwords on total password recall errors in between each password
group. There was a significant main effect of the password group on total
password recall errors (Fps76) = 17.572, p < 0.0001). There was also a significant
main effect of the number of passwords on total password recall errors (F,876) =
27.777, p < 0.0001). The two-way interaction between the password group and
number of passwords was also significant (F,s76) = 4.104, p < 0.0001), support-
ing H3b (shown in Figure 13). The increase of total password recall errors was
stronger in the modified and reused group compared with the unique group as
the amount of passwords increased.

Estimated Marginal Means of Total recall errors
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— Modified group

5 Reused group

34
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FIGURE 13: Mean scores of total password recall errors for each password group as the
amount of passwords increases

Total password recall errors can be divided into account-password match-
ing errors and login failures. These sub-factors of password recall errors are
examined to fully understand the effects of password group on these errors.
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Account-password matching errors

Kruskal-Wallis between-subjects tests were conducted to analyze the effect of
the password group. The unique password group had the lowest score of ac-
count-password matching errors, followed by the modified group, and the re-
used group had the highest level of these errors (shown in Table 21). The pass-
word group had a significant effect on account-password matching errors for
the total study (y2 = 21.642, df = 2, p < 0.0005), and in week 12 (y2 = 29.074, df = 2,
p < 0.0005), supporting H3c.

Login failures

The unique password group had a lower login failure rate when compared with
the modified group. The reused group had the lowest rate of login failures
across all three groups. Mann-Whitney U tests (non-parametric t- test) were
performed to analyze the differences between the unique group and the modi-
fied group, and the unique group and the reused group. There was a significant
difference between the unique group and the modified group in login failures
(U=250.500, N1=27, N>=27, p = 0.024, one-tailed), which supports H3d. Even
though the reused group had a lower login failure score, it was not significantly
lower than the unique group (U=308.500, N1=27, N2=27, p = 0.166, one-tailed).
We believe that the reused group had a low score due to the high level of ac-
count-password matching errors. Having a lower login failure rate does not
mean that the reused group had a higher level of total password correct recall.
It indicates that, out of the total number of incorrect password recall errors, the
reused group had a higher level of account-password matching errors than log-
in failures when compared with the other groups. This would make sense as the
reused group had three unique passwords for seven accounts, which could
cause confusion between accounts, whereas the modified group had similar
passwords which could cause confusion between the passwords themselves.
Although, H3d is not supported, the overall total password recall errors are
significantly higher in the modified and reused groups compared with the
unique group. Analyzing the account-password matching errors and login fail-
ures sub-factors just illustrate the different effects of adopting different pass-
word behaviors (such as adopting unique, modified or reused passwords) has
on the total password recall and errors.

4.7.3 Further analysis

When designing the study, several aspects of password creation and recall were
taken into consideration. To ensure that cognitive load would not be a factor in
learning passwords, the maximum of two passwords were created at one time,
over eight weeks. Similarly, a longitudinal design was used for password recall
as well, to reflect the long period of creation of passwords, but also to allow for
the manipulation of password recall frequency and the time between recall
tasks.

Further analysis was performed to see whether there was an effect of the
number of times in which the passwords were recalled (or frequency of pass-
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word recall), and the time between the recall tasks on password correct recall
and password interference. Passwords were recalled for each account between
3-6 times over the 12 weeks, with a variety of time between recall tasks.

Although the frequency of password recall showed to have a significant
effect on password correct recall and password interference, it did not have a
meaningful effect, i.e. as the frequency increased. To confirm these findings,
deeper analysis was performed. The Facebook account had the highest number
of times in which the passwords were recalled (six times), and Gmail had one of
the lowest (three times). The results showed there was no significant difference
in password correct recall, or password interference between the two accounts.
To further confirm this, Facebook and Twitter (also recalled three times) were
examined, and the results showed that there was a difference between the two
accounts, in this instance. When looking at the schedule, the Twitter passwords
had been recalled twice in succession, which led to the questioning if the time
between recall tasks had an effect. The results showed that, for instance, be-
tween Nordea (which had three weeks between the recall task) and Yahoo (one
week), there was no difference in password correct recall or interference. Be-
tween Forge of Empires and Tribal Wars, there were no weeks between recall
tasks from week 11 to 12, and there was no difference; and between Expedia
(two weeks) and Forge or Empires (zero weeks) there was no difference either.
This would suggest that the time between recall tasks or possibly the frequency
of recall within a period of time would not have an effect on password correct
recall or interference. To confirm this further an analysis of the week 12 pass-
word correct recall and interference was performed. There was no significant
effect. One would think that the recall performance would be greater in the
Forge of Empires passwords as there were three successive recall tasks, weeks
10, 11, 12, and the passwords had been recalled five times over the 12 weeks;
however in comparison with Danske passwords, they had been recall also 5
times, but there had been four week between recall tasks in week 7 and week 12.
Danske account had a higher password correct recall.

These results suggest that the amount of times in which you recall your
passwords or the time between recalling passwords does not have an effect of
password correct recall. However, as this was not the main focus of this paper,
a much more in-depth study of this will give more precise findings.

4.8 Discussion

4.8.1 New Contributions

Previous IS security research suggests that unique passwords are harder to re-
member than reused or modified passwords, and therefore insecure password
behaviors (such as reusing and modifying passwords) are considered a reason-
able coping strategy (Biddle et al., 2012; Chiasson et al., 2009; Duggan et al.,
2012; Gaw & Felten, 2006). This study proposed the Unique Password Theory,
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which demonstrates that multiple unique passwords are actually easier to re-
member than reused or modified passwords. The theory maintains that pass-
word reuse and modification should not be used as a memory coping strategy,
especially as it can reduces password security. Next, we discuss the new contri-
butions of the study in more detail.

As the first contribution, the empirical results support the Unique Pass-
word Theory suggesting that, by adopting multiple unique passwords, each
password will be more memorable than modified or reused passwords. The
unique password group had a significantly higher level of password correct
recall then the modified and reused groups. So too, as the number of passwords
increased, the unique group’s correct recall rate was 10% higher than the reused
group for the total study, as well as in week 12. This was surprising, as the re-
used group (in theory) only had three passwords to recall (but had to recall
them for seven other accounts). The unique group also correctly recalled 25%
more passwords than the modified group in week 12, and 22% for the whole
study. These findings challenge some previous studies and users’ beliefs that
password reuse increases memorability (Duggan et al., 2012; Gaw & Felten,
2006; Notoatmodjo & Thomborson, 2009). Moreover, Grawemeyer and Johnson
(2011) found that unique passwords were associated with login failures and
mismatching the correct password to the right account. We explain these con-
flicting results through the acknowledgment of the different research method-
ologies and settings. For example, Duggan et al. (2012) and Grawemeyer and
Johnson (2011) used interviews and diary studies, while Notoatmodjo and
Thomborson (2009) used surveys to report participants” difficulty in remember-
ing their passwords. Such methods basically express the users” subjective beliefs
and are not based on observing users” actual password behaviors directly from
the system, as adopted in our study. The results of our study demonstrate that
users can remember unique passwords better than reused or modified pass-
words.

The second new finding was that adopting multiple unique passwords has
a negative effect on total password recall errors compared with reused and
modified passwords. The unique group had a lower level of total password re-
call errors, when compared to the reused group (5% lower for the total study).
The modified group’s total password recall errors rate was 15% higher than the
unique group for the total study. When examining the results in more detail,
there are some surprising findings that showed that different types of multiple
passwords (unique, reused, or modified) affected different types of recall errors
(account-password matching errors or login failures). Adopting unique pass-
words had a negative effect on account-password matching errors (correct
password, but wrong account), and as the amount of passwords increased so
did the significance between the three password groups. The reused group had
a significantly higher level of account-password matching errors, being 39%
more than the unique group, and the modified group was also 20% higher than
the unique group. The login failures (which included all other incorrect recall)
however, had a different distribution as the modified group had 13% higher
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login failures than the unique group; but the reused group had an 8% lower
level of login failures compared with the unique group. This type of recall error
distribution would make sense when considering that modified passwords,
comprise of characters that are similar to each other, e.g. Password1! and Pass-
word2&. Therefore, the amount of login failures for modified passwords would
be higher than account-password matching errors, as the interference would be
between the password details. When considering reused passwords, there were
only three unique passwords reused for seven accounts, and therefore the inter-
ference would be higher between the accounts, causing a higher level of ac-
count-password matching errors. Because reused passwords are more affected
by high levels of account-password matching errors, there was no significant
difference in login failures between the reused group and the unique group.
Despite the fact that the hypothesis regarding the login failures was not sup-
ported, the total password recall errors (overall) was still significantly lower in
the unique group compared with both other password groups. Further to that
point, higher levels of total password recall errors in the reused group com-
pared with the unique group, highlights that interference has a stronger effect
on password recall, than the effect of the frequency that the password is re-
called.

The third new finding revealed that there was a significant effect across all
of the dependent variables, from unique passwords as the amount of pass-
words increased. These results are important, as with time, users will continue
to accumulate more accounts and therefore, more passwords (Gaw & Felten,
2006). This will lead to further insecure password practices and the resulting
security risks if the relationship between this increase in the amount of pass-
words and the effect on correct recall, interference, and recall errors is not fully
understood. Password correct recall was significantly affected by adopting
unique passwords; however, the number of passwords was not solely a signifi-
cant factor. This finding could suggest that there is no limitation to the amount
of passwords a user can store, and potentially recall, as the long-term memory
is unlimited. Furthermore, as the amount of password increased the signifi-
cance level also increased, demonstrating that by adopting reused or modified
passwords, password correct recall will decline more strongly as the amount of
passwords increase compared with multiple unique passwords. Additionally,
password interference was significantly affected by the number of passwords,
which supports the findings of Baddeley and Hitch (1977), when they examined
interference and the memorability of the number of items, in other contexts
than password security. Likewise, the total password recall errors was signifi-
cantly affected by the increase in the number of passwords, showing that an
increase in passwords can also result in an increase in errors too.

Overall, the results of this study support the proposed Unique Password
Theory. This theory demonstrates that through a greater understanding of the
functionality of the human memory, this can lead to increased memorability of
passwords, which can ultimately lead to better password security practices.
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4.8.2 Implications for practice

Previous research suggests that users frequently modify (Adams & Sasse, 1999),
and reuse passwords (Duggan et al., 2012; Gaw & Felten, 2006; Notoatmodjo &
Thomborson, 2009). This is because users believe that they will increase pass-
word memorability (Bang et al., 2012; Duggan et al., 2012; Notoatmodjo &
Thomborson, 2009). The results of this study support the Unique Password
Theory that actually suggests the opposite, proposing that unique passwords
are more memorable than reused or modified passwords. However, if users
were made aware of why password reuse and modification does not increase
password memorability, they could understand that memory limitations are no
longer an excuse for adopting insecure password practices. The implications for
practice are two-fold: for organizations and for home-users. Within an organi-
zation, increased password memorability and memory awareness could result
in increased policy compliance, with regards to creating unique passwords (re-
quired in a number of password policies); creating stronger passwords, and the
reduced need to write passwords down (Biddle et al., 2012; Chiasson et al., 2009;
Duggan et al., 2012; Gaw & Felten, 2006). Other implications for organizations
are that their information assets would be more secure; and through a reduction
in password reuse and increased better password security practices, organiza-
tions are less likely to have security breaches, and the security risks that accom-
pany them. Further implications for organizations stem from the increased
memorability of unique passwords: if passwords are more memorable, then less
time and money would be spent on the consequences of forgetting them, such
as when passwords are reset.

For home-users, the practical implications of increased password memo-
rability and memory awareness could first lead to reduced insecure password
behaviors, such as reuse and writing passwords down. It could also increase
secure password practices, such as creating stronger passwords. Second, less
time, inconvenience and money would be spent on the consequences of forget-
ting passwords. Third, through adopting unique passwords, personal and or-
ganizational information could be more secure, and reduce the consequences of
security breaches, through the reduction of reuse behavior and forgetting pass-
words.

4.8.3 Limitations and future research

Quantitative methodology is considered to be beneficial in the pursuit of a
greater understanding of IS phenomena, with both strengths and weaknesses.
However, it is believed that “all methods of science are flawed” (Dennis &
Valacich, 2001, pp. 4). Research studies may have different and sometimes con-
flicting goals, which include generalizability (to populations), realism (for the
participant), and precision (control over what is being measured) (McGrath,
1982). For example, Nobel Prize winner Friedman (1953) regarded precision to
be more important than realism in science. In IS research, laboratory experi-
ments rank between the second and third most popular method of data collec-
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tion in the AIS basket of top academic journals (Liu & Myers, 2011). This meth-
odology is commonly used due to the level of precision it offers when measur-
ing independent variables (Dennis & Valacich, 2001; Liu & Myers, 2011). In this
current study, a laboratory methodology was chosen as participants’ memories
were being tested; and therefore, an experiment with high precision was seen as
important. Furthermore, previous password studies usually employ a laborato-
ry methodology (Nelson & Vu, 2010; Vu et al., 2007; Wiedenbeck et al., 2005;
Zhang et al., 2009), as creating and recalling passwords in a realistic setting
would have security issues. These issues are in relation to unauthorized access
to participants” accounts, and limitations in what details could be monitored, in
terms of password interference. When designing the experiment, we considered
many issues that would increase the realism of the design. The longitudinal de-
sign was employed to not only study how passwords were recalled over a peri-
od of time, but so that not all passwords were learned at the same time, as this
would have an effect on cognitive load. Ten passwords were created and re-
called, as five (used in many studies, (Nelson & Vu, 2010; Vu et al., 2007;
Wiedenbeck et al., 2005; Zhang et al., 2009)) are not similar to the real-world
situation, as many users have more than ten passwords (Zhang et al., 2009). A
range of accounts were used to mimic the real-world setting, and to represent
the different levels of importance and sensitivity of accounts. A website with an
account-password design was employed to collect the data, as this is generally
used by users on a daily basis. These elements of the design increased the real-
ism of the study; however, it would, for security reasons, have been impossible
to conduct this study in a real-world setting and still capture the precision in
our data.

Another limitation of this study refers to password strength. Although the
password rules did impose a level of strength across all groups: length (more
than eight characters), and complexity (upper and lower case letter, numbers,
and punctuation); additional password strength from random passwords, or a
maximum length was not monitored or imposed between groups, as this study
was a test of memorability.

Notwithstanding all the meticulous considerations in the development
and design of this experiment, it was not without its shortcomings. The partici-
pants, after they had created their passwords could have written them down.
However, within the instructions they were asked not to write down their
passwords, and were told not to discuss their passwords, their password choic-
es, or the study information with others, as it would be considered a security
breach. In addition, on the password creation screen, they were reminded not to
write their passwords down for security purposes. Furthermore, the exact pur-
pose of the study was not revealed to the participants: they were told that they
were taking part in a study that was testing a new password input system. This
deception was employed so that the participants were aware that it was im-
portant to remember the passwords, but they were not overly conscious of the
fact that their memory was the focus of the study. If they had known, this may
have led to a bias in the results.
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There is a deficiency of empirical studies examining multiple password
behavior over a longer period of time. This study is one of the first longitudinal
password studies that not only included creating many passwords over many
weeks, but also recalling them several times over those weeks too. It can be ar-
gued that this is a more realistic setting than those studies in which the pass-
words are created all at once (Nelson & Vu, 2010; Vu et al., 2007; Wiedenbeck et
al., 2005; Zhang et al., 2009). Learning all the passwords at one time increases
cognitive load, which, in-turn decreases memorability (Baddeley, 1992). This
said, it is arguable whether these studies were ultimately testing password
memorability or the effect of cognitive load on password learning,.

We propose the following future studies to examine password recall with
a longitudinal design: within our study, several participants were able to learn
and recall their 10 passwords with reasonable success; in week 12, 45% of the
unique group recalled all 10 passwords correctly. These results suggest that we
should have considered using 15 passwords, or even more, to really push the
participants” memories, to demonstrate password memorability and the effects
of password interference. Future studies can look to having larger numbers of
passwords, because as we accumulate more and more accounts, the number of
passwords is only set to rise. With this in mind, future studies should not only
look at multiple password recall for higher numbers of passwords, but also to
increasing numbers of passwords, and the effects on password recall as these
numbers increase. This will give a more deep understanding of how change
from increasing numbers of passwords affect password memorability.

The next proposal for future research concerns how previous password
studies have categorized passwords. Previous studies have used less stringent
definitions, for example, modified passwords being defined as reused pass-
words (Gaw & Felten, 2006), or even unique passwords (Duggan et al., 2012).
The strict categorization of password types/adopted behavior (i.e. unique,
modified and reused) in this study was imperative, to fully test the effect of
password interference, because of the nature of the interference effect. This was
also apparent when examining the level of password recall errors in each group.
Future research should categorize their passwords more carefully, especially if
they are examining the interference effect, as it may affect their results.

We finally propose, based on our initial results of password recall fre-
quency and time, that these elements should be investigated further. Our find-
ings suggest that frequency of recall or time between recalling passwords does
not have an effect on password correct recall, or password interference. How-
ever, this was not the focus of the study, and it is necessary to examine these
factors in much more detail.

4.9 Conclusions

As the amount of passwords increase over time, users believe that their
memory cannot cope. This can influence their password behavior, for example,
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resulting in password reuse and writing down passwords. This study provides
a new perspective in understanding the password problem, by looking to the
interference effect to manipulate the memorability of multiple passwords, while
not concurrently compromising user security. The Unique Password Theory
states that unique multiple passwords are more memorable than modified or
reused passwords. The results from a 12-week study suggest that not only were
the unique passwords more memorable, they reduced password recall errors
and password interference.

The Unique Password Theory and the results of this study have new im-
portant implications for IS password practice. First, while unique passwords are
not necessarily stronger, they are still considered more secure when compared
with reused or modified passwords; as discussed in the password reuse litera-
ture (Adams & Sasse, 1999; Duggan et al., 2012; Gaw & Felten, 2006; Ives et al.,
2004; Notoatmodjo & Thomborson, 2009; Zhang et al., 2009). However, many
users chose to adopt password reuse and modification to aid their password
memorability. The results reveal that password reuse and modification does not
increase password memorability, and should not be adopted to cope with mul-
tiple password memorability. Second, unique passwords increase the memora-
bility of passwords, which potentially could lead to the reduction of some other
insecure password behaviors, such as choosing weak passwords or writing
passwords down. Finally, multiple unique passwords are less easily forgotten
than reused or modified passwords, and therefore unique passwords minimize
the consequences of forgetting passwords (e.g. increased IT helpdesk costs).
Future research should examine the effects of multiple passwords (more than 10
passwords), and increasing numbers of passwords (such as the effects as the
amount of passwords rise), and apply a longitudinal research setting.



5 SUMMARY

5.1 Key findings

This dissertation contributes to the field of Information Systems Security, as it
studies password security, an important part of information security. Through
examining cognition, it allows us to understand password security behaviors;
and more importantly, develops new theories and modifies significant cogni-
tive scientific theories, for the IS context.

Several password studies have collected their data through means of sub-
jective surveys or diary studies, asking users to give their opinions of their
password management and behavior (Bang et al.; 2012; Duggan et al., 2012;
Grawemeyer & Johnson, 2011; Notoatmodjo & Thomborson, 2009). This subjec-
tive data does not capture the “true” picture, because all users have some opin-
ion, story, or experience about using passwords. In my studies the data was
objectively driven, collecting and measuring password recall. This objective da-
ta gave an interesting and insightful picture into password behavior. However,
it was still complimented by subjective survey data. The findings of these stud-
ies make counterintuitive suggestions based on not what users believe, but on
what they actually do, which will hopefully contribute towards solving the
password problem.

From the first study, the results showed that there was no relationship be-
tween password recall and memory performance; and there were no relation-
ships between password recall or memory performance and password reuse.
What this means is that password recall is not based on how good a user’s
memory is. It also means that not being able to recall passwords is no excuse for
password reuse. Furthermore, there were differences in the metamemory con-
structs that predict memory performance, compared to password recall perfor-
mance, supporting that password recall cannot be considered like other
memory recall. Moreover, password reuse could be predicted by the
metamemory construct of anxiety, which suggests that users reuse their pass-
words, not because they cannot remember them but because they have an anxi-
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ety about remembering them. From the second study, it was found that as the
number of verification times increased, so too did password recall, while not
compromising user convenience. The key finding was that, although previous
research suggests that there is a “trade-off” between memory and convenience,
my results does not support that. There were several key findings from the
third study. The results showed that unique passwords were more memorable
than reused and modified passwords; that there was less login errors; and as
the number of passwords increased so too did the benefits of using unique
passwords compared with reused and modified passwords. Furthermore, due
to reused and modified passwords being a security risk, through using unique
passwords, users could be more secure than if they adopted reuse and modifi-
cation. The key findings supported the Unique Password Theory, making coun-
terintuitive suggestions that the “trade-off” between memory and security is
not as inflexible as previous research suggests; and that password reuse is in
fact not a good coping strategy for users wanting to increase their password
memorability.

The overall key findings of this dissertation is that through collecting pre-
dominately objective password recall data, interesting and counterintuitive re-
sults suggest that users’ preconceptions of their password management and
behavior is not based on their subjective understanding of their memory and
security behavior. Furthermore, the trade-off that researchers suggest is not
supported by this body of research. This could due to several studies being
based on subjective user data (Bang et al; 2012; Duggan et al., 2012; No-
toatmodjo & Thomborson, 2009), and/or not fully understanding or applying
memory theory correctly (Bang et al., 2012; Notoatmodjo & Thomborson, 2009).

5.2 Practical Implications

There are important practical implications for this dissertation and all three
studies. This is through providing empirical evidence to support better security
practice guidelines (e.g. creating unique passwords); through providing practi-
cal suggestions for increasing the memorability of passwords (e.g. repetition,
and creating unique passwords); and through providing a more deep under-
standing of how users’ memories effect their password recall (unique pass-
words), and how users” perceptions of their memory affect their password re-
call (metamemory).

All three studies have the same objectives, and therefore have the same
implications for both organizations and to individual users. The findings sup-
port that through a better understanding of the human memory can inform us-
ers to adopt better password security practices. The results suggest how to
make passwords more memorable; how to reduce password forgetting, which
will reduce the consequences of forgetting (such as IT helpdesk costs), and the
fear of forgetting which results in users adopting insecure password behaviors:
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So too, it will therefore reduce insecure password behaviors adopted and the
consequences of these behaviors (such as security breaches).

5.3 Limitations

Although the studies of this dissertation were designed meticulously, they were
not without their limitations. All three studies had similar limitations: through
them being laboratory experiments, they may have had higher levels of preci-
sion and control over the variables (Dennis & Valacich, 2001; Liu & Myers,
2011); however, they (like most laboratory experiments), lacked realism and
generalizability (McGrath, 1982). Nevertheless, as objective memory data was
being collected and measured, the precision from the laboratory design was of
most importance. On the other hand, it would have also been difficult to run
these studies in the “real-world” setting, as collecting password data would
have been a security issue, and would have ultimately affected the results. Even
so, while designing the studies, realism was taken into consideration, by means
of employing a longitudinal design. Several password studies require their par-
ticipants to learn and recall several passwords all at once (Nelson & Vu, 2010;
Vu et al., 2007; Wiedenbeck et al., 2005; Zhang et al., 2009). This would, firstly,
effect cognitive load and therefore learning and recall; and secondly, it is rare
that users are required to learn and recall several passwords in the real-world,
and hence, a longitudinal design being more realistic.

The second limitation arose from attempting to make the studies more re-
alistic. The studies were completed online, and although there were instructions
and warnings of security breaches if participants took note of their passwords,
they still could have broken the rules. However, even if they had untaken the
tasks with researcher supervision, there could have still been the possibility that
the participants could have written the password down after leaving the re-
searchers’ supervision.

A third limitation would refer to password strength. This research was in-
terested in testing password memorability. And although, password strength
was imposed throughout all three studies via password guidelines and re-
strictions; it was not the focus of the work, and no further measurement was
taken.

5.4 Future research

Due to the complexity of the human memory and the complexity of the pass-
word process, and its effect on password behavior, there are a number of future
studies, I will suggest.
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Firstly, based on methodological design, all three studies noted the im-
portance of longitudinal methodology, and propose that future research adopts
the same approach to measuring objective password recall.

Further suggestions for future research from each study include examin-
ing the effects of increasing numbers of verification when creating passwords
on passwords recall and user convenience, this to see whether password verifi-
cation can actually be increased enough where password memorability is no
longer a problem while it not being inconvenient. Another suggestion would
be to increase the number of passwords participants have to learn and recall,
and their effect on interference. This would give a really good indication to the
significance of the problem of password interference, especially when consider-
ing that the number of passwords is rising. Another suggestion is to look at the
effect of frequency and recall times of passwords on password memorability.
There is the assumption that the amount of times in which you recall your
passwords or the time between recalling passwords has an effect of password
correct recall; however, our results suggest otherwise. Therefore, objective data
needs to be collected to verify these assumptions. Future research could exam-
ine user convenience in more depth, looking to develop a model, and possibly
operationalize it from the perspective of motivation.

This dissertation looked to a variety of elements of memory that could af-
fect password memorability and behavior. Suggestions for future research from
the perspective of the thesis as a whole, examining cognitive scientific theories
to increase password memorability, while not decreasing password security
should look to alternative memory theories, and psychological/cognitive sci-
ence theories to explain and examine the interaction between password memo-
rability and behavior. These could include examining cognitive load more
deeply and its effect on learning passwords; enhancing long-term working
memory to increase learning and recalling passwords; motivation in learning
and recalling passwords; user personality, especially in terms of risk-taking be-
havior; the effects of attention on password creation; stress caused by the pass-
word process on password memorability; user emotional states on password
memorability and behavior. Furthermore, research could look more closely at
the effect of user anxiety on password recall, and insecure password behavior.
These are just some suggestions; but ultimately, future research should examine
in more detail the interactions between password security, memorability and
user convenience.



6 CONCLUSION

With a rise in internet usage, social networking and ecommerce, passwords
have become an essential mechanism for ensuring the security of our personal
and organizational information, finances, and communication (Bang, et al. 2012;
Vu, et al., 2007). However, as the number of passwords rise, so do users’ inse-
cure password practices to cope with the memorability of multiple passwords
(Gaw & Felten, 2006; Notoatmodjo & Thomborson, 2009; Zhang et al., 2009).
This research has examined memory theories to not only increase the memora-
bility of passwords, but to improve also the security of them. This dissertation
examined metamemory to gain a better understanding of how users’ beliefs
about their memory can affect their password memorability and insecure pass-
word behaviors. It then looked to increase the memorability of passwords
through improving learning (repetition through password verification), and
retrieval (through uniqueness); while not compromising the security of pass-
words. By collecting objective password recall data, the results of these studies
challenge users’ preconceptions about justifying their adoption of insecure
password behaviors. Furthermore, it challenges the assumption of trade-offs
between password security, memorability and user convenience. In meeting the
objectives of the dissertation, this research has significant practical implications
for organizations and individual users. Through a greater understanding of the
human memory this can inform users to adopt better password security prac-
tices. The implications of these results suggest how to increase password mem-
orability, how to decrease password forgetting, and how to decrease insecure
password behaviors and the consequences of such insecure behaviors (such as
security breaches).
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YHTEENVETO (FINNISH SUMMARY)

Useiden salasanojen kéyttaminen on kasvava turvallisuusriski, joka vain pahe-
nee ajan kuluessa. Yksi merkittdvimmistd useiden salasanojen kiyttdmisen vaa-
ratekijoistd on ihmisen muisti ja kdyttdytymismallit, joilla kompensoidaan sala-
sanojen muistamisen ongelmia. Tutkimalla muistin aspekteja, jotka vaikuttavat
kayttdjien salasanojen muistamiseen, voidaan lisdtd ymmaérrystd kayttdjistd ja
tehdd ehdotuksia siitd, miten salasanojen todentamismekanismien turvallisuut-
ta voisi parantaa. Tdssd vditoskirjatutkimuksessa tutkitaan ihmisen muistia,
jotta voitaisiin ymmartdd salasanojen tietoturvallisuuteen liittyvdd kéyttayty-
mistd. Tavoitteena on my6s luoda kokonaan uusi teoria ja kehittdd jo olemassa
olevia, yleisesti hyvaksyttyja muistiteorioita salasanakontekstissa. Tutkielma
kisittelee muistiteorioita tavoitteenaan kehittdd salasanojen tietoturvan tasoa ja
lisétd salasanojen muistettavuutta. Viitoskirja pohjautuu loydoksiin kolmesta
eri tutkimuksesta, joissa tutkitaan kayttdjien uskomuksia ja tietoisuutta (meta-
muistia) oman muistinsa vaikutuksista salasanojen muistamisessa ja heikon
turvallisuustason salasanakadyttdytymisessd sekd pyritddn parantamaan salasa-
nojen muistettavuutta kehittimalld oppimista (vahvistuksen toistot), ja helpot-
tamaan muistihakuja (ainutlaatuisuus). Empiirisilld pitkittdistutkimuksilla mi-
tataan salasanojen (yli 10 000 salasanaa) muistamista, muistin valiintuloa, muis-
tin suorituskykyd, muistiuskomuksia, kdyton mukavuutta sekd heikon tietotur-
vatason salasanakdyttdytymistd. Kerddamalld objektiivista tietoa salasanamuisti-
kokemuksista tutkimukset haastavat kayttdjien ennakkokésityksid, jotka osal-
taan ovat toimineet oikeutuksena heikon tietoturvatason kayttdytymismallien
omaksumiselle. Loydokset haastavat myos yleistd olettamusta siitd, ettd tieto-
turvatasoltaan kehittyneet salasanat ovat muistettavuudeltaan sekd kdyttomu-
kavuudeltaan heikkoja. Tamén vditoskirjatutkimuksen tuottamalla syvalliselld
ymmarrykselld on merkittdvid organisaatio- ja yksilotason vaikutuksia, joiden
perusteella kayttdjiat voivat kehittdd salasanakayttdytymisensd tietoturvatasoa.
Tulokset ohjaavat kdyttdjid parantamaan salasanojen muistettavuutta, vihen-
tdim&ddn salasanojen unohtamista, luopumaan heikon tietoturvatason sa-
lasanakdyttaytymisestd sekd ymmartamaan tietoturvapuutteiden, kuten tieto-
turvarikkeiden, seuraamuksia.
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APPENDICES

Appendix 1: Password Metamemory Questionnaire

Participant Code:

Password Questionnaire

In this questionnaire, we would like you to tell us how you use your memory to remember your
passwords, and how you feel about it. There are no right or wrong answers to these questions
because people are different. Please take your time and answer each of the following questions
as truthfully as possible, and to the best of your ability.

Each question is followed by five choices. Draw a circle around the number corresponding to

your choice. Mark only one for each statement.

1. For most people, passwords that are

meaningful are easier to remember than

passwords that are not.

agree strongly
agree

undecided
disagree
disagree strongly

2. Tam good at remembering passwords.

agree strongly
agree

undecided
disagree

disagree strongly

3. Do you keep a list or note down im-
portant passwords?

never
rarely
sometimes
often
always

4. Itis important to me to remember my
passwords.

agree strongly
agree

undecided
disagree

disagree strongly

5. I get upset when I cannot remember my

passwords.

agree strongly
agree

undecided
disagree

disagree strongly

6. If you have forgotten your password, do

never

you use a lot of mental effort in trying to rarely

remember it? sometimes
often
always

7. 1think remembering my passwords are agree strongly

something of which to be proud of. agree
undecided
disagree

disagree strongly

8. Ifind it harder to remember my pass-
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agree strongly
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words when I am upset.

agree

undecided
disagree

disagree strongly

2.
3.
4.
5.
9. lam good at remembering which pass- | 1. agree strongly
word belongs to which account. 2. agree
3. undecided
4. disagree
5. disagree strongly
10. I can remember my passwords as well as | 1. agree strongly
always. 2. agree
3. undecided
4. disagree
5. disagree strongly
11. Do you share your passwords with 1. never
friends/family members/colleagues to 2. rarely
help you remember them? 3. sometimes
4. often
5. always
12. I get anxious when I have to remember 1. agree strongly
my passwords. 2. agree
3. undecided
4. disagree
5. disagree strongly
13. It bothers me when I have to ask formy | 1. agree strongly
password to be reset. 2. agree
3. undecided
4. disagree
5. disagree strongly
14. I'm less efficient at remembering my 1. agree strongly
passwords now than I used to be. 2. agree
3. undecided
4. disagree
5. disagree strongly
15. I'have difficulty remembering my pass- | 1. agree strongly
words when I am anxious. 2. agree
3. undecided
4. disagree
5. disagree strongly
16. The older I get the harder it is to remem- | 1. agree strongly
ber my passwords clearly. 2. agree
3. undecided
4. disagree
5. disagree strongly
17. Do you use a memory technique suchas | 1. never
mnemonics, to help you remember your | 2. rarely
passwords? 3. sometimes
Example of mnemonics: “There’'sno | 4. often
place like home” becomes “T’snplh” | 5. always
18. T'am just as good at remembering my 1. agree strongly
passwords as I ever was. 2. agree
3. undecided
4. disagree
5.

disagree strongly
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19. Thave trouble keeping track of which
password belongs to which account.

agree strongly
agree

undecided
disagree

disagree strongly

20. For most people, it is easier to remember
passwords they need to use frequently
than passwords they will not use for a
long time.

agree strongly
agree

undecided
disagree

disagree strongly

21. Most people find it easier to remember
passwords for accounts they know they
need to use than accounts they know
they will never be using again.

agree strongly
agree

undecided
disagree
disagree strongly

22. T'am usually uneasy when I attempt to
remember my passwords.

agree strongly
agree

undecided
disagree

disagree strongly

23. I feel anxious if I have to use a password
I'haven’t used for a long time.

agree strongly
agree

undecided
disagree

disagree strongly

24. Having a better memory for passwords
would be nice but it is not very im-
portant.

agree strongly
agree

undecided
disagree

disagree strongly

27. Do you write down your passwords and

never

put them in a prominent place, such as rarely

on your monitor or on your desk? sometimes
often
always

28. It doesn’t bother me when I can’t re- agree strongly

member my passwords. agree
undecided
disagree

disagree strongly

29. T am poor at remembering my pass-
words.

agree strongly
agree

undecided
disagree

disagree strongly

30. Tam much worse now at remembering
my passwords than I was 10 years ago.

agree strongly
agree

undecided
disagree
disagree strongly

31. Do you reuse your passwords for more
than one account, to help you remember
them?
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often
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always
32. Compared to 5 years ago, I am much agree strongly
worse at remembering my passwords. agree
undecided
disagree

disagree strongly

33.

For most people it is easier to remember
passwords they want to use than pass-
words they know they will never use.

agree strongly
agree

undecided
disagree

disagree strongly

34.

I remember my passwords much less
now than 10 years ago.

agree strongly
agree

undecided
disagree
disagree strongly

35.

I can’t expect to be good at remembering
all my passwords.

agree strongly
agree

undecided
disagree

disagree strongly

36.

Most people find it easier to remember
passwords for accounts that are more
important to them than accounts that
hold less importance.

agree strongly
agree

undecided
disagree

disagree strongly

37.

I have little control over my memory
ability for remembering passwords.

agree strongly
agree

undecided
disagree

disagree strongly

38. When you want to remember your never
passwords, do you make a note of it or rarely
keep it in an electronic document on sometimes
your computer or mobile device? often
always
39. Ithink it is important to work at sustain- agree strongly
ing my memory abilities for remember- agree
ing passwords. undecided
disagree

disagree strongly

40.

I forget my passwords more frequently
now than when I was younger.

agree strongly
agree

undecided
disagree

disagree strongly

41.

As people get older they tend to forget
their passwords more frequently.

agree strongly
agree

undecided
disagree

disagree strongly

42.

I'work hard at trying to improve my
memory for passwords.
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disagree
disagree strongly

43.

Compared to 10 years ago, I now forget
many more passwords.

agree strongly
agree

undecided
disagree
disagree strongly

44.

If I am suddenly required to remember
my passwords, I know I will have diffi-
culty doing it.

agree strongly
agree

undecided
disagree

disagree strongly

45.

For most people, it is easier to remember
the right password for accounts they es-
pecially like than accounts that haven’t
made much of an impression on them.

agree strongly
agree

undecided
disagree

disagree strongly

46.

Most people find it easier to remember
passwords that have more meaning than
passwords that don’t mean very much to
them.

agree strongly
agree

undecided
disagree

disagree strongly

47.

Remembering to regularly change my
passwords has improved over the last 10
years.

agree strongly
agree

undecided
disagree

disagree strongly

48.

I admire people who have a good
memory for passwords.

agree strongly
agree

undecided
disagree

disagree strongly

49.

My friends/ colleagues often notice my
memory abilities for remembering my
passwords.

agree strongly
agree

undecided
disagree
disagree strongly

50. When you try to remember your pass- never
words, do you associate the passwords rarely
with their accounts? sometimes
often
always
51. Tam good at remembering the order of agree strongly
the characters of my passwords. agree
undecided
disagree
disagree strongly
52. For most people, passwords they have agree strongly
used before are easier to remember than agree
passwords that are totally new to them. undecided
disagree
disagree strongly
53. Familiar passwords are easier to remem- agree strongly

ber than unfamiliar passwords.
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3. undecided
4. disagree
5. disagree strongly
54. a.lam good at remembering random a. 1. agree b. 1. agree c. 1. agree
passwords. strongly strongly strongly
54. b.Iam good at remembering unique 2. agree 2. agree 2. agree
passwords. 3. undecided | 3. undecided | 3.undecided
54. c.Iam good at remembering strong 4. disagree 4. disagree 4. disagree
passwords. 5. disagree 5. disagree 5. disagree
strongly strongly strongly
55. Twould feel on edge right now if I had to agree strongly
recall all my passwords. agree
undecided
disagree

disagree strongly

56.

My memory for passwords will decline
as I get older.

agree strongly
agree

undecided
disagree

disagree strongly

57.

I often notice my friends’/colleagues’
memory abilities for remembering their
passwords.

agree strongly
agree

undecided
disagree

disagree strongly

58.

My memory for passwords has greatly

agree strongly

declined in the last 10 years. agree
undecided
disagree
disagree strongly
59. When you have trouble remembering never
your passwords, do you try to remember rarely
another similar password in order to sometimes
help you remember? often
always
60. My memory for passwords has declined agree strongly
greatly in the last 10 years because of an agree
increase in the amount of passwords I undecided
need. disagree

disagree strongly

61. I often forget which password belongs to agree strongly
which account. agree
undecided
disagree
disagree strongly
62. Do you try to remember what you were never
doing when creating your passwords, to rarely
help you remember them? sometimes
often
always
63. Aslong as I exercise my memory for agree strongly
remembering passwords, it will not de- agree
cline. undecided
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disagree strongly

64.

Iam good a remembering the accounts I
have.

agree strongly
agree

undecided
disagree
disagree strongly

65.

I know if I keep using my passwords, I
will never forget them.

agree strongly
agree

undecided
disagree

disagree strongly

66. Do you try to relate your passwords to never
something else hoping this will increase rarely
the likelihood of remembering them lat- sometimes
er? often
always
67. It's important that I am very accurate agree strongly
when remembering my passwords. agree
undecided
disagree

disagree strongly

68.

When I am tense and uneasy, I cannot
remember my passwords very well.

agree strongly
agree

undecided
disagree

disagree strongly

69. Do you try to concentrate hard on re- never
membering your passwords? rarely
sometimes
often
always
70. It's important that I am very accurate agree strongly
when remembering which password be- agree
longs to which account. undecided
disagree

disagree strongly

71. 1It's up to me to keep my password re- agree strongly
membering abilities from deteriorating. agree
undecided
disagree
disagree strongly
72. When using an account I don’t know agree strongly
very well, I get nervous remembering agree
the password. undecided
disagree
disagree strongly
73. Thave no trouble remembering all my agree strongly
passwords. agree
undecided
disagree
disagree strongly
74. It is easier for most people to remember agree strongly

passwords that are unrelated to each
other than passwords that are related.
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disagree
disagree strongly

75.

Even if I work on it, my memory ability
for remembering passwords will go
downhill.

agree strongly
agree

undecided
disagree
disagree strongly

76.

Most people find it easier to remember
meaningful passwords than random
passwords.

agree strongly
agree

undecided
disagree

disagree strongly

77.

Do you make mental images or pictures

never

to help you remember your passwords? rarely
sometimes
often
always

78. Tknow of someone in my family whose agree strongly

memory for passwords improved signif- agree

icantly as they got older. undecided
disagree

disagree strongly

79.

Iam good at remembering lists of pass-
words and their accounts.

agree strongly
agree

undecided
disagree

disagree strongly

80.

I get anxious when I have to remember a
password I haven’t used for a long time.

agree strongly
agree

undecided
disagree

disagree strongly

81.

It bothers me when I forget a password.

agree strongly
agree

undecided
disagree
disagree strongly

82.

Most people find it easier to remember
passwords that are related to other
passwords.

agree strongly
agree

undecided
disagree
disagree strongly

83.

Do you mentally repeat your password
when you are trying to remember it?

never
rarely
sometimes
often
always

84.

My memory for passwords has im-
proved greatly in the last 5 years.

agree strongly
agree

undecided
disagree

disagree strongly

85.

I like to remember passwords on my
own, without relying on coping strate-
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gies, such as writing passwords down. 3. undecided
4. disagree
5. disagree strongly
86. I get tense and anxious when I feel my 1. agree strongly
memory for passwords is not as good as | 2. agree
other people’s. 3. undecided
4. disagree
5. disagree strongly
87. Do you ask service providers to remind | 1. never
you or reset your passwords? 2. rarely
3. sometimes
4. often
5. always
88. a.I'm highly motivated to remember all | a.1. agree b. 1. agree c. 1. agree
my passwords. strongly strongly strongly
88. b. I'm highly motivated to remember my | 2. agree 2. agree 2. agree
most frequently used passwords. 3. undecided | 3. undecided | 3. undecided
88. c. I'm highly motivated to remember | 4. disagree 4. disagree 4. disagree
all my personal passwords. 5. disagree 5. disagree 5. disagree
strongly strongly strongly
89. I do not get nervous when I am sud- agree strongly
denly required to remember my agree
passwords. undecided
disagree
disagree strongly
90. Ifind it difficult to remember my pass- agree strongly

words and their accounts.

agree
undecided
disagree

disagree strongly

strong passwords than weak passwords.

agree

1
2
3
4
5
1
2
3
4
5
91. My memory for passwords has got bet- | 1. agree strongly
ter in the last 10 years. 2. agree
3. undecided
4. disagree
5. disagree strongly
92. For most people it is easier to remember | 1. agree strongly
passwords for accounts they are mostin- | 2. agree
terested in than passwords for accounts | 3. undecided
which they are less interested in. 4. disagree
5. disagree strongly
93. I have trouble remembering all my 1. agree strongly
passwords. 2. agree
3. undecided
4. disagree
5. disagree strongly
94. My memory for passwords will get bet- | 1. agree strongly
ter as I get older. 2. agree
3. undecided
4. disagree
5. disagree strongly
95. It is easier for most people to remember | 1. agree strongly
2
3.

4.

undecided
disagree
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disagree strongly

96. Do you write your passwords down?

never
rarely
sometimes
often
always

97. With more and more passwords I create,
the harder it is to remember all my
passwords.

agree strongly
agree

undecided
disagree

disagree strongly

98. Most people find it easier to remember
graphical passwords than text-based (al-
phanumerical) passwords.

agree strongly
agree

undecided
disagree
disagree strongly

99. After I have created a password, I have
no difficulty remembering it.

agree strongly
agree

undecided
disagree

disagree strongly

100.Do you write your passwords down or

never

keep them in an electronic document to rarely

help you remember them? sometimes
often
always

101.I would feel very anxious if I visited a agree strongly

website and had to remember the pass- agree

word. undecided
disagree

disagree strongly

102.I am good at remembering the content
and order of the characters of my pass-
words.

. agree strongly

agree

. undecided
. disagree
. disagree strongly

103.No matter how hard a person works on
his/her memory for passwords, it cannot
be improved very much.

. agree strongly

agree

. undecided
. disagree
. disagree strongly

104.1f T were to work on my memory for
passwords, I could improve it.

agree strongly
agree

undecided
disagree

disagree strongly

105.1t gives me great satisfaction to remem-
ber passwords I thought I had forgotten.

agree strongly
agree

undecided
disagree

disagree strongly

106.Remembering the sequence of the char-
acters of my passwords is easy for me.
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4. disagree
5. disagree strongly
107.1 am usually able to remember exactly 1. agree strongly
which password belongs to which ac- 2. agree
count. 3. undecided
4. disagree
5. disagree strongly
108.I think a good memory for passwords 1. agree strongly
comes mostly from working on it. 2. agree
3. undecided
4. disagree
5. disagree strongly
109.Most people find it easier to remember 1. agree strongly
random passwords than dictionary 2. agree
passwords. 3. undecided
(Dictionary passwords are pass- 4. disagree
words that contain actual words.) 5. disagree strongly
110.Do you create passwords that are related | 1. never
to personal information about yourself, | 2. rarely
such as using your date of birth or using | 3. sometimes
a pet’s name? 4. often
5. always
111.Do you use unique passwords (com- 1. never
pletely different from any other pass- 2. rarely
word) for your accounts? 3. sometimes
4. often
5. always
112.Do you reuse passwords (use exactly the | 1. never
same password) for more than one ac- 2. rarely
count? 3. sometimes
4. often
5. always
113.Do you modify passwords (use an exist- | 1. never
ing password with small amendments) 2. rarely
for more than one account? 3. sometimes
4. often
5. always

114.Why do you reuse or modify your pass-
words for more than one account?

If more than one answer is applicable,

please circle more than one.

1.  convenience (it is difficult to think of a
new password)

2. Ilike my passwords

3. itis easier to remember

4.  there are too many passwords, my
memory cannot cope

5. other (please tell us why):
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Please write clearly, thank you!

113. If you were told that reused and modified
passwords increase security risks, as it makes
it easier for hackers to access your accounts,
would you change all your passwords to
unique passwords?

Yes, why? .....

No, why? ......

114. If you were told that it is easier to re-
member your passwords if they were all
unique and completely different from each
other, rather than reused or modified pass-
words, would you change your passwords to
be all unique?

Yes, why? .....

No, why? ......

Many thanks for taking the time to complete this questionnaire.
If you have any queries, please contact: Naomi Woods (naomi.woods@jyu.fi).
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Appendix 2: Memory test (in English)

Memory test

In this study you will be asked to learn and
recall words and numbers, followed by
completing a questionnaire on memory.

If you have any question, please do not
hesitate to ask.

All information you give, will be completely
confidential.

Please press enter

You will be shown lists of 15 words

You will be given 1 minute to learn one list, then you will be given
1 minute to write as many words down as possible, in any order

This will then repeat with each list

Therefore: you will be shown one list, the screen will then go
blank, which is when you write the words down. Then you will be
shown another list, the screen will go blank, which is when you
write the words down, and so on ....

Do not start to write the words down until the list disappears

Please write your answers on the sheet provided. The first list you
recall should be written in “recall 17, the second list you recall,
should be written in “recall 2", and soon ....

Do you understand? Please press enter

DO NOT PRESS ENTER ONCE THE TEST HAS
STARTED AS THIS WILL EFFECT THE TIMING

You will be aware of the list changing as there will
be a sound. When you hear the sound, itis time
to stop writing and to learn the words presented
toyou

Sometimes the list will change, and sometimes it
will be the same

Ok, lets begin, to start the test please press
enter....

* summer

= ship
* curtain

* treatment
* coffee

* nose
* leaf

* home
* school

+ color
=+ factory

* pike
* track

* river
* jacket

table

* cloud
bird

* wall
shoe

+ food
sample

* car
mountain

+ village
branch

* step
church

+ fish
glass

* Please now recall the words from the 1st list

Thank you, the first part has finished

Now you will be presented with a series of numbers,
for example: 4-5-6

You will be shown these numbers for about 1 second,
given 2 seconds to recall them, when the screen goes
blank, please write them down in the order they are
presented

The amount of time will increase with the amount of
numbers

Youwill hear a sound when there are new numbers to
learn

Do you understand? Please press enter




+ DO NOT PRESS ENTER ONCE THE TEST HAS
STARTED AS THIS WILL EFFECT THE TIMING

* Ok, lets begin, to start the test please press
(<] (o] g

5-4-1-7

=3 —9—~5

3 =0~ =2~—=5

6-9-4-7-1

9-1-8-4-2-7

149
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6=3—~5~A—~8—2 I 2 @ e 3 =4 =i

2-8-1-4-9-7-5 || 3-8-2-9-5-1-7-4

* Thank you for taking part in the memory test

* Please now complete the Memory

5-9-1-8-2—-6-4-7 Questionnaire.
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Appendix 3: Questionnaire items to measure user convenience of
password verification

TABLE 10: Questionnaire items to measure user convenience of password verification

Construct

Items

User convenience
(Cronbach alpha: >0 .70)

“Password verification
refers to when you are
asked to re-enter your
password after creating it.”

Verifying my passwords after creating them was
annoying:

Strongly agree; Agree; Neutral; Disagree;
Strongly disagree

Verifying my passwords after creating them was
demanding;

Strongly agree; Agree; Neutral; Disagree;
Strongly disagree

Verifying my passwords after creating them was
time-consuming;:

Strongly agree; Agree; Neutral; Disagree;
Strongly disagree

The inconvenience from verifying my
passwords after creating them was:
1= Very high ... 7=Very low

Ist password: 1 23 4567

2nd password:1 23 456 7
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