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Abstract: The internet and digital technologies have become an integral
part of people’s daily lives. The online world provides many benefits to
billions of users globally. However, it also brings risks too, because it is
easy for criminals to reach their victims and exploit their online behavior.
Nevertheless, users often perform risky security behaviors for convenience
and usability, and because of their inadequate security awareness. With
around 25% of the world’s population experiencing mental and/or
neurological disorders, it is important to understand how users’
psychopathologies manifest themselves in the context of cybersecurity.
This chapter has reviewed the symptoms of several mental disorders while
considering the online benefits and risks, and these symptoms have been
applied to evaluate users’ vulnerability to cybercrimes and cybersecurity
practices. The findings reveal how the complexity of each mental disorder
influences users’ online engagement and susceptibility to cybercrimes, and
how uniquely, to varying degrees, they affect different cybersecurity

behaviors.
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5.1 Introduction

Over the last few decades, digitalization has changed our society. Today,
technology is integral to nearly every part of our lives [1]. At home, from
the moment we wake, the lights we put on, and the electricity we use to
make coffee—it all comes from or is managed by systems that are
digitalized. Most of us use our phones and smart devices throughout our
day. Digital systems can also be found in nearly all working
environments—we do not even have to work in an office to use a
computer. From farming to manufacturing and many other industries
interacting with machinery, all have digitalized systems [2]. We also
communicate mainly online and have so many platforms and services
available. We bank, we shop, our entertainment, all online. And as
technology develops, more and more services and devices will become
smart, including many infrastructures. Furthermore, our personal identity
is online too. Therefore, with so many digital services, systems, and
personal and organizational information online, cybersecurity and securing
these assets can be considered just as important as the assets themselves [3,
4].

There are regular reports in the news or on social media referring to
some sort of cyberattack [5]. Even though cybersecurity has developed
immensely and is constantly evolving, cybercrime is growing, and
criminals are always one step ahead. Many complex protocols have been
developed by cybersecurity professionals and, when employed properly,
provide a strong defense [6]. If a user, even with the strongest protocols,
creates a password from their pet’s name or modifies the pass- word for
other accounts using predictable patterns, such insecure security behavior
will ultimately undermine all security efforts [7, 8].

To attempt to improve users’ security practices, users (within
organizations and at home) are provided with digital security guidance,

made aware of threats, and have technological restrictions imposed [9].



Nonetheless, many users will circumvent security policies and safety
protocols for the sake of convenience and usability [10, 11]. This can have
catastrophic repercussions with millions of euros and dollars are lost
globally due to security breaches, not to mention the threat to public safety
when information and records are stolen if breaches succeed [12].

There are several reasons that users are thought to adopt unsafe
security practices, including a lack of awareness of security threats, a lack
of awareness of the consequences of their actions, and also a lack of
knowledge of how security actually works. Many users do not realize how
severe a security breach could be or how it could impact their lives and
the lives around them [13-15]. Many are not even aware of how
vulnerable they are to a potential threat, or to the damage it can cause [16].
However, when one thinks about what creates that awareness,
understanding of behavioral consequences, and knowledge, and how a
user considers it, processes it, stores it, and acts on it, each user will have
many individual factors that affect each part of the process. Through
understanding the individual differences of users, allows cybersecurity
professionals to understand why the user is the “weakest link in security”
[8, 17, 18]. Therefore, it is increasingly acknowledged that cybersecurity
professionals not only need to have backgrounds in computer science and
engineering, they also need to have backgrounds in the human, behavioral
and cognitive sciences to comprehend the user and their security behavior
[6, 17].

Due to the immense usage of technology, the digital user can be
potentially anyone nowadays, including children, the elderly, people with
disabilities, and people with mental disorders. There are over 4.3 billion
internet users [19]. However, in 2001 the World Health Organization [20]
estimated that one in every four people (25%) has a mental or
neurological disorder, at around 450 Million people globally. This number

has gone up over the years, with growing populations [20]. This means



that about 25% of digital users (just under 1.1 Billion) are living with
some form of mental disorder. Therefore, the way these users interact with
digital technology and the online world, and especially the way they
interact with cybersecurity needs to be taken into consideration.

Over the years, research towards studying the usage of technology has
been conducted by computer scientists, mathematicians, and engineers. It
has only been in more recent times that researchers with a human sciences
background have started to examine how users and societies interact with
digital technologies [21]. This has led to the emergence of
cyberpsychology as an applied psychological discipline [22]. One area of
research within this discipline consists of the examination of
psychopathology and abnormal behaviors, and how interacting with the
internet and digital technology can affect users’ mental and psychological
states. One example includes the emergence of the internet, social media,
internet abuse and online gaming addictions [23-25]. However, there is
still very little research examining how users’ psychopathology affects
their interaction online, and next to no research considering how users’
psychopathology affects the way they interact with cybersecurity. To
address this gap, this chapter will discuss common psychopathologies and
online interaction. It will consider the characteristics of specific mental
disorders, and what online benefits, risks, and security issues bring to
these users. It will examine online benefits and risks specific to each
disorder, including vulnerability to cyber- crimes, and consider the impact
psychopathologies have on the users’ interaction with cybersecurity in an
attempt to secure their digital lives.

5.2 Psychopathology and Abnormal Psychology
There are many areas of psychology examining different aspects of
human beings, including social, behavioral, cognitive, physiological,

neuropsychological, etc. Clin- ical psychology is a research-based practice,



concerned with examining, diagnosing, and providing care for individuals
exhibiting a broad spectrum of abnormal behaviors and psychopathologies
[26, 27].

Abnormal psychology studies unusual or atypical behaviors, thoughts,
and emotions that are symptomatic of mental, behavioral, or neurological
disorders. One criterion is that they are severe enough to negatively
impede upon an individual’s life and negatively impact (or to the extent
to) how the individual interacts with society [24, 27]. Clinical
psychologists employ different approaches to under- stand and treat
abnormal behaviors. There are four main schools: psychodynamic,
humanistic, behavioral and cognitive-behavioral, as well as
systemic/family. These approaches examine and treat the individual, often
observing the behavior, consid- ering the biological bases, and the internal
thought processes indicative of mental disorders [27, 28]. Many clinicians
will combine different approaches to provide successful treatment of
different disorders. However, before treatment of abnormal behaviors and

psychopathologies can be determined, diagnosis is first needed [29].

521 Classifying Psychopathology

Diagnosis is essential to the practice of psychology and psychiatry. It can
take many years for mental health practitioners and clinicians to learn and
become experts in formulating a diagnosis. Diagnostic manuals provide
guidance, descriptions of symptoms, and criteria for diagnosing mental
disorders. These manuals provide practitioners with a standardized
language and an understanding to increase the reliability of diagnoses
while reducing susceptibility to practitioner bias [30]. The two main
diagnostic manuals for categorizing abnormal behavior, are the
International Statis- tical Classification of Diseases and Related Health
Problems (ICD) [31], and the Diagnostic and Statistical Manual of Mental
Disorders (DSM) [29]. The ICD is abroader standardized tool,



encompassing all medical conditions. The ICD includes a chapter
dedicated to “Mental and behavioral disorders” [31]. Both manuals
categorize symptoms of abnormal behavior into disorders through the
individual meeting specific criteria. While the ICD is thought to be used
more frequently in Europe, the DSM is more frequently used in the US.
However, both are employed globally. For the purposes of this chapter, we
will use the DSM to look at psychopathologies and their impact on the
cybersecurity context.

The DSM was first published by the American Psychiatric Association
(APA) in 1952 and has seen many revisions over the years as clinical
psychology has evolved with the times. The most recent edition, the
DSM-5 was published in 2013 and is globally used by mental health
practitioners, and researchers. Developed from the scientific advances in
brain imaging techniques, neuroscience, and genetics, the manual was
reorganized around psycho-physiological relationships rather than just
common symptoms. This has led to the classification of 19 main classes
with over 100 specific disorders. The most recent version of the DSM has
also been modified to be more “harmonized” with ICD-11 (the most recent
version) [29]. Although both manuals, (DSM and ICD) have proven to be
useful, through the years they have also been considered controversial due
to cultural, political bias, societal norms that influenced what is classified
as a disorder or not. Further controversy has always arisen regarding the
labeling of individuals. Many people believe that once one has been given
a diagnosis, one is stuck with that diagnosis or “label”. Being labeled as
one thing or another often provides others a reason to act in a specific
way based on the label rather than the individual [24, 28, 30]. However,
the counterargument highlights the need for diagnosis, as, without it, the

correct treatment cannot be provided [27].



5.2.2 Mental Disorder

DSM-5 includes an overall definition of a mental disorder as:

A mental disorder is asyndrome characterized by clinically significant disturbance inan
individual’s cognition, emotion regulation, or behavior that reflects a dysfunction in the
psycho- logical, biological, or developmental processes underlying mental functioning.
Mental disorders are usually associated with significant distress or disability in social,
occupational, or other important activities. An expectable or culturally approved
response to a common stressor or loss, such as the death of a loved one, is not a mental
disorder. Socially deviant behavior (e.g., political, religious, or sexual) and conflicts
that are primarily between the individual and society are not mental disorders unless

the deviance or conflict results from a dysfunction in the individual, as described above.

([29], p. 20)
This definition does not include all the features of every specific mental

disorder. However, each mental disorder is characterized and described
under each class within the manual. Each disorder can be diverse with a
wide range of characteristics. These diverse characteristics and the severity
of these characteristics can affect the way in which the user interacts with

the internet and digital technology.

53 Online Benefits, Risks, and Security Behavior
In the days before mass digitalization and the internet, individuals with
mental disorders could find themselves isolated and lonely. As the only
form of interaction with society was oftentimes face-to-face encounters,
and societal participation proved difficult for many. Nowadays, although
engaging with the online world brings many benefits and opportunities, it
can also bring risks, which will differ for each disorder. Along with these
risks, there are potential vulnerabilities to cybercrimes, and vulnerabilities

in the users’ cybersecurity behaviors they adopt to protect themselves.

5.3.1 Benefits of Online Interaction

Engaging with digital technologies and interacting online can provide



many benefits for users who have psychopathologies. The opportunities
for being more integrated into society, contributing to society, and being
supported by society have consider- ably grown with this easily accessible
medium. There are increased opportunities for occupation, education,
communication, development, entertainment, shopping, creativity,
participation and civic engagement, social interaction, and connectedness
[32-34]. Previous research has identified the many benefits of using ICT
and the internet for users, including for those users with intellectual
disabilities [35]. These benefits have been organized into themes such as
social utility, accessing information, personal identity, and occupational
and enjoyment. These themes were based on the users and gratifications
framework [36, 37].

Table 5.1 Themes of the benefits of internet and digital technology usage with examples

Social and » Communicating with other on social media, and other platforms
communication . peveloping and maintaining friendships and romantic relationships

* Unity with family and friends

Cognitive » Develop social learning skills

» Learning about themselves, others, and other things

Occupational |+ Employment
» Education

Independence  |* Online shopping
» Online banking

Supportive » Support groups and online discussion boards

* (Mental) health information

Within this chapter, we will examine the benefits of internet and ICT
usage for individuals with different mental disorders, and will organize the
benefits into themes based on clinical impairments (DSM-5) such as,
social and communication, cognitive, occupational, and independence. The

additional theme of supportive is included due to the supportive benefits



the internet and digital technology provide to those with mental disorders
(detailed in Table 5.1). Several of these themes can overlap each other,
due to their related nature. For example, attending an educational insti-
tution online not only has occupational benefits but has cognitive benefits
through learning as well as social and communicative benefits through
communication with peers.

The supportive theme has been appended, as for many individuals with
mental disorders, the services provided by interacting with the internet and
the digital world have brought about many benefits to support those who
would have found it otherwise difficult to find or receive help [38]. For
instance, interacting with online message or discussion boards has been
seen to reduce stress [39]. Furthermore, many individuals who engage
with online support groups receive plentiful benefits, through being able to
express themselves and their emotions, enhancing their knowledge, and

maintaining family and friends’ relationships [40, 41].

532 Risks of Online Interaction

There are many benefits of engaging with the online world. But, with
these benefits also come several risks. There are two types of risks that
online engagement can bring to individuals with mental disorders:

1. The risk of exacerbating the symptoms of the disorder,

2. The risk of becoming a victim of cybercrime.

Any user is vulnerable to cybercrime. However, do the symptoms of a
mental disorder compound the user’s vulnerability? To understand this, we
will briefly discuss to which cybercrimes users are vulnerable.

There are many definitions of cybercrime, however, within this chapter
we will use Nurse’s definition and taxonomy of cybercrimes against
individuals (2019), as it has been derived from a “comprehensive and
systematic review” of research, practice, and real-world cases. Reference

[42] defines “any crime (traditional or new) that can be conducted or
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enabled through, or using, digital technologies”. His taxonomy of
cybercrimes against an individual includes five main types:

1 Social engineering and trickery,

2 Online harassment,

3. Identity-related crimes,

4 Hacking,

5 Denial of services and information.

Social engineering and trickery include phishing and catfishing.
Through phishing, for instance, criminals aim to steal the user’s
confidential information such as authentication credentials (username and
password), and/or online banking details [13]. The crime can occur when
an individual overly shares personal information about themselves and
others, and/or is willing to trust the sender and give them what they
request in the communication, e.g., financial help. Criminals will often use
techniques to get what they want, through claiming their issue is
important and urgent, and presenting themselves in an official capacity,
such as an organization, or someone of trust, like a potential partner. They
often manipulate the victim in highly stressful situations and preying on
anxieties where decision-making is not optimal [43].

Online harassment can occur when an individual has been too trusting
with their personal information, and identity online. Through revealing their
information, it can be utilized to direct anger and hate towards them.
Examples of these types of crime include cyberbullying, stalking, and
trolling [44]. The criminal uses the anonymity of the internet to act as they
please harassing and manipulating the victim [45].

Identity-related crimes refer mainly to identity theft. It occurs due to the
enormous amount of personal information that is available online. It can
also be contributed to by a victim sharing personal information online,
which is then extorted and used by the criminal in an anonymous

environment to gain what they want. The criminal can also use the victim’s
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information to engage in further criminal activity [42].

Hacking can include compromising digital information and computing
systems, targeting the cybersecurity principles of confidentiality and
integrity [11]. Hacking can lead to the exposure of confidential information
and/or modification and deletion of information. Hacking can occur
through malware, such as spyware, and through account hacking by
means of exploiting insecure password management behaviors (e.g.,
reusing passwords). Criminals exploit users’ awareness (or lack of)
regarding their security and privacy and their poor security behaviors,
such as creating weak passwords, and reusing and modifying them for
several accounts, due to convenience and memory burdening [46, 47].

Denial-of-Services (DoS) and information refers to when criminals
will, for instance, bombard organizations with website traffic which can
lead to genuine users being unable to access services or information [11].
Another type of crime can include ransomware, where the criminal will
apply malware to encrypt an individual’s (or organization’s) information
then request payment for the release of the information. Criminals will
exploit the individuals’ anxieties and manipulate them into getting what
they want, as quickly as possible. These forms of crime target the

cybersecurity principle of availability [42].

5.3.3 Cyber Security Behaviors

As mentioned in the previous section, there are many risks to being online
and inter- acting with digital technologies. Cyber criminals attack
individuals and organizations, and targets the basic principles of
cybersecurity (CIA: confidentiality, integrity, and availability) [17]. There
are technical protocols in place to attempt to prevent attacks and decrease
the user’s vulnerability, such as virus scanning software. However, the user
still needs to undertake cybersecurity activities/secure behaviors to ensure

they (as a vulnerable factor) are not the weakest link in security.
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There are many security behaviors an individual can perform including
[48, 49]:
* Securing their devices, systems, and services with good password
management,
* Being careful with their privacy (i.e., not oversharing),
* Archiving and backing-up information,
* Virus scanning,
* Updating applications and software,
* Installing and updating security patches,
* Avoiding and not opening suspicious emails and websites,
* Not plugging in suspicious USB drives, etc.

We will discuss some of the main behaviors within this section.

Good or secure password management starts with creating a strong
password.

Many users believe if the password is strong it is difficult to remember, but
this is not necessarily the case. Passwords can be incredibly memorable as
long as the individual has contributed the effort to make it so. Individuals
can use memory techniques such as mnemonics to help them create strong
passwords and to remember them as well [46, 47, 50]. However, creating
a secure password is not all about making it strong and meeting the
minimum password policy requirements [51, 52]. A strong (long and
character-complex) password can be broken if the individual uses the
password for many accounts, where the security-levels of some systems
are not as strong. Or, the individual uses predictable patterns, such as
“Cappuccinol!” and “Cappuccino2!”, modifying their passwords for
several accounts, that hackers can exploit [53]. Other insecure password
behaviors include writing passwords down in an insecure (or not
encrypted) document or post-it note, and sharing passwords. Many users

adopt these behaviors for two main reasons: convenience, and memory
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burden. Users are not willing to expend the time and effort into creating
strong passwords, and when there are so many accounts, many feel
overwhelmed by how many passwords they would be required to create,
learn and recall. Therefore, they adopt insecure password behaviors and
undermine the authentication mechanism [14].

Oversharing and disclosing personal information and carelessness
with privacy can result in the individual being vulnerable to most
cybercrimes. It can lead to exposing details of not just the individual but
others around them, and organizational information. For instance, in one
case, people were using fitness trackers to track their exercise patterns and
unintentionally revealed details of a military base as they posted their results
to an online application [54]. Through trusting and sharing personal
information online, this can unintentionally expose details that allow
criminals leverage to manipulate the individual into doing what they want
them to do.

Proactive security behaviors include, virus scanning, updating
applications, and software, installing and updating patches that require
very little effort, as the technology does the work for the individual [55].
All the individual is required to do is regularly remember to start the
action (often when prompted) and give the system time to undertake the
process. Some users do not undertake these activities due to the
inconvenient time when they are required, or because updates may change
the application to a less user-friendly version, or because they are unaware
of the risks of not taking these actions [56]. Individuals who exhibit risk-
taking behaviors have been found to be less likely to undertake these
proactive security practices [57].

Backing-up data and information: losing data is common among
individuals and organizations, however, using backup solutions can
prevent the threat of losing data [58]. Backup solutions include cloud

solutions, and external hard drives, and USB sticks. If data is not backed-
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up it can be impossible to recover if an incident occurs. Regularly
backing-up data can ease the burden of data loss in the event of acci-
dental deletion, intentional deletion through malware, hard drive crash,
power failure, or a natural disaster [59]. As seen with updating virus
software, applications, and patches, backing-up data does not require
much effort, however, users contemplate the perceived convenience over
perceived threat [58].

Not opening suspicious emails, clicking on suspicious links, or visiting
suspicious websites: users can be encouraged to do these actions through
social engineering by the medium of phishing emails. A prime example
can include, when users receive ascam email and are invited to visit
fraudulent websites. The criminal creates a website that is designed to look
like an official legitimate website. The user is asked to enter their
authentication credentials for a service, they may already use. The
criminals can then access the victim’s account, potentially other accounts
(if their passwords are reused), and use the details for other criminal
activity [13, 42, 53].

Using personal USB drives within organizations, and using suspicious
USB drives can bring a whole host of security threats to an organization or to
an individual. Many users do not have as strict cybersecurity practices at
home, with insecure networks. The user will plug-in their USB drive at
home, picking up e.g., viruses, then bring it to work and spread the
viruses [18]. Another issue comes from users being given USB drives for
free (sometimes as a marketing promotion), or just finding them.
Criminals will leave USB drives for individuals to find in the hope they
will just use them—and they do. These drives are often full of malicious
software to allow the criminals to gain access remotely to secure systems
[11, 60].

For many years, it has been acknowledged that psychology plays a role

in the adoption of security and protective practices by the users. However,
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very few studies have considered the role that psychopathology plays in

users’ safety behaviors and interaction with cybersecurity.

5.4 Understanding Users’ Mental Disorders

This section describes some of the major classes of mental disorders with
reference to DSM-5 [29]. Eight of the 19 major classes are reviewed.
They were chosen due to their prevalence in society and relevance to
online interaction. Substance-related and addictive disorders will not be
discussed in this chapter. This is because the recognition of internet-based
disorders (named currently as internet gaming disorder) represents
excessive internet abuse [24, 29] and is classified under this major class.
Owing to the growing phenomena of internet-based disorders, a separate
chapter would be required to fully review them.

Therefore, using the characteristics of eight classes of mental disorder,
the benefits and risk to online interaction will be considered. These
characteristics will be applied to the context of cyber security to reflect
upon the vulnerabilities to cybercrimes that individuals with these disorders
may face and how their disorder traits influence their cybersecurity

behavior. Finally, a summary of mental disorders is presented.

54.1 Neurodevelopmental Disorders
Neurodevelopmental disorders are a group of disorders that occur during
the developmental stage. They are characterized by developmental
impairments that vary from specific limitations in learning and in
controlling attention to more general impairments in intelligence and
social skills. These disorders usually manifest in the early stages of
development, usually before a child goes to school. With this early onset,
these disorders with a variety of impairments often cause limitations to

personal, social, or academic performance. Neurodevelopmental disorders
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class includes intellectual disabilities, communication disorders, autism
spectrum disorder, attention-deficit/hyperactivity disorder (ADHD), and
specific learning disorder [29].

Intellectual disabilities are characterized by significantly impaired
intelligence, deficits in general mental abilities, and impairments in
everyday adaptive behavior. Communication disorders are characterized
by difficulties in speech, language, and communication. They have not
always been considered as mental disorders. However, the impairments
can cause distress and limit functioning in life, and there- fore are now
considered as disorders. Autism spectrum disorder is described as a
disorder with symptoms that are persistent deficits in shared or common
social communication. It is accompanied by nonverbal communicative
behaviors used for social interaction, impairments in developing, managing,
and understanding relation- ships, and restricted, repetitive patterns of
behavior, interests, or activities. ADHD, on the other hand, is categorized by
inattention, and/or excessive activity and impulsivity which can interfere
with development and functioning [61], which is not appropriate for the
individual’s age. Specific learning disorder is characterized by learning
difficulties and difficulties in applying academic skills accurately or as
quickly as others of the same age. It is more commonly known as the reading
disorders such as dyslexia and dyscalculia.

All these disorders can be generally categorized to describe them.
However, they will vary in numerous impairments and in their severity.
For instance, some individuals may be able to interact and function in
society, however, others are affected enough by symptoms such as
inability to critically think, lack of foresight, or adelayed response to all
information processing; this makes interaction incredibly difficult in
society (McHale, 2010). Additionally, more than one neurodevelopmental
disorder will frequently occur. For instance, individuals with autism

spectrum disorder will often have intellectual disabilities, and many
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individuals with ADHD will also have a specific learning disorder [29, 30,
62].

Through interacting with the online world, this can afford many
benefits but also brings about risks to individuals with
neurodevelopmental disorders. The online world provides an environment
where individuals can engage and develop relation- ships, learn and
develop their social skills, and learn about themselves and others. It
allows many to communicate with many others, providing a platform that
can encourage self-expression more easily, often due to anonymity or
being physically distanced [63]. In addition to the social and cognitive
benefits of engaging with the internet and digital technology, it can also
provide occupational and supportive benefits such as employment and
education, online health (and mental health) information, online therapies,
and support groups. These can be particularly useful as social engagement
can be challenging for many individuals. Furthermore, digital technology
can also allow many to become more independent, accessing
entertainment, services, online shopping, and banking, and provide
assistive technologies if required [35, 64-66].

However, regardless of the benefits the internet and digital technology
afford users there are many risks for users with neurodevelopmental
disorders. Individuals with these disorders can lead to maladaptive use of
the internet [23], due to issues regarding critical thinking and judgment
[66]. Individuals with neurodevelopmental disorders can also be
vulnerable to cybercrime, dependent on the disorder and severity of the
disorder. These may include being cyberbullied and harassed [35, 67], and
being vulnerable to scammers, social engineering, privacy risks, and
account hacking through errors in judgment and/or reading, or
misunderstandings.

Individuals with neurodevelopment disorders may have significant

challenges with performing cybersecurity behaviors. When creating strong
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passwords, individuals require intelligence, attention, and learning skills.
Those with intellectual disabilities, specific learning disabilities, and
ADHD may find it particularly difficult to create and learn strong
passwords, and therefore, may adopt insecure password behaviors such as
reusing passwords. Those with autism spectrum disorder may also find
difficulties coping with different password strength requirement policies
due to inflexible thinking patterns, which could lead to frustration and stress.
Disclosing and sharing information and personal details, as well as
opening suspicious emails and websites, may bring about cybercrimes
upon individuals without critical thinking, awareness, and judgment.
These characteristics can be present in individuals with intellectual
disabilities and autism spectrum disorder.

Virus scanning, installing and updating applications, software, and
security patches, and backing-up data often require minimal action.
However, those who lack judgment and awareness, may ignore any cues
to perform these actions. Individuals with specific learning disorder (i.e.,
dyslexia) often make errors when reading text. Therefore, they may also
make errors when reading scamming emails, leading them to click on
suspicious links and disclose personal information as a result. These errors
increase their vulnerability to crimes such as hacking and identity theft.
They may also fear and experience anxiety updating applications and

software due to the worry of making such reading errors.

5.4.2 Schizophrenia Spectrum and Other Psychotic
Disorders

Schizophrenia spectrum and other psychotic disorders include
schizophrenia, other psychotic disorders, and schizotypal (personality)
disorder. They affect more than 20 million people [68] and are
characterized by positive and negative symptoms.

Positive symptoms include abnormalities in one or more of the
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following areas: delusions, hallucinations, disorganized thinking (speech),
disorganized or abnormal motor behavior. Delusions are fixed beliefs that
the individual has and is not willing to change even when faced with
contrary evidence. They can include such beliefs:

* the individual will be harmed in some way by anyone or anything;

* the individual has exceptional abilities or is famous;

* another individual has negative or positive emotions towards them, such
as love;

* concern about a major event occurring;

* preoccupation with their health.

They are often considered weird or bizarre as they are obviously not
conceivable in most people’s lives. Hallucinations are experiences
perceived by the individual without any external stimulus. They can
include all senses, however, auditory hallucinations are the most common,
such as hearing voices. Disorganized thought is often represented through
speech, where the individual will switch or jump from topic to topic with
loose associations during one conversation. Disorganized motor behavior
can manifest ranging from child-like behavior to unpredictable agitation to
catatonia. Negative symptoms on the other hand, are represented by the
absence of emotions and behaviors, such as becoming withdrawn,
unmotivated, or unresponsive [29]. Individuals with these disorders will
experience phases of positive and negative symptoms, of which these
phases can last for varying periods of time.

These disorders are considered to be severe, with the individual
becoming disassociated from reality and potentially dangerous. In
situations when they become adanger or risk to themselves or to others,
this will lead to periods of hospitalization [69]. The disorders vary in
occurrences dependent on factors such as gender, and economic status
[70]. Although they have a genetic component, it is often the

environmental factor that triggers the disorder or episode, such as stress,
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drug-taking, and alcohol abuse.

Due to the severity of the schizophrenia spectrum and other psychotic
disorders, it is difficult for many to interact with the online world in a
positive manner. However, there are some benefits through engaging with
the internet and digital technologies such as social and communication,
supportive, and possibly independence (dependent on severity). For those,
especially while experiencing the negative symptoms (if they are not in a
catatonic state), may be able to communicate with others and interact with
society over social media and chatrooms. They may be able to also use
services such as online shopping, and entertainment, providing some sort
of level of independence. Supportive services can also be accessed
including support groups, health information, and therapies.

The risks of online interaction arise when considering the positive
symptoms of these disorders (if they are able to interact at all). When an
individual experiences positive symptoms, they are evaluated for
hospitalization based on whether they are considered a danger or risk to
themselves or others. These positive symptoms can be transferred to the
online world if they are able to interact with technology. Therefore,
engaging with the internet can pose a risk to themselves, and they can
pose a risk to others through the medium of the online environment.
Examples of how interactions with the online world can become a risk to
the individual can involve finding information (real or fake) that could
support delusional thoughts, such as conspiracy theories [28]. Owning
digital technology such as a smartphone, or smartwatch can lead to
paranoia and delusions of being monitored, and privacy being invaded.
Furthermore, through the increased stimuli that engagement with
technology and the internet provide, this can also increase the likelihood
of hallucinations, where the individual may believe that, for example, a
blogger may be talking about them, or directly to them. In addition, due to

impaired and disordered thoughts and delusions, individuals with



21

schizophrenia spectrum and other psychotic disorders are more likely to be
vulnerable to cybercrimes, including bullying and harassment, social
engineering and scamming, identity theft, and hacking. On the flip side,
these disorders can present themselves through maladaptive behavior, and
exhibiting intense and unpredictable emotions including, anxiety,
aggression, and may even lead to violence—becoming a danger to others
[29]. If the individual is able to interact with technology and the online
world, they may also become a risk to others. This can involve, creating
fake news online, posting offensive or unacceptable information generally
directed, or directed at a specific person, participating in online harassment
and even cyberstalking, and inciting hate crimes in others, all as a result of
delusions.

Engaging with cybersecurity may prove difficult for those
individuals with schizophrenia spectrum and other psychotic disorders.
With positive symptoms, if the individual is able to interact online,
creating and learning strong passwords may not be of concern, if the
individual has other goals in mind. Disorganized thoughts may prevent the
individual from engaging with any type of password management, which
may prevent them from gaining access to online services and accounts. On
the other hand, not being able to remember passwords while experiencing
positive symptoms may influence them to create weak passwords, or write
passwords down, while in amore lucid state. As a result of disorganized
thoughts and decreased judgment, these individuals may divulge personal
information about themselves and others online, be more willing to plug-in
devices, and more easily coerced into clicking on suspicious links and visit
suspicious websites, which increases the risk of becoming a victim of
cybercrime. While experiencing negative symptoms, individuals may
avoid or forget to update software, applications, and patches, again leaving

them and their technology potentially open to attacks.
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54.3 Bipolar and Related Disorders

Bipolar and related disorders bridge the main classes of schizophrenia
spectrum and other psychotic disorders and depressive disorders, due to the
presence of symptoms from both classes. They include a range of disorders
associated with bipolar, such as bipolar I disorder, bipolar Il disorder, and
bipolar induced by substances, medication, or medical conditions [29].

Bipolar | disorder refers to what many would know as classic manic-
depressive disorder, whereas bipolar 11 is a milder version. The disorders
are characterized by swings of extreme emotional highs, manic
symptoms, and psychosis to major depressive episodes. During manic
phases, an individual can experience excitable moods, endless energy, and
increased appetites. Often the individual will feel as they do not need sleep
and may binge on food, alcohol, drugs, and sex, and undertake risky
behaviors. During the depressive stage, individuals will experience
periods of major depression, feelings of hopelessness and guilt, suicidal
thoughts, and increased sleep [30]. The different episodes can last weeks
and have a significant impact on the individual’s life, as they find it hard to
manage the extreme moods.

The different stages of bipolar disorders may lead to different ways in
which an individual will interact with the online world. The benefits of
online interaction can provide social engagement and communication,
support and health information, and independence during both manic and
depressive stages [71]. During the depressive stage, social interaction and
communication can help create a support network for those individuals
that may have found it hard to interact without access to the internet. Online
therapy, support groups, can also aid individuals during manic stages
(ibid.). Furthermore, the availability of services such as online shopping
can provide levels of independence to users as well.

Problems occur, mainly through the manic stages when access to the

internet can become detrimental, as with schizophrenia spectrum and
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other psychotic disorders, the maladaptive behaviors are transferred to the
online world. Individuals experiencing a manic stage often exhibit risk-
taking behaviors, not fully aware of the danger they may be putting
themselves in. Risky online behaviors can include, excessive online
shopping, online gambling, and engaging in cyber sexual behavior (e.g.,
sexting, engaging with strangers online, and visiting suspicious sexual
websites) that could result in dangerous situations [28]. As the manic
individual often finds it hard to sleep, the 24/7 availability of the online
world provides the perfect environment for several cyber risks to manifest,
especially when the individual lacks self-control. Although most risks from
online interaction can be seen during the manic stage, there are some during
the depressive stage too. Many might feel more acutely isolated when they
view the social world online and are not engaged with it. Moreover, if the
individual is cyberbullied or becomes a victim of other cybercrime, this
may fuel their feelings of desperation leading to suicidal thoughts.

The different stages of bipolar disorders can affect how the individual
will perform cybersecurity behaviors to protect themselves. During a
manic stage, the individual may not be concerned with creating and
learning a strong password when their goal is to gain access to, for instance,
an online gambling website. They may also have issues with recalling
passwords due to their manic unstructured thoughts. Moreover, the
depressive stage may affect the motivation to engage in secure password
behavior and result in forgetting passwords. These issues may lead to
choosing convenience over security with regards to password
management. Individuals experiencing a manic stage may also be more
willing to share private information and be more easily manipulated to
reveal further information, and agree to criminals’ demands. These
symptoms may also result in clicking on dubious email links and
websites, and using suspicious USB devices. With risk-taking behaviors as

acommon trait in these individuals, users are less likely to perform



24

proactive security behaviors, such as virus software updates [57], and the
likelihood of circumventing security policies and protocols are more

likely, increasing the risk of being a victim of cybercrimes.

54.4 Depressive Disorders

Depressive disorders are one of the most common types of mood
disorders [31]. 264 million people are affected by depression, with more
women being affected than men [68]. There are many depressive disorders
including the most commonly known, major depressive disorder (MDD).
The most common symptoms are the presence of sadness, emptiness,
irritable mood, a loss of pleasurable feelings, and interests, physical
slowness, social withdrawnness, loss of appetite and weight gain, and
many more. This can be accompanied by somatic symptoms and cognitive
impairments. Somatic symptoms include physical aches and pains,
whereas cognitive impairments can include, lack of concentration, and
learning and memory impairments. The episodes of symptoms can vary in
intensity and duration, and can significantly affect the individual’s
capacity to function impeding on social and occupational functioning [29].

With depressive disorders, there are many benefits from engaging with
digital technology and the internet. Many individuals often withdraw into
themselves and avoid contact with others. Therefore, the online world
provides them with a platform to interact in social activities and
communication. However, they may still not choose to engage in these
activities as their symptoms are too severe. Nevertheless, they are able to
gain support through online mental health information, participate in
support groups and receive therapy, if they are able [72]. Due to the
symptoms of depression, individuals may still not participate with
supportive online interactions for reasons such as, not believing it will help
[73, 74]. They are also able to continue to be independent, as when

individuals feel unable to, for example, leave the house, they are able to
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continue to shop, bank, and even undertake work and education online,
maintaining their independence.

The risks of individuals with depressive disorders being online are
synonymous with those with the depressive stages of bipolar disorders.
Viewing the world through the lens of technology can increase the feeling
of isolation, which can exacerbate their symptoms further. Similarly, if the
individual becomes the target of online harassment, this can also worsen
the symptoms [75], and potentially lead to suicide. Furthermore, through
their cognitive abilities slowing, this can result in mistakes that can
increase the likelihood of becoming a victim of other cybercrimes, such as
hacking and identity theft.

Individuals with depressive disorders are often distracted and
consumed by their symptoms, accompanied by the slowing of cognitive
processes [30]. This could lead many to not consider cybersecurity too
much and becoming passive towards any cues of criminal activity or
attack. Moreover, due to memory impairments, the individual may find it
difficult to remember passwords, and therefore adopting insecure
password behaviors (reusing, writing passwords down, etc.) to continue to
allow access to systems, devices, and services. Slowness in cognitive
processing may lead to impaired decision-making, resulting in individuals
clicking on suspicious links, and visiting dubious websites, and poorly
evaluating the security of their actions [76]. Furthermore, the memory
impairments could also lead to passive inactivity regarding software,
application, and security patch updates, all resulting in increased

vulnerability.

545 Anxiety Disorders
Anxiety disorders are the most prevalent of mental disorders, with over
284 million people affected globally [68]. As with depressive disorders,

most people experience at some time in their life, a bit of anxiety.
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However, the difference between “a bit” and a disorder is determined by
the severity—is it severe enough to disrupt a person’s everyday life and
functioning? There are a variety of anxiety disorders, for instance,
generalized anxiety disorder (GAD), separation anxiety disorder, social
anxiety disorder, panic disorder, substance/medication-induced anxiety
disorder, and more. They all share characteristics of excessive fear and
anxiety, and related behavioral disturbances. The DSM-5 defines fear as
“the emotional response to a real or perceived imminent threat”, whereas
it defines anxiety as “anticipation of future threat” ([29], p. 189).
Although they are similar, there are some distinctive differences, for
example, fear often activates the fight or flight autonomic mechanisms,
with thoughts of immediate danger, and strategies and resulting escape
behaviors. Anxiety often leads to alertness, preparing for a future threat,
resulting in muscle tension, cautiousness, and even avoidance.

Many individuals experience panic attacks with their anxiety disorder as
a specific response to fear. However, panic attacks are not only experienced
by those who have an anxiety disorder, they are also present with other
mental disorders. Like with many mental disorders, there are genetic
factors that are often triggered by an environmental factor such as stress.

Generalized Anxiety Disorder (GAD) is one of the most common
anxiety disorders and is characterized by frequent, persistent excessive, and
uncontrollable worry and anxiety that is often irrational or more excessive
than the object of worry warrants [30]. Many individuals also experience
feelings of panic, paranoia, and can suffer from paralysis, stimming,
stuttering, their mind going blank, and adopt avoidance behaviors.
Individuals may also experience bouts of depression [29]. Many people
who have never experienced an anxiety disorder may ask, “but why do
you feel anxious, what triggered it?” Yet, sometimes the initial trigger
may have occurred several years ago, and since then the anxiety

persistently occurs with no event or reason and reoccurs with no warning.
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In many cases, the anxiety and worry are often severe enough that they will
impede on the individual’s social and occupational functioning.

The benefits that an individual with Generalized Anxiety Disorder
(GAD) will gain through interacting with digital technology and the
online environment are plenty. Where individuals with GAD would
possibly withdraw from society due to their symptoms of social anxiety,
the online environment provides a means to engage with society and
communicate with people through social media platforms, etc. It allows
these individuals to express themselves while still being able to socially
distance [77]. Whereas, leaving the house for shopping or going to
work/education, or attending a therapy session could prove difficult for
many, accessing these services online improves their quality of life [72].
However, being able to access life via the online world instead of the
offline world can enable the individual to avoid the actual issue.
Furthermore, even though the individual can interact online, the symptoms
do not disappear. This means their thoughts and behavior can be
transferred online. Many may feel anxious about being misunderstood [77]
through the lack of personal or e.g., visual interaction. Many may interpret
conversations from others differently to their intended purpose, which
could exacerbate their symptoms. They may feel overwhelmed by the
amount of communication, avoid important communication as well as
worry about not replying immediately. Some individuals may develop a
phobia towards technology and feel paranoid towards technology
monitoring and invading their privacy. Some individuals could feel
paranoid or worried that they are missing out, and feel depressed viewing
society continue without them participating [78]. Symptoms can also be
triggered or increased through others gaining too much access to the
individual when all they want to do is withdraw and recover but feel
pressured to interact. Individuals with GAD are also vulnerable to several

cybercrimes, such as social engineering [79] and DoS ransomware
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attacks, where the criminal can manipulate them preying upon their
insecurities and anxieties. They can also be severely affected by
cyberbullying and harassment, which can intensify their symptoms [75].
Cybersecuritybehaviorcanbeaffectedbyanxietydisordercharacteristicsin
many ways, dependent on the type and severity of symptoms. If the
individual is more anxious, they could perhaps be more cautious with
their security and privacy? This may be the case for some, however,
through the worry and fear of cybercrimes and attacks, and becoming a
victim, it can become counterproductive. For example, individuals who are
more anxious about remembering their passwords, often adopt insecure
password behaviors such as password reuse to compensate for their
perceived memory capabilities [80]. Some individuals who suffer with
anxiety, and worry about their cybersecurity, may install several antivirus
software programs (“just in case”), which can often end up working against
each other, causing the individual’s computer to be vulnerable to attacks. In
addition, to the lack of security, having these programs operate at the same
time, slows the computer and can overload it when updates are required.
This further leads to potential loss of data. What is more, individuals with
anxiety disorders such as GAD can often be consumed and preoccupied
(as with depressive disorders) with their suffering and with very little
thought for cybersecurity, leading to errors in judgment such as clicking on
suspicious links in emails. Individuals can also become easily
overwhelmed, by too much contact with others, too much information to
process, and complex information, which leads many to ignore
communications and adopt avoidance behaviors. Through becoming
overwhelmed and resulting in avoidance, the individual may not recognize
or acknowledge warnings or cues that their cybersecurity is being
threatened (e.g., security warnings or messages to update patches), and

may become inactive in protecting themselves and their systems.
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5.4.6 Obsessive—Compulsive and Related Disorders

The class of obsessive—compulsive and related disorders include several
disorders such as obsessive—compulsive disorder (OCD), body dysmorphic
disorder, hoarding disorder, trichotillomania (hair-pulling disorder),
excoriation (skin-picking) disorder, and substance/medication-induced
obsessive—compulsive and related disorder. Obsessive—compulsive
disorders are more common than many realize, experience by about 2% of
the global population, and are considered one of the top causes of
disability [20]. Obsessive—compulsive disorders have common
characteristics including obsessions and/or compulsions. DSM-5 [29]
defines obsessions as “recurrent and persistent thoughts, urges, or images
that are experienced as intrusive and unwanted”. Whereas, they define
compulsions as, “repetitive behaviors or mental acts that an individual
feels driven to perform in response to an obsession or according to rules
that must be applied rigidly” ([29], p. 235). Other obsessive— compulsive
disorders can also show the presence of symptoms of preoccupations and
repetitive behaviors or mental acts in response to the preoccupations.
Some of the obsessive—compulsive disorders have characteristics with
recurrent body-focused repetitive behaviors, such as hair pulling, and skin
picking, with repeated attempts to decrease or stop the behaviors [29].
With OCD, the obsessions and compulsions can vary in each individual.
However, there are many common themes to the obsession-compulsions
such as cleanliness, forbidden thoughts (e.g., sexual, violence, etc.),
symmetry, harm and death. The intense anxiety that accompanies the
obsession, with the repetitive thoughts can be extremely distressing and
often lead to compulsive repetitive actions [30]. The thoughts can be
rational, for example, not washing your hands after being in public, could
potentially result in catching coronavirus, leading possibly to death.
However, sometimes the thoughts are irrational, and even though the

individual may understand they are irrational, the fear of the outcome may
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be too overwhelming to deal with. For example, worrying thoughts of not
turn the light on and off five times will result in losing your job. The
individual may know they will not lose their job but will do the repetitive
behavior anyway, just in case. In really extreme circumstances, the
behavior can lead to washing hands until they bleed, acting out dangerous
behaviors, such as walking in front of cars, or on the other hand,
protective behaviors such as saving data in many forms of back-ups, and
never throwing anything away. OCD, like most psychological disorders, is
genetically based but requires an environmental trigger. Triggers can
include, abuse experienced as a child, or a traumatic event such as abuse,
bullying, a death, or loss of some kind.

Interacting with the online world can bring benefits to individuals who
have OCD. Like with anxiety disorders, individuals can communicate and
socially interact with others and society in general through social media,
and platforms. They can get access to services, for instance, news outlets,
online shops and banks, education, and work. Many can also express
themselves and their thoughts anonymously through the medium of the
internet, where they may feel more comfortable. In this way, they can gain
access to support through groups and therapy [81].

Nevertheless, the online world poses risks as well as benefits. As with
anxiety disorders, the ability to enact many life functions through the
medium of the internet can result in individuals ignoring the issues they
have and not seeking help or treat- ment. Using the internet and digital
technology can also fuel these disorders, through filter bubbles and
personalized internet searches presenting individuals with what they want
to see, even if it is fake news—qiving them an unbalanced and potentially
dangerously biased view [82]. If an individual with OCD is concerned
about their health, the effects of personalized search results can fuel their
worry. Fake news, privacy invasion, and worries around technology

monitoring can also fuel an individual’s disorder. Individuals with OCD
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can become victims of cybercrimes. Cyber- bullying, hacking, and social
engineering. With the compulsion being the motivation behind an action,
this allows cybercriminals to manipulate individuals, preying upon their
anxieties, and their obsession in completing their behavior.

When experiencing symptoms of OCD, many feel compelled
regardless of the result or cost to enact a behavior to appease the obsessive
thoughts. Two themes that can be common amongst those with OCD are
hygiene/cleanliness and protection as a response to the threat of potential
harm [29]. These themes could potentially lead to more proactive security
behaviors [43]. However, the behavior can eventually become more
extreme, turning counterproductive. For example, the individual may be
less trusting and hypervalent, being careful to not open suspicious emails
or click on unknown links, but, if a thought arises in their mind that they
have to do these actions, they will probably do them. Another example can
include, zealous but rational protective thoughts can result in cybersecurity
issues, as with anxiety disorders—overcompensation leading to, e.g.,
antivirus software working against each other. Moreover, irrational
thoughts, such as, my friend might die if | do not uninstall the antivirus
software will also lead to vulnerability. All cybersecurity behaviors could
be potentially affected in the same way, as with anxiety disorders it will
depend on the severity and type of issues that the individual has, which will
deter- mine how they interact with cybersecurity. Individuals with OCD
could potentially have problems with managing their passwords. Issues
such as choice of password could potentially be a problem, as the choice
may come from preference from an obsessive thought, and not protection,
e.g., will choosing 1 or 2 result in death (or other outcomes)? The
individual may become fixated with a specific password and reuse it for
many accounts. However, when a password policy requires other criteria,
this may lead to frustration, anger, and anxiety. These issues lie with the

motiva- tion behind the behavior—even if the theme is protection, the
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behavior is driven by a compulsion rather than protection itself. Therefore,
individuals with OCD can leave themselves open and vulnerable to attack

from all types of cybercrime, and manipulation from criminals.

5.4.7 Neurocognitive Disorders

There are several neurocognitive disorders (NCDs), however, they can be
divided into three subtypes, delirium, major neurocognitive disorders, and
mild neurocognitive disorders. Delirium refers to a notable decrease in
awareness and attention. Major and mild NCDs include disorders that are
caused by diseases such as, Alzheimer’s, Parkinson’s, Huntington’s
disease, HIV, and from traumatic brain injury, etc. Neurocognitive
disorders are symptomatic of changes in the brain structure, function, or
chemistry [30]. Although many mental disorders include cognitive
impairments (e.g., memory impairments in depression), NCDs are
disorders where cognitive impairments are the main characteristic.
Furthermore, they are not present since birth or since early life, and
therefore, represent a decline from “normal” functioning. NCDs can
include cognitive impairments such as complex/divided attention (e.g.,
paying attention within an environment with many stimuli, for instance
holding a conversation and the TV playing at the same time), planning or
decision making, illogical thinking, learning, and recalling, using language,
and social cognition (e.g., knowing how to behave in different settings).
When cognitive decline occurs, it may not only impact upon the
individual’s life, socially, occupationally and with everyday functioning, it
can also be frightening, and frustrating [29]. Furthermore, the individual
often requires levels of care from family, friends, and/or professionals due
to the inability to undertake everyday activities, and/or be trusted to be
able to care for themselves.

Digital technology and internet access can provide many benefits for

individuals with NCDs in terms of social and communication, cognitive,



33

occupational, supportive, and independence benefits, depending on their
levels of severity [83, 84]. Individuals can establish and maintain social
relationships online using social media. They can also find information
online when they have forgotten particular information. They can interact
with work and education if they are able. Digital technology and the
internet are most useful when considering support and independence [85].
Through being more in control of their lives, through access to online
services, including banking and shopping, can empower an individual
with NCDs, whereas previously, an appointed carer would do these things
on their behalf [83]. If the individuals are at the stage of their disorder
where a carer is needed, the individual will obviously not be able to
engage with the online world fully and therefore would not receive all the
benefits of being online. However, digital technology and the internet can
support the carer in their role as a caregiver [86]. Nevertheless, individuals
with NCDs can gain access to telecare or telehealth [87], providing care,
therapies, and support groups remotely. Participation and exchanging issues
around symptoms with those who are in similar circumstances can lead to
various positive outcomes [88]. Furthermore, with developments in
technology, assistive technologies have allowed many to live
independently in their homes. Specifically, assistive technology, an
umbrella term refers to any device or system that allows an individual to
perform atask they would otherwise be unable to do or increases the ease
and safety with which the task can be performed [89]. Personal assistants
in the form of mobile devices, aid those individuals that have memory
impairments, with their contacts, to-do lists, and schedules [90].
Furthermore, cognitive agents are Al that resolves issues that individuals
may have when interacting with technology, such as reformatting screens
and enhancing relevant information when the individual has attentional
impairments.

Digital and internet interaction pose many benefits for users with NCDs,
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however, there can be issues, if the individual has no close family or
friends who are internet users. This can present the problem of getting the
help and guidance they need to interact with digital technology and in the
online world. Until recent times, security risks were often mitigated
through avoidance—an assigned person (family member or carer) would
interact online with accounts and services on the individual’s behalf.
However, nowadays with assistive technologies, more individuals with
NCDs are able to go online, and therefore, be at a higher risk of
exploitation and vulnerability. Individuals with these disorders are
potentially vulnerable to cybercrimes, such as social engineering, identity
theft, and risks to privacy, because of attentional and memory impairments,
and confusion over knowing who and what to trust, and illogical thinking.
Individuals with NCDs could find password authentication particularly
difficult to manage, as the cognitive impairments related to attention and
memory would make it incredibly difficult to create, learn and recall strong
passwords. This could potentially lead many to adopt insecure password
behaviors, and susceptible to hacking. Over- sharing personal information,
opening suspicious emails, and clicking on dubious links and websites
may also become problematic through individuals not knowing whom to
trust or possibly not knowing with whom they are talking or interacting.
This will leave them especially vulnerable to social engineering and
scamming. With regards to proactive security behaviors such as virus
scanning, software updating, etc., the individual with NCD may be
confused by the security messages and cues to take action and forget to do

s0. All of these may result in exposure to attacks.

54.8 Personality Disorders
Personality disorders have a general definition, and criteria that need to be
met before applying one of the 10 specific personality types. DSM-5

defines a personality disorder as “an enduring pattern of inner experience
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and behavior that deviates markedly from the expectations of the
individual’s culture, is pervasive and inflexible, has an onset in
adolescence or early adulthood, is stable over time, and leads to distress or
impairment” ([29], p. 645). Maladaptive traits and patterns of behavior,
cognition, and inner experience are present across many contexts within
an individual’s life. The variety of traits has led to defining differing
disorders. Although they may vary in some respects, they are similar in
others.

These similarities have resulted in disorders being grouped into three

clusters:

Cluster A: Paranoid, schizoid, and schizotypal personality
disorders. Individuals with these disorders will seem
eccentric or odd to others.

Cluster B: Antisocial, borderline, histrionic, and narcissistic
personality disorder. Individuals with these disorders
can appear erratic, dramatic, or emotional.

Cluster C: Avoidant, dependent, and obsessive-compulsive
personality disorders. Individuals with either of these
personality disorders may seem as fearful or anxious.

Details of each personality disorder are represented in Table 5.2.

Dependent on which type of personality disorder an individual has will
depend on how they are affected and the impact it has upon their life. For
instance, an individual with paranoid personality disorder may find it

difficult to have or keep an occupation or function within society due to

symptoms of distrust and suspiciousness of others.

Table 5.2 DSM-5 [29] brief description of each personality disorder

Cluster A |Paranoid personality disorder |Pattern of distrust and suspiciousness
such that others’ motives are interpreted

as malevolent
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Schizoid personality disorder

Pattern of detachment from social

relationships and a restricted range of

Schizotypal personality
disorder

Pattern of acute discomfort in close
relationships, cognitive or perceptual

distortions, and eccentricities of behavior

Cluster B |Antisocial personality disorder |[Pattern of disregard for, and violation
of, the rights of others
Borderline personality disorder |Pattern of instability in interpersonal
relationships, self-image, and affects, and
marked impulsivity
Histrionic personality disorder |Pattern of excessive emotionality and
attention seeking
Narcissistic personality Pattern of grandiosity, need for
disorder admiration, and lack of empathy
Cluster C  |Avoidant personality disorder |Pattern of social inhibition, feelings

of inadequacy, and hypersensitivity to

negative evaluation

Dependent personality

disorder

Pattern of submissive and clinging

behavior related to an excessive need

Obsessive—compulsive
personality disorder

Pattern of preoccupation with

orderliness, perfectionism, and control

Many individuals who have personality disorders may be unaware of

even having the disorder and can be unaware of the way their thoughts and

behaviors affect their own lives or the lives around them. This can be

apparent with obsessive—compulsive personality disorder when compared

with obsessive—compulsive disorder. With OCD the individual has

recurrent thoughts that cause anxiety

until the compulsions or behavior are

untaken to relieve the obsessional thoughts. With obsessive—compulsive

personality disorder, the individual engages with obsessive behaviors but

is not necessarily anxious about their thoughts, only frustrated if they

cannot complete the behavior. Many individuals with personality disorders

are unaware that their thoughts and behaviors are not considered “normal”
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by others. Many find that others around them do not respond to what they
say or how they behave in a manner they expect. However, they do not
understand why, but do not necessarily question their own abnormal or
maladaptive behavior.

Users with personality disorders (regardless of the type) will benefit to
varying degrees from interacting with digital technologies and the online
world. This includes social and communication—individuals will be able
to communicate through social media, engage with society, and can
interact with friends and family. Cognitive benefits can be represented
through individuals being able to express their emotions to others, and
potentially anonymously if they felt more comfortable. Individuals whose
disorder impedes upon their daily functioning may benefit occupationally
through interacting with employment and education online. So too, with
online shopping and banking, etc., allowing those to live independently.
Finally, the online world can also provide support for those with
personality disorders, offering health information, support groups, and
online therapy.

The type of personality disorder and the severity of the disorder will
affect the risks that online engagement will pose to the individual, and so
too, the risks the individual will pose to the online world. This is also the
case for the interaction with cybersecurity, as the individual may
undertake risky security behaviors, and therefore, be vulnerable to attack.
Although at the same time, they may undertake behaviors that could
violate the cybersecurity of others. These will be discussed per personality
disorder type.

Paranoid Personality Disorder

Individuals with this type of disorder could potentially be less likely to
become a victim of cybercrime. Due to the suspicious nature and distrust
of others, they are more prone to being hypervigilant towards their

environment [30, 43], and less likely to overshare personal information
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increasing the chances of social engineering, hacking identity theft, or
harassment. However, many become hostile and aggressive in response to
their paranoid thoughts and find conspiracies everywhere to support their
paranoia. This could result in the individual becoming a cybercriminal by
posting or messaging offensive information towards society in general or
towards a specific person, by cyberstalking, by creating fake news, or re-
sharing fake news. If they have the skills, they could hack accounts and
systems seeking out information to confirm their paranoid beliefs.
Regarding their cybersecurity behavior, individuals with paranoid
personality disorder may adopt more secure password behaviors due to
their paranoia and hypervigilance. They may also perform proactive
security behaviors such as virus software updates, back-up files and data,
and updating applications.

Schizoid Personality Disorder

Individuals with this disorder could possibly be less likely to be a victim
of some cybercrimes such as social engineering and harassment. This
could because they are often solitary, do not have many (if at all) close
relationships, and find it hard to form meaningful relationships [29]. They
tend to not experience strong emotions and therefore, do not have the
need to express them. This means that individuals with this type of
personality disorder may be less present (or not present at all) on social
media sites and would not be sharing their opinions or views online,
which decreases the likelihood of becoming a victim of those specific
cybercrimes. These individuals if they were to experience cyberbullying,
may also be less distressed by this type of crime due to their indifference
to criticism. They may although, still be vulnerable to other cybercrimes,
for example, identity theft, hacking, and denial of services, especially if
they adopt poor security practices. However, these individuals are
emotionally restricted and are not risk-takers by nature, and therefore,

they may perform proactive security behaviors, be less likely to click on
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suspicious links, back- up their information [57], and have good password
management through the lack of emotive decision-making.

Schizotypal Personality Disorder

Individuals with this type of personality disorder could potentially be
vulnerable to cybercrimes such as cyberbullying, harassment, and social
engineering due to their peculiar behavior, odd speech (or use of
language) and thinking, as well as unusual perceptual experiences [30].
These individuals may feel that they have special powers, like telepathy,
or have magical control over others. These symptoms are considered odd
by many or eccentric, but they are not psychotic [29]. They may, however,
not be as vulnerable to these crimes as some, as even though they exhibit
these symptoms, they also find relationships and social interaction difficult
and anxiety-inducing. What this means is that they may be less present on
social media platforms and have reduced online engagement in social
activities, therefore potentially being less likely to be open to these risks.
Individuals with this disorder can also be suspicious and paranoid, which
may reduce the likeliness of sharing personal information online, opening
emails from unfamiliar senders, clicking on links and websites, using
dubious USB drives, and more likely to perform proactive cybersecurity
activities to protect themselves. However, due to a combination of
paranoia, preoccupation with paranormal phenomena, and magical
thinking, the internet may provide information such as fake news that will
fuel their symptoms.

Antisocial Personality Disorder

This type of disorder is what many would know and refer to as
psychopathy or sociopathy [30]. The individual could potentially be a
victim of cybercrimes, but it is more likely they will be the perpetrator. This
is because deceitfulness and manipulation are central characteristics of the
disorder, with poor social conformity and impulsivity. They have little

sense of responsibility and can engage in criminal activity, with a lack of



40

remorse [29]. Individuals with this personality disorder may engage in
social engineering as they can utilize their manipulative traits, repeatedly
lying, using aliases, and conning others to gain personal profit or pleasure.
Individuals with this type of disorder are often aggressive and have violent
tendencies that could result in cyberbully, online harassment and
cyberstalking [91-93]. These individuals have been reported to engage in
rule violations, with criminal activity, such as stealing and pursuing illegal
occupations. Therefore, these behaviors can transition to the online world,
through hacking, identity theft, creating viruses and ransomware, and even
becoming an insider threat to an organization [94]. The individual may
have no remorse for others” wishes, rights or feelings, and be indifferent to
the harm they have caused. They can also believe that the victim
“deserved it”, blaming them for being stupid or helpless, and showing
little or no empathy for their own criminal actions. With regards to
cybersecurity, they may, on the one hand, be more aware of cybercrimes
because of their own actions, and undertake proactive cybersecurity
behaviors. They could also be less receptive to the trickery of other social
engineers, distrusting suspicious emails and not clicking on any links.
However, due to the lack of empathy, impulsiveness, extreme
irresponsibility, and disregard for their own and others’ safety [29], they
may adopt risky security behaviors, such as insecure pass- word
management practices, and not engage with proactive security practices,
such as updating virus software, applications, or patches nor backing up
their data, thus increasing their chances of becoming a victim of
cybercrimes [57].

Borderline Personality Disorder

Individuals with this type of disorder could potentially be vulnerable to
social engineering as through an intense fear of abandonment, they could
be vulnerable to criminals manipulating them for their own gain.

However, they may enact cyber- crimes themselves, as because of their
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intense fear of abandonment [29], they can become inappropriately angry
and could express that anger through cyberbullying and harassment. They
could also be vulnerable to other cybercrimes such as hacking and identity
theft due to their lack of control, and impulsive behavior [61], as they
could overshare information, and not engage in cybersecurity behaviors.
Histrionic Personality Disorder

Individuals with histrionic personality disorder exhibit attention-seeking
behaviors and are especially concerned with their appearance to gain
attention [30]. Owing to their need to be the center of attention, these
individuals can be overly trusting, open and flirtatious, which could more
easily result in vulnerabilities to cybercrimes, such as, social engineering,
especially catfishing, and hacking. In contrast, they too can be
manipulative, as well as vain and demanding, and therefore, when they do
not receive the attention they require, they can turn aggressive, resulting in
online harassment and bullying behaviors. Additionally, individuals with
this disorder may believe their relationships to be closer and possibly more
profound than they actually are [29], which could also result in online
harassment, and cyberstalking. What is more, through their need for social
engagement and positive reinforcement from people, when they receive
any criticism (particularly with regards to their appearance), this could
cause distress. Therefore, with the excessive availability of online
complements through selfie posting, the increased probability of criticism
is also increased, leading to states of depression and possibly suicidal
thoughts and behavior (ibid.). With regards to cybersecurity behavior,
individuals with this type of disorder may excessively share personal
information and information about those who are around them, due to the
individual being more trusting and open [43]. This could result in hacking
and identity theft. They may not be overly concerned with protecting them-
selves and their information, as they have other more pressing concerns of

gaining attention and compliments. Therefore, creating strong passwords
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may seem an inconvenience when needing to access an online account, and
adopting insecure password behaviors such as reusing passwords will
seem more appealing. As with password management, updating virus
software, patches, and applications, or backing-up information may also
not take precedence over their other goals. However, if they are aware of
the inconvenience and access issues experienced due to a security
incident, they may be more motivated to have good security hygiene to
ensure they continue to interact with the online world.

Narcissistic Personality Disorder

Due to being exhibitionistic and the need for admiration, individuals with
this disorder could be at risk of social engineering, hacking, ransomware,
and cyber- bullying by means of overly sharing information, opinions, and
excessive posting. They could also be potentially manipulated by
criminals if they believed that information showing them in a less positive
light would be revealed. These individuals are often oblivious to the harm
they cause to others through their hurtful comments and remarks [29]
which could manifest in cyberbullying and harassment online, and could
engage with cyberstalking [92, 93]. They, on the flip side, have an
extremely fragile self-esteem, which means they are very sensitive to
comments and criticism themselves [29]. Therefore, they will excessively
lash out in aggression, rage, as well as counterattack and/or become
socially withdrawn with a depressive mood. Online interaction with
access to positive and negative comments and communication and
exacerbate these symptoms. Cybersecurity behavior could be reflected by
their awareness of threats—if they are aware of the threats that could
undermine their grandiose online persona, they may be more motivated to
protect it. Under the belief that they are special and deserve the best [30],
they may purchase the “best” antivirus software, and take pride in their
proactive cybersecurity behaviors (while believing others are “less” than

themselves if they do not take the same proactive stance). With regards to
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password security behavior, as with other cybersecurity behavior, it is
based on their awareness—if they believe they are creating the “best”
password regardless of its strength they will continue to feel secure.
However, if they learn that their password behavior is not as secure as they
thought, this could lead them to feel unnecessarily inadequate,
exacerbating their symptoms.

Avoidant Personality Disorder

Individuals with this type of disorder may be less likely in some ways to
be vulnerable to cybercrimes due to the hesitancy in engaging with new
activities and social activities. Many individuals with this disorder are
anxious about how they are evaluated socially [29]. Although the internet
can provide the benefit of anonymous social engagement [77], the disorder
could be severe enough that the anonymity would not influence the anxiety
levels enough. This also means that if the individual were to engage with
online relationships and activities, any negative comments or
communication could potentially worsen their condition. These individuals
are also less likely to take risks through fear of embarrassment, and they are
more likely to appraise “nor mal” situations as potentially dangerous,
needing their lives to be more secure [29]. The overestimation of
dangerous contexts may result in many being hypervigilant to online risks
and cybercrime and lead many to adopt proactive cybersecurity behaviors
and be less likely to share personal information [57]. However, as with
anxiety disorders, this can go in the other direction. The fear could drive
the individual to install many antivirus software programs, contacting the
effectiveness of their purpose. Furthermore, their feelings of adequacy
may result in them feeling help- less towards protecting themselves
online, and adopt avoidance behaviors, ignoring security warnings.
Dependent Personality Disorder

Individuals with this type of personality disorder will be vulnerable to

cybercrimes, for example, hacking, online harassment, social engineering.
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Through the excessive need for others for emotional support and decision-
making, and due to the extreme fear of losing approval this allows the
individual to be easily manipulated by criminals. Other online risks are
seen by worsening their condition by means of interacting with the online
world, as criticism and disapproval support their beliefs of worth- lessness
[30]. Individuals with this personality disorder may open suspicious emails
and follow the requests within, and use USB drives given to them by
criminals in the attempt to being accommodating. Individuals may feel
inadequate to protect themselves against any cybersecurity risks of which
they are aware. They may additionally depend on others to enact proactive
security behaviors and even choose passwords for them. However, their
overall feelings and beliefs of inadequacy will drive these individuals to
feel helpless in the face of a security threat and influence their motivation
to protect themselves.

Obsessive—Compulsive Personality Disorder

Individuals with this personality disorder may be at risk to all
cybercrimes, but not necessarily more than individuals without the
disorder. Individuals with this disorder are often orderly, have a
preoccupation with detail, and have a need to control their environment,
affecting their interpersonal and social functioning [30]. They may
however, easily find themselves cyberbullying others online if they do not
correspond or agree with their rigid thoughts and beliefs. They are
followers of rules, procedures and exhibit compliance behavior. These
characteristics could result in good cybersecurity practices reducing the
chances of becoming a victim of cybercrime. However, if the individual is
not fully aware of proper security practices and policies, they may find it
difficult to adapt their existing behavior. Furthermore, due to their
perfectionism and high standards, to become a victim of cybercrime
would potentially have devastating effects on their condition as they are

mercilessly self-critical about their own mistakes [29].
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549 Summary of Mental Disorders

In Table 5.3, eight of the 19 classes of mental disorders are summarized
together with the benefits and risks of online interaction, and the cyber
security behaviors. Each class has a short description of the disorder. The
benefits summarize the beneficial themes of internet and digital technology
usage and provide examples that are present for each mental disorder class.
The risks of online engagement list the present risks for each disorder, and
clarify whether the user would likely be the victim and/or the preparator of
these risks. The cyber security behaviors refer to whether the user with the
specific mental disorder would likely adopt insecure and/or secure

behaviors.
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Table 5.3. Summary of mental disorders with brief description, online benefits, online risks, and cybersecurity behaviors

Mental Disorder

Brief description

Benefits of online
interaction: themes and
examples

Risks of online engagement:
victim or perpetrator and why

Cyber security behaviors: adoption
of secure or insecure behaviors

Neurodevelopmental
disorders

inc: intellectual
disabilities, autism
spectrum disorder,
ADHD, specific
learning disorder

Developmental
impairments: vary from
specific limitations in
learning and in
controlling attention to
more general
impairments in
intelligence and social
skills.

Social and communication:

develop and maintain
friendships

Cognitive: develop social
skills

Occupational: education

Independence: online gaming

Supportive: health
information

Social engineering: victim
Online harassment: victim
Identity-related crimes: victim
Hacking: victim

DoS: victim

Password management: secure
/insecure

Oversharing info: secure /insecure

Proactive security behaviors: secure
/insecure

Backing-up info: secure /insecure

Suspicious emails, links, websites,
USBs: secure /insecure

Schizophrenia spectrum
and psychotic disorders

Positive symptoms:
delusions,
hallucinations,
disorganized thinking
(speech), disorganized
or abnormal motor
behavior

Social and communication:

communicate with others

Cognitive: empress emotions

and attitudes

Independence: online
shopping

Social engineering: victim
Iperpetrator

Online harassment: victim
/perpetrator

Identity-related crimes: victim

Password management: insecure
Oversharing info: insecure

Proactive security behaviors:
insecure

Backing-up info: insecure
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Negative symptoms:
absence of emotions
and behaviors

Supportive: support groups

Hacking: victim

DoS: victim

Suspicious emails, links, websites,
USBs: insecure

Bipolar disorders

Manic phase: excitable
moods, endless energy,
risky behaviors (binge
on food, alcohol, drugs,
and sex)

Depressive phase:
hopelessness and guilt,
suicidal thoughts, and
increased sleep

Social and communication:
develop and maintain
friendships

Cognitive: emotional
expression

Occupational: work

Independence: online
banking

Supportive: online therapy
and support networks

Social engineering: victim
Online harassment: victim
Identity-related crimes: victim
Hacking: victim

DoS: victim

Password management: insecure
Oversharing info: insecure

Proactive security behaviors:
insecure

Backing-up info: insecure

Suspicious emails, links, websites,
USBs: insecure

Depressive disorders

inc: major depressive
disorder (MDD)

Feeling of sadness,
emptiness, irritable
mood. Loss of
pleasurable feelings,
physical slowness,
social withdrawnness,
loss of appetite and
weight gain

Cognitive: emotional
expression

Occupational: work

Independence: online
shopping

Supportive: support groups.

online therapy

Social engineering: victim
Online harassment: victim
Identity-related crimes: victim
Hacking: victim

DoS: victim

Password management: insecure
Oversharing info: secure /insecure

Proactive security behaviors:
insecure

Backing-up info: insecure
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Suspicious emails, links, websites,
USBs: insecure

Anxiety disorders

inc: generalized anxiety
disorder (GAD)

Excessive fear and
anxiety. Feelings of
worry, panic, paranoia,
mind going blank,
adopt avoidance
behaviors, depression

Social and communication:
communicate with others,
develop and maintain
friendships

Cognitive: emotional
expression

Occupational: work,
education

Independence: online
shopping and banking

Supportive: health

information, online therapies

Social engineering: victim
Online harassment: victim
Identity-related crimes: victim
Hacking: victim

DoS: victim

Password management: insecure
Oversharing info: secure /insecure

Proactive security behaviors:
insecure

Backing-up info: insecure

Suspicious emails, links, websites,
USBs: secure /insecure

Obsessive-compulsive
disorders

Obsessions and/or
compulsions,
preoccupation with
repetitive thoughts and
behaviors. Themes:
cleanliness, forbidden
thoughts (e.g., sexual,
violence, etc.),

Social and communication:
engaging with society

Cognitive: expressing
emotions and attitudes

Occupational:
work/education

Social engineering: victim
Online harassment: victim
Identity-related crimes: victim
Hacking: victim

DoS: victim

Password management: secure
/insecure

Oversharing info: secure /insecure

Proactive security behaviors: secure
finsecure

Backing-up info: secure /insecure
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symmetry, harm and
death

Independence: online
shopping

Supportive: health
information, support groups

Suspicious emails, links, websites,
USBs: secure /insecure

Neurocognitive
disorders:

inc: dementia

Cognitive impairments:
complex/divided
attention, illogical
thinking, learning, and
recalling, using
language, and social
cognition

Social and communication:
communicate with family
and friends

Cognitive: expressing
emotions

Independence: assistive
technologies*

Supportive: for carers*

* in more severe cases

Social engineering: victim

Online harassment: victim

Identity-related crimes: victim

Hacking: victim

DoS: victim

Password management: insecure
Oversharing info: insecure

Proactive security behaviors:
insecure

Backing-up info: insecure

Suspicious emails, links, websites,
USBs: insecure

Personality disorders

Paranoid personality
disorder

Pattern of distrust and
suspiciousness such that
others' motives are
interpreted as
malevolent

Social and communication:
develop and maintain
friendships, engaging with
society

Cognitive: express attitudes

Online harassment: perpetrator

Password management: insecure
Oversharing info: secure
Proactive security behaviors: secure

Backing-up info: secure




Occupational: work
/education

Independence: online
banking, shopping

Supportive: health
information, support groups,
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Suspicious emails, links, websites,
USBs: secure

therapy
Schizoid personality Pattern of detachment ~ Cognitive: learning Identity-related crimes: victim  Password management: secure
disorder from social ) ) o o
relationships and a Occupational: work Hacking: victim Oversharing info: secure
/education

restricted range of
emotional expression

DosS: victim
Independence: online gaming

Supportive: health
information

Proactive security behaviors: secure
Backing-up info: secure

Suspicious emails, links, websites,
USBs: secure

Schizotypal personality
disorder

Pattern of acute
discomfort in close
relationships, cognitive
or perceptual
distortions, and

Cognitive: express emotions ~ Online harassment: victim
and attitudes

Hacking: victim
Occupational: work o
Jeducation Dos: victim

Independence: online gaming

Password management: secure
Oversharing info: secure
Proactive security behaviors: secure

Backing-up info: secure
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eccentricities of
behavior

Supportive: health
information, support groups,
therapy

Suspicious emails, links, websites,
USBs: secure

Antisocial personality
disorder

Pattern of disregard for,
and violation of, the
rights of others

Social and communication:
communicate with others

Cognitive: express attitudes

Independence: online
banking, shopping

Supportive: health
information, support groups

Social engineering: victim
Iperpetrator

Online harassment: victim
Iperpetrator

Identity-related crimes: victim
Iperpetrator

Hacking: victim /perpetrator

DosS: victim /perpetrator

Password management: secure
/insecure

Oversharing info: secure /insecure

Proactive security behaviors: secure
/insecure

Backing-up info: secure /insecure

Suspicious emails, links, websites,
USBs: secure /insecure

Borderline personality
disorder

Pattern of instability in
interpersonal
relationships, self-
image, and affects, and
marked impulsivity

Social and communication:
develop and maintain
relationships

Cognitive: express emotions
and attitudes

Occupational: work
/education

Social engineering: victim

Online harassment: victim
Iperpetrator

Identity-related crimes: victim
Hacking: victim

DoS: victim

Password management: insecure
Oversharing info: insecure

Proactive security behaviors:
insecure

Backing-up info: insecure

Suspicious emails, links, websites,
USBs: insecure
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Independence: online
banking, shopping

Supportive: health
information, support groups,
therapy

Histrionic personality
disorder

Pattern of excessive
emotionality and
attention seeking

Social and communication:
develop and maintain
friendships, engaging with
society

Cognitive: express emotions
and attitudes

Occupational: work
/education

Independence: online
shopping

Supportive: health
information, support groups,
therapy

Social engineering: victim

Online harassment: victim
Iperpetrator

Identity-related crimes: victim
Hacking: victim /perpetrator

DoS: victim

Password management: insecure
Oversharing info: insecure

Proactive security behaviors:
insecure

Backing-up info: insecure

Suspicious emails, links, websites,
USBs: insecure

Narcissistic personality  Pattern of grandiosity,

disorder

need for admiration,
and lack of empathy

Social and communication:
develop and maintain
friendships, engaging with
society

Social engineering: victim

Online harassment: victim
Iperpetrator

Password management: secure
/insecure

Oversharing info: secure /insecure
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Cognitive: express emotions
and attitudes

Occupational: work
/education

Independence: online
shopping

Supportive: health
information, support groups,
therapy

Identity-related crimes: victim  Proactive security behaviors: secure

Hacking: victim /perpetrator

DoS: victim

[insecure
Backing-up info: secure /insecure

Suspicious emails, links, websites,
USBs: secure /insecure

Avoidant personality
disorder

Pattern of social
inhibition, feelings of
inadequacy, and
hypersensitivity to
negative evaluation

Cognitive: learn

Occupational: work
/education

Independence: online
banking, shopping

Supportive: health
information, support groups,
therapy

Online harassment: victim
Hacking: victim

DoS: victim

Password management: secure
/insecure

Oversharing info: secure

Proactive security behaviors: secure
/insecure

Backing-up info: secure /insecure

Suspicious emails, links, websites,
USBs: secure /insecure

Dependent personality
disorder

Pattern of submissive
and clinging behavior

Social and communication:
develop and maintain

Social engineering: victim

Online harassment: victim

Password management: insecure

Oversharing info: insecure




54

related to an excessive
need to be taken care of

friendships, engaging with
society

Cognitive: express emotions
and attitudes

Occupational: work
/education

Supportive: health
information, therapy

Identity-related crimes: victim
Hacking: victim

DoS: victim

Proactive security behaviors:
insecure

Backing-up info: insecure

Suspicious emails, links, websites,
USBs: insecure

Obsessive-compulsive
personality disorder

Pattern of
preoccupation with
orderliness,

perfectionism, and
control

Social and communication:
develop and maintain
friendships, engaging with
society

Cognitive: express emotions
and attitudes

Occupational: work
/education

Independence: online
banking, shopping

Supportive: health
information, support groups,

Social engineering: victim

Online harassment: victim
Iperpetrator

Identity-related crimes: victim
Hacking: victim

DoS: victim

Password management: secure
/insecure

Oversharing info: secure
Proactive security behaviors: secure
Backing-up info: secure

Suspicious emails, links, websites,
USBs: secure
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55 Conclusion

Out of the 4.3 billion online users [19], around 25% will have mental or
neurological disorders [20], and therefore, these disorders need to be
considered when reviewing users’ cybersecurity behaviors. This chapter
has provided an overview of how users’ psychopathologies could impact
cybersecurity behavior and online interaction from the perspective of
different mental disorders. It has brought to light the complexities of how
mental disorder characteristics can impact a users’ experience while
engaging with the online world, including gaining support, being at risk to
cybercriminals, and participating in cybercrimes themselves.

An examination of psychopathologies has revealed that of each major
class of mental disorder, there are numerous disorders under each
category, of which have numerous symptoms. These include social,
cognitive, and behavioral impairments, that impede upon the individual’s
daily functioning and independence. The evidence suggests that whereas
engaging with the online world and digital technologies can support the
clinical impairments of these disorders through a variety of benefits; users
are also at risk of exacerbating their symptoms. Conversely, their
symptoms can also in return, exacerbate the risks of becoming victims of
cybercrimes, through users’ generalized online behavior and their specific
cybersecurity behavior. There are several mental disorders whose
symptoms, such as disorganized thoughts, lack of judgment, overly trusting,
and easily manipulated, could increase a users’ likelihood of becoming a
victim to various cybercrimes. However, there are many disorders where
the symptoms can result in users becoming the perpetrators of
cybercrimes. On one hand, several disorders present characteristics that
could potentially increase users’ cybersecurity, through exhibiting
secure/protective behaviors, hypervigilance, and distrust. However, these
behaviors, because they are driven by a psychopathology, could in fact

have the opposite effect, increasing the chance of becoming a cybercrime
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victim.

Previous research has only recently begun to examine psychopathology
and abnormal behaviors with respect to interacting with the internet and
digital technology (e.g., [8, 20, 28, 36, 66]). With regards to cybersecurity,
previous research has studied how cybercrimes affects the psychology of
users (e.g., [5]). There have also been several research examining how
cognitive attributes affect security compliance and awareness (e.g., [15,
76]) and examining personality traits such as, open- ness, narcissism,
impulsiveness, and trust in relation to susceptibility to cybercrimes (e.g.,
[42, 43, 48, 57]). Nonetheless, there is very little research examining how
users’ psychopathology affects their interaction online, and next no
research examining specific mental disorders and vulnerability to
cybercrime [35, 66, 79], and cybersecurity behaviors.

This chapter has begun to address this gap by reviewing a variety of
mental disorders and applying their characteristics to the cybersecurity
context. Although examining personality traits and cognitive factors can
provide some insight into how individuals with mental disorders may
perform (or not) cyber secure behaviors, examining specific isolated
symptoms does not give an accurate overall representation of how the
complexity of these interacting symptoms affects a user’s cybersecurity
behavior. Furthermore, traits and symptoms when they are “non-clinical”
are again, are very different. The criteria of mental disorders are
determined by their severity and longevity of symptoms [29]. Therefore,
observing the effects of, for example, feeling anxious is very different
from observing the effects of the unending, paralyzing pain of worry and
paranoia. So too, examining a user who is a “bit particular”, is very
different from examining a user who experiences the excruciating need to
perform an action (even when it is acknowledged as abnormal) because of
repetitive intrusive thoughts. However, these symptoms are experienced

by a substantial number of users and therefore, need to be considered when
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examining users’ vulnerability to cybercrimes and the protective actions

they perform to secure themselves in the online world.
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