
This is a self-archived version of an original article. This version 
may differ from the original in pagination and typographic details. 

Author(s): 

Title: 

Year: 

Version:

Copyright:

Rights:

Rights url: 

Please cite the original version:

In Copyright

http://rightsstatements.org/page/InC/1.0/?language=en

A Review of GDPR Impacts on Information Security

© Association for Information Systems, 2022

Published version

Hirvonen, Pauliina

Hirvonen, P. (2022). A Review of GDPR Impacts on Information Security.  In PACIS 2022 :
Proceedings of the 26th Pacific Asia Conference on Information Systems. AI-IS-ASIA : Artificial
Intelligence, Information Systems, in Pacific Asia (Article 83). Association for Information
Systems. https://aisel.aisnet.org/pacis2022/83/

2022



Association for Information Systems Association for Information Systems 

AIS Electronic Library (AISeL) AIS Electronic Library (AISeL) 

PACIS 2022 Proceedings Pacific Asia Conference on Information 
Systems (PACIS) 

7-4-2022 

A Review of GDPR Impacts on Information Security A Review of GDPR Impacts on Information Security 

Pauliina Hirvonen 
University of Jyväskylä, pauliina.a.hirvonen@student.jyu.fi 

Follow this and additional works at: https://aisel.aisnet.org/pacis2022 

Recommended Citation Recommended Citation 
Hirvonen, Pauliina, "A Review of GDPR Impacts on Information Security" (2022). PACIS 2022 Proceedings. 
83. 
https://aisel.aisnet.org/pacis2022/83 

This material is brought to you by the Pacific Asia Conference on Information Systems (PACIS) at AIS Electronic 
Library (AISeL). It has been accepted for inclusion in PACIS 2022 Proceedings by an authorized administrator of 
AIS Electronic Library (AISeL). For more information, please contact elibrary@aisnet.org. 

https://aisel.aisnet.org/
https://aisel.aisnet.org/pacis2022
https://aisel.aisnet.org/pacis
https://aisel.aisnet.org/pacis
https://aisel.aisnet.org/pacis2022?utm_source=aisel.aisnet.org%2Fpacis2022%2F83&utm_medium=PDF&utm_campaign=PDFCoverPages
https://aisel.aisnet.org/pacis2022/83?utm_source=aisel.aisnet.org%2Fpacis2022%2F83&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:elibrary@aisnet.org%3E


 A Review of GDPR Impacts on Information Security 
  

 Pacific Asia Conference on Information Systems 2022
 1 

PACIS 2022 A Review of GDPR Impacts on 
Information Security  

Completed Research Paper  

 

Pauliina Hirvonen 
University of Jyväskylä, Finland 

pauliina.a.hirvonen@student.jyu.fi 
 

Abstract 

The aim of this literature review is to understand GDPR impacts on information security 
in organisations. The research question is: What outcomes previous research reveal 
about the GDPR impacts on information security development? Findings indicated that 
GDPR has had several impacts divided in six categories here: user profiling and data 
collection, business impacts, management and compliance, personal competences, skills 
and career, authorisation, authentication and notification obligation and data storage. 
Findings also indicated that even though GDPR had upraised information security and 
data protection requirements, it has caused also challenges. Previous research raised 
important separate issues of GDPR impacts of information security, but did not 
addressed topic comprehensively. Previous literature did not report best practices of how 
organisational GDPR impacts are examined. To fill this gap, the framework for observing 
GDPR impacts of organisations was built.  

Keywords:  General Data Protection Regulation, Privacy and Data protection 
development, GDPR and Information systems research, GDPR impacts, Organisational 
perspective of GDPR, Information security improvement, International legislation of 
information security 

Introduction 

It was declared by the European Union (EU) officials in 2018, that the General Data Protection Regulation 
(GDPR) as being a single rule package would be simpler and cheaper for the organisations doing business 
in the EU. However, based on the previous literature, the first impressions of GDPR generally also included 
fear of implementation and interpretation challenges. The organisations widely around the world 
processing EU residents’ personal data have been the key actors turning a theory into practice. The aim of 
this literature review is to understand GDPR impacts on organisational information security through the 
existing research. The research question is: What outcomes previous research reveal about the GDPR 
impacts on information security development? The novel and widely involving nature of the regulation 
makes the issue exciting to research. 
 
Findings indicated that GDPR has had several impacts and these impacts reported in previous research 
were divided in six categories: user profiling and data collection, business impacts, management and 
compliance, personal competences, skills and career, authorisation, authentication and notification 
obligation and data storage. Findings also indicated that even GDPR had upraised information security 
and data protection requirements, it has not managed to guide the implementation as well as expected and 
also other challenges imposed. Previous research raised important separate issues of GDPR impacts of 
information security, like third party cookies (e.g. Hu & Sastry, 2019), password management strengthening 
(Raponi & Pietro, 2020) or GDPR skills requirement (Florea & Stray, 2019), but no wider conclusions of 
GDPR impacts based on results can be made. Previous literature did not report best practices or any 
framework of how organisational GDPR impacts are examined. These research gaps, as well as findings 
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were used to formulate the framework for observing GDPR impacts of organisations. Therefore, the 
proposed research framework for future research is considered as the main contribution of this work to 
support the future research of this topic.  
 
The research has the following structure: at first, the short background and the definitions of keywords are 
introduced. Then, the methodological choices and the realisation of the research are presented. The results 
and findings of the analysis follow that. Finally, the discussion and conclusions are located at the end of the 
paper.  

A Brief Introduction to the Research Field  

In this section, a strict bind between the GDPR and information security are defined and the expected 
results are shortly discussed. 

The Relationship of the GDPR and Information Security 

GDPR (Regulation (EU) 2016/679) is the European Union´s regulation for the protection, processing and 
free movement of EU residents´ personal information. According to official EU pages, the aim of it is to 
strengthen individuals' fundamental rights, facilitate business by clarifying rules for companies and public 
bodies to facilitate business in the digital single markets and decrease the fragmentation in different 
national systems and unnecessary administrative activities. (EU, 2022). According to the European Data 
Protection Supervisor (EDPS), the EU's data protection laws are valued globally as a “gold standard” 
(2020). The regulation is also seen e.g. as a concept of privacy as a fundamental human right (Goddard, 
2017), or a major step for harmonising data protection rules and privacy and security promotor (Baxevani, 
2019). GDPR is also referred to global new challenges and potential opportunities caused by enormous data 
protection activities (Li, Yu & He, 2019). Conroy et al. (2014) defined GDPR as a potential competitive 
advantage, if consumer trust can be achieved.  

GDPR and information security relationship can be approached in several ways. One approach for GDPR 
and information security relationship is to see GDPR as an envoy of privacy and data protection, which is 
strongly connected to information and cyber security wholeness development. Consumers’ personal 
information are for example seen as a threat by information security breaches and hardware vulnerabilities 
leading to financial crimes and identity thefts (Hawk, 2018). On the other hand, Capgemini reported in 
2018 that strengthening consumers' trust with privacy and security led to more sales increasing the 
competitive advantage of organisations. Basic requirements of GDPR for privacy and data protection are 
presented in its article 5, and the requirements (e.g. data anonymizing, data breach notifications or safety 
data transfer across borders) set data protection and privacy naturally under wider meaning of 
organisational information security, since those expect carefully planned information secure measures (Li, 
Yu & He, 2019). Information security is a necessary tool for practical data protection implementation. 
Whitman and Mattord (2011) emphasised the importance of information security management (ISM) and 
data and network security related to security controls demanded by GDPR.  

Expected Results 

The regulation defines the following data protection principles:  transparency, lawfulness, fairness, purpose 
limitation, data minimisation, accuracy, storage limitation, integrity and confidentiality and accountability 
(European Data Protection Board, 2020). However, the practical guidance for how to implement it is 
missing. Examples (GDPR.eu, 2022) of the accuracy with which  some GDPR principles of all seven (Article 
5.1-2) are guided are presented in table 1. The expected results relate, among others, to supplementing this 
guidance. 
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Table 1. Examples of the guidance of some GDPR requirements in accordance with GDPR.eu 
(2022).  
 

Methodology and the Research Process  

In this section a research methodology and research process are presented. 

Literature Review 

A highly standardised literature review in IS field is clearly restricted and the phases of the process, such as 
data collection and analysis, are precisely described (Webster and Watson, 2002; Rowe, 2014; Schryen, 
2015; vom Brocke et al, 2015; Paré et al., 2016; etc.). Based on the background of the research field it was 
noticed that information gaps of the existing literature needed to be found to justify the grounds for the 
further empirical research. According to Webster and Watson (2002), a literature review can be used to 
pinpoint the areas for further examination. 
 
A descriptive literature review used in this work does not necessarily include strict protocols or rules of 
material collection, but still allows for adding  boundaries, if it is favourable for the research. A descriptive 
review was approached as the most adequate method for this research issue, because it focuses on 
enhancing interpretable themes from the research material (Guzzo et al, 1987). It suits well in purpose, 
because the aim of the research was to observe existing themes found in existing literature in the IS field. 
Theming and categorisation, which King and He (2005) noted to be important related to identifying trends 
and patterns, allows a consistent and linked approach to research material throughout the process. Through 
the themes, the comparison and processing of the sub-groups through different kinds of frequency analysis 
forms becomes more complete. Referring to other styles, for example a narrative review is far more 
vulnerable for subjectivity, because of lacking generally approved procedures (Guzzo et al., 1987). 
Systematic literature, on the other hand, is not a suitable method for rather fresh issues like GDPR impacts, 
where it is expected to have quite a limited amount of existing literature, descriptive review then enables 
the usage of wider research material (Evans 2008: 137). 
 
Quality aspects are an important part of scientific research and the processes and criteria of research 
evaluation may depend on the nature and objectives of the research (Biagetti, Gedutis & Ma, 2020). Snyder 
(2019) criticised the quality and reliability of the traditional reviews, like descriptive, of lacking 
comprehensiveness and adherence to a particular method. He remained (Snyder, 2019), that the analysis 
method should support answering the research question. The aim of the work is to draw a view of existing 
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themes and approaches for GDPR impacts. Typical analysing methods used with descriptive review can be 
for example theming and categorising.  The quality of the research consists of validity and reliability 
(Edmonds & Kennedy, 2012). Validity means if the research actually measures what it is intended to 
measure (The University of Alberta, 2022). Here it also means selecting qualified data collection sources 
and collecting information accurately and taking into account also the unfamiliar information to be assessed 
(Alleydog.com's online glossary, 2022). Documentation of the process and its finding will support the 
reliability of the research. According to dissertation adviser John Dudovskiy (2022),  reliability is the degree 
to which a research method contributes stable and consistent results, but it also refers to the consistency 
and stability of measures and results (The University of Alberta, 2022). Also, transparency during the life 
cycle of this research process was an approach to increase the validity, reliability and trustworthiness. Every 
phase and step of the work is carefully documented and reasoned. 
 
According to Elo and Kyngäs (2008), transparency is an effective manner to meet ethical challenges. 
Biagetti, Gedutis and Ma (2020) have divided research evaluation ethics in two: 1) Research ethics, 
including; rigour, reliability, respect, responsibility, honesty, etc., and 2) Evaluation ethics, including: 
respect for autonomy, nonmaleficence, beneficence, responsibility, justice, fidelity, competence, integrity, 
free of bias etc. These aspects have been taken into account in the design of the study.  

Research Process Implementation 

Research process was implemented paraphrasing by Cooper´s model (1989: 15) including five steps: 1. 
Problem Setting, 2. Data Acquisition, 3. Evaluation, 4. Analysis and Interpretation, and 5. Presentation. In 
this section, problem setting, data acquisition and evaluation are discussed. Analysis and presentation are 
implemented in Analysis and Discussion sections. 

Problem Setting 

Problem setting included research aim, defining research question, data sources, search strings and 
inclusion criteria. The aim was to understand GDPR impacts on information security in organisations 
through the existing academic research.  The research question was: What outcomes previous research 
reveal about the GDPR impacts on information security development? Data sources were defined (see “Data 
Acquisition”). Search strings were: a) GDPR OR “general data protection regulation” AND “impact” OR 
“effect”, b) GDPR OR “general data protection regulation” AND “information security” OR “information 
systems”, c) GDPR OR “general data protection regulation” AND “impact” OR “effect” AND "information 
security. Inclusion criteria contained the following: written in English, scientific papers of academic 
publishing channels, published between 2016 – 2020. 

Data Acquisition 

 Data acquisition refers to data collection and filtering. Research material was collected from Computers & 
Security, Information and Computer Security, The Journal of Information System Security, Information 
Security Journal (A Global Perspective), Association for Computing Machinery Digital Library (ACM) and 
Institute of Electrical and Electronics Engineers and Institution of Engineering and Technology (IEEE) 
Xplore Digital Library. These sources are generally scientifically appreciated. Data search was done between 
8 – 11/2020 and as a result, totally 627 peer reviewed articles in the IS field published between the years 
2016 – 2020 were found. The majority of them were from ACM.  

Evaluation 

 Evaluation included four phases: 1) Evaluation, 2) First screening, 3) Second screening and 4) Analysis of 
the core material. After the data search, all the 627 articles were evaluated and articles that did not pass 
inclusion criteria (see Problem Setting) were rejected. 457 articles were left after the evaluation and were 
once again read through, and here the articles that were not concerned with GDPR were eliminated. At the 
end of the first screening, 133 articles remained. The second screening included categorising and dividing 
133 articles in four themes: A GDPR impacts, B Solutions (different kinds of innovation), C Privacy history 
and D Comparison of privacy legislation. This research focused next on examining closer the actual theme, 
namely A GDPR impacts which contains 31 articles as a core research material. Generally, the finding of 
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adequate articles required several readings and theming content two times. Theming supported sorting 
these closest relevant 31 articles from others. About 26 % (31) of all evaluated IS GDPR related studies were 
connected to the original research issue. The analysis of the core research material (31 articles) is discussed 
in the next section.  

Results and Analysis of the Findings 

Results and analysis of findings are presented in this section. Theming and classifications was used as an 
analysing method through the process to clarify the interferences of the research approaches. Classical 
thematic analysis was used to lift the relevant content of the studies examined.  
 
In general, there is a lot of research related to GDPR, especially from the technological and legislation fields. 
This finding is also supported by Lisiak-Felicka and Szmit (2021). There arose several different kinds of 
challenges related to regulation, not least a lack of clarity of the regulation but also surrounding the 
interaction between EU law and public international laws. More precise GDPR guidance was called for that 
organisations, so that especially SMEs could ensure their capacity to fulfil requirements and on the other 
hand maintain privileges and immunities (Kuner, 2020). The importance of information security for GDPR 
compliance was emphasised many times. The amount of the research trying to interpret the regulation 
proved that the regulation is not only topical, but also theoretically and practically commonly felt as an 
opaque and difficult issue. Generally, research frames elaborated e.g. GDPR related problem recognition; 
theoretical or practical implementation of the regulation or practical problem solving; concerning typically 
some technical solutions and innovations. Typical general IS field GDPR research also aimed to predict the 
further impacts of the implementation. These findings are in line with other studies. Existing GDPR 
research has e.g. found to address recommendations or assess compliance, identify success factors, 
technical issues (Tatara, Gokceb & Nussbaum, 2020) or other challenges (e.g. Alizadeh et al., 2019).  
 
The findings indicated that by the year 2020 there would be a limited amount of academic articles on GDPR 
impacts on information security, even though there was a lot of research of GDPR impacts in general. The 
majority of previous research in the information security field were empirical studies that focused on 
solving GDPR requirements of concrete life rather than addressing scientific procedures.  
 
Research material was analysed from several perspectives (sources, year of publication, time of 
examination, research methods, academic quality, content, findings, contributions, gaps etc.). 31 articles 
were found from four sources: ACM (81 %), ICS 3( %), IEEE (3 %) and CS (3 %). None of the chosen articles 
were published in 2016, obviously because the issue was so topical and only one was published in 2017. The 
growth of publishing has been moderately flat after 2018 (7), 2019 (11) and 2020 (12). Material found from 
ACM, total 25 articles, dominated every year. The first accepted articles from Information & Security and 
Information and Computer Security journals were published only in 2020. All in all, analyses based on 
either publication year or source did not provide specific useful observations. 
 
The time of examination varied and 12 of 31 articles did not mention at all when the research was conducted. 
For 13 articles, the research was run lasting for a maximum of one year. For those articles that contained 
information on the time of the research (19), the majority (9) at the time of the study were 2018. The longest 
examination lasted 9 years (Nabbosa & Iftikhar, 2019), already starting in 2010 and was integrated into the 
GDPR when that entered into force. Of all the articles that reported their time (18), five lasted more than 
one year: two articles lasted for two years, one article for three years, four years and nine years. The most 
recent research was examined in 2020. 
 
Research methods varied: 5 articles (16,1 %) did not report any information on research methods at all, 17 
empirical (54,8 %), 6 theoretical (19,3 %) and 3 mixed-methods (empirical-theoretical) (9, 7 %) as minority. 
The distribution of the articles cannot be entirely certain, as the methods were not clearly presented in all 
studies and were based on the researcher's conjecture and evaluation. There were some positive exceptions 
of material, like Hargitai, Shklovski and Wasowski (2018) with their thorough grounded theory research. 
Some had explained the method in detail and also evaluated its usefulness (Sağlam & Nurse, 2019; Utz et 
al., 2019; Jakobi et al., 2020 etc.). Unfortunately, about a half of the articles focused on empirical 
implementation (Almada, 2019; Hus & Sastry, 2019; Monteiro-Krebs et al. 2019; Sánchez-Monedero, 
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Dencik & Edwards, 2020 etc.), forgetting to document measures and phases. On the other hand, the 
implementation process of the empirical research might have been explained in detail, but the research 
method might not have been named and the analysis method was missing (For example Sanchez-Rola et 
al., 2018 etc.). The largest individual empirical groups were interviews and unnamed empirical studies. The 
majority, totally 29 of the 31 articles did not contain a quality assessment. Six theoretical studies included 
1 Ethics Canvas and 1 Quantitative and qualitative research, and 4 no-name theoretical studies (except that 
one referred to the model of Webster and Watson, 2002). There also were three mixed empirical-theoretical 
studies: 1 Literature review + interview, 1 Literature review + survey and 1 No-name mixed. N/O means 
that the current aspect is not mentioned in the research. In some cases, the implementation of the research 
was described in detail, but no name was found for the method. The studies also did not assess the suitability 
of the method and its impact on the results. Another major shortcoming is the poor academic quality of 
research, which also means that the results of previous research can hardly be generalised. Unfortunately, 
the lack of appropriate academic procedures may hinder the contribution of existing literature.  
 
What it comes to content, previous research highlighted important but separate aspects and interesting 
anecdotes of GDPR impacts on information security. GDPR general nature seems to be regarded as hazy 
and nebulous, so especially challenges in different areas of GDPR implementation were awaited to be 
reported. It was noticed that GDPR implementation will require remarkable efforts and resources in 
organisations. Dellinger wrote in 2019 that basing on empirical findings, more than half of all websites 
under the GDPR failed to present privacy policies for consumers with adequate manners. Several studies 
revealed this ambiguity in GDPR requirements and a lack of practical guidance for end-users and 
companies. Some researchers (e.g. Tankard, 2016; Sirur, Nurse & Webb, 2018) emphasised the challenges 
for organisations of interpreting GDPR and its requirements, since GDPR did not provide clear guidelines 
for adequate technological solutions and implementation. De Arriba-Sellier (2018) also reported on the lack 
of clarity of GDPR. Indeed, much of the research material here involved various attempts to interpret or 
produce solutions or tools to meet the requirements (for example Geko & Tjoa, 2018; Sobers, 2018). Studies 
revealed also that the level of GDPR knowledge and understanding of the organisations studied varied 
significantly (for example Alizadeh et al., 2019; Breitbarth, 2019). Some articles presented the importance 
of the research phenomenon (e.g. Hoel, Griffiths & Chen, 2017) or raised an awareness of some certain 
important issues related to GDPR (e.g. Biega et al., 2020). Almost without exception, articles highlighted 
the huge importance of information security as part of the GDPR.  
 
Technological, information and cybersecurity development, for example everyday platforms used for news 
personalisation and related forms of information (Monteiro-Krebs et al., 2019), were mentioned relating 
essentially to GDPR compliance. Li, Yu and He (2019), among others, pointed out the importance of IS and 
IT in solving important compliance challenges, e.g. emerging technologies (artificial intelligence (AI), 
blockchains (BC) and cloud computing (CP)) as decreasing the performance and productivity aspects of 
organisations. Mackay (2017) detailed especially needs for personal data identification measures and 
holistic search tools to detect and extract data in organisations, and detected the GDPR influences for 
technology platforms and data architecture. In the case of blockchains, Wallace and Castro (2018) 
concerned the challenge of identifying the controller and difficulty for each node to perform strict 
requirements. GDPR consequences for organisations’ cybersecurity policy and practices were also predicted 
(Li, Yu & He, 2019). Withey (2018) raised cybersecurity training and education measures as important both 
for governments and private organisations. 
 
Among technological aspects, Freitas and da Silva (2018) pointed to expectations of required GDPR efforts 
including also legal and functional change, that would, over the sector and industry restrictions, cause major 
impacts for organisations. Boban (2018) assessed that impacts would include wider reconsideration of 
overall data processing practices, new measures, policies and re-design of processes. In terms of the nature 
of the organisations, GDPR was estimated (Seo et al., 2017) to cause challenges especially for so called 
information sensitive organisations (processing large amounts of personal data). On the other hand, 
relating to company size and branch, it was concluded that larger technology firms could resource more on 
GDPR compliance than smaller institutions (Jo & Gebru, 2020). Jia and Wagnan (2020) highlighted 
organisational impacts from value propositions perspective through product design, personalised services, 
customer engagement and monetisation. Houser and Voss (2018) assessed GDPR impacts on business 
models (e.g. in advertising) from the privacy perspective. 
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Finally, GDPR impacts for information security reported by previous research (31 articles) were divided 
here totally in six categories by their contents: 1) User profiling, 2) Business impacts, 3) Management and 
compliance, 4) Personal competences, skills and career, 5) Authorisation and notification obligation and 6) 
Data storage. When concerning the results of the GDPR impacts, User profiling and data collection had 
been the most constant main research theme in years 2017 – 2019 and included more than half of all 
research (figure 1). Business impacts, management and compliance, personal competences, skills and 
career, and authorisation and notification obligation evenly distributed into the next largest group. 
Research of data storage presented as a minority. The sub-groups of these six impact categories are 
presented in figure 1. User profiling and data collection had the most sub-groups (17). Business impacts, 
authorisation, authentication and notification obligation, management & compliance, personnel 
competence, skills & career were the second largest sub-groups (3 in each). Data storage was the smallest 
one with two sub-groups. 
 

 
 

Figure 1. Themes with sub-groups. 
 
Some articles noted clearly that GDPR has had a very wide range of effects (for example Teixera et al., 2019), 
but none of the articles aimed to cover all these effects and did not explain through what kind of process or 
framework GDPR impacts in organisations is suggested to observe or assess. Previous research on GDPR 
impacts for information security did not manage to raise the level of scientific research in the IS field. 
Overall, the studies left a fragmented and incomplete picture of the GDPR impacts. The incompleteness and 
gaps of previous research justify the need for further research.  

Discussion  

Descriptive literature review provided a landscape of the status and shortcomings of existing research due 
to screening, theming and classifying. If the research data is observed as a whole, it can be seen that the 
comparability of the works is challenging because of several differences; like varying research aspects and 
aims, approaches, methods, location, organisation, industry and frameworks. However, it is interesting that 
the themes of different categories were quite easy to identify. Through the thematic analyses, previous 
research of GDPR impacts for information security was divided in six categories: user profiling and data 
collection, business impacts, management and compliance, personal competences, skills and career, 
authorisation and notification obligation and data storage. Previous research raised several interesting 
details of impacts discussed in the previous section, but it also focused strongly towards technical issues 
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leaving out several areas of information security. This does not automatically mean that areas other than 
examined are not impacted by GDPR, but at least they are less examined, perhaps because it is easier to 
focus on research on one single aspect of GDPR impacts. However, it is not possible to assess the overall 
GDPR impacts for information security in organisations unless all areas of information security are not 
considered. This research is important because it offers a practical and clear understanding of the research 
gaps of previous literature to further examination to fulfil. 
 
A research framework consisting of six research (figure 2) aspects are built basing the findings raised 
through review. This research framework is proposed due to the absence of the academic practices for 
observing GDPR impacts comprehensively. 
 
 

  
 
 

Figure 2. A chronological research framework for the future.  
 
The following conclusions were especially considered when building the framework: 1) The initial 
expectations of GDPR requirements were unclear for organisations due inadequate official guidance (For 
example Tankard, 2016; Sirur et al, 2018;). 2) The organisational practices of building and the levels of 
situational awareness of GDPR requirements varied significantly (for example Alizadeh et al., 2019; 
Breitbarth, 2019). 3) There are no clear and uniform practices for evaluating information security 
development (Withey, 2018). 4) The future GDPR expectations relate to progress of official guidance (For 
example De Arriba-Sellier, 2018). 5) GDPR has improved information security in multiple ways (Teixera et 
al., 2019). Also aspects other than technical should be observed (For example Boban, 2018; Freitas & da 
Silva, 2018) comprehensively. Based on the conclusion of this review, the overall improvements are 
uncovered by the academic research. 6) And finally, since the GDPR is still an ongoing process, the impacts 
should be observed as an ongoing logical and chronological process.  
 
This research can provide interesting insights especially for official GDPR authorities and law developers. 
It is hoped to encourage researchers to test and create new approaches to observe complex research issues 
like this. Research findings are also wished to note the organisational GDPR managers and data protection 
organisations to concern GDPR impacts comprehensively and taking into account the individual 
organisational aspects. Assessing GDPR impacts is also an area, which could be supported by partners and 
service providers of the organisations. 
 
Speaking of limitations, it cannot be said that the true taxonomy of GDPR impacts could have been found 
through previous research with weak academic contributions. Another limitation was the validity because 
of the short time period, totally four years. Basing the research in a wider time period could have increased 
validity and generated more accurate results. Because GDPR keeps on developing all the time, it is reasoned 
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to be regularly assessed. The logical next step in the future would include testing of the proposed 
chronological research framework. Future empirical research would also increase the awareness of GDPR 
and therefore cause more effective impacts for it. From the user perspective, Anderson and con Seck (2020) 
had concluded likewise, that creating understanding of GDPR would also enhance users´ security senses, 
so it can be estimated the possible influence for other areas also.  

Conclusions  

The aim of this literature review was to understand GDPR impacts on information security in organisations. 
The research question was: What outcomes previous research reveal about the GDPR impacts on 
information security development? Findings indicated that GDPR has had several impacts that even GDPR 
had upraised information security and data protection requirements, it has not managed to guide the 
implementation as well as expected and also raised following issues: 1) GDPR has improved organisational 
information security, but the overall improvements were uncharted; 2) a lack of shared practices regarding 
data protection (DP) and information security development evaluation and GDPR impact observation; 3) 
GDPR found to have several impacts on different layers in organisations, but these had not accumulated in 
previous literature. Six categories of GDPR impacts (with sub-groups) were recognised and it was noticed 
that previous research faced the issue mainly from a single technical side. Previous research did not 
comprehensively approach GDPR impacts on information security, nor explain how GDPR impacts are 
suggested to observe. Lean and clear practices to assess and report GDPR impacts are still unknown for 
academic research. This research is important because it highlighted the impacts of GDPR noted by 
previous research but also suggested a chronological framework for future research to observe 
organisational GDPR impacts. The results of this work is hoped to benefit researchers and decision makers. 
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