CONSUMER ACCEPTANCE AND USAGE OF DIGITAL
SIGNATURE TECHNOLOGIES

Jyvaskyld University
School of Business and Economics

Master’s Thesis

2021

Author: Lassi Ladveri
Subject: Digital Marketing & Corporate Communication
Supervisor: Aijaz A. Shaikh

0

JYVASKYLAN YLIOPISTO
UNIVERSITY OF JYVASKYLA



ABSTRACT
Author
Lassi Ladveri
Title
Consumer acceptance and usage of digital signature technologies
Subject Type of work
Digital Marketing & Corporate Communication | Masters’ thesis
Date Number of pages
22.06.2021 60 + appendices
Abstract

Digital signatures have grown in popularity as a method of signing and collecting signa-
tures on documents. After the movement and contact restrictions posed by the corona-
virus pandemic in 2020, the popularity of the technology exploded. Technically speaking,
digital signatures are created using asymmetric cryptography. Asymmetric cryptography
enables the verification of authentication, integrity of the document and signatory non-
repudiation. Digital signatures hold a similar legal status to that of a traditional signature
within the European union.

Most of the studies focusing on digital signatures have been focusing on the technical
aspects of the phenomenon, while the users” perspective is often neglected. This study is
bases on the presumptions provided by technology acceptance studies, in the field of in-
formation technology to study the factors affecting user acceptance of digital signature
technologies. The unified theory of acceptance and use of technology (UTAUT) is a model
that is used to study use behaviour of technologies and information systems. In the model
performance expectancy and effort expectancy are two of the constructs that affect behav-
ioural intention. Therefore, it is valuable to study what performance and effort actually
mean in the context of digital signatures from the users” point of view. While this study
bases on the technology acceptance studies and especially the UTAUT model, it is im-
portant to note that the study does not attempt to be an extension to UTAUT or use
UTAUT to predict behaviour.

This study identified six different main categories of parameters that the users judge
the performance of digital signatures: efficiency, information security, convenience, com-
parative performance, scalability functions and other factors. The effort and ease is judged
basing on service-specific user experience, information availability, comparative ease and
contextual factors. The implications of the study for theory and practice as well as limita-
tions and future research suggestions are provided in the discussion chapter
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Tiivistelma

Sahkoinen allekirjoitus on yleistynyt tapana allekirjoittaa ja keréta allekirjoituksia asiakir-
joihin. Vuonna 2020 alkaneen koronaviruspandemian my6td teknologian suosio suoras-
taan rdjahti, kun liikunta- ja tapaamisrajoitukset rajoittivat ihmisten valisid kontakteja.
Teknologisesta ndkokulmasta sahkoinen allekirjoitus tehddan kayttamallda asymmetrista
kryptografiaa, jonka avulla voidaan vahvistaa alkuperdinen todennus, tietojen koskemat-
tomuus sekd allekirjoittajan kiistaméattomyys. Sahkoisten allekirjoitusten juridinen asema
on vastaava kuin perinteisilld allekirjoituksilla Euroopan Unionin alueella.

Suurin osa sdhkoisid allekirjoituksia koskevasta tutkimuskirjallisuudesta keskittyy
ilmion teknologisiin osa-alueisiin. Kdyttdjandkokulmaan keskittyva tutkimus on jadnyt
toistaiseksi viahdiseksi. Tama tutkimus perustaa tutkimusasetelmansa teknologian omak-
sumistutkimuksien luomien olettamien varaan tutkiessaan sahkoisten allekirjoitustekno-
logioiden kayttdjahyvaksyntddn liittyvid tekijoitd. Yksi teknologian omaksumis- ja hyvak-
symistutkimuksessa kdytetyistd malleista on niin kutsuttu UTAUT-malli. UTAUT-malli
on yhtendinen teoria teknologian omaksumisesta ja kadytostd. Tahan tutkimukseen vali-
koituivat UTAUT-mallin tekijoistd teknologian kyvykkyyteen ja suoriutuvuuteen liittyvét
odotukset sekd vaivattomuuteen liittyvat odotukset, jotka mallin mukaan vaikuttavat
kayttdjan aikomuksiin kdyttdd jotain teknologiaa, ja siten myos valillisesti todelliseen tek-
nologian kayttoon. Tadssd tutkimuksessa selvitetddn, mitd kyvykkyys ja vaivattomuus tar-
koittavat sdhkoisten allekirjoitusteknologioiden kontekstissa kayttdjien ndkokulmasta.
Vaikka tdmaé tutkimus pohjautuu teknologian omaksumismalleihin, on tarkedd huomi-
oida, ettd tdméan tutkimuksen ei ole tarkoitus kayttdda UTAUT-mallia teknologian kayton
ennustamiseen.

Tutkimuksen tulosten mukaan kayttdjat arvioivat sahkoisten allekirjoitusten kyvyk-
kyytta tehokkuuden, tietoturvallisuuden, kdtevyyden, verrannollisen kyvykkyyden,
skaalautuvuustoimintojen, sekd muiden tekijoiden perusteella. Kdyton vaivattomuutta
puolestaan arvioidaan puolestaan palvelukohtaisen kdyttokokemuksen, informaation
saatavuuden, kontekstitekijoiden sekd verrannollisen helppouden perusteella.
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1 INTRODUCTION

Digital signature technologies have emerged as a digital alternative for tradi-
tional handwritten signatures. While the use has increased slowly but steadily
until 2020, the COVID-19 pandemic and the rapid shift to remote work and social
distancing led to significant increase in digital signing. Visma Solutions, a tech-
nology company providing the digital signature service Visma Sign, reported in
a press release issued in May of 2020 that within ten weeks the number of digital
signatures through Visma Sign had nearly doubled, while the yearly increase be-
fore the pandemic had been measured in tens of per cents (Visma Solutions, 2020).
Due to the growing popularity of digital signature services, it is important to un-
derstand the different factors that are at play when users either adapt or reject
the technology.

1.1  Digital signatures

Digital signatures are an emerging technology that provides an alternative to
making handwritten signatures. The digital signature technologies in Finland
commonly use banking credentials as well as mobile ID technologies to authen-
ticate the signatories. (Vahimaa, 2021.) The terms digital signature and electronic
signature are terms that are often used in describing the same phenomenon
(DNA Oyj, 2017). In EU-legislation, the term that is used is electronic signatures,
while the companies providing means to use these technologies most often refer
to them as digital signatures. As it is not necessary to differentiate between elec-
tronic signatures and digital signatures for the purposes of this study, the term
that will be used is “digital signature”.

Legally digital signatures hold the same power as handwritten signatures
(EU regulation No 910/2014, 2014). While the law distinguishes between three
different levels of electronic signatures (electronic signature, advanced electronic
signature, qualified electronic signature), the law also states that electronic sig-
natures legal power can’t be denied on the grounds of it not meeting the require-
ments of qualified signature (EU regulation No 910/2014, 2014). Qualified elec-
tronic signatures use qualified certificates, which currently in Finland can only
be issued by the digital and population data services agency in form of citizen-
and organizational certificates. Therefore, the commercially available digital sig-
nature technologies in Finland are typically either basic or advanced electronic
signatures.



1.2  Technology acceptance

Technology acceptance is a topic widely studied in information systems studies.
The field of technology acceptance studies how and why individuals adopt new
information technologies (Venkatesh et al., 2012; Venkatesh et al., 2003). Theo-
retical models concerning technology acceptance and use have been developed
from the fields of psychology and sociology (Venkatesh et al., 2012).

One of the most powerful theoretical models to predict technology ac-
ceptance is the unified theory of acceptance and use of technology, also known
as the UTAUT model. The UTAUT model consists bases on the assumption that
use behaviour of technology is predicted by behavioural intention, which is fur-
ther affected by performance expectancy, effort expectancy and social norm
(Venkatesh et al., 2003.). Use behaviour is also affected by facilitating conditions
(Venkatesh et al., 2003). The effects of performance expectancy, effort expectancy,
social norm and facilitating conditions are filtered by age, gender, experience and
voluntariness of use (Venkatesh et al., 2003).

While UTAUT has been applied in different kinds of settings with different
technologies, there has been very little studies on what the different factors, such
as performance expectancy and effort expectancy actually mean in specific tech-
nological contexts. In other words, studies have used the UTAUT model to meas-
ure for example performance expectancy numerically, but there have been very
little qualitative studies studying what these different factors consist in the minds
of users - what constitutes as performance in a certain technology.

1.3  Research gaps and justification for study

The previous studies on digital signatures are very heavy on the technological
point of view, yet light on the users” perspective. As the implementation of the
technologies has not been very fast until lately, understanding the different driv-
ers behind the utilisation as well as the underlying definitions of these drivers is
important.

While there have been papers discussing digital signature technologies,
there is not a huge volume of research on them. The little volume of research on
digital signatures focuses heavily on the technological aspects of digital signa-
tures and are mostly from the field of information technology studies. There has
been some technology acceptance studies on digital signature technologies, using
the technology acceptance model (TAM) such as Aydin et al. (2018) and Haryanto
et al. (2020), but the volume of these studies is very limited. These papers have
studied the drivers and factors affecting utilisation of digital signature systems
quantitatively using surveys to measure factors such as perceived usefulness and
perceived ease of use numerically (Aydin et al., 2018). However, questionnaires
fail to provide answers to the questions concerning the nature of these factors;
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what makes a digital signature service easy to use, or what are the aspects that
contribute to the usefulness of these systems.

The UTAUT model is one of the theoretical models used to study technol-
ogy acceptance. The strength of UTAUT model lies in the fact that it synthesises
a number of different technology acceptance models, including the aforemen-
tioned technology acceptance model (TAM) (Venkatesh et al., 2003). In the stud-
ies resulting in the UTAUT model, performance expectancy was found to be the
strongest contributor to behavioural intention (Venkatesh et al., 2003). Another
strong contributor to behavioural intention was effort expectancy (Venkatesh et
al., 2003). Behavioural intention in turn was a strong predictor of actual use be-
haviour in several different models (Davis et al., 1989; Venkatesh et al., 2003).

As UTAUT model has established, performance expectancy and effort ex-
pectancy are strong factors towards behavioural intention and, through behav-
ioural intention, also usage behaviour. However, there is no scientific infor-
mation available on what performance and effort actually mean in the case of
digital signatures. Therefore, this study aims to find the underlying meanings
behind the performance of digital signature technologies as well as effort and
ease of using digital signature technologies.

14  Research questions

This study will base on the presumption that performance expectancy and effort
expectancy affect behavioural intention, which in turn is a strong predictor of use
behaviour and look to study what performance and effort actually mean to the
users of digital signature technologies. It is important to note that this study does
not actually test the UTAUT model to predict usage of the technology, but rather
uses the insights it has provided about performance and effort expectancy having
strong effects on behavioural intention towards using a technology. Therefore,
the research questions are as follows:

RQ 1: On what parameters do users perceive the performance of digital signature
technologies after its adoption?

RQ 2: On what parameters do users perceive the ease and effort of using digital
signature technologies after its usage?

The study will answer these questions by using qualitative methods. The data
will be collected using semi-structured priori-theme interviews. The interview
protocol is loosely based on the scales that Venkatesh et al. (2003) used in their
study and development of the UTAUT model. The data will be analysed using
conventional content analysis.
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1.5 Structure of paper

This master’s thesis is structured as follows. The second and third chapters pro-
vide a theoretical context for the study. In the second chapter the paper discusses
digital signatures and the concepts related to that. It is important to understand
the basis on which the legitimacy of the technology rests and therefore the first
part of the chapter will go through the legislation regulating the technology. The
scope of this thesis is limited to Finland, and therefore the laws in this case are
set by EU directives and regulations. After introducing the legislation regulating
the technology and services, the practical state of digital signatures is addressed.
In this part the practicalities of digital signature, such as the signature process,
digital authentication and identification are discussed.

The third chapter discusses technology acceptance and introduces the basis
on which the research model lies. This chapter discusses the UTAUT model as
well as its predecessors. The fourth chapter of this paper will go through the
methodology of this study.

The fifth chapter presents the results of this study. The chapter is split into
two sections, one for each of the research question, which in turn are split into
smaller subsections that go through each of the subcategories of the study. The
perceptions of users on factors that contribute to performance of the technology
are efficiency, information security, flexibility, comparative performance, scala-
bility functions and other factors. The factors that users perceive to contribute to
ease and effort are service-specific user experience, information availability, com-
parative ease and contextual factors.

The sixth chapter is discussion, which consists of managerial implications,
theoretical implications as well as limitations and suggestions for future research.
In this chapter the different implications of the results will be discussed as well
as presenting the different factors that limit this study. Suggestions for future
research are also provided.
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2 DIGITAL SIGNATURE TECHNOLOGIES (DST)

Digital signature (also eSignature, electronic signature) is an emerging digital al-
ternative for handwritten signatures. The terminology is somewhat unclear as
terms such as “digital signature”, “electronic signature” and “eSignature” are
used to describe the same phenomenon interchangeably, especially in everyday
life.

Gamalielsson et al. (2015, 73) define digital signatures as “an implementa-
tion of asymmetric cryptography to ensure the integrity and authenticity of a
document”. The purpose of a digital signature is similar to that of a traditional
handwritten signature, which is to prove the document’s origin as well as the
integrity of the document (Gamalielsson et al., 2015).

In EU legislation, electronic signature is defined as “data in electronic form
which are attached to or logically associated with other electronic data, and
which serve as a method of authentication” (EU regulation No 910/2014, 2014,
Article 3). However, in some sources, such as the certificate policies of electronic
identification service providers Telia Oyj and Elisa Oyj, a distinction is made be-
tween the terms “electronic signature” and “digital signature” (Elisa Oyj, 2014;
Telia Oyj, 2017). In these documents, electronic signatures are defined as “A com-
puter-readable signature of a person, or its equivalent, such as a digital signature,
as evidence of a connection to a specific document or message associated with
the signature to a specific person (Elisa Oyj, 2014). In everyday life electronic sig-
nature usually refers to digital signature...” (Elisa Oyj, 2014, DNA Oyj, 2017).
Digital signatures, on the other hand, are defined as “An electronic signature
made with the private key of a document or message signer in accordance with
the public key method. In practice an encrypted hash of the message.” (Elisa Oyj,
2014; DNA Oyj, 2017). Therefore, digital signatures can be viewed as a subset of
electronic signatures that use specifically the public key method. However, as it
is not necessary to differentiate between electronic and digital signatures for the
purposes of this study, the term digital signature will be used as a reference to
both of these definitions. This excludes the legislation chapter, in which the lan-
guage used will be dictated by the law text.

In a digital signature standard published in the Federal Information Pro-
cessing Standards Publication (FIPS PUB) by United States department of com-
merce, digital signatures are defined as “the result of a cryptographic transfor-
mation of data that, when properly implemented, provides a mechanism for ver-
ifying origin authentication, data integrity and signatory non-repudiation”
(Kerry & Gallagher, 2013, 2).

Digital signatures hold a similar legal status to that of a traditional signature
(EU regulation No 910/2014, 2014). While digital signatures have been recog-
nized as a means to sign documents digitally since the 1990’s (Brandner et al.,
2002; EU directive 1999/93/EC, 2000), the literature about digital signatures con-
sists mostly on either the technological aspects, such as Roy and Karforna (2012),
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or implementation in different fields, such as Gamalielsson et al. (2015) and
Brandner et al. (2002). In addition to scientific literature, information is available
through technical service descriptions of different service providers such as Elisa
Oyj (2014 & 2017) and DNA Oyj (2017), as well as governmental entities such as
Traficom (2021) and Kerry & Gallagher (2013).

2.1 EU legislation on digital signatures

Due to the nature of electronic signatures as a means to sign documents, it is im-
portant to understand the legislation securing its status. Because this study fo-
cuses on digital signature technologies used in Finland, the legislation is dictated
by the European Union. This chapter introduces the two most important pieces
of EU legislation concerning the legal status of electronic signatures, as well as
the definitions of different constructs in relation to electronic signatures. Within
the European Union, the legal recognition of electronic signatures was first legis-
lated by the EU directive 1999/93/EC (2000). The aims of the directive at the time
were to make electronic signatures easier to use and to help them become legally
recognised within all EU countries (EU directive 1999/93/EC, 2000). Directive
1999/93/EC was repealed in 2014 upon the introduction of regulation (EU) No
910/2014 (also called the eIDAS Regulation) of the European parliament and of
the council. The need to reform the legislation on eSignatures was due to di-
rective 1999/93/EC not delivering “a comprehensive cross-border and cross-sec-
tor framework for secure, trustworthy and easy-to-use electronic transactions.”
(EU regulation No 910/2014, 2014).

2.1.1 Article 3: Definitions

Article 3 of eIDAS regulation provides definitions for key concepts around the
topic of digital signatures. This subchapter will introduce the most important
definitions and concepts that are relevant to understand for the scope of this
study.

Electronic signatures are defined in the eIDAS regulation as “data in elec-
tronic form which are attached to or logically associated with other electronic
data and which serve as a method of authentication”. Distinct from electronic
signature are advanced electronic signature and qualified electronic signature.
Advanced electronic signature which is defined as an electronic signature that
meets four requirements: (1) “it is uniquely linked to the signatory”, (2) “it is ca-
pable of identifying the signatory”, (3) “it is created using means that the signa-
tory can maintain under his sole control” and that (4) “it is linked to the data to
which it relates in such a manner that any subsequent change of the data is de-
tectable”. Qualified electronic signature is defined as an advanced electronic
signature that is created by a qualified electronic signature creation device, and
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which is based on a qualified certificate for electronic signatures. (EU regulation
No 910/2014, Article 3.)

The eIDAS regulation defines electronic identification as “the process of
using person identification data in electronic form uniquely representing either
a natural or legal person, or a natural person representing a legal person;” (EU
regulation No 910/2014, 2014). Authentication is defined as an electronic process
that enables the electronic identification of a natural or legal person, or the origin
and integrity of data in electronic form to be confirmed”. (EU regulation No
910/2014, Article 3.)

Certificate for electronic signature is defined as “electronic attestation
which links electronic signature validation data to a natural person and confirms
at least the name or the pseudonym of that person”. The former is defined as “a
certificate for electronic signatures, that is issued by a qualified trust service pro-
vider and meets the requirements laid down in Annex I” (EU regulation No
910/2014, Article 3). Annex I can be found in the appendices of this paper (Ap-
pendix 1).

Electronic signature creation device is defined as “configured software or
hardware used to create an electronic signature”. Electronic signature creation
device also has a more sophisticated category of qualified electronic signature
creation device which has to meet a number of requirements (EU regulation No
910/2014, 2014).

Trust service is defined as electronic service normally provided for remu-
neration which consists of: (a) the creation, verification, and validation of elec-
tronic signatures, electronic seals or electronic time stamps, electronic registered
delivery services and certificates related to those services, or (b) the creation, ver-
ification, and validation of certificates for website authentication; or (c) the
preservation of electronic signatures, seals or certificates related to those service.
(EU regulation No 910/2014, 2014).

Trust services are also divided into two categories, the first being trust ser-
vice and the other qualified trust service. The Finnish law 1009/2018 regulates
focuses on electronic identification and trust network in Finland. As it relates to
electronic signatures, the trust network is a key part in the identifying process of
the signatories. The law defines the trust network as the “network of service pro-
viders that have filed the notification to Finnish Transport and Communications
agency” (S4adkK, 1009/2018). In the law, it is stated that a public register of iden-
tification service providers and their services is maintained by to Finnish
Transport and Communications agency Traficom (SaadK, 1009/2018).

The requirements for qualified trust service providers are provided in arti-
cle 24. The public list of trust services (trusted list) in Finland is maintained by
Traficom and as of May 2021, the only qualified provider with strong identifica-
tion means available for users in Finland is the Population Register Centre (Trafi-
com, 2021).



14

2.1.2 Article 8: Assurance levels of electronic identification schemes

eIDAS regulation (2014, Article 3) defines identification schemes as systems for
“electronic identification under which electronic identification means are issued
to natural or legal persons, or natural persons representing legal persons”. These
electronic identification schemes are divided into three different categories by
their level of assurance: low, substantial and high EU regulation (No 910/2014,
2014). Each of them has their own criteria which they have to meet:

Low: “assurance level low shall refer to an electronic identification means in the
context of an electronic identification scheme, which provides a limited degree of
confidence in the claimed or asserted identity of a person, and is characterised
with reference to technical specifications, standards and procedures related
thereto, including technical controls, the purpose of which is to decrease the risk
of misuse or alteration of the identity;”. (EU regulation No 910/2014, 2014, Article
8)

Substantial: =~ “assurance level substantial shall refer to an electronic identifica-
tion means in the context of an electronic identification scheme, which provides
a substantial degree of confidence in the claimed or asserted identity of a person,
and is characterised with reference to technical specifications, standards and pro-
cedures related thereto, including technical controls, the purpose of which is to
decrease substantially the risk of misuse or alteration of the identity;” (EU regu-
lation No 910/2014, 2014, Article 8).

High: “assurance level high shall refer to an electronic identification means
in the context of an electronic identification scheme, which provides a higher de-
gree of confidence in the claimed or asserted identity of a person than electronic
identification means with the assurance level substantial, and is characterised
with reference to technical specifications, standards and procedures related
thereto, including technical controls, the purpose of which is to prevent misuse
or alteration of the identity.” (EU regulation No 910/2014, 2014, Article 8).

The public list of trust services (trusted list) includes all of the registered trust
services available in Finland, and includes the assurance levels provided by these
services. All of the services providing strong identification means to users are
labelled as assurance level substantial, with the exception of Finnish population
centre, which offers high assurance level through providing citizen- and organi-
sation certificates (Traficom, 2021).

2.1.3 Article 25: Legal effects of electronic signatures

Article 25 of eIDAS regulation is key in ensuring the status as an equal method
of signing documents in relation to a handwritten signature: “An electronic sig-
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nature shall not be denied legal effect and admissibility as evidence in legal pro-
ceedings solely on the grounds that it is in an electronic form or that it does not
meet the requirements for qualified electronic signatures.” ... “A qualified elec-
tronic signature shall have the equivalent legal effect of a handwritten signature”
(EU regulation No 910/2014, 2014). Consistent with the single-market principle
of the European Union, it also ensures that an electronic signature “based on a
qualified certificate issued in one Member State shall be recognised as a qualified
electronic signature in all other Member States.” (EU regulation No 910/2014,
2014).

2.1.4 Article 26: Requirements for advanced electronic signatures

Article 26 of the eIDAS regulation states the requirements for advanced electronic
signatures. These are (1) “it is uniquely linked to the signatory”; (2) “it is capable
of identifying the signatory”; (3) “it is created using electronic signature creation
data that the signatory can, with a high level of confidence, use under his sole
control” (4) “it is linked to the data signed therewith in such a way that any sub-
sequent change in the data is detectable” (EU regulation No 910/2014, 2014).

2.2 Digital Signature technologies in practice

Digital signature technologies are used for the same purpose as traditional sig-
natures (Gamalielsson et al., 2015; Roy & Karforma, 2012). Typically, digital sig-
nature algorithms consist of three different stages: key generation algorithm,
signing algorithm and signature verification algorithm (Roy & Karforma, 2012).
The key generation algorithm is used to select and output a private key and a
public key that corresponds to the private key (Gamalielsson et al., 2015). The
private key is chosen by random from a group of probable private keys (Roy &
Karforma, 2012). A key is a parameter in cryptography that is used in determin-
ing the functional output of a cryptographic algorithm, or to put simply, cipher
text (Roy & Karforma, 2012). The signature algorithm uses the message and the
private key to generate a digital signature (Roy & Karforma, 2012). Finally, the
signature verification algorithm, which is executed at the recipients end, is used
to check the authenticity of the document based on the message, public key and
the signature (Gamalielsson, 2015). The recipient receives the message along with
the signature and the public key that is available in order to verify the authentic-
ity of the message (Roy & Karforma, 2012). This is conducted by comparing the
received signature with the calculated signature (Roy & Karforma, 2012).

This method, basing on asymmetric cryptography where the users have a
pair of keys, public and private, is also called the public key method (Telia Oyj,
2017; Elisa Oyj, 2014). In the method, each user has two uniquely associated cryp-
tographic keys (Elisa Oyj, 2014). The public key is available in a public repository,
while the private key is held by the user of the keys. (Telia Oyj, 2017; Elisa Oyj,
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2014; Kerry & Gallagher, 2013). The public key method is based on the public key
infrastructure, which is established to issue, maintain and revoke public key cer-
tificates (Kerry & Gallagher, 2013).

In the case of digital signatures, the private key is used to calculate a digital
signature that can be verified using the corresponding public key (Kerry & Gal-
lagher, 2013). The private key can also be used to open messages encrypted with
the public key and vice versa (Elisa Oyj, 2014). The public key, in the case of dig-
ital signatures, is used to verify digital signatures that were signed using a pri-
vate key (Kerry & Gallagher, 2013).

A public key is a cryptographic key used with an asymmetric algorithm and
is associated to a distinct private key (Kerry & Gallagher, 2013). According to
Kerry & Gallagher (2013), the private key, also called a secret key is used in the
public key method to make digital signatures that can be verified with the corre-
sponding public key. They can also be used to open messages that are encrypted
using the public key (Telia Oyj, 2017; Elisa Oyj, 2014). In the case of Finnish Mo-
bile Certificate (Mobiilivarmenne), the private key is saved in the users SIM-card
(Telia Oyj, 2017; Elisa Oyj, 2014).

According to Kerry & Gallagher (2013), digital signatures using the public
key method offer a mechanism for verifying origin authentication, data integrity
and signatory non-repudiation when properly implemented. Non-repudiation
means that the integrity and authenticity can be proved using a certificate corre-
sponding to the key (DNA Oyj, 2017).

2.2.1 Digital signature levels and authentication

A key feature of digital signature services is authentication. Authentication as an
electronic process that enables the electronic identification of a natural or legal
person, or the origin and integrity of data in electronic form to be confirmed (EU
regulation No 910/2014, 2014). As discussed in the earlier chapter, there are three
levels to digital signatures in the eIDAS regulation which are determined by their
authentication methods: simple, advanced and qualified (EU regulation No
910/2014, 2014). In practice, the simple electronic signature can be an tick box
labelled as “I accept” on a website (Vahimaa, 2021). The second level of digital
signatures is “advanced” and defined in the eIDAS regulation as an electronic
signature that meets the following requirements: (1)“it is uniquely linked to the
signatory”, (2) “it is capable of identifying the signatory”, (3) “it is created using
means that the signatory can maintain under his sole control” and that (4) “it is
linked to the data to which it relates in such a manner that any subsequent change
of the data is detectable”(EU regulation No 910/2014, 2014). In practice this
means that the signatory has to be identified using either an identification card,
banking ID’s or a mobile ID (Vdhimaa, 2021). The highest level of qualified digital
signature is currently in Finland only possible using organisation cards granted
by Digital and Population data services agency (DVV), and are not available for
commercial use (Vahimaa, 2021). Therefore, when this study refers to digital sig-
natures with strong authentication, it refers to digital signatures that satisfy the
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criteria for Advanced Electronic Signature stated by eIDAS regulation. The term
strong authentication refers to authentication that uses strong identification ser-
vices.

Within Finland, a register of strong identification services providers is
maintained by the Finnish transport and communications agency (Traficom,
2020). The register keeps track of the strong identification means available to us-
ers, strong identification brokerage to eServices, level of assurance and other de-
tails, such as contact details, links documents on identification principles and cer-
tificate policies et cetera. Currently the list contains 17 providers, which are
mostly banking companies and telecommunications providers, with the excep-
tions of Finland’s Population Register Centre (in Finnish: Vdestorekisteri), [demia
Identity & Security France and digital identity and signature service Signicat
(Traficom, 2021).

The strong identification methods are available to consumers through
banks and telecommunications providers. These means are either mobile certifi-
cates (in Finnish: mobiilivarmenne) provided by telecommunications providers
or Bank ID’s provided by banks (Traficom, 2021). Separate from these are the
means provided by the population register centre, which provides citizen certif-
icates and organisation certificates (Traficom, 2021).

In the mobile certificate (also called Mobile ID) service, a person’s certificate
of identity is attached to a SIM-card used in a mobile device (Elisa Oyj, 2017). The
Mobile certificate service is based on X.509 certificates and the public key method,
where the private keys related to the certificates are on the SIM-card protected
by a PIN-code (Elisa Oyj, 2017; DNA Oyj, 2017). The mobile certificate uses an
electronic unique identification number (Sdhkoinen asiointitunnus, SATU) pro-
vided by the digital and population data services agency of Finland (Digi- ja
vdestotietovirasto, DVV) as the identification data uniquely representing the per-
son (Elisa Oyj, 2017; DNA Oyj, 2017). When applying for a mobile certificate, the
initial identification of the applicant is conducted either using a bank ID or in
person using a passport or an identity card (Elisa Oyj, 2017; DNA Oyj, 2017).

The Bank ID’s as a means for electronic identification is based on the bank-
ing credentials that are granted to a person by banks (Danske Bank, 2019; OP-
Palvelut Oy, 2020). The initial identification for the banking credentials is con-
ducted using a valid, police issued identification document, an ETA member (or
Swiss or Sammarinese) nation issued passport or an identification document that
can be used as a travel document (OP-Palvelut Oy, 2020;. Danske Bank, 2019). In
case the applicant does not have an acceptable document, the police can also take
care of the identification process (OP-Palvelut Oy, 2020;. Danske Bank, 2019).

These providers of strong identification services provide their identification
as a service to a number of service providers in different industries that need to
identify their customers. These include also many of the digital signature service
providers in Finland. They are also very widely adopted among the population
of the country.
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2.2.2 Digital signatures from the users’ point of view

Currently there are several providers of digital signature services available in the
Finnish market, both Finland-based and international. While many of them offer
a similar product in terms of digital signatures, they services differentiate in other
features, such as archiving solutions, available methods of identification and au-
thentication and customisable document templates. Some services also aim to ca-
ter to a specific industry, such as real-estate companies. Digital signatures have
steadily become more common, and as of May of 2020, 1,5 million users had
signed documents using just Visma Sign, which is one of the service providers in
Finland (Visma Solutions, 2020).

Generally, the signature process in digital signature services used in Fin-
land follow roughly the following steps: the party collecting the signatures sends
an invitation to sign a document to the signatory. Common mediums for this
invitation are email and SMS. Next, the signatory opens the invitation, which he
or she has received. To open the document, the user often must provide some
form of credentials, such as a password provided by the sender of the invitation.
After accessing the document, the signee can observe it.

To proceed to signing the document, the signatory uses a method of identi-
fication that depends on the service used and the methods that the sender has
chosen to allow. This can be a combination of email and password at lightest, in
which case the assurance level of the identification scheme is low, but commonly
the services aim to use a method that provides a substantial assurance level such
as Mobile Certificate or Bank ID. In Finland, Bank ID’s are the most popular
means to strong authentication. The strong authentication is the digital equiva-
lent of showing one’s identification card. The action of signing itself can be com-
pleted by clicking a button or drawing a signature with a computer mouse. Once
all the signing parties have signed the document, it is available for archiving.
Depending on the service used, the document can be archived in the service
and/or downloaded and saved on one’s own device. The archiving services are
one of the differentiating points of these services as some services offer long term
archiving while others do not provide archiving at all. The services typically save
identification data, such as ip-addresses and timestamps that can be used after-
wards to verify the genuineness of the signature. (Vahimaa, 2021.)

The popularity of digital signing increased rapidly due to the covid-19 pan-
demic that forced limitations on contacts between people (Visma Solutions, 2020).
According to Visma Solutions (2020), the number of signatures made using their
service Visma Sign doubled in just ten weeks after the lockdowns brought for-
ward by the pandemic.

The number of studies about the user acceptance of digital signatures is
fairly limited. Haryanto, Gandhi and Sucahyo (2020) used an integrated frame-
work technology acceptance model (TAM) and technology-organisation-envi-
ronment to identify seven driving factors of digital signature utilisation are secu-
rity protection, internal need, training and education, government policy, vendor
support, perceived ease of use and perceived usefulness.
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3 TECHNOLOGY ACCEPTANCE, UTAUT MODEL
AND RESEARCH FRAMEWORK

Technology acceptance is a one of the mainstream fields of study in information
systems research. The field of technology acceptance studies how and why indi-
viduals adopt new information technologies (Venkatesh et al., 2012; Venkatesh
et al., 2003). Theoretical models concerning technology acceptance and use have
been developed from the fields of psychology and sociology (Venkatesh et al.,
2012). This study bases its theoretical model on the presumptions set by work of
Venkatesh et al. (2003) and their unified theory of acceptance and use of technol-
ogy (UTAUT) as well as the technology acceptance research before that. In this
chapter the models that preceded the UTAUT model will be shortly introduced
before moving on to the UTAUT model and two of its main constructs: perfor-
mance expectancy and effort expectancy as well as the research model of this
study (Figure 2).

3.1 Predecessors of UTAUT model

3.1.1 Theory of reasoned action

The theory of reasoned action (TRA) was created by Fishbein and Ajzen in 1975
(Davis et al., 1989). The theory drew from social psychology and was applied to
technology acceptance by Davis et al. (1988). TRA is one of the most well-re-
searched intention models and has been successfully applied to explain behav-
iour in a wide variety of domains (Davis et al., 1989). TRA argues that behav-
ioural intention determines whether a person performs a specified behaviour
(Davis et al., 1989). Behavioural intention is defined as “a measure of the strength
of one’s intention to perform a specified behaviour (Davis et al., 1989, 984). Be-
havioural intention is determined by attitude and subjective norm towards the
specified behaviour (Davis et al., 1989; Venkatesh et al., 2003). The subjective
norm refers to the opinions of peers about whether an individual should perform
a behaviour (Venkatesh et al., 2003). TRA is credited as one of the first ground-
breaking technology acceptance models and was found to perform quite well in
predicting behaviour (Sheppard et al., 1988).

3.1.2 Technology acceptance model

The technology acceptance model (TAM) was introduced by Davis and is an ad-
aptation of TRA (Davis et al., 1989). The goal of the model was to provide an
explanation of the determinants of computer acceptance with sufficient explana-
tory power across different technologies and populations (Davis et al., 1989).
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TAM shares the constructs of behavioural intention and attitude toward using
with TRA but does not include the construct subjective norm (Davis et al., 1989;
Venkatesh, 2003). TAM also introduces three new constructs that are not in-
cluded in TRA: perceived usefulness, perceived ease of use and external variables
(Davis et al., 1989). Perceived usefulness is determined by the perceived ease of
use and external variables (Davis et al. 1989). Therefore, while also distinct con-
structs, perceived usefulness and perceived ease of use are also associated (Davis
et al., 1989). Perceived usefulness is also affected by external variables, such as
design characteristics (Davis et al., 1989).

3.1.3 Motivational model

The motivational model explains the performance of an activity basing on two
constructs: intrinsic motivation and extrinsic motivation (Davis et al., 1992). The
former construct, extrinsic motivation, can be classified as performance an activ-
ity to achieve outcomes of value that are separate from the activity itself. Such
valuable outcomes may be improved job performance, bonuses, pay etc. (Davis
et al., 1992). The latter construct, intrinsic motivation, can be classified as per-
forming an activity for no other reinforcement other than one’s enjoyment (Davis
etal., 1992). They applied the motivational model to their user acceptance studies
where they studied the effects of perceived usefulness (extrinsic) and enjoyment
(intrinsic) on computer usage in workplace.

3.1.4 Theory of planned behaviour

Theory of planned behaviour (TPB) is an intention model that can be considered
an extension to TRA (Venkatesh et al., 2003). In addition to the constructs of TRA
(Attitude toward behaviour, subjective norm, intention, behaviour), the TPB in-
troduced an additional construct: perceived behavioural control (Ajzen, 1991).
Perceived behavioural control refers to the ease or difficulty related to perform-
ing a behaviour (Ajzen, 1991). Taylor and Todd (1995b) tested and compared
two different versions of TPB (traditional and decomposed) with TAM based on
usage of a computing resource centre by business school students. The decom-
posed TPB differs from the already introduced version so that the constructs of
perceived behavioural control, subjective norm and attitude are further broken
down into constructs (Taylor & Todd, 1995b). Attitude was broken down into
compatibility, ease of use and perceived usefulness (Taylor & Todd, 1995b). The
construct of subjective norm is further decomposed into the constructs of peer
influence and superiors influence (Taylor & Todd, 1995b). The construct of per-
ceived behavioural control is further decomposed into self-efficacy, resource fa-
cilitating conditions and technology facilitating conditions (Taylor & Todd,
1995b). In their study, Taylor and Todd (1995b) found that both versions showed
improvement over TAM in explanatory power for the behavioural intention, and
therefore actual behaviour.
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3.1.5 Combined TAM & TPB

Taylor and Todd (1995a) argued that TAM had two critical shortcomings: it is
unclear whether TAM predicts behaviour for inexperienced users and that it is
unclear whether the determinants of IT-usage are same for experienced and in-
experienced users. In order to study these issues, Taylor and Todd (1995a) used
an augmented version of TAM (to which Venkatesh et al. (2003) refer to as “com-
bined TAM & TPB”) which took into consideration social influences and behav-
ioural control. Taylor and Todd (1995a) found that the augmented version of
TAM can be used to predict behaviour for users with no prior experience with a
system, they also found that the amount of experience causes differences in the
relative influence of the determinants of usage.

3.1.6 Model of PC Utilization

While lot of the previous theories, such as TAM and its adaptations had leaned
on Fishbein's and Ajzen’s TRA, Thompson, Higgins and Howell (1991) based
their model of PC utilization (MPCU) on a competing theory by Triandis (1971)
that argued that behaviour is determined by attitudes, social norms, habits and
expected consequences of the behaviour in question (Thompson et al., 1991). In
his theory, attitudes refer to what people would like to do, social norms refer to
what people think they should do and habits refer to what people usually do
(Thompson et al., 1991). Thompson et al. (1991) used Triandis’ theory as a base
for their model of PC utilization (MPCU) attempting to explain the factors affect-
ing PC usage. Thompson et al. (1991) tested a subset of Triandis” model and fo-
cused on the direct effects of social factors, affect, perceived consequences and
facilitating conditions on behaviour. Unlike most of the previously discussed the-
ories and models, they decided to exclude behavioural intention because their
interest was in actual behaviour (Thompson et al., 1991). According to MPCU,
the factors determining the utilisation of PCs are long term consequences, job fit,
complexity, affect, social factors and facilitating conditions (Thompson et al.,
1991). In their model, the construct of perceived consequences is further broken
down into the constructs of complexity, job fit and long-term consequences
(Thompson et al., 1991).

3.1.7 Innovation diffusion theory

Innovation diffusion theory (IDT) had been used to study a number of innova-
tions in many different contexts, such as agricultural tools and organisational in-
novations before making its way to the field of information technology (Ven-
katesh et al., 2003). In 1991, Moore and Benbasat (1991) adapted it to study indi-
vidual technology and were able to find support for the validity of the innovation
characteristics presented in the theory (Venkatesh et al., 2003). The adaptation of
IDT by Moore and Benbasat (1991) focuses on the perceived characteristics of us-
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ing an innovation. They argued that the findings of studies focusing on the pri-
mary characteristics of innovations had been inconsistent and that perceptions
about these characteristics are a stronger predictor of behaviour than the charac-
teristics themselves (Moore & Benbasat, 1991). It is important to note that differ-
ing from the original IDT by Rogers, Moore and Benbasat (1995) focused on the
perceptions of using an innovation instead of focusing on the perceptions about
the innovation itself. For their adaptation of IDT, Moore and Benbasat (1991)
chose to include seven different constructs: relative advantage, ease of use, image,
visibility, compatibility, results demonstrability and voluntariness of use.

3.1.8 Social cognitive theory

Social cognitive theory (SCT) is a theory on human behaviour and regarded as
one of the most powerful theories of its respective field of study (Compeau &
Higgins, 1995b; Venkatesh et al., 2003). The theory is based on the premise that
environmental influences and personal factors are reciprocally determined
(Compeau & Higgins, 1995b). Environmental influences in this case may be social
pressures or unique situational characteristics while personal factors can include
characteristics such as personality or demographic characteristics (Compeau &
Higgins, 1995b). This means that a person influences the environments it chooses
to exist in while also being influenced by these environments (Compeau & Hig-
gins, 1995b). Thirdly, cognitive and personal factors influence behaviour while
the behaviour also effects said factors (Compeau & Higgins, 1995b).

Compeau and Higgins (1995a) applied social cognitive theory their studies
on studying computer skills as well as studying the role of computer self-efficacy
(an individual’s belief about their ability competently use computers) in deter-
mining computer utilisation (Compeau & Higgins, 1995b). Compeau and Hig-
gins (1995a) applied social cognitive theory their studies on studying computer
skills as well as studying the role of computer self-efficacy (an individual’s belief
about their ability competently use computers) in determining computer utilisa-
tion (Compeau & Higgins, 1995b). The core constructs of their revised model in-
cluded nine core constructs: encouragement by others, others use, support, com-
puter self-efficacy, outcome expectations about performance, outcome expecta-
tions - personal, affect, anxiety and usage (Compeau & Higgins, 1995b). The
study found that self-efficacy had an important role in determining feelings and
behaviours. Individuals with high self-efficacy were found to use computers
more, enjoyed the computer use more and had less anxiety (Compeau & Higgins,
1995b). The study also found that the outcome expectations had a significant im-
pact on affect and computer use - especially the expectations concerning job per-
formance (Compeau & Higgins, 1995b)
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3.2  Unified theory of acceptance and use of technology (UTAUT)

UTAUT was created in 2003 in an effort to integrate the best elements of the pre-
viously introduced models and form a unified model (Venkatesh et al., 2003). The
need for this unification stemmed from the fragmentation of theory and research
on individual acceptance of information technology (Venkatesh et. al, 2003). The
model used elements from eight previously constructed theories: TRA, TAM,
MM, TPB, MPCU, IDT and SCT (Venkatesh et al. 2003).

The research model (Figure 1) that Venkatesh et al. (2003) created consisted
of eight constructs that had been found to be significant determinants of intention
or usage in previous studies. These constructs were performance expectancy, ef-
fort expectancy, social influence, facilitating conditions, gender, age, experience
and voluntariness of use (Venkatesh et al., 2003). In their model, they hypothe-
sised that four of these constructs, (performance expectancy, effort expectancy,
social influence and facilitating conditions) have a direct effect on behavioural
intention or actual usage, while the four others (gender, age, experience and vol-
untariness) are acting as moderators, having an effect on these relationships
(Venkatesh et al., 2003).

Performance
expectancy
Behavioural Use
Intention behaviour
Effart
expectancy
A
Social
influence
|
Facilitating
conditions
) Voluntariness
Gender Age Experience
of use
Figure 1 UTAUT model (Venkatesh et al., 2003)

Venkatesh et al. (2003) found strong empirical support for their theory. In the
UTAUT model, there are three direct determinants of intention to use: perfor-
mance expectancy, effort expectancy and social influence (Venkatesh et al., 2003).
In addition, there are two direct determinants of usage behaviour: intention to
use and facilitating conditions (Venkatesh et al., 2003). In addition to the direct
determinants, UTAUT also includes four moderators: experience, voluntariness,
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gender and age (Venkatesh et al., 2003). The UTAUT provided a significant im-
provement to the explanatory power of the previous models that had been cre-
ated; it was able to explain 70% of variance in usage intention (Venkatesh et al.,
2003). The researchers conducting the study were also satisfied with the simpli-
fication that was achieved through integrating the original 32 main effects from

the eight theories used into four main effects as determinants of intention and
behaviour (Venkatesh et al., 2003).

3.2.1 Performance expectancy

In the UTAUT model, performance expectancy is constructed basing on five root
constructs applied from previously introduced theory. These are perceived use-
fulness (TAM), extrinsic motivation (MM), job-fit (MPCU), relative advantage
(IDT) and outcome expectations (SCT) (Venkatesh et al., 2003).

The construct of perceived usefulness stems from the technology ac-
ceptance model (TAM) and is defined as “the prospective users subjective prob-
ability that using a specific application system will increase his or her job perfor-
mance within an organisational context” (Davis et al., 1989, 985).

The construct of extrinsic motivation is adopted from the motivational
model (MM). Davis et al. (1992, 1112) define extrinsic motivation as “performance
of an activity because it is perceived to be instrumental in achieving valued out-
comes that are distinct from the activity itself, such as improved job performance,
pay or promotions”.

The construct of job-fit is adapted from the model of PC utilisation (MPCU)
and defined as “the extent to which an individual believes that using can enhance
the performance of his or her job” (Thompson et al., 1991, 129)

The construct of relative advantage is adapted from the innovation diffu-
sion theory (IDT) and defined as “the degree to which an innovation is perceived
as being better than its precursor” (Moore & Benbasat, 1991, 195).

Venkatesh et al. (2003, 447) used these root constructs to define performance
expectancy as “the degree to which an individual believes that using the system
will help him or her to attain gains in job performance.” In each of the theories
that were used in the birthing of UTAUT, construct corresponding with perfor-
mance expectancy was the strongest predictor of intention (Venkatesh et al.,
2003).

As stated, Venkatesh et al. (2003) found that performance expectancy has
an effect on behavioural intention which is moderated by gender and age. This
moderation works in a manner, which makes this effect stronger for men and
younger individuals (Venkatesh et al., 2003).

The different items Venkatesh et al. (2003) used to measure performance
expectancy were typically statements that were graded based on level to which
the subjects agreed or disagreed with it. In estimating the UTAUT model, the
following items were used as scales that were graded on a seven-point scale:

1. Twould find this system useful in my job.
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2. Using the system enables me to accomplish tasks more quickly.
Using the system increases my productivity.
4. If I use the systems, I will increase my chances of getting a raise.

@

(Venkatesh et al., 2003, 460)

To study what features contribute to the users perceptions about performance of
digital signature technologies, the first research question will be “on what pa-
rameters do users perceive the performance of digital signature technologies af-
ter its adoption?”.

While the term “performance expectancy” in UTAUT model is defined as
the “degree to which an individual believes that using the system will help him
or her to attain gains in job performance” (Venkatesh et al., 2003, 447), this study
will extend the definition from job performance to task performance. This is to
accommodate the fact that many users use digital signature technologies in non-
work situations. The research model is presented in figure 2.

3.2.2 Effort expectancy

In UTAUT model, the construct of effort expectancy is constructed basing on
three previous models: perceived ease of use (TAM), complexity (MPCU) and
ease of use (IDT) (Venkatesh et al., 2003).

The construct of perceived ease of use is adapted from the technology ac-
ceptance model (TAM) and defined as “the degree to which the prospective user
expects the target system to be free of effort” (Davis et al. 1989, 985).

The construct of complexity is adapted from the model of PC utilisation and
defined as the “the degree to which an innovation is perceived as relatively dif-
ficult to understand and use” (Thompson et al., 1991, 128).

The construct of ease of use is adapted from innovation diffusion theory
and defined as “the degree to which an innovation is perceived as being difficult
to use” (Moore & Benbasat, 1991, 195).

These root constructs were used to create the construct of effort expectancy
as “the degree of ease associated with the use of the system (Venkatesh et al.,
2003. p. 450). In each of the models the construct corresponding with the UTAUT
models ease of use was found significant in both mandatory and voluntary usage
contexts (Venkatesh et al., 2003). However, these effects weakened over extended
periods of sustained usage (Venkatesh et al., 2003).

Venkatesh et al. (2003) found that effort expectancy has an effect on behav-
ioural intention. This effect is moderated by gender, age and experience (Ven-
katesh et al., 2003). The effect of effort expectancy on behavioural intention was
found to be stronger for women, older workers and those with limited experience
(Venkatesh et al., 2003).

The different items Venkatesh et al. (2003) used to measure performance
expectancy were typically statements that were graded based on level to which
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the subjects agreed or disagreed with it. In estimating the UTAUT model, the
following items were used as scales that were graded on a seven point scale:

My interaction with the system would be clear and understandable
It would be for me to become skilful at using the system
It would be easy for me to become skilful at using the system
I would find the system easy to use
5. Learning to operate the system is easy for me
(Venkatesh et al., 2003, 460)

LN =

To study what features contribute to the users’ perceptions about ease and effort
related to use of digital signature technologies, the second research question will
be “on what parameters do users perceive the ease and effort of using digital
signature technologies after its usage? “. The research model is presented in fig-
ure 2.

Parameter 1

Perceptions
about Parameter 2

performance
Parameter 3

Digital signature
technologies

Parameter 1

Perceptions
about ease and Parameter 2

effort

Parameter 3

Figure 2 Research model
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4 METHODOLOGY

This chapter discusses the methodology used in this research. In the first part I
will describe the qualitative methods and especially my chosen mode of qualita-
tive research, which is phenomenological study. After that I will discuss the in-
terview methods and the sampling. Finally, the interview processes and the data
analysis are described.

41  Qualitative methods

This study uses conventional content analysis which is a qualitative research
method. Qualitative methods differ from quantitative methods in the nature of
the data, relevance of context, nature and control of potential causes and key re-
search instruments (Belk et al., 2012, 3; Tuomi & Sarajdrvi, 2009, 71). While quan-
titative methods process responses into numeric scores, qualitative methods use
richly detailed data, such as visual and verbal recordings (Belk et al., 2012, 3).
Context is also more relevant in qualitative research, as the data is often gathered
from a very specific setting the data is also assumed to be time-, place, people-
and culture specific (Belk et al., 2012, 3). Qualitative research is also naturalistic,
meaning that data collection usually takes place in the natural settings where
people spend time, such as workplaces or live, instead of controlled settings, such
as laboratories (Belk et al., 2012, 4). Lastly, where the quantitative methods aim
to minimise the impact of the researcher on the data, in qualitative research is the
fact that the researcher and his or her skills are the research instrument (Belk et
al., 2012, 4). This means that the researcher has a significant role in building trust
or asking questions that may not have been anticipated prior to the interview
(Belk et al., 2012).

While quantitative research is best suited to measuring numerically quanti-
tiable variables and relations between them, qualitative research can identify un-
derlying reasons for these relations (Belk et al., 2012, 5). Qualitative research has
had a role in marketing research since the 1930’s and has since been used widely
(Belk et al., 2012, 8). While qualitative researchers faced criticism arguing that
scientific knowledge relies on quantitative methods, the criticism has since
waned and the top journals have accepted numerous qualitative papers (Belk et
al., 2012, 10).

This study will use methods associated to the hermeneutic phenomenolog-
ical tradition of qualitative research. Phenomenology often focuses on meanings
of people’s individual experiences in a certain experiential context (Belk et al.,
2012, 21; Tuomi & Sarajdrvi, 2009, 34). Phenomenological research does not seek
to find universal understanding of phenomena, rather seeking for deep under-
standing on a very specific phenomenon (Belk et. al, 2012, 21). Through gathering
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personal perspectives of a phenomenon, phenomenological study can attempt to
aggregate individual perspectives or provide a structured way of understanding
differences (Belk et al., 2012, 21). Hermeneutic phenomenological research can
also be called interpretative because the hermeneutic dimension of phenomeno-
logical research is extracted through the necessity for interpretation Tuomi & Sa-
rajarvi, 2009). Because the research questions of this study focus on the experi-
ences of individuals using digital signature services, I have decided that my re-
search methods will follow the phenomenological tradition of qualitative re-
search.

It is important to note that while this study bases on the presumptions es-
tablished by the quantitatively measured UTAUT model, this study does not aim
to predict usage or use the UTAUT model. Instead, through using qualitative
methods, the goal is to find aspects specific to digital signature technologies that
factor into the perceptions of the interviewees about performance and effort of
using the technologies.

4.2  Data collection & sampling

The method chosen for the data collection is semi-structured priori-theme inter-
views. Theme interviews are closely related to deep interviews and follow certain
central themes chosen in advance and related follow-up questions (Tuomi & Sa-
rajarvi, 2009, 75). Theme interviews emphasise the interpretations and meanings
that people give to objects and phenomena and how they are constructed (Tuomi
& Sarajdrvi, 2009, 75). Itis not obligatory to ask all informants all off the questions,
or to ask them in the same order or form (Tuomi & Sarajarvi, 2009, 75). The ques-
tions, however, should aim to find meaningful answers to research questions,
and the themes should be based on the context of the research and previous
knowledge of the phenomenon in question (Tuomi & Sarajdrvi, 2009, 75). Due to
the ongoing pandemic, data collection will in most part be conducted via online
meetings using tools such as Google Meet, Zoom or Skype. While it does not pro-
vide the intimacy of face-to-face interviews, it provides opportunities for inter-
viewing people in a larger geographical area and makes recording the interviews
easier. As most of the interviewees, as well as the researcher, are native Finnish
speakers, all but one of the interviews will be conducted in Finnish. The one in-
terview that is not conducted in Finnish is conducted in English.

The data used in this research was collected from seven interviews. Because
qualitative research does not aim to provide statistical generalisations but rather
to describe a phenomenon or understand a certain behaviour, it is important that
the informants used for data collection are informed or experienced in the subject
of study (Tuomi & Sarajarvi, 2009, 85). Therefore, the sample of informants used
in this research is limited to people who have used digital signatures in within
the last two years.



29

It should also be noted that while the sampling successfully was able to
reach a variety of experience levels of digital signature users, it is demograph-
ically very homogenous, with all of the interviewees being male and in the 25-34
age group (Table 1).

Table 1 The interviewee sample
Interviewee Gender | Age | Frequency of usage | Purpose of use
Occasional - less
pP1 Male 25-34 Employment contracts
than monthly
P Male 2534 | Monthly Employment contracts, consent
letters, etc.
Work: sales contracts
P3 Male 24-34 | Weekly Personal: bank & insurance docu-
ments
. Work: Documents in the bank sec-
P4 Male 24-35 | Daily tor, documents in the real-estate
P5 Male 24-36 | Weekly Work: Contracjcs, meeting reports
Personal: Meeting reports
P6 Male 2535 | Occasional Employment .contracts, consent
letters for thesis.
p7 Male 25-34 | Occasional Employment contracts etc.

4.3 Interview protocol

The interview protocol (Appendix 2) for data collection was developed basing on the ques-

tionnaire that Venkatesh et al. (2003) used to measure the constructs of per-
formance expectancy and effort expectancy. The questions about perfor-
mance and effort expectancy included aspects that Venkatesh et al. (2003)
included in their scales when measuring these constructs. These scales were
presented for each of the respective constructs in chapters 3.2 and 3.3. While
Venkatesh et al. (2003) measured these scales quantitatively on a seven-
point scale in a questionnaire to develop their model and used statements
such as “using the system in my job would increase my productivity”, this
study looks to find answers to “how” and “why” using a system, in this
case a digital signature technology, increases or decreases the interviewees
productivity. Being a semi-structured interview, the questions are not lim-
ited to those in the interview protocol, and a lot of follow-up questions will
be asked in order to gain insights about the interviewee’s perceptions.

The questionnaire consists of four sections. The first section is the back-
ground questions, where the experience of the interviewee on the topic is
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mapped, as well as the general impressions about using the technologies. In this
section the users are also asked to reminisce the process that they have gone
through in using the technology to bring the topic into their mind before going
deeper into the questions about performance and ease and effort. The second sec-
tion consists of questions about performance expectancy and the third section
consists of questions about effort expectancy. In addition to the questions in the
protocol, the answers may be followed up with questions about the previous an-
swer, such as “why is this important” etc. After the third section, the interviewees
are asked whether they have anything to add to the previous topics that have
been discussed that they may feel that have not yet been discussed. In addition
to the question sections, the interview will be started by going through the inter-
viewees’ rights to anonymity and the topics of the interview.

44  Data analysis

According to Belk et al. (2012, 138), the essence of data analysis in qualitative
research consists of looking for patterns. These patterns can be seen due to the
nature of the research questions while other may arise from familiar theoretical
frameworks (Belk et al., 2012, 138). The method of data analysis used in this study
is conventional content analysis.

Conventional content analysis is a method used to describe a phenomenon
(Hsieh & Shannon, 2005). According to Belk et al., (2012, 139) coding refers to
discerning small elements in data that can retain meaning if lifted out of context.
Codes are concepts that vary in concreteness, abstractness and their emic/etic
nature (Belk et al., 2012, 139). “Emic” means that the language used is drawn from
the people studied, while etic means that it is not necessarily drawn from the
people studied, but otherwise seem appropriate (Belk et al., 2012, 140).

Coding can be described as reducing data into meaningful segments and
assigning names for them (Belk et al., 2012, 141) In essence codes have five main
purposes: (1) they are internal notes, (2) they parse together what the researcher
thinks the material is about, (3) they help in describing the text, (4) they act as a
testing instrument for parsing material and (5) they can be used to find and check
certain parts if the text (Tuomi & Sarajarvi, 2009, 92). The codes are intended to
illustrate what is meant by identifying meaningful units of data and they can be
assigned to individual words, sentences, paragraphs or any portion of text vary-
ing in length (Belk et al., 2012, 141). The coding process leaves out the uninterest-
ing parts of the materials and separates the coded parts from the rest of the ma-
terials (Tuomi & Sarajdrvi, 2009, 92).

In conventional content analysis the coding process begins with obtaining
a sense of the whole material, in this case the transcribed interviews, and high-
lighting exact phrases from the data that captures key thoughts or concepts
(Hsieh & Shannon, 2005). In essence this means getting rid of everything that is
not relevant to the research (Tuomi & Sarajdrvi, 2009, 109). The researcher then
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makes notes about the impressions that the material has brought up and looks
for similarities in these codes (Hsieh & Shannon, 2005; Tuomi & Sarajarvi, 2009,
110). As this process moves forward, these similar codes can be assigned into
meaningful clusters that form subcategories (Hsieh & Shannon, 2005; Tuomi &
Sarajdrvi, 2009, 110). These clusters form a basis for the framework of the research
(Tuomi & Sarajdrvi, 2009, 110). These subcategories will then be further ab-
stracted into a smaller number of categories as many times as possible, forming
a hierarchical structure (Hsieh & Shannon, 2005; Tuomi & Sarajarvi, 2009, 112).
An example of the abstracting process can be seen in table 2.

Table 2 An example of abstracting the data

Quote Code Subcategory Main category Unifying category

S Users’ perceptions
P: SFep—by— . about factors contrib-
step guides to | Step-by- . Information .

L . Usage guides o uting to ease and effort
signing make | step guide availability . .
Use casy” of digital signature

y technologies
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5 RESULTS

5.1 Digital signature users' perceptions on performance of digi-
tal signature services

The first research question sought to examine the different aspects that users per-
ceive to affect the performance of digital signing. The sentiments about the per-
formance of the technology were overall very positive. Through content analysis,
five main themes were extracted from the interviews: efficiency, information se-
curity, convenience, comparative performance, scalability functions. In addition
to five main themes, a category of “other factors” was formed to accommodate
topics that were discussed but did not fit other categories nor were not prevalent
enough to justify their own main themes. The main and subcategories are pre-
sented in table 3.

Table 3 The main categories and subcategories of digital signature users' percep-
tions o performance of digital signatures

Saving time

Efficiency of digital signa-

tures Saving effort

Job performance

Sense of Security

Information security of

digital signatures Certainty of identity

Authentication

Non-site-specificity

1 1 1 ' . . . .
Digital signature users' | Convenience of digital sig- | No need for tools
perceptions on perfor-
mance of digital signature
services Cross device access

natures Document management

Performance in comparison to

Comparative performance .
p p alternative methods

Acceptance in government insti-

Scalability functions tutions
Integration with other systems

Sustainability
Other factors

Pandemic
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The first main theme of users’ perceptions on performance of digital signatures
is efficiency. This main theme is further divided into saving time, saving effort
and job performance. The subcategories of efficiency of digital signatures and
examples of statements matching them are presented in table 4.

Table 4 The subcategories of efficiency of digital signatures

Main category

Subcategory

Example

Efficiency of digital
signatures

Saving time

The key benefit is time efficiency. There are
only a certain number of hours in a day. (P4)

Saving effort

With digital signature, when I've needed to
sign a contract I can take care of it right
away without looking at a calendar and
booking a meeting. (P1)

Job performance

Digital signatures help me save time and
therefore take care of more customers and
improves results. (P4)

The first subcategory of efficiency is saving effort. This subcategory included a
number of ways that the interviewees felt that the technology had helped them

in avoiding effort.

IfI have a stack of documents that I need to sign, I can just use my mobile device and computer
to sign instead of having to print a paper, sign it and scan it. (P7)

In my former job we didn’t have a digital signature service in use. I would send a contract to
a customer who then printed it, signed it, scanned it and emailed it back. After that, since I
didn’t have a printer available, I would travel to my university, print the document, sign it,
scan it, then email it from my university mail to my job mail and then send the final copy to
the customer. It was very slow and arduous. (P3)

In the first example, the interviewee discusses the saved effort in comparison to
the alternative method of signing documents remotely without using a digital
signature service. The second example is a fairly extreme example of the effort
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required to sign documents remotely without a digital signature service. The se-
quence of printing, signing, scanning and mailing the document was brought up
in multiple interviews as the alternative solution to signing documents remotely.
This particular example also overlaps with the other main theme of comparative
performance which is to be discussed later.

With digital signature, when I've needed to sign a contract I can take care of it right away
without looking at a calendar and booking a meeting. (P1)

I don’t need to book a meeting with customer just for a signature. I can, for example, send the
documents the night before for tomorrows transaction. Then the customer of course needs to
take care of the rest. (P4)

It is customer friendly that the customer doesn’t need to travel from who-knows-where just
to sign a paper. (P4)

In these two examples the interviewees discuss how digital signature has elimi-
nated the need to book appointments just for signing a document. In the third
document the interviewee also brings up the effort saving for the other party.

I had to move forward quickly with my research and other things, so it was essentials that I
didn't need to spend weeks on hunting down signatures and collect a stack of papers (I’6)

In this example the interviewee discusses how digital signature helped him avoid
the effort of collecting physical signatures for consent letters in his research work
from his interviewees, whom he had interviewed remotely.

The second subcategory of efficiency is saving time. Quickness was also one
of the key benefits of digital signatures for the interviewees.

I only have a certain number of hours in a day. It helps save time when I don’t need to invite
customers over for signing and back office can just send the papers for digital signing and
once they are signed they are sent for me (P4)

The whole process is faster in comparison to for example mailing a document. If the document
is going abroad the process can take more than a week (P2).

In these examples the interviewees bring up the timesaving aspect of digital sig-
natures. The first example discusses saving time in work context while the second
example is more general.

The third and final subcategory of efficiency is job performance. While it
is closely related to both timesaving and effort saving, it was a topic that many
interviewees discussed.

Digital signatures help me save time and therefore take care of more customers and improves
results. (P4)
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I would say that digital signatures increase productivity because you can do it quickly in
between tasks and then have more time for other things (P2)

In these examples the interviewees state that digital signatures help them be more
productive. In the first example the interviewee sees a direct cause-effect relation
between using digital signatures and improving job results. The second example
takes the view that digital signing is handy because it can be done between other
tasks. However, there were also some sceptical viewpoints towards improve-
ment of job performance

I don’t know if it truly increases my productivity if I use the saved time in rolling my fingers,
but at least I can pretend to be more productive. (P5)

Saying that I'm more productive because of digital signing is a rather extreme statement be-
cause in the end it is just a small moment, a drop in a bucket of my time. (P1)

While both of these examples do take the saved effort and time into account, they
downplay the improvements in their productivity and job performance. In their
opinion the increases are rather small.

5.1.2 Information security

The second main theme of users’ perceptions on performance of digital signa-
tures is information security. The subcategories that the category of information
security was divided into consisted of authentication, certainty of identity and
sense of security. The subcategories of information security of digital signatures
and examples of statements matching them are presented in table 5.
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Table 5 The subcategories of information security of digital signatures

Main category Subcategory Example

When you think about digital signatures
Authentication in professional use, strong authentica-
tion is the only option. (P5)

In Adobe Sign there was nothing that
would express that it was a valid signa-

Sense of Security ture by a specific person or anything that
Information security specifies the signatory. Therefore, I did
of digital signatures not find it trustworthy (P6)

Knowing who the signatory is, is every-
thing when it comes to signatures in gen-
Certainty of identity | eral. You should be able to be sure that
the signature is from that person who you
have wanted it from. (P6)

The most prevalent of the topics was authentication. The topic of strong authen-
tication also overlaps with both other subcategories under the information secu-
rity theme. Most of the interviewees had used digital signing methods that used
a strong authentication method (Bank ID’s or Mobile ID’s). The users that had
used digital signatures with strong authentication, especially those that used the
technology professionally, were adamant that it is an essential part of the tech-
nology. Strong authentication was favoured over other means of authentication:

When you think about digital signatures in professional use, strong authentication is the only
option. (P5)

Strong authentication is the only way I would like to sign digitally when handling my per-
sonal information. (P7)

In both of these examples the interviewees express that they would not like to
use any other authentication method but the strong authentication. The strengths
of strong authentication were it’s security, proving power of the identity and it’s
ease:

I feel that strong authentication is the safest and the easiest method. I could feel that other means
would require more technical understanding and pose problems. Strong authentication is very
straightforward. (P1)
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Strong authentication is simple and easy because you can use mobile applications of banks for
it. (P7)

In both of these examples the ease of strong authentication is brought forward as
a benefit. One of them specifies that it is the mobile applications of banks that
make the use easy.

I feel that I'm the only one that has access to my banking credentials. It is more likely that
somebody else has access to the alternative methods. (P1)

In this example the interviewee expresses that strong authentication with bank-
ing credentials provides a sense of security that the lighter authentication meth-
ods cannot provide. The topic of strong authentication overlaps with both of the
other subcategories under the information security theme.

The second subcategory of information security theme was sense of security.
It is worth noting that the other subcategory, strong authentication, is present in
this subcategory also. Digital signatures in general were considered secure and
competent in providing legal protection:

Digital signatures provide verification of the identity of the signatory, and it is better for the
legal protection of the parties. It is a lot easier to confirm afterwards than a written signature
with pen. (P5)

In this example the interviewee states that digital signature provides legal pro-
tection because it ensures the identity of the signatory. The example also brings
up that digital signatures have a better proving power than a traditional signa-
ture. This example also brings up the other subcategory of certainty of identity.
Another aspect that the interviewees felt to increase the sense of security were
the stamps that specified the signing methods

The authentication stamp verifies the identification method and maybe the social security num-
ber while anybody can fake a written signature (P5)

In Adobe Sign there was nothing that would express that it was a valid signature by a specific
person or anything that specifies the signatory. Therefore, I did not find it trustworthy (P6)

These examples discuss the different tokens of reliability that are visible to the
user. In the first example the interviewee states that the authentication stamp in-
creases the perceived reliability of the service while in the second example the
absence of it decreased the trustworthiness and sense of security.

The final subcategory in information security is certainty of identity. One of
the key benefits of digital signatures for the interviewees was knowing that the
signatory is, indeed, who they say they are.

Knowing who the signatory is, is everything when it comes to signatures in general. You should
be able to be sure that the signature is from that person who you have wanted it from. (P6)
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In this example the interviewee stresses the importance of knowing that the per-
son who signs the document is the person who you want to sign it.

5.1.3 Convenience

The third main category of digital signatures users’ perceptions about the perfor-
mance of the technology is convenience. This main category is further divided
into four subcategories: non-site-specificity, tool redundancy, document man-
agement and cross-device access. The subcategories of convenience of digital sig-
natures and examples of statements matching them are presented in table 6.



39

Table 6 The subcategories of convenience of digital signatures

Main category Subcategory

Example

Non-site-
specificity

It was easy because I could sign a contract when
the other party was in Oulu and I was in Spain.
We didn’t even need to be in the same country. (P7)

Tool redun-

If you're travelling or just don’t have access to a
printer, it is impossible to sign a document nor-
mally. With these technologies it is super easy. You
can just sign it basically everywhere you like. It
doesn’t matter where you are. I think this is the big-
gest advantage for me. (P2)

dancy
Convenience of digi-
tal signatures
Document
management

It is easy to look at the documents afterwards and
send the documents in digital format to for example
a company bookkeeper. And again, you don’t need
to take photos, email or scan documents because
they are ready. The whole archiving process is easy
because it leaves out the scanning. (P4)

Cross device
access

I can check up on the status of the signing request
using my phone if I do not for some reason have
access to my computer (P3)

Non-site-specificity means that the signatory or the collector of signatures does
not need to be in a specific location to complete the signing. Tool redundancy
means that no extra tools, such as a printer or a scanner are required to complete
the task. Document management refers to the ease of saving, archiving and find-
ing the required documents. Cross device access means that the technology and
service are accessible using different devices. These subcategories were often

overlapping with each other.
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If you're travelling or just don’t have access to a printer, it is impossible to sign a document
normally. With these technologies it is super easy. You can just sign it basically everywhere
you like. It doesn’t matter where you are. I think this is the biggest advantage for me. (P2)

Because I can’t print at home I would need to travel to the office to do the things I can do
anywhere with a digital signature service. All of the documents are on my computer, our com-
panys cloud or the cloud service of the digital signature service provider. I can access these
anywhere and they don’t get lost (P3)

It was easy because I could sign a contract when the other party was in Oulu and I was in
Spain. We didn’t even need to be in the same country. (P7)

These three examples include three of the four subcategories of flexibility. In the
tirst example the interviewee discusses the advantages of non-site-specificity
when there is no access to a printer, which also fits under tool redundancy. In the
second example the interviewee sees discusses the ease of document manage-
ment and non-site specificity. The third example discusses the benefits of non-
site-specificity and brings up how the parties can be even in different countries.

I can check up on the status of the signing request using my phone if I don’t for some reason
have access to my computer (P3)

In this example the interviewee brings up the benefits of being able to use the
digital signature service with his mobile device when he doesn’t have access to
his computer.

The document stays in digital format through the whole time, which is a lot more comfortable

©7)

It is easy to look at the documents afterwards and send the documents in digital format to for
example a company bookkeeper. And again you don’t need to take photos, email or scan docu-
ments because they are ready. The whole archiving process is easy because it leaves out the
scanning. (P4)

These examples discuss how the document management is easier because the
documents are in digital format through the process. The benefits are from being
able to archive them without using tools (tool redundancy) and also being able
to search for old documents.

5.1.4 Comparative performance

The fourth main category of digital signatures users’ perceptions on performance
of the technology is the comparative performance of digital signatures. The com-
parative performance refers to the fact that the performance of digital signatures
was often compared to either traditional signatures with pen and paper or an
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alternative mode of signing documents remotely. The subcategory of compara-
tive performance of digital signatures and an example of a statement matching it
is presented in table 7.

Table 7 The subcategories of comparative performance of digital signatures

Main category Subcategory Example

The authentication stamp verifies the identi-

Comparative . . Performance - fication method and possibly includes the so-
performance of digi- | comparison to al- |- . . . ;

. . cial security number of the signatory, while
tal signatures ternative methods

anybody can fake a written signature. (P5)

This category also overlaps all of the other categories because the aspects in these
categories were often compared to these alternatives.

The authentication stamp verifies the identification method and possibly includes the social
security number of the signatory, while anybody can fake a written signature. (P5)

I don’t need to be in a certain place at a certain time for signing which leaves time for other
things in life, such as work or leisure. (P1)

Digital signing is faster, and I think more convenient for everyone. (P2)

These three are all comparing digital signature to alternative methods. Each of
these examples also overlap at least one other main category: the first example
overlaps the information security category. The second example overlaps both
the flexibility (non-site-specificity) and efficiency (saving time) categories.
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5.1.5 Scalability functions

The fifth main category of digital signatures users” perceptions on usefulness of
the technology. It is split into subcategories of acceptance in government institu-
tions and integration with other systems. The subcategories of scalability func-
tions of digital signatures and examples of statements matching them are pre-
sented in table 8.

Table 8 The subcategories of scalability functions of digital signatures

Main category Subcategory | Example

For some reason the national land survey of Fin-

Acceptance in land doesn’t accept digital signatures, but apart

gov.erm.nent from them basically every other institution ac-
institutions cepts digital signatures. (P4)

Scalability functions

of digital signatures It would be useful to integrate digital signature
Integration technology to for example a contract management
with other | system, so you could have people sign documents
systems there instead of moving the documents back and

forth between systems. (P5)

For some reason the national land survey of Finland doesn’t accept digital signatures, but apart
from them basically every other institution accepts digital signatures. (P4)

In this example the interviewee discusses the limitations on the acceptance of
digital signature in national institutions. According to the interviewee, digital
signatures are widely accepted in Finland apart from one exception in the na-
tional land survey. Acceptance in important entities is vital in for the usefulness
of digital signatures.

Being able to integrate digital signature services into other information systems would be ben-
eficial. Currently most of the services are so-called standalone systems, to which you upload .pdf
files or papers that have been taken from another system. It would be useful to integrate digital
signature technology to for example a contract management system, so you could have people
sign documents there instead of moving the documents back and forth between systems. (P5)

In this example the interviewee discusses how being able to integrate digital sig-
nature technology to other information systems would be beneficial. This would
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make processes more streamlined when it would eliminate the need to move doc-
uments manually between different systems.

5.1.6 Other factors

The final main category of digital signature users” perceptions on performance of
digital signatures is labelled as other factors. This main category includes subcat-
egories that were discussed in interviews but did not fit under other main cate-
gories or were not very prevalent while worth discussing. The subcategories of
other factors and examples of statements matching them are presented in table 9.

Table 9 The subcategories of other factors

Main category Subcategory | Example

Digital signing saves paper because when you're
just signing it, you are usually just printing,
Sustainability | signing, scanning and the sending it back. Then
you have just used the paper for two minutes and

Other factors it’s just stupid to use it. (P2)

During this time of global pandemic and move-
Pandemic ment restrictions, 1 couldn’t have collected the
signatures physically. (P6)

These subcategories under other factors are sustainability and pandemic.

Using paper is not necessary, signing paper documents wastes paper. [...] It is environmen-
tally and globally important to, whatever the industry, to minimize excess production and
consumption to mitigate global warming. (P6)

Digital signing saves paper because when you're just signing it, you are usually just printing,
signing, scanning and the sending it back. Then you have just used the paper for two minutes
and it’s just stupid to use it. (P2)

In these two examples the interviewees bring up saving paper as a benefit of dig-
ital signatures. While saving resources and sustainability were not prevalent top-
ics throughout the interviews, they were brought up as benefits of the technology.

It has been beneficial to not have to physically travel to a certain location to sign papers during
these difficult times (P1)

It has been very handy especially now during corona time because people have not had to come
here and they can take care of business anywhere in the world (P4).
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During this time of global pandemic and movement restrictions, I couldn’t have collected the
signatures physically. (P6)

As this study was conducted in midst of the corona pandemic, the pandemic was
often mentioned in the interviews. The interviewees felt that digital signatures
had been useful for them to operate during the limitations of contact and move-
ment that many countries had exercised.

5.2  Digital signature users' perceptions on ease and effort related
to using digital signature services

The second research question sought to investigate the different aspects that us-
ers perceive to affect the effort of digital signing. Again, the overall perceptions
about the effort related to digital signing was positive. From the data, four main
categories rose: service specific user experience, information availability, contex-

tual factors and comparative ease. The main and subcategories are presented in
table 10.

Table 10 The main and subcategories of digital signature users' perceptions on ease
and effort of using digital signatures

Main category Subcategory

User interface

User path

Service outages

Other features

Service-specific user experience
Document management

Authentication

Spam-filters

Cross-device usage

Usage guides

Information availability Information about authentication methods

Information about service providers

Contextual factors Other party

Non-site-specificity

Comparative ease

Process efficiency
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5.2.1 Service specific user experience

The interviewees had used a variety of different digital signature services. In ad-
dition to a variety of different services, they had also used them in different roles.
Some had used them for signing documents, some had used them for collecting
signatures and some had used them for both. This diversity in experiences lead
to a number of the features affecting the ease of using digital signature technolo-
gies specific to whatever service they had used. From the material, the service
specific user experience category was divided into eight subcategories: user path,
user interface, cross-device usage, spam filters, authentication, document man-
agement, service outages and other features. In general, all of these can be seen
to contribute to at least one of the root constructs of effort expectancy. The sub-
categories of service specific user experience and examples of statements match-
ing them are presented in table 11.
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Table 11 The subcategories of service specific user experience
Main category Subcategory Example
In my experience this is an extremely good ser-
vice which does not require too much trying from
User path the service providers. All you need is clear paths

rience

to the document, how to sign it and how to save
it. This had been implemented well in the service
Lused, and I am happy. (P1)

User interface

The functions were well defined and at no point
was there a feeling that I couldn’t find something
I needed. (P6)

Cross-device
usage

It is easy because internet is present practically
everywhere and I can access the service with my
phone or computer in any place if I just remem-
ber my login credentials to the service. (P3)

Service-specific user expe-

Spam-filters

Sometimes the signing requests get caught in the
spam filters in Gmail. If the customer doesn’t re-
alise to look from there it causes extra work (P5)

Service outages

The service being down so that I can’t log in
causes problems (P3)

Digital signing with strong authentication is

Authentication easier than creating user credentials for light au-

thentication or traditional signatures (P7)
Document Digitally signed documents are easy to archive
management digitally (P4)

Other features

Sometimes 1've misspelled an email address and
the service doesn’t notify me that “the email
you ve given doesn’t exist” (P5)

User path refers to the sequence of actions that the user has to go through in order
to accomplish their task, which in this case is signing documents or requesting
digital signatures from other parties.

In my experience this is an extremely good service which does not require too much trying from
the service providers. All you need is clear paths to the document, how to sign it and how to
save it. This had been implemented well in the service I used and I am happy. (P1)
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It is easy because you get a direct link, you just click it, then you log in using your bank ID’s
which is easy if you use a mobile authentication app. After that you can see all the papers there,
you can open a .pdf and download it for yourself so that they are saved for you. That way you
have them in digital format instead of who-knows what box that you have to look for. (P4)

Last time I used it with [name] it was really easy because I just received an email from him
when he was collecting a signature from me. So I opened the document and it just basically
showed me the spot where I could sign. Then I clicked on it and put my name there. Then it
automatically put it there and I just clicked save and it was saved. (P2)

These examples illustrate some of the aspects in the use path that the users feel
making signing digitally easy. In the first example the interviewee states that the
digital signature service should focus on the user paths. He states that the three
most important user paths to the signer are path to the document, to the signature
and to saving the document. The second example discusses the same topic as well
as the easiness of authentication with banking ID’s, and also the ease of opening,
saving and archiving the documents in digital form, bringing up also the subcat-
egory of document management. The third example discusses the overall easi-
ness of the process from clicking the link on the email to signing. These examples
also overlap with the subcategory of user interface. Other examples of user inter-
face focused more on the outlook of the service.

There is a big button “new signature request” that you click and then you can fill the necessary
information and upload the document. (P3)

The so-called layout on the [service name] pageand their landing page was very clear. (P6)

The functions were well defined and at no point was there a feeling that I couldn’t find some-
thing I needed. (P6)

The user interface was so functional that it did not require any thinking from me. (P1)

These examples emphasise the benefits of clarity in the user interface. The first
interviewee appreciates big buttons with clear calls to action. The second inter-
viewee found the layout on the page and well defined features in the service to
ease his use and navigation . The third example says that the functional interface
eliminates the need for him to think about the process.

Cross-device usage refers to the ability to use the digital signature service
with different devices.

It is easy because internet is present practically everywhere and I can access the service with
my phone or computer in any place if I just remember my login credentials to the service. (P3)

If get an invitation, I can take care of the signature right then and there on my computer or
my mobile device (P7)
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In these examples the interviewees describe the benefits of cross device usage.
They find it beneficial to be able to use it on their mobile devices as well as com-
puter because they can take care of the signatures without being bound to a time-
or location. Some of the interviewees working professionally with digital signa-
ture technologies brought up spam filters of email services occasionally blocking
the signing requests.

Sometimes the signing requests get caught in the spam filters in Gmail. If the customer doesn’t
realise to look from there it causes extra work [...] These extra explanations may appear as
unprofessionalism to the customer. (P5)

Depending on the mailing service that the other party uses, the invitations may end up in junk
mail or some “others” folder. Therefore I have to send another email from my personal email
saying “Hi, the invitation is there, remember to check”, because I can’t trust the delivery of the
invitation. (P3)

In these examples the interviewees state that the issues with the spam filters de-
pend on the mailing system that the other party uses. This issue may cause extra
work such as writing extra emails or making extra phone calls. The first example
also says that these issues may affect the reputation of themselves or their com-
pany. Another issue causing effort that was raised is service outages.

The service being down so that I can’t log in causes problems. [...] It causes me the effort that
if I have promised to send the contract within an hour and the service is down, I am not a man
of my word. [...] And of course it is awkward to have to call and tell that the service is down.
(P3)

In this example the interviewee states that he feels that the service outages may
even harm his honour because he can’t keep his word. He also states that the
outages cause extra work. These issues, however are rare occurrences:

If I've sent 40 contracts, then maybe with one customer I've had these issues. These are single
occurrences (P3)

There were also other miscellaneous system specific features that either depleted
the ease of use or enhanced it.

When you log in, you can easily see the status of all of the contracts awaiting signatures or
already signed documents (P3)

If I have to send multiple documents and get interrupted, I cant check up on what documents
I've already sent of these many papers. Then 1 might send some document multiple times or not
send one of the papers at all. (P4)

Sometimes I've misspelled an email address and the service doesn’t notify me that “the email
you ve given doesn’t exist” (P5)
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The service specificity of these examples is present in the first two examples: the
tirst finds it useful that he can check up on the status of his sent signing request,
while the second example states that not being able to check what documents
have been sent depletes the ease of use. The third example raises the issue that
the system doesn’t give feedback on human errors, such as wrong email ad-
dresses.

5.2.2 Information availability

The second main category of digital signature users’ perceptions about ease and
effort of digital signatures is information availability. The main category of infor-
mation availability consists of three subcategories: usage guides, information
about authentication methods and information about service providers. The sub-
categories of information availability and examples of statements matching them
are presented in table 12.

Table 12 The subcategories of information availability
Main category Subcategory Example
The guide has to give very step-by-step instruc-
Usage guides tions. That’s how it works the best and is easy.
(P6)

For many contracts the nature of them is the
same. The software should tell which kind of se-
Information about | curity level is appropriate for what kind of soft-
authentication ware. For example, “if you're renting an apart-
methods ment, use this, if you are using this at work use
this”. More explanations on the security level
needed for different types of contracts (P2)

Information availability

Information about | I found it difficult to find an appropriate service
service providers | provider for my needs. (P6)

One of the most important aspects of information availability enhancing the ease
of use of digital signatures is usage guides.

The guide has to give very step-by-step instructions. That’s how it works the best and is easy.
(P6)

Apparently the service I used was pretty good because it had so clear instructions. (P7)

There was clear guide telling how to add document, add signatories, do you want to attach
social security numbers. (P5)

In the first example the interviewee states that he would hope for clear step-by-
step instructions because it makes the use easy. The second example states his
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satisfaction with the clear instructions provided by the services. The third inter-
viewee specifies the steps that he had instructions for. On the other hand, the
absence of these instructions was perceived as depleting the ease of use

In the beginning you have the options, but you don’t really know which option you need to take
and there was no explanation (P2)

The second subcategory of information availability is information about authen-
tication methods. One of the interviewees had experienced difficulties in finding
appropriate information about different means of authentication.

I would like to know how the authentication system works and how it verifies the identity of
the other party (P6)

For many contracts the nature of them is the same. The software should tell which kind of
security level is appropriate for what kind of software. For example, “if you're renting an apart-
ment, use this, if you are using this at work use this”. More explanations on the security level
needed for different types of contracts (P2)

In these examples the interviewees discuss the lack of available information
about authentication methods. The first interviewee felt that he would've liked
more information about how the authentication works. The second interviewee
would’ve liked to have more information available about what types of security
levels are appropriate for what kind of contracts. It should be noted that both of
these interviewees used a digital signature service that did not have an option to
use strong authentication with bank ID’s or mobile ID’s.

The last subcategory of information availability is information about service
providers. When the service used is not dictated by a workplace, an interviewee
found it difficult to find an appropriate service provider.

I found it difficult to find an appropriate service provider for my needs. [...] It would be bene-
ficial to have a clear market leader for digital signatures so choosing the service would be easier.

(P6)

This interviewee had found finding an appropriate service provider difficult be-
cause there was no clear market leader in the field.

As is present from these results, The interviewees found it important that
there is enough information available about the intricacies of digital signature
technologies. Clear instructions and usage guides about digital signature services
as well as the different authentication methods could prove useful to mitigate
user confusion and frustration. The availability of information can also be seen
as a means to affect perceived ease (TAM), complexity (MPCU) and ease of use
(IDT), which are root constructs of effort expectancy.
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5.2.3 Comparative ease

As was the case in the perceptions about performance, a lot of the perceptions
about ease and effort were discussed comparatively to alternative methods.
These were either signing traditionally in same location on a paper or signing
remotely using a printer and a scanner. Therefore, the third main category of ease
and effort in relation to digital signatures is comparative ease. This main category
is further divided into subcategories of and ease of process and non-site-specific-
ity. The subcategories of comparative ease and examples of statements matching
them are presented in table 13.

Table 13 The subcategories of comparative ease

Main category Subcategory Example

It was easy, fast. I didn’t need to move
Non-site-specificity anywhere or go anywhere to sign a
paper. (P2)

In the old days we would make the
contracts using a contract generator.
Comparative ease This contract would be sent to our
sales manager, who would then print
Process ease it, sign it on paper, then scan it, and
send it to me. After that I would send
this document to the customer, who
would again print it, sign it, scan it
and send it to me. (P5)

The subcategory of process ease refers to the ease of the process of signing a doc-
ument.

Digital signing makes working remotely easier. This is because there is no need for printers or
scanners. (PP3)

If you don’t have a printer, you can’t design and sign contracts normally. With these technol-
ogies it is super easy (P2)

In the old days we would make the contracts using a contract generator. This contract would
be sent to our sales manager, who would then print it, sign it on paper, then scan it, and send
it to me. After that I would send this document to the customer, who would again print it, sign
it, scan it and send it to me. (P5)

In these examples the interviewees discuss how not needing additional tools such
as printers or scanners makes the signing process easier. The first interviewee
brings up how digital signing is easier than alternative means of signing contracts
when remote working, which at the time of conducting this research was very
common due to a global pandemic. The second interviewee brings up not having
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access to these additional tools needed for the traditional process without digital
signatures. The last interviewee describes how the process of signing sales con-
tracts remotely before digital signatures. Digital signatures eliminate a number
of steps from this process.

The other subcategory of comparative ease is non-site-specificity. Inter-
viewees found that digital signing is easier than alternative methods when the
signatories are in different locations.

It was easy, fast. I didn’t need to move anywhere or go anywhere to sign a paper. (P2)

The ease stems from not having to go anywhere. Or then somebody scans a paper for you that
you sign it and scan it, when you could just do everything on your smart device (P4)

These two examples by interviewees state that digital signing is easier than alter-
natives because they don’t have to go anywhere to sign it. The second example
includes both of the subcategories of comparative ease while also overlapping
with cross-device-access.

5.2.4 Contextual factors

The final main category of digital signature users’ perceptions about ease and
effort of digital signatures is contextual factors. This main category only has a
single subcategory which is other party. The subcategory and an example of a
statement matching it is presented in table 14.

Table 14 The subcategories of contextual factors

Main category Subcategory Example

Sometimes it poses challenges if the
person 1 send the contract to hasn’t
used digital signature systems before.
Sometimes they don’t know what to
do even when the instructions are
clear. (P5)

Contextual factors Other party

The term contextual factors in this case refers to the ease of digital signing vary-
ing in each case depending on the other party. These factors can be capabilities
and proficiencies of the other party, but also their behaviour.

Sometimes the customers sign a single paper when they have received 15 papers and then I have
to remind them to sign the rest of the papers. This results in wasted time and effort. (P4)

Sometimes it poses challenges if the person I send the contract to hasn’t used digital signature
systems before. Sometimes they don’t know what to do even when the instructions are clear.
[...] Sometimes they ask questions about how to sign the document which causes extra work
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[...] Problems in using the system may cause some trust issues towards these services, but
usually its nothing major. (P5)

In these two examples professional users describe how the inexperience of cus-
tomers in using these services may sometimes cause extra work and effort. The
second interviewee raises a concern that these problems may cause decreased
trust towards digital signature services but also downplays this concern.

I"ve noticed that when some customers realise how easy signing digitally is, they sign docu-
ments containing hundreds of pages within minutes. Then you can just directly assume that
they have not read the contract but just signed the contract without going through it. [...] It
would be important and beneficial for their own legal security that they would read the con-
tract and not just sign it. For us at the bank it legally thinking doesn’t matter when the
signatory has signed the document with strong authentication. The contract stands and its
clear, but when thinking about the customers interests, it would be better that they read the
contract. [...] It is not the same as going through the document with the customer face-to-
face and telling them “make sure to read this part”. (P4)

In this example an interviewee working in the bank sector discusses how he has
noticed that sometimes the customers don’t read the contracts that they are sent
before signing. While he says that it is not legally a concern to him as a repre-
sentative of the bank, he raises concern about the customers own interests. This
example also overlaps the comparative ease main category when he compares
signing the contracts digitally with signing them face-to-face with the customers.
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6 DISCUSSION

This study sought to research the factors that affect the users” perceptions on the
performance and effort of digital signature technologies. This was done using
qualitative methods and basing on the presumptions created by years of technol-
ogy study synthesised by the creators of the UTAUT model. However, the study
should not be seen as an extension to technology acceptance models or as a model
to predict user acceptance in digital signatures, but rather an individual study
providing insights to what aspects users perceive to affect their views on perfor-
mance and effort of using digital signature technologies. As a result, this study
was able to provide a hierarchal structure (Table 15) of the different themes that
the interviewees discussed about their perceptions on performance and effort of
using digital signatures. In this chapter the results of this study will be discussed.

The first research question was “on what parameters do users perceive the
performance of digital signature technologies after its adoption?”. As an answer
to the research question, the users’ perceptions the performance consist of effi-
ciency, information security, convenience, comparative performance, scalability
functions and other factors.

The second research question was “on what parameters do users perceive
the ease and effort of using digital signature technologies after its usage?”. To
answer the question, the users’ perceptions about factors contributing to ease and
effort of using digital signatures consisted of service-specific user experience, in-
formation availability comparative ease and contextual factors.

This chapter will provide theoretical and managerial implications based on
the results of the study and discuss the limitations and suggestions for future
research.
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Digital signature users' perceptions on performance and effort of using dig-

Digital signature users' percep-
tions on performance of digital
signature services

Efficiency of digital signa-
tures

Saving time

Saving effort

Job performance

Information security of
digital signatures

Sense of Security

Certainty of identity

Authentication

Convenience of digital sig-
natures

Non-site-specificity

Tool redundancy

Document management

Cross device access

Comparative
performance

Performance in comparison to alter-
native methods

Scalability functions

Acceptance in government institu-
tions

Integration with other systems

Other factors

Sustainability

Pandemic

Users’ perceptions about factors
contributing to ease and effort of
digital signature technologies

Service-specific user expe-
rience

User interface

User path

Service outages

Document management

Authetication

Spam-filters

Cross-device usage

Other features

Information availability

Usage guides

Information about authentication
methods

Information about service providers

Contextual factors

Other party

Comparative ease

Non-site-specificity

Process efficiency
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6.1 Theoretical implications

In general, most of the findings of this study were consistent with the framework
that the UTAUT model presents. For example, the different aspects brought for-
ward in the categories “efficiency” and “convenience” of users’ perceptions on
digital signature technologies are matching to the definitions of the root con-
structs of performance expectancy, which was the basis for the research question.
These root constructs were perceived usefulness (TAM), extrinsic motivation
(MM), relative advantage (IDT) and job fit (MPCU)

The information security category was an item that did not directly fit under
the root constructs that make up the performance expectancy construct of
UTAUT. However, due to the perceptions of the professional users stating that
they would only view digital signature competent if it has strong authentication,
it can be seen being tied to the job fit construct of model of PC utilisation (MPCU).

Comparative performance can be seen as consistent with the root construct
relative advantage of performance expectancy in the UTAUT model, which is
adapted to UTAUT from IDT.

The perceptions about different aspects contributing to the ease and effort
of using digital signature technologies were also generally consistent with the
root constructs of effort expectancy in UTAUT model. These were perceived ease
of use (TAM), complexity (MPCU) and ease of use (IDT). An interesting nuance
about the subcategory of comparative ease is that it is more consistent with the
“relative advantage” root construct of performance expectancy, rather than any
of the root constructs of effort expectancy.

6.2 Managerial implications

6.2.1 Performance of digital signature technologies

The main theme of performance of digital signature technologies consisted of six
main categories. These are information efficiency of digital signatures, infor-
mation security of digital signatures, convenience of digital signatures, compar-
ative performance of digital signatures, document management and other factors.
In many ways, these categories were overlapping with each other.

The most prevalent main category of this theme was the efficiency. The
main category of convenience was also very closely related to efficiency. Gener-
ally speaking, the results of this study suggest that users would find adopting
digital signatures for signing and collecting signatures beneficial for their perfor-
mance of tasks, either personal or work related. The overall satisfaction and opin-
ion concerning the efficiency and convenience of digital signing was present in
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all the interviewees, no matter whether they had used the technology as a cus-
tomer of a company using digital signing or as a collector of signatures. Therefore,
organisations should consider providing an option of signing digitally when col-
lecting documents that require signatures from people. Moreover, as the different
aspects of efficiency and convenience were expressed in comparison to tradi-
tional signing with pen and paper or signing remotely without using a digital
signing technology, it is possible that frustration related to the inefficiency and
inconvenience of travelling to a certain location just to sign a paper or having to
print, sign scan and email signed documents may increase among those who
have experienced the efficiency and convenience of using digital signature tech-
nologies.

Another very prevalent topic discussed in the theme of performance of dig-
ital signature technologies was information security. The interviewees expressed
that in their opinion digital signature technologies outperform alternative sign-
ing methods. This sentiment was especially strong among those who had used
digital signature technologies that provided the option of strong authentication.
At the time of conducting this study, strong authentication means are not partic-
ularly common outside the Nordic states of Finland, Sweden, Denmark and Nor-
way. Those that had used a service that did not provide strong methods of au-
thentication had experienced some confusion on the different security levels that
the service had provided. Therefore, it would be beneficial to develop a global
standard of strong authentication methods.

There were also discussions about the scalability functions of digital signa-
tures. For the dissemination of the technology to wider popular use, it is essential
that government functions accept the technology as a means to sign documents.
It was revealed that the Finnish land survey currently doesn’t accept digital sig-
natures that do not satisfy the criteria of qualified electronic signature laid down
in eIDAS. Apart from those specific exceptions the users did not express that they
had encountered non-acceptance of digital signatures. Moreover, not accepting
digital signatures on grounds that a digital signature doesn’t meet requirements
of qualified electronic signatures is against Article 25 of eIDAS regulation.

Integration of digital signatures into other digital services, such as CRM-
systems was also discussed. This would enable more dynamic processes, when
documents could be signed from different information systems instead of mov-
ing documents between systems. Moreover, this would solve the shortcoming
that another interviewee discussed about not being able to go through docu-
ments with customers before signing, if signing documents digitally could be in-
tegrated into online meeting services.

6.2.2 Ease and effort of using digital signature technologies
The four main categories of the users’ perceptions about ease and effort of using

digital signature technologies after using them were service-specific user experi-
ence, information availability, comparative ease and contextual factors. Due to



58

the interviewees using various different digital signature service providers, a lot
of their perceptions about ease and effort were specific to a certain service. In
general, clear user paths and user interfaces were found to decrease the degree
of difficulty of using the service. User path refers to the sequence of actions that
a user has to take in order to complete his goal; in this case signing a document
or inviting others to sign a document. Features that the interviewees brought up
in discussing user paths were email invitations with links directly to the docu-
ment, simple functions to sign and save documents, option to use strong authen-
tication, and limited number of different options.

While there were not many aspects that the interviewees told to affect their
degree of effort negatively, service outages were one of them. Outages in the ser-
vice may prevent users from logging into the service and sending or signing doc-
uments. An outage at the wrong time was told to even affect one’s self-image as
a man-of-word if they cannot send a document after promising to do so, due to
outage. Professional users had encountered difficulties with email services mark-
ing their signing invitations as spam. This on the other hand caused extra labour
when they had to communicate with the customer about finding the invitation.
On the other hand, these issues were suggested to even cause loss of trust in dig-
ital signature technologies and appear as unprofessionalism on behalf of the in-
viting party.

Cross device usage was a feature that many of the interviewees found
highly beneficial. This was something that was discussed in both of the aspects
of this study. Being able to use the service with a mobile device as well as a com-
puter was told to enhance the ease of using digital signatures. The reason for this
was not being tied to a time or a place and being able to use the service “on-the-
go”. The use of smartphones has increased rapidly in the last decade and it is the
device of choice for many people for reading emails, for example. Therefore, it is
easy to assume that being able to sign a document with the same device that you
receive the invitation to would enhance the ease of use and decrease the required
efforts. Mobile experience is therefore an aspect that digital signature service pro-
viders should look to enhance.

Information availability was a key aspect of the interviewees’ perceptions
about the ease and effort of using digital signatures. Usage guides were brought
up as a key feature in enhancing the ease of using digital signature services. Many
interviewees expressed that they would like clear step-by-step instructions about
using digital signatures. Moreover, the unavailability of information or insuffi-
cient information was seen as the biggest single factor affecting the ease of use
negatively. This suggests that the service providers should allocate resources in
developing informational materials about how to use their services.

The second subcategory of information availability was information about
authentication methods. While strong authentication has been discussed in pre-
vious chapters, in this case the information authentication was brought up by
users using a digital signature service that did not have strong authentication
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methods available. Instead, the service had different security levels. The inter-
viewees found that the information about these security levels was insufficient
and it caused some confusion. A practical suggestion from one of the interview-
ees was to have a clear guide that tells what kind of security levels are appropri-
ate for what kind of contracts. This seems like an appropriate measure to take in
order to avoid confusion among users.

As was the case with the perceptions about performance, perceptions about
ease were often discussed in comparison to either traditional signing or remote
signing without a digital signature service. Digital signing was deemed easy be-
cause the interviewees didn’t need additional tools and steps to complete the
signing process. Again, the arduous process of printing, signing, scanning and
mailing was brought up as a point of comparison, to which digital signing pro-
vided an efficient alternative. Comparative ease is a point of strength for digital
signature technologies that the service providers could leverage when marketing
and communicating the benefits of their products as it is something that many
will relate to.

The final main category of users’ perceptions about ease and effort of digital
signature technologies is contextual factors. Contextual factors refer to the skills
and capabilities of the other party involved in the signing process. These contex-
tual factors possibly could be affected with enhancing the information availabil-
ity for the signatories. This way the digital signature services could enhance the
user experience of the signatories through mitigating confusion and the user ex-
perience of the signature collectors through mitigating issues with the signatory.

6.3 Limitations & future research suggestions

This research has a number of limitations. First of all, the sample size of this qual-
itative study is fairly small and therefore it does not aim to provide generalisable
information. The data consists of personal experiences of digital signature users
and they cannot be seen as representative of the experiences of the wider com-
munity.

Secondly, the sample is very homogenous, with all of the interviewees be-
ing males between the ages of 25-34. The young age of the users may very well
have caused an emphasis on the positive experiences and perceived ease of using
the technologies as the younger generations typically are more tech-savvy than
their elders. There is no indication that the perceptions of performance and effort
are dependent on gender, but it cannot be ruled out either and therefore it should
be noted that all of the interviewees were male.

Thirdly, all but one of the interviewees were Finnish and had previous ex-
perience of using strong authentication methods, such as mobile and banking
ID’s. As these strong authentication technologies are not as common outside of
the Nordics and Finland, it should be noted that results are in parts very specific
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to Finland. All but one of the interviews was conducted in Finnish language and
then translated into English for the appropriate parts.

As this study focused on people who already had experience in using digi-
tal signature technologies, it would be beneficial to study how the perceptions
about the performance and ease and effort of using the technology differ when
there is no previous experience in using these technologies. Due to the sample
consisting of only young adult males, conducting this same study with females
or different age groups would provide valuable insight to the way different de-
mographic groups perceive the performance of digital signature technologies.
Because this study did not focus on just the signing party or the party collecting
the signatures, it would be beneficial to conduct this same study focusing on just
the other user group.

While this study was based on the performance expectancy and effort ex-
pectancy factors of the UTAUT model, it would be beneficial to study the param-
eters by which the users perceive social influence and facilitating conditions in
the context of digital signatures. Moreover, using qualitative methods to study
the underlying factors that cannot be reached through mere questionnaires could
prove beneficial when studying different factors that affect technology ac-
ceptance.
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APPENDIX 1 - EU REGULATION NO 910/2014, ANNEX I

(1) “an indication, at least in a form suitable for automated processing, that
the certificate has been issued as a qualified certificate for electronic sig-
nature;”

(2) “a set of data unambiguously representing the qualified trust service pro-
vider issuing the qualified certificates including at least the Member State
in which that provider is established and: | — | for a legal person: the
name and, where applicable, registration number as stated in the official
records, | — | for a natural person: the person’s name;”

(3) “at least the name of the signatory, or a pseudonym; if a pseudonym is
used, it shall be clearly indicated;”

(4) “electronic signature validation data that corresponds to the electronic sig-
nature creation data;”

(5) “details of the beginning and end of the certificate’s period of validity;”

(6) “the certificate identity code, which must be unique for the qualified trust
service provider;”

(7) “the advanced electronic signature or advanced electronic seal of the issu-
ing qualified trust service provider;”

(8) “the location where the certificate supporting the advanced electronic sig-
nature or advanced electronic seal referred to in point (g) is available free
of charge;”

(9) “the location of the services that can be used to enquire about the validity
status of the qualified certificate;”

(10)  “where the electronic signature creation data related to the electronic
signature validation data is located in a qualified electronic signature cre-
ation device, an appropriate indication of this, at least in a form suitable
for automated processing.”

(EU regulation No 910/2014, 2014).
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APPENDIX 2 Interview protocol

Interview
Pre-interview

- Introduction to the research topic, and the process

- Explaining the subjects right to anonymity

- Disclose how interview and personal data is handled
- Request permission for recording

Background questions

- Since when have you been using digital signature technologies?

- For what purpose have you been using digital signature technologies

- Did you use the technology to collect signatures or sign documents?

- What is the frequency of using these technologies? Daily, monthy weekly?

- Do you think the benefits of using these technologies outpaced the efforts
and the cost involved in procuring and using this technology? If yes, how?

- On ascale of 1-5, how convenient do you find the technology

- Would you recommend others to use this technology? Why?

- Describe the process of using the technology.

Performance expectancy

- Did you find these technologies useful for accomplishing your daily or
necessary goals/job tasks? Why, in your opinion, was it / wasn’t it useful?

- Do you think using these technologies help you accomplishing your tasks
more quickly or efficiently? If yes, how?

- Do these technologies help you be more productive / efficient? If yes, how?

Effort expectancy
- Do you find these technologies easy/difficult to use? If yes, how?
- Was learning to use these technologies easy for you?
- Could the using these technologies somehow be made easier?

Other factors

- Is there something you would like to say about digital signing that was
not discussed in the interview?
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