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ABSTRACT

Karjalainen, Mika

Pedagogical Basis of Live Cybersecurity Exercises

Jyvaskyld: University of Jyvaskyld, 2021, 62 p. (plus included articles)
(JYU Dissertations

ISSN 2489-9003; 402)

ISBN 978-951-39-8738-1 (PDF)

The digitalisation of societies, working life, and education is changing their forms
and practices. As a component of digitalisation and new ways of operating in a
digital domain, change has also brought with it new risks for the digital operating
environment. ICT infrastructure constitutes a critical new development, and
cybersecurity competency needs for managing digital domains are growing and
evolving. To provide the knowledge and skills needed for working life, education
and training environments must also evolve in response to change. As part of
cybersecurity education, cybersecurity exercises have an established position in
competency development.

This study examined the pedagogical principles of cybersecurity training
and identified the pedagogical requirements for a comprehensive cyber arena-
style education platform. The learning of individuals was measured through
both on-site and online cybersecurity exercises. Methodologies for evaluating
cybersecurity exercises were studied as part of the exercise lifecycle. The study
also examined the requirements for continuous learning from both curriculum
design and cybersecurity in-service training perspectives.

Keywords: cybersecurity, cybersecurity exercise, cybersecurity education, in-
service training, cyber range, cyber arena, pedagogy



TIIVISTELMA (ABSTRACT IN FINNISH)

Karjalainen, Mika

Kyberturvallisuusharjoitusten pedagogiikka

Jyvaskyla: Jyvaskyldn yliopisto, 2021, 62 s. (+ siséltyvat artikkelit)
(JYU Dissertations

ISSN 2489-9003; 402)

ISBN 978-951-39-8738-1 (PDF)

Yhteiskuntien, tydeldmén ja koulutuksen digitalisoituminen muuttaa kaikkien
edelld mainittujen muotoa ja toimintatapoja. Osana digitalisoitumista ja sen muka-
naan tuomia uusia toimintatapoja on muutos tuonut mukanaan myos uusia di-
gitaaliseen toimintaymparistoon liittyvid riskejd. ICT-infrastruktuuri muodostaa
kaikkinensa uuden kriittisen infrastruktuurin, jonka hallitsemiseksi kyberturvalli-
suuden osaamistarpeet kasvavat ja kehittyvit koko ajan. Jotta koulutuksessa kye-
tddn antamaan sellaiset tiedot ja taidot, joita tyoeldmaéssd tarvitaan, tulee myos
koulutuksen ja koulutusymparistojen kehittyd muutoksen mukana. Osana kyber-
turvallisuuden koulutusta on kyberturvallisuuden harjoitustoiminta vakiinnutta-
nut asemansa osaamisen kehittamisessa.

Tdssd tutkimuksessa tutkittiin kyberturvallisuusharjoittelun pedagogisia pe-
riaatteita ja niiden mukaisesti muodostettiin Cyber Arena -tyylisen kyberturvalli-
suuden harjoitusalustan pedagogiset vaatimukset. Yksilon oppimista kyberturval-
lisuusharjoituksessa mitattiin On-Site- sekd On-Line-metodilla jdrjestetyssa harjoi-
tuksessa. Kyberharjoitusten arvioinnin metodologiaa tutkittiin osana harjoituksen
elinkaaren toiminteita. Tutkimuksessa tutkittiin myos jatkuvan oppimisen vaati-
muksia niin opetussuunnitelmien suunnittelutyon kuin tdydennyskoulutuksena
annettavien kyberturvallisuusharjoitusten ndkokulmasta.

Avainsanat: kyberturvallisuus, kyberturvallisuusharjoitus, kyberturvallisuuskou-
lutus, taydennyskoulutus, kyberturvallisuusharjoitusalusta, pedagogiikka
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1 INTRODUCTION

This study examined the use of cybersecurity exercises as a teaching method and
a learning platform. The research mapped the learning of individuals engaging
in cybersecurity exercises and determined the requirements for the learning
environment as a learning facilitator.

1.1 Research motivation

Cybersecurity training environments (cyber ranges) have largely been developed
from the perspective of technical functionalities (Ferguson et al., 2014; Nevavuori
& Kokkonen 2019; Newhouse et al. 2017). Thus, the focus has been on the
technical functionalities to be included in the environment, rather than the
competency objectives or pedagogical models to be used for competency
development (Chen et al., 2018; Deckard 2018; He et al., 2019; Yamin et al., 2019).
The literature review conducted by Svabensky (2020) indicated that research on
cybersecurity education is fragmented and therefore unlikely to support readers
interested in cybersecurity education.

The aim of this dissertation was to study the pedagogical theory relating to
cybersecurity exercises, to create a new understanding of learning during
cybersecurity training, and to evaluate methods for measuring the levels of
competence facilitated by cybersecurity exercises. Learning was evaluated in a
realistic global cyber environment (RGCE) developed and operated by Jyvaskyld
University of Applied Sciences and used as a cybersecurity teaching environment.
To measure the competency development of students participating in
cybersecurity exercises in the RGCE, the research developed a set of indicators
for substantive areas and tested their application. Research data were thus
obtained regarding the suitability of cybersecurity exercises as competency
developers. As part of the research, the functional requirements for the
cybersecurity training environment were studied from the perspective of
pedagogical requirements. The aim of the study was to develop a set of indicators
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for measuring students” competency development through such exercises and to
identify the requirements for the functionality of the training platform from a
pedagogical perspective.

1.2 Research questions

The aim of this study was to develop an understanding of how competency
development in cybersecurity practice can be measured and to verify how
cybersecurity exercises work as a pedagogical method for competency
development. We used metrics developed in the study to measure learning. The
study also defined the pedagogical requirements for the cybersecurity training
platform to enable exercises to support the competencies that students would
need in their post-study working lives.

The research verified how the cybersecurity exercise developed students’
competencies and what functionalities should be included in the learning
environment to match the learning with the competencies required by students
for employment. The objectives of the study were pursued through the following
research questions:

1. How does a cybersecurity exercise serve as a tool for developing the
competencies of individuals?
a. How can competency development be measured effectively?
b. How do students develop their knowledge during such exercises?

2. What underlying pedagogical principles should a cybersecurity training
platform be based on?

3. How can cybersecurity exercises support lifelong learning:
a. for curriculum development in education leading to a degree?
b. for in-service education?

1.3 Structure of the dissertation

The research questions were answered in nine publications included in the study,
and this dissertation is structured as follows. The introduction to the research,
the research motivation, and the research questions are presented in Section 1.
The background and rationale of the research are defined in Section 2, which also
introduces the development of cybersecurity phenomena and relevant key
terminology. The section presents the development of engineering laboratory
education and its differences from cybersecurity exercises, then discusses the
different types of cybersecurity exercises. Section 3 outlines the research
methodology used in the study and its applications in the different phases of the
study, together with the collected research data and their use.
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Section 4 presents the contributions of the mentioned papers to the overall
study, as well as the work performed by the author for each study. The section
introduces the pedagogical framework for cybersecurity training and discusses
key theories relating to cybersecurity exercises. The theory is linked to the
lifecycle of a cybersecurity exercise and the practical application of pedagogical
targets during all stages of the exercise. The pedagogical requirements for the
training platform, and the cyber arena cybersecurity training platform model
based on them, are placed in a pedagogical context. Cyber security training is
discussed in terms of both education leading to a university degree and in-service
training for professionals already in employment. The section introduces
curriculum work-related models and specific features and requirements relating
to continuing education, since cyber security exercises can be organised as either
on-site exercises or online learning events. A questionnaire was developed to
measure the levels of students’ competencies before and after the exercise.
Learning in the exercise was measured for both the on-site and online exercises.
Section presents the results of the students’ competency level measurement.
Section also describes the collaborative environment used for the online exercise.
The content requirements and functionalities of in-service training, as reflected
in cybersecurity exercises organised as in-service training. Finally, Section 5
presents the conclusions of the studys, its limitations, and opportunities for future
research.

13



2 BACKGROUND OF THE RESEARCH

This chapter describes the research framework and its evolution, combining
discussion of cyber security domain changes with explanation of the researcher’s
motivation and research focus. The section also defines the key terms for, and the
evolution of, cybersecurity education and training as used in the study.

2.1 Cybersecurity

Digital operating environments are at the very core of modern society. The global
digital operating environment, consisting of information systems, servers,
terminals, wired and wireless data networks, and people using the former
and/or other physical infrastructure, has enabled new enterprises, ways of
communicating, and ways of working to evolve (Péyhonen & Lehto, 2020). Along
with opportunities, this change has resulted in prevalent new threats. The global
digital operating environment and its connection to the physical world is a
complex entity, with functionalities and impacts that are difficult to comprehend
and foresee (Sinha, 2014; Térngren & Grogan, 2018). Cybersecurity for managing
these digital threats is technologically evolving, multidisciplinary, and
continuously expanding (Moser & Cohen, 2013).

The phenomenon of cyber security emerged in the mid-1990s (Warner,
2012), and there are several definitions of cybersecurity. For example, Lubick’s
definition divides the cybersecurity operating environment into five different
layers: a physical layer, a syntactic layer, a semantic layer, a service layer, and a
cognitive layer (Libicki, 2007). The physical layer consists of the technical
infrastructure. In the cyber domain, special attention should be paid to the
technical development of the operating environment, since the technical
environment constitutes an ever-changing vulnerability vector. The syntactic
layer determines how information system architecture is managed, connected,
and controlled. It can be seen as the software layer that sends information and
instructions to the physical layer. The semantic layer consists of the interactions
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of, and information generated by, humans and different technologies. The service
layer can be seen as the various internet service platforms that people use to
search for information, conduct networking, or engage in communication. The
cognitive layer involves human actors who are driven by both cognitive and
psychosocial stimuli.

Several countries have published national cybersecurity strategies that
include definitions of the key terms and concepts of cybersecurity (Committee,
Secretariat of Security, 2019; Sabillon et al., 2016; Shafqat & Masood, 2016).
Finland’s first cybersecurity strategy was published in 2013 and provided
definitions of key terms in the field (Committee, Secretariat of Security, 2013).
The terms and their relationships and interdependences were specified in more
detail in the 2018 Glossary of Cybersecurity (TSK, 2018). According to the
Glossary of Cybersecurity (translated from Finnish into English by the author):

Cybersecurity is a target state in which the cyber operating environment can be trusted
and where its operation is secured (TSK, 2018).

It was also noted that:

Cybersecurity includes actions to proactively manage and, where necessary, tolerate
various cyber threats and their impacts. Disruption of the cyber environment is often
caused by a realised security threat, so information security is a key factor in the
pursuit of cybersecurity. In addition to information security, cybersecurity is pursued,
among other things, through actions aimed at securing the functions of the physical
world that depend on a disrupted cyber environment. Whereas information security
refers to the availability, integrity, and confidentiality of information, cybersecurity
refers to the security of a digital and networked society or organisation and the impact
of a member on its operations (TSK, 2018).

The glossary distinguishes between cybersecurity and information security and
defines their connection to each other. Today, cybersecurity is a recognised
discipline and concept (Dhawan et al., 2020). Security demands in the
information technology (IT) sector have traditionally focused on data security.
Digital operating environments have evolved to encompass almost all human
activities, in both working life and leisure. This development has resulted in the
emergence of many security threats either through or in the digital environment
(Humayun et al., 2020; Luiijf, 2012; Vdhakainu et al., 2020).

2.2 Cybersecurity education

Changes in operational principles in society and on the global stage can also be
reflected in the necessity to change learning content and learning methods.
Cybersecurity has evolved into one of the most important content areas in the
field of ICT education (Carayannis et al., 2018; Dawson & Thomson, 2018).
Competency needs relating to cybersecurity are derived from those required for
information security. Within cybersecurity, several functionalities can be
distinguished, which in themselves form specific areas of expertise (Nyre-Yu,
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2021, Roy et al., 2020). Alongside these new competency requirements, the
educational needs for competency development have also changed. Over the past
10 years, university degree programmes have begun to include cybersecurity
options (Lehto, 2020; Parrish, 2018; Skirpan, 2018). Cybersecurity as a discipline
is traditionally understood as a technical area in which various technical controls
are used to protect IT architecture and ensure that unauthorised users are not
able to penetrate the infrastructure without permission. Another technical aspect
relates to so-called penetration testing, and a third aspect considers secure
programming. These technical emphases are commonly reflected in
cybersecurity education (Jones, 2018; Kazemi, 2010; Tabassum, 2018). According
to literature reviews concerning cybersecurity education, when the human
aspects are covered in educational programmes, they include privacy, social
engineering, law, ethics, and social impacts (Skirpan, 2018; Svabensky, 2020).

The ICT industry has traditionally been understood as rapidly evolving
(Dinevski & Kokol, 2004). Due to technical development, the need to update
competencies continues throughout a person’s career. For lifelong learning and
continuing education to remain relevant for working life, educational
environments must reflect realistic working environments and enable
competencies to be used in practice. Complex ICT architectures demand complex
requirements for educational platforms. Educational planning for lifelong
learning must be agile to meet the needs of working life, and modern training
platforms make it easy for developers to design content for the users of new
technologies.

2.3 Cyber security exercises

A long tradition exists of using laboratory environments for engineering training
(Abdulwahed & Nagy, 2011, Chou & Feng, 2019; Jin, 2018; Lal et al., 2020).
Laboratory environments allow students to practice and apply theory (Nordio et
al., 2010; Sevgi, 2003). Traditional ICT laboratory environments model a
particular functionality or part of it, thus enabling students to practice their skills
in a modelled environment (Linn, 2011; Xu et al., 2013). The cybersecurity sector
often combines the phenomena of several technical areas into functional
processes, forming technical-functional entities, the operation and cause-and-
effect relationships of which ought also to be incorporated into teaching and
skills acquisition (Davis & Magrath 2013). Cybersecurity laboratory
environments constructed as learning/training environments are commonly
referred to as cyber ranges (Ferguson et al., 2014; Pham et al., 2016; Vykopal et
al., 2017).

There are several forms of cybersecurity training and exercises. The goals
of the different training methods differ, and the training methodologies develop
over time. The following four different methods are the most commonly used
training methods today. A Capture the Flag (CTF) exercise is often a competitive,
partially or entirely game-based form of exercise, in which students search for
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environmental signs that guide them towards the learning goals of the exercise
(Taylor et al., 2017; Vigna et al., 2014). A digital forensic incident response (DFIR)
exercise is typically conducted with infrastructure modelled on the exercise
platform to enable students to locate a potential breach and/or evidence of a
breach (Moser & Cohen, 2013; Park et al.,, 2019). Tabletop exercises are a
traditional way to practice skills, especially business management skills, using
cases to mirror possible responses to set chains of events (Angafor et al., 2020;
Dausey et al., 2007). The final type is the live exercise, which is the subject of this
study. A live exercise is performed on a training platform in which the situation
changes according to a pre-planned scenario. The exercise typically involves an
exercise management team, also known as a white team (WT), a red team (RT)
that simulates the actions of a threat actor, and a blue defending team (BT) that
protects the given infrastructure. A green team (GT) can also be set up to handle
the functionality of the training platform, while a purple team (PT) is responsible
for acting as a research team and monitoring the teams” actions regarding any
research and/or development goals (Doupé et al., 2011; Geers, 2010; Kick, 2014;
Kim et al., 2019).

The digital cybersecurity learning environment of Jyvaskyld University of
Applied Sciences was used as the research environment for this study. The
learning environment is called the realistic global cyber environment (RGCE),
and the structure of the learning environment and its pedagogical attributes were
examined in this research.
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3 RESEARCH METHODS AND DATA

3.1 Research approach

According to the original research plan, this study collected quantitative data and
used quantitative research methods to study learning in cybersecurity exercises.
After the first sampling of the quantitative data, it became evident that
quantitative data alone would not be able to explain learning and the related
requirements of the learning environment to an adequate degree. Thus, elements
of qualitative research were added to complement the study. In its entirety, the
study combines elements of quantitative and qualitative research.

3.1.1 Mixed methods

Overall, the research adopted a mixed-methods research methodology. Mixed-
methods research is a research approach that utilises both quantitative and
qualitative research methods at different stages of the research to ensure, for each
stage of the research or each research question, the use of the research method
that best answers the research question (Tashakkori et al., 2020; Hurmerinta-
Peltomdki & Nummela, 2006; Johnson et al., 2004; Tashakkori et al., 1998).
Traditionally, the mixed-methods approach has been adopted in business studies,
the behavioural sciences, and sociology (Tashakkori et al., 1998). Mixed-methods
research has the benefit of combining several disciplines to ensure research
effectiveness (Méses et al., 2019; Molina-Azorin, 2012; Rege et al., 2017).

The objective of combining research methods is to generate a more in-depth
understanding of the research subject (Clark et al., 2008; Rossman & Wilson,
1985). In this study, the combination of research methods facilitated an abductive
and iterative deepening of understanding (Van Maanen et al., 2007) to enable
quantitative data to be employed for the basic statistical analysis of the
phenomenon under study. Concerning learning in an exercise, quantitative data
can show that the exercise facilitates new competencies for the student.
Qualitative research identifies elements that have supported learning, such as
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requirements for the teaching environment, the pedagogical methodology
relating to the life cycle of the exercise, a picture of the key elements of the
exercise constructed through the experience of the teacher, and their relevance to
learning. Thus, research methods and the data they produce may partially
overlap and can be modelled in many ways according to different research
approaches and paradigms (Shannon-Baker, 2016).

3.1.2 Constructive research approach

Articles 11, 111, IV, V, VII, and VIII explained the methodology of the traditional
constructive research approach. The research method has become more common,
especially in the fields of technology, information systems science, and
educational science (Dodig-Crnkovic, 2010; Kasanen, 1993; Lehtiranta et al., 2016).

A constructive research approach typically considers a research object such
as a model, process, plan, information system model, or organisational structure
using an iterative process to develop a construct that provides a new solution to
a problem or deviates from and/or broadens the existing interpretation (Lukka
& Tuomela, 1998). A constructive research approach is characterised by an
empirical intervention that aims to produce a new interpretation or new
information about a research subject (Keating, 1995; Lukka, 2000). A commonly
identified problem with the constructive research approach is a possible lack of
objectivity on the part of the researcher (Norris, 1997). To reduce this error, the
researcher should expose the research set-up to evaluation by an external party
or use peer review to obtain a qualitative perspective and verify the research
process.

3.1.3 Qualitative interviews

Interviews leading to qualitative content analysis were used for Articles VI and
IX.

The research approach involved semi-structured interviews with experts
(Hirsjarvi & Hurme, 2008), the aim of which was to deepen the researcher’s
understanding of the elements of cybersecurity exercises and provide more
detailed information to underpin the statistical analyses. The interviews were
based on a general interview framework which enabled the interviews to be
conducted in a way that allowed interviewees to associate freely with a generic
question. Hence, the interviews combined questions with different scopes in an
attempt to obtain sufficiently detailed information about the subject under study
(Saaranen-Kauppinen & Puusniekka, 2009).

3.1.4 Quantitative analysis
It was intended at the design stage of the research to collect and use quantitative

data in the study. A quantitative study approach can produce comparative data
that is fundamental to the subject of the study and can be used as base
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information in later stages of the study (Martyn, 2008, Woodley, 2004). A
quantitative approach was used for Articles III and VI.

Data was collected from a cybersecurity exercise organised as part of a
degree-level cybersecurity exercise. The aim of the quantitative analysis was to
examine the competency development experienced by the students who
participated in the cybersecurity exercise. A questionnaire was prepared to
measure the development of cybersecurity competencies. Surveys were
conducted with two samples, and the responses were analysed using statistical
methods.

3.2 Data collection

The articles for these studies provided an overall picture and understanding of
the pedagogical principles of cybersecurity training, learning during the
exercises, and the pedagogical requirements of the training platform. Table 1
summarises the articles and the research methods used in them and outlines the
contributions of the articles to this dissertation.

TABLE 1. Data collection methods and article contributions to the dissertation
Article Methods Focus and contribution
I Literature review. A review of the existing research

regarding simulation learning,
collaborative learning, and game-
based learning.

II Expert evaluations of learning Pedagogical aspects of cybersecurity
methods and models, and a exercises.
constructive research approach.

III Expert evaluations and structuring | NIST NICE framework-based
of the questionnaire. Constructive | questionnaire and learning in an on-
research approach. Survey of site cybersecurity exercise.

students engaging in cyber security
exercise using descriptive statistical

analysis.

v Expert evaluations of learning Pedagogical requirements for a
methods and models for the comprehensive cyber arena.
structured model. Constructive Development of the cyber arena
research approach. model.

\% Expert evaluations of learning Pedagogical principles of
methods and models. Constructive | cybersecurity exercises and
research approach. assessment of the exercise.

VI Survey of students engaging inan | Measuring learning in on-line
on-line cybersecurity exercise using | cybersecurity exercise. Developing a
descriptive statistical analysis. collaboration platform for an online
Qualitative interviews with exercise.

lecturers using conventional
content analysis.
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Article Methods Focus and contribution

VII Expert evaluations of learning Curriculum building based on an
methods and models. Constructive | existing NIST NICE framework.
research approach.

VIII Expert evaluations of learning Heuristic model for developing a
methods and models. Constructive | degree education curriculum.
research approach.

IX Qualitative interviews with Research regarding an authentic

lecturers followed by conventional
content analysis.

learning environment for in-service
training in cybersecurity.
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4 RESEARCH CONTRIBUTION

This article-based study carried out by the author consisted of designing the
research settings, considering the practical implementation of the research, and
analysing the research results in collaboration with other researchers who had
participated in the research publications.

Article I described a traditional literature review that sought to clarify,
based on previous publications, what type of pedagogical principles had been
used in various professional studies to underpin virtualised or simulated
teaching environments. The aim of the article was to gather basic information
about pedagogical models that could be utilised at a later stage of the research to
build a pedagogical framework for cybersecurity training. The keywords
through which the literature review was conducted were game-based learning,
simulation learning, and collaborative learning. The study showed that
pedagogical models, according to the keywords, were quite widely used in
various substantive areas. However, the findings also indicated that there was
virtually no applied research on pedagogical models and principles for
cybersecurity training. The work of the author for the publication included
literature searches, article analyses, and writing the article as the second author.

For Article II, a pedagogical model was developed for the pedagogical
principles of cybersecurity training. The knowledge base of the model related to
the organisation of cybersecurity exercises and learning mechanisms in exercises
organised by Jyviaskyld University of Applied Sciences during 2013-2019. The
authors of the article participated in cybersecurity exercises organised during the
mentioned years, along with 1,500 other people. The work of the author for the
article included the design of the structure, content, and analysis of the article, as
well as the design of the constructed pedagogical model and writing the paper,
for which the author was the main author.

For Article III, a set of questions was designed to measure the level of
competence of a person participating in a cybersecurity exercise both before and
after the exercise. The set of indicators was based on the generally accepted and
widely used NIST NICE framework and cybersecurity model (Newhouse et al.,
2017). A questionnaire was distributed in an exercise organised using an onsite
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method in spring 2019. The author participated in the design of the questionnaire,
the construction of the research sample, and the analysis. The author was the
main author of the article.

For Article 1V, pedagogical requirements were defined for the
comprehensive cyber arena model, necessitating a modern digital operating
environment underpinned by authentic learning environment theory. The author
participated in the design of the model and the definition of pedagogical
requirements. The author was the main author of the article.

For Article V, the pedagogical model developed for Article Il was expanded
upon and the content of the model was clarified, especially regarding the
assessment of a student participating in a cybersecurity exercise. The author
designed the structure of the paper and the expansion of the pedagogical model.
The author was the main author of the paper.

For Article VI, a second sample completed the questionnaire constructed in
Article III in spring 2020. The participants engaged in an online exercise. The
article described a general model for creating a collaborative learning context for
an online exercise. The author designed the structure of the article and the
research methods and participated in the collection and analysis of the research
data. The author was the main author of the article.

Article VII addressed the testing and evaluation of the existing NICE NIST
competency framework for constructing a curriculum. The author participated
in analysing the framework and designing the created model. The author acted
as the second author of the article.

Article VIII examined the ICT sector and constructed a curriculum for
emerging technologies using a heuristic model. The researcher designed the
heuristic approach and participated in the construction and analysis of the model.
The author acted as the second author of the article.

Article IX examined the specific features of the content of the cybersecurity
exercise offered as in-service training and their implementation in the exercise.
The researcher participated in the preparation of the research plan and the
analysis of the research data. The author was the main author of the paper.

4.1 Pedagogical principles of cybersecurity exercises (Articles I,
II, and V)

As part of the research, the pedagogical principles underpinning cybersecurity
exercises were examined. Previous studies have seldom evaluated how the
pedagogical principles of cybersecurity exercises are constructed, what elements
the principles cover, and how they should be used to support a practical exercise.

The pedagogical principles identified in the study are shown in Figure 1. At
the top of the figure are the pedagogical theories, the application of which
underpinned the pedagogical aspects of the exercise. Learning theories must be
comprehended as the descriptive parts of teaching methods that make up the
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whole. The behaviourist theory of learning was adopted to examine how certain
basic competencies were developed. Role playing is a practice often used in
simulation environments to allow students to practice tasks or roles assigned to
them. Learning is modular (modular learning), and the competency development
of students is facilitated by events, in response to which students are guided
towards set learning goals (Tynjdld & Collin, 2000).
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FIGURE 1. The pedagogical principles of cybersecurity exercises
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The behavioural learning methodology used in the model reflected the
basic competencies of students, using simple exercises (Sahlberg & Leppilampi,
1994). Based on the cognitive learning methodology, the model highlighted
experiential learning. According to the theory of cognitive learning, students
should also be provided with a social environment that supports individual
learning (Efland, 1995; Merriam 2004; Nevgi & Lindblom-Yldnne, 2003). Based
on the constructive conception of learning, the model highlighted the ability of
students to observe events in an operating environment, decide their own actions
in response to the environment and other actors, assimilate de facto technological
principles and general standards, and function as actors (Rauste-von Wright &
von Wright, 1996; Siemens & Conole, 2011). Thus, an upper part of Figure 1
reflects the different levels of competence and skills of learners, starting with the
basic concepts of teaching and learning and ending with the voluntary activity of
learners in a learning environment simulating a realistic environment in which
an individual acts as a part of a group and reflects on the effectiveness of his/her
own responses with peers in the group.

In the case of a university student or an adult learner in in-service training,
it is imperative that andragogic principles are taken into account in pedagogical
planning (Knowles, 1995). An adult learner has a previous knowledge base on
which to construct new learning and, in a learning situation, is often able to apply
existing skills or the experiences he/she has gained either through previous
study or in working life (Merriam & Bierema, 2013). It is often the case that former
learning, or an understanding of how, for example, a technical workflow needs
to be performed, may hinder or slow down the learning of something new. The
learner should be able to build cognitive dissonance, which guides him/her to
adopt a new way of working. For the above, the activity should be implemented
in such a way that the learner is able to reflect on the previous activity, and the
learning environment should be as close to reality as possible in its functionalities
(Knowles, 1995).

According to experiential learning theory, experience alone does not
guarantee good learning outcomes. The learner must have opportunities to
reflect on the learning experience, both with peer learners and teachers (Kolb et
al., 2001). When a learner expresses his or her own learning experience through
speech or writing, he/she simultaneously structures new knowledge and forms
a new construction of understanding (Laal, 2013). In his theory of deliberate
practice, Ericsson argued that the use of a specific learning environment is
essential in building new expertise for experts (Ericsson, 2008). When
competence is already at a high level for the learner, special attention must be
paid to defining learning objectives so that the environment adequately supports
learning. The model of levels of competence built by Miller also supported this
argument, and competence should ideally be at the highest level of the Miller
pyramid (Miller, 1990).

A cybersecurity exercise is a suitable learning tool, especially for students
who already have some knowledge of cybersecurity. If there is no basic
competence, the learning events modelled in the learning environment will

25



remain detached or will not be noticed by the learners. The objectives of a
competency development exercise should be established according to general
pedagogical principles. For goal setting, it is especially necessary to consider the
level of competence of the training group, thus ensuring realistic achievement of
the desired level of competence. In practice, an exercise scenario sets the frame
of reference in which learning is acquired. The life cycle of an exercise begins
with the design of an exercise scenario, which then defines the intended learning
objectives.

4.1.1 Collaborative learning

Collaborative learning theory is one of the most essential components of
pedagogical thinking in cybersecurity practice. A key element of a cybersecurity
exercise is individuals acting as a team. Team-oriented exercises simulate
commonly used real-life functions, such as those in a security operations centre
(SOC), a network operations centre (NOC), or an incident response team. These
functionalities are commonly used in the field of cybersecurity and are organised
to enable learners to perform the control and/or response tasks assigned to them.
It is widely understood that the maintenance and control of a large architecture
requires a team set-up, since one individual alone cannot control the architecture
24/7 or have the ability to embrace all the technological aspects. Thus, it is natural
that learning situations are used as pedagogical tools in lectures, enabling
individuals to learn to act as part of a team, in addition to developing competence
in the subject.

In community learning, a group of actors builds a collective comprehension
of the object of action through collaboration, and participants thereby learn as
part of a team (Panitz, 1999). Team members are responsible for their own tasks
or roles, through which they construct their own learning experiences by
problem solving, completing tasks, and sharing their experiences with other
members of the group. Individuals receive support, help, and insights from their
peers, thus enabling the group to progress towards the set learning goals (Laal,
2013). According to the pedagogical principles of cybersecurity exercises,
community learning is manifested in the operations of a planned scenario, which
are carried out in the learning environment based on an exercise plan. Operations
are targeted towards one or more teams that are responsible for their own
infrastructure. Operations are divided into events and inputs, which in practice
target the IT infrastructure modelled in the training environment. By responding
to events and inputs, teams perceive, identify, and manage the situation, and
learners thus build their own learning experience and contribute as part of a
group to the collective learning of the entire group.

4.1.2 Simulation pedagogy

A long tradition of simulation pedagogy exists, especially in the nursing and
medical education sectors (Bariran et al., 2013; Emin-Martinez & Ney, 2013;
Kalaniti & Campbell, 2015; Nystrom et al., 2016). Engineering has also been
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traditionally viewed as an important field in which simulation adds value by
enabling learners to practice hands-on skills or technical configurations. As
operating environments have become more complex, the technical field has
increasingly shifted from traditional laboratory environments to modelled
simulation learning environments (Debatty & Mees, 2019; European Defence
Agency, 2018; Pridmore et al., 2010).

In the field of cybersecurity, special attention must be paid to the security
of the teaching environment. Creating genuine malware or vulnerabilities in the
operating environment is often not possible in so-called open or production
environments. The simulated environment offers experts a special opportunity
to practice activities that involve a high level of risk, as well as to learn to identify
genuine malware and anomalies in operating environments. Constructing a
simulation environment is expensive, so optimising the learning environment is
imperative because it sets the boundary conditions for learning and the
simulated environment. In the pedagogical model of a cybersecurity exercise, the
simulation environment is constructed from a set of IT architectures embedded
into the environment, as well as a scenario constructed for the pedagogical
objectives of the exercise and the operations, tasks, and inputs that support it.

4.1.3 Authentic learning environments

Herrington and Oliver defined the requirements for a realistic learning
environment based on authentic learning environment theory (Herrington &
Oliver, 2000). According to Herrington and Oliver (2000), the learning
environment should embody similar elements and functionalities to those that
learners encounter when applying their learning in real working life.

The requirements for a learning environment that simulates a real situation
according to their theory are as follows:

1. Provide an authentic context that describes or corresponds to the way in
which knowledge and skills are used in real life.

2. Provide authentic activities that can be the main content of the whole
course or study unit.

3. Provide learners with models of how to actually perform in real-life
situations.

4. Enable and encourage learners to take on different roles, consider what
they are learning, and experience the learning environment from
different perspectives.

5. Provide opportunities for collaborative knowledge creation.

6. Provide opportunities for learners to reflect on their levels of
competence and learning regarding the context of the learning
environment, authentic tasks, and expertise.

7. Provide opportunities for students to articulate and justify their actions
and choices to others.
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8. Provide students with community support for the learning process that
does not oversimplify the learning environment but prepares and
creates support structures for people to do things in a meaningful way.

9. Tightly integrate the assessment of learning into activities and allow
learners to focus on activities and learning and to produce products and
outputs in collaboration with others.

In addition to the design requirements for a learning environment, the
pedagogical exercises and tasks carried out in the learning environment should
be designed according to authentic learning theory (Herrington, 2006).

4.2 Learning in a cybersecurity exercise (Articles III and VI)

Cybersecurity exercises have become an established part of cybersecurity
training, both in degree-level education and in-service training. A cyber arena,
which serves as a cybersecurity teaching environment, can be used in degree-
level education as a teaching environment to replace a traditional laboratory
environment. A cyber arena facilitates training for large entities, as well as the
simulation of sub-entity interoperability, which must be viewed as a significant
advantage over traditional laboratory environments. However, little research has
examined the effectiveness of cybersecurity exercise as a pedagogical teaching
method (Ernits et al., 2020; Hoffman et al., 2005). The aim of the studies was to
develop and test a set of indicators by which learning in cybersecurity exercises
could be measured.

4.2.1 Questionnaire for learning evaluation

The NIST NICE Cybersecurity Competence Framework, which has been widely
adopted by industry and with high-level recognition, was selected as the basis
for the questionnaire (Newhouse et al., 2017). The NIST NICE framework
identifies a total of 630 knowledge components. In the first phase, experts
reviewed the framework so that only the most important aspects of cybersecurity
were included in the question battery, enabling learning to be measured in
cybersecurity exercises. Five cybersecurity experts reviewed the NIST NICE
knowledge components, and each identified the areas they believed should be
covered in the question battery. Knowledge components that received at least
four mentions were then reviewed and modified to eliminate overlaps, leaving a
total of 44 final questions:

1. Cyber threats and vulnerabilities

Organization's enterprise information security and architecture
Resiliency and redundancy

Host / network access control mechanisms

Cybersecurity and privacy principles

Vulnerability information dissemination sources

SARNAN- I
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7.
8.
9.

10.
11.
12.
13.
14.
15.

16.
17.
18.

19.
20.
21.

22.

23.

24.
25.
26.
27.
28.

29.
30.
31.

32.

33.
34.
35.
36.

37

38

39

Incident categories, incident responses, and timelines for responses

Incident response and handling methodologies

Insider Threat investigations, reporting, investigative tools and

laws/regulations

Hacking methodologies

Common attack vectors on the network layer

Different classes of attacks

Cyber attackers

Confidentiality, integrity, and availability requirements and principles

Intrusion Detection System (IDS)/Intrusion Prevention System (IPS) tools

and applications

Network traffic analysis (tools, methodologies, processes)

Attack methods and techniques (DDoS, brute force, spoofing, etc.)

Common computer/network infections (virus, Trojan, etc.) and methods

of infection (ports, attachments, etc.)

Malware

Security implications of software configurations

Computer networking concepts and protocols, and network security

methodologies

Laws, regulations, policies and ethics as they relate to cybersecurity and

privacy

Risk management processes (e.g. methods for assessing and mitigating

risk)

Cybersecurity and privacy principles

Specific operational impacts of cybersecurity lapses

Authentication, authorization, and access control methods

Application vulnerabilities

Communication methods, principles, and concepts that support the

network infrastructure

Business continuity and disaster recovery continuity

Local and Wide Area Network connections

Intrusion detection methodologies and techniques for detecting host or

network -based intrusions

Information technology security principles and methods (e.g. firewalls,

demilitarized zones, encryption)

Knowledge of system and application security threats and vulnerabilities

Network traffic analysis methods

Server and client operating systems

Enterprise information technology architecture

. Knowledge of organizational information technology (IT) user security
policies (e.g., account creation, password rules, access control)

.System administration, network, and operating system hardening
techniques

. Risk/threat assessment
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40. Knowledge of countermeasures for identified security risks. Knowledge
in determining how a security system should work (including its
resilience and dependability capabilities) and how changes in conditions,
operations, or the environment will affect these outcomes

41. Packet-level analysis using appropriate tools (e.g. Wireshark, tcpdump)

42. Hacking methodologies

43. Network protocols such as TCP/IP, Dynamic Host Configuration,
Domain Name System (DNS), and directory services

44. Methods and techniques used to detect various exploitation activities

For each of the 44 questions, five competency-level questions were presented to
participants to determine whether they felt that they had encountered the
cybersecurity component during the exercise:

1. (Topic) was/were presented in the exercise. [Yes/No]

2. (Topic) was/were something I personally encountered during the exercise.
[Yes/No]

3. My knowledge of (topic) increased during the exercise. [Yes/No]

4. Level of knowledge before the exercise. [1-10]

5. Level of knowledge after the exercise. [1-10]

A scale of 1-10 was selected as the scale for measuring their own levels of
competence, which was performed both before and after the exercise. The scale
ranged from 1 (no knowledge) to 10 (expert knowledge). The reason for this wide
scale was to ensure that the respondents could identify their levels of competence
precisely, both before and after the exercise. Too narrow a scale might have
resulted in some knowledge acquisition going unnoticed. The survey was built
into a Webropol environment and was made available to students immediately
after the exercise in spring 2019.

4.2.2 Learning in the on-site exercise

The questionnaire respondents were undergraduate students at Jyvaskyld
University of Applied Sciences, for whom the cybersecurity exercise was part of
the cybersecurity module in the curriculum. The exercise was organised on the
premises of the university as an on-site exercise. All the activities in the exercise
were conducted in a single physical location, where each team had its own
classroom. The information systems, communication connections, and tools
requested by the teams were provided in each classroom. The exercise used a
comprehensive cyber arena-style learning platform owned by Jyvaskyld
University of Applied Sciences. Answering the questionnaire was voluntary for
the students, and instructions for answering were given during the course. The
survey was distributed through Webropol to 53 students, of whom 21 answered
all the questions. Figure 2 shows the response data depicted as a box plot diagram.
In the figure, the red box plot depicts the knowledge level of a student for the
sub-area pre-exercise, while the blue box plot indicates the knowledge level
identified post-exercise.
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FIGURE 2.  Level of knowledge before (red) and after (blue) the on-site exercise

Due to the relatively small number of responses, the results needed to be
analysed with the following guidance. The before/after competency levels
shown in Figure 2 are averages of the scores for each question. The presentation
based on averages was chosen because, when the sample is small, the median
may fail to indicate a change in the sample. However, based on the data, it can
be confidently stated that in 36 of the 44 areas, the level of competence increased
significantly during the exercise. A total of 53 students started answering the
questionnaire, but only 21 students completed it. Hence, it could be concluded
that the questionnaire containing five questions for each of the 44 areas was too
long and/or too detailed for the students, leading to some respondents omitting
responses.

Based on the results, it was clear that the NIST NICE framework was an
appropriate basis for a questionnaire intended to measure levels of competence.
The detailed nature of the question set allowed questions to be directed towards
a specific area of cybersecurity expertise.
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4.2.3 Learning in the online exercise

According to the original research plan, the 2019 research sample presented in
the previous chapter was to be supplemented with a new sample in spring 2020,
thus providing a larger number of responses to verify learning in an on-site
cybersecurity exercise. When the cybersecurity exercise started in the winter of
2020 according to the curriculum, only one contact was organised from the
contact times preparing for the exercise according to the plan. Due to the
coronavirus epidemic beginning in March 2020, the exercise could not be
organised as an on-site exercise as planned. Therefore, the exercise was converted
into an online exercise. To organise the exercise according to the pedagogical
principles presented in this study, the online exercise had to provide a
collaboration platform that supported collaborative learning.

Figure 3 shows the collaboration platform constructed for the online
exercise, which allowed students to work in teams according to collaborative
learning theory, even though the exercise was conducted online. For scheduling
reasons, the communication platform was built on top of the Microsoft Team
platform. Another option would have been to construct the communication from
the beginning entirely inside the cyber arena, which, however, was not possible
due to schedule restrictions. The Microsoft Teams platform was used for voice
communication and video sharing, for example, in situations where a student
carried out a demanding technical action and wanted to share the workflow with
all team members. Also, files and Excel spreadsheets were shared on the platform.
Team-specific voice channels were established to support each team’s platform.
The Gitlab environment was adopted for the course assignments and the sharing
of general material. In the cyber arena environment, students had a VPN
tunnelled connection that allowed them to join and use the cyber arena normally
through the VMware CloudDirectory.

The online arrangements enabled the exercise to be conducted under
conditions like those used for the 2019 research sample. The use of the cyber
arena involved a second research sample completing the 2019 questionnaire.
Because the samples differed in terms of student participation, the sample
responses did not coincide with the 2019 sample, but the data were treated as a
separate sample for the online cybersecurity exercise to measure competency
development.

In addition to the questionnaire described, qualitative interviews were
conducted with three members of staff who supervised the exercise. Interviews
were analysed using traditional qualitative content analysis (Hsieh & Shannon,
2005a). The aim of the interviews was to examine the implemented online
training arrangements and their functionality from the point of view of the
teaching staff. The interviews also sought to gather the views of experienced
teachers regarding the success of the online exercise and its usefulness as a
training method.
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FIGURE 3.

The survey was conducted using the same questions as in 2019. Responding
to the questionnaire was included in the course requirements of the curriculum
and therefore a 100% completion rate was achieved. Since the total sample size
was relatively small, a decision was made to analyse the data based on the
calculated averages. Means, medians, standard deviations, and p-values were
calculated, and the aim was to ensure that the results were not distorted by, for
example, skewed distribution. Figure 4 shows the data collected from the online

exercise as a box plot diagram.
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FIGURE 4. Level of knowledge before (red) and after (blue) the exercise in the online
exercise

The questionnaire was answered by all 33 students on the course, making
it a comprehensive survey of the students in course. Figure 4 shows that
statistically significant learning occurred for 43 of the 44 sub-areas of the question
set. The only area where, according to the data, no learning took place was
‘packet-level analysis using appropriate tools’. Only one of the teams in the
exercise used a tool that allowed packet level analysis, thus explaining the
phenomenon. The results showed that cybersecurity exercises are an effective
pedagogical tool even when organised in an online format. The results
strengthened and supported those for the 2019 sample regarding the
functionality of cybersecurity training as a pedagogical tool.

Based on the two research samples, it was concluded that cybersecurity
exercises, conducted on a comprehensive cyber arena-style training platform,
serve as an excellent tool for developing cybersecurity subject-specific
competencies. Based on the data, it was evident that, when training platforms are
designed according to authentic learning environment theory, the training
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extensively develops the competencies of students. It is also likely that, when
training scenarios on training platforms are realistic (e.g. realistic attack vectors
handled with real malware), new skills can easily be developed for working life.

Based on the interviews with lecturing staff, it was evident that the lecturers
were pleasantly surprised by the results indicating the students’ competency
development. They had no previous experience of a cybersecurity exercise
conducted entirely using an online training method, and they initially had
reservations about the possibility of achieving a successful training outcome. The
teachers were particularly concerned that, in an online exercise, communication
between students should be facilitated. As a result, the lecturing staff contributed
significantly to constructing the communication platform, which was built using
the existing Microsoft Teams communication platform due to the tight schedule.
The planned and implemented communication platform is shown in Figure 3.
Based on their experience, the lecturers identified the transfer of the
communication platform to the cyber arena infrastructure as a further
development requirement. The transfer was justified on security grounds
because using the communication platform for other purposes was likely to
interfere with the learning situation. Monitoring individual student performance
was found to be significantly challenging and emerged as a developmental issue.
Due to the lack of a situational overview, the assessment had to be simplified and
performed as a team-level assessment. As a further development, an assessment
support tool should be developed to collect statistics on student performance and
contribution during the life cycle of the exercise. The data could be utilised as
part of the assessment and reflect the performance of a student based on the data
produced by the tool.

4.3 Assessment in the cybersecurity exercise (Article V)

The evaluation of cybersecurity education can be approached from several
perspectives. Particularly in continuing education, the evaluation of a functional
team is often performed as an assessment. In this case, it is based on reflective
analysis of the performance of the team involved in the exercise against the set
pedagogical goals for the exercise. The evaluation is performed at the team level.
This means that the activities of a team member are less important for the
evaluation than the activities of the team in its entirety. In evaluation, the
different phases of the exercise and the performance of each team are closely
analysed. Often, the evaluation results in an analysis of the activities and possibly
a list of development points. In practice, evaluation can be performed, for
example, according to the categorisation developed by Kirkpatrick, which
divides evaluation into the following four levels: (1) reaction, (2) learning, (3)
behaviour, and (4) results (Kirkpatrick & Kirkpatrick, 2006).

In a cybersecurity exercise relating to a degree, assessment is usually
performed on a student-by-student basis. The reasons for this are the
requirement for assessment of parts of the degree course, as well as existing
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traditions that make student-specific numerical assessment familiar. Brown and
Pickford (2006) developed an evaluation model suitable for evaluating an
individual in a cybersecurity exercise. It divides the evaluation into the following
subsections, the significance and implementation of which must be planned in
advance:

Why?

What?

How?

Who?

When?

The why section answers the questions ‘Why is the assessment
performed? Why is assessment in the training significant?” In a
cybersecurity exercise, an assessment is performed to understand what
an individual has achieved. Assessment can also guide the learning goals
set for the individual. Assessment aids in motivating individuals to
perform the exercise. Assessment can assess the motivation levels of
students and their competence and skills, and can provide each student
with information about any errors or deficiencies.

The what section answers the question “What is being evaluated?” The
cybersecurity exercise assesses the workflow, the performance of
individuals, the tasks to be performed by them, and the performance of
individuals relating to tasks undertaken as part of a team.

The how section explains how assessment is achieved in practice. In the
pedagogical model of a cybersecurity exercise shown in Figure 1,
situation awareness in practice represents the information collected for
evaluation, based on which evaluation is performed. It can be seen from
the figure that information for evaluation is collected from several
sources throughout the life cycle of an exercise. As part of the assessment,
information gathering depends on observations made by a teacher in a
classroom. In the studies carried out regarding the online exercise, the
need for such a tool emerged as necessary for, in practice, demonstrating
the performance of a student during the online exercise.

The who section determines whose duty it is to perform the assessment.
Cybersecurity exercises often use different assessments, which are
combined to provide a broader and deeper assessment. This involves
peer review, which provides insight into the internal work, processes,
and performance of a team. The activity and motivation of students to
contribute to the exercise at different stages of its life cycle can be
assessed by combining peer review with a lecturer’s assessment of
written reports created by students.

The when section determines the timing of the assessment. In a
cybersecurity exercise, assessment should be carried out at all stages of
its life cycle according to the theory of formative evaluation (Scriven,
1966). The importance of assessment should guide the exercise in practice
based on the learning goals set for the activity. Several studies have
suggested that the learning outcomes of students improve when
assessment is conducted according to formative assessment, which
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guides learners and assesses their learned skills simultaneously (Leahy
& Wiliam, 2012; Thomas et al., 2011).

Formative assessment emphasises the importance of feedback (Hattie,
2003a). Feedback can be divided into three different types: feed-up, feedback, and
feed-forward. The feed-up type provides students with information on the set
learning goals (i.e. what they should be aiming for). The purpose of the feedback
is to continuously refine and specify the set goals. It is also intended to engage
and motivate students to carry out learning tasks and thus enable them to achieve
the learning objectives. To facilitate exact feedback for students, the learning
objectives must be precisely defined. The feed forward type determines the
actions required of students. For example, the lecturer can use questions to guide
students towards the next stage, enabling the set learning goals to be achieved.

According to Hatti (2003), each feedback type can be used at four different
levels:

1. level of tasks: how well the student understands the tasks given to
him/her,

2. process level: the process that a student needs to understand what is
required of him/her and be able to do it,

3. level of self-direction: feedback guides students to be self-directed and to
conduct self-assessment),

4. person level: feedback provides information about the development of the
person regarding the set goals.

During cybersecurity exercises, in general, the role of feedback is to guide
students towards the learning goals. Because a cybersecurity exercise
intentionally simulates a complex operating environment in which students can
learn to anticipate difficult-to-predict causal relationships, continuous feedback
is important for achieving the objectives of the exercise. In practice, feedback is
used to reduce the gap between existing and targeted knowledge.

4.4 Pedagogical requirements for a comprehensive cyber arena
(Article IV)

From a traditional perspective, a cybersecurity training platform (cyber range)
has been seen narrowly as a particular technology, function, research, or (as in
Frank et al., 2017) test environment that uses simulation and a modelled
command and control function (Chapman et al., 2017; Frank et al., 2017; Liu et al.,
2019; Nagarajan et al., 2012; Subasu et al., 2017).

In an increasingly complex, networked, digital operating environment, the
need to use different cybersecurity training platforms for educational and
research applications is continuously increasing. Therefore, as part of the
research, a concept was constructed that met the requirements of modern
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cybersecurity education and enabled learning through cybersecurity practice and
the application of learning in a sufficiently realistic teaching environment.

Figure 5 presents a principal description of a research-modelled, modern
cybersecurity learning environment called a comprehensive cyber arena. During
modelling, special attention was directed to the factors that must be observed to
enable the learning environment to correspond to the functionalities of a realistic
2020s operating environment. This was necessary for the set learning objectives
to be taught in an environment that simulated with sufficient precision a real
operating environment and developed skills that were applicable in a real
working environment (Collins & Evans, 2018).
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FIGURES5. The model of a comprehensive cyber arena

These requirements must be considered when designing a realistic cyber
learning environment (comprehensive cyber arena):

1. realism,

2. isolated and controlled environment,
3. internet simulation,

4. user and network traffic generation,
5. attack execution and simulation.

Realism The overall architecture of a cyber arena should model key internet
services, including possible cloud service interfaces and functionality, as well as
the information network infrastructure between organisations. Here, the
requirements of the authentic learning environment theory are incorporated as a
pedagogical principle. Like a real operating environment, the simulated
environment must be able to model, to a sufficient degree, the complexity that is
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present in unpredictable cause-and-effect relationships through the combined
effect of technological and functional events.

Isolated and controlled environment A cyber arena must constitute an isolated
and controlled environment. It is important to be able to model the behaviour of
genuine malware and its traces in the infrastructure in an operating environment,
and to be able to do so without any risk of damage to other infrastructure caused
by adverse effects, the environment must be isolated from other activities.
Environmental security must be monitored and, if necessary, controlled.

User and network traffic generation A cyber arena must be able to simulate
the real traffic of telecommunication networks. For centralised control of the
operating environment, traffic profiles generated by users, information systems,
and various devices must be created in the operating environment. The operating
environment thus models the traffic of a real communication environment and
creates an opportunity for students to practice detecting threat vectors as they
appear in a real operating environment.

Attack execution and simulation A cyber arena must have the ability to
perform cyber-attacks and simulate real attack vectors. When attack vectors run
as part of legitimate network traffic, functionality corresponding to a realistic
operating environment is created for students.

Organisational infrastructure One or more organisational infrastructures must
be modelled in a cyber arena environment. Organisational modelling must take
sufficient account of the internal processes and functionalities of the organisation,
as well as processes connected to other organisations/actors, such as partners,
service providers, sub-contractors and customers. When modelling the
operations of organisations, it is imperative that both IT and operational
technology (OT) functions are taken into consideration.

Collaboration A cyber arena must facilitate the cooperation of those practicing
in the operating environment. Collaboration should simulate the functions,
requirements, and communication of a real work environment and allow for
reflection on one’s own work as part of the larger whole. In terms of cybersecurity
subject knowledge, individuals acting as part of a team can be taught through a
cybersecurity exercise.

Planning, executing, monitoring, and analysing A cyber arena must be able to
simulate real-life scenarios. The pedagogical objectives set for the exercise must
be considered and monitored at all stages of the life cycle of the exercise.
Therefore, separate tools should be used to enable the planning, execution,
monitoring, and analysis of the exercise. The tools should allow lecturers to
monitor the achievement of set learning goals and, if necessary, guide students
towards those goals. The use of the tools should also allow for the assessment of
practice and student performance.
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4.5 Curriculum development for degree education (Articles VII
and VIII)

As the digital operating environment evolves, the requirement for a
cybersecurity-focused workforce is constantly growing. According to the annual
Cybersecurity Workforce Study published by (ISC)?, the required global
workforce of cybersecurity professionals is estimated to be over 4 million people
(The Annual Cybersecurity Workforce Study published by the ISC?). The existing
shortage of skilled cybersecurity personnel was viewed by 60% of respondents
as one of the most significant risks in the cybersecurity sector.

Changes in the digital operating environment are rapid. Technologies are
updated and renewed continually, and operating environments often combine
new technologies with old systems. This creates a great need to maintain an up-
to-date curriculum (Ciampa, 2019). To be able to provide training that develops
skills in line with the needs of working life, it is essential to pay special attention
to curriculum design.

The competence framework and pedagogical methodology were both
based on the European Qualifications Framework (EQF) and the European
Credit Transfer and Accumulation System (ECTS), according to which the
competence levels of the curricula and the dimension scoping of courses are
carried out (Council Recommendation of 22 May 2017 on the European
Qualifications Framework (EQF) for lifelong learning, 2017; Government Decree
on the National Framework for Qualifications and Other Competence Modules,
2017, Finland). Table 2 describes the EQF terminology on which the competency
measurement was based.

TABLE 2. EQF terminology

Skills Means the ability to apply knowledge and use know-how to complete
tasks and solve problems. In the context of the EQF, skills are
described as cognitive (involving the use of logical, intuitive, and
creative thinking) or practical (involving manual dexterity and the use
of methods, materials, tools, and instruments)

Knowledge Means the outcome of the assimilation of information through
learning. Knowledge is the body of facts, principles, theories, and
practices that is related to a field of work or study. In the context of the
EQF, knowledge is described as theoretical and/or factual
Competence Means the proven ability to use knowledge, skills, and personal,
social, and/or methodological abilities in work or study situations and
in professional and personal development

The proposed terminological harmonisation makes it possible to organise
multinational training. To integrate the terminology into national training
programmes, EU countries are required to adhere to national quality
qualifications frameworks (Government Decree on the National Framework for
Qualifications and Other Competence Modules. 2017. Finland). Degrees under
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the EQF framework are defined at eight different levels based on the skills they
require (i.e. from EQF level 1 through to EQF level 8).

The ECTS User Guide (Publications Office of the European Union 2015)
Provides guidelines for the content of curricula leading to degrees. The aim is to
harmonise and standardise the training provided in the European higher
education area (The European higher education area in 2020, 2020).

The European Network for Accreditation of Engineering Education defines
the competency framework for engineering education. The quality of degree
programmes can be verified using the EUR ACE quality classification, which
categorises the areas of expertise covered by engineering degrees as follows:

e knowledge and understanding (KU)
e engineering analysis (EA)

e engineering design (ED)

e investigation (IN)

e engineering practice (EP)

e making judgements (M])

e communication and teamwork (CT)
e lifelong learning (LL).

The National Initiative for Cybersecurity Education (NICE) published the
cybersecurity competency framework for the National Institute of Standards and
Technology (NIST). The NICE framework describes cybersecurity work roles and
tasks and the competencies associated with them. Competencies are described as
knowledge, skills and abilities —abbreviated as KSAs. By aligning KSAs with job
roles, training providers can position KSAs in curricula. Figure 6 shows a model
that can be used to align the national competencies with degree curricula. The
NICE framework describes the precise competency content of each task role and
assigns a unique identifier (ID) to each role. The KSAs for the task role can then
be included in course descriptions, thus ensuring that the content is consistent
with the identified requirements for working life. The process described is a
useful and recommended way to ensure and maintain the appropriateness of
curricula and their relevance to working life.
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FIGURE 6. Model for a cybersecurity curriculum framework

As stated earlier, the skill requirements for a digitalising world are evolving
rapidly. Thus, training providers often find that emerging technologies have
evolved to production maturity, but no models like the NIST NICE model have
been published for competency criteria. This research developed a curriculum
for degree-level education focusing on data analytics and artificial intelligence
content, using a theoretical heuristic perimeter model as a model for curriculum
development (Dickens, 1977). Figure 7 shows the work process used. The
competency base of the curriculum was aligned with fieldwork practice, and the
key technologies of data analytics and artificial intelligence were examined using
practical laboratory experiments. The resulting knowledge was combined with
simultaneous project work, literature analysis, research data, and open data
sources. Furthermore, the competence map was supplemented with specific
surveys of students’ theses. The described method was able to construct the
competency profile, curriculum, and course description required by the training
provider.
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Both of the presented models are useful for curriculum work, especially for
maintaining and updating modern ICT curricula. If a widely accepted
competency framework is used, the use of the framework is recommended.
Synergies were achieved by comparing different national programmes, for
example, for students wanting to focus on a specific area of cybersecurity
expertise. As the workforce becomes more globally mobile and tasks are
increasingly performed independently of physical location, the international
comparability of skills and harmonised conception of skills are indisputable
advantages.

4.6 Requirements for in-service training (Article IX)

Lifelong learning in technical fields has long been a requirement for maintaining
up-to-date knowledge (Steffans, 2015; Van Weert & Kendall, 2006). Those
working in the IT sector need to systematically update their skills to stay abreast
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of technical developments. In in-service cybersecurity training, a commonly used
method for updating skills is external course-based training, for which
organisations nominate certain individuals (Lindsay et al., 2003). Problems can
arise, however, in translating the information learned in the course into
organisational competence. In-service cybersecurity exercises are most often
conducted by organisations sending functional teams to participate in the
exercise, with teams participating in the way they normally would in a real work
environment. Usually, two or more organisations participate in the exercise
simultaneously.

This approach ensures that genuine interfaces between organisations can be
practiced and developed. On a general level, the requirements for cybersecurity
exercises organised as in-service training are demanding, and the functionalities
modelled in the scenario (i.e. their connections to technical systems within and
outside the organisation) are often complex and difficult for the training provider.
Orientation must be provided to enable in-service trainees to participate in such
exercises, and special attention must be paid not only to training on the
functionalities and tools of the teaching environment, but also to the importance
of adapting to the exercise. Although the operating environment of the exercise
is not likely to be precisely the same as participants” own work environments, the
simulated environment can mimic the same phenomena and functions, and the
learner can respond with appropriate tools. If the importance of adaptation is not
sufficiently clarified during the orientation, considerable time may be taken in
the exercise to consider the differences between the tools, with insufficient time
being spent on the underlying cybersecurity phenomena.

The research regarding cybersecurity exercises conducted as in-service
training relied on Herrington and Oliver’s theory of authentic learning
environments (Herrington & Oliver, 2000b; Herrington et al., 2014), which has
contributed to experiential learning theories (Engstrom, 2001; Kolb et al., 2001).
The study included a qualitative interview with five cybersecurity training
experts, and the interviews were later subjected to traditional qualitative content
analysis (Drisko & Maschi, 2016; Hsieh & Shannon, 2005b). Based on the analysis,
using an abductive approach, categories of expertise based on the perspectives
of the experts were constructed, as shown in Figure 8 (Graneheim et al., 2017).
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Based on the interviews, we identified three fundamental components: the
technology layer, the human layer, and the complexity layer, which were the three
themes that permeated all the categories. The elements of competence in Figure
8 describe the key learning areas of a cybersecurity exercise offered as in-service
training. The traditional focus of learning in cybersecurity exercises has been on
practicing technical functions. In constructing the categories of competencies
based on the interviews, special attention was paid to the fact that a large part of
learning relates to areas other than technical matters. Interviewees particularly
emphasised practicing appropriate behaviour, interaction, communication,
common terminology, and team problem-solving as part of a cybersecurity
exercise.

Technologies The technical infrastructure of the cybersecurity operating
environment consists of several technical layers, the connections between which
in terms of operational processes must be understood and managed. The
technical layers can be explained from different perspectives, such as technology-
driven or by dividing different technologies into the functionalities to which they
relate. In this research, the categorisation was performed so that the technologies
and technical functions on the human layer could be influenced by learners
through their own activities. These included, for example, the communications
infrastructure of the organisation with its servers, infrastructure, and protective
technologies such as firewalls. The technical layer surrounding the human layer
included technology that the learners could not influence by their own actions,
but which affected the actions of learners, such as the internet topology, internet
services, and available cloud services.

Organisational functionalities The next human layer block included the
organisational functions and functionalities towards which the exercise was
targeted. The functionalities or processes that were modelled in the exercise
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could relate to either the internal functions of the organisation or ones that
extended beyond the organisation (e.g. in connection with the activities of a sub-
contractor).

Company policies Company policies comprise the rules and general
regulations of an organisation relating to its operations and infrastructure
maintenance. The guidelines and rules that are created to guide the operations of
an organisation should meet operational needs and thus evolve as the operations
evolve. However, it often happens that, as activities develop, the instructions for
them are not updated synchronously, or vice versa. Therefore, instructions and
regulations are a central component of the human layer and were a significant
focus of the exercise.

Human interaction This section includes the functionalities mentioned by the
interviewed experts (e.g., the importance of communication within the
organisation and the importance of practicing it). The activities of an organisation
are often divided into several levels and should overlap seamlessly with each
other through relevant processes. However, spoken terminology often differs
across layers, hindering practical interaction. For cybersecurity training, the
interviewees mentioned the importance of practicing and developing spoken
terminology and consistent interpretation of organisational processes. This also
includes a consistent understanding of operational roles and responsibilities
within the organisation.

All the above factors intersect with the technological solutions that define
an operating environment and its complexity, which should be simulated as part
of an exercise.
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5 DISCUSSION

The motivation for the research arose from the authors” work in an organisation
that conducts cybersecurity exercises and develops training methodologies and
platforms. The author had established that cybersecurity exercises are an
excellent tool for competency development, both in education leading to a degree
and in in-service training. Feedback from students and organisations
participating in the exercises supported the effectiveness of such exercises as a
tool for competency development. However, the author observed that there was
virtually no research on cybersecurity exercises as a pedagogical tool. Other
pedagogical research relating to such exercises was also limited. It was therefore
natural to focus the research on the pedagogy of cybersecurity training and
thereby address the perceived lack of research.

The aim of the study was to provide a deeper understanding of the
pedagogical principles that should be applied to both the construction of training
environments and the implementation of exercises. The research questions were:

1. How does a cybersecurity exercise serve as a tool for developing the
competencies of individuals?
a. How can competency development be measured effectively?
b. How do students develop their knowledge during such exercises?

2. What underlying pedagogical principles should a cybersecurity training
platform be based on?

3. How can cybersecurity exercises support lifelong learning:
a. for curriculum development in education leading to a degree?
b. for in-service education?

5.1 Pedagogical basis of live cybersecurity exercises

The research achieved the set objectives and answered the research questions.
The original research methods were supplemented by an additional
methodology as the research process progressed. The quantitative research data
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revealed students’ competency development during the cybersecurity exercises,
in both the on-site and online training. The qualitative research data facilitated a
deeper understanding of the requirements for online training and the special
features and requirements for in-service training. The qualitative methodology
was also adopted to utilise the extensive experience of the researchers and
experts involved in the study and to construct a pedagogical model for
cybersecurity exercises.

Pedagogical requirements were defined for the learning platform used as
the teaching environment for the cybersecurity exercises. Alongside the
requirement definition, the term cyber arena was adopted to express the
difference between a comprehensive cyber arena and standard cyber range-style
learning environments built according to several requirements and approaches.
Using a cyber arena-style learning environment enables teaching to be carried
out in a realistic operating environment that supports the practicing of complex
problem-solving skills. The use of a cyber arena style teaching environment also
meets the educational needs of in-service training on modern emerging
technologies.

The study also identified the pedagogical theories that should be applied to
the design, implementation, and evaluation of cybersecurity exercises and
determined the pedagogical factors relating to such an education event. The
study developed a cybersecurity exercise assessment model that tied pedagogic
principles to the exercise life cycle and determined the assessment based on an
individual learning framework.

Regarding the quantitative data, two research samples provided evidence
that students experienced a significant increase in their cybersecurity knowledge
through the exercises. The previously mentioned NICE NIST framework,
selected as the basis for the questionnaire, proved to be useful, although it posed
challenges for determining the appropriate scope of the question battery. The 44-
question survey that was distributed to students extensively measured their
cybersecurity competencies and provided information on the function of
exercises as a pedagogical tool. In future research, the questionnaire should focus
in detail on specific cybersecurity phenomena, which would shorten the set of
questions and reduce the workload for respondents. If there is a need to measure
generic cybersecurity expertise and its development on a large scale, the
questions should be condensed into broader categories to achieve a more
reasonable number of questions. The 1-10 scale for the questions was justified
and functional, providing accurate information about changes in competencies.
In the future, however, descriptors should be provided to assist the respondents
in assessing their own competencies on the given scale. Numerical competency
assessments could be aligned with curriculum competency assessments. The
amount of quantitatively measurable data was small despite using two samples.
In the second sample, all the students who participated in the exercise answered
the questionnaire, which contributed to eliminating the large loss of responses
that was problematic in the first sample. The statistical analysis was relatively
narrow because it was performed on a numerically small sample and did not
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provide accurate information about the phenomena under study. However, the
samples taken together provided a generalisable overview of learning during a
cybersecurity exercise.

The methods employed to organise the cybersecurity exercises differed
from each other. Due to the unavoidable circumstances at the time, the second
exercise had to be converted into an online exercise, which provided an
opportunity to study an online exercise and its functionality as a competence
developer. The result was a pleasant surprise for the lecturing staff and
researchers, which resulted in increased confidence to further develop online
exercise methods and practices. The exercises utilised the same cybersecurity
training platform, so the samples and their results supported each other. Based
on the results, it was evident that cybersecurity exercises are an excellent tool for
competency development.

The study determined the specific features required for undergraduate
higher education and in-service training. Education leading to a degree is guided
in practice by the curriculum. The study presented two different methods for
developing and maintaining a curriculum that meets the needs of working life in
terms of content. Cybersecurity exercises could be included as part of the
curriculum and used to provide students with an opportunity to use and apply
the knowledge they have acquired during the degree programme. A special
feature of online training is a training platform tailored to the needs of the
customer, in which (additional to the technological infrastructure) the
functionalities and processes of the organisation to which the technology is
related are modelled. Also, the modelling of the remaining ecosystem associated
with the organisation and its operations should be designed with adequate
accuracy and scope.

5.2 Trustworthiness of the research

When mixed methods are used for research, the researcher must ensure that the
qualitative and quantitative research methods complement each other (Johnson,
2007). Certain methods for ensuring the validity and reliability of quantitative
research are widely used and accepted, but the methodology used in qualitative
research differs (Golafshani, 2003). In this section, I address the trustworthiness
of the research based on the criteria of (1) credibility, (2) transferability, (3)
dependability, and (4) confirmability (Lincoln, 1985).

Credibility can be understood as a measure of the truthfulness of research
findings (Lincoln, 1985; Tashakkori et al., 2020; Tashakkori et al., 1998). To
evaluate the credibility of this research, the following functions were considered.
The research design was described in the papers as accurately as possible. The
various stages of the research process and the related methodology were also
described in detail in the papers. In the interview coding phase, the researchers
conducted the work independently and thereafter came together to reflect on the
work done, thus ensuring the coherence and contribution of the coding work.
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The size of the sample for the quantitative analysis of students’ experienced
learning presented in Articles III and VI remained small. Considering that the
exercises were slightly different (on-site/online) and both samples showed that
the students experienced statistically significant learning, it can be confidently
stated that the findings for the two samples supported each other. In the
aggregation phase of the study, qualitative and quantitative data were used to
support each other and to add value to the study findings.

Transferability describes the transferability or applicability of research
findings to another context or situation (Lincoln, 1985; Tashakkori et al., 2020;
Tashakkori et al., 1998). Making extensive generalisations of the findings would
require a broader sample than the one used in this study. The group of students
who participated in the study differed in their backgrounds in terms of age,
gender, possible previous experience, and national characteristics. However, the
sample represented the profile of an undergraduate cybersecurity student.
Further research could determine the possible effects of background variables.
The descriptions of the steps of the research process provided in the papers
should help to assess the generalisability of the research results and enable the
findings to be used in other contexts.

Dependability is a similar evaluation criterion to reliability in the tradition of
quantitative research (Tashakkori et al., 1998). Reliability can be understood as
processes aiming to ensure that the research results remain the same if the
research is repeated in the same frame of reference (Guba & Lincoln, 1994). When
assessing dependability in the context of qualitative research, it is important to
establish a systematic, logical, and scientific coding scheme (Folger et al., 1984) .
In this study, we used the coding method established by Hsieh and Shannon
(2005). In the papers for which we used conventional content analysis, the
researchers collaborated extensively to ensure consistent categorisation and
coding (Elliott, 2018). For the quantitative research papers, the aim was to use a
solid methodology for the research design and the data collection process and
thus ensure the dependability of the research results. Similar ways of working
were also used for the analysis, with all the researchers contributing to the
analysis. We also used different tools like Python programming, Microsoft Excel,
and SPSS Statistics to confirm the results of the quantitative analyses.

Confirmability refers to scientific objectivity that seeks to eliminate potential
errors in results due to the skill deficiencies or preconceptions of researchers
(Shenton, 2004). To ensure confirmability, mixed methods were chosen as the
research methodology. However, it should be noted that while the methodology
helped to ensure the confirmability of the study, the possibility of bias could not
be completely eliminated since the instruments for study were designed by the
researchers (Miles & Huberman, 1984; Patton, 2002). These arguments were
included in the research papers, and potential researcher bias was recognised.
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5.3 Further research

In further research, it would be advisable to increase the size of the research
sample to evaluate students’ competency development during cyber exercises
more thoroughly. A higher number of responses would enable researchers to
analyse possible differences in the respondents’” backgrounds and the
implemented teaching methods, which could be studied in relation to changes in
the digital operating environment.

Research should also be extended to cybersecurity exercises intended to
facilitate the development of organisational competencies. It should be noted that
when cybersecurity exercises are offered as in-service training, they differ from
the traditional model for in-service training. In in-service training, an
organisation often sends representatives of an existing team or function to attend
cybersecurity exercises. How the simultaneous training of teams contributes to
the integration of newly learned competencies into the knowledge capital of an
organisation would be an interesting topic for organisational research.

The cyber arena concept presented in this study should be further tested in
subsequent studies, especially regarding the definition of technical requirements.
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YHTEENVETO (SUMMARY IN FINNISH)

Digitalisoituvassa maailmassa tyo ja sen tekemisen tavat muuttuvat nopeudella,
jota ei liene aiemmin ole ndhty. Digitalisaatio tuo mukanaan uusia tapoja toimia
niin tydeldméssd kuin vapaa-ajallakin. Suhteessa kehittyvaan teknologiaan ih-
minen itsessddn muuttuu melko hitaasti. Pohdittaessa ihmisen kykyéa adaptoitua
muutokseen keskeinen huomio tulisi kohdistaa ihmisen tapaan oppia. Oppimisen
teoriat ovat jo vuosisatoja muodostaneet kunkin ajan mukaisen kasityksen oppi-
misen prosessista ja sithen liittyvistd ihmisen kognitiivisista prosesseista. Taman
vuoksi erityistd huomiota tulisi kiinnittdd digitalisaation mukanaan tuomiin
uusiin osaamisvaatimuksiin sekd tapoihin opettaa.

Covid-19-pandemia pakotti opetuksen kaikilla koulutuksen tasoilla etdope-
tusmoodiin. Kun epidemiaa ja poikkeuksellisia opetusjarjestelyja on kestanyt noin
vuoden ajan, olemme jo huomanneet, ettd etdopetus ei sovellu kaikille oppijoille.
Etdopetus vaatii oppijoilta poikkeuksellisen kypsdd itseohjautuvuutta ja kykya
itsendiseen ongelmanratkaisuun. Kun opetuksen parhaita kaytantsja koronan jal-
keisen ajan toimintaympaéristossd pohditaan, tulee erityistd huomiota kiinnittda
ihmisten vilisen vuorovaikutuksen mahdollistamiseen niin digitaalisessa kuin
fyysisessakin opetusymparistossd. Ihminen tarvitsee vuorovaikutusta, joka kay-
tannossd on opettajien ohjausta, vertaisten kanssa tehtdvaa yhteistyotd ja yhdessa
oppimista. Ndiden elementtien mahdollistaminen etdopetuksessa, joka kdytannos-
sd toteutetaan digitaalisessa toimintaymparistdssd, tarvitsee huomiota ja kehitta-
mistoimia. Edelld mainitut ilmiot ja vaatimukset ovat 16ydettavissd vaatimuksina
myos kyberturvallisuuden koulutuksessa.

Kyberturvallisuuden toimintaympéristé on erittdin laaja-alainen ja sen voi-
daan katsoa siséltdvan useita erilaisia ammatillisia tyonkuvia. Laaja-alaisuuden li-
sdksi kybertoimintaympadristod ilmentdd tietty kompleksisuus, joka muodostuu
erilaisista teknologisista toimintaymparistoistd, joihin liittyy fyysisisd toimintoja
sekd prosesseja, joiden toiminnot ilmentyvit sekd digitaalisesti ettd fyysisesti.
Lisdksi toimintaan ja sen jédrjestdytymiseen vaikuttaa inhimillinen vektori, jossa
kayttdjan tai muuten toimintaan osallisena olevan henkilon toiminnalla on suuri
vaikutus toiminnon kdytannon toteumaan. Jotta kokonaisuus voitaisiin hallita ja
ymmadrtdd, tulisi opetuksessa kyetd ilmentdmddn mainittu kompleksisuuden
ulottuvuus. Ndin opiskelijalla on mahdollisuus kasvattaa osaamista ja kykya enna-
koida syy-seuraussuhteita. Kyberturvallisuusharjoittelu on vakiinnuttanut paik-
kansa osana kyberturvallisuuden koulutusta. Harjoitukset toimivat hyvana ope-
tusmetodina erityisesti sellaisille oppijoille, joilla osaaminen on jo hyvalld tasolla.
Tutkimuksessa mééritetty Cyber Arena -tyylinen harjoitusympaéristo mahdollistaa
toiminnan harjoittelun osana tiimid ja kompleksisten syy-seuraussuhteiden harjoi-
tuttamisen realistisessa oppimisympaéristdssd, joka tukee opitun osaamisen siir-
tamistd tyoelamaan.

Tdssd tutkimuksessa on maddritetty kyberturvallisuusharjoittelun pedago-
gista teoriaa ja madritellyn teoreettisen viitekehyksen vaatimuksia opetusympa-
ristolle. Useiden vuosien aikana toimeenpannut kyberturvallisuusharjoitukset
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olivat osoittaneet, ettd kdytannossad harjoitus toimii erinomaisena osaamisen ke-
hittdimisen véalineend. Tutkimuksellista dataa osaamisen kehittymisestd kybertur-
vallisuusharjoituksessa ei kuitenkaan ole ollut saatavilla. Tama tutkimus on osal-
taan tayttanyt tuota tutkimuksellisen tiedon vajetta. Tassd tutkimuksessa on méé-
ritetty kysymyspatteristo kdyttden hyviksi yleisesti kdytettyd NIST NICE -kehystd,
jolla voidaan mitata kyberturvallisuusharjoituksessa tapahtuvaa oppimista.
Tutkimuksen tulosten perusteella voidaan sanoa, ettd kyberturvallisuus-
harjoitus toimii erinomaisena opetusympadristond ja opetusmetodina. Osana tutki-
musta Kkartoitettiin myos elinikdisen oppimisen ndkokulmasta tdydennyskoulu-
tuksen tarpeita ja erityisid ndkokulmia kyberturvallisuusharjoittelussa. Tulosten
perusteella kyberturvallisuusharjoitus soveltuu myos tdydennyskoulutukseen, ja
talloin harjoituksessa tulisi huomioida myos ns. ei tekniset kyberturvallisuuden
osa-alueet kuten tiimimdinen toiminta, vuorovaikutus, kdytetty organisaation yh-
teinen terminologia, organisaation sisdiset ja ulkoiset prosessit, haavoittuvuus-
analyysi, riskienhallinta ja padtoksenteko. Ndin toimien kyberturvallisuusharjoi-
tuksella voidaan kehittdd organisaation osaamista useilla eri alueilla ja tasoilla.
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Abstract

This paper is a literature review, where we try to find out pedagogical principles has used in different
virtual or simulated industry learning environments. The purpose is to use these findings to create in the
future a new model for teaching in cyber security exercises. Cyber security exercises are the major
service at JYVSECTEC - Jyvaskyla Security Technology, cyber security research, training and
development center in Finland [1]. JYVSECTEC Cyber security exercises are executed in real life
simulation environment, RGCE (Realistic Global Cyber Environment) [1]. It provides the same
functionality as the real Internet, but it is isolated from the real Internet and fully controlled by
JYVSECTEC, enabling the use of global threats and scenarios [2]. As a result, we found out that there
is a limited number of research on cyber security exercise from a pedagogical point of view. We
observed that results of studies from other business areas can be applied partly in the development of
pedagogical principles of cyber security exercise.

Keywords: Cyber security, exercise, collaborative learning, simulation pedagogy, game based learning.

1 INTRODUCTION

Cyber domain is a complex environment where technology, processes and human activities are
combined. Effectiveness of incident responses is difficult to predict. This is why the use of a real-like
enclosed environment is needed and the learning can be structured in the required areas of competence
development.

Teaching methods of cybersecurity have been classroom lectures, home assignments and use of
traditional lab environments. By using these traditional methods frequently, the students practice
different parts of cybersecurity separately and the big picture including the cause of events occurring in
the operating environment is difficult to teach. In recent years the use of cyber ranges as an educational
environment has seen significant growth [3], [4], [5]. There are different types of exercise methodologies
based on international standard 1SO-22398 [6] and the following types of methods have followed out:
capture the flag, discussion based game, red team blue team, seminar, simulation, tabletop and
workshop methods. Although the use of cyber security exercises as a method of knowledge
development for individuals and organizations has increased, the pedagogical theory of exercises has
not been studied.

Cyber security exercises provide opportunities for organizations to demonstrate critical capabilities and
reveal how effectively they integrate people, processes, and technology to protect their critical
information, services, and assets. The exercises can help train organizations to improve their ability to
mitigate impacts of cyber threats and attacks to business [1].

Cyber exercise is a special case of learning. Gurnami et al. divide cyber security exercise into two
different categories: discussion-based exercise and operation-based exercise [7]. The article explains
why cyber security exercise is a good way to train an organization. The paper also contains statistics on
quantitative increase in training.

In another paper, Ferette [5] introduces global statistic of cyber security exercises. The paper is a study
where he has gathered and analyzed a primary dataset as the first step towards an EU-wide dataset on
cybersecurity exercises. The paper also introduces different types of training methods.

Furtuna et al. present in their paper that cybersecurity exercises are a very effective way of learning and
practicing different aspects of cyber security [8]. Designing and implementing a cyber security exercise
requires detailed planning and detailed instructions for performing a complex task. Because of this, it



also has many forms and approaches. The paper presents a step-by-step implementation of a cyber
security exercise and design considerations for different phases.

Vykopal et al. introduce in their paper experiences of using cyber security exercise in education [9]. The
paper identifies a general life cycle of a cyber defence exercise. The exercise consists of five phases:
preparation, dry run, execution, evaluation, and repetition. The exercise has two special challenges,
design of testing and sufficient individual and team feedback from the exercise execution.

In a cyber security exercise generally, an individual acts as part of a team in a predetermined role.
Working as a part of a team enables the integration of training into the organization's genuine functions,
thus enabling the development of organizational functions. In accordance with the goals of the exercise,
a scenario is made for the exercise, which enables the execution of the exercise objectives.

The teams in the exercise are the Blue Team, the White Team, the Red Team, the Green Team, and
possibly research teams, often called the Purple Team. The Blue Team defends their fictional
organization environment, The Red Team is a threat actor, The Green Team is in charge of the
construction and maintenance of exercise infrastructure and the White Team is the leading team. The
Purple Team observes and researches actions.

Based on earlier research, this paper assesses pedagogical principles implemented in cyber security
exercises. The study perspective is based on collaboration and simulation of real life events in exercises.
Games and simulation are powerful methods when the focus in an education event is on student
performance, engagement, and learning motivation [10]. Simulation is one of the seven game pedagogy
genres (action, adventures, fighting, role-playing, simulations, sports and strategy games) with game
modelled natural or man-made systems or phenomena. Students act as players with pre-specified goals
that they try to achieve [11]. In simulation, a scenario-based environment will be created where students
try to solve real life problems and increase their knowledge by applying their previous experiences [12].

JAMK University of Applied Sciences hosts a cyber security research, development, and training center
JYVSECTEC (Jyvaskyla Security Technology). It provides a real value for customers and accelerates
the technological development and preparedness against threats. It offers cyber security related
services, e.g. cyber security exercises, personnel training, software testing, and management consulting
as well as accreditation and certification functionalities. [1]

Cyber security exercises are the major service at JYYSECTEC. Cyber security exercises are executed
in real life simulation environment, RGCE (Realistic Global Cyber Environment).

The organization participating in exercises can engage in cyber exercise with different functionalities or
persons acting in different roles such as technical persons, process management or business
management. The goal is to train individuals and by the increased knowledge of individuals improve the
organization’s ability to handle and tolerate cyber threats. There are often two or more organizations
participating in the exercise, which enables the network of partners and subcontractors to develop their
resilience. JYVSECTEC mindset is to provide a variety of scenarios simulating threat actors that are
threat-driven with their tactics, techniques and procedures (TTPs) [1].

2 LITERATURE REVIEW

Keywords in the literature review have been categorized to the three sub categories: Game based
learning, Simulation and Collaborative learning. In all these subcategories, we used several keywords.
These keywords in database search have been selected because these principles have been
fundamental in planning of JYVSECTEC environment. Articles have been evaluated against cyber
security exercise concept and 32 articles were chosen to the deeper review. Databases where articles
were found were ABIl/Inform, Ebsco, DOAJ, Elsevier ScienceDirect, IEEE Explore and ISO standard
catalogue.

2.1 Game Based Learning

Game based learning (GBL) as a term reflects a teaching approach where students perform game-
related tasks in a learning environment designed by teachers. Teachers and students collaborate in
order to add depth and perspective to the experience of playing the game. Teachers and students
collaborate on a gaming event that provides depth and a new perspective on learning.

Learning processes are in a major role in GBL. Bariran et al. [13] investigated in their paper the effect
of mutual interactions on students’ learning process. Research tools in this paper are supply chain total
cost and ordering fluctuations as critical measurement criteria. The research has been conducted with



a beer game software, which is an effective outcome-based evaluation tool for individual measurement
of learner’s progress.

Emin-Martinez and Muriel [14] continue in their paper with the same perspective. The paper introduces
a model for the process of teachers' adoption of Game Based Learning (GBL). The results have been
evaluated based on the authors’ own model which has been concluded from modified Roger's
"Perceived Attributes of Innovations " model and adopted to (GBL) context. Serious games is one of the
forms of manifestation of (GBL) [15].

The use of games and simulations have been researched as a tool for higher education for preparation
of future professionals in education [10]. The research result indicates that use of games and simulations
in a suitable amount has a positive impact on achieving learning goals.

2.2 Simulation

Combination of game pedagogy and simulation is one of the interesting solutions [13]. The beer game
is a role play simulation that introduces the participants to typical coordination problems of supply chain.
In more general terms, this supply chain represents any non-coordinated system where problems arise
due to lack of systemic thinking.

Otherwise, it has also been claimed that simulation is not pedagogy [16]. Simulation is an immersive
teaching / learning platform, which is a representation of a functioning system or process. The paper
describes a lack of research about pedagogies appropriate in the area of using simulation as a learning
platform.

Simulation means an artificial representation of real world processes aimed at achieving educational
goals through experiential learning [17].

The debriefing phase is one of the important phases in simulation learning [18]. In this paper,
researchers used eighteen video-recorded debriefing sessions and analysed them collaboratively. The
study result indicated that learning outcomes emerged whether a specific structure of debriefing was
used or not.

Kalalahti has studied the pedagogical use of simulation in the training of security professionals under
the Ministry of the Interior [19]. The research collected information using case study method from Police
University College, Emergency Services College, Crisis Management Centre Finland and Border and
Coast Guard Academy. The aim was to study how the simulation fits to the training programs, and collect
the existing best practices. A case study based research findings were that from the learning point the
simulation scenarios were not so important than the debriefing part after the simulation exercise.
Important finding were also that the orientation of students before the simulation exercise was essential
for achieving good learning outcomes.

In the cyber security exercise, interaction is emphasized during the session. Ngyuen et al. in their paper
introduce a meta-model, which promotes identifying collaboration in three dimensions of simulation:
simulator, role and user [20]. The purpose of meta-model is to help interactions during the simulation
process.

Dohaney introduces in her paper an interactive role-play simulation where the focus is to forecast and
mitigate a volcanic crisis in [21]. It was found that students liked this kind of role-play and their skills
were improved. Students appreciated especially the authenticity and challenging nature of the role-play.

BorStnar introduces in her paper the results from experiences to use two simulation models in teaching
[22]. In Case 1, learning is based on a simulation model where decision tasks are precisely defined. The
study comes to a conclusion that simulation promotes better understanding of the studied problem,
solutions are found faster and confidence with course studies is strengthened among participants. In
Case 2, the simulation environment is based on social media. In both cases, the participants shared the
same opinion that a clear description of the problem made it easier to find a solution.

New sociomaterial theories have emerged on questions of using simulation in higher education [23].
The paper discusses simulating theory and practices in the healthcare industry. The main questions to
ask are “What is being simulated?”, “Realism versus effectiveness?”, “How realistic is this simulation?”,
“How realistic should it be to enable students to learn to do particular things?” turn out not to be very
important at all. This paper responds to repeated calls to enrich and extend the theoretical basis for
research and pedagogic practice.

2.3 Collaborative learning



What is Collaborative learning? Dillenbourg describes the term as a situation where several people learn
or attempt to learn something together [24]. It covers all kind of learning situations, where individual
persons use other group members as cognitive resource.

Lelardeux et al. present in their paper a collaborative training method in risk management [25]. The
paper introduces how to design educational scenario to improve teamwork, communication, leadership,
decision-making and situation awareness. It is important to create a training environment which
improves its participants’ non-technical skills.

Collaborative learning can be facilitated in many ways. Computer-supported collaborative learning
(CSCL) offers many advantages e.g. for communication, monitoring and evaluation. In a computer-
supported collaborative learning, the most important issue is to pay attention to how students co-regulate
to learn collaboratively [26]. In computer-supported collaborative learning, co-regulation gains the
important role where the most important co-regulatory practices are proactive measures and pre-
planning [27].

The Computer-supported collaborative learning is an effective tool in training modern engineers.
Collaborative learning method offers structured learning strategy for small groups in common studies
with collective target [28].

3 RESULTS

The purpose of this study was to explore what kind of learning methods have been used in different
industry areas when using various types of exercise or training methods.

The literature review was conducted by using keywords, which have been categorized to three
categories and subcategories. The categories are Game Based Learning (GBL) articles, Simulation
articles and Collaborative Learning (CL) articles. The total sum of selected articles is 32. The articles
have been selected from databases based on how the results of the studies can be utilized in cyber
security exercises. The articles have been are divided into six different groups based on the study
subject: Healthcare, Engineering, Law studies, No area, Other and Cyber security. “No area” indicates
a subject which has not been identified and “Other” means a scattered set of study subjects.

The results have been described in table 1.

Table 1. Overview of reviewed articles .

GBL Sim cL Sum
Healtcare 4 4
Engineering 1 6 1 8
Law studies 1 1
No area 1 5 8
Other 7 8
Cyber security 2 3
Sum 4 21 7 32

GBL = Game Based Learning
Sim = Simulaltion
CL = Collaborative learning

The most significant part of articles was gathered from engineering education (8). Most of these articles
related to simulation (6). Two of the articles referred to game based learning and collaborative learning
studies. “No education area” and “other education” comprised the same number (8) of articles. Most of
“No area” articles (5) affiliated to collaborative learning studies. In “Other” class most of the articles
affiliated to simulation studies (7). In both categories only one or two articles related to game based
learning (2 and 1), and collaborative simulation (2). Only three articles were gathered from the field of



cyber security. Two of them related to simulation study and one to collaborative learning. In total, most
of the articles related to simulation study (21). The second biggest study subject was collaborative
learning (7). Game based learning (4) gathered the smallest number from the articles.

4 CONCLUSIONS

As a conclusion of this study, it can be stated that there are few articles related to the study of cyber
security exercise. Similarly, there are hardly any studies of pedagogical practices in cyber security
domain.

Based in the articles reviewed in this study, it can be observed that results of studies from other business
areas can be applied partly in the development of pedagogical principles of cyber security exercise.

Due to the complexity of the cyber security environment, the pedagogy of cyber security exercise
requires further research, and from the perspective of learning, reaching an understanding of the cause
and effect relationship presents specific challenges. In order to be able to study pedagogical principles
and practices, the environment used in the study must be realistic and complex enough. To enable
education and research in this field, several massive simulation environments are being built at the
global level.
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Abstract—Cyber security exercises (CSE) are complex learning
experiences aimed at developing expert knowledge and compe-
tence through simulation. In this paper we examine pedagogical
issues relating to CSE, from exercise design to training results
and evaluation. In addition, we present a Deliberate Practice -
oriented view on expert and competence development for CSEs.
We use data gathered from multiple CSE cases, where we have
collected field notes, observations, questionnaire results, and
other documentary data while organizing these training events.

Based on our observations and analysis, integrating ped-
agogical knowledge and focus with each phase in the CSE
lifecycle, i.e. planning, implementation, and feedback phases, the
training effectiveness can be improved. We also note that CSE
evaluation requires systematic measurements of change ranging
from customer experience to organizational change. We also
outline avenues for further work relating to various aspects of
expert knowledge development and training evaluation in the
context of CSEs.

Index Terms—cyber security exercise, expert performance,
collaborative simulation, simulation pedagogy

I. INTRODUCTION

Cyber security exercises (CSE) are increasingly seen as an
important part of personnel training in both commercial and
governmental contexts. At present, there exist a gap in research
as to how these live exercises should be organized around
competence development.

In this paper we present a competence development oriented
view on CSE lifecycle, and examine how different components
of an exercise could benefit from targeted learning outcomes.
We also outline common challenges that often present them-
selves during various parts of the exercise lifecycle.

JAMK University of Applied Sciences has operated cy-
ber security research, training and development center
JYVSECTEC (Jyviskyld Security Technology) since 2011 [1].
JYVSECTEC has conducted the Finland’s national cyber
security exercise annually since 2013 [2] and, in addition,
a large number of different types of CSEs for authorities
and companies with critical infrastructure. The Ministry of
Defence of Finland announced JYVSECTEC cyber range as
a national range in the European Defence Agency’s Cyber
Range project [3]. Typical number of participants in a national
exercise is between 100 to 150 people. Commercial companies
operating in critical infrastructure sectors are often exercising
with their partners or subcontractors. These exercises typically
involve 50 to 100 people. SMEs with their partners usually
have 10 — 30 participants in live exercises. When Capture-
the-Flag or digital forensics and incident response exercises

are held, there are normally 10 to 20 participants. In the
past 8 years approximately 1,500 people have participated
in the exercise sessions at JYVSECTEC. The data for this
multiple-case design comes from documentary data, field
notes, observations, and questionnaire results the authors have
collected from organizing live CSEs at JYVSECTEC.

The aim of this research is to gain more detailed under-
standing of the pedagogical principles when using the CSE as a
method to educate individuals and organizations to understand
the cyber domain. For understanding the overall complexity of
cyber domain, the need for CSEs has increased rapidly [4], [5].
Many countries have built up their cyber range facilities, and
the latest projects have been aimed to interconnect the existing
ranges for arranging mutual exercises between countries [6].

Traditionally, the field of engineering education emphasizes
the need of training to learn and apply it in practice. Therefore,
in engineering education different types of learning environ-
ments simulating real operating environments or facilities have
been used as a learning tool for decades. In the field of ICT,
information network laboratories and project-based learning
environments have been widely used especially in applied
software engineering. The current cyber security environment
has brought new challenges to teaching. By using traditional
teaching environments, it has been possible to teach the areas
of expertise that the cyber security expert needs in necessary
detail. However, the current environment requires a more
holistic approach that integrates discrete skills and fosters
understanding of the whole landscape, so that the importance
of cause-and-effect relationships in the whole cyber context
are understood. From the point of pedagogical frameworks,
research related to simulation environments has been made
especially in the applied health simulation teaching [7]-[9].
These studies are also applicable to cyber security teaching,
but further need for applied research, especially of using cyber
range as simulation environment, is obvious.

Lehto et al. [10] highlighted that in the research of cyber
security the human factor is missing almost completely in
the current literature. The importance of human sciences in
technology developmental and cross-disciplinary cyber secu-
rity issues research is still very limitedly understood. Thus,
this research is focused specifically to the pedagogical factors
of CSEs, and developing more detailed understanding on how
the CSEs should be utilized in cyber security skills education.
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Fig. 1. Cyber exercise simulation environment and the content of exercise life-cycle sections.

II. PEDAGOGY IN CYBER SECURITY EXERCISES

Live CSEs are mostly used to train or assess experts. This
means that in order to create efficient learning environments
we must understand how expertise works, and which training
methods will provide increase in expert performance [11].
Ericsson, in their theory of deliberate practice (DP), argued
that this specialized form of practice is necessary component
if increase in expert performance is desired [12]. According
to Ericsson, experts need well thought-out and specified goals
that seek to improve a particular area of their domain. Ericsson
argues that experts will not benefit or improve, if the tasks
can be accomplished in an automated fashion; in other words,
if conscious control is not required the expert can not spot
what they should improve. Since DP is aimed at developing
expert knowledge, it seems plausible that people who have
not attained the highest level on Miller’s pyramid [13] of
competence lack the necessary experience to fully benefit from
this approach.

Skills are often built with lecture-like teaching in the sense
of behavioral learning, where the importance of the teacher’s
lecture material is central. When a student’s knowledgeable
capacity grows, their cognitive data processing increases, and
the student ties in information he has learned earlier, selects the
application of knowledge and builds meanings. This is cogni-

tive learning approach that needs to be present when building
the deeper knowledge of a subject [14]. In accordance
with constructivist learning approach, commonly used learning
and teaching methods are problem based learning (PBL) and
exploratory learning [15], [16]. Problem based learning often
starts directly with solving a real problem and exploring the
related background information. Exploratory learning uses the
same method. The idea is to react to learning as a researcher.
The idea is to set meaningful and interesting questions from
the topic to be learned and then solve them. Problem-based
teaching practically resembles scientific research. Theoretical
parsing of learning places the focus to be on the communities
and networks, as well as in the learning and interaction therein,
rather than the individual. At CSE, the pedagogical frame
of the exercises is based on all these different pedagogical
approaches and on combining the needed elements from the
different stages of know-how building process (Figure 1).
From the perspective of constructivist approach to learn-
ing this means that a participant in CSE needs to have a
sufficiently high level of competence to be able to tie the
educational objectives of the exercise to previously acquired
knowledge. European Qualifications Framework (EQF) [17]
describes eight different levels of learning outcomes. These
learning outcomes consist of knowledge, skills, responsibility



and autonomy. Competence is defined by EQF as the proven
ability to use knowledge, skills and personal, social and/or
methodological abilities in work or study situations.

III. EXERCISE LIFE-CYCLE

Cyber security exercise can be seen as a three phase
process [18]: (i) planning phase that identifies the scope and
objectives for the exercise, (ii) implementation, the exercise
conduct phase where the plans are realized, and (iii) feedback,
an evaluation phase where the whole process is analyzed and
improved. The stages are also congruent with the stages de-
scribed by MITRE [19] Exercise Planning, Exercise Execution
and Post Exercise. Furthermore, the Homeland Security Exer-
cise and Evaluation Program (HSEEP) which provides a set
of guiding principles for exercise programs has similar phases,
i.e. Exercise Design, Exercise Conduct and Evaluation [20].
In essence, each stage is affecting the other as exercises are
held repeatedly. Moreover, we have observed that in practice
the first two stages will overlap.

A. Planning Phase

The first stage, from a competence development standpoint,
determines how effective and useful the later stages are.
Almost in all cases, the exercise needs to be scoped to fit
a certain subset of an organization.

Figure 1 illustrates how the exercise goals are derived from
the pedagogical principles. Based on the desired learning
outcomes and the organization in question, various exercise
parameters are extracted from the goals and formulated into
the exercise narrative. The goals will also define the oper-
ational environment (functionalities, threat actors, risks and
vulnerabilities) that is to be included in the scenario. This
scoping defines the simulation environment that has to be
created for the exercise. The exercise scenario is further
divided into discrete events and injects. They describe in detail
what activity is going to be simulated during the run of a
CSE. It is crucial that the role for each person participating
in the exercise is well defined. There are several ways of
constructing the game scenario, but it is often based on factors
such as the threat model, available personnel, and specific
skills or capabilities that have been selected after deliberation.
The link between a game’s scenario and the desired learning
outcomes should be detailed at the level where each element
and event in-game can be tied to a specific learning goal.
Various frameworks have been created to categorize personnel
and skills. For example, the NIST’s NICE Framework [21]
offers lists of specialty areas, work roles, tasks, skills, and
abilities for constructing adequately detailed plans. This also
allows creating a technical environment that serves the goals.
If the plan is not accurate or detailed enough, the resulting
technical environment is not tuned to support DP, and may
fail to increase expert performance.

All of the above provide technical requirements that should
be fulfilled when placing the attendee into a pedagogical
situation such as a CSE. If the planning fails to produce

detailed plans, the resulting technical environment might not
develop the attendees’ competences as expected.

Even though the technical environment might be on-par
with the plans, the organization of the exercise into teams
and responsibilities might fail. We have observed that the
teams might (given the freedom) organize themselves less than
optimally, and technical injects might not be detected. This can
be remedied by the organizer; however, it sometimes lowers
the motivation of the participant(s).

Planning a large-scale live CSE is a complex task where
various constraints, such as money, planning time, availability
of experts, and other practical factors limit the available
resources. The process involves interviewing various persons,
especially in cases where the exercise organizers are not do-
main experts on the field, e.g. military or aviation, and require
additional support from the organization that contracted them.
We have observed that these interviews have difficulties in
maintaining their focus and scope, which degrades the quality
of communication leading to suboptimal results. It seems
likely that methods such as the semi-structured interview could
improve the quality of communication, thus improving the
results. In terms of future research, it would be beneficial to
develop such a framework for CSE purposes.

B. Implementation Phase

The implementation phase differs from the other two stages
in many crucial ways. Firstly, the time span for this stage is
usually between one to five days. Secondly, the focus is on
directing the exercise in a way that all planned objectives are
achieved. This introduces the need for maintaining situation
awareness (SA) on the exercise at all times. Moreover, since
SA is an integral part of expertise, it is usually included
in the list of skills that are under training [22], [23]. In
other words, one of the challenges in conducting CSEs is in
maintaining overall SA on the experts’ SAs under training.
SA allows the white team (WT) to observe the participants’
decisions concerning all the operation lines. At this point,
it is crucial also to verify the events and incidents handling
from the participants’ side. If it seems that participants are not
responding to the incidents the way that the goals of learning
are fulfilled, the WT will adjust the incidents in a way that the
learning goals are reached. The most common way of doing
this is to launch new planned incidents that will bring the
needed information for the participants and practically guide
them towards the set learning goals.

Classical model for decision making in tactical environment
is Boyd’s OODA loop (Observe-Orient-Decide-Act). Espe-
cially the modified version of OODA loop that regards the in-
dividuals’ background and previous experiences in the Orient
phase suits for decision making in cyber domains [24]. Authors
of [25] have introduced the cognitive model of OODA loop
that improves the level of granularity by considering Endsley’s
Situation Awareness theory [26] and Klein’s Recognition-
Primed Decision model [27]. These theories provide the basic
for decision making and expertise including learning in stress-
ful and complex CSEs.



In their paper, Lif et al. have studied information elements
that should be used in the cyber-incident report during the
exercises for a certain professional role known as log ana-
lyst [28]. That kind of element focusing can also be used for
the competence development for certain roles in the exercises.

C. Feedback Phase

From the perspective of individuals’ learning, the feedback
phase is most important phase of the exercise. Thus, sufficient
time should be reserved for feedback phase. In the feedback
phase, all the main operation lines and events have to be
gone through. This allows the participants to ask questions
concerning the events that they have been phased during the
exercise. In many cases it is essential to go into the details
of certain incidents and explain how they had been executed,
how the participants had responded and what else they could
notice or do concerning the incidents. This allows the needed
reflection for the participants and leads to understanding and
hopefully to achievement of the set learning objectives. Based
on our experiment, all the different actors of exercises need to
participate in the feedback phase.

IV. ASSESSING PERFORMANCE AND RESULTS

Evaluation is needed for assessing the effectiveness of a
training program [29]. Kirkpatrick has divided program evalu-
ation into four levels: (i) reaction, (ii) learning, (iii) behavior,
and (iv) results [30]. The first level, reaction, is the reaction of
the participants towards the training. Kirkpatrick characterizes
this level as akin to “customer satisfaction”. At this level
Kirkpatric proposes that forms could be used for estimating
how participants felt about the training event [30]. The second
level, learning, is defined as the participants improving their
knowledge, skills, or attitudes. Kirkpatrick et al. recommend
using control groups and tests for assessing learning. They
also note that measuring learning is more difficult and time-
consuming than reaction measurement [29]. The third level,
behavior, refers to the transfer of learned knowledge and skills
to actual change in behavior at the actual job or task the
participant does at their workplace. Kirkpatrick et al. note
that this transfer is hard to measure, in part because the
change is not instant; the individual has to have an opportunity
for utilizing what they have learned. They recommend using
surveys and interviews for assessing if behavioral changes
have occurred, after adequate amount of time has passed from
training event. The fourth level, results, refers to the final
results that occurred because of the training program. These
include increases in quality and productivity, and ultimately
general return of investment from the training. Kirkpatrick et
al. note that assessing these effects is difficult, and much of
the same recommendations as for level three are applicable
here. They also mention that absolute proof may not be cost-
effective to obtain; instead the circumstantial evidence should
suffice. [29], [30]

In CSEs the reaction measurements can be made using
questionnaires. In addition to customer satisfaction forms, we
have, on occasion, included other assessment tools such as

the NASA Task Load Index (TLX) [31] for additional mea-
surement. These provide a picture on customer opinion and
whether the exercise was demanding enough for its purpose
considering the desired learning outcomes. The tools have
revealed that much care should be placed to task load planning.
Although it may not be appropriate to equalize task loads
between participants, there should be more than an occasional
task for everyone.

Level two, learning, is considerably more challenging to
measure in cyber training contexts. In expert training a simple
written test, as Kirkpatrick et al. recommend as a practical
instrument, is not applicable. It seems plausible that a more
open questionnaire could provide more insight on what has
been learned, and further aid in assessing if learning outcomes
were met. This questionnaire could be drafted in exercise
design phase to reflect the selected learning outcomes. The
challenge is in creating a questionnaire that can reliably be
used in assessing expert learning. An online evaluation for
this level may be feasible, but the details remains a topic for
further reseach.

Level three, behavior, is even more challenging to measure.
We believe that in a frame of just one exercise there is no
way to measure long term effects like changes in behavior,
in part because the changes are not immediate; the individual
needs time to utilize newly learned matters, and then be able to
apply them in a real-world situation in order for them to turn
into behavioral patterns. Nevertheless, measuring behavioral
changes remains important aspect of any training program’s
result, as Kirkpatrick et al. point out. A feasible way of doing
this assessment would be interviewing people when they return
to participate next training program. One major obstacle here
is that often there is a need to train persons who were not
present in the first program. Questionnaires, both online and
offline, may not be flexible enough for measuring training
at this level. Semi-structured interviews with key personnel
before the next training cycle could provide some insights on
behavioral changes.

Level four, results, is the hardest level to assess also in
cyber security training context. Agrafiotis et al. have created
a taxonomy of “cyber-harms” [32]. They have identified five
main harm types: (i) physical and digital harm, (ii) economic
harm, (iii) psychological harm, (iv) reputational harm, and
(v) social and societal harm. All of these types should be
taken into account when assessing what positive effects and,
ultimately, results one gets by participating a particular training
program.

It is worth repeating that many of the assessments Kirk-
patrick et al. recommend are only possible if training is
repeated. In other words, a continuous training cycle allows
organizations to truly assess how the training benefits them.
This observation has been made also in the Cybersecurity
Strategy of the European union, and the national cyber security
strategy of Finland, among others [33], [34].



V. CONCLUSION

When dealing with cyber domain, the complexity of the
operating environment and the predictability of causal and
consequence relationships must always be taken into account.
When it comes to teaching skills needed in this environment,
the learning environment should be as realistic as possible.
Thus, high demands are placed for the simulated environment
in CSEs. The environment must therefore be of a sufficiently
high standard and allow the needed complexity and realism. If
the requirements for a simulated operating environment can be
met, CSE is an excellent learning tool for cyber professionals.

As we introduced in exercise lifecycle section, the learning
goals of exercises should be considered at all stages of the
exercise life cycle. In the planning phase, the objectives
of the exercise learning are determined in accordance with
the objectives set the operational lines enabling the learning
goals set for the participant to be implemented during the
implementation phase, and the feedback stage ensures that all
learning is possible through detailed level. It is also advisable
to allow the material to be shared from the exercise so
that the participants are able to return for the details after
the exercise. Too often, CSEs focus on technical phenomena
without considering what the primary goals set for the exercise
are. In an exercise this way executed, the experience of the
participants may be left behind to identify the specific techni-
cal phenomena instead of the learning that is being targeted.
When the learning goals of the exercises are set, a commonly
accepted frame such the NICE frame should be used. Using
the frame enables a consistent structure implementation of the
learning outcomes in the internal structure of exercise; namely,
functionalities, processes, threat actors and determination of
risk factors, different operation lines, event and inject that are
being executed in exercise.Future research should focus on the
levels of learning and behavior in Kirkpatrick taxonomy in the
context of CSEs. Even though it is important to focus on the
individual, the organizational focus should not be overlooked.
Accordingly, it is vital to study how CSEs change the behavior
of both the individual and and the organization, and ultimately,
the cyber resilience capability of the whole society.
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ABSTRACT

In recent years, cyber security exercises have established them-
selves as an integral part of cyber security education. Cyber security
professionals usually work as a part of a team that monitors and
responds to incidents in the environment. A sufficiently realistic
complex learning environment is necessary for collaborative learn-
ing at the expert level. Evaluating the learning outcomes of complex
exercises is an important task for both assessing how individuals
met the learning objectives, and how to improve the exercise to bet-
ter serve those goals. This requires the assessment of multiple skill
and knowledge categories independently. We leveraged the NIST
NICE Cybersecurity Workforce Framework as a base for building
knowledge categories for questionnaire use. However, the NICE
framework is comprehensive and detailed requiring that the areas
of competence assessment needed to be simplified for question-
naire use. We summarized the NICE framework into 44 questions
addressed to the individuals who participated in the exercise. A
web-based questionnaire was used to query 21 participants’ skill
level before and after the exercise, as well as their familiarity and ex-
perience with the topic before and during the exercise. The results
indicate that cyber security exercises will increase the knowledge
of the participant in the knowledge areas that were present in the
exercise. This increase was more prominent in cases where the
participant was more likely to recognize, and experience events
related to that category during the exercise. Furthermore, we con-
cluded that the NICE framework can be used to assess individual
know-how and as a basis for knowledge-related questionnaires.
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1 INTRODUCTION

Cyber security exercises (CSE) are an efficient resource for per-
sonnel training. There is a long tradition of using laboratory en-
vironments in engineering education. Typically, the laboratory
environment has been constructed to reflect the phenomenon or
operating environment of the subject being taught. Previously the
laboratory environment often expressed spotted targets from the
bigger entirety. Traditional ICT environments have been used in ICT
teaching, for example data network laboratories to teach routing
and network protocol design. In pedagogical thinking, the above-
mentioned teaching method fits into self-regulated learning (SRL)
or self-directed learning (SDL) as well as under the experimental
learning theories (ELT) [1]. Over the past decade, cyber security
has become one of the key topics in the ICT industry.

Programs in graduate education are slow to respond to the
changes in the surrounding society, so there has been a delay in
responding to the pedagogical demands of cyber security. When
considering the phenomenon of cyber security, the multidimension-
ality of the phenomena must be taken into consideration. A cyber
security professional should be able to master the in-depth details;
however, at the same time, professionals should have an under-
standing of the impact of details on other technologies, processes
or functionalities.

This sets specific requirements for the laboratory environment
where cyber security education and training will take place. On
one hand, it can be said that traditional laboratory environments
still have value when teaching the basics or the spotted details
of larger environment. On the other hand, a full-scale simulation
environment is required, thus in the domain of cyber security cyber
ranges have been built to execute cyber security exercises (CSE).

2 BACKGROUND AND RATIONALE
2.1 Andragogy

The theory of andragogy makes a difference in the learning between
adults and children [2]. For adult learners, the learning process is
described as a self-directed learning process. An adult learner is
perceived to be self-directed, able to apply what one has learned
in the past and to apply what one has learned to practice [3]. For
adult learners, education should induce a distorted cognitive dis-
sonance that breaks the habit of old thinking and generates the
desired critical-analytical stage of engaging the learner with new
knowledge, opinion or action. Cognitive dissonance theory (CDT)
suggests that when learners have two or more cognitions that are
conflicting, they will feel a displeasing state — dissonance — until
they are able to resolve this state by modifying their cognitions
[4]. It can be said that in andragogy theory learning is focused
on a hands-on perspective implemented in the context of real-life
simulation environment [5].
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2.2 Experiential Learning

The theory of experiential learning cogitates that the experiencing
alone does not guarantee good learning outcomes; it also requires
thinking and conceptualization, such as speech and reflection [6].
Through conceptualization an individual can transform unimagi-
native and unconscious information into conceptualized and con-
scious information building. This means that by contemplating an
action verbally, the vague blur of experience and emotion becomes
a word-made activity that can be understood and transformed to
new knowledge. Thus, there must be a lot of reciprocity and discus-
sion between the teacher and the student. A student reveals what
he or she is trying to learn by deeds and words, and the teacher
responds with a variety of feedback methods, such as advice, crit-
icism, explanation or examples [6—9]. In his theory of deliberate
practice (DP), Ericsson argued that a specialized form of practice is
a necessary component if the aim is to increase the expert perfor-
mance is desired [10]. Accordingly, Ericsson’s DP model experts
need well-defined learning objectives to develop a specific area
of their expertise. Thus, experts should attain the highest level
on Miller’s pyramid [11] to fully benefit from CSE as a learning
method.

2.3 Collaborative Learning

Collaborative learning (CL) is a pedagogical theory where collab-
oration and built consensus between the student group members
generates learning [12]. Group members take responsibility for
their own learning, share their insights and work towards a com-
mon goal by solving problems, completing tasks, and thus learning
[13]. In order to execute successful group work towards the CL
five basic elements should be fulfilled: (i) clearly perceived posi-
tive interdependence, (ii) considerable interaction, (iii) individual
accountability and personal responsibility, (iv) social skills, and (v)
group self-evaluation [14, 15]. CSE can be seen as an application
of collaborative learning methodology. The above elements are
realized at different stages of the CSE life cycle [16].

2.4 Complex Environments

In the real cyber domain, the interdependencies between different
systems, network and data form an extremely complex totality.
Cyber incident as one component of that complex domain may
affect erratic consequences on other systems or even in a physical
domain. When discussing learning environments in cyber secu-
rity, it must be realized that the realistic training environments
shall be complex enough for in order to reflect the sophisticated
interdependent relationship of networks, systems and data of the
real world. Traditionally, these training environments are called
as “Cyber Range”. The problem with that familiar term is that the
spectrum of cyber ranges is extremely heterogenous varying from
simple laboratory-based test beds to complex mimics global Inter-
net. Paper [17] introduces the concept of cyber arena; the next
generation cyber range, with its pedagogical viewpoints and tech-
nical requirements. As stated in [17]it is recommended to use the
term Cyber Arena when discussing state-of-the-art modern and
complex cyber security exercise platform”.
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2.5 NICE Framework

To manage know how in the domain of cyber security, National
Institute of Standards and Technology (NIST) has created National
Initiative for Cybersecurity Education (NICE) Cybersecurity Work-
force Framework [18]. This NICE framework can be used to describe
the competencies required for various cyber security jobs [19]. Its
purpose is to unify the concepts and taxonomies of business, indus-
try and education providers for the cyber content-specific needs
in different areas of expertise. The framework can also be applied
to define the necessary contents of the core competency of cyber
skills and thereby to develop curricula and course content [20].

3 RESEARCH METHOD

The research was carried out in JAMK University of Applied Sci-
ences master’s degree program in cyber security [21]. The course
uses the comprehensive cyber arena as a training platform that is
able to embody key Internet functionalities, as well as the modeled
companies’ ICT infrastructure and the interdependence between
them [17]. The training platform also enables the modeling of the
needed complexity, which is a key phenomenon in cyber security
education. In the degree program one element of the course is a
cyber exercise which is carried out so that students participate
in the planning and implementation of the exercise. At the begin-
ning of the course, there is a planning phase where students plan
the information security controls of the fictional company’s ICT
environment.

The basics and practices of security control design have been
taught and practiced in the previous courses of the degree program.
The course proceeds to the active phase of the exercise, which is
implemented as so-called blue team cyber security exercise method,
where students act as an ICT team of the company s infrastructure
they have built in the design phase. The exercise proceeds according
to the planned scenario and lasts approximately two working days.
After the active phase of the exercise, the events of the exercise are
reviewed, and students write an after-action report of the exercise
where they reflect the learning they have reached during the course.
We sent the questionnaire via e-mail to 86 persons that participated
in the cyber exercise as blue team members. The questionnaire was
sent to the students after they had completed the after-action report.

We used the NIST NICE framework as a starting point for creat-
ing a questionnaire that captured the key learning elements of a
cyber security exercise. In order to leverage the NICE framework,
the authors and two other cyber security experts familiar with CSEs
ranked the frameworks 630 "Knowledge” related areas of expertise.
The ones marked by every author were included as basis for further
refinement. They were further distilled by combining overlapping
areas into broader categories, resulting in 44 topics overall (Table 1).
For assessing knowledge increase we selected a total of five ques-
tions addressing the knowledge level before and after the exercise,
a question regarding subjective feeling of increased knowledge,
and two questions about the topic if it was seen as present and
personally encountered during the exercise (table 2).

4 RESULTS

Overall, 21 people submitted answers to all questions. Improve-
ments were seen in almost each category. Figure 1 presents the box
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Table 1: List of the topics covered in questionnaire

1. Cyber threats and vulnerabilities

25, Specific operational impacts of cybersecurity lapses

2. Organization's enterprise information security and
architecture

26. Authentication, authorization, and access control methods

3. Resiliency and redundancy

27. Application vulnerabilities

4. Host / network access control mechanisms

5. Cybersecurity and privacy principles

28. Communication methods, principles, and concepts that
support the network infrastucture

6. Vulnerability information dissemination sources

29. Business continuity and disaster recovery continuity

7. Incident categories, incident responses, and timelines for
responses

30. Local and Wide Area Network connections

8. Incident response and handling methodologies

9. Insider Threat investigations, reporting, investigative tools
and laws/regulations

31. Intrusion detection methodologies and techniques for
detecting host or network -based intrusions

10. Hacking methodologies

32. Information technology security principles and methods
(e.g. firewalls, demilitarized zones, encryption)

11. Common attack vectors on the network layer

12. Different classes of attacks

33. Knowledge of system and application security threats and
vulnerabilities

13. Cyber attackers

34, Network traffic analysis methods

14. Confidentiality, integrity, and availability requirements and
principles

35, Server and client operating systems

36. Enterprise information technology architecture

15. Intrusion Detection System (IDS)/Intrusion Prevention
System (IPS) tools and applications

37. Knowledge of organizational information technology (IT)
user security policies (e.g., account creation, password rules,
access control)

16. Network traffic analysis (tools, methodologies, processes)

17. Attack methods and techniques (DDoS, brute force,
spoofing, etc.)

38. System administration, network, and operating system
hardening techniques

18. Common computer/network infections (virus, Trojan, etc.)
and methods of infection (ports, attachments, etc.)

39, Risk/threat assesment

19. Malware

20. Security implications of software configurations

21. Computer networking concepts and protocols, and network
security methodologies

40. Knowledge of countermeasures for identified security risks.
Knowledge in determining how a security system should work
(including its resilience and dependability capabilities) and how
changes in conditions, operations, or the environment will
affect these outcomes

22. Laws, regulations, policies and ethics as they relate to
cybersecurity and privacy

41. Packet-level analysis using appropriate tools (e.g.
Wireshark, tcpdump)

42, Hacking methodologies

23. Risk management processes (e.g. methods for assessing and
mitigating risk)

43, Network protocols such as TCP/IP, Dynamic Host
Configuration, Domain Name System (DNS), and directory
services

24. Cybersecurity and privacy principles

44, Methods and techniques used to detect various exploitation
activities

Table 2: List of questions for each topic

(Topic) was/were present in the exercise [Yes/No]

(Topic) was/were something | personally encountered during the exercise [Yes/No]

My knowledge of (topic) increased during the exercise [Yes/No]

Level of knowledge before the exercise [1--10]

Level of knowledge after the exercise [1--10]

plot statistics containing the interquartile ranges (IQR) of answers.
The left box plot (red) describes the knowledge before the exercise
and the right box plot (blue) the knowledge after the exercise. Inside
of the box plot, the median line of the answers can be seen. Small
balls or stars outside of the box plots are outlier answers which

were out of the corresponding IQR’s whisker’s max/min 1.5 times
IQR. Based on the answers from the questionnaire, it can be stated
that the competence level of the respondents generally increased.
Notably, the exceptions in the questions where knowhow of the
respondents did not increase significantly (questions 21, 25, 26, 28,
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Figure 1: Level of knowledge before and after the exercise

29, 30, 36, 41) were likely due to the fact that the areas of those
questions were not prominently present in the exercise where this
data was collected. The above observation supports the correlation
of responses with the type of exercise that was executed. In overall
36 questions the responses indicated that they had experienced sig-
nificant learning. The top five areas (questions 1, 2, 7, 8, 33) where
according to the questionnaire answers the learning took place
the most are the general principles of cyber security, the threats
and vulnerabilities on a large scale, and the areas dealing with the
security architecture of the organization.

The result shows that cyber security training implemented in a
comprehensive cyber range is an excellent teaching method and
platform. The exercise can summarize the previous course sections
and bring students an understanding of the large complex oper-
ating environment which is needed knowledge for cyber security
professionals in cyber security domain. The data of the answers
shows that participants with a lower level of knowledge achieved
greater competence growth. However, the respondents’ knowledge
level was on average 6-7, which means that the respondents were
not beginners for their level of knowhow. It should be noted that
the assessment of the person’s own knowledge before and after
the exercise is a subjective assessment of the person for question;
the respondents were not given any baseline test to identify any

difference between their own rating and the level of proficiency
found in the questionnaire.

Building an objective metric to assess a person’s competence
remains elusive. This is because the exercise is a very complex en-
vironment, where it is challenging to evaluate people who have e.g.
different roles. It is also difficult to predict what kind of tasks and
difficulty level of the tasks each participant will encounter during
the exercise. In this exercise the participant’s performance was not
scored. This is because we believe that by scoring a participant’s
activity will begin to guide the participant’s activities towards ac-
tivities that he or she finds to receive more points. The focus of
the exercise has been on the development of the individual’s skills
and knowledge, through when it is possible, to develop also the
competence of the organization participating in the exercise.

5 CONCLUSIONS

Based on the conducted research, it can be said that the NICE
framework can be used as a baseline for creating questionnaires
that measure levels of knowledge improvement. The NICE frame-
work can also be used in a targeted way to measure the competence
in a certain substance area. In this paper, a common set of indi-
cators on various aspects of cybersecurity was desired. The used
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pedagogical theory is not complete. The cyber security exercise
is a large pedagogical learning event where various elements are
manifested. Some pedagogical phenomena’s do not always materi-
alize in practice, so it is almost impossible to build a comprehensive
theoretical framework for exercise. However, key theories of expe-
riential learning combined with collaborative learning provide a
sufficient basis for the theory. There are also recognizable elements
of problem-based learning and exploratory learning frameworks in
the exercise, as during the exercise the student acts as a researcher
observing the environment and reacting to the findings of the op-
erating environment.

The qualifying was done by a mapping list of questions by experi-
enced teachers and experts, so that only the most relevant questions
remained in the final questionnaire. The difficulty with the NICE
framework is the level of details in the framework. With a total
of 630 knowledge areas alone, the resulting questionnaire would
be prohibitively long if they all were included. However, it should
also be noted that the framework’s knowhow descriptions are at
very different levels of details. Some of the knowhow descriptions
are very general and some very detailed. This should be taken into
account when constructing the questionnaire.

A development proposal for future work would also be the cat-
egorization of a list of questions, which would provide a much-
needed summary through possible overlaps between different is-
sues. Answering the questionnaire was scheduled at the end of the
course so that all the elements influencing learning would been
reviewed before answering. Especially the hot wash up event after
the exercise is an essential opportunity to review the implemented
scenarios and technical elements in different cyber events and / or
threat campaigns that have been executed during the exercise. From
the learning perspective, the hot wash up event is an important
part of the course. It seems that at this stage the students were no
longer motivated to answer the question set, which was quite time
consuming.

The observation is also corroborated by the phenomenon ob-
served from the data, which addressed that 53 respondents started
answering the question set; however, only 21 answered it fully. This
indicates that answering the 44 detailed questions is challenging for
the respondents. In the future research, we will place answering the
question set as part of the course performance, which will hopefully
result in a significantly better sampling. Although the number of
respondents to the questionnaire set remained relatively low, it
can be said that the cybersecurity exercise serves as an excellent
wide-ranging learning environment. The learning outcomes were
significant in the area of 36 questions from 44. It also seems that
possible differences in students’ entry levels knowledge do not in-
terfere the learning during the exercise and students will be able to
adapt their actions according to their own level of knowledge to
perform tasks that enable contributing to the team and thus, they
will be able to learn at their own level.

Other studies measuring the development of the knowledge of
the students who participated in the cybersecurity exercise have
not been conducted with this method.

As future research, we will collect a larger sample, so the sample
will be more representative. We will also continue to analyze quali-
tative interview data that was collected as part of the research. This
allows for a more detailed analysis of the phenomena that have now

ICETC’20, October 23-26, 2020, London, United Kingdom

emerged, but which cannot be explained by the quantitative data.
Such an observation was, for example, that few of the respondents
estimate that their knowhow level would have increased; however,
the numerical estimate shows that the respondent had maintained
the same knowhow level. In the future, research will be extended to
the area of organizational learning. This will be possible utilizing
exercises for commercial operators where organizations train their
staff on an annual basis.
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Abstract—The cyber domain and all the interdependencies
between networked systems form an extremely complex
ensemble. Incidents in the cyber domain may have an
abundance effect on the physical domain. For example, a
cyber attack or an intrusion against an electricity system
may affect the performance of healthcare system as well. For
organisation’s cyber resilience, know-how is the key resource.
Cyber security training and exercises have an extremely im-
portant role for achieving the required level of know-how in
the cyber domain. The old military based-proverb You Fight
Like You Train is relevant in the cyber domain. Traditionally,
the platform for cyber security training and exercises is
called cyber range. Because of the accelerating digitalisation
and more complex totality of the cyber domain, also the
infrastructure for the cyber security training and exercises
is required to be more and more complex. In this paper,
the concept of cyber arena, next generation cyber range, is
discussed.

Index Terms—cyber security, cyber security exercise, cyber
security training, cyber security exercise platform, cyber
range, cyber arena

1. Introduction

Cyber security as a concept has become more
widespread from the early 2010s because the fast growing
digital world has brought in new classes of threats. The
threats have grown more disruptive, which has led to
the need to reassess and redefine the threat they pose
to modern society. Naturally, the environmental change
has reflected also on the requirements of education. The
changes brought by digitalisation must be observed at all
levels of education, and eventually digital skills should
become part of our daily lives as new civic skills. One of
the most important assets in cyber domain is know-how. It
is achieved by training and exercises. Finland’s new cyber
security strategy [1] states that the high level of education
required by nationally critical cyber competence areas
will be ensured. This is supported by both national and
international training and exercises. In addition, the cyber
security strategy of the European Union [2] recognises the
importance of cyber security training and exercises.

Cyber range performs as a technical platform for re-
search & development and training & exercise in the cyber
domain. Cyber range simulates the required networks and
systems for supporting the research & development or
training & exercises. Cyber range is a closed and the

controlled environment with the required systems, tools
and networks including a realistic Internet simulation
with background traffic generation and user simulation.
Because cyber range a closed environment, it is risk-free
to use realistic cyber security threat environments with
real attacks and intrusions [3]-[5].

In the field of training and exercise, cyber range can
be equated as classical shooting range with capability to
train and develop skills with weapons, operations or tac-
tics [6]. One of the first cyber ranges was developed by the
Defense Advanced Research Projects Agency (DARPA).
DARPA realised the scientific advances of cyber security
and requirements for research and development based
on testing and experimentation. They developed the first
version of national test bed that was later established as
National Cyber Range (NCR) [5]. For example, paper [7]
uses NCR as a blueprint of cyber range.

There are numerous different cyber ranges in the
world, developed by industry, universities, research cen-
tres or national security organisations. The capabilities of
those cyber ranges vary from laboratory based one server
test bed infrastructures to massive virtualised Internet-
kind of infrastructures. Yamin et.al [8] have conducted
a literature review of cyber ranges and security testbeds
including scenarios, functions, tools and architectures. As
stated in [9], cyber ranges are often built for a specific
purpose for fulfilling the narrow scale requirements of
specific test scenarios. There also exist industry specific
cyber ranges or test systems. He et al. [10] introduce a
design of a cyber range test system for power industry,
while Chen et al. [11] introduce a construction of cyber
range in a power information system. Cybertropolis is a
United States Department of Defense resource that can be
seen as cyber-electromagnetic range including both kinetic
and non-kinetic activities [12].

The perspective and requirements for developing the
cyber ranges are often narrow and limited to a specific area
of interest. Frank et al. [13] state that national cyber ranges
are testbeds with command and control functionality,
while the authors of [14] state that training environments
are often not realistic enough. Paper [15] proposes a tool
for creating an emulated network environment for cyber
defence exercises while paper [16] introduces an architec-
ture for cyber defence training and education. Cyber range
is also effective for research and development activities,
for example the authors of paper [17] utilised cyber range
for deep learning based network security assessment and
indication.

The complexity of networked systems has increased



the effect of unexpected behaviours and dependences [18].
In that complex totality it is extremely important to un-
derstand what is happening in the cyber domain, what
the statuses of the valuable assets are and how different
dependencies affect to the valuable assets. In that sense,
the Situational Awareness (SA) has an important role
in the cyber domain. Debatty & Mees introduce cyber
range for training the SA [19]. Because of the different
capabilities of different cyber ranges and the growing
requirement for simulating the complexity of the cyber
domain, the Cyber Defence Pooling & Sharing Project
of European Defence Agency (EDA) has recognised re-
quirement for co-operation between national cyber ranges
at the European level [20]-[22].

1.1. Motivation and Structure

As can be seen, the spectrum of cyber ranges is
extremely heterogeneous and because of the evolution of
cyber domain, there is a requirement for simulation of to-
tal complex cyber-physical environment with unexpected
dependencies and consequences. Because of that, the new
concept Cyber Arena (CA) is introduced and discussed.

The paper is organised as follows. In section 2, the
pedagogical aspects for a complex system are discussed.
According to that, the Cyber Arena (CA) is introduced in
section 3. Lastly, in section 4, the study is concluded with
emerging future research topics.

2. Pedagogical aspects for complex system

For decades, technical education has utilised learning
environments that simulate real environments or functions
as a learning tool. Information technology laboratories
and project based learning have been widely used in the
ICT field, particularly in applied software engineering
studies. Cyber security has brought new challenges to
ICT education. It has previously been adequate to teach
spot-points from the individual areas of expertise using
traditional teaching environments. However, by doing so
the significance of cause-and-effect relationships will be
missed. Furthermore, the learning goals for larger entities,
such as an organisation’s cyber security entity, may not
be achieved. Often the effectiveness between the existing
systems or their multiplier effects is difficult to predict and
these elements also have to be included into training. From
the viewpoint of pedagogical frameworks, research on
simulation environments has been conducted, especially
regarding the application of simulation teaching in health-
care [23]-[25]. In part, these studies are also applicable
to cyber security teaching; however, the need for applied
research, especially regarding the training and exercise en-
vironments (cyber range) built for cyber security teaching,
is obvious.

In order to accommodate the changes driven by dig-
italisation in education and teaching, we need specific
educational environments that model those complexities
our societies increasingly rely on. In the digital business
environment, it is typical that the in functionalities that are
executed, the cause and effect relationships are difficult
to understand. On the other hand, it can be said that it is
crucial for the success of society and organisations that
the skills of experts can be brought to a level where they

can operate, develop and solve problems in the modern
operating environments. New technologies require new
skills from the experts, while the existing legacy systems
still require administrator skills. Complex systems that
are constantly evolving require risk-free, realistic learning
environments where practical training and exercises can be
provided for both beginners and advanced experts. It is not
enough for knowledge to accumulate, but learning must
aim at the level where specialists have the capability to re-
act to real-life situations quickly with the right actions and
in the face of ever more complex information entities. It
is impossible to learn these skills without addressing these
situations during training or exercise. Thus, according to
Herrington and Oliver’s theory of designing frameworks
of authentic learning environments, continuous training is
required in authentic learning environments, which refers
to the accumulation of knowledge and skills in contexts
that reflect the ways and environments where knowledge
and skills will be used in real life [26]. The following list
describes Herrington and Oliver’s designing framework.

1) Provide authentic context that reflect the way the
knowledge will be used in real-life

2) Provide authentic activities

3) Provide access to expert performances and the
modelling of processes

4)  Provide multiple roles and perspectives

5) Support collaborative construction of knowledge

6) Promote reflection to enable abstractions to be
formed

7) Promote articulation to enable tacit knowledge to
be made explicit

8) Provide coaching by the teacher at critical times,
and scaffolding and fading of teacher support

9) Provide for integrated assessment of learning
with in the tasks

In addition to the listed design criteria of authentic
learning environment, it should be noted that also the
pedagogical tasks that are executed in the environment
should be designed by Authentic learning theory [27].
Collins [28] defines, that based on the theory of situated
learning, when the new skills are learned and practised in
an environment that reflects the real-life the new knowl-
edge will also be useful in real life.

3. Comprehensive Cyber Arena

In order to fully achieve the educational goals so
that the knowledge is applicable in the real environment,
the cyber-training environment should be able to express
cyber security phenomena and technology on a large scale.
When considering cyber security, the complexity, diffi-
culty to predict causal relationships, accountability, and
other ecosystem-related phenomena need to be considered.

In the cyber ecosystem it must be taken into account
that the influences and relationships of the actors are very
sensitive and complex. For example, a company’s cyber
resilience consists not only of the security status of its
own corporate network, but also of the security level of
its partners, subcontractors, customers, service providers,
and the critical infrastructure connected to it. In order to
these ecosystemic influences to be reflected in teaching,
the learning environment requires the ability to model



the real environment and its phenomena at a sufficiently
realistic level.

When describing cyber security training environments,
there is an established term cyber range which is widely
used. In their literary review Yamin [8] extensively
mapped the existing cyber ranges. Based on Yamin’s
literature review, it can be said that the term cyber range
can include many different uses, technical solutions and
functionalities. Thus, the use of the term cyber range
should be clarified in order to better identify the pur-
pose, technical implementation or educational objectives
of the environment. Many of the cyber ranges mentioned
in Yamin’s literature review focus on some aspect or
functionality of cyber security. In order to be able to
teach the ecosystemic influences of the real-world cyber
operating environment in a sufficiently realistic operating
environment, the training environment must be able to
implement most of these functionalities.

An overall figure of Cyber Arena is shown in Figure 1.
In Figure 1, Range 1 illustrates a cyber security training
environment modelled on a single organisation’s ICT ar-
chitecture and business capabilities, including enterprise
IT and OT operations. Range 2 illustrates a cyber security
training environment modelling the ICT architectures of
two or more organisations, enterprises’ business as well
as enterprise interdependences of ICT architecture and
business. Range 3 illustrates a cyber security training
environment modelling internet architecture and the dif-
ferent tier levels internet, enterprise business and ICT
architecture, and the cloud architecture that is supporting
the business. Range 4 illustrates a cyber security training
environment which has the internet architecture, as well
as the services used over the Internet and the cloud service
architecture. National Initiative for Cyber security Educa-
tion (NICE), led by the National Institute of Standards
and Technology (NIST), has created a framework for
managing the industry-based know how in the domain of
cyber security [4]. The NICE framework boxes exemplify
the positioning of certain NICE knowhows in different
areas of Cyber Arena. The goal of the NICE boxes is
to embody the manifestation of cybersecurity expertise
across the cybersecurity ecosystem. It should be noted that
the various range types exemplified in the figure can also
be modeled by combining the functions differently than
what is presented in the figure. The main argument is that
when teaching the functionality of the cyber ecosystem,
one should be able to model the ecosystem extensively.
Once the ecosystem has been comprehensively modeled,
the educational requirements of different knowledge areas
of expertise can also be met.Once the ecosystem has been
comprehensively modeled, the educational requirements
of different knowledge areas of expertise can also be met.

3.1. Requirements
Arena

of Comprehensive Cyber

To achieve the capability for complex training envi-
ronment in cyber security domain, following high-level
requirements shall be fulfilled. Detailed technical require-
ments of specific technical implementation can be derived
according to these requirements.

3.1.1. Realism. Cyber Arena shall reflect the complex-
ity and interdependences of real cyber domain. Theory
of authentic learning sets the central principle that the
teaching environment is adapted to the environment where
the learned know-hows will be practically used. One of
the key challenges in cyber security education is to be
able to express the difficult predictability of the causal
relationships in the complex operating environment, so
the Cyber Arena should be able to reflect the trainee’s
activities elsewhere in the ecosystem.

3.1.2. Isolated and controlled environment. Cyber
Arena shall be an isolated and controlled environment.
For allowing risk free usage of different attack vectors
with real attacks and malware without jeopardising pro-
duction environments, the Cyber Arena shall be isolated
and centrally controlled. The national criminal laws of
many countries prohibits the dissemination or processing
of real malwares. Therefore, a closed environment must
be in place to ensure the security and legality of training
and exersices.

3.1.3. Internet simulation. Cyber Arena shall simulate
global Internet with its structures and services. Global
Internet is one of the main assets in the cyber domain. By
simulating the main services and structures of the Internet,
Cyber Arena has much more realism than just simulating
some specific network infrastructures. Internet simulation
offers the global environment for training and exercises
with for example social media applications and usage
of Internet based attack vectors. That Internet simulation
shall also have the capability to simulate TOR network
with Dark-Web capabilities. As said in [29] "Simulation
on Internet services adds the realism of scenarios being
implemented by the cyber range. Modern attacks utilise
global infrastructure and services considerably in order to
avoid detection. Therefore, it is very important for cyber
ranges nowadays to be able to simulate the Internet and
its services realistically. However, in many cases, Internet
services are not simulated due to the added complexity
required in order to guarantee the right level of realism.”

3.14. User and network traffic generation. Cyber
Arena shall have the capability of network traffic simu-
lation. As part of the centralised control of Cyber Arena,
there shall be the capability to generate network traffic
from users and applications. With this capability the Cyber
Arena will have ongoing network traffic as in the real net-
works. Simulated network traffic shall contain for example
web-browsing, video streaming, remote-disk traffic, traffic
from office software and e-mails. During the trainings and
exercises that simulated network traffic allows usage of
different attack vectors as in the real cyber domain, for
example usage of hidden command and control channel,
or some of the simulated network users can be part of
distributed denial of service campaign.

3.1.5. Attack execution and simulation. Cyber Arena
shall have the capability of attack execution and simula-
tion. As part of the cyber security trainings and exercises it
is important to execute and simulate attacks. As described
earlier, an isolated environment enables the usage of real
attacks and malware, in addition to real man made attacks
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Figure 1. Comprehensive Cyber Arena

some of those can also be simulated. Attack simulation
can also be a part of the user and network traffic simula-
tion. Cascade effects of some attacks can also be simulated
without a real attack if relevant for the current education.
Attacks and effects of attacks shall be planned beforehand
as part of the exercise scenario (explained later).

3.1.6. Organisations’ infrastructures. Cyber Arena
shall include varied organisation environments. As in
the real cyber domain, in addition to the Internet there
is also an organisation environment connected to global
network infrastructure. Those simulated organisation en-
vironments shall include both Information Technology
(IT) and Operational Technology (OT) systems as well
as interconnections of IT and OT systems and operations.
In many cases it will be beneficial to execute two or more
organisations in the same training or exercise in order to
express interdependences between the organisations at the
process and information system level . Good examples
of that are an electricity company or an Internet Service
Provider (ISP); if there is a cyber attack against those, it
will most probably also affect the infrastructure of other
organisations. The above-mentioned also illustrates real
life interdependencies in organisations, networks and / or
ecosystems.

3.1.7. Collaboration. Cyber Arena shall have the ca-
pability for collaboration and co-operation with other
training platforms. According to collaborative learning
theory [30], enabling collaboration between the students
creates a better opportunity for learning. Students’ col-
laboration enables collegial learning and problem solving.
The cyber environment as a working context is very broad.

Thus, areas of expertise are bound, which forcesbetween
the organisations real-life experts into collegial problem-
solving. This is why teamwork is one of the key elements
of the cyber security exercise. Additionally, if there is lack
of some technical capability of Cyber Arena, it can be
achieved by interconnection and co-operation with other
technical training platforms.

3.1.8. Planning, executing, monitoring and analysing.
Cyber Arena shall be able to provide authentic activities
with real-life scenarios. The pedagogical goals of the
exercise must be taken into account at all stages of the
exercise [31]. In order to accomplish this, the Cyber
Arena shall have exercise planning, execution, monitoring
and analysing capabilities and tools. Via this capabil-
ity the exercise and the scenarios can be planned and
executed but also instructors can evaluate training audi-
ence/students’ performance assessment and allow training
audience/students to evaluate their performance after the
exercise. This enables reflection, which is one of the key
elements of learning.

4. Conclusion

In this paper the concept Cyber Arena (CA) is in-
troduced and discussed. First, the classical cyber range
concept is introduced with the examples of extremely
heterogeneous definitions with the term cyber range. Be-
cause of the unexpected dependencies of the systems in
the digitalised cyber domain and kinetic domain, more
complex training infrastructures are required to support
training, exercising and learning in complex environments.
Especially when it comes to educational activities where



a degree program is provided, the program should have
a Cyber Arena type of facility in use. If the training and
exercises are carried out in a traditional laboratory envi-
ronments or in limited range environments, the core know
how elements of the cyber domain cannot be realised and
combined. Thus the key element of technical complexity
and the interdependences between the elements will not
be involved in the education program.

The pedagogical aspects are introduced for proving the
need for the Cyber Arena concept and the Cyber Arena
concept is introduced with its high-level requirements.
As the result of the paper, it is recommended to use
the term Cyber Arena when discussing state-of-the-art
modern and complex cyber security exercise platforms.
Term cyber range shall be used when discussing classical
limited platforms.

As for future research, more specified technical re-
quirements can be developed and state-of-the-art trainings
and exercises implemented.
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Modern digitalized cyber domains are extremely complex ensemble. Cyber attacks or
incidents against system may affect capricious effects for another system or even for physical
devices. For understanding and training to encounter those effects requires an effective
and complex simulation capability. Cyber Security Exercises are an effective expedient
for training and learning measures and operations with their outcomes in that complex
cyber domain. Learning in cyber security exercises is relevant for different level actors
in organisation hierarchy. Technical experts are able to train the technical capabilities
whereas decision makers are able to train the decision-making capabilities under hectic
cyber incident. In this paper, the pedagogical aspects of cyber security exercises are

discussed in accordance with the law of the lifecycle of the cyber security exercise: planning
phase, implementation phase, and feedback phase.

1 Introduction

This research is an extension of work originally presented in 2019
workshop on Cyber Range Technologies and Applications (CACOE
2019) organized in conjunction with 2019 IEEE European Sympo-
sium on Security and Privacy (EuroS&P 2019) [1]. This research
is expanded from the original as follows: discussion about peda-
gogical theories and cyber-arena concept for complex environment
simulation with the more detailed extended analysis of pedagogi-
cal aspects of the cyber security exercises and assessment of the
exercise target audience.

Global digitalisation and networked systems have raised new
threats. Modern digitalised cyber domains are extremely complex
and forms incalculable reliance. That change in digital environ-
ment has reflected to the requirements of training and education.
Traditionally, exercises are used in a military context to gain better
performance for certain tasks. In the cyber domain and especially
in the context of cyber resilience, the most valuable assets are per-
sonal skills. Those skills are trained efficiently with cyber security
exercises.

Cyber security strategy of Finland [2] states that in the criti-
cal cyber competence areas, the high level of required training is
confirmed by both national and international exercises. The sig-
nificance of cyber security exercises is also observed in the cyber
strategy of the United States of America [3] and the cyber security
strategy of the European Union [4]. In addition, cyber security
exercises are recognized as an important part of personnel training
in commercial organisations, especially in the critical infrastructure
organisations, for example, electricity companies [5]. There are

several different cyber security exercises conducted globally, for
example, the report [6] consists of a dataset of more than 200 cyber
security exercises and the NATO Cooperative Cyber Defence Centre
of Excellence (CCDCOE) highlights several exercises they organise
or contribute [7].

There exist frameworks categorizing the required skills of per-
sonnel in organisations . National Institute of Standards and Tech-
nology (NIST) has published document called National Initiative for
Cyber security Education (NICE) Cyber security Workforce Frame-
work (NICE Framework) as a reference structure that designates
the complex essence of the knowledge, skills, and abilities (KSAs)
required in the different roles and tasks of the work within cyber
security [8, 9]. There are also frameworks for curricula of educa-
tion: Computing Curricula 2020 (CC2020) forms a guideline for
academic degree programs in computing) [10]. When discussing cy-
ber security, the CC2020 refer to the Cyber security Curricula 2017
(CSEC2017) that form curriculum guidelines for degree programs
in cyber security [11].

Simulations have been widely used for study experts [12]. Edu-
cation in the engineering sciences relies heavily on hands-on train-
ing, i.e. applying learned phenomena in practice. In that sense,
different learning environments, simulators and test-beds have a
remarkable role in the engineering education. When discussing
cyber security exercises, the extremely important component is the
exercise platform that simulates the cyber domain. Traditionally
that kind of platform is called cyber range. Cyber range is executed
as a technical platform for exercises that mimic the required net-
works and systems. As exercise platform, a cyber range, is required
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to be closed and totally controlled to allow risk free usage of real
attacks and intrusions [13, 14, 15]. The term cyber range originates
from the similarity of the kinetic ranges with potential to improve
competence or capability with weapons, operations, tactics and
techniques [16]. As stated in [17], there exist several diverse cyber
ranges globally that vary from enormous virtual-Internets to simple
laboratory based test-beds. Because the spectrum of cyber ranges
is so multifarious, authors of [17] introduced the concept of Cyber
Arena for the simulation of realistic complex cyber-physical domain
with unexpected dependencies between networks and systems.

JYVSECTEC (Jyviskyld Security Technology) is JAMK Uni-
versity of Applied Sciences Institute of Information Technology
based cyber security focused research, development and training
center that offers information and cyber security services [18].
JYVSECTEC has extensive experience for organising cyber security
exercises for both national security authorities and private compa-
nies of critical infrastructure. Since 2013, Finland’s national cyber
security exercise has been organised annually by JYVSECTEC [19].
JYVSECTEC has also been Finland’s representative in the Cyber
Defence Pooling & Sharing Project of European Defence Agency
(EDA) [20, 21, 22].

JAMK University of Applied Sciences has organised several
different cyber security exercises. During those exercises, more than
1,500 experts have been involved in those learning experiments. In
addition, there is an annual course of cyber security exercise for
the cyber security students of bachelor’s and master’s programs of
JAMK University of Applied Sciences. The data for this research
of multiple-case design originates from observations, notes and
questionnaires collected from the numerous cyber security exercises
organised by JAMK University of Applied Sciences. The focus
of this research is to characterize pedagogical principles of cyber
security exercises as the educational framework for understanding
the complex and interdependent cyber domain in the individual or
organisational level.

Albeit, the importance of the cyber security exercises is widely
recognized, there is a deficiency in the research of pedagogical as-
pects, especially in the viewpoint of competence development. In
high level, cyber security exercise is a three-phase process consist-
ing of different components of exercise life-cycle: planning phase,
implementation phase and feedback phase. Those three phases can
be divided into smaller steps of process. This study presents a
competence development oriented view on that lifecycle of cyber
security exercises. As part of that competence development oriented
view, those three different components of exercise life-cycle are
explored with the perspective of learning outcomes.

2 Cyber Security Exercises and the Pedagogical Principles

In recent years, cyber security exercises have established their posi-
tion as a tool for developing the skills of cyber security professionals
and as an operating environment for teaching. As business envi-
ronments and the using of ICT in business have evolved, they have
also become more complex at the same time. Consequently, the
requirements for teaching environments have also changed.

In order to be able to teach skills that meet the needs of working
life, it is necessary to understand the needs and be able to teach them
in such a way that teaching builds skills that are needed in working
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life [23]. According to Ericsson’s deliberated practices (DP) theory,
the development of specialist skills must take into account the need
to set well-defined learning objectives for students and the need to
take into account the level of students’ existing skills [24]. Accord-
ing to the deliberated practice theory, students do not benefit from
the training if the tasks are at a level that they can perform routinely
or if the goal setting of competence development has not been done
with sufficient accuracy to mirror the student’s level of competence.

Modern ICT teaching must therefore be able to mirror the
changes in the operating environment to the change in competence
requirements. When a modern cyber range is used in a cyber secu-
rity exercise, the aim must be to make the operating environment
as realistic as possible. The comprehensiveness and complexity
of the teaching environment places demands on the student’s level
of competence. Thus, if cyber security training is used as a peda-
gogical tool for competence development, it should be noted that
according to the Miller pyramid, the student’s level of competence
should be at the top of the pyramid [25]. This argument is supported
by the andragogy, known as a theory of adult learning. According to
andragogy theory an adult as a learner is often motivated, capable of
self-direction and reflection on one’s own existing competence [26].
Thus, for the adult learner learning experiment should be able to
cause cognitive dissonance that allows the learner to update existing
knowledge with new knowledge created in the learning event [27].
It must be possible to build a path of competence development,
where in accordance with the constructive methodology, the stu-
dent’s developing competence enables the student to achieve new
levels of competence through developing cognitive abilities [28].
Constructive methodology identifies problem-based learning as one
of the key learning methods, in which the student develops his or
her own skills by solving problems that lead to the learner’s new
knowledge [29].

The cyber security exercise can be seen as a complex problem
field where the student solves the problems ahead and thus generates
new knowledge for himself. This theory is supported also by experi-
ential learning theory [30]. A key element in cyber security practice
is working as a member of a team. This models real-life work where
a person acts as part of, for example, a security operation team
(SOCQC). In the exercise, all individuals are placed as a member of
Teams (Blue Team) whose job is to defend and sustain the business
in the operating environment assigned to them. The student can also
act as part of a red team functionality that simulates threat activities.
This role is to train, for example, the skills required for penetration
testing. In the exercise, learners act in the role assigned to them,
and communicate as part of a team of events that they perceive in
their own operating environment. Thus, students share knowledge,
solve problems and build new knowledge collectively.

To sum up, the cyber security exercise combines several peda-
gogical theories. The pedagogical framework of the cyber security
exercises is shown in Figure 1. The exercise is also demanding
from the point of view of pedagogical implementation and often
requires a significant investment in pre-exercise planning, where
the operating environment is constructed so that the required tech-
nical elements can be modeled and operational functionalities are
designed so that pedagogical objectives can be achieved.
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Figure 1: Pedagogical framework of the cyber security exercises [1]

2.1 Cyber Arena

According to complexity thinking, it should be possible to form an
understanding of the functionality or entity under investigation as a
whole, which is more than the sum of its parts [31]. The operating
environment of cyber security can be seen as a complex entity con-
sisting of different parts that interact with each other. Interaction
takes place at different levels, such as in the technical operating
environment, at the level of activities and processes, and as human
interaction. The interconnection between different parts of the op-
erating environment is partly defined and partly undefined. The
key elements of complexity thinking are the recognition of the un-
predictability of the environment, the difficulty of predicting cause
consequences, and the self-organisation of the operating environ-
ment [32]. It is thus a matter of utilizing complexity thinking in
accordance with the neo-reductionist school to model and simulate
the subordination laws of the research object [33].

When the above is applied to the cyber environment, it is note-
worthy to recognize the difficulties of applying traditional legisla-
tion, technological incompatibilities and the very rapid technical
renewal of the environment. Thus, the student should be able to
develop an understanding of unpredictability of the environment,
unpredictable cause-and-effect relationships, and the risks of misuse
of the technological element. In order for this entity to be embodied
as part of cyber security education, a sufficiently realistic learning
environment should be in place, such as Cyber Arena the overall
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high-level presentation of which is shown in Figure 2. It can be seen
from the figure that the environment extensively models the cyber
security domain. In order to be able to implement sufficient real-
ism and the understanding of complexity, the teaching environment
should model key functions and entities, as well as the interde-
pendencies between the functions and or entities. In accordance
with the authentic learning environment theory [34], the environ-
ment implements an operating environment in which the skills and
competencies learned in cyber security practice will be applied.

3 Exercise Life-cycle

There are different definitions for the phases of cyber security exer-
cise life-cycle. Wilhelmson and Svensson introduce three phases;
planning, implementing and processing feedback, which are di-
vided into into ten steps (exercise preparations, the master plan, the
mission statement, exercise planning, practical preparations, im-
plementation, evaluation, feedback, reporting, and the after action
review) [35]. Consistently, MITRE describes three stages (Exercise
Planning, Exercise Execution and Post Exercise) [36]. Vykopal et al.
defines five stages for exercise; preparation, dry run, execution, eval-
uation, and repetition [37]. The Homeland Security Exercise and
Evaluation Program (HSEEP) that provides a set of foundational
concepts for exercise programs defines the management cycle with
four stages: exercise design and development, exercise conduct, ex-
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Figure 2: Comprehensive Cyber Arena [17]

ercise evaluation, and improvement planning [38]. As an integration
of different definitions and a viewpoint for pedagogical aspects of
this research the following three phases are selected (i) planning
phase, (ii) implementation phase, and (iii) feedback phase. The ex-
tended view for pedagogical aspects of the cyber security exercises
is shown in Figure 3. It illustrates whole process from planning
phase to the implementation of the exercise.

3.1 Planning Phase

The first step of exercise life-cycle is the planning-phase. It is an ex-
tremely critical phase, because it determines the effectiveness of the
whole exercise. From the viewpoint of competence development,
the content of the exercise e.g. scenario, actors, and events shall be
fitted to the requirements of the exercise target audience.

Based on the required learning outcomes and the target organi-
sation, exercise parameters are derived including simulated opera-
tional environment of scenario for example technical functionalities,
threat actors, risks and vulnerabilities. That scenario encompasses
discrete events and injects of exercise describing the totality of sim-
ulated activities. If the scenario created during the planning phase
includes obscurities, the exercise including technical environment
may not increase the performance of the exercise target audience or
organisation. All the elements mentioned supports the achievement
of the set learning objectives. The learning objectives can be seen
at several levels, the goals can be set from the perspective of or-
ganisational competence development, on the other hand, learning
objectives can be set from the perspective of individual competence
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development. When learning goals are set from an organisational
perspective, an individuals learning goals should be set so that they
put the organisations goals into practice. In Figure 3, the goals of
the exercise phase are opened, allowing us to look at an example
of what kind of practical sections or tasks in the planning phase
should be planned in order to be able to achieve the set goals in the
exercise.

3.2 Implementation Phase

There are several differences between the phases of the exercise
life-cycle. The most hectic phase is the implementation phase where
the exercise target audience is acting in a simulated complex cy-
ber domain under cyber deviation actions (attacks and intrusions).
When acting under hectic and stressful cyber deviation circum-
stances, there is a requirement to maintain the understanding (situa-
tion awareness, SA) of the valuable assets’ status in cyber domain.
According to Endsley [39] "Situation awareness is the perception
of the elements in the environment within a volume of time and
space, the comprehension of their meaning, and the projection of
their status in the near future”. The expertise of the individual has
a remarkable outcome for the SA [40]. In this context, the term
situation awareness refers to both, the understanding of the progress
of the operational situation in the exercise, and the understanding of
the monitoring and evaluation of the pedagogical objectives of the
exercise.

During the exercise, also the decision making has a remarkable
role in what incident handling actions shall be done and how to
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categorize order of the required actions. Mostly, those decisions are
based on SA as comprehension on two models of decision making
cycle; Gartner’s Adaptive Security Architecture (Predict-Prevent-
Detect-Respond) [41] and OODA-loop (Observation-Orientation-
Decision-Action) [42, 43].

Figure 3, illustrates that the operation line according to the ex-
ercise scenario, is opened to illustrate the practical actions of one
operation performed during the exercise. The operation includes a
series of events that are divided into injects with which the exercise
is practically carried forward according to a planned scenario. An
inject list has also been opened in the figure to show how in the prac-
tice the exercise proceeds with injects. The exercise management
team (white team, WT) can use the information obtained through
information systems to assess the situation, but it is often also neces-
sary to monitor visually and interview students. This will ensure that
the exercise proceeds as planned and that the set learning objectives
can be achieved. If the WT notices that students are taking actions
that are not realistic or the focus of the exercise begins to shift from
the set goal, the WT should guide the course of the exercise. This
can be done through information system injections or verbally by
instructing students.

3.3  Feedback Phase

From the perspective of the development of an individual’s compe-
tence, the feedback phase is the most important part of the exercise.
Scheduling the feedback phase should be planned carefully with too
long an interval of exercise and feedback may cause a decrease in
learning intensity for the individual. The emotions and experiences
raised by the exercise are alleviated and learning outcomes may
suffer as a result. In the feedback phase, the pedagogical goals
of the exercise are recalled and the events of the exercise are re-
flected against them by reviewing all operations performed and
related events and injects in the exercise. This happens so that all
operations performed in the exercise, related events and injects are
reviewed. By doing so, the student can reflect the experience they
have had during the exercise and thus deepen their own learning.
It is also important to tie individual events through operations into
an exercise scenario. This allows the student to increase the under-
standing of the bigger picture, for example, the threat actors” motive
and the tools used for the attack. This is important and enables
in the future the exercise event to be reflected in real situations of
working life.

It is a good to set aside time for the feedback session so that the
interaction between students and teachers can be enabled as widely
as possible. Normally, each defensive team (blue team, BT) has
the opportunity to open up their own observations and experiences
in this section. This enables collegial and collaboratively learn-
ing. The offensive team (RT) also goes through its own operations,
thus allowing BT to reflect its own observations in relation to the
operations that took place.

4 Assessing Performance and Results
The Kirkpatrick four-level assessment framework can be used for

the assessment of the exercise. Kirkpatrick divides assessment into
four levels: (i) reaction, (ii) learning, (iii) behaviour, and (iv) re-
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sults [44]. The Kirkpatrick framework is useful in assessing a larger
entity such as an organisation or team, but it can also be used for
the individual experience of learning in exercise. In the Kirkpatrick
framework, the goals for the development of individual competence
are set at level one and two. At level one the reactions caused by the
exercise are assessed. At level two, the learning that has achieved
by the individual is assessed. Kirkpatrick et al. recommends the use
of control groups and tests for assessing the learning. The goals set
for organisational competence development utilize the Kirkpatrick
assessment model’s, level three, which assesses the change in indi-
vidual behaviour through the achieved learning outcomes, and level
four which assesses the effects and implementation of advanced
competence on organisational performance. Kirkpatrick model is a
widely used evaluation model, the study [45] presents a framework
for competence development and assessment in hybrid cyber secu-
rity exercises, and the authors of [46] introduce one adoption of the
Kirkpatrick Model.

Other methods for evaluating exercise can also be used, the
authors of [47] have monitored communication during the cyber
security exercise for understanding the behaviour of the exercise
target audience. Their conclusion is that communication monitoring
can be used as a resource in measuring the performance during the
cyber security exercise.

When focusing on assessing the learning of an individual who
has participated in the exercise, Brown and Pickford [48], have
created a model that looks at the assessment of learning event as a
whole. Brown and Pickford divide the assessment into the following
subsections the significance and implementation of these sections
should be planned in advance: why, what, how, who, when.

Why- why the assessment is made? What is the purpose of as-
sessment in this particular learning event? In the context of a cyber
security exercise, the aim of assessment is in some respects to con-
trol the individual’s performance, facilitate the student’s adaptation
to the exercise, be able to assess the student’s motivation, measure
the competence, skills and know-how and to provide the student
information about mistakes and inappropriate practices.

What- what are we assessing? In a cyber security exercise the
processes of work, individual performance and success of team
work can be assessed. In the exercise, the assessment should be
performed at all stages of its life cycle.

How- how are we assessing? As discussed, Figure 3 illustrates
the role of the situation awareness and all the inputs where the infor-
mation for assessing will be collected. So, part of the information
for the assessment can be collected via information systems and
the reports from the BT that they are delivering to exercise control
system. In addition to this, the teacher must monitor classroom
activities. In this way, information can be obtained, for example,
about an individual’s performance in a specific role as part of a team.
Visual observation can also provide information about the team’s
internal activities and role support and its possible functioning.

Who- who is suitable for making the assessment? In the exercise,
students often work as a part of a team throughout the exercise. This
provides an opportunity to implement the evaluation as a peer re-
view, whereby the internal functionalities and inclusions of the team
become more clearly assessed. In education leading to a degree,
students are also often asked to have a learning diary in which the
student can make a self-assessment of the exercise throughout its
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life cycle. The role of teachers in the assessment may therefore be
more aggregate.

When- when should assessment take place? In the cyber security
exercise the assessment needs to be done in all phases of exercise.
This is because the assessment plays a very important role as a func-
tion of guiding learning. The importance of formative or guiding
assessment in cyber security exercises is emphasized. The theory
of formative evaluation has been built specifically by Scriven [49].
According to Scriven, the concept of formative assessment became
conceptualized. Formative assessment emphasizes that assessment
should take place at all stages of the teaching and learning, and not
just at the end. Several studies verify that learning outcomes are
significantly improved when formative assessment that guides learn-
ing is included in the assessment as well as summative assessment.
Thomas et. al [50] and Leahy et. al [51] have stated that learning
outcomes improve when assessment includes formative assessment
that guides learning in addition to the assessment learned skills.

Formative assessment emphasizes the importance of feedback.
According to Hattie [52], the purpose of the feedback can be di-
vided into three sections: Feed up, feed back and feed forward
sections. The feed up gives the learner an answer to the question
of where he or she is going. The purpose of feed up feedback is to
continuously clarify and specify the learning objectives. Feed up
feedback also aims to engage and motivate the learner to pursue to
the set goals. A feed back, tells to the learner where he or she is at
the moment. The feed back feedback is used to provide the student
the information on how he or she has progressed in relation to the set
learning objectives. In order to give exact feedback on the learner’s
position, the learning objectives must be precisely defined, also so
that the prerequisites for progressive learning are perceptible and
acceptable. Feed forward feedback, tells the learner what he or she
should do next. In practice, guidance can be sought, for example,
through questions that broaden the student’s understanding, or with
advice and tips on, for example, new ways for approaching to the
set goals.

According to Hattie, each feedback question works on four lev-
els: level of the task, level of process, level of self-regulation and
level of person. The level of the task, i.e. how well the learner
understands the set tasks and how he or she performs them. In
practice, for example, feedback indicates whether an individual task
has been solved correctly or incorrectly. Feedback should also be
directed to correcting any malfunctions or performing the task cor-
rectly. Level of process indicates the process required to understand
and perform a given task in the context of a cyber exercise, for ex-
ample, what kind of operation is needed to bring an into the exercise
so that the student learns the methods and technology used for a
phishing campaigns. Level of self-regulation guides the learner to
self-assessment and self-direction of action. At this level, feedback
can also be used to guide the learner’s motivation and adaptation
to the teaching environment used. The level of the person includes
assessments of the learner. This section often contains elements for
assessing and providing feedback on a learners personality traits. In
a cyber exercise, guidance can be given, for example, on a persons
participation and activity as part of a team, what is a key part of a
persons performance in the exercise.

The purpose of the feedback is to reduce the gap between exist-
ing competence and the target competence. Due to the complexity
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and scope of the cyber security exercise, special attention should be
paid to the continuous feedback throughout the exercise life cycle.

5 Conclusion

There are elements in the cyber security operating environment
in line with complexity thinking, however, it is a philosophical
question of whether the cyber security environment is ultimately a
complex entity. There is complexity in the operating environment.
According to the definition of complexity, the phenomena are in-
tertwined and the whole cannot be understood by disassembling
the whole into parts and looking at the parts one by one. Unlike
complex entities, the cyber operation environment can be controlled,
although there may also be self-directed elements in the operation
environment. When implementing cyber security education, the
complexity of the operating environment should be taken into ac-
count. Therefore, the teaching environment should be a Cyber Arena
style operating environment mimicking realistic operative cyber do-
main. In the Cyber Arena, several functional entities are combined
forming an ensemble with complex cause-and-effect relationships
manifested. Pedagogically, however, the constructive construction
of competence development must be taken into account, in which
case teaching starts from the parts or details of the operating envi-
ronment and culminates the teaching for understanding the whole
environment, including the interdependences of different entities.

As presented, the pedagogical objectives of the exercise should
be taken into account at all stages of the life cycle. In the planning
phase, goals are set for competence development. In education
leading to a degree, the objectives are defined in the curriculum. In
the exercise for the other target audience, the goals of competence
development should be defined together with the representatives
of the organisation. In this way, the objectives of the exercise are
adapted to the current maturity and operations of the organisation.
In the implementation phase, the realization of the goals must be
monitored and, if necessary, the focus of the exercise must be di-
rected towards the set goals. In the feedback phase, participants in
the exercise are given the opportunity to interact through the exer-
cise, in which the operations performed in the exercise are opened
in detail. To support post-practice learning, it is also important to
provide material to be distributed that allows students to return to
the details of the exercise afterwards.

Generally accepted content frameworks, such as the NICE
framework,can be used to design the content’s learning objectives.
This makes it possible to set structured teaching goals, through
which the exercise scenario can be constructed in such a way that
the technical functions do not remain separate events without causal
relationships. The student who has done this is are able to form an
entity from the exercise, at the latest at the feedback stage, through
which he or she can learn about the effectiveness of the sub-entities
of the operating environment as a whole.

Exercise evaluation is a challenging whole consisting of eval-
uating an individual, as well as evaluating the performance of an
organisation or part of it. In order for assessment to serve the set
competence development goals as well as possible, formative as-
sessment that guides learning should be used where possible. In
this way, the evaluation of the activities serves as a guiding element
of the exercise, helping to ensure that the set learning objectives
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are achieved. With regard to formative assessment, the importance
of feedback is emphasized. It should be possible to deliver it at all
stages of the exercise life cycle. Feedback should take into account
interactivity and, where possible, make use of peer feedback from
learners.

Future research should build on the understanding of the ped-
agogical requirements of cyber security exercise in relation to the
teaching environment and individual learning gained in this and
other studies and move towards assessing the development of organ-
isational competence in cyber security exercise.
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ABSTRACT

The need for skillful cyber security workforce has increased
dramatically during the last ten years. The contents of the degree
programmmes have not been able to respond to this need
adequately and the curriculum contents have not always met the
industry's knowledge needs.

In this paper, we describe a model for designing a degree
programme in Cyber Security. We establish the guiding
frameworks and requirements within the European Union for a
degree programme. Given the researched background, we propose
a systematic way to implement knowledge, skill and competence
objectives to a degree programme by using generally accepted
frameworks. The framework targets engineering education in
information technology, cyber security given on university level.

By having a well-established model for the degree programme,
the private and public sector can flourish by having competent
personnel at their use as employees.

CCS Concepts

« Social and professional topics—Model Curricula.

Keywords
Cyber Security; Education; Competence; Skill; Knowledge;
European Qualifications Framework; Degree Programme.

1. INTRODUCTION

Workforce need for Cyber Security professionals has grown in the
field of information technology with a fast pace. ICASA White
Paper on the State of Cyber Security 2019 reports that the need for
technical cyber security personel is rising and enterprises are
struggling to fill their open positions [1]. According to the
research from (ISC)? Cybersecurity Workforce Study report, the
worker gap is 142 000 in Europe, the Middle East and Aftrica [2].

The education sector is under pressure to fulfil the needs to train
competent workforce for the needs of industry. According to
Burley et al. [3], cyber security degree programs are seen to be
undeveloped. It seems that there is a lack of university level
education in the field of cyber security. Cohen et al. pointed out in
their paper that it is essential to recognize the demanded skills
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needed in government, industry and company levels [4]. Ciampa
et al. argued in their paper that keeping the curricula up to date in
relation to industry needs is very challenging [5] due to the fast
development of ICT technology. Hence, threat vectors in cyber
security also develop and change very rapidly.

CSIS - Center for Strategic & International Studies - publication
from January 2019 shows critique to the education system about
how Cyber Security is organized in the Education systems:
"Organizations are also frustrated by the current cyber security
education ecosystem, which lacks common metrics or rankings to
help employers understand what programs, certifications, and
degrees are the most effective." [6]. Raj et al. argue in their paper
that it is crucial to standardize the cyber security curricula and the
expected board of skills needs to be defined based on cyber
security domain needs [7]. It can be undeniably said that there is a
need for clear frameworks that describe the competence needs of
the substance. After describing the skill needs, the model can be
modeled under the curriculum to be built, which will ensure that
the curriculum responds to the industry's competence needs and
focuses sufficiently on the intended area of expertise.

In this paper, we researched the frameworks within Cyber
Security education sector and the general frameworks regulating
and guiding academic education in the area of the European
Union. These frameworks are presented in chapter 2. The
proposed model for designing a degree programme is established
in chapter 3, and examples are given in chapter 4. Finally, we
conclude with remarks on future research that should be
conducted in this area.

2. EDUCATIONAL FRAMEWORKS
2.1 Frameworks in the European Union
Table 1. EQF terminology [8]

means the ability to apply knowledge and
use know-how to complete tasks and solve
problems. In the context of the EQF, skills
are described as cognitive (involving the use
of logical, intuitive and creative thinking) or
practical (involving manual dexterity and
the use of methods, materials, tools and
instruments)
means the outcome of the assimilation of
information through learning. Knowledge is
the body of facts, principles, theories and
practices that is related to a field of work or
study. In the context of the EQF, knowledge
is described as theoretical and/or factual
means the proven ability to use knowledge,
skills and personal, social and/or
methodological abilities, in work or study
situations and in professional and personal
development

Skills

Knowledge

Competence




Within European Union the European Qualifications Framework
(EQF) [8] EQF categorizes qualifications and competences into
eight different levels, from EQF Level 1 to EQF Level 8. EQF
also defines the characteristics of education to Knowledge, Skills
and Competence, the explanations of which are given in table 1.

To harmonize, increase quality and enable student possibilities for
multinational education within the EU, the member states are
required to publish National Qualifications Frameworks [9].
These NQFs describe how current degree programmes within a
member state map to the level requirements of the EQF.

ECTS User’s Guide [10] describes and gives recommendations
how degree programme supporting documents should be written.
This is to promote transparency and transferability of studies
within the European Higher Education Area (EHEA).

European Network for Accreditation of Engineering Education
(ENAEE) gives out a framework for engineering education that
ensures quality in all branches of engineering education [11].
EUR-ACE® label is awarded to degree programmes as a sign of
quality of the degree programme. EUR-ACE categorizes the
Programme Outcomes into eight learning areas, which are same
for both the Master's Degree and the Bachelor's Degree:

Knowledge and Understanding - KU
Engineering Analysis - EA
Engineering Design - ED
Investigations - IN
Engineering Practice - EP
Making Judgements - MJ
Communication and Team-working - CT
e Lifelong Learning — LL
Additionally, in the home country of the writers, the Finnish
Cyber Security strategy insists that cyber security skills should be
a part of all education levels of the Finnish education system [12].

2.2 Education Frameworks within the Cyber

Security

Cybersecurity education Joint Task Force (JTF) has launched
curriculum guidelines for post-secondary degree programs in
cybersecurity [3] where the Association for Computing
Machinery (ACM), IEEE Computer Society (IEEE-CS) and
Association for Information Systems Special Interest Group on
Information Security and Privacy (AIS SIGSEC) combined their
views on curriculum development. The report also takes into
account the different knowledge areas of cyber security. The
report also presents well the wide range of knowledge’s and the
complexity of cyber security as it also has to take into account the
relation to the IT environment where the needed cyber security
skills are applied. Thus, in curriculum development one needs to
accurately select the skills and abilities that one is aiming to
educate. The overall picture of cyber security is too wide to be
covered by one curriculum.

Internationally recognized accreditation body for engineering
programs (ABET) has proposed the accreditation criteria for
cybersecurity [13].

In Comprehensive National Cybersecurity Initiative [14] US
President Barack Obama recognized cybersecurity as a critical
challenge of economic and national security. By that recognition
National Initiative for Cybersecurity Education (NICE) was
initiated with the idea that an important resource in cyber
resilience are the people with appropriate skills [15].
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NICE framework is published by The National Institute of
Science and Technology (NIST) [16]. Fundamentally NICE
originates and focuses on the US; however the global nature of
cyberspace is noticed there by partnering and global communities
[15].

NICE framework describes and categorizes the work in
cybersecurity into Work Roles and tasks assigned to those Work
Roles. Those tasks require certain Knowledge, Skills and Abilities
shortened as KSAs. With the mapping of KSAs to work roles,
Educators can have awareness of how to map them into current
course curricula. As stated in [15] “Educators and trainers can
use the framework to help answer these critical questions: What
am I preparing my students for? What knowledge and skills do
they need? What should 1 be teaching?”. In this study, that
mapping is carried out as the design approach for a Degree
Programme in Cyber Security.

The National Security Agency in the United States recognises two
types of Centers of Academic Excellence (CAE): one in Cyber
Defence (CAE-CD) and one in Cyber Operations (CAE-CO).
NSA lists these degree programmes on their webpages,
acknowledging the degree programme’s quality, however, NSA
does not directly fund the degree programmes. [17]

Cyber Defence (CAE-CD) consists of Knowledge Units. These
Knowledge Units have been assigned to fit into NICE Framework
Categories [18]. The Knowledge Units are for example:

e  Cybersecurity Principles - SPY

e  Basic Cryptography - BCY

e Security Program Management - SPM

e  Basic Cyber Operations - BCO
Cyber Operations has only the criteria for measurement according
to NSA [19] [20] but no valid Knowledge Units could be found
during the writing of this paper. National Cyberwatch Center of
the United States hands out a guide for mapping degree
programme courses to the Knowledge Units of CAE-CD [21].
Based on the presentation "What They Are Teaching Kids These
Days - Comparing Security Curricula and Accreditations to
Industry Needs" at Black Hat 2017 [22], the degree field of the
United States is in discussion how to implement Cyber Security in
to their degree programs.

3. PROPOSED MODEL FOR DESIGNING
A DEGREE PROGRAMME IN CYBER
SECURITY

Given the developments of different frameworks into the field of
Cyber Security, we propose the following model for Educational
Organizations given in figure 1.

The Programme Outcomes of ENAEE are described as
competences of the degree programme. In order to achieve these
outcomes the courses are mapped to develop these competences
accordingly to their degree level. Degree levels are mapped to the
European Qualifications Framework according to National
Qualifications Framework.

NICE Framework gives strict Work Role ID’s that demand the
development of certain Knowledge, Skills and Abilities to
perform in given tasks assigned to the Work Role ID. These KSAs
should be distributed as learning outcomes for the courses within
the degree programme. These outcomes are also mapped to
competences.

The development of the learning situations, laboratory exercises
and types of assessment is left for the given course lecturer to



choose the pedagogical solutions, which might include e.g.
personal or group assignments, presentations, essays and exams.

Nonetheless the assignments should always develop the learning
outcomes of the course. In addition, whatever evaluation method

is used, it should assess the students’ capability in the given NICE

Knowledge, Skill or Ability.

ENAEE Programme Outcomes

Quality Program
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Figure 1. Model for Cyber Security Education Framework.

4. RESULTS

4.1 Competences

Competences should be mapped to different courses as described
earlier in chapter 2. The ECTS User’s Guide also promotes that
these should be recorded as the learning outcomes of the
programme. In our course descriptions these are seen as the
competences -field.

In table 2, we present our mapping of the ENAEE competence
model and how it is brought down to our Master’s Degree courses
in our degree programme at JAMK University of Applied
Sciences [23].

Table 2. Competence Mapping to Courses

Cyber Security, Master's Degree | ECTS | KN[EA|ED|IV]ER|CT|LL
% | x

Security Management in Cyber Domain

Cyber Security Implementation in Practice X

Auditing and Testing Technical Security

w|wm|wn |,

Cyber Security Exercise XX

In our model the last course, Cyber Security Exercise, summarizes
the degree programme and promotes life-long learning
competence. The student, under the guidance of an educator, can
evaluate all the earlier competences in the exercise, run in a safe
learning environment.

Given table 2, the following chapters give examples as a case

study for the Cyber Security Implementation in Practice course
[24].

4.2 Learning Objectives
The learning objectives in our model are a double-edged sword. In
the ENAEE competence model, we have generalized competences
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that every engineer should possess. In NICE framework, we have
very specific tasks that competent personnel should handle in the
field of Cyber Security. The Learning Objectives in the course
description should have the best of both worlds.

Cyber Security Implementation in Practice course [24] has had
cryptography as a field of implementation: How are mathematical
algorithms are written in different computer languages and how
cryptographic material is stored and used in computer systems?
This learning objective is tied to two different work roles (as an
example) in NICE:

e Cyber Defense Analyst (PR-CDA-001)
o Knowledge of cryptography and cryptographic key
management concepts, KO019
e Communications Security (COMSEC) Manager (OV-MGT-
002)
o Knowledge of encryption algorithms, K0018
o Skill in using Public-Key Infrastructire (PKI) encryption
and digital signature capabilities into applications (e.g.
S/MIME email, SSL traffic), S0138
o Ability to manage Communications Security (COMSEC)
material accounting, control and use procedure, A0165

In the ENAEE competence model, these tie to Engineering
Analysis: how do the algorithms work and are written? The
understanding of what different dependencies computer systems
have in the written cryptographic libraries. They are also bound to
Engineering Design competence on how to manage the
cryptographic material in different computer systems and how it is
created, distributed and used within the organization. This is
summarized by the Learning Objective of Cryptography in
Computer Systems.



Thus, the KSAs that NICE framework presents are mapped to
learning objectives that are presented in the curriculum’s course
description in the learning outcomes -field.

4.3 Learning Situations & Assessment

Given student assignments should reflect the learning objectives.
In the Cyber Security Implementation in Practice -course, the
cryptography topic is further delved into with having lectures on
the subject, classroom implementations as step-by-step guides
followed by a research/implementation paper written on the
chosen topic by the student. The written paper is then peer-
reviewed and graded in the course by a fellow student. The
lecturer grades the paper, multiple peer reviewers grade the paper,
and the grade is then given for the whole assignment using a
mathematical equation agreed at the start of the course.

Lectures increase knowledge, but also by writing and peer
reviewing the student’s understanding is further enhanced. Step-
by-step classroom implementation enhances the theory into
implementation skills, and the given implementation or research
project enhances the ability to take this knowledge and skills into
use. Understanding of the phenomenon further enhances as the
students peer review each other’s work.

As stated earlier, the learning situations can be from lectures to
increase Knowledge and Understanding, to Investigations on
researching and writing research/implementation papers, however,
to enhance Communications and Team-working, full cyber
security exercises could be run by the degree programme.

The assessment should concentrate on the KSAs assigned for the
course and also be visible to the students in the course description.
Different taxonomies such as Bloom’s [25] or Solo’s [26]
Taxonomy could be used for assessing the levels of learning.

Technical competences were highly demanded in the background
literature [1] [2] [4]. Based on our experience, a technical cyber
range should be implemented to fully grasp the concepts of Cyber
Security. Individual laboratory exercises can, in our opinion,
develop the understanding and skills of some technical detail;
however, cyber security often covers the interdependency of
multiple technical details. Such interdependency, and resilience to
withstand problems facing that interdependency, can only be
taught in a realistic cyber environment, often called a cyber range.

At JAMK University of Applied Sciences in the Master’s Degree
programme [23], the competences are developed and can be
publicly viewed. In addition, different courses can be further
examined on what NICE KSAs they develop [27] [24] [28] [29].

Quality of the Degree programme should be monitored by the
Quality Program within the Education Organization. In the
European Union we recommend official accreditation programs
such as ENAEE EUR-ACE® -label.

5. DISCUSSION

As the need for cyber security expertise grows in the industry, the
need for an up-to-date degree program also increases. It is vital
that when building the curriculum, the degree program should use
some existing generally accepted framework researched from the
industry. As the field of cyber security is broad, these frameworks
help to focus on the learning objectives in the curriculum.

By providing good education on a well-established model, we can
provide students a with a well-organized study path and the
industry with clear visibility on the developed competences of the
student. Increasing the performance of both the student and the

industry.
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Thus, we have mapped the EQF framework into our curricula and
accredited one of the curricula by ENAEE, EUR-ACE —label. In
this research paper, we mapped the curriculum courses to NICE
framework to ensure that our degree programme is up-to-date and
the education meet the needs of the industry. NICE framework is
an extensive and multidimensional frame that can be used as a
guideline for scoping the degree program and to ensure that the
learning outcomes meet the industry demands.

Given the wide variety of different frameworks, some more
specified to cyber security than others, the terminology within the
frameworks overlaps, has different meanings and the
interpretation is left to the reader. One example is Knowledge
from the EQF which translates in ENAEE as Knowledge and
Understanding. Another is Abilities in the NICE Framework,
while EQF only recognizes Knowledge, Skills and Competence.

One inconsistency of the NICE Framework is that one singular
knowledge is too specific and another one is too broad. As an
example of this, the Knowledge of computer algorithms (K0015)
is very abstract. However, encryption algorithms do not count as
computer algorithms as they are categorized as a different
Knowledge’s (K0018)?

In our opinion, the knowledges expand from EQF level to another,
further deepening the students’ grasp of the concept. Thus, even
though it isn’t a part of the learning outcomes of a course, or an
item of assessment, it should not be completely discarded from
the course. This gives many interpretation problems for the
teacher of the course and might be seen as an inconsistency of the
degree programme.

In addition, some courses (e.g. the Cyber Security Exercise [27])
in the degree program, are so vast that they develop multitude of
different knowledge, skills and abilities. These cannot be all
evaluated within the course but are known to develop during the
course. These cases are problematic to describe in the course
description.

6. FUTURE WORK

Cyber Security is taught in the area of the EU; however future
research should be made to study different competence models
and course descriptions within those educational organizations.
We know that in the area of ICT the labor force can move
globally; hence, the research should also compare degree
programs between the EU and for example USA or Asia.

One aspect for the future research is also to study how the
students achieve the NICE KSA skills, brought down to the
degree programme by this model, by conducting a survey study
with the students attending the programme. In the survey, the
student experience of the learning outcomes could be measured to
reflect the NICE KSAs given for the course.

In addition, the workforce needs change based on the physical
locations of the education organization, thus maybe the
frameworks of describing cyber security workforce should
differentiate between the locations. Further market inquiries could
be made on how to match the industry needs of a location.
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The aim of this paper is to describe the process of how to develop course content for a new challenging and
emerging ICT technology in a higher education organization. The structure of the developed data analytics
(DA) and Artificial Intelligence curriculum (Al) as well as the contents of the courses will be presented
precisely. In spring 2017, the Institute of Information Technology at JAMK University of Applied Sciences
started to develop its competence in DA and Al. The lack of good and well-organized university level
education material and knowledge of the previously mentioned technology were the major challenges
during the development process. Basic and very high-level theoretical courses from DA and Al can be found
easily;, however, hands-on type implementation courses were missing.

Keywords: Artificial intelligence, Data analytics, curriculum courses, Big Data, emerging technology,
virtual courses

INTRODUCTION

Al has appeared in the field of ICT as an emerging technology in recent years, and the term seems to
be on almost everyone’s lips. High expectations have been set for Al, which has reached a level of maturity
where it can be applied to almost all industry areas.

JAMK University of Applied Sciences (JAMK) started in the spring of 2017 with the help of internal
funding to develop the expertise in data analytics (DA) and Artificial Intelligence (Al). The Institute of
Information Technology at JAMK has invested in developing and applying its expertise in DA and Al for
different areas and substances. The emphasis has been placed on the practical application of open source
DA and Al products, either based on available open data or on real business-based problems. The challenge
of bringing in the students to practice hands on work in the above-mentioned fields has been caused by the
lack of educational courses at JAMK. The research team's approach to learning things has been hands on
training, which has proven to be a very good solution. Knowledge has been gained precisely by doing,
because every object of both application areas differs in some way from another object. The application of
DA and Al differs significantly from the traditional use of program libraries in that the application of Al
requires a profound knowledge of the applicability of various machine learning (ML) methods and neural
networks to the problem to be solved. Knowledge of theory alone is not enough; developed Al methods
must be tested in practice. In addition to the practical hands on work of the research team, it was noticed
that the prolific knowledge can be transformed into courses that can be used in the future for university-
level teaching.



METHODOLOGY

Modern information technology, incremental computing power, and online digitalization have opened
new opportunities to utilize automatically collected and stored data from various sources. The exponentially
growing amount of data is referred to as a Big Data and the traditional software and tools are not anymore
applicable to process enormous amounts of unstructured data. Furthermore, the traditional computational
pattern discovery of data mining is replaced with modern data analytics, ML and deep learning (DL)
methods.

Al has existed over many decades, and the field is enormously wide (Goodfellow, 2016). Al can be
viewed as an umbrella term that contains ML and DL. The ML is a subset of Al; meanwhile, DL, in turn,
is a subset of ML (Fig. 1). The term DL refers to artificial neural networks (ANN) with complex multilayers
(Abiodun, 2018).

FIGURE 1
A VENN DIAGRAM SHOWING THE RELATIONSHIP BETWEEN Al TERMINOLOGY.

Artificial Intelligence

Machine Learning

Deep Learning

Respectively, data science/analytics is a relatively new industry, albeit the fact that its components have
been around for a long time. Venn diagram (Fig. 2) is used to understand that data science is a combination
of several disciplines. In this Venn diagram, the three components are hacking skills, math & statistics
knowledge, and substantive expertise (Conway, 2013), (Silver, 2018).

FIGURE 2
A VENN DIAGRAM SHOWING THE RELATIONSHIP BETWEEN DATA ANALYTICS/SCIENCE AND
OTHER SKILLS.
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Defining the data science/analysis skills is the split between substance and methodology which are
ambiguous and unclear in how to distinguish among hackers, statisticians, subject matter experts, their
overlaps and where data science fits. Therefore, a fully competent data scientist/analyst needs lots of
different kind of a very extensive skill set. JAMK’s approach to learning things has been hands on training,
which has proven to be a very good solution. Knowledge has been gained precisely by developing different
kind of applications and use cases. The application of DA and Al differs significantly from the traditional
use of program libraries in that the application requires a profound knowledge about the data and domain.
Knowledge of theory alone is not enough; developed DA and Al methods must be selected carefully and
tested in practice. In addition to the practical hands on work of the research team, it was noticed that the
prolific knowledge can be transformed into courses that can be used in the future for university-level
teaching. Due to the requirements of skills, the courses and contents have been derived from the developed
DA and Al applications and use cases.

RESULTS

Development process and Framework of education courses in DA and Al

JAMK has responded to the lack of practically oriented educational courses in the area of DA and Al
by introducing a 30-ECTS course offered by the Open University of Applied Sciences in autumn 2019. At
the curriculum course developed there has been used the hermeneutic circular method (Dickens, 1977). In
this case, by the literature review and general study from the area have been generated a general
understanding of the area applicable. After review phase the understanding have deepened through a series
of practical tests that have applied prior understanding of the area. In this way the curriculum frame has
been built through the in-depth knowledge through exercises. Furthermore, Cross-industry standard process
for data mining, known as CRISP-DM (Shearer, 2000) is an open standard process model that describes
common approaches used in data mining, data analytics and deep learning projects. CRISP-CM has been
used the map special skills and understanding using the developed framework to the specific curriculum
course.



The content of the courses is designed based on the experience gained by a research team in the past 2
years regarding DA and Al. The course table consists of seven different completely virtual courses. All
courses contain a lot of practical exercises, as is customary in Bachelor of Engineering type of education.
Figure 3. illustrates the Framework of course development, describing the operating environment, the
different sources and the working methods with which the courses have been developed. Based on the
field’s studies and different dataset, the Framework is applied and courses are defined to cover all needed

skills.

FIGURE 3
FRAMEWORK OF COURSE DEVELOPMENT

Fraud Detection
demo

Cources

Vectorflow neural
network and NASA
data

Projects

Stock market
prediction

Data
preprocessing

Project based learning with Industry based tasks

Big Data
environments

Predictive data- Open source studies

analytics for NASA
motor data

Data analysis of
Game Players

Data analysis

Field Studies | ™oy images Open d
pen data

Machine
Learning

Theories, frameworks, models

Deep
Learning

Future City
Challenge 2018 J
Project Work Bachelor Thesis

on Data
Analytics

Clickstream data- |f

analysis

Data analysisof e-
commerce data

Object and face
detection demo

Project Work
on Artificial ¥

Students’ practical training

Analysis of Intelligence
Earthquake data (A

Field studies

JAMK's Data Analysis and Artificial Intelligence website (Artificial intelligence and data analysis,
2020) has published an example application with source code and data sets for those interested in it. The
purpose of the sites is to provide information on applications, capabilities and examples of DA and Al that
anyone can test according to their own interests. The idea behind the application examples was to use
different kind of data and DA and Al methods as well as to find the core competencies of the development
of DA and Al applications.



At the field study of fraud detection demo we took the credit card fraud detection as a case by using
data classification based on neural networks. The focus of this field study was to recognize misuses of credit
card using the information of transactions where the timestamp and amount of money are not anonymized
(Credit card fraud demo, 2018). At vectorflow neural network and NASA data field study case, we tested
vectorflow neural network-based prediction of engine failure in NASA motor data (Vectorflow RUL
prediction demo, 2018). Furthermore, LSTM (Long short-term memory) neural network and Predictive
data-analysis are used to predict the engine failure base on NASA motor data (Reamaining Useful Life
(RUL) prediction, 2018) and (NASA motor data, 2018). In Predictive data analysis case, a linear regression
and perceptons are used to predict the engine failure. At stock market prediction field study, we tested stock
market prediction by using LSTM neural network to determine when to sell, buy or hold the specific stock
based on the next day's closing price (Stock market prediction, 2018). At reinforcement learning we took
the reinforcement learning method demo to teach worm movements in Worm game (Reinforcement
learning, 2018). At image autodecoder use case, the neural network has been applied as an encoder to
compress an image to floating point values. The decoder attempts to decompress their values back to an
image resembling the original image (Autoencoder example, 2018). At Speech to text field experiment,
speech to text translation where the learning scripts utilize the Tensorflow Dataset and Estimator APIs
(Speech to Text with Neural Networks, 2018). Data analysis of Game Players study, data analysis of
Battlegrounds players based on the movements and activities of players during the whole game duration
were analyzed. Clustering method was used to categorize players' activity and success (Player Unknown's
Battlegrounds data analysis, 2018). At case recognizing pneumonia from x-ray images we used
convolutional neural network (CNN) and transferred learning to recognize pneumonia with a small training
data set (Predicting pneumonia from chest x-ray images with convolutional neural network, 2019). At case
Image recognition demo, we use easy-to-use image recognition demos that work in a web browser. The
open sets were used to teach the neural network developed using Keras (library). The loading of the model
and the prediction were established by Tensorflow.js (Image recognition demos, 2020). At field study
Recognize the traffic congestion using Al, Al based traffic congestion recognition was used. The road
weather camera images of Finnish Transport Agency were fetched and the number of objects (cars etc.)
was calculated using the neural network. The number of objects is visualized as a heat map on Google Maps
(Traffic congestion demo, 2018). At field study LAM-data real time visualization, visualization demo
application showed how to use deck.gl and react-map-gl to visualize LAM traffic data from Finnish
Transport Agency’s open data API (LAM-data visualization, 2019). At field study Self-driving car in the
video game, the neural network is used to teach the self-driving car to drive independently on the video
game tracks (Computer driven car in a simulated environment, 2018). At field study Exploring generative
neural networks (GAN) we studied how neural networks can be used for creative purposes, such as
synthesizing images from scratch. We explored generative models as a method of enhancing and drawing
realistic human faces (Adversarial Generative models, 2018). At field study Future City Challenge 2018
JAMK, a student team made a proposal to the Future City Challenge (FCC) in Jyviskyld. The aim was to
embrace resource wisdom city (Future City Challenge, 2018). At field study Clickstream data-analysis,
clickstreams, also known as click paths, we study how the route visitors choose when clicking or navigating
through a web site. Using data analytics, we examined the online shopping clickstream associated with the
purchasing of products and sites from which Wikipedia has been accessed (Click path (Clickstream), 2018).
At field study Object and face detection demo, object recognition used neural network either from the still
images or video stream. Testing face recognition was integrated into the object recognition if the object is
recognized as a person. Furthermore, the object recognition was integrated into the Nao robot (Face
detection with TensorFlow object detection API, 2018). At field study Analysis of Earthquake data, data
analysis and 3D visualization of earthquake data were performed (Clustering earthquake data, 2018).

Research and Development and Co-operation with Students

At JAMK, R&D in DA and Al in project form has started to grow as the expertise increases. Project
preparation and application have been made possible by in-depth knowledge of DA and Al, both in theory



and in practice, which enables us to make good applications to different funders. R&D at JAMK can be
called applied R&D, which differs significantly from academic research in the university world. Applied
R&D uses fully open source products and tools, which means applying existing ready methods to business
problems. There is more academic and basic research in university research, going much deeper in
algorithms or neural network architecture as in the applied R&D. The emphasis has been placed on the
practical application of open source Al and DA products, either based on available open data or on a real
business problem. The application of Al has been facilitated by the introduction of Al libraries by various
commercial operators, perhaps best known as Google's Tensorflow (Tensorflow, 2020). In DA, the Python
programming language is selected due to its well-known capability in conducting scientific calculation.

A research team consisting of staff and students is responsible for developing JAMK's expertise in DA
and Al. Almost 20 Bachelor of Information and Communication Technology students have participated in
the research group by completing a training or thesis in the field of DA and Al Currently, 7 of them are
working at JAMK as project staff, either in artificial intelligence or data analytics projects.

Projects and project based learning

In the spring of 2018, projects funded by the European Regional Development Fund (ERDF) were
launched in the field of New Knowledge in Data Analysis and Business and Investments in a Data Security
Development Environment. The projects aim to add value and new innovations to enterprise dark data
through data analytics and machine learning methods. With the projects, the research team has built a secure
data analytics and machine learning development environment. The project participants form a cluster of
companies in the energy sector or closely related industries. The companies involved in the project are
Fingrid, Alva (earlier Jyviskylédn Energia), Landis+Gyr and C2Smartlight. The location of companies in
the same field of industry enables data analytics and its utilization and development throughout the value
chain: Production <-> Distribution <-> Consumption <-> Customers. The projects also include cases of
common interest between companies seeking to combine corporate data and find synergies. In addition,
JAMK has also carried out a research project directly funded by the National Defense Science Advisory
Board (MATINE): Using Artificial Intelligence to Detect Anomalies in Web Traffic. In addition to these
projects, JAMK uses a lot of project-based learning in teaching, where we have collaborated with several
companies and gained experience of the need for different environments for artificial intelligence and data
analytics.

Open source tools and data

JAMK has deliberately focused on using open source solutions, the release of which has accelerated
the development of artificial intelligence in recent years. In addition, these have allowed for the full
allocation of funding to skills development, without burdening licensing and software fees. Essential to
vendor independence is also the avoidance of the so-called vendor lock, i.e. commitment to one and only
cloud service or software provider.

The development of Al requires data to train ML models or neural networks. The amount of data can
be substantial depending on the application. The most used environments are cloud-based, where scalable
computing time, storage, and memory can be purchased. While the consumption of cloud computing,
storage and memory is compared and pricing may be quite clear, it is very difficult to predict the overall
cost in DA or Al projects. For example, when training a neural network, the cost of computing capacity
may come as a surprise. Another issue that has emerged in business collaboration is data security, security
and legal issues for cloud-based DA and Al environments. This has been the most common issue when it
comes to the disclosure of corporate data. Companies want a guarantee that data is stored properly, and
they may not want to put it in the cloud. An alternative is to build your own DA and Al environment. Costs
of your own computing environment may be high; however, after that the costs consist mainly of
maintenance and power consumption.



The clear challenge for practical implementation has been data, or indeed the lack of it. Both DA and
Al need to have enough data and preferably still, enough quality data. Without data you cannot optimize
DA algorithms or teach ML algorithms. For many companies, data sharing poses a challenge for three main
reasons:

1. Data informs about their critical business and the company does not dare to divulge their data
despite confidentiality agreements.

2. Data can be stored in many locations, meaning it is in multiple locations and very old systems,
which it may be very cumbersome to collect it.

3. Data quality may be poor; i.e. there may be many missing values, duplicate values or values that
do not exceed the rating scale. With such poor-quality data, it is almost impossible to make a good
ML model

DA and AI Curriculum Courses

During the curriculum development process, the staff and students co-operate as a team and develop
the ability to carry out concrete real-world DA and Al use cases. The diversity of the use cases provides a
strong insight how the curriculum must be structured, and what kind of knowledge has to be included (Fig.
3).

The ability and knowledge in DA and Al are well documented and refined to 30-ECTS education and
a part of the curriculum in ICT engineering education. The curriculum consists of the following courses:

e Data preprocessing, 3 credits

* Big Data environments, 5 credits

* Data analysis, 4 credits

*  Machine Learning, 5 credits

*  Deep Learning, 5 credits

*  Project Work on Data Analytics, 4 credits

*  Project Work on Artificial Intelligence (Al), 4 credits

The courses and the contents are derived from the field studies. Each field study is from a different
domain and each of them has their own challenges. The challenges are mapped using Framework of course
development to the specific course.

CONCLUSIONS

Precise knowledge of course contents has been gained hand on by doing, because every application of
DA and Al differs in some way. Furthermore, the process of DA and Al projects varies significantly from
a traditional ICT project as well as the use of DA or Al software varies from the use of traditional use of
program libraries. The application of DA and Al requires a profound knowledge of the applicability of
various ML methods and neural networks to the problem that is to be solved. Knowledge of theory alone is
not enough; DA and Al must be tested in practice.

This continuous and iterative process of curriculum development has now been refined and is offered
as 30-ECTS education in DA and Al which started in the fall of 2019 at the Open University of Applied
Sciences. In the first implementation, only 35 participants were accepted, and the course was full within
three minutes. The second enrolment started on 18 November 2019 with 100 study places and the course



was full within eight hours. The first 45 study places were reserved in about 2 minutes. In addition, JAMK
will launch a master’s degree program in Al and DA with tuition in English in the autumn of 2020.

In the field of technology, the rapid development of technologies presents challenges for keeping
teaching up to date. Basic research in the field of artificial intelligence has a long tradition, and we are now
at the stage where technology maturity allows for a large-scale application. Thus, artificial intelligence and
data analytics must be integrated into a modern engineering education. Educationally, taking over the
aforementioned technology is a major challenge. By following the model presented in this paper, the know-
how generated by practice can be generated into course structures. The use of the model is of prime
importance, especially in the field of applied engineering, where the course content must provide an
opportunity for the student to learn with hands on exercises and training,.
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