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Abstract

Industry 4.0 is largely data-driven nowadays. Owners of the data, on the one hand, want to get added value from the
data by using remote artificial intelligence tools as services, on the other hand, they concern on privacy of their data
within external premises. Ideal solution for this challenge would be such anonymization of the data, which makes the
data safe in remote servers and, at the same time, leaves the opportunity for the machine learning algorithms to capture
useful patterns from the data. In this paper, we take the problem of supervised machine learning with deep feedforward
neural nets and provide an anonymization algorithm (based on the homeomorphic data space transformation), which
guarantees privacy of the data and allows neural networks to learn successfully. We made several experiments to show
how much the performance of the trained neural nets will suffer from the deepening of the anonymization power.
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1. Introduction

Major players in the market of cloud-based services offer various smart analytics including artificial intelligence
(AI) and cognitive computing algorithms, tools and platforms for their individual and corporate customers. Such
analytics is often based on machine learning (ML) as a tool to train predictive models on the basis of data. Existing
ML-as-a-service (MLaaS) platforms require customers to disclose the data (needed for ML algorithms to learn) within
the service provider cloud storage premises [1]. Modern ML algorithms (e.g., deep neural networks) when dealing
with the potentially privacy-sensitive data can create potential security and privacy risks [2]. European General Data
Protection Regulation (GDPR) set up strict rules regarding the storage and exchange of personally identifiable data.
Good review on current and next-generation methods for federated, secure and privacy-preserving Al focused on
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medical imaging is presented in [3]. They noticed an unfortunate practice of the large-scale re-identification attacks
and that the sale of re-identified medical records is becoming a business model for some companies.

Nowadays, there are different approaches to address privacy and security issues using blockchain technology. In
their survey, Panarello et al. addressed these issues in relation with the Internet of Things (IoT) [4]. They pointed out
specific security and privacy vulnerabilities in the IoT, which can be addressed with the blockchain technology. Longo
et al. in [5] suggested special software connector, which can integrate the blockchain into the enterprise information
system, and proved that the blockchain fosters collaboration (allows companies to safely share information with their
partners with different levels of visibility) and reduces security and privacy (and generally trust) issues in a supply
chain. Current blockchain-based deep learning solutions (to be able to preserve accuracy) require essential increase in
end-to-end latency, mining time, computation and communication costs [6]. In their review, Lisin & Zapechnikov
discuss two groups of privacy-preserving ML approaches: cryptographic (homomorphic encryption, garbled circuits
or cryptographic protocols, order-preserving encryption and secure processors) and perturbation (adding special noise
either to the input data, to the output data or to the model training) [7]. The choice of the appropriate method depends
on the context of a particular problem and the level of requirements to privacy and to the available resources. There
are also attempts to learn data distribution from the available dataset with sensitive data in a way that learned
distribution preserves privacy and enables generating artificial data samples from the learned distribution for further
ML without worrying on privacy. For example, in [8] authors suggest using the capabilities of the Generative
Adversarial Network basic architecture and its variants to serve as a data generation model.

There is still a need for new privacy-preserving solutions on how to apply deep ML algorithms to encrypted data,
train classifiers (predictors), make encrypted classifications (predictions), and, finally, return the results of
classification (prediction) in encrypted form back to the original data owners. Special demand is how to preserve the
quality of classification (prediction) made on top of encrypted data. In this paper, we focus on the problem of
supervised machine learning with deep feedforward neural nets and provide an anonymization algorithm, which
guarantees privacy of the data and allows neural networks to learn efficient classifiers.

The rest of the paper is organized as follows: in Section 2, we extend the summary of related work; in Section 3,
we introduce the problem to be solved; in Section 4, we describe our approach and the algorithm; in Section 5, we
report on experimental evaluation of the features of the proposed algorithm; and we conclude in Section 6.

2. Related work

The digital transformation trend with extensive exploitation of data enables new industrial models like the Industry
4.0 and underpins the emergence of a new data-driven economy. With the integration of modern IT into industrial
world many new business opportunities can be envisioned. The technical challenge for these opportunities would be
enabling correct and efficient analysis of the large amounts of data produced by factories and their large sensor
networks. ML as a technology has progressed a lot during the last few years, however, the legal aspects of the
collection and processing data (such as privacy concern regarding personal data) has been neglected. Nowadays the
potential of the ML models is essentially limited by the strict privacy regulations. The actively discussed radical
scenario, i.e., “the right to be forgotten” [9], is related to complete removing (aka “forgetting”) personal (sensitive)
data and information from automated processing if requested by an individual. Potential negative impact of such
scenario for ML is studied by [10], i.e., the deletion of existing data, would be the loss of model performance.

There are several popular instruments for privacy protection, such as k-anonymity [11], I-diversity [12], t-closeness
[13] and differential privacy [14]. In spite of that fact that these techniques are known to improve the anonymity
protection against attackers with different background knowledge, however, as argued in [15], they all have some
common defects, e.g., questionable applicability in deep learning scenarios. However, industry still recognizes
differential privacy as a practical standard for privacy protection. Four major applications of differential privacy in
cyber-physical systems (together with open issues and remaining problems) has been reported in [16], which are
energy systems, transportation systems, healthcare and medical systems, and industrial internet of things. Enhanced
definition of differential privacy in conjunction with non-randomizing anonymizing strategies applied to the industrial
medical internet of things has been reported in [17], which allows the formulation of privacy conditions over the
evolving set of features. Hou et al. in [18] propose a differential privacy protection method (aiming a balance between
privacy protection and utility). Differential privacy enhanced with semantic privacy has been reported in [19] in the



Anastasiia Girka et al. / Procedia Computer Science 180 (2021) 867-876 869

context of location privacy preservation for road networks. Zheng & Cai in [20] adopt the differential privacy concept
for the problem of a privacy-preserved data sharing in industrial internet of things. Chamika et al. in [21] introduced
a framework to address privacy and trustworthiness of the Industry 4.0 data by merging differential privacy, federated
ML, blockchain, and smart contracts and they tested the feasibility of the framework using simulations. As noticed in
[22], industrial data is often neither centralized nor shared, and the lack of massive public datasets leads to overfitting
and low performance of the learned model. The emerging federated learning over distributed datasets is an emergent
need. However, as noticed in [23], adversaries can still exploit the shared parameters and compromise such industrial
applications as auto-driving navigation, wearable medical electronics, industrial robots, etc.

Deep learning is becoming popular due to its remarkable accuracy when trained with a massive amount of data,
such as generated by IoT. However, as argued in [24], deep learning algorithms tend to leak privacy when trained on
highly sensitive crowd-sourced data and they suggest adding a randomization layer before data leave the data owners'
devices and reach a potentially untrusted machine learning service. For similar purposes, Alguliyev, Aliguliyev &
Abdullayeva in [25] suggest architecture with modified sparse denoising autoencoder to perform transformation of
data before giving it to a convolutional network for classification.

Summarizing, we admit that the vulnerabilities and new attacks on privacy evolve faster than corresponding
protection does; therefore, new approaches for privacy protection are still needed. In this paper, we suggest addressing
the privacy vulnerabilities of deep neural networks by using other deep learning networks (enabling anonymization
as an invertible functional encryption) as a tool for safe, secret, fast and ML-tolerant data transformation.

3. Problem description

Assume that some company has collected data from its processes. The data also contains sensitive information
about the personnel, customers (patients, etc.). This company wants to get some added value from the data but cannot
afford expensive AI/ML resources within its own premises. Popular option would be to use external clouds (provided
by, e.g., Microsoft, IBM, Google, Amazon, etc.), which provide solid MLaaS. Ordinary practice is that the data has
to be placed within this remote cloud before the actual processing starts. ML tools of the cloud process the data, and,
as a result, there will be trained model(s). Derived models may be stored and remain available in the cloud for the
remote queries managed by the data owner. This traditional practice is not safe regarding the personal data privacy
and derived knowledge ownership and does not fit current requirements, concerns and laws regarding personal data.

The data owner may apply some “naive” or “weak” anonymization technique while preparing sensitive data for
the remote storage and processing. The “weakly” anonymized data is placed into the remote cloud. This would be
much safer, but is it really safe? In some cases attackers may use publicly available data from elsewhere and also Al
tools to uncover (re-identify) the sensitive information from “weakly anonymized” data or, even if the anonymized
data itself is safe within the remote cloud, can one be sure that the knowledge (models trained by ML tools) will make
any sense for potential use? Assume that we finally got the anonymized data and anonymized models derived from it.
Now we need our (data owner) applications to be capable of sending anonymized queries to the models and get the
anonymized responses, but such ones that (when “unlocked” in the safe place) will make sense for the applications as
expected. Weak or "naive" anonymization is insufficient for both: safety of the private data and for the applicability
of the derived knowledge models from such data. Key objective: Therefore, we intend a set of “Smart Anonymization”
techniques (Smart Privacy Guardian) capable of not only protecting the privacy of the data but also enabling remote
AI/ML tools (MLaaS) from untrusted clouds to capture applicable and protected models out of it.

4. Smart Privacy Guardian
4.1. Homeomorphic Data Space Transformation

Topology is a mathematical field that studies homeomorphism (topological isomorphism) as a continuous function
between topological spaces that has a continuous inverse function. In his popular blog [26], Olah described the
connection between topology and deep neural network learning. He argues that each fully-connected layer of a
feedforward deep neural network stretches and squishes the space (defined by input vector of data), but it never cuts,
breaks, or folds it, which means that it preserves topological properties of the data space. He proved a theorem that
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states: each neural network layer with the same number of inputs and outputs and continuous activation functions for
the neurons is a homeomorphism, if the corresponding square weight matrix is invertible (i.e., non-singular).

We would like to use the topology-preserving transformation of the original data as a kind of anonymization
technique, which uses multilayered neural network to hide (by replacement, which uses appropriate secret-key-
matrices multiplication and activation function at each layer) the sensitive or private data samples but still enables
potential classification model to be learned on the basis of the anonymized data. For the original k-dimensional data,
the input vector (at each layer) will be multiplied with the randomly selected non-singular “secret key” k£ x k matrix
and then activation function will be used. What is the role of activation function in anonymization? Assume that some
of the original data samples with their attributes have been leaked (e.g., openly published by their owners). This would
mean that potential hacker, partially knowing the original and the anonymized data, may try to uncover the
anonymization key matrices. One may see that a simple matrix key (one layer without activation function) applied on
top of k-dimensional data for anonymization, will be vulnerable given leak of at least & samples of data with their
attributes. It would be worth trying yet another key (“hiding order” of dimensions) and now lock it again
(homeomorphism) as before. Now the task is much more problematic for a hacker, even if there is a leak of data. Now
(for k-dimensional data) the complexity of previously introduced problem for a hacker will grow k! times (because in
the worst case scenario, he must try all possible permutations of k& dimensions while uncovering the rest of secret
information). Finally, we can also add non-linearity (some invertible activation function, e.g., sigmoid or hyperbolic
tangent) as additional protection. This allows using many similar keys (additional security layers) because:
o(AxB)#06(A)xa(B). Let us consider all these anonymization stages in detail in the next subsection.

4.2. Anonymization Algorithm

We describe the algorithm and synchronously follow and illustrate a simple example. The task in the example is to
anonymize the original simple two-dimensional dataset with two numeric input attributes X1 and X2 and one output
attribute Y (class label with two possible values Green or Red); the dataset has eight labelled data samples as shown
on the left-hand side in Figure 1.

Stage I: Data normalization

We begin with data normalization. Here we normalize the numeric attributes (vector X) of data by transforming
their values to fit into the interval [-0.5, 0.5] (Figure 1). Notice that we save the MIN and MAX values for each
attribute of the original data, and these values will serve as the first set of anonymization keys (keys may be used later
to make the same transformation for the new testing data samples). [-0.5, 0.5] interval is chosen in order to make data
suitable for potential application of such activation functions like sigmoid or hyperbolic tangent.

Stage 2: Hiding (“normalizing”) the class labels

Here the class labels are hidden with a secret key (i.e., also “normalized” in a way): Red = 1, Green = 2(Figure. 2).
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Fig. 1. Result of data normalization in the example. Fig. 2. Hiding (masking) the class labels.
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Stage 3: Hiding the order of data samples

On this stage, we change (lock or hide) the original order of the data samples with yet another secret key as shown
in Figure 3).

Stage 4: Hiding the order of dimensions (data attributes)

We change and hide the order of columns in the dataset according to the new secretly generated key (Figure 4).
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Fig. 3. The result of changing and locking the data samples order. Fig. 4. Hiding and locking the order of attributes.

Stage 5: Homeomorphic data space transformation

This is a stage where attribute matrix is multiplied by a non-singular weight matrix, which is a new secretly
generated key (Figure 5).

Stage 6: Adding secret bias

Randomly generated vector (as a secret key) is added to the attributes’ values of each data sample (Figure 6).
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Fig. 5. Demonstration of the homeomorphic data space transformation. Fig. 6. Adding a bias vector (as a secret key) to the data.

Stage 7: Applying activation function

Now an invertible continuous activation function will be applied. In the example, the hyperbolic tangent is applied
to the data attributes’ values as shown in Figure 7.

We have completed one-layer anonymization (which could be enough in many cases). Comparison of the original
dataset with the anonymized dataset is presented in Figure 8. In Figure 9, one may see how the query (i.e., test sample)
is addressed in the original dataset and (after being anonymized) in the anonymized dataset, i.e., the class label (Green)
is discovered correctly and kept in the encrypted form (as “2”) until unlocked in a safe place.
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Fig. 7. Applying activation function (hyperbolic tangent in this case). Fig. 8. Dataset before anonymization and after it.

Notice: stages 5, 6 and 7 (if necessary) can be recursively performed several times producing more keys and adding
more protection. One may notice (Figure 10) that this kind of multi-layered (or deep) anonymization is equivalent to
applying a deep neural network with, e.g., hyperbolic tangential layers and “frozen” weights and biases (aka keys),
which make the whole process easy to implement using existing tools.

All the layers (starting from the vector of original k-dimensional data and ending with the vector of anonymized
data) have the same size of k neurons.
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Fig. 9. From anonymized query to anonymized class label. frozen weights and biases (secret keys) and invertible activation.

Regarding the security of such anonymization solution, let us consider the unlikely worst-case scenario. Assume
that due to a huge leak, a hacker knows almost everything about the original dataset and also, he got access to the
anonymized data. Assume also (almost impossible) that he uncovered the correct order of samples in the dataset as
well as the correct order of attributes. Now he wants to break the homeomorphic protection (i.e., uncover the
transformation matrices and biases by solving the set of complex nonlinear equations). If he does this computationally
huge task, then he can uncover the remaining part of the original data. Each additional layer of defense produces
unknown variables (transformation matrix values and bias vector values) to the hacker’s set of equations, however, if
the number of data samples in the dataset, then the hacker will have enough equations to succeed. Therefore, for
complete protection (i.e., even with all the data leaked (almost impossible scenario), the keys cannot be uncovered
unambiguously), more layers are needed. Minimum number of layers for complete protection (assuming even 100%
leakage) is as much as, for example, complete (theoretically unbreakable) protection of the 10-dimensional dataset
with 10000 samples will require 91 protection layers.
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5. Use-case description and experiments

In order to prove a concept, we demonstrate two different deep learning use-cases: classification problem and time-
series prediction problem. All experiments were conducted with Python 3.7.4 and Keras 2.3.1 API for deep learning
with TensorFlow 2.1.0 backend, on a GPU server with CentOS Linux 7 and with the following technical
characteristics: Intel X86-64 architecture-based GPU-box with two GeForce GTX 1080Ti graphics cards, GCC
v.7.3.0. Min-Max normalization was applied in both cases. The anonymization was performed by inserting additional
non-trainable layers to the NN architecture, which hyperparameters were chosen with a grid search. Non-trainable
layers were implemented with Keras Dense layer with default setting, which “trainable” attribute was set to False (let
us call such a layer as “a frozen layer” onwards). Several activation functions were probed, as well as different number
of frozen layers have been tested. Non-trainable Dense layer with certain activation function serves for multiplication
of the matrix of input dataset by the matrix of weights. The weights of the Dense layer are initialized by default with
‘glorot_uniform’ kernel initializer, biases are set to zeros, an activation function provides a non-linearity to the
transformation. Hyperbolic tangential, sigmoid, and exponential activation functions were probed for the frozen
layers. ReLU activation function is not suitable for the frozen layers, because the transformation with ReLU is not
invertible.

5.1. Classification Problem

Classification problem is demonstrated on UCI repository dataset (https://archive.ics.uci.edu/ml/ datasets/seeds),
which contains 210 data samples each belongs to one of three different varieties of wheat, there are seven real-number
attributes in the dataset. Model hyperparameters were defined as follows: activation functions for dense hidden layers
(tanh, sigmoid, exp, ReLU); optimizers: (SGD, RMSprop, Adagrad, Adam); learning rates (0.1 and 0.01); number of
neurons in hidden layers (from 8 to 13); number of additional hidden layers (from 1 to 3); batch size (1, 10, 21, and
70).

Loss function applied: categorical crossentropy. During the grid search early stopping was applied with following
parameters: monitor ='val loss', min_delta=0.0001, patience = 80, mode ="'min'; and adapting learning rate technique
ReduceLROnPlateau (monitor = 'val loss', factor = 0.1, patience = 10, min_delta = 1E-7). Validation split was set as
0.2. Data were normalized with the min-max normalization. Accuracy was estimated with five-fold cross-validation
(CV). As aresult of the grid search the maximum accuracy value was found to be 94.76% +/- 2.33% for the following
hyperparameters of the fully-connected layers and training (time to train five models for five CV folds: 17 sec):
activation function for hidden layer: hyperbolic tangential; Optimiser: Adam; Learning rate: 0.1; Number of neurons
in a hidden layer(s): 8; Number of hidden layers: 1; Batch size: 10.

5.2. Time-series prediction problem

Time-series prediction problem is demonstrated on machinery sales forecasting actual data. The dataset consisted
of monthly sales records, 44 records altogether. Sales for three competitors served as predictors. Competitors were
chosen based on correlation matrix and their sales (for two adjoint classes of machinery) served as predictors, as well
as sales of target manufacturer adjoint classes (lower and higher) since there was a possibility of overlapping of the
classes for some manufacturers. Competitors’ sales values were summed up as follows: competitor A sales for
January for lower machinery class summed up with competitor A sales for January for actual machinery class and
summed up with competitor A sales for January for higher machinery class. There were five predictors altogether:
three for competitors and two for actual manufacturer (adjoint classes). Root mean squared error (RMSE) has been
used as a model evaluation metric. Evaluation was performed with the CV technique, namely walk-forward CV aka
time-series split, and one sample shift resulted with 18 splits. Training subset contained 21 sample, validation and
testing subsets contained 12 samples each. The problem has been defined as a forecasting of sales for three months
based on sales for the previous six months. The problem requires transformation of dataset so that a neural network
receives six data samples at once, then a shift on one sample is done. Therefore, 21 samples turn into 12 and 12
samples turn into three. Due to the small amount of data available, the size of the neural network was kept minimal:
two hidden LSTM layers, each with number of units equal to number of predictors (11). A grid search has been
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performed in order to define an optimal activation function, optimizer and the learning rate. Probed values are:
activation functions (sigmoid, tanh, ReLU); optimizers (SGD, RMSprop, Adagrad, Adam); learning rates (0.1 and
0.01).

5.3. Interpretation of experiments

The conducted experiments demonstrated the technical approach for anonymization: it can be performed by
inserting additional layers to original NN. The results of the experiments are similar both for multilayer perceptron
NN and for LSTM NN. Important results are collected and illustrated in Table 1.

The performance of the models (see Figure 11 and Figure 12 within Table 1) with additional frozen layers is slightly
lower than the performance of the original model without frozen layers, however, mean values still lay in the range of
standard deviation of the original model performance mean value.

Training of the models with additional frozen layers requires more epochs (about 10% more epochs) as can be seen
in Figure 13 from Table 1, and it takes more time (from 1.5 to 2.5 times longer training) as illustrated in Figure 14
from Table 1.

It is notable, that there is no explicit dependence between the number of the frozen layers and performance, number
of epochs, and time to train the models.

Exponential activation function appeared to be not suitable for the more than two frozen layers of LSTM NN:
already with three frozen layers the RMSE value increases significantly and with more frozen layers predicted values
go infinity as well as RMSE value. Increasing a learning rate from 0.01 to 0.1 does not solve the problem in general,
however it remains valid only for some splits.

6. Conclusions and Future work

Privacy of sensitive data in industry in general and Industry 4.0 in particular remains in the focus of academic
community. The importance of the challenge is increasing due to the Covid-19 crisis (companies start monitoring also
the private health records of their workers to stop spreading the pandemics). ML applied on top of collected data
creates important added value for the companies and in the same time raises the privacy concerns, especially if the
sensitive data is processed within remote clouds.

Smart Privacy Guardian concept offers a reliable and accessible solution to save privacy of data processed by
MLaaS platforms. In this paper, we take the problem of supervised machine learning with deep feedforward neural
nets and provide an anonymization algorithm (based on the homeomorphic data space transformation), which
guarantees privacy of the data and allows neural networks to learn successfully.

We made several experiments to show how much the performance of the trained neural nets will suffer from the
deepening of the anonymization power. The limitations of the proposed approach are due to the basic settings of the
Olah theorem [26], which requires the same amount of neurons at input layer and at the anonymization layers to keep
the homeomorphic transformation while locking the private data. In addition, the anonymization layers must contain
only invertible and non-linear activation functions (e.g., tanh or sigmoid) to guarantee homeomorphism. However,
after the anonymization procedure, one can use wider networks, which will further learn (e.g., a classifier) based on
the anonymized data. In addition, the approach promises quite high and controllable level of protection, which would
be unfeasible to break.

Practical part of the paper demonstrated implementation of homeomorphic data space transformation for two types
of NNs, namely Multilayer Perceptron and LSTM, with additional frozen layers. The conducted experiments revealed
no decreasing performance with homeomorphic transformation introduced and no dependency between number of
frozen layers and training time. This proves that presented approach of data anonymization with Smart Privacy
Guardian can be integrated into the existing software and hardware solutions and, thus, can be widely adopted and
bring benefit from ML everywhere it can make a value.

Future work includes experiments with frozen layers for all other activation functions provided by Keras library,
as well as experiments with bias. In order to get more persuasive conclusion on an influence of frozen layers on
training time it is worth to try them with a deep learning model that contains itself more layers and take relatively
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longer time to train. In addition, other stages of anonymization algorithm (see Section 4.2) require an experimental
investigation of their influence on model performance and training process.

Table 1. Results of the experiment.

Classification Time series prediction

Performance

RMSE VS nbr of fr.layers

Accuracy VS nbr of fr.layers

---- without frozen layers
---- without frozen layers

st.dev. range for acc. 0.45 st.dev. range for RMSE
+ act.f. tanh + act.f. t?“h ’

act.f. sigmoid 0.40 actf. sigmoid
== act.f. exponential T = m= act.f. exponential

ccuracy for 5

Mean RMSE for 18 folds CV

f L1 4]
.
1 2 3 4 s 1 2 3 4 5 6
Number of frozen layers Number of frozen layers
Figure 11: Mean accuracy against number of frozen layers Figure 12: Mean RMSE value for the models trained with different
for fthree activation functions compared with the mean accuracy number of frozen layers and different activation functions compared
for the model trained without frozen layers. with the mean RMSE value for a model trained without frozen layers.

Number of epochs

AVg./EROChs BT VSN ok T ayers Avg. epochs nbr VS nbr of fr.layers

---- without frozen layers
st.dev. range

I == act.f. tanh

- without frozen layers
st.dev. range
= act.f. tanh
600 act.f. sigmoid
== act.f. exponential

act.f. sigmoid
- == act.f. exponential

>
O
in

Avg nbr of epochs for 18 CV fold

|
|
- —

Number of frozen layers Number of frozen layers

Figure 13: Average number of epochs to train models with different activation function of frozen layers against number of frozen layers and
comparing with average number of epochs to train a model without frozen layers for five CV folds.

Training time

Cumulative training time VS nbr of fr.layers

Cumulative training time VS nbr of fr.layers ---- without frozen layers
—&— act.f. tanh

act.f. sigmoid
—8— act.f. exponential

---- without frozen layers
—8— actf. tanh

act.f. sigmold
~m- act.f. exponential

for all

Number of frozen layers Number of frozen layers

Figure 14: Cumulative training time for models with different activation functions of the frozen layers for all five CV folds and different
number of frozen layers against number of frozen layers, comparing to cumulative training time of the model without frozen layers
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