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Abstract: There are currently many research projects underway concerning the intelligent transport system (ITS), with the
intent to develop a variety of communication solutions between vehicles, roadside stations and services. In the near future,
the roll-out of 5G networks will improve short-range vehicle-to-vehicle traffic and vehicle-to-infrastructure communications.
More extensive services can be introduced due to almost non-delayed response time. Cyber security is central for the usa-
bility of the services and, most importantly, for car safety. The Controller Area Network (CAN) is an automation bus that was
originally designed for real-time data transfer of distributed control systems to cars. Later, the CAN bus was developed as a
universal automation system for many automation solutions. One of its characteristics is that bus traffic is not supervised in
any way due to the lack of timing of control. In other words there are no authentication mechanism. This article highlights
different approaches and their usability to reveal the car’s CAN bus malfunctions. The study complements earlier studies on
the safety of vehicles in the CAN bus. Based on the test results, practical methods can be evaluated to detect changes in CAN
bus traffic, such as targeted cyber-attacks. The article is based on the results of a study on the cybersecurity of cars conducted
at the University of Jyvaskyla (AaTi study). Initially, the AaTi study attempted to identify the message content of the bus and
to detect interferences via the Neural network solution. However, the problem with the neural network was the computa-
tional performance required and the lack of prediction accuracy. After that the study was focused on experiments that were
based on the arrival times of control messages, that is, their timing-based intrusion detection. In this sense the research did
concentrate on kernel density estimation, one-class support vector machine solution, absolute deviation method and cate-
gorization. Due to methodological challenges, a method for detecting intrusions based on statistical processing of message
traffic was ultimately developed as an outcome of the study.

Keywords: cybersecurity, car, CAN bus, intrusion detection

1. Introduction

The term intelligent transport systems (ITS) refers to using roadside infrastructure and communication solutions
for improving traffic flows and making traffic safer. In order to realize the perquisites for smart traffic, current
national and international research projects are focusing on the development of platforms for weather, security
and geolocational solutions. These include test environments for real-time road weather reports based on loca-
tion data as well as for ITS cyber security. (Finnish Meteorological Institute, 2017)

Service usability is closely linked to cyber security, in which taking care of vehicle cyber security can be seen as
a primary objective. CAN bus is a network solution originally developed for real-time communication in distrib-
uted automotive control systems, such as in engine control units, ABS brakes and drivetrains. (Alanen, 2000)

CAN bus later evolved as a general-purpose automation solution to accommodate other use cases in addition to
automotive use. The real-time requirement makes minimizing network delays one of the main principles of CAN-
bus functionality. This optimization also leads to design decisions that excluded many safety mechanisms, in-
cluding authentication. These features make CAN bus implementations vulnerable to several types of attacks,
including network traffic forgery, unauthorized access to data and denial of service attacks. As the growing use
of automation means also the growing use of network connectivity, the attack surfaces in vehicles can be divided
into two groups: surfaces that can be exploited remotely and surfaces requiring physical access. Because of
development of intelligent transport systems and smart traffic the need of remote connections will grow even
more in the future as ITS develops further. Vehicle network security research has emerged in past years, espe-
cially after the inherent vulnerabilities in commonly used technologies have been realized.

The purpose of this article is to present different approaches and their abilities to detect anomalies in vehicle

CAN buses. Based on the results of this study, methods plausible for real-world scenarios are proposed. The
ultimate goal of the study has been to develop real-time situational awareness methods for automation systems.
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This report is based on a study (AaTi) conducted at the University of Jyvadskyla, which concluded on 30 September
2018.

In addition to the chapters dealing with introduction and the CAN bus description, the paper includes a short
description from other relevant vehicle studies and explanations from the methods used in the AaTi study to
detect harmful bus traffic and the results obtained from their use. The conclusion chapter includes the summary
of the AaTi study.

2. The CAN bus

2.1 The CAN Standard

The CAN communications protocol, ISO-11898: 2003, describes how information is passed between devices on
a network and conforms to the Open Systems Interconnection (OSI) model, which is defined in terms of layers.
Actual communication between devices connected by the physical medium is defined by the physical layer of
the model. The ISO 11898 architecture defines the lowest two layers of the seven-layer OSI/ISO model as the
data-link layer and the physical layer, shown in Figure 1 (Corrigan, 2016).
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The application layer establishes the communication link to an upper-level application specific protocol such as
the vendor-independent CANopen™ protocol. This protocol is supported by CAN in Automation (CiA), the inter-
national users and manufacturers group. Many protocols are dedicated to particular applications, such as indus-
trial automation, diesel engines, or aviation. (Corrigan, 2016)

Figure 1: CAN bus in the OSI/ISO model

2.2 CAN message and frames

The four different message types, or frames (see Figure 2, CSS Electronics, 2018), that can be transmitted on a
CAN bus are the data frame, the remote frame, the error frame, and the overload frame.
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Figure 2: CAN bus message
CAN bus frames: (Corrigan, 2016)

The data frame

The data frame is the most common message type, and comprises the arbitration field, the data field, the CRC
field, and the acknowledgment field. In Figure 2 the arbitration field contains a 29-bit identifier (or 11-bit iden-
tifier) and the RTR bit, which is dominant for data frames. Next is the data field, which contains zero to eight
bytes of data, and the CRC field, which contains the 16-bit checksum used for error detection. The acknowledg-
ment field is last.
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The remote frame

The intended purpose of the remote frame is to solicit the transmission of data from another node. The remote
frame is similar to the data frame, with two important differences. First, this type of message is explicitly marked
as a remote frame by a RTR bit in the arbitration field, and second, there is no data.

The error frame

The error frame is a special message that violates the formatting rules of a CAN message. It is transmitted when
a node detects an error in a message and causes all other nodes in the network to send an error frame as well.
The original transmitter then automatically retransmits the message. An error mechanism in the CAN controller
ensures that a node cannot tie up a bus by repeatedly transmitting error frames.

The overload frame

The overload frame is mentioned for completeness. It is similar to the error frame with regard to the format,
and it is transmitted by a node that becomes too busy. It is primarily used to provide for an extra delay between
messages.

2.3 CAN bus arbitration

Arbitration is a mechanism for conflict resolution between network nodes. When the network path is free, any
of the nodes in the network can start the message send process. If another node also wishes to send at the same
time, the order of the transmissions is decided using a bitwise arbitration mechanism. During arbitration, both
nodes start their transmission. The transmission starts with a start bit, followed by an id field (identifier, CAN-
ID). The sending order decision is made based on the value of the id field and the other node or nodes discon-
tinue their transmissions. The messages are sent ordered by priority, where the zero value is dominant. In prac-
tice this means that if a node currently sending a bit with a value of one sees that another node is sending a zero
bit, it backs off. In other words, it discontinues its own transmission, forfeiting its turn to the node sending the
dominating bit. In practice the message with the smallest decimal id value has the highest priority. (Johansson
et al., 2005)

From the viewpoint of attacks, this mechanism enables denial of service attacks. As an example, sending large
guantities of forged messages having an id value of zero.

2.4 CAN bus pros and cons

CAN bus was designed for maximal speed and reliability. At the technical level this mean, among other aspects,
that the network communication uses a provider—consumer model instead of the common sender—receiver
model. The second feature aiming for performance gains was the lossless bus arbitration described above. (Voss
and Comprehensible, 2005)

Improving the reliability of the data transmitted between the nodes was achieved with a mechanism that insures
the integrity and timeliness of the messages. These mechanisms are based on bus arbitration, using checksums
checking the payload and resending failed messages. (Voss and Comprehensible, 2005)

Based on these design decisions, CAN bus is effectively a broadcast network, where any node can send a mes-
sage and all nodes are listening to the network and reacting to the messages they are interested in. The only
thing the recipients check is the protocol correctness of the received message. (Voss and Comprehensible, 2005)

CAN bus speed is 1 Mbit/sec, which these days does not seem fast. Yet for transmitting short messages and
having an effective collision avoidance mechanism, CAN bus is more suitable to be used in real-time applications
than connected protocols such as TCP/IP, even if those would be using greater transmission speeds. (Voss and
Comprehensible, 2005)

With further development the CAN bus has became a dominant technology for the data transmission of vehicle
basic functions. During the last two decades the number of electronic systems in vehicles has increased and at
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the same time they have become more complex. CAN bus vulnerabilities can be traced back to design decisions
described above, the most significant of these being the lack of authentication mechanism. The receiving entity
does not have any mechanism to verify the origins of the received message or the validity of the data received.
In other words, the control unit does not have a mechanism to detect message forgery. This characteristic makes
vehicle CAN busses vulnerable to attacks, such as message forgery, unauthorized data use and denial of service.
The DoS vulnerability can be exploited by sending a large number of high priority messages. These attacks can
affect the vehicles systems in such a way as to cause loss of control, incorrect functionality, premature wear or
rendering the vehicle unable to function at all. (Carsten et al., 2015)

2.5 Attack surfaces

The taxonomy of CAN bus attack surfaces is usually divided into two parts: remote exploits and exploits requiring
physical access to the CAN bus. In addition to this, some researchers have expanded the use of physical connec-
tions by constructing experiments that enable man-in-the-middle type of attacks on the CAN bus (Lebrun and
Demay, 2016).

Physical connection to a CAN bus is not technically complex to achieve. The simplest physical connection can be
implemented through the vehicle’s diagnostics port. This approach does not require any alterations to the vehi-
cle in question. The limitation of this approach is the amount of network data observable at this point of entry,
depending heavily on the make and model of the vehicle. CAN bus traffic seen through the diagnostic port is
restricted by segmenting the network. These limitations can be avoided by choosing another point of entry from
the desired segment. In most cases this approach requires alterations to the vehicle’s wiring harnesses, because
segment-specific connectors are rarely implemented in production vehicles.

Remotely exploitable attack surfaces that would have a direct effect on the vehicle’s physical functionalities are
usually more challenging to exploit. In practice, this normally means a multistage attack where the attacker first
has to find a vulnerable and remotely accessible service to gain a foothold. As an example, this kind of service
can be found from the vehicle telemetry or infotainment systems. After gaining a foothold on one of the con-
nected systems, the attacker needs to find a way to gain access to another system that has connectivity to the
more critical segments of the vehicle’s CAN bus. This type of attack has been successfully conducted by some
vehicle security researchers (see Miller and Valasek, 2013).

3. The AaTi study

3.1 Previous research

Wolf et al. (2004) found that vehicle networks are open and for this reason vulnerable on many levels. The
attacker can exploit vehicle wireless connections and networks. Wolf et al. (2007) continued their work in an
article where they were attempting to form a full picture of the current situation of automotive electronic sys-
tems. This article listed commonly used automotive systems and their properties, including details about com-
munication and cryptography.

The possibility of cyber-attacks as a subject of scientific articles became more prevalent around a decade ago.
At that time, the articles started to touch on the subject of, among other things, how to protect vehicles for
possible attacks (Larson et al., 2008).

A research group consisting of researchers from the University of Washington and the University of California,
San Diego conducted a system security analysis through experiments on a passenger vehicle. This article was
aiming for a comprehensive security analysis of a vehicle system rather than an analysis of individual devices.
The article also proposed a part threat model that identified the physical connection and wireless functionalities
as individual attack vectors. (Koscher et al., 2010) This group continued their work the next year by publishing
an article, focusing on a broader analysis of the vehicle attack surfaces. (Checkoway et al., 2011)

Vehicle cyber security research was brought to more common knowledge by Valasek and Miller, who published
their first article on this subject in 2013. In this article they examined two vehicles from different manufacturers
and got results on how vehicle functionality can be affected that were similar to what previous academic re-
search efforts had shown. In addition to their results, they published most of the reverse engineered CAN mes-
sages they discovered, and the source code of the tools used in their research. The additional information was
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published to encourage other groups to conduct similar research in the future (Miller and Valasek, 2013). Miller
and Valasek (2015) continued their work and published an article that describes in detail how an unaltered ve-
hicle can be taken into partial control without a physical connection. As a point of entry to the vehicle system
they used a security flaw in the infotainment system of the vehicle in question.

3.2 Analysis methods

3.2.1 Introduction to the analysis methods used in this research

The anomaly detection methods proposed in previous academic articles can be divided into groups using several
different taxonomies. The first example of such a taxonomy is dividing the methods based on the use of system
specification. When system specification is available, detecting anomalies is based on detecting traffic that does
not fit the given specification. This type of approach has been suggested in the method used by Larson et al.
(2008), where anomaly detection is delegated to the network nodes. The nodes then inspect the traffic and
sound an alarm if they see some else sending a message type only they are supposed to send. The second cate-
gory of systems assumes that system and message specifications are present. In these systems the anomaly
detection is based on features such as message timing, data semantics, entropy, repeating message sequences,
protocol correctness and signal characteristics differing from normal network traffic.

Anomaly detection methods can also be grouped according to their method of detection. The majority of normal
CAN bus traffic is cyclic by nature. This means that a series of messages repeat cyclically after very predictable
intervals. Based on this property many proposed methods use message timing as a basis for anomaly detection.
Time-based detection methods can also be divided into two main groups: those that measure message fre-
quency and those that measure interval. Methods that fall into the first group have been proposed by Hoppe et
al. (2008-2009), Minter et al. (2010) and Miller and Valasek (2014). Miller and Valasek (2014) proposed a sub-
stantial rise in the frequency of sent messages for a detection method. Taylor et al. (2015) proposed a more
advanced method where the frequency monitoring is based on Hamming distance.

However, methods based on message frequency have their weaknesses. For example, when only message fre-
quency is monitored short-term anomalies are not necessarily detected. However, if instead of frequency the
detection method is based on message intervals, even short-term changes in network traffic can be detected
more accurately. The use of interval analysis has been proposed by Son et al. (2016) and Moore et al. (2017).
The latter article proposes a method based on absolute time deviation.

Several methods based on correctness of data carried by the messages have been proposed. Hoppe et al. (2008)
described a method where only gross abuse of messages is detected. They continued their work in 2009 by
proposing a method where consecutive messages are monitored for semantic correctness.

Miinter and Asaj (2011) described a method based on data entropy, where changes in entropy are detected on
the binary level. In addition, their method monitored communication entropy in protocol and signal levels.

Methods based on monitoring repeating message sequences in a specified time window has been proposed in
several articles. Narayanan et al. (2015) based their method on a hidden Markov model and Marchetti et al.
(2017) observed the order and changes in repeating messages.

The AaTi project used a test vehicle (Toyota Prius Hybrid). The data used in the study was first recorded from a
test vehicle. It could then be inspected in laboratory environment. The vehicle-specific CAN bus interference
messages were first generated under laboratory conditions and then verified on a test vehicle. The first goal of
AaTl study was the ability to distinguish between normal and abnormal network traffic in real-time using rec-
orded samples from a vehicle. In this research, a system of message specifications was not used, so anomaly
detection of data payloads proposed a challenge. Mainly for this reason most of the methods that were re-
searched were time based. This has also been the primary approach for previous research.

The only method during this research that was based on anomaly detection in data payloads was a neural net-
work that could learn to predict incoming message payloads based on previous data it had inspected.
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3.2.2 Neural network

For inspecting message data payloads, a neural network was built based the method presented in Taylor et al.
(2016). In this method the neural network builds a model based on normal data traffic by inspecting network
traffic. The method described in the article has produced promising results. Different metrics for identifying and
measuring deviations in the data streams have also been proposed in multiple articles (e.g., Taylor et al., 2015).

The Long Short-Term Memory (LSTM) network architecture used in this research consisted of layers of nodes
with an adjustable feedback loop. This architecture enables the network to have a “memory” as well as the
ability to “forget”. The majority of data in CAN bus traffic is regular by nature, in other words the data changes
gradually and follows distinct trends. Therefore, predicting should be viable for at least some parts of the net-
work traffic. In the experimental design the neural network was constructed to predict the data bits of an in-
coming message based on data bits of previously observed messages.

The biggest problems using the described neural network was its resource demand and probable difficulties in
making the predictions more accurate. In addition, reasonable accuracy can only be achieved in regular data-
flows, so some parts of the CAN bus traffic cannot be inspected using this method.

3.2.3 Kernel density estimation

The first method implemented for interval analysis was kernel density estimation. This method can model inter-
val distribution characteristics for each message identifier. The distribution characteristics can then be compared
to incoming message distribution to detect anomalies.

Modeled distribution gives the intervals a density function that can be used to calculate reliability values for new
messages. If the calculated reliability drops too low, the situation is declared an anomaly and an alarm can be
given.
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Figure 3: Arrival interval distributions of two different message identifiers.

Figure 3 shows arrival interval distributions for two message identifiers that have been modeled using kernel
density estimation. In the first graph, the interval deviates between 10 and 15 milliseconds. In the second graph,
it deviates between 15 and 20. If incoming traffic shows interval deviations to be different than the peaks
showed in the graphs, an indication of anomalous traffic can be given.

The advantage of kernel density estimation is that it can model systems that implement different sending speeds.
For example, an engine control unit can send messages with different intervals when the engine is in idle or
when the vehicle is moving. This kind of situation would show in the model as two distinct peaks. However, this
kind of behavior was not observed in the test vehicle used in the study.

3.2.4 One-class support vector machine

One-class support vector machine (OCSVM) is a variation of a support vector machine, which is a popular ma-
chine learning method for classification. However, a normal support vector machine requires examples of each
class that it should identify. An OCVSM, on the other hand, classifies the elements into two categories: normal

359



Jouni Péyhénenet al.

and abnormal. This means examples of normal behavior are sufficient and it does not require examples of ab-
normal behavior. The method defines a boundary around normal behavior and classifies all messages outside
this boundary as abnormal.

Therefore, a one-class support vector machine is fit for detecting abnormal behavior, because it is challenging
to find examples of all possible abnormal behaviors for training. Examples of normal behavior, on the other hand,
are in most cases easily available. Normal data sets were recorded from test vehicle.

Taylor et al. (2015) presented an application of OCVSM, and the AaTi study implemented a variant of this ma-
chine. A moving window containing a set number of messages was used as a data element. From the data ele-
ments the characteristics were calculated that could be used to define the whole inspected window as either
normal or abnormal. Characteristics calculation was based on mean interval and standard deviation of the mes-
sages within a window.

3.2.5 Absolute deviation

Because the kernel density estimation method described above (see 3.2.3) is resource intensive and no multiple
peaks were observed in the gathered data, a decision was made to implement a simplified method using the
same principles. This method attempted to model the interval deviation for each message identifier, which
would give considerable gains in performance and, at the same time, maintain similar performance for detection.

A decision was made to model the intervals with a normal deviation, because this made it possible to describe
the deviation using only mean and standard deviation values. In the training phase it was also decided to include
upper and lower bound values for each message identifier for classification. The distinct upper and lower bound
values were added because positive deviations were more common in the normal network traffic, possibly due
to message collisions. In addition, doing these calculations in the training phase made the classification faster.
The boundary values were chosen so that no deviations were classified from the training data and a small mar-
ginal was added.

Again, a moving window was used for data-element as in the one-class support vector case. The messages in the
window were classified based on its average interval. If this value was smaller than the lower bound or greater
than the upper bound value then the traffic within the window in question was defined as abnormal.

An almost identical sensor was implemented in an article by Moore et al. (2017). The difference being that they
did not use a moving window as a data element (Miter et al., 2010). An alert caused by a single abnormal mes-
sage would produce too many false positives, so in the implementation described in the article only three con-
secutive abnormalities will trigger an alarm. In testing this method showed similar performance with other meth-
ods tested and it was less resource intensive. A decision was made to do a proof of concept implementation of
this method.

3.2.6 Categorization

Based on the previously described methods, it was observed that most false positives originate from control
units that send their messages in irregular intervals. For this reason, the possibility of categorizing the messages
by their send profiles was examined. Some of the control units send messages at regular intervals and others
send irregular messages of events between regular status messages. A simple absolute deviation detection
would categorize these messages as abnormal and initiate an alarm.

Based on the observations made during the research. It would be possible to reduce the number of false posi-
tives using categorization. But the number of send profiles would pose challenges for an implementation of such
a categorization method. In addition, some messages that have the same message identifier can use multiple
send profiles. In addition to these two drawbacks, there is uncertainty over what kind of send profiles exist in
addition to the ones observed.

3.2.7 Method comparison

Time-based methods were compared by drawing a receiver operating characteristic (ROC) curve for each indi-
vidual method using the same data recorder from a vehicle CAN bus that included a test attack. All methods
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used the same window size of five messages per window so that comparability could be maintained. All methods
were given a setting that if they detected even one message that was part of the attack, they should mark the
whole window as abnormal.

The best threshold value in Figure 4 shows the threshold value for which the best accuracy without any false
positives was achieved. The number of true positives is shown in parentheses labeled “TPR” (True Positive Rate).
The main interest in this figure should be the threshold value, since a practical real-time sensor would require a
minimal number of false positives.
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Figure 4: ROC graph (Vertical axis: true positive rate and horizontal axis: false positive rate)

Figure 4 left, kernel density estimation method; best achieved TPR without false positives: 0.9056. Figure 4 mid-
dle, OCSVM; best achieved TPR without false positives: 0.9142. Figure 4 right, absolute deviation method; best
achieved TPR without false positives: 0.9347.

The comparison shows the analysis of a single message identifier attacked during the data recording. The results
suggest that the performance of the methods shown is similar. At least with the test data ware used in the
comparison. The absolute deviation, which is also the simplest method, achieved the most accurate results,
maintaining a zero false positive rate.

Based on the observations, the methods described above show that most false positives originate from elec-
tronic controller units with irregular send profiles. Message send profile categorization could be used to improve
the result in these cases, but it has its drawbacks, as described in section 3.2.6.

4. Conclusions

The focus of the AaTi study was to survey anomaly detection methods applicable to vehicle networks. This re-
search complements previous research and patents by understanding network-traffic characteristics using re-
cordings obtained from a test vehicle. The study shows that attacks against vehicle networks can be categorized
into three groups. The network can be injected (a) with special messages such as diagnostics messages; (b) with
normal messages that disturb vehicle functionality or (c) by sending normal messages after the real sender has
been rendered unfunctional. The most common situation is probably when the real sender is still functional, and
the attacker sends normal CAN messages. These kinds of attacks can be detected by observing message send
intervals, since in a normal situation the intervals should remain regular.

In the first phase of research a neural network implementation was tested for its ability to detect abnormalities
in message data payloads. The aim of this implementation was to provide technical means to learn different
payload possibilities and predict the data incoming in the following messages. This would have created the pos-
sibility to detect abnormal data payloads. The problem with using neural networks arose from its resource in-
tensiveness and lack of prediction accuracy. The next experiments focused on anomality detection methods
based on message timing.

The first time-based method we tested was One-Class Support Vector Machine (OCSVM), which is a variation of
the popular machine learning method. This method defines boundaries around normal behavior and classifies
all other traffic as abnormal. In the implementation, a moving window with a set number of messages was used
as a data-entity. The characteristics of the messages are then calculated using OCSVM and, based on the results,
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the whole window is declared normal or abnormal. The characteristics used in this implementation were average
interval and standard deviation.

After this fist experiment, other methods based on message interval were surveyed. Kernel density estimation
models interval deviation for each message identifier. This value can then be compared to incoming messages
in order to detect abnormalities. Modeled deviation provides a density function for the interval that can be used
for likelihood value calculation for incoming messages. A drop in the calculated likelihood that exceeds a prede-
termined threshold can be detected as an anomaly and an alarm can be triggered. Because kernel density esti-
mation is also a resource-intensive method and the observed test data did not show multipeak properties, a
simplified version using the same principles of this method was implemented. This method aims to model mes-
sage identifier deviation using key values. This implementation of absolute deviation achieves substantial gains
in resource efficiency and without decline in the performance of the detection properties. The modeling was
done using standard deviation in order to use the two key values: average and standard deviation. In the prac-
tical implementation training phase average, lower and upper bound values were calculated for each message
identifier for classification purposes. A moving window was used as a data entity. If the values within the window
went below the lower bound or exceed the upper bound, the whole window is declared an anomaly in the
network traffic.

All of the above mentioned methods have their own challenges in either resource intensiveness, accompanied
in some cases with inaccuracy of predictions.

Based on the experience described in the method comparison chapter, a novel method for detecting CAN bus
anomalies based on message arrival intervals was developed and a patent application for this method has been
filed. The description of this method is part of the patent. The functionality of this method was verified in a
computational environment.

As different digital platforms become ever more common in automated processes, the protection of different
processes and the cyber security of the infrastructure is going to play a significant role in the overall safety of
these platforms. For future researchers in this field, the group would like to recommend the usage of outcomes
found in the AaTi study as well as the utilization of the patented method as a part of future CAN bus implemen-
tations in order to improve cyber security.
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