JYVASKYLA STUDIES IN COMPUTING
259

Alain Claude Tambe Ebot

Explaining Two Forms
of Internet Crime from
Two Perspectives

Toward Stage Theories for
Phishing and Internet Scamming

¢
|

JYVASKYLAN YLIOPISTO



JYVASKYLA STUDIES IN COMPUTING 259

Alain Claude Tambe Ebot

Explaining Two Forms
of Internet Crime from
Two Perspectives

Toward Stage Theories for
Phishing and Internet Scamming

Esitetddn Jyvaskyldn yliopiston informaatioteknologian tiedekunnan suostumuksella
julkisesti tarkastettavaksi yliopiston Agora-rakennuksen Lea Pulkkisen salissa
tammikuun 26. pdivanad 2017 kello 12.

Academic dissertation to be publicly discussed, by permission of

the Faculty of Information Technology of the University of Jyvaskyld,
in building Agora, Lea Pulkkinen hall, on January 26, 2017 at 12 o’clock noon.

o

UNIVERSITY OF H JYVASKYLA

JYVASKYLA 2017



Explaining Two Forms
of Internet Crime from
Two Perspectives

Toward Stage Theories for
Phishing and Internet Scamming



JYVASKYLA STUDIES IN COMPUTING 259

Alain Claude Tambe Ebot

Explaining Two Forms
of Internet Crime from
Two Perspectives

Toward Stage Theories for
Phishing and Internet Scamming

o

UNIVERSITY OF H JYVASKYLA

JYVASKYLA 2017



Editors

Marja-Leena Rantalainen

Department of Mathematical Information Technology, University of Jyvaskyla
Pekka Olsbo, Ville Korkiakangas

Publishing Unit, University Library of Jyvaskyla

Permanent link to this publication: http:/ /urn.fi/ URN:ISBN:978-951-39-6954-7

URN:ISBN:978-951-39-6954-7
ISBN 978-951-39-6954-7 (PDF)

ISBN 978-951-39-6953-0 (nid.)
ISSN 1456-5390

Copyright © 2017, by University of Jyvéaskyla

Jyviaskyld University Printing House, Jyvaskyld 2017



ABSTRACT

Tambe Ebot, Alain Claude

Explaining two forms of Internet crime from two perspectives: toward stage
theories for phishing and Internet scamming

Jyvéaskyld: University of Jyvaskyld, 2017, 116 p.

(Jyvaskyla Studies in Computing

ISSN 1456-5390; 259)

ISBN 978-951-39-6953-0 (nid.)

ISBN 978-951-39-6954-7 (PDF)

The two studies in this dissertation examine two pervasive and common forms
of Internet crimes from two different perspectives: (1) phishing from the
victims” perspective and (2) Internet scamming from the offenders” perspective.
For the former, previous phishing research is based on models that assume that
fixed or static factors explain or predict people’s reasons for complying with
phishing emails. These models assume that the reasons for complying with
phishing emails are the same across individuals and across time. However, we
argue that, whereas the act of clicking on a phishing email is the same across
time for phishing victims, the reasons for complying are not the same. We
address this problem with interview data from actual victims of phishing
emails. The overall findings show how differences in process attributes lead
individuals to comply for different reasons. We further theorize why phishing
victims reside in one of two stages and propose a tailored approach to reducing
phishing.

For the second issue, despite making headline news and the estimated cost
in the billions annually, scamming research is at an exploratory stage. Focusing
on why individuals become scammers, the academic research on scamming has
suggested (1) monetary rewards, (2) structural problems, and (3) affordable
Internet access. We argue, however, that individuals in need of money,
experiencing poverty and unemployment, and having affordable Internet
access, do not become criminals. To address these problems, we interviewed
actual Internet scammers. Regarding why individuals become scammers, we
suggest that money is because it is needed to socialize, to enjoy an extravagant
lifestyle, and to remain or become financially independent. Further, we
contribute to finding how individuals become scammers by identifying three
stages that respectively explain the initial progression into scamming, the
specific choice of scamming and the role of the Internet, and the reasons
scammers persist in scamming. We theorize these findings using criminology
literature and show that neither the dispositional nor situational criminological
theories can adequately explain the proclivity toward scamming and the act of
practicing Internet scams. We make suggestions for practice.

Keywords: phishing, scamming, Internet crimes, dispositional crime theories,
situational crime theories, interpretive research, stage theorizing
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1 INTRODUCTION

1.1 Research background and research questions

This dissertation addresses two important types of Internet crime from two
perspectives: (1) phishing from the victims’ perspective and (2) Internet
scamming from the offenders’ perspective. The Internet has evolved into a
complex, dynamic, and globally interconnected digital and information
infrastructure (Maughan, 2010). Its ubiquity has made online behaviors, such as
ecommerce, communicating (e.g., via email, instant messaging, and social
media), and Internet browsing part of people’s daily routines. In addition to
underpinning every aspect of society and providing communication and
development, it has also become a minefield of crimes, perpetuated on a global
scale (Lee, 2015).

Among common Internet crimes, phishing represents a major form of
online identity theft, and Internet scamming is a major problem for ecommerce.
The International Telecommunication Union estimated that almost 3.2 billion
people used the Internet in 2015 (International Telecommunication Union,
2015), representing almost half of the world’s population. In behavioral
information security literature, users are often regarded as the weakest security
link (Hu et al., 2012; Crossler et al., 2013). While several information systems
(IS) security studies have examined Internet crimes, such as phishing, from the
victims” perspective (Wright et al., 2014; Wright & Marett, 2010; Downs et al.,
2006) and attempts have also been made to understand the motivations of
hackers from the offenders’ perspective (Abbasi et al., 2010; Hu et al., 2011;
Young et al, 2007), academic studies on Internet scamming are almost
nonexistent in the mainstream IS journals and conferences. Even though
Internet scammers continue to make headline news due to their activities, IS
researchers have only alluded to scamming in calls for more black-hat studies
(Crossler et al., 2013; Mahmood et al., 2010; Lee et al., 2015). However, a few
academic studies on scamming have been published (Burrell, 2008; Adomi &
Igun, 2008; Salifu, 2008) in other outlets and disciplines.
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In general, while a few Internet crime academic studies have used actual
hackers (Young et al, 2007; Hu et al., 2011) and actual Internet scammers
(Burrell, 2008), we are not aware of any that have used actual phishing victims.
Although a number academic studies have improved our understanding of
why people comply with phishing emails (Wang et al., 2012; Vishwanath et al.,
2011), research on Internet criminals (e.g., hackers and scammers) is at an
exploratory stage with limited sample sizes (Crossler et al., 2013). While there is
a need to study actual victims of Internet crimes, there is also an urgent need for
rigorous empirical studies on actual Internet criminals. These shortcomings
could be addressed through inductive studies and/or through studies that
draw on criminological theories. Regardless, gaining rich understandings of
Internet crime victims and offenders could lead to new theory development in
the IS security field that can also affect other related disciplines. In two
empirical studies, this dissertation addresses two shortcomings in the extant
academic literature on Internet crimes.

1.2 Summary of the dissertation

Although this dissertation addresses Internet crimes from two perspectives, the
two studies in the dissertation were not conducted to understand the
relationship between phishing and Internet scamming. These are two
independent studies conducted to improve our understanding of Internet
crimes from two separate perspectives. I briefly introduce the two studies
below.

1.2.1 How dispositional differences affect peoples’ reasons for complying
with phishing emails: Toward a stage theory

This study addresses the problem in the literature that people are deceived by
phishing emails for the same reasons. In other words, it tackles the assumption
that the reasons dispositional factors explain or predict being deceived by
phishing activity are the same across phishing victims. For example, according
to past research, people become victims because they lack security experience
(Wright & Marett, 2010), they focus disproportionately on the phishing message
(Vishwanath et al., 2011), and they are overconfident (Wang et al., 2016). We
argue that, although the act of clicking on a phishing link is the same for all
phishing victims, the reasons for clicking will be different because they are
affected by individual attributes, such as online behaviors, prior security
knowledge, and experiences that affect people’s behaviors in different ways. In
practice, this means that the current approach to recommending the same anti-
phishing programs for all victims might not be an effective strategy. In this
study, we adopt an inductive, grounded theory approach and rely on
interviews with actual victims of phishing emails. The research question is:
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How do differences in people’s Internet behaviors affect their reasons for
complying with phishing emails?

A major contribution from this study is showing that the differences
resulting from dispositional attributes (individuals’ online behaviors and
experiences) affect how they process and comply with phishing emails
differently. We theorize that phishing victims reside in one of two stages.
Residence at a particular stage is affected by the differences stemming from
how they process phishing. Further, the source of the differences between Stage
1 and 2 victims are explained in four processes.

In Process 1, the nature of email and Internet use is used to explain the
difference between victims residing in Stage 1 from the victims residing in Stage
2. Stage 1 victims use behaviors that are influenced by the trend and the need to
connect and chat with friends. Thus, they perceive a problem in a phishing
email simply as a problem that should be fixed, otherwise their browsing might
be interrupted. In contrast, Stage 2 victims engage in creating, storing, and
sharing personal photos, information, and secrets. Consequently, a phishing
email makes them concerned about their online behaviors (personal/business
transactions), primary email accounts, and online contacts and relationships.

In Process 2, prior security encounters, explains the difference between
Stage 1 and 2 victims. Because of their attributes at Process 1, Stage 1 victims
cannot identify a security threat and a solution to the threat. A phishing email is
simply a problem with a solution. In contrast, Stage 2 victims can identify a
security threat, but not a solution to the threat. Thus, they focus on
consequences of compliance and noncompliance. However, they become
confused because they have doubts about the right course of action. These
doubts emerge because they are aware of conflicting security messages, which
in turn affect their confidence.

Process 3 is only applicable to victims in Stage 2 because the residents in
Stage 1 have not yet reached this stage. Process 3, information security and
privacy concerns, is used to explain how Stage 2 victims fear the negative
consequences of a breach and how that clouds their judgment. Finally,
Process 4, encounters with phishing email, explains how Stage 1 and 2 victims
were deceived by phishing emails based on the outcomes in the previous
processes. In practice, these differences mean that anti-phishing
recommendations should be tailored for different Internet users based on their
stage of experience, knowledge, and online behaviors.

1.2.2 How one becomes an Internet scammer: Toward a stage theory

This study is based on face-to-face semi-structured interviews with actual
Internet scammers. The main objective is to explain how individuals become
scammers. However, the findings also extend to why money motivates people
to commit scams and why scammers persist in scamming. Internet fraud
scamming is a common and effective form of computer crime in which
scammers use misrepresentation and persuasive communication in online
interactions to swindle Internet users. The global cost of these scams is in the
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billions of US dollars. Extant academic Internet scamming research has
proposed three main reasons that individuals become Internet scammers: (1)
monetary rewards, (2) structural problems (corruption, unemployment, and
poverty), and (3) cheap Internet. We argue, however, that several individuals
who like monetary rewards and are experiencing structural problems and
enjoying inexpensive Internet do not become scammers. Therefore, the existing
explanations do not tell the whole story about why one would become an
Internet scammer. Moreover, extant scamming research does not explain how
one becomes an Internet scammer.

To address these problems, we ask: How does one become an Internet
scammer? First, the findings from this study explain why money motivates
people to become scammers. Although past research has identified money as a
motivator, it does not explain why money motivates individuals to choose to
become scammers. We report that money is needed to socialize, enjoy the
extravagant lifestyle of scammers, and for individuals to remain or become
financially independent. Second, we explain how individuals become Internet
scammers, suggesting that it occurs in three stages that are affected by different
factors. Stage 1 explains that individuals’ previous histories (pre-scamming
events and relationships) produce negative emotions that motivate the
movement toward scamming. Stage 2 explains why individuals specifically
become scammers. The identified reasons include associations with scammers,
lifestyle preferences, a desire to become or to maintain financial independence,
and the characteristics of the Internet. Finally, Stage 3 explains why scammers
do not quit, in other words, why they persist in scamming. The identified
reasons include the use of justifications, deterrence measures, and use of a hired
third party (a pickup). We relate these findings to extant scamming and IS
security literature. We also relate these findings to the relevant dispositional
and situational criminological theories. We report that none of the extant
dispositional crime theories that explain the proclivity toward criminality (e.g.,
social learning theory) can adequately explain why people become scammers.
We also report that, although situational crime theories (e.g., routine activities
theory) were developed to explain why criminal acts occur, they cannot
adequately explain why scamming occurs because they can neither explain the
role of the offender nor the role of the computer-mediated environment in
criminality. The implications for practice are discussed.

1.3 Publication status

As already mentioned, this dissertation consists of two studies (shown as
follows), which are either under review with a journal or will be submitted to a
journal for review:

L. Ebot, T. A., Siponen, M. (2017). How dispositional differences affect
peoples” reasons for complying with phishing emails: toward a
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stage theory. Under review at Journal of the Association of
Information Systems.

II.  Ebot, T. A., Siponen, M. (2017). How does one become an Internet
scammer? toward a stage theory. Unpublished manuscript.

Tambe Ebot Alain is the first author of the articles listed in this dissertation and
did the majority of the related work, including gathering the data for both
studies. Prof. Mikko Siponen, acting as my doctoral advisor, provided overall
guidance and valuable comments for the two articles included in the
dissertation. The earlier versions of these articles were accepted and published
as follows:

II.  Ebot, T. A, Siponen, M. (2014). Shame: A New Approach to
Phishing Victimization. JAIS (Journal of the Association of
Information Systems) Theory Development Workshop, ICIS
Auckland, New Zealand.

IV.  Ebot, T. A,, Siponen, M. (2014). Toward a Rational Choice Process
Theory of Internet Scamming: The Offender’s Perspective. Thirty
Fifth International Conference on Information Systems, Auckland
(2014).

The earlier articles (III and IV) have been significantly improved in the form of
articles I and II, respectively. This dissertation, therefore, is solely based on the
articles I and II.



2 STUDY I. HOW DISPOSITIONAL DIFFERENCES
AFFECT PEOPLES” REASONS FOR COMPLYING
WITH PHISHING EMAILS: TOWARD A STAGE
THEORY

2.1 Summary of Study I

This study examines how differences in individuals” prior online behaviors and
experiences affect being deceived by a phishing email. Previous phishing
research is based on models that assume that fixed or static factors explain or
predict people’s reasons for complying with phishing emails. For example,
according to past phishing research, when people receive emails threatening
their university email accounts, their reasons for complying include experiential
attributes (e.g., limited security knowledge) and phishing attributes (e.g.,
urgency cues). These reasons are assumed to affect the victims’ decisions to
comply in the same manner, and they are also assumed to remain the same
across time. We argue, however, that only the act of clicking on a phishing link
is the same for all phishing victims and remains the same across time. The
differences resulting from individuals’ diverse online behaviors, experiences
(e.g., differences in security knowledge), and their different reasons for their
online behaviors suggest that people are likely to comply for different reasons.
We address this problem by interviewing actual victims of threatening
phishing emails. Our findings show how differences in process attributes lead
individuals to comply for different reasons. We theorize that phishing victims
reside in one of two stages. Residence at a particular stage is affected by
differences stemming from how they process phishing. We highlight the
differences between Stage 1 and 2 residents through the following processes:
the nature of email and Internet use (Process 1), prior encounters with security
(Process 2), information security and privacy concerns (Process 3), and
encounters with phishing emails (Process 4). For example, Stage 1 victims can
neither recognize a security problem nor identify and utilize a security solution.
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In contrast, Stage 2 victims can recognize a security problem; however, they
cannot extrapolate to understand and utilize the correct security solution. Thus,
Stage 1 victims become phishing victims because they focus on the phishing
messages’ authenticity, legitimacy, and security appeal. In contrast, Stage 2
victims comply with phishing emails because their inadequate security
knowledge makes them confused, doubtful, and lacking in confidence. Thus,
Stage 2 victims adopt a mistaken protective motivation behavior regarding their
information security and privacy. Our findings highlight the limitations of a
one-size-fits-all approach to understanding why people comply with phishing
emails. For practice, we recommend a tailored approach that accounts for
individual differences when designing and implementing anti-phishing
recommendations.

2.2 Introduction

Phishing represents a major form of online financial and identity theft (Wright,
Jensen, Thatcher, Dinger, & Marett, 2014). Phishers (perpetrators of phishing
emails) attempt to steal online users’” personal and sensitive information
through phishing attacks (Harrison, Svetieva, & Vishwanath, 2016). While exact
phishing costs are hard to obtain, estimates put the global costs of phishing
against individuals and organizations in the billions of US dollars (RSA Security
LLC, 2014). Typically, there are two types of phishing emails: (1) phishing
emails with threats (e.g., “your account has been breached,” “your account will
be deactivated in 24 hours,” or “Urgent: account security update”) (2) phishing
emails with benefits/rewards (e.g., “you have won” or “congratulations”). Of
the two types of phishing emails, the first type has been the most used in
phishing research. On one hand, behavioral security researchers investigating
why people comply with phishing emails have focused primarily on the
phishing email design and appearance (e.g., Vishwanath, Herath, Chen, Wang,
& Rao, 2011) and phishers” use of influence techniques (Wright et al., 2014). On
the other hand, researchers have studied individual attributes that affect
compliance with phishing emails, for example, computer self-efficacy, security
awareness, perceived risk (Wright & Marett, 2010), lack of attention, and limited
phishing knowledge (Harrison et al., 2016).

Typically, the findings from past research suggest that phishing emails
elicit compliance by utilizing influence techniques to deceive Internet users
possessing particular attributes, such as limited security knowledge and low
computer self-efficacy (Wang, Herath, Chen, Vishwanath, & Rao, 2012; Wright
& Marett, 2010). Although previous research has improved our understanding
of the factors likely to increase or decrease compliance with phishing emails, we
highlight one important issue that requires further study.

Past phishing research assumes that victims of phishing emails comply for
the same reasons. This assumes a phishing compliance mechanism that is based
on explanatory or predictor factors that are fixed or stable across different
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individuals. For example, when different people receive phishing emails
threatening their university accounts, past research has suggested that the
reasons that factors such as lack of attention or security knowledge affect their
decisions to comply are the same for everyone. We argue that although the act
clicking on a phishing link is the same for all phishing victims, differences
stemming from individuals’ attributes (e.g., years of experience, knowledge,
and online behaviors) means their reasons for complying cannot be the same.
Thus, a person’s reasons for complying - the process by which they interpret
and form judgments about a phishing email - will be different. In practice, this
means that the current approach to recommending the same anti-phishing
programs for all victims might not be an effective strategy.

Process models are suitable for explaining such differences because they
can conceptualize different reasons for performing an action in stages or phases
(Schwarzer, 2008a). Accordingly, we adopt a process approach to answer the
following research question: How do differences in people’s Internet behaviors affect
their reasons for complying with phishing emails? This study is based on data
obtained through face-to-face semi-structured interviews with actual victims of
threatening phishing emails. Our findings show how differences in process
attributes lead individuals to comply for different reasons. We theorize that
phishing victims reside in one of two stages. Residence at a particular stage is
affected by the differences stemming from how they process phishing.

2.3 Background and Literature Review

This study is motivated by the past assumption in phishing research that
phishing victims’ reasons for complying with phishing attacks are the same.
Because the individual attributes that are known to influence compliance are
unlikely to be the same for every victim, we argue that different people will
have different reasons for complying. We choose a process approach to address
this problem because process research can better account for scenarios in which
the reasons are changing (Schwarzer, 2008a). Methodologically, this is an
interpretive research based on the inductive process (Rowlands, 2005); that is,
we did not go into the field to collect data with specific theories in mind. Our
sole intent was to understand why recipients of threatening phishing emails
comply with the emails. In the following subsections, we present overviews of
phishing research, its relationship with information security and privacy
concerns, and finally, process models.

2.3.1 Phishing Emails

Phishing messages are sent with the intent to mislead recipients to accept a
falsehood and to perform a specific action (Wright et al., 2014). The success of
phishing emails is attributable to several factors, including the legitimate
appearance of the phishing messages, the use of authentic or undisputed
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sources (e.g., Jagatic, Johnson, Jakobsson, & and Menczer, 2007) and
individuals” lack of anti-phishing training and security education (Kumaraguru
et al., 2009). Some of the factors that influence a recipients’ perception that a
phishing message is authentic include the source of the phishing email, its
professional look and feel, and the absence of grammar or spelling errors
(Vishwanath et al., 2011; Wang et al., 2012).

As email recipients have become more aware and suspicious of global and
reputable organizations sending out emails that contain misspellings, phishers
have evolved their tactics by designing phishing emails that appear believable
(Wright et al., 2014). Thus, updated versions of phishing emails are of high
quality and are often hard to distinguish from legitimate emails. Phishing
emails are designed to communicate trust, credibility, and authenticity
(Vishwanath et al., 2011; Jakobsson, 2007). Further, an important aspect of
phishing design is to steal users’ personal information. Phishers hope that users
who focus on the primary purpose of their interaction, such as ecommerce,
chatting, or emailing, are unlikely to pay attention to deceptive cues or security
warnings about a phishing attempt (Alsharnouby, Alaca, & Chiasson, 2015).

2.3.2 Past Phishing Research

To inform the design of improved anti-phishing education and awareness
programs, researchers have approached phishing in four complementary ways:
(1) automatic phishing detection whereby phishing attacks are blocked before
they reach the user, (2) security indicators whereby security toolbars are
designed to warn users about a potential phishing site (Abbasi, Zhang, Zimbra,
Chen, & Nunamaker Jr, 2010), (3) anti-phishing education (Kumaraguru et al.,
2007; Kumaraguru, Sheng, Acquisti, Cranor, & Hong, 2010), and (4)
understanding why users are susceptible to phishing (Wang et al., 2012). This
study falls within this fourth category.

Past phishing research suggests that phishers take advantage of how
people process information to manipulate them into compliance; this research
has mainly focused on understanding what makes phishing messages appear
authentic and why individuals comply with phishing emails. Researchers and
practitioners presume that an understanding of why people comply with
phishing emails can lead to the design of phishing education and training
programs aimed at reducing phishing compliance (Kumaraguru et al., 2009;
Downs, Holbrook, & Cranor, 2006). Table 1 (in appendix 1) summarizes the
main findings and the theoretical explanations that past phishing studies have
found as reasons for phishing victims” behaviors.

Summarizing, the findings indicate that phishing victims do not engage in
systematic processing (Vishwanath et al, 2011, Wright et al., 2014), which
involves cognitive thinking and elaboration to make decisions (Wright et al.,
2014). Because systematic information processing enables individuals to
consider more inputs and to think more carefully, past phishing research
indicates that people who perform systematic processing are more likely to
detect discrepancies and deception cues (i.e., spelling and grammar errors and
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the email source) in phishing emails (Wang et al., 2012). Researchers have also
suggested that people with high computer self-efficacy (Wright & Marett, 2010)
and prior phishing exposure (e.g., through education and training; (Sheng,
Holbrook, Kumaraguru, Cranor, & Downs, 2010) are more likely to elaborate
and make detailed assessments about a messages” authenticity.

Drawing on psychological theories (e.g., elaboration likelihood model in
the phishing context), researchers have proposed that systematic processing
occurs through elaboration (Vishwanath et al.,, 2011). Elaboration enables
individuals to make conscious connections between the information in the
phishing message and their prior knowledge. People who engage in the process
of elaboration are more likely to comprehend, learn, retain, and recall than
those who do not (Cacioppo, Petty, Kao, & Rodriguez, 1986).

Instead, several phishing studies attribute the act of complying with
phishing emails with a lack of security knowledge, phishing education, and
training (e.g., Kumaraguru et al., 2009). Drawing on psychological theories,
researchers have suggested that people become phishing victims because they
engage in peripheral information processing (Workman, 2008). Whereas
systematic processing encourages elaborative analysis of email content,
peripheral processing does not encourage elaboration. Due to peripheral
processing, people focus on persuasive elements of a message, such as the
perceived credibility, likeability, and attractiveness of the message (Miller,
2004).

Phishing researchers consider peripheral processing to be motivated by
involvement, “the perceived relevance of a particular message or event to an
individual” (Vishwanath et al., 2011p. 580; Zaichkowsky, 1985). Accordingly,
phishing messages that are perceived as relevant are more likely to elicit
compliance when individuals focus on the elements of urgency, fear, and threat
(Wang et al.,, 2012). In several controlled experiments involving university
students who were educated about phishing, researchers consistently reported
that subjects were misled into compliance by personal involvement, source
authenticity, and the legitimate appearance of the phishing emails (Moody,
Galletta, Walker, & Dunn, 2011; Wright & Marett, 2010). Although threatening
phishing emails elicit compliance by claiming a persons’ information is at risk,
previous researchers on phishing (empirical or theoretical) have overlooked the
role of information security and privacy concerns in individuals’ decisions to
comply with phishing emails.

2.3.3 Information Security and Privacy Concerns

Although phishing attacks are a major threat to peoples’ information security
and privacy, past phishing researchers do not address how information security
influences compliance with phishing emails. Information security seeks to
ensure the confidentiality, integrity, and availability of information (Siponen,
2006). The means of achieving these goals include defending information
against any unauthorized access, use, disclosure, modification, perusal,
inspection, recording, or destruction. People often practice information security
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to defend their personal information from an intentional or unintentional
danger (Bélanger & Crossler, 2011). Phishing attacks are also associated with
information privacy breaches (Afroz & Greenstadt, 2011; Davinson & Sillence,
2010). Information privacy concerns refer to the desire of individuals to control
or have some influence over the data about themselves (Belanger, Hiller, &
Smith, 2002; Bélanger & Crossler, 2011).

Researchers have studied privacy concerns in terms of the collection and
use of personal information. Results indicate that individuals lower their
privacy concerns if they perceive a certain degree of control over the collection
and use of their personal information (Dinev & Hart, 2004; Xu, Dinev, Smith, &
Hart, 2008). Even though researchers found that people prefer control over their
information, they also found that some people will put aside such concerns for
small rewards (Xu et al., 2008). Yet, by all indications, privacy concerns remain
a major concern for most individuals.

2.3.4 Process Models

Variance research and process research are the two research approaches
adopted in the information systems (IS) field (Markus & Robey, 1988; Newman
& Robey, 1992). Phishing research has traditionally relied on variance models to
explain the relationship between individual and phishing attributes. The
assumptions concerning variance research are different from those that concern
process research. Theories such as the theory of deception and the interpersonal
deception theory, as used in phishing studies (Wang et al., 2012; Wright &
Marett, 2010), suggest that individuals rely on their past experiences to
recognize deception. They do this by noticing and interpreting inconsistencies
in phishing factors, for example, wrong sender addresses and uncharacteristic
errors in an email from a reputable organization.

In phishing research, the explanatory or predictor factors that are
proposed as reasons that people comply with phishing emails are assumed to
be fixed in the sense of meaning the same thing for all phishing victims. This is
typical of variance models, and consequently, variance-based studies cannot
model situations in which the same factors have different explanations for
different people performing the same behavior (Schwarzer, 2008a). Instead
variance models assume that behavioral changes occur in a linear fashion and
make recommendations based on a “one-size-fits-all” approach (Schwarzer,
2008a). Thus, variance studies exclude qualitative differences influencing
people with different attributes performing the same behavior, for example, due
to differences in years of experience or online behaviors.

By contrast, stage theories often comprise fixed factors in the sense that
each stage/process has its own core explanatory or predictor factors. Stage
theories are a subset of process theories, and movements from one stage to
another lead to new explanatory or predictor factors (Van de Ven & Huber,
1990). Stages are developed to help understand how behaviors change and how
interventions can be tailored to best serve the needs of different individuals or
groups (Schwarzer, 2008b). Stage theories further assume that different factors
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influence transition or movement through a sequence of discrete stages (Sutton,
2005). Recommendations based on stages should consider the different stages
and their respective predictive or explanatory factors. Accordingly, a
recommendation for practice, for example, should be different for individuals
in different stages (Sutton, 2005, Weinstein, 1988). The stage or process
approach is deemed valid if its recommendations are more useful when they
are tailored to unfold in stages (Schwarzer, 2008a).

24 Research Approach

Following past interpretive studies in which researchers have empirically
examined the interpretations of key actors (Orlikowski, 1993; Vannoy & Salam,
2010), this study similarly uses the interpretations of victims of phishing emails
as key actors to understand how individuals become phishing victims.
According to Klein and Myers (1999), through interpretive research, IS
researchers can understand human thought and action in diverse contexts.
Because people create their own realities, the researcher is expected to interpret
these realities in terms of what they mean to the observed people (Lee, 1991).

In phishing research that focuses on how or why people become phishing
victims, the key actors are the victims of phishing. In such a scenario, it is
important to understand who the victims are and the process by which they
interpret and choose to comply with the phishing emails. Interpretive
researchers assume that actors actively create their own reality (Isabella, 1990).
What is interpreted and theorized is the subjects’ understanding of their own
actions (Lee & Hovorka, 2015).

Thus, understanding how one becomes a phishing victim is based on how
the victims” experiences affect how they understand the process of interacting
with the phishing emails that deceive them. As is typical with other interpretive
studies in IS (Orlikowski & Baroudi, 1991; Rowlands, 2005; Walsham, 1995), this
study aims to produce an understanding of the context in which individuals
interact with phishing emails and the process by which the phishing emails
influence them within that context. An interpretive approach enables us to
understand the process of becoming a phishing victim from the perspectives of
victims of such emails. Further, because interpretive research is also built on
events that have already occurred (e.g., Isabella, 1990; Levina & Vaast, 2008), in
this study, we utilize the grounded theory method, which is an interpretive
research approach.

24.1 Methodology

To analyze and interpret the interview data, we used grounded theory
techniques, which have been effectively used in recent IS research (Hekkala &
Urquhart, 2013; Levina & Vaast, 2008; Vannoy & Salam, 2010). The techniques
of grounded theory are suitable for capturing individuals’ interpretive
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experiences (Orlikowski, 1993; Rowlands, 2005). Grounded theorizing is also
suitable when a research is explanatory, contextual, and process oriented
(Rowlands, 2005). It enables researchers to focus on the context, process, and
interpretations of key players — elements that are often omitted in studies that
rely on variance models (Orlikowski, 1993). Instead of force-fitting data to a
priori theory and hypotheses, an interpretive grounded theory study will
derive theory from the data that is consistent with empirical observations
(Eisenhardt, 1989). Further, to generalize the findings from this study, we
compare them with relevant extant literature on phishing and information
security. Comparisons not only show the relevance in terms of similarities and
differences between our findings and those of extant research, but they also
clarify the contributions of our study.

2411 Data Collection

Our research is based on in-depth interviews with 17 subjects. The subjects,
consisting of nine males and eight females, are actual victims of threatening
phishing emails. The interviews took place in Finland and in Cameroon
between January 2013 and March 2014. In Finland, subjects were identified and
interviewed in three cities; in Cameroon, they were identified and interviewed
in three provinces. Table 2 (in appendix 2) details the subjects and their
backgrounds. We conducted some of the interviews in private offices and
others in subjects” homes. The task of identifying phishing victims for this study
was partly random and included asking random individuals in social
gatherings, public places (e.g., cybercafés and restaurants), and places of work
(offices). Additionally, the first author also asked his acquaintances to help in
spreading the message that a researcher was seeking victims of phishing.
Further, the task of identifying subjects partly involved a snowball approach
(Atkinson & Flint, 2004). Through this approach, some of the subjects
nominated others who have also been victims of phishing emails. Four of the 17
subjects were based on the snowball approach.

During the search for phishing victims, the field researcher always
described examples of phishing emails. This approach enabled a unique
opportunity to gather data directly from actual victims of phishing. The in-
depth interviews were semi-structured with open-ended questions and the
subjects gave permission to be audio-recorded. All the interviews were done in
face-to-face communication and each interview typically lasted for about 45 to
60 minutes. The interviews started with general questions about Internet and
email usage, such as how long subjects have been using the Internet and email
as well as their reasons for using these technologies and their general
knowledge of security on the Internet. In addition, the questions were also
specific; for example, subjects were asked to describe the phishing emails that
deceived them, their previous experiences with phishing emails, and anything
they could remember about the phishing email and their reasons for following
the instructions. The in-depth format also allowed considerable probing.
Further, participation in the interviews was voluntary, and no rewards were
offered to the subjects. However, subjects were promised strict confidentiality.
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Some subjects indicated that they were motivated to participate because they
felt the study might help prevent others from becoming phishing victims.

24.1.2 Analysis

Following the descriptions of how to generate grounded theory set out by
(Glaser, 1978), we analyzed the data using open, selective, and theoretical
coding. Glaser described the open coding process as “running the data open”
(Glaser, 1978 p.56). We used open coding to analyze the text at the sentence
level. The analysis involved highlighting descriptive concepts relevant to this
study. Open coding was also comparative, as we constantly compared and
contrasted the open codes for similarities and differences (Myers, 2013).
Following open coding, selective coding was used to condense the open codes
at an analytical level (Urquhart, 2013). This process again involved constantly
comparing the descriptive codes identified during open coding and condensing
them. Theoretical coding was the final coding phase, and it involved
establishing the relationships among the categories identified at the selective
coding stage, and this resulted in a core category. Exemplar codes are shown in
Table 3.

Further, using an inductive approach means the grounded theorizing
process was data driven, and we did not attempt to fit the data into any
preexisting coding frames or our own analytic preconceptions (Braun & Clarke,
2006). The identified and analyzed codes represent the content of our interview
data. Our initial research question prior to the interviews was broadly phrased:
Why do people comply with phishing emails? However, the emerging evidence
from the interviews pointed to the fact that people’s attributes and online
behaviors had different effects on their reasons for becoming victims. Thus, we
revised the research question to: How do differences in people’s Internet behaviors
and experiences affect their reasons for complying with phishing emails? Therefore,
the identified codes are based on this latter research question. The essence of a
codes’ saliency was in terms of whether it captured our overall research
question. Both authors were involved in the data analysis. While the first author
was primarily responsible for the data analysis, the second author provided
feedback on the process, based on the raw interview data.

24.2 Findings

The five headings in this finding section depict how subjects’ different online
behaviors, personal attributes (e.g., Internet experiences), and changes in their
diverse personal situations or relationships all interacted to affect how they
made sense of the phishing emails that deceived them.

24.21 Everyday Uses of Email

All subjects stated that they have at least two personal email accounts: one for
regular use (i.e., the personal email account) and another for spam emails
and/or other online activities, for example, gaming, dating, or Facebook.
However, subjects viewed the email accounts they used regularly as their most
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important email account. For all the subjects, their years of using the Internet
coincide with the years they created their first email accounts; the first email
account was created in the late 1990s and the latest in 2010.

I first started using the email account in 2009. I opened the
email account when I started using the Internet. Back then, having an
email account was trendy; everyone was using email. So, I also
decided to open an email account. However, I was not used to it so I
think I am now using my third email account. The earlier ones have
been closed. I decided to have an email account in order to easily and
quickly connect and communicate with people and with my friends
and family in distant places (Subject 16).

Through regular use, their email accounts became important for their
personal affairs, private transactions, and communications. Thus, when a
seemingly genuine email, for example, threatened the closure of such email
accounts, the subjects took the message seriously:

I am nothing without my email account. My Yahoo account is
private; I use it for my personal affairs. Acting to protect my account
helps to secure my financial transactions. I do several financial
transactions through my email account (Subject 7).

Their email accounts were not always so important; however, they have
become important in their daily lives and as part of their daily routines. The
accounts are used for socializing, interacting, and work.

My private email account is like my phone. Through it, I can be
reached at all times. If anything is happening that concerns me, I will
be aware immediately. I also use it for work; it's quick when I can't
get up from my desk. I can socialize through emailing, while I am
working (Subject 3).

Further, one subject (Subject 8) described how he often multi-tasks while
online by performing several different activities at the same time. Subject 8
noted that multi-tasking might have affected his concentration when he
received a phishing email about a purchase from Amazon in a personal email
account. Subject 8 regularly received spam emails through this email account.
However, he would occasionally receive important emails through the email
account. The subject had recently made a purchase on Amazon and was
expecting the delivery:

I went into one of my email accounts, and this is only for spam.
However, I sometimes receive some important emails in them. When 1
checked it, I noticed an email about one of my purchases. I think the
problem with me is that I can also click on a link because when I am
multi-tasking, I am distracted. For this email, I was in a really relaxed
state, and, of course, it was about a problem with one of my orders.
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But to sum it up again, I think that the topic of the phishing email
was relevant to me. I was interested about the topic, and the topic
concerned me because I had orders. In addition, the phishing email
was well written. It was a typical email. And I think lots of people like
me order stuff on the Internet and maybe click those links because it is
relevant to them (Subject 8).

In summary, the subjects initially created email accounts because it was
trendy or for ad hoc communications. Over the years, however, they have
become indispensable in the subjects’ lives, for example, enabling subjects to
conduct online purchases and receive updates about such purchases.

2422 Encounters with Security

Some subjects’ (e.g., Subjects 1, 3, 4, 5, 7, 9, 12, 13, and 17) decisions to comply
with phishing emails were influenced by their knowledge of online security. In
general, the subjects considered themselves non-expert Internet users who
primarily use the Internet for emailing, browsing, and chatting. Their
knowledge about security was mostly from acquaintances and the news media:

My decision was influenced by my knowledge at the time about
security and privacy on the Internet. My friend told us that his
account was hacked, and he started receiving sexually explicit
messages and pictures. That is an embarrassing thing to happen to
someone. So, of course, I was concerned that something embarrassing
might happen to me. Always best to prevent such an occurrence if you
can (Subject 13).

Their basic security knowledge notwithstanding, the subjects generally
thought that no one would want to hack into their email accounts or steal their
identities. They viewed themselves as ordinary Internet users doing ordinary
things online. Yet, the threats in the phishing emails made the subjects with
some knowledge or awareness about security threats fearful of losing their
email accounts. One subject had ignored the phishing email. However, when a
few days later she received a reminder, she felt pressured. She also saw the
reminder as suggesting that the email should be taken seriously:

When I got this email that said my account will be deactivated,
and that I must act by a deadline, I first ignored it. I knew there were
dangers in having an email account and using the Internet. However,

I didn’t know that I was personally vulnerable to those risks. Yet, I
also didn’t want to lose my account, so as the deadline approached
and the message was still sent to me again as a reminder, I felt
pressured and fearful that I might lose my account. I filled in the form
and gave my username, password, secret question. I share little
gossips here and there; work gossip with colleagues about our bosses.
Something bad happens to my account, someone accesses it and our
bosses discover it, I will be so ashamed. And maybe I can lose my job.
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Or what will my other colleagues be thinking of me? That it’s my
fault? No, I had to do something (Subject 3).

When subjects received these phishing emails, they thought it came from
their account service providers (e.g., Yahoo or Gmail). Additionally, they had
received similar emails before, for example, requesting that they update their
passwords. When some subjects started complying with the phishing email, by
submitting their usernames and passwords, these were visible. In their prior
encounters, however, they were not. Despite having doubts, the subjects
followed through with the request:

I received this mail that was titled, “urgent: security account
update,” and the message stated that if I don’t update my account
with certain information: my name, my date of birth, and my account
will be deactivated. I believed that the email was from Yahoo account
management. So, I decided to respect the request to update my
information and clicked on the link. But when I was inputting my
password it was visible on the monitor. Usually it is supposed to be
invisible. So, I had a hunch that it could be hackers, but I just went
ahead and filled in the form. That same day, my manager and one
other colleague received the same email, and I advised them to go
ahead and follow the requests. The next day, however, I could not
access my account. It was not easy but I used an alternate email
address to regain control over my account. I complied because I
thought it came from Yahoo; it had all the logos. And Yahoo used to
send such messages. I remember that, in 2005, I received such a
message that we should upgrade, and it wasn’t a problem. But when it
got to the password section, it wasn’t visible. When I saw that my
password was visible, I asked myself is this really from Yahoo? I had
doubts but I continued (Subject 17).

Even though subjects also indicated that they often delete spam emails
received in their personal email accounts because they were not relevant, they
regarded a direct threat against a personal email account differently.

I would reqularly delete uninteresting spam emails. However,
the content of the mail that deceived me was very persuasive. If the
message is just an attempt to access my account, it’s not appealing,

but if they say my account has already been accessed, then I am very

worried. My account is very valuable to me. It was authentic to me

because it was signed by Yahoo, which is my email service provider
(Subject 4).

In summary, the prior security encounters that some subjects had
experienced made some suspicious and others fearful of the phishing emails
that deceived them.
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24.2.3 Information Security and Privacy Concerns

Subjects also complied with phishing emails to protect their financial and
personal transactions. These concerns made some subjects interpret the
phishing emails as threats against their need to keep certain information and
messages private:

Confidentiality of my account is very important to me. There
are certain things one has to keep from others. If I was not very sure of
the message or where it’s from I would not have bothered to click on
the link (Subject 7).

Given the volume and nature of the communications, contacts,
information, transactions, chats, and messages in their personal email accounts,
some subjects also feared a possibility that an exposure would result in ridicule,
embarrassment, or damaged relationships. Some subjects even worried about
being blackmailed as a result. Because subjects wanted to maintain harmonious
relationships, some subjects felt the need to comply with the phishing emails:

The phishing email stated that my account has been breached. In
my email account, I have different kinds of relationships with my
friends. We discuss different kinds of private chats. It can be
embarrassing if the things my friends share with me and I with them
were exposed to everyone. What do I tell them? I also have my own
secrets in those conversations. Given that it says hackers breached my
email account, I worried they can further blackmail or threaten me. I
feared that they will threaten to expose everything about me and bring
shame on me and my friends. With these thoughts going through my
head, I knew I had to act (Subject 5).

Another fear was that losing a personal email account might cause
unnecessary problems. Subject 11, for example, believes it is responsible
behavior to take a seemingly legitimate phishing email seriously, suggesting a
breach of privacy must be taken seriously.

The message said my account has been breached, that there was
unusual activity in my account. I first thought that maybe somebody
out there is watching me and my email account without my
permission. Everybody has a kind of confidentiality. When an account
is breached, it exposes those things that you are keeping secret, so 1
definitely don’t want someone to see something that I am keeping
confidential. And it may affect all my correspondences and friends.
So, I think when I received such a message and it looked legitimate, I
had to react to it for confidentiality reasons (Subject 11).

One subject reported that he was concerned about the security of a
purchase he made from Amazon. His goal in clicking on the phishing message
was to find out what was wrong. The message indicated that there was a
security problem with the tracking of his Amazon purchase:
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The email suggested that a purchase I had made had some
problems - a security breach affecting its tracking. I do most of my
purchases online, so I can't keep track or am not very interested to

keep track of them, so I thought to myself, let's check it out. I accessed
the phishing message, and I clicked on the link. I actually clicked the

link. I am using Firefox at home, and when I clicked the link, my
Firefox browser, which was of course updated, didn't go to the
webpage, and it actually warned me that it was suspicious link and
then I stopped. So, Firefox, the software saved me, or I don't know
what would have happened if I had gone to the webpage. I thought
about it for a while that how can I be so stupid that I clicked on the
link (Subject §).

In summary, the subjects who had security concerns imagined several
worse-case scenarios that were likely to happen because of a security breach of
their email accounts. These imaginings as much as the security concerns
emphasized in the phishing emails caused them to click on the phishing emails.

24.24 Encounters with Phishing Emails

When subjects encountered the phishing emails that deceived them, most
thought the sender’s intention was good; that is, to secure their email accounts
and consequently, their personal information and privacy:

The phishing message said my account has been breached. 1 feel
concerned about the email because I wouldn’t want my mail to be
hacked or someone to illegally access my mails. I rely on my email

account a lot: for personal transactions, purchases, family, and
friends. I had to click on the phishing email after reading it. The email
said my account has been breached and that I must act immediately.
That way, my account can be protected before the hackers completely
takeover it (Subject 13).

The phishing emails were also interpreted as assistance to ensure their
email accounts and their content remain secured. This message resonated with
subjects who wanted to control how information about them is communicated
and to whom:

The message stated that in the next 24 hours my account will be
closed. When I read the message, I felt that the intention is good to
secure my account. I don’t want my account to be deactivated in the
next 24 hours. Some of the mails and photos in my email account are
private and should not be accessed. In addition, I also have some
private stuff that I don’t want everyone to hear about. My image is
important (Subject 14).

Despite their prior experiences with similar requests, the attributes that
make phishing emails appear authentic and legitimate also make it hard for
subjects to distinguish phishing emails from legitimate emails. Thus, their
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concerns for their information privacy and limited experience lead them to the
wrong decisions:

You know it is very difficult to determine that its fake because,
at the end of the message, it said it is coming from Yahoo admin. It
also stated that if I don't click on the link, it will allow other people to
access my account. I don’t want other people seeing my online
activities (Subject 7).

After reading the phishing message, I became concerned about
my privacy and about an exposure of some of my online behaviors.
Everything really looked authentic, so I had every reason to act as |

did (Subject 12).

24.25 Complying to Protect Email Accounts
The fact that the subjects received these phishing emails in the email accounts
they consider to be important influenced their decisions to comply. Based on
their existing security knowledge, the subjects did not want others to have
access to their email to compromise their privacy:

The phishing message was about an urgent security update
regarding my user account. The goal was to secure my account, and
the message emphasized that if I don’t act to secure my account,
people can get into my account. By acting to secure my account, I was
blocking these bad people and keeping my account secured. It is
important for me that my email account is secured because, first of all,
my email account is very confidential to me. I have both confidential
information and mails, photos, and many things that concern only
me, so I want them to be very secured (Subject 9).

In addition, they felt that they could not afford to do nothing and have
their accounts deactivated:

It was an account deactivation notice phishing email. It very
precisely stated that some people tried to log into my account and if 1
do not change my password, my email account will be closed in the
next 24 hours. So, I do not want to lose the information that I have in
my account and I don’t want it to somehow be accessible to other
people. As a result, I clicked. My email is private, and if it is
deactivated, so many vital information will be lost (Subject 2).

One subject complied because the email account under the threat of
deactivation was an important business account. As manager of a shop, she
used that account to communicate the businesses’ financial performance to its
owners. Ensuring the account was protected and functional was therefore a

priority:
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When I received an email that said my account will be
deactivated within 24 hours unless I update some of my personal
information, 1 felt compelled to act because I didn’t want my account
to be deactivated. At that time, I was managing a shop, and although I
sometimes communicated with Yahoo Messenger, I more often
communicated through my personal email account. I sent emails to
the owners of the shop to update them about the situation of the shop.
I also sent monthly financial statements of that shop to the owners
through my Yahoo email account. Therefore, I had lots of records
about that shop in that Yahoo email account. I was complying with
the phishing request and thinking I don’t need to lose this account.
Since that phishing incident, I now have two personal email accounts,
and I valued the one that was hacked more because I used it for
communicating the financial transactions and the financial situation
of the shop. It was also the email account I have been using since the
year 2000. As a result, it had many contacts and information in it
that I did not want to lose (Subject 1).

2.5 Discussion

We make sense of these findings by explaining why diverse individuals with
different backgrounds and experiences comply with threatening phishing
emails. In doing so, we propose a stage theory that comprises two categories of
people in two stages (Stages 1 and 2). By categorizing phishing victims this way
and developing a stage theory to explain their reasons for complying with
phishing emails, this work extends existing security research by presenting an
empirical study on the phishing behaviors of diverse individuals outside an
organizational context. Extant phishing research has identified a small set of
fixed/static predictors or explanatory factors as reasons people comply with
phishing emails. These factors are assumed to remain the same across
individuals despite the differences stemming from their individual attributes
and online behaviors.

We argue that individuals’ reasons for using email and the Internet
change as their online behaviors, security experiences, and personal
circumstances change. Consequently, understanding where individuals reside
at particular points during their online experiences means anti-phishing
measures can be developed and tailored to their immediate needs. Thus, we
argue that the actual act of complying (e.g., clicking on a phishing link or
attachment) remains the same across individuals; however, the differences
emerging from individuals” years of Internet experiences, security experience,
and online behaviors affect how individuals process phishing emails
differently. We addressed this problem by studying the following research
question: How do differences in people’s Internet behaviors affect their reasons for
complying with phishing emails?
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As stated, our proposed stage theory categorizes individuals susceptible to
phishing as residing in two stages. Table 1 describes the components of our
stage theory. A stage is defined in terms of the process attributes of the
residents of that stage (i.e., user attributes and user behaviors). From these
process attributes emerge reasons that highlight the differences between
residents (i.e., phishing victims) of each stage. Each process attribute highlights
differences between Stages 1 and 2 and shows that Stage 1 and 2 residents
complied for different reasons. The stages and change elements indicate
interdependent relationships highlighting how, by themselves, the phishing
emails are not sufficiently persuasive to deceive individuals’ into complying
with phishers’ requests.

The process model (Figure 1) shows the processes involved in complying
with a phishing email and how Stages 1 and 2 residents differ from how they
processed the phishing emails that deceived them. The dispositional attributes
that individuals in the different stages possess are not fixed but are temporal.
For example, through further exposure and training or education, a Stage 2
resident can progress to a stage where residents can identify a security threat
and know how to manage that threat.

Further, the different attributes that make up the different processes help
us understand what is happening to individuals who are at a particular stage.
In addition, each stage and process has change elements that are process-
specific attributes that explain how individuals arrived at their respective
stages. The four process attributes (the nature of email and Internet use, prior
encounters with security, information security and privacy concerns, and
encounters with phishing emails) are used to explain why some individuals
reside in Stage 1 and others in Stage 2. According to our categorization, the
residents in Stage 1 comprise Subjects 2, 3, 12, 14, and 16, whereas the Stage 2
residents comprise Subjects 1, 4, 5, 6,7, 8, 9, 10, 11, 13, 15, and 17.
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TABLE 1 Table of stage theory
Stages User Attributes Time | User Behaviors
Stage 1 - Perfunctory/ad hoc 1 Nature of usage behaviors:
elements: - Irregular or infrequent Internet Nature of uses (personal)
-user users: “Followers” using email General Internet use (e.g.,
attributes and Internet because everyone browsing the news)
-user is using it Email use
behaviors Ad hoc/ perfunctory or
mundane activities
Change Process of change describes how people arrived at a particular stage, that is,
elements the reasons people reside at particular stages. The reasons are based on:
Change in nature of email and Internet use behavior stemming from new
online behaviors (e.g., creating, storing, and sharing information and
transactions)
Exposure, encounters, or interaction with security-related issues online
Stage 1 Security knowledge
change - Identifying security problem
elements - Do not understand security
problem
- Uncertainty about security
solution: cannot independently
identify a solution
Perception of phishing email:
- Phishing email is unwanted
interference, problem to online
behaviors
- Phishing email provides
solution to the problem
Stage 2 - Nature of use: personal and 2 - Frequent email and Internet
elements: business users
-User - Have personal information - Dependence on technology
attributes and security concerns (e.g., and its benefits for banking,
-User exposure, blackmail) gossip, business transactions,
behaviors creating, storing, and updating
files, photos, and private
transactions.
- Using multiple online
services, creating, storing, and
sharing information and
transactions.
Stage 2 Security knowledge:
change - Identifying security problem
elements - Understands security problem
- Uncertainty about security solution (what to do)
Perception of phishing email:
- “Perception of phishing email” from stage 1
- Threatening personal information and privacy
- Having doubts about the solution
Outcome Comply with threatening phishing email

behavior
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2.5.1.1 Process 1: Nature of Email and Internet Use

Stage 1 victims use email and the Internet for several reasons, for example,
because it is trendy, for general browsing, and for communicating with family
and friends. Some Stage 1 victims use email and the Internet for ad hoc or
perfunctory activities (e.g., “everyone was using email” (Subject 16). Others,
however, can be regarded as using the Internet and email for personal chats
with relatives and friends. Although the personal use behavior is similar
between Stage 1 and 2 victims, Stage 2 victims can be described as more
sophisticated users. The nature of online use for Stage 2 victims is more
frequent, and the personal/business use behaviors include creating, storing,
and sharing personal photos, information, and secrets. Stage 1 victims wanted
the perceived problems in the phishing emails addressed so that they could
continue with their activities. Stage 2 victims, moreover, became concerned
about their online behaviors (personal/business transactions), primary email
accounts, and online contacts and relationships. Whereas the nature of use for
all Stage 2 victims has evolved from rudimentary conversations to more
personal and business transactions, the same cannot be said for all Stage 1
victims.

This finding addresses the problem of general Internet usage in the
phishing literature. Past phishing research suggests that, because frequent
Internet users are more familiar and exposed to emails, they are more likely to
detect phishing emails (Harrison, 2016). Our finding on the nature of the
Internet and email use suggests that it only represents the first process of
becoming a phishing victim. Individuals” reasons for not ignoring or for taking
the phishing message seriously are different for Stage 1 and Stage 2 victims.
Whereas Stage 1 and 2 victims were affected by a perception of legitimacy and
authenticity, Stage 2 victims were also affected by concerns for their online
behaviors and accounts.

Furthermore, because changes in their reasons for complying were
influenced by their more personal use of email and the Internet, subjects had an
expectation of control over the access to their respective email accounts. Thus,
the changes in email and Internet behaviors from ad hoc to regular and from
mundane to personal (private) and business activities were the Stages 1 and 2
subjects’ main reasons for seriously considering the phishing emails at this
stage of the phishing deception process.

As is typical with continuum models, past phishing research has found a
direct relationship between general Internet use and phishing compliance;
however, our stage theorizing suggests that general Internet use explains why
phishing victims did not ignore the phishing messages in the first place. Our
theorizing also shows that differences in individuals’ reasons for using the
Internet or email affect how they formed their impressions of the phishing
email requests.

25.1.2 Process 2: Prior Encounters with Security
This stage addresses the role that subjects’ prior encounters with security had
on how they understood the threats in the phishing emails that deceived them.
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Whereas the Stage 1 victims cannot identify a security threat and a solution to
the threat, Stage 2 residents can identify a security threat, but not a solution to
the threat. Prior to encountering the phishing emails that deceived them, the
residents of Stages 1 and 2 had encountered security threats during their online
use behaviors.

Although Stage 1 residents can be aware of online security threats, they
can neither recognize nor solve a security problem. Upon encountering a
phishing threat, and perceiving the email as authentic, their primary concern is
not about the consequences of compliance, noncompliance, and fear of
consequences (negative or positive); rather, it is about doing what they think
must be done to fix the problem, thereby getting the problem out of the way.
Consequently, Stage 1 residents will disproportionately focus on the phishing
attributes. This finding on Stage 1 residents is similar to several past phishing
studies in which researchers have reported that victims are more likely to focus
on elements of the phishing emails that reduce elaboration and systematic
processing, for example, email title and source and urgency cues (Vishwanath
etal., 2011).

By contrast, the finding on Stage 2 residents suggests a more nuanced role
for prior security knowledge. Concerning Stage 2 residents, we suggest that
confusion resulting from residents’ prior experiences with conflicting security
messages gives rise to a lack of confidence, which influences subjects” decisions.
Because prior phishing knowledge is assumed to affect elaboration, researchers
have found that individuals are more likely to detect deceptive cues in phishing
emails (Wang et al., 2012). Drawing from cognitive and consumer psychology
(Cowan, 1986), security researchers have theorized that deceptive cues
emphasizing the urgency of response interrupt rational decision-making
processes (Vishwanath et al., 2011). However, prior phishing knowledge was
found to reduce the risk of complying by enabling users to engage in rational
decision making (Wang et al., 2012). Such individuals have high computer self-
efficacy and confidence in handling online security threats, making them less
likely to comply (Wang et al., 2012; Wright & Marett, 2010). Despite their prior
security experiences, Stage 2 subjects were not confident in handling phishing
emails. Their prior security knowledge that comes from the mass media,
experience with spam emails and/or phishing emails, and from interacting
with acquaintances was not sufficient to detect the phishing. Thus, although
Stage 2 subjects do not regard phishing emails promising wealth as persuasive,
consistent with prior findings on inexperienced Internet users (Dodge, Carver,
& Ferguson, 2007), subjects acknowledged being prone to mistakes when the
phishing email has an authentic look and feel.

Stage 2 subjects” prior security encounters motivated them to take the
phishing security threats seriously; however, they could not manage the
phishing emails with which they were unfamiliar (Downs et al., 2006).
Confusion ensued because the right decision oscillates between clicking on
some links and not clicking on others. The lack of confidence was the result of
the observable discrepancies with what they are used to handling. Accordingly,
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we suggest that prior security experience makes frequent Internet users with
limited security experiences confused when the phishing emails are authentic
looking. Because the source of the confusion is their limited experience, they
become less confident and adopt a mistaken protective behavioral stance.

2.5.1.3 Process 3: Information Security and Privacy Concerns

Because the Stage 1 residents can neither understand a security problem nor
identify the right security solution, this finding is based on Stage 2 residents.
This finding suggests that security threats in phishing emails give rise to
personal information security and privacy concerns, as individuals fear
negative consequences of a breach on their information security and privacy.
Prior phishing research has not addressed this important issue. Rather, the
primary focus has been on the user attributes (Wright & Marett, 2010) and
persuasive phishing factors (Wang et al., 2012; Harrison et al.,, 2016) that
increase susceptibility to phishing. (Workman, 2008) reported that users comply
with phishing emails because they are careless about their security. Admittedly,
subjects processed information security and privacy concerns because the
phishing emails emphasized security problems. In addition, security
researchers have reported that the presence of a threat element in a message
makes the message more persuasive (Das, de Wit, & Stroebe, 2003). Despite
their security and privacy concerns, however, subjects focus on the personal
ramifications of becoming a phishing victim, clouding their judgment. We
suggest that subjects’ security and privacy concerns involve a fear of
surveillance and/or a violation of privacy. Moreover, we suggest that they
desire to protect their email accounts and the confidentiality of their contacts
and communications. Thus, their concerns were the combination of the
phishing emails emphasizing security problems, the subjects’ frequent and
varying uses of email, their prior encounters with security and other phishing
attempts, and their beliefs that a personal email account is a private space.

Further, their thoughts also veered toward a fear that an intrusion could
lead to blackmail and damaged relationships. In creating, sharing, and storing
personal information, transactions, and contacts in their respective email
accounts, the subjects assumed they had control over access to the accounts.
However, despite their fears (e.g., blackmail) and security concerns, subjects
were never sure that their privacies had not been violated; in other words, they
had doubts. Because these thoughts disturbed their equanimity, they feared the
possibility of an intrusion to their privacy. Thus, encounters with threatening
phishing emails create a belief of an information security and privacy breach.
Threatening phishing emails motivate individuals to become immersed in the
emails as they consider the meaning within a larger personal context.

Overall, we report on the role that information security and privacy play
in being deceived by threatening phishing emails. We report that, when
individuals make decisions about a threatening phishing email, they comply
because the possibility (fueled by their prior security encounters, frequent use
of email, and their beliefs) that the phishing message may be true overrides the
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other possibility (fueled by their doubts, confusion, prior security encounters,
and frequent use of email) that the phishing message is a phishing attempt.

2514 Encounters with Phishing Emails

Stage 2 subjects’ perception of a threat to their personal email and information
security motivated them to want to block any (potential) malicious intruders
from accessing their email accounts. Stage 1 subjects’ perception of an
interruption of their online activities motivated them to comply with the
threatening phishing emails. This finding contributes to how individuals’
reasons for complying are formed when they encounter threatening phishing
emails. It explains how individuals” prior security encounters affect how they
view the elements of phishing emails that emphasize legitimacy, authenticity,
relevance, and threats. While specifically focusing on the reasons for subjects’
behaviors, our finding contributes to prior research on why people comply with
phishing emails (Wright et al., 2014).

Based on research in persuasion, prior phishing research has identified
scarcity, social proof, reciprocity, consistency, authority, and trustworthiness
(Wright et al., 2014) as the influence techniques or cues used by phishers to
make people comply with phishing emails. Identifying which techniques
influence individuals’ thinking processes no doubt contributes an important
explanation regarding why people comply with phishing emails. However, the
researchers’ focus on adopting these influence techniques was to determine
which elements of phishing emails people focus on when they encounter a
phishing email.

Similarly, research on home users” security behaviors seek to understand
why this group of users became victims of diverse security attacks. The findings
suggest that when users perceive a threat (threat susceptibility) and the severity
of its negative consequences (perceived severity), they become motivated to
avoid the threat if they believe that the safeguarding measure is effective,
inexpensive, and they have high computer self-efficacy (Liang & Xue, 2010).

In past studies on phishing behaviors and general home user behaviors,
researchers did not account for the changes affecting users’ reasons for thinking
and acting as they did. First, we suggest a retrospective thinking process
whereby a phishing email activates individuals” information privacy concerns.
Next, the thinking leads individuals to extract or rely on the knowledge from
their prior security encounters to make sense of what is occurring. Even when
subjects had doubts and/or suspicions about the source of the email based on
their prior encounters with security, the elements of the phishing email that
project legitimacy, helpfulness, and credibility (e.g., the source being the
management of Yahoo) combined with their personal information and security
concerns persuaded them to take the phishing email seriously.

The resulting preemptive thinking is influenced by their prior security
encounters. On one hand, these prior encounters focused individuals” thinking
processes on fears that malicious entities have access (or may have access) to
knowledge or relevant data about them; in addition, they had fears that they
may lose/have lost control over their privacy. On the other, because of subjects’
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prior security encounters, their thinking was also confused. While phishing
emails elicit information privacy concerns, they also elicit confusion for two
reasons: (1) subjects are not comfortable with how they are supposed to
resubmit their personal information (e.g., on a form that makes the password
visible) and (2) because subjects know they are not knowledgeable enough, they
also lack the confidence to ignore the phishing email. Consequently, they were
driven to click on the phishing emails by their intention to block malicious
entities. Whereas such intentions result in protective behavior in studies
conducted in the home context (Anderson & Agarwal, 2010), they resulted in
security breaches in a phishing context. This suggests that to translate a
protection motivated action/behavior to result in actual protection, the
individual must not only have security knowledge and self-efficacy, as
suggested in past research on phishing and home users, but more importantly,
the individual must also have specific knowledge or be advised about how to
act in that context.

In summary, our findings suggest that the subjects in prior phishing
research can be categorized as either Stage 1 or Stage 2 residents. However, this
categorization is not definitive and there is likely to be a third or even fourth
categorization of phishing victims. Importantly, the reason for this
categorization is the differences in victims” online behaviors and experiences,
which affect how they comply with phishing emails. For example, we find that
Stage 1 residents can neither recognize a security problem nor identify and
utilize a security solution. In contrast, Stage 2 residents can recognize a security
problem; however, they cannot extrapolate to understand and utilize the correct
security solution. This means anti-phishing recommendations should first
identify where victims reside before rolling out the recommendations to ensure
they are effective and targeted at the right persons. By extrapolating to derive
two categories of phishing victims, we can make anti-phishing
recommendations that are tailored to each specific category of Internet users.

2.5.2 Implications for Practice

Past phishing studies have advanced several recommendations aimed at
reducing the likelihood that people will continue to become phishing victims.
Among the recommendations, security education, awareness, and training are
often cited as enabling people to detect and avoid the persuasion techniques
used by phishers (Wright et al., 2014; Wright & Marett, 2010; Sheng et al., 2010;
Kumaraguru et al.,, 2009). Overall, past studies suggest that anti-phishing
training should ensure individuals can distinguish between legitimate and
phishing emails. In particular, an embedded training approach (Kumaraguru et
al., 2007) emphasizes that users be educated about the risks of identity theft and
financial loss by (1) teaching users that phishers are out to steal their
information and (2) training users never to click on links within emails, to
always type the real website address in a browser, to be suspicious of websites,
and to call customer service (p. 2). The basis of these recommendations is that
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people click on phishing links because they perceive the phishing emails to be
associated with a legitimate brand (Ormond & Warkentin, 2015).

Based on our findings and our proposed stage theory, we make the
following recommendations for practice.

Adopting lessons from a stage-based approach

The findings from this research highlight how people’s varying levels of
experiences (individual attributes) and online behaviors should affect the
design and implementation of anti-phishing recommendations. In the extant
phishing research, however, the basis of the practical recommendations neither
considers nor explains the matching of practical phishing advice to the specific
needs of Internet users. In other words, past researchers do not consider that
recommendations might be more effective when tailored to people based on
their knowledge, skills, and Internet experiences. Thus, the current strategy in
the phishing literature is based on a “one-size-fits all” approach.

We have shown that people at Stage 1 comply for reasons that are
different from people at Stage 2. This is because peoples’ residence at particular
stages at different points in time directly affects their online security knowledge
and general online use behaviors. Residing at a particular stage has a bearing on
a person’s security knowledge, self-efficacy, and experiences. Consequently, we
recommend that anti-phishing programs adopt a stage-based approach,
considering individuals’ reasons for residing at each stage. Thus, in developing
anti-phishing recommendations, security experts ascertain the needs of the
targeted user groups. For making practical recommendations that are efficient
and effective, we propose separating people into at least two distinct stages.

The first step should include assessing and acquiescing the needs of
individuals based on their resident stages. While this approach will serve to
avert mismatching recommendations, it will also ensure that recommendations
are tailored to meet the specific attributes and behaviors of the people residing
in each of the two stages. Second, security experts should specify the precise
behaviors that need to be changed. The key behavior that needs to be changed
is clicking on phishing attachments and links. Based on their specific user
attributes and online behaviors, we recommend rolling out recommendations
for Stage 1 individuals that will discourage them from clicking on links. The
messages should aim at developing a general awareness about phishing and
cybersecurity threats. This is a basic approach to security. However, it is
necessary for Stagel individuals because they neither understand the security
problem nor its solution.

Anti-phishing programs for Stage 1 individuals should aim to create an
awareness about online risks, such as phishing and Internet scams. They should
also aim to change peoples” perceptions, for example, that it is not okay to click
on links simply because they appear to be personally relevant and that anyone
can become a phishing victim. Emphasis should also be on the types of
deception methods being used by phishers. While the message is basic, the
specific security problem (i.e., phishing) is emphasized to enable individuals to
link the problem to the solution (awareness about phishing). For example, Stage
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1 individuals can be made aware that changes to their email personal
information cannot be done through a link. Therefore, companies are unlikely
to request that they do such changes through a link. Although it is typical to
find such messages in anti-phishing newsletters, they are not targeted at a
particular user and are designed to benefit all Internet users. Mismatched
interventions probably contribute to why anti-phishing techniques are not
always working or why their effectiveness is often for a short-lived period
(Kumaraguru et al., 2010).

By contrast, for Stage 2, the reasons for using email and the Internet have
evolved, and these people are more familiar with online security threats. Thus,
the generic messages that seem appropriate for the people in Stage 1 become
useless. Such messages add little value because the attributes of Stage 2
individuals suggest that, although they lack specific security knowledge to
protect themselves, they are already security aware users. Stage 2 people can
understand the security problem but not extrapolate and identify the right
solution.

Thus, they become confused and lack confidence in what they should do
when faced with a threatening phishing email. Because they rely more on the
phishing messages’ relevancy and legitimacy attributes, we suggest that anti-
phishing messages should focus one or two specific messages that people in
Stage 2 can satisfactorily perform. These messages should also be used
consistently to avoid confusing users, for example, asking them to focus on a
specific portion of the phishing message, such as the source or URL. Given that
they are more experienced online, people at Stage 2 can be encouraged to
systematically verify the authenticity of a link before deciding to click on it. The
literature on phishing overwhelmingly advises that people do not click on
suspicious links or attachments. Although advising people to focus on specific
portions of a phishing message is often mentioned in the literature on phishing
(e.g., Harrison et al., 2016), researchers have also noted that the advice is rarely
followed (Wu, Miller, & Garfinkel, 2006). We believe this is because security
experts are targeting the wrong audience. Anti-phishing messages are less
likely to be effective when they are addressed to individuals belonging to the
wrong stage.

Educating to build people’s confidence

In general, Stage 1 and 2 individuals are motivated by their reasons for using
the Internet when deciding to comply with a phishing email. Indeed, we found
that, by utilizing phishing emails that emphasize threats, phishers can make
Stage 1 and 2 residents comply out of fear of the security threats emphasized in
the phishing emails, albeit for different reasons. For example, Stage 1 residents
comply because they focus on the messages’ perceived authenticity and
legitimacy; however, Stage 2 residents are more likely to comply because they
tend to disproportionately focus on protecting the reasons for their online
behaviors (e.g., personal and business transactions).

Therefore, anti-phishing education and awareness programs should
specifically make people aware that phishers are hoping they will comply out of
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personal information and security concerns for their online behaviors. In
particular, because of their current security knowledge, people in Stage 2 are
confused and doubtful of their abilities. Past researchers have reported that
increased security awareness will likely also lead users to become temporarily
more suspicious (Wright & Marett, 2014). Although suspicion will likely
increase the number of false positives (Kumaraguru et al., 2010), we believe
suspicious users are better-off than doubtful or confused users because they are
less likely to comply with phishing requests. Thus, while education and
awareness will boost individuals” confidence, those who have doubts during an
interaction with a suspicious email should be taught to rely on their gut
instincts.

Using protection motivation and fear appeals in anti-phishing programs

Phishers use fear appeals in the form of threats requiring phishing recipients to
urgently click to avert something bad from happening or to reduce the negative
effects of an already bad situation (e.g., a security breach that has already
occurred). In the IS security literature, fear appeals represent a popular
approach to enhancing peoples’ motivation to perform protective behavior
(Johnston & Warkentin, 2010). Our finding indicates that the use of fear appeals
in phishing emails result in mistaken protective behaviors among phishing
victims. Although they can recognize a security problem, our finding suggests
that Stage 2 residents become victims because they have low self-efficacy in
relation to recommendations they do not understand (e.g., checking a messages’
source, placing a cursor above a link, or checking the URL). Thus, recipients of
phishing emails may choose to protect themselves by performing the most
obvious and simple protective action recommended by phishers. For example,
they may comply because they perceive the message to be legitimate and its
source to be authoritative. Thus, in a phishing context, we recommend that
using fear appeals to teach against clicking on phishing links should be avoided
or used cautiously until new empirical evidence finds otherwise. Further,
because Stage 2 individuals can become confused or doubtful, we recommend
educating them to adopt a protective behavioral stance in which they do not
click on emails that create confusion in their minds. They should be aware that
a protective behavior can also mean that one should do nothing.

2.5.3 Limitations and Research Implications

Although this study is based on subjects with different variants of threatening
phishing emails, the other type of phishing email (i.e., “you have won,”
“congratulations,” or “help me”) was not examined in this research. In addition,
as previous phishing research has not studied this type of phishing emalil, it
represents a new possibility for future research. The findings will likely further
contribute to new factors or attributes of theoretical relevance to the reasons
people are deceived by phishing emails. For example, given the nature of
phishing emails with benefits, it is possible that people are persuaded by a
combination of greed, wishful thinking, or altruism. These could be studied in
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future research on phishing emails promising benefits. Future research could
also rely on multiple actual victims of phishing to understand how the victims
formed their interpretations of such phishing emails.

Our study is based on interviews with individuals from diverse
backgrounds, with diverse and dynamic reasons for using email and the
Internet and with diverse online security experiences and encounters. The
individuals can be classed as home users in the IS security literature (Anderson
& Agarwal, 2010; Liang & Xue, 2010). In developing a stage theory, we have
shown how individual attributes and online behaviors affect compliance with
phishing emails. In the extant phishing literature, however, researchers have
viewed being deceived by phishing activity in terms of fixed or static phishing
and user factors. However, our finding that victims reside in at least two stages
based on their use behaviors and experiences indicate that the dispositional
attributes that affect compliance with a phishing email are rarely static. We
therefore recommend that future studies on phishing assume that peoples’
reasons for complying with phishing emails are changing over time. In
addition, the stages that people belong to demand continual adjustment, as they
are affected by their changing personal situations, experiences, and
improvements in the phishing emails.

Further, from our findings, subjects’ concerns for their personal
information security and privacy were driven by the nature of their online
transactions. Given their diverse needs, we believe shame or a fear of shame has
a temporal or fluctuating role in compliance with phishing emails based on
certain aspects of some users’ online behaviors. Indeed, anecdotal evidence
from our interviews with subjects for this study seems to point to a role of
shame or fear of shame. For example, future research can design an
experimental survey that includes additional questions pertaining to when
shame and the fear of shame are relevant, when they become relevant, and for
whom. The finding will contribute to why people comply with phishing emails.

Finally, future research should utilize our stage-based recommendations
in an intervention study. The intervention study will consider individuals’
attributes and online behaviors. Researchers should consider the possibility of
at least one additional stage (e.g., Stage 3). For example, it is possible that
people could become victims because of overconfidence in their abilities to
detect phishing emails.

2.6 Conclusion

Phishing attacks represent a major form of monetary loss and information
security and privacy breaches. Previous research has examined why individual
attributes (e.g., education and security experiences) and phishing attributes
(e.g., urgency cues, threats, and fear) make people susceptible to phishing
attacks. Moreover, past research assumes that phishing victims are motivated to
comply by the same static or fixed reasons, irrespective of differences in their
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individual attributes and online behaviors. However, we have argued that the
act of clicking on a phishing email remains the same across different phishing
victims. The reasons for complying, by contrast, are different for different
phishing victims because of differences stemming from their dispositional
attributes (years of Internet experience or security knowledge and varying
online behaviors). Therefore, in this study, we examined how differences in
people’s experiential attributes (e.g., security experience) and online behaviors
affect their reasons for complying with phishing emails. Our findings show
how differences in process attributes lead people to comply for different
reasons. We highlighted the differences between Stage 1 and 2 residents
through the following processes: nature of email and Internet use (Process 1),
prior encounters with security (Process 2), information security and privacy
concerns (Process 3), and encounters with phishing emails (Process 4).

Further, we categorize phishing victims as residing in one of two stages.
Stage 1 residents can neither recognize a security problem nor identify and
utilize a security solution. In contrast, even though Stage 2 residents can
recognize a security problem, they cannot extrapolate to understand and utilize
the correct security solution. We reported that Stage 1 residents complied from
focusing on and taking the phishing emails’ claims, authenticity, and legitimacy
at face value. Stage 2 residents, moreover, complied because their inadequate
security knowledge makes them confused, doubtful, and lacking in confidence.
Thus, Stage 2 residents adopted a mistaken protective motivated behavior
regarding their information security and privacy. Based on these findings, we
have recommended a tailored approach that highlights how people’s varying
levels of experiences (individual attributes) and online behaviors should affect
the design and implementation of anti-phishing recommendations. This new
approach should replace the current strategy based on a “one-size fits all”
approach in the extant phishing research. We have also recommended
important avenues for future research, which assume that the factors increasing
compliance with phishing emails are rarely static or contained within a discrete
timeframe. Instead, they are more likely to be unfolding over time as
individuals” email and Internet experiences, online behaviors, and the reasons
for their online behaviors change and/or adjust to new challenges embedded in
future phishing emails.



3 STUDY II. HOW ONE BECOMES AN INTERNET
SCAMMER: TOWARD A STAGE THEORY

3.1 Summary of Study II

Internet scams are a major form of Internet crime. Internet scammers use
misrepresentation and persuasive communication in online interactions to
swindle Internet users. Extant academic Internet scamming research has
proposed three main reasons that individuals become Internet scammers: (1)
monetary rewards, (2) disillusionment with socioeconomic and political
problems (corruption, unemployment, and poverty), and (3) affordable access
to the Internet. We argue, however, that many individuals who like monetary
rewards are experiencing the above-mentioned problems and are enjoying
affordable access to the Internet do not become scammers. Further, we note that
scamming research is hindered by problems with gaining access to scammers,
resulting in reliance on secondary data. This study is an interpretive study that
uses the inductive approach to interview Internet scammers to address these
problems by studying the following question: How does one become an Internet
scammer?

First, our empirical findings contribute to determining why people
become scammers by explaining why money is a motivator. We report that
money is needed to socialize, to enjoy an extravagant lifestyle, and to become
financially independent. Second, we contribute to determining how individuals
become scammers by identifying three stages. Stage 1 contributes to
determining pre-scamming activities and relationships that produce negative
emotions that motivate individuals toward scamming. Stage 2 contributes to
determining specifically why individuals become scammers through their
associations, lifestyle preferences, and desires to maintain financial
independence. Stage 3 explains why scammers use neutralizations, deterrence,
and rely on third parties (pickups) to justify persisting as Internet scammers.
We analyze these findings by relating them to theories in criminology. We
report that none of the extant dispositional crime theories that explain
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proclivity toward criminality (e.g., social learning theory) can adequately
explain why people become scammers. We also report that, although situational
crime theories (e.g., routine activities theory) were developed to explain why
criminal acts occur, they cannot adequately explain why scamming occurs
because they can neither explain the role of the offender nor the role of the
computer-mediated environment in criminality. For practice, we propose that
interventions will be more effective when they consider the locales that
scammers operate from and the scammers’ subjective assessments of deterrence
and emphasize education and fear for scammers and would-be scammers.

3.2 Introduction

Internet scams in which scammers mislead a buyer or an investor in an online
transaction are well-known threats enabled by the Internet. Internet scams have
morphed from traditional face-to-face scams, which some researchers have
traced back to the eighteenth century “Spanish Prisoner Scams” (Peel, 2006).
The act of Internet scamming involves misleading online buyers to make
advance payments for nonexistent merchandise, such as pets, coffee, romance,
and insects. Internet scammers typically frame these advance payments as
incidental costs (i.e., logistics costs: freights, flights, quarantines, or insurances)
that are required before a buyer’s merchandise can be authorized by custom
officials for shipping (Salifu, 2008). However, such Internet scammers do not
possess the merchandise they advertise, and they have no intention of acquiring
and/or supplying it. Since scamming became an Internet phenomenon, Internet
scammers have also become a global concern. In 2013 alone, the losses from
Internet scamming were estimated at US$ 12.7 billion (Ultrascan, 2014).
Although such scams have previously been mainly associated with certain West
African countries (e.g., Nigeria, Cameroon, and Ghana), estimates suggest
Internet scammers and their victims come from around the globe. The highest
numbers of Internet scam complaints were from the United States, Canada, the
United Kingdom, Australia, and India (IC3, 2013).

However, little empirical research has been conducted on Internet
scammers and/or their activities. Even as their activities dominate the headline
news, Internet scammers are not easily identifiable, and Internet scamming is
conducted in secret. Moreover, few rigorously conducted empirical studies on
Internet scammers have been published. Our current understanding of Internet
scammers involves descriptive accounts of the scamming process (Atta-
Asamoah, 2009), and anecdotal evidence from friends of scammers (Abia et al.,
2010), police and bank officials (Ampratwum, 2009), and relatives of Internet
scammers (Burrell, 2008). Although many researchers have attempted to study
Internet scammers, we are aware of only one academic study (Burrell, 2008) that
provided evidence from Internet scammers (n = 3). However, Burrell stated that
the interviewed scammers had not made any money from their scamming
activities. We are therefore not aware of any academic studies that have
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interviewed actual Internet scammers who have financially benefited from
scamming.

Thus, research on scammers remains at the exploratory stage with
secondary sources. Consequently, this study adopts the following research
question: How does one become an Internet scammer? We address this question by
adopting the inductive process associated with interpretive research (Rowlands,
2005). This study is based on face-to-face semi-structured interviews with 15
Internet scammers operating in Cameroon. Both the empirical (Burrell, 2008)
and theoretical (Akinladejo, 2007; Salifu, 2008) scamming literature explored
why people become Internet scammers. The typical identified reasons include
monetary rewards, socioeconomic and political problems (such as corruption,
mismanagement, poverty, and unemployment), and affordable Internet in poor
communities (Akinladejo, 2007; Ampratwum, 2009; Burrell, 2008; Walker,
Adomi, & Igun, 2008). First, because the act of scamming is to swindle online
buyers for their money, monetary reward is a plausible explanation. Indeed,
many individuals motivated by monetary reward and who experience
hardships from the socioeconomic environment do not become criminals. We
address this question by focusing on an important issue not addressed in extant
research: Why is money a motivator for becoming an Internet scammer? Moreover,
the money explanation does not address how one becomes an Internet
scammer. It is necessary to understand the stages and/or processes involved in
becoming a scammer so that interventions can be at the earliest possible stage.
Second, although Internet scams have become popular because of the Internet,
researchers have not examined what makes computer-mediated
communication (CMC) conducive to scams; that is, besides its features that
facilitate anonymity and unlimited communication from anywhere and at any
time. To explain our findings, we show how the problems we address relate to
the relevant criminological theories. We also theorize that becoming a scammer
unfolds through a series of stages.

On the question of why money motivates one to become a scammer, we
find that the money is needed to socialize, enjoy an extravagant lifestyle, and
become financially independent. Regarding how one becomes a scammer, we
identify three stages. Stage 1 identifies the problems and negative emotions
from individuals” pre-scamming activities that explain why they took their first
steps toward scamming. Stage 2 identifies the associations, lifestyle preferences,
and forms of misrepresentation, enabled and facilitated in CMC, as attributes
that explain why individuals specifically became Internet scammers. Stage 3
identifies the justifications and subjective perceptions of anti-scamming
deterrence measures that explain why individuals persist in committing
Internet scams. We also show how these findings relate to dispositional and
situational criminological theories. In this regard, our contribution suggests that
none of the dispositional crime theories that focus on individuals” proclivity
toward criminality, can adequately and specifically explain why people become
scammers. This is because becoming a scammer is affected by problems,
solutions, and preferences that are specific at the individual level, whereas the



48

explanations from theories are generic. Further, we suggest that, although
situational crime theories (e.g., routine activities theory) attempt to explain why
criminal acts occur, they cannot adequately explain why scamming occurs
because they can neither explain the role of the offender nor the role of the
computer-mediated environment in criminality. Thus, our findings highlight
the need for context-specific theorizing. We further explain how such theorizing
has implications for practice regarding combating Internet scams, for example,
understanding the locales scammers operate from and how scammers
subjectively assess deterrence measures within that locale before rolling out
anti-scamming measures.

3.3 Internet Scamming and Previous Work

Internet scamming, also known as advance fee fraud, is used to swindle online
buyers into making payments for nonexistent merchandise (Burrell, 2008).
Although scams existed long before the Internet,! they have become pervasive
because of the Internet. Before the Internet, scams were conducted in offline,
face-to-face communications. There are variants of scams in different parts of
the world (Salifu, 2008). Regardless, the different variants rely on a similar tactic
of persuading an individual to make an advance payment for nonexistent
merchandise. Although Internet scams come from around the globe (Glickman,
2005), it is generally assumed that most are perpetrated by scammers operating
out of some West African countries. Researchers have argued that the social
conditions because of the “paradox of plenty” causes “...resource-rich states
outside the Western world to fall into impoverishment, conflict and corruption”
(Peel, 2006 p. 2). The African countries most afflicted by Internet scammers’
activities, such as Nigeria, Cameroon, Sierra Leone, and Ghana, are often cited
as examples. Consequently, the prevalence of scamming (traditional and
Internet) in these countries is often attributed to poor socioeconomic
performance, rising unemployment, poverty, mismanagement, corruption, and
lack of accountability and transparency (Ampratwum, 2009).

The Internet, however, has made advance fee fraud scams a global
problem. While scholars attributed the emergence of scams to failed political
regimes, they also viewed the Internet as providing a platform for Internet
scammers (Peel, 2006 p. 2; Walker et al., 2008). Indeed, some characteristics of
Internet scamming distinguish it from scamming activities conducted offline.
Internet scamming occurs through computer-mediated channels, such as email,
bulletin boards, chat rooms, and social media. Traditional face-to-face scams
occur in a physical environment where the scammers are constrained by time,
location, and physical appearance. Despite its benefits, the Internet is often

1 Some researchers have argued that advance fee fraud scams originated in the 16t
century (Peel, 2006). The example that is often cited is the “Spanish Prisoner scam”: a
wealthy merchant would be asked by a stranger to pay for the smuggling of a
wealthy prisoner from prison in exchange for a reward that was never honored.



49

apportioned some blame for Internet scammers’ activities (Akinladejo, 2007).
The increase in Internet connectivity is assumed to serve two purposes. On one
hand, it is an opportunity to connect and empower socioeconomically
disadvantaged communities. Efforts by governments, nongovernmental
organizations (NGOs), and individuals to increase the penetration of Internet
access are being interpreted as opportunities for cybercrime in a West African
context (Boateng, Olumide, Isabalija, & Budu, 2011). Conversely, it is a means to
personal gain through illegitimate means (Boateng et al., 2011; Burrell, 2008).
Researchers also assume that people choose scamming because legitimate
channels are closed to them because of corruption (Peel, 2006). Accordingly,
past studies relying on data from West Africa, emphasized monetary reward,
socioeconomic and political problems, and Internet access as the main causes
for becoming an Internet scammer. In other words, individuals are driven into
scamming because legitimate avenues for success are closed to them.
Importantly, although the explanations based on monetary reward, poverty,
and increased Internet connectivity are plausible, they are also largely
descriptive and not grounded in convincing empirical evidence. Moreover, as
many individuals motivated by monetary reward, for example, do not choose
to become criminals, the extant explanations cannot be the whole story
regarding why people become Internet scammers. Importantly for this research,
they do not explain how one becomes an Internet scammer.

With one exception (Burrell, 2008), most studies are based on secondary
data taken from international agencies (Ampratwum, 2009) and reviews of
published articles that relied on secondary or anecdotal data (Abia et al., 2010;
Duah & Kwabena, 2015). For example, (Abia et al., 2010) examined why many
teenagers were drawn into Internet scamming in Cameroon by interviewing
school pupils who have scammer friends. Similarly, several recommendations
for interventions to reduce Internet scams are based on secondary data (e.g.,
Walker et al., 2008). In contrast, (Burrell, 2008) interviewed actual Internet
scammers (n =3) operating in Ghana. Burrell (2008), however, stated that
“Among those interviewed, there was no credible evidence that any of their
scamming activities had resulted in financial gain” (p. 17). Therefore, although
many scholars have attempted to study Internet scammers, it is questionable
whether anyone has used successful scammers as subjects. Table 1 summarizes
of the extant academic literature on Internet scamming (Appendix 2).

In summary, the existing explanations and the evidence on which they are
based call for more studies on Internet scammers and their activities.
Importantly, most scamming studies are either based on anecdotal evidence or
on theories from sociology and criminology. In the next section, we discuss
stage theories followed by a separate section on criminological theories. A stage
perspective is important for understanding how one becomes an Internet
scammer.
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3.4 Stage Theorizing

Stages are defined as a set of categorically different, ordered states, which are
similar in terms of cognitive, emotional, and behavioral features, but
psychologically different from each other (Weinstein, Rothman, & Sutton, 1998).
Stages are developed to understand how people change or how people behave
(Schwarzer, 2008). In health psychology, stage theories have been widely
applied to investigate health protective behaviors and stop unhealthy behaviors
(Weinstein et al., 1998; DiClemente et al., 1991; Prochaska et al., 1994). Some
examples include the transtheoretical model (Prochaska & Velicer, 1997), the
precaution adoption process model (Weinstein & Sandman, 1992a), and the
health action process approach (HAPA; Schwarzer, 2008).

The idea of stages may be intuitively compelling; that is, change occurs
through a sequence of qualitatively different psychological factors and practices
as individuals gradually adopt new behaviors (Sniehotta & Aunger, 2010). For
example, to create a scamming advertisement, an Internet scammer must first
write the advertisement and choose a preferred medium to post it. This
suggests that many disparate factors or attributes are likely to influence
behavioral change at different stages. However, most theoretical models of
behavioral change (e.g., protection motivation theory and theory of planned
behavior) are continuum models. They suggest that people can adopt new
patterns of behavior with a single equation (Sniehotta & Aunger, 2010). For
example, a small set of factors such as self-efficacy, outcome expectations, and
intentions are used to predict behavior in continuum models.

In developing stage models, the underlying assumption is that
interventions or recommendations to change a behavior will be tailored to the
needs of the individuals or behaviors at a particular stage. Further,
recommendations should also consider that different categories of people may
need different kinds of help. Stage researchers (Weinstein & Sandman, 1992b;
Weinstein et al.,, 1998) have recommended stage criteria that consider issues
such as whether the movements among the stages are sequential. Do the
variables that predict progress from stage to stage vary or do they remain the
same? Do people at different stages have different behavioral patterns?
However, they do not expect a single study to address all these issues.

3.5 Criminological Theories

In this section, we discuss the relevant theories to our study. This study is
inductive; therefore, we did not rely on any theories when collecting and
analyzing the data. We review these theories because different portions of our
findings are relevant to some aspects of these theories at different stages.
Understanding why people engage in a particular crime and why people
commit particular crimes is a prelude to developing strategies to control the
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behavior. Often overlooked in the literature on IS security is the fact that most
criminological theories are either situational or dispositional and are not
adequately and specifically applicable to the IS context. Traditionally,
criminologists have explained criminality through the dispositional attributes
that are assumed to explain why some individuals are born with, or come to
acquire, a “disposition” to offend (Clarke, 1983p. 228). For example, the
dispositional attributes introduced by classical criminology emphasize
biological factors (e.g., genetic differences) that affect criminality.
Contemporary crime theorists subsequently introduced psychological (e.g.,
personality and upbringing) and sociological (e.g., from a gang subculture or
poverty) factors. A dispositional approach to criminality is influenced by
previous personal history (Clarke, 1983; Gottfredson & Hirschi, 1990).

However, in 1947, Edwin Sutherland introduced the idea of explaining
criminality through dispositional and situational factors (Sutherland & Cressey,
1947). Sutherland argued that crime was either historical or situational. Clarke
(1983) specified situational crime as crime that is influenced by environmental
factors surrounding the crime scene. Clarke further argued that dispositional
factors alone make it hard to implement actions that reduce opportunities for
crime at particular times and places. Therefore, the criminal act should be
studied as distinct from the disposition to commit a crime because it does not
“result simply and inevitably from the presence of a criminally disposed
individual” (Clarke, 1983, p.229). Examples of situational studies include
crime-specific studies on shoplifting (Walsh, 1978), vandalism (Clarke, 1978),
and burglary (Brantingham & Brantingham, 1975). Situational studies on
burglary, for example, suggest that crime increases with the availability and
portability of valuable consumer goods. Studies on victimization suggest that
this outcome is also affected by the lifestyle choices of victims (Hindelang,
1976). Although there seems to be a consistent and predictable relationship
between crime and situational factors, the relationship is not causal.
Nonetheless, in explaining criminality, it is necessary to also explain the
criminal act and how it affects criminal behavior.

The criminological theories discussed include the general strain theory
(GST;, Agnew, 1985, Agnew, 2001), social learning theory (SLT; Akers &
Jennings, 2009), general deterrence theory (Nagin, 1998; Tonry, 2008), rational
choice theory (RCT; McCarthy, 2002), neutralization theory (Sykes & Matza,
1957), and routine activities theory (RAT; Cohen & Felson, 1979).

3.5.1 Deterrence Theory

In the eighteenth century, the emergence of the classical theory was seen as a
liberal reform to the criminal justice system. This reform was pioneered during
the Enlightenment era by utilitarian philosophers Cesare Beccaria (1738-1974)
and Jeremy Bentham (1748-1832). They argued that, because people fear pain,
given a choice, they will choose pleasure. In other words, people will choose
crime whenever its benefits are higher. Classical theorists viewed criminals as
calculating the risks and rewards of committing crimes. Accordingly, they
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argued that a fair justice system in which punishment is certain and swift will
deter future crime if the pain outweighs the gains (Lilly, Cullen, & Ball, 1989).
Although deterrence owes its intellectual origins to Beccaria and Bentham, it
owes its empirical roots to (Gibbs, 1975; Tittle, 1969). These scholars used
official data (e.g., police and court records) to assess whether punishment
certainty (incarceration/arrest) and punishment severity (incarceration length)
reduced the likelihood of future crime (Paternoster, 1987; Schell-Busey,
Simpson, Rorie, & Alper, 2016).

Traditionally, deterrence theory suggests that certainty, severity, and
celerity of punishment have a deterrence effect on offenders and would-be
offenders. The deterrence effect functions in two ways: through specific
deterrence, where the prescribed punishment is designed to deter only the
individual offender and through general deterrence, where the punishment is
designed to deter the general population from engaging in crime. The
deterrence effect is often publicized to make potential offenders aware of the
futility of participating in crime (Nagin, 1998; Tonry, 2008).

The major criminological reviews on deterrence theory have typically
suggested that increases in punishment have overall marginal deterrence
effects; however, the available evidence is also inconclusive, contested, and
dependent on the specific crime (Tonry, 2008; Naggin, 1998). Although
deterrence theory has been extensively studied (Nagin, 1998), research on
deterrence has primarily focused on traditional crimes (Schell-Busey et al.,
2016). Consistent with what Bentham and Beccaria believed, some evidence
suggests that certainty and celerity of punishment are more important than
severity (Tonry, 2008).

Whereas some deterrence research is based on the effect of formal (legal)
punishment for crime (i.e., objective deterrence; Schell-Busey et al., 2016), other
deterrence research is based on how offenders subjectively assess the threat of
sanction (perceptual deterrence; Gibbs, 1975). In general, perceptual researchers
have found criminality to be lower among individuals who perceive the threat
of punishment to be high (Grasmick & Bursik Jr, 1990; Paternoster & Simpson,
1996)

Such findings are not very helpful; of greater interest, would be how the
specific deterrence measure yields a deterrence effect. Criminologists have
noted that this depends on the specific form of the crime, how it is perpetrated,
the process by which people learn to commit the crime, and how offenders
perceive the deterrence measures.

Consequently, even though deterrence research has reported negative
associations between crime rates and sanction levels (Sampson & Cohen, 1988;
Kagan, 1989; Levitt, 1996), it is difficult to generalize from these studies.
Knowledge about the factors that affect the efficacy of a deterrence measure
also depends on the nature of the crime and of the offenders (Nagin, 1998). This
suggests a bias toward studies with fine-grained details; the details from these
kinds of studies provide relevant knowledge for policymakers (Tonry, 2008).
Because offenders” decisions to commit a crime are influenced by their specific
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contexts, criminologists view the macro level (e.g., economists and
econometricians) as being incapable of explaining how offenders perceive the
deterrence measures (Tonry, 2008). Deterrence measures that fail to consider
offenders’” views can lead to the adoption of mistaken policies. The
implementation of some deterrence measures includes well-publicized police
crackdowns (Sherman & Ross; Nagin, 1998; Tonry, 2008). Criminologists have
generally found such interventions to be successful in generating an initial
short-term deterrence effect (Sherman & Ross; Nagin, 1998; Tonry, 2008). In
some cases, the deterrent is effective through informal sanctions, such as the
fear of shame, for example, because offenders fear the social stigma of having a
criminal record.

In summary, the effectiveness of deterrence measures is context
dependent and influenced by offenders, how the crime is committed, and
knowledge of the certainty, severity, and celerity of the implementation of the
measures. The existing evidence from the criminological literature is
inconclusive.

Similarly, in the IT context, findings on the deterrence effect are also
inconclusive. Deterrence theory is among the most widely studied theories in IS
(D'Arcy & Herath, 2011; Siponen & Vance, 2010; Willison & Siponen, 2007).
Since (Straub Jr, 1990) introduced deterrence to IS security research, several
studies have been conducted investigating the deterrence effect (D'Arcy,
Hovav, & Galletta, 2009a; D'Arcy & Herath, 2011; Pahnila, Siponen, &
Mahmood, 2007; Siponen & Vance, 2010). The IS scholars have tested its ability
to predict employees’ compliance and noncompliance with IS security. Straub
(1990) used security policies, security staff hours, and technical controls as
proxies for deterrence to investigate their effectiveness in controlling computer
abuse. While Straub found the measures to reduce computer abuse, many other
studies have yielded different results.

At the individual level, (D'Arcy, Hovav, & Galletta, 2009b) found
perceived severity reduces IS misuse intention, but perceived certainty does
not. Consistent with D'Arcy et al., (2009b), Cheng, Li, Li, Holm, & Zhai, (2013)
reported that the severity of sanctions significantly affects employees' IS
security policy violation intentions, but certainty of sanctions does not. Cheng
et al., additionally reported that the threat of a harsh penalty if caught
motivates compliance. Herath & Rao, (2009) found that certainty of detection
has a positive effect on the intention to comply with IS security policies, but
severity of penalty does not. Other scholars reported that deterrence
countermeasures did not have a significant influence on employees” intention to
comply with security policies (Lee, Lee, & Yoo, 2004; Pahnila et al., 2007;
Siponen & Vance, 2010). Thus, similar to deterrence research in criminology
Paternoster (1987), IS research on deterrence is hindered by mixed results.

3.5.2 Social Structure Theories: Strain Theory

The Chicago School has had a significant influence on criminological thinking.
Several pioneers from the Chicago School emerged in the 1920s and 1930s,
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including Edwin Sutherland, Robert Merton, Clifford Shaw, and Henry McKay.
The emergence of the Chicago School was influenced by the changes occurring
in American society. There were major demographic shifts occurring in
American inner cities due to mass migration. The city of Chicago was at the
heart of these demographic changes, resulting in two major criminological
traditions, both focusing on the social context: strain theories and subcultural
theories of crime.

Wickersham Commission, Shaw, & McKay (1931) pioneered the ecological
approach to crime in Chicago during the 1920s at a time of major transitions
and mass poverty. Shaw and McKay viewed crime as emerging from the
prevailing cultural norms and values existing in lower-class culture.
Consequently, they rejected the prevailing racial and cultural explanations at
the time. Instead, they argued that the ecological conditions of the city itself
were the cause of delinquency. Relying on case material from court and police
records, Shaw and McKay studied the attitudes of offenders in relation to the
community, the play group, the gangs, and the family.

They found that areas with low crime rates were associated with
conventional practices, such as good homes, respect for the law, and church
attendance. Such values, however, were absent in areas with high crime rates.
Instead, the youths in the high crime areas were exposed to conflicting moral
values. Shaw and McKay also observed that delinquency correlated with
economic and social conditions, such as poverty, poor health, and poor
housing. Financially deprived and living in poor neighborhoods, lower-class
youths choose crime as a means for economic achievement, socialization, and
prestige. In contrast, because middle-class youths have access to mainstream
cultural norms (from attending schools and church), they were exposed to
socialization process practices that promote conventional attitudes and
behaviors. This ecological approach paved the way for other theoretical
perspectives, such as the strain approach to crime. Regardless, Shaw and
McKay had relied on court and police records, which changed from time to
time and varied from one neighborhood to another. Thus, their theory was
heavily criticized.

3.5.21 General Strain Theory

The first strain theory, developed and made popular by Robert Merton, was
based on Durkheim’s pioneering work. Emphasizing the consequences of a
breakdown in social control, Durkheim proposed that pressures toward the
formation of delinquent subcultures are induced by the inability of the lower-
class youth to achieve culturally defined ends through legitimate means (Ohlin
& Cloward, 1960). In such situations, the outcome is anomie - normlessness or
lawlessness from a breakdown in social order.

Similarly, Merton argued that anomie does not develop from only a
breakdown in goal achievement alone. Merton proposed that anomie develops
from a breakdown between goals and the legitimate means of achieving them
(Cloward & Ohlin, 1960). From studying crime in impoverished Chicago
neighborhoods, Merton concluded that the anomic conditions within the
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American society that give rise to these strains are culturally defined goals (e.g.,
wealth accumulation, success, and power) and socially approved means (e.g.,
hard work and education). Merton’s theory focused solely on the utilitarian
aspects of crime.

Scholars, notably Albert Cohen, criticized Merton’s theory of anomie for
not addressing non-utilitarian aspects of crime, which may be unrelated to
success goals, such as violence, vandalism, or murder (Siegel & Senna, 1985). To
address the criticisms from Merton’s theory, Agnew, 1985, Agnew (2001)
conceptualized a GST, focusing individual level strains and emphasizing a
social psychological perspective. The GST focuses explicitly on negative
relationships in which people are not treated as they want to be treated and on
negative events and conditions disliked by people. Agnew specifically
emphasized that strains may cause many emotions, such as fear, humiliation,
frustration, and anger, of which anger is most applicable to crime. Departing
from Merton’s narrow focus, Agnew argued that strains may come from many
sources, not just from a failure to achieve economic success (Agnew, 2001, 2002;
Hay & Evans, 2006). Examples of strains associated with crime include parental
rejection, unfair discipline, child abuse, bullying, negative school experiences,
marital problems, criminal victimization, and homelessness (Agnew, 1992).
Because strains may make it impossible for some individuals to achieve their
life goals (e.g., monetary success, social status, and power), some people use
crime to cope. The GST also claims that strains may foster the social learning of
crime (Agnew, 2000).

Even though GST stipulates that certain strains (e.g., anger) are more
applicable to crime, it also acknowledges that most strained individuals do not
cope through crime. Further, GST also identifies the factors that increase the
likelihood of criminal coping: possessing poor coping skills and resources, low
levels of conventional social support, low social control, associating with
criminal others, holding beliefs favorable to criminal coping, and viewing the
costs of criminal coping as low and the benefits as high (Akers & Jennings, 2009,
p-335). Therefore, GST proposes that the strained individuals who engage in
crime lack legal coping strategies (Akers & Jennings, 2009). Further, strain-
producing negative emotions are more likely to result in crime when the people
experiencing the strains see these strains as high in magnitude, unjust, and
associated with low social control (Agnew, 2001).

Although IS scholars have not examined the role of strain in IS security
behaviors, several criminological studies have found empirical support for the
central propositions of GST. Using data from undergraduate students, Broidy
(2001) reported that strain-induced anger significantly increased the likelihood
of deviant outcomes. Some researchers examined the role of stressors on
criminal behavior and reported that perceived discrimination predicted crime
and substance use (Eitle, 2002). People with more stressful life events are more
likely to become criminals (Eitle & Turner, 2003). Empirical studies on GST also
indicate that the effects of strain on crime are often partly explained by negative
emotions as well as by social control and social learning (Jang & Rhodes, 2012).
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3.5.2.2 Neutralization Theory

Prior to Sykes & Matza (1957), Albert Cohen (1955) articulated a subcultural
theory focusing on the relation between criminal behavior and social class
structure. Cohen argued that delinquent boys, unable to climb up the social
ladder, reject mainstream culture and create their own subculture. Challenging
this view, Sykes and Matza (1957) argued that delinquents do not necessarily
reject mainstream culture when they join a subculture. They argued that many
delinquents view their delinquency as wrong from their upbringing and
interactions; accordingly, delinquent boys share similar values and norms as
other members of society and experience guilt and shame for their crimes.

Refining this idea, Matza (1961) argued that some delinquents are in a
state of drift between a conventional lifestyle and a delinquent lifestyle. Thus,
rather than being opposed to mainstream culture, many delinquents adhere to
the norms of mainstream society but render them ineffective through
techniques of neutralization. However, mainstream norms serve as checks on
their behaviors (Conklin, 2013; Matza & Sykes, 1961). Thus, delinquents invoke
techniques of neutralization to minimize their commitment to the law and to
the expectations of others by drifting in and out of the moral values of the
mainstream culture (Matza & Sykes, 1961). Sykes and Matza (1957) identified
five techniques of neutralization that delinquents use prior to violation of the
law: denial of responsibility, denial of injury, denial of the victim,
condemnation of the condemners, and appeal to higher loyalties (Table 2).
Matza (1964) added that youths are drawn into delinquency because of its
rewards or values, which can include an adventurous lifestyle (of excitement,
thrills, or kicks).

To understand why employees violate security policies (Puhakainen &
Siponen, 2010), IS scholars have found that neutralization techniques are often
stronger than sanctions (Siponen & Vance, 2010). When neutralization
techniques are invoked, even non-malicious employees can deliberately violate
security policies (Guo, Yuan, Archer, & Connelly, 2011; Siponen & Vance, 2010).
Siponen and Vance (2010) examined specific neutralization techniques and
found them to be more effective predictors of IS security policy violation than
sanctions from general deterrence theory. (Harrington, 1996) identified denial
of responsibility as a significant predictor of employees’” computer abuse
judgments. Although Siponen and Vance (2010) reported that neutralization
techniques have similar effects, (Barlow, Warkentin, Ormond, & Dennis, 2013)
reported that the effects of different neutralization techniques depend on the
particular security violation.

In criminology, findings for neutralization have been mixed (Maruna &
Copes, 2005). Scholars have attributed the mixed results to researchers not
tailoring specific neutralization techniques to specific behaviors (Morris,
Johnson, & Higgins, 2009). In their review of 50 years of neutralization theory,
Copes and Maruna (2005) argued that researchers continue to utilize
neutralization in its original form, instead of refining neutralization to suit
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specific problems. The authors also argued that neutralization is probably better
suited to explaining persistence in crime than the onset of crime.

TABLE 2 Techniques of neutralization
1 The denial of The offender denies being responsible for the crime,
responsibility claiming instead that the crime is the result of external

forces beyond the offenders” control such bad friends or
unloving parents.

2 The denial of injury | The offender can argue that no one was hurt; no harm was
done; or the victim can afford it. Thus, the offender uses
linguistic devices to undermine the criminal act.

3 The denial of victim | The offender will argue that the victim deserves it; the
injury is not an injury but a rightful retaliation.
4 The condemnation Offenders shift the focus from their deviance to the motives
of condemners and behaviors of those who disapprove their crimes. The

condemners (e.g., police, teachers, or lawmakers) are
hypocrites or criminals in disguise. In this fourth technique
offenders change the conversation from their crimes by
attacking others

5 The appeal to higher | Offenders argue they are caught up between meeting the
loyalties demands of their smaller groups (friends, siblings, or gang)
at the cost of violating the law and respecting general social
norms. The law is violated not because it is unimportant,
but because of other more pressing demands involving
higher loyalty.

3.5.2.3 Social Learning Theory
Akers” SLT emerged as an extension and a reformation of Sutherland’s
differential association theory. The work by Shaw and McKay was the
foundation for Edwin Sutherland’s classic differential association theory. Shaw
and McKay concluded that the social roots of crime are transmitted in a similar
fashion as language and other forms of social behaviors (Lilly et al., 1989). In
turn, Sutherland argued that some social groups are organized in ways that
either encourage or discourage crime. Sutherland presented his theory as a
general theory of crime; that is, all forms of crime involve social learning.

According to Sutherland, criminals and non-criminals are separated by the
content of what they have learned; people learn to commit crime just as they
learn to play baseball or paint. Following a life-history study on Chic Conwell, a
professional thief, Sutherland (1937) came to a more general conclusion that
differential association with thieves is the critical factor determining whether
one becomes a pickpocket, a shoplifter, or a con artist (Siegel & Senna, 1985).
Differential association theory was, however, not widely accepted in sociology
and criminology. Scholars criticized the theory for having too broad constructs
that cannot be empirically validated (Burgess & Akers, 1966).

Following Sutherland, Akers developed the SLT, equally positioning it as
a general theory of crime. Drawing from Albert Bandura (1977), Akers
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suggested learning occurs in a social context through direct experience,
observation, imitation, and modeling (Crain, 2015). Akers & Jennings (2009)
reformulated Sutherland’s nine statements of learning into seven (Table 3). The
SLT stresses that the process of learning about crime occurs through four
central concepts: differential association, definitions, differential reinforcement,
and imitation (Akers & Jensen, 2006). Although associating with criminals
increases a person’s likelihood of becoming a criminal, mere association is not
enough. Instead, the associations must be frequent, intimate, and of long
duration. In addition, a person must also learn the definitions that are favorable
to crime and prefer them over definitions emphasizing conformity with the law.
A definition is an orientation and attitude toward a given behavior. Criminals
are assumed to have favorable definitions toward crime. Differential
reinforcement emphasizes the benefits, such as peer approval, for participating
in criminal behavior. Through imitation, a person observes and follows the
behavior of another. Regardless, SLT has similarly been criticized for been too
broad and for failing to specify whether an individual becomes a delinquent
before associating and learning from other delinquents. In addition, SLT does
not specify what is involved in the learning.

TABLE 3 Seven principles of social learning (Akers & Jennings 2008, p. 324;
Burgess & Akers, 1966)

Statement | Descriptions

numbers

1 Criminal behavior is learned according to the principles of operant
conditioning (reformulation of Sutherland’s Principles 1 and 8).

2 Criminal behavior is learned both in nonsocial situations that are reinforcing or

discriminative and through that social interaction in which the behavior of
other persons is reinforcing or discriminative for criminal behavior
(reformulation of Sutherland’s Principle 2).

3 The principal part of the learning of criminal behavior occurs in those groups
which comprise the individual’s major source of reinforcements (reformulation
of Sutherland’s Principle 3).

4 The learning of criminal behavior, including specific techniques, attitudes, and
avoidance procedures, is a function of the effective and available reinforcers,
and the existing reinforcement contingencies (reformulation of Sutherland’s
Principle 4).

5 The specific class of behaviors which are learned and their frequency of
occurrence are a function of the reinforcers which are effective and available,
and the rules or norms by which these reinforcers are applied (reformulation
of Sutherland’s Principle 5).

6 Criminal behavior is a function of norms which are discriminative for criminal
behavior, the learning of which takes place when such behavior is more highly
reinforced than noncriminal behavior (reformulation of Sutherland’s Principle
6).

7 The strength of criminal behavior is a direct function of the amount, frequency,
and probability of its reinforcement (reformulation of Sutherland’s Principle 7).
(pp. 132-145
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Although IS scholars have only begun studying the role of SLT in crime
(Lowry, Zhang, Wang, & Siponen, 2016; Young & Zhang, 2005) in the
criminology literature, SLT has been the subject of many empirical studies.
Researchers have tested the principle of differential association on gang
membership (Decker, Pyrooz, Sweeten, & Moule Jr, 2014; Kissner & Pyrooz,
2009) and in the context of offline bullying behaviors (Moon et al., 2010;
Espelage et al., 2000). In online settings, Hollinger (1993) reported that friends’
involvement in computer piracy increased a respondents’ involvement in
computer piracy. Similarly, Skinner & Fream (1997) also reported that the
strongest predictor of computer crime (computer piracy, hacking, infecting
computers with viruses) is differentially associating with friends who
participate in computer crime. Some researchers, however, have reported
findings that are inconsistent with the principle of differential association. In a
study that examined the onset of bullying behavior, Moon, Hwang, &
McCluskey, (2008) did not find support for the principle of differential
association theory.

3.5.24 Rational Choice Theory

The RCT explains how people make decisions when faced with choices. The
RCT has been widely applied to study individual, social, and economic
behaviors in many contexts (McCarthy, 2002). The earlier economic approaches
to crime assumed that rational choice is mainly influenced by self-interest. This
approach predicts that crime is reduced by reducing the monetary benefits of
crime and increasing the severity of punishment (Schmidt & Witte, 2013).
However, a broader approach to RCT adopts a wider range of preferences
(Eide, Aasness, & Skjerpen, 1994). A broader approach to RCT views the
decision to act as involving individuals” preferences, attitude toward risk and
time discounting, and costs and benefits that affect the decision to offend
(McCarthy, 2002). Thus, a rational choice decision is affected by individuals’
preferences and orientations toward present versus future outcomes. A
preference can involve forgoing an immediate benefit for greater future
compensation. However, preferences typically do not refer to outcomes; most
outcomes are uncertain and are unlikely to be realized (McCarthy, 2002).
Preferences are also affected by the available information. Although people
prefer their decisions to be guided by complete information, most decisions are
made with incomplete and/or inaccurate information. Nonetheless, rational
actions are those that show consistency between people’s preferences and their
choices. McCarthy (2002) argued that a rational choice approach is not a theory
of cognition, as people do not always think in ways that are typically associated
with rationality (e.g., reasoned, thoughtful, and reflective), and most decisions
that people make are not based on literal calculations.

The rational choice approach to crime only provides an account of how
people’s preferences affect their choices. Thus, the rational choice approach to
crime does not explain the source of people’s preferences. This presents a sharp
contrast with other, typically dispositional crime theories, such as SLT and GST.
However, the rational choice approach relates to other crime theories that focus
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on the decision to commit a criminal act, such as the RAT (Felson & Cohen,
1979) and the reasoned-offender approach (Cornish & Clarke, 1986). While
there are criticisms against RCT, McCarthy (2002) argued that a broader
approach to RCT addresses these criticisms because they stem from confusion
about its key concepts, premises, and predictions.

3.5.2.5 Routine Activities Theory

Unlike dispositional theories, situational theories (e.g., RAT or lifestyle theory)
do not associate crime with structural problems (e.g., poverty, inequality, and
unemployment) or with offenders” prior histories. Situational theories suggest
that crime cannot be committed unless there are opportunities to break the law.
The RAT was first introduced by Cohen and Felson (1979) and is a situational
theory that views crime as a function of people’s everyday behavior.
Shoplifting, burglary, and employee theft are some examples of crimes
explained by RAT. Opportunities for crime occur when people’s daily routines
make them suitable targets by motivated offenders either because they are
inadequately protected (e.g., a property) or because they cannot protect
themselves (e.g., a vulnerable person; Conklin, 2013).

The RAT focuses on three elements: motivated offenders, target suitability,
and the absence of guardianship. According to Tonglet (2002), motivated
offenders have moral beliefs that support theft and the belief that the rewards
from theft outweigh the risks. Thus, motivated offenders commit crimes when
they encounter desirable merchandise that is unprotected and easy to steal. An
abundance of merchandise also increases opportunities for theft (Stack, 1982). A
suitable target is a property or person that is visible, vulnerable, and accessible
to offenders. The absence of guardianship proposes that a target lacks the
means and resources to fend off or avoid victimization; for example, they
cannot call for help (Mustaine & Tewksbury, 2007). Guardianship refers to the
extent to which people protect (or not) their property during their daily lives,
for example, not switching off the car when shopping in low temperatures.
According to RAT and the lifestyle approach to crime, the absence of
guardianship from homeowners (e.g., working long hours away from home or
taking frequent and long vacations) can result in increases in home burglaries.

The RAT is primarily a macro theory of victimization focusing specifically
on individuals who are suitable targets for motivated offenders. However,
because it is a situational theory, the RAT attempts to specify the minimal
conditions necessary for a crime to occur and to focus attention on elements of a
crime independent of the offender. Whereas the RAT provides characteristics of
the situations, targets, or victims of crime, it only notes that the offender must
be motivated to seize the opportunity.
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3.6 Methodology

We used an interpretive approach to understand how one becomes an Internet
scammer. Several researchers have reported on the appropriateness of the
interpretive approach to studying the complex interaction of people and
computers within their social settings (e.g., Myers, 2013; Orlikowski & Baroudi,
1991). To code the interview data, we applied the open and selective procedures
associated with grounded theory (Glaser, 1978). Even though open and
selective coding procedures are often associated with grounded theory (Glaser,
1978), we only used them as a means of performing data analysis (Urquhart,
2012). Accordingly, we make no claim that this is a grounded theory study.
Open and selective coding procedures are well established methods for
analyzing qualitative data (Urquhart, Lehmann, & Myers, 2010). The
interpretive approach allowed wus to develop theoretical explanations
inductively and then to integrate them with the relevant existing literature.

3.6.1 Data Collection

This study is based on semi-structured interviews conducted with Internet
scammers operating in Cameroon. The interview data for this study was
collected in two field trips. The planning before and during the interviews was
facilitated by a local acquaintance. Getting to interview scammers has proven
difficult. The second author works with the National Bureau of Investigation
and knows that even Interpol has not been able to go undercover and do
interviews with scammers. Therefore, getting access to the scammers requires
inside contacts. We relied on a local acquaintance introduced to the first author
by his friend> who owned a cybercafé. The first author is a Cameroonian, and
this was a necessary requirement to meet and interview the scammers because
they were more suspicious that a Westerner could be working for the
authorities.

The first interviews were conducted in March 2014, and five Internet
scammers were interviewed. These first interviews, which focused on why
subjects became Internet scammers, were also an opportunity to identify
problem areas for more probing. The first three interviews involved individuals
who have been practicing Internet scams for over ten years. These individuals
were aged between 35 and 42. In contrast, the last two individuals had at most
five years of experience (Table 4) and their ages ranged between 25 and 30. Our
goal was to use theoretical sampling to select the subjects. We tried to achieve

2 The first author’s friend knew many scammers, however, because he was not friends
with them, they would not open up or even concede to him that they are scammers.
Thus, a local acquaintance (who is not and has never been a scammer), who is a
friend to some of the scammers interviewed for this study, was in a better position to
approach them. Because he also works as a community organizer, our local
acquaintance knew the right people to negotiate with contacting other scammers that
he was not close with.



62

this during the first field trip by deliberately choosing Internet scammers with
varying years of experience.

TABLE 4 Subjects pre-scamming activities and years of Internet scamming
experience

Subjects Types of previous economic activities

1 (equal to or more than 10 years) Hawking

2 (equal to or more than 10 years) Managing garage and secondhand car parts shop

3 (equal to or more than 10 years) Managing video club

4 (less than or equal to 10 years) Job-seeker

5 (less than or equal to 10 years) Attending school

The second round of interviews occurred in January 2015 with 10 Internet
scammers. Although we had also planned to interview Internet scammers
whose years of experience varied significantly (e.g., over ten years, between five
and ten years, and less than five years), we only succeeded in interviewing
individuals with under ten years of experience. In total, the data comprises 15
different Internet scammers and each subject was only interviewed once. With
one exception, all the subjects with less than 10 years of experience were
attending either high school or university at the time they became Internet
scammers. The one exception had completed vocational training and was a job-
seeker. The subjects with equal to or more than 10 years of experience were
living with their guardians and were financially dependent on them. In general,
the subjects with less than or equal to 10 years of experience were in their mid-
to-late twenties at the time of the interviews.

We were led to believe by the local acquaintance that all subjects have
made money from Internet scamming. During the interviews, the scammers
corroborated this assertion. Each interview lasted between 45 and 65 minutes.
The subjects all gave permission for their voices to be audio recorded, but
anonymously. All the individuals we could interview and made aware of were
men. We conducted the interviews at secure locations chosen by the subjects.
The subjects were offered a small reward for participating and promised strict
confidentiality of their anonymity.

The semi-structured interviews were an opportunity to learn about the
many issues before they became Internet scammers and why they continue
practicing Internet scams. The interviews started with questions about subjects’
key activities and experiences before scamming, their respective ages and
immediate activities when they heard or considered scamming, and how they
became Internet scammers including the learning process (what was learned,
how, where, and with whom). We also asked about their reasons for giving up
these pre-scamming activities for scamming. Subjects were also asked why they
are Internet scammers, for example, why continue and why not quit?
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3.6.2 Data Analysis

The transcription and coding processes occurred simultaneously. The
techniques of open and selective coding were applied in coding the data
(Urquhart et al., 2010). Open and selective coding procedures are designed for
generating theories based on interviews or observations (Strong et al., 2014;
Urquhart, 2007). The data analysis involved coding the data to indicate the
meaning of particular portions of the interview data at the sentence and
paragraph levels (Myers, 2013). The goal was to identify key themes pertaining
to how one becomes an Internet scammer.

3.6.3 Findings

This section summarizes the findings. Each chunk of quote from the subjects
includes issues that are relevant to the different stages. For ease of reading, all
the relevant transcripts are in the appendix (see appendix 2). The quotations in
appendix 2 are organized as the findings presented here. Nonetheless, the
findings present vivid descriptions from the subjects. The findings suggest that
subjects with less than five years of scamming experience learned from their
friends, whereas subjects with ten years and above learned opportunistically
from random scammers. In addition, subjects with less than 5 years of
experience were attending school (including teenagers), unemployed, and
lacked an independent source of income when they became scammers. In
contrast, subjects with equal to or more than 10 years of experience were
financially independent and married with children. These differences are
summarized in Table 6 in appendix 2. Whereas the subjects with more than or
equal to 10 years of experience had conventional businesses before they were
scammers, the current trend is teenagers becoming scammers, for example,
through their friends. We view these differences as representing a generational
gap in how people have become Internet scammers. Accordingly, we categorize
Subjects 1, 2, and 3 as belonging to the old generation of Internet scammers and
the rest as belonging to the new generation of Internet scammers.

3.6.3.1 Stage 1: Origin of the Problem

Loss of business income

The origin of the problems of the old generation subjects is the loss of business
income, which threatened their financial independence. The three old
generation subjects were engaged in different business activities: Subject 1 was
a hawker, selling exotic insects to Western tourists; Subject 2 was a garage
owner and secondhand car parts dealer, buying his merchandise from overseas
suppliers; and Subject 3 owned a local ‘video club’ (a local cinema). However,
problems emerging from their business models (Subject 3), interactions with
their business customers (Subject 1), suppliers (Subject 1), and local tax
authorities threatened their business incomes.



64

Subject 1 sold his merchandise to Western tourists visiting Cameroon. In
addition to hawking from one place to another, Subject 1 also relied on a
snowball approach. He asked his customers to recommend their acquaintances
who need his merchandise. His initial contacts were through face-to-face
interactions with the tourists visiting Cameroon. Over time, through
snowballing, he had overseas customers calling in and later emailing him from
Western countries. His main problem was that his overseas customers wanted
him to sell at “unreasonably low selling prices.”

Subject 3 had been managing his “video club’ business (i.e., a local cinema)
since he dropped out of secondary school. His video club showed movies from
a 20-inch television screen at a price of CFA 50 FRS for children and CFA 100
FRS for adults. However, changes in the business environment negatively
affected his business income, leading to his business’s eventual demise. These
changes included the emergence of cheap DVD players and cable television.
However, Subject 3 blamed his problems on the entry of cheap products into
the market and the fact that he was still required to pay taxes.

Subject 2 claimed he was scammed by an overseas supplier who did not
supply the merchandise he had pay for in advance. He was very angry that
after university, he had to settle for a “dirty business.” He was also very angry
about the tax officials who wanted bribes to do their jobs; for example, he
reported that tax officials assigned him to a higher tax category and wanted a
bribe before they would reclassify him into a lower tax category. Subject 2 felt
that, because his income was small, he rightfully belonged to a lower tax
category. He was also angry at the corruption in the system as a whole for
allowing people with less skills and qualifications to flourish because they had
“god-fathers,” while he did a job he did not like. Such comparisons, coupled
with his negative experiences with some tax officials and an overseas supplier,
filled Subject 2 with anger and frustration.

Friends become Internet scammers

The origin for the new generation subjects’ problems can be traced to when
their friends became Internet scammers and they chose to continue socializing
with these friends, for example, accompanying their respective scammer friends
to places where subjects became exposed to the extravagant lifestyle of
scammers, such as nightclubs and social events. In such places, their scammer
friends were among the most popular attendees and often would show-off, for
example, offering to buy drinks for everyone. In other settings, they want to
own the latest technological gadgets. At this point, subjects” financial expenses
were covered by their scammer friends.

Although subjects were enthralled and overwhelmed by this lifestyle, they
soon realized that their respective scammer friends wanted them to take charge
of their own financial expenses. Not yet scammers, the new generation subjects
could not afford the expenses they had been witnessing without becoming
scammers themselves. Their scammer friends, however, pressured them to also
become scammers and financially sponsor their love of the scammer lifestyle.
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That would mean a complete change from their dominant pre-scamming
activities.

Before they were exposed to scammers and their lifestyle, most new
generation subjects were financially dependent on a guardian. Six were
attending school or university and four had graduated but were unemployed.
Among the four graduates, one had further studied for a professional diploma
in information technology. Like most teenagers in Cameroon, they described
themselves as “financially broke” (e.g., Subject 7). However, they loved the
scamming lifestyle to which they had been exposed. Thus, subjects began
seeing and complaining about problems in their lives they, hitherto, did not
complain about. For example, they complained about poverty and
unemployment because these are common and obvious problems in the
country. Subjects complained about the high rates of unemployment and the
uncertainty about getting a job upon completing school. Indeed, four subjects
stated that they were unemployed jobseekers. The others, however, lacked any
professional work-related skills and were not jobseekers. Moreover, the most
salient concern after their friends became scammers was loneliness from losing
their friends to scamming.

In summary, analysis of subjects” problems suggests that loss of business
income is the main problem that affected old generation subjects’ pre-scamming
activities. This problem resulted in three negative emotions (anger, revenge,
and disillusionment) that influenced their decisions to find an alternative means
to make money. For the new generation subjects, the main problem identified
was that friends became Internet scammers. This problem resulted in a negative
emotion, loneliness, and a positive experience when subjects became exposed to
the lifestyle of scammers and loved the lifestyle. However, because they loved
the lifestyle, subjects were respectively peer pressured by their scammer friends
to become financially independent by also becoming Internet scammers.

3.6.3.2 Stage 2: The Solution

Context of the solution

The old generation subjects felt the solution to their respective problems was
finding alternative or supplementary sources of income. Subjects 1 and 2 were
disgruntled that, on one hand, “greedy customers” and a “dishonest supplier,”
respectively, and, on the other hand, a corrupt system was negatively affecting
their business income. Subjects 1 and 2 had come to the following conclusions,
respectively:

e conventional work does not pay;

e those who attempt to work hard end up disrespected and
disappointed; and

e the system is about cheating.

Therefore, to solve their problems, each subject scouted around learning from
what others were doing to make quick money.
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Subject 3 had also concluded that it was time to close his business and
start something new. He started working at a cybercafé; however, the pay was
too low to meet his family needs. He also viewed the job as simply a short-term
fix until he could be owner manager again. In addition, a friend who sold
insects to Westerners introduced him to the business, and this became another
source of income for him. While working at the cybercafé, Subject 3 observed
scammers committing Internet scams, and he became interested.

The new generation subjects, realizing they had to choose between their
conventional activities and becoming Internet scammers, came up with reasons
(unemployment, poverty, fear of being lonely, and love of the lifestyle) that
choosing the latter was a better decision. However, these problems became
imminent and prominent only after they experienced the scamming lifestyle
and were pressured by their scammer friends to become financially
independent.

The solution: Learning scamming and becoming Internet scammers

Subjects resolved to address their different problems by first learning how
scams are committed and then committing Internet scams. For the old
generation subjects, learning involved opportunistically observing other
scammers at cybercafés (Subject 1). It also involved hearing tales from other
scammers, searching online for more information, and learning scamming
through trial and error. In contrast, the new generation subjects learned from
their friends who became Internet scammers. Typically, subjects learned how to
perform one scam before applying their skills to other types of scams. The most
common scams that subjects learned and practiced include pets, dating,
plantation, and fertilizer scams. Examples of what subjects learned include:

e Using Facebook to advertise scams: The new generation subjects
primarily learned to commit scams through Facebook. Scammers
like its mode of communication, which they said is faster in
comparison to communication by email. This is because Facebook
enables live chatting, which reduces the time to response with a
potential victim. Unsuccessful scams are determined more quickly
so that subjects can focus on new targets.

e Relying on prewritten letters: First, this is to reduce the risks of
mistakes that can reveal that a supplier is actually a scammer.
Second, the potential victims typically reply to a scamming
advertisement with similar questions and concerns that various
prewritten letters can address at different times in the
communication.

e Scouting websites such as Craigslist in search of “wanted”
advertisements and then contacting the advertisers as legitimate
suppliers.

e Confidence, interpersonal persuasion, and misrepresentation:
Subjects learn to confidently misrepresent themselves and others in
online business transactions by learning how to communicate with
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online buyers (what to say, how to say it, and how to address
buyers” worries and win them over when they have doubts). To be
convincing, subjects must sound knowledgeable of the merchandise
they claim to supply and to provide justifications regarding why a
buyer must make payment for the merchandise to Cameroon.

e Dealing with skeptical buyers: Buyers who are hard to convince are
dealt with on a case-by-case basis. For example, some buyers can
complain about a selling price being too high, while indicating their
intentions to shop elsewhere. In such cases, subjects are taught to
create a new account and contact that buyer with the knowledge
they already have about the buyers’ preferences. Time is important
because scammers who take too long to scam a buyer run the risk
of other scammers scamming the buyer first.

e Deceiving the same victim into making multiple payments by
coming up with plausible stories about delivering merchandise, for
example, money needed to insure the merchandise, pay for
customs, or for quarantine. Importantly, learning how to do
successful scams is a continuous process; subjects learned other
important tactics to become a successful scammer, for example,
how to avoid getting caught by law enforcement.

3.6.3.3 Stage 3: Justifying the Solution

Although becoming scammers was to address the problems outlined in Stage 1,
movement into scamming did not make subjects immune from mainstream
conventional culture. To cope with the moral and legal pain of committing the
crime of scamming, subjects formulated justifications as defenses to their
solution, that is, becoming Internet scammers.

A means to realize their long-term conventional goals

Because scamming is a crime and a moral vice, scammers justify their decisions
to continue committing Internet scams by claiming that it is only a short-term
means to achieve their long-term goals. Some scammers indicated that their
long-term goals included traveling overseas; however, most indicated that they
were already living these long-term goals, for example, enjoying their preferred
lifestyle of fast money, girls, partying, and popularity. Most subjects, however,
could not specify what their long-term goals were. Some subjects who were
attending university indicated that scamming had made them drop-out of the
university or at the very least, negatively affected their studies, for example,
delaying their graduation from the university.

Love for the scammers’ lifestyle

Subjects justify scamming for the extravagant lifestyle that includes reckless
spending and being popular among friends, strangers, and girls. Scamming
transformed them from ordinary individuals who were no different from the
people in their neighborhoods to popular individuals who were known to
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almost everyone. Furthermore, subjects indicated that they cannot do without
this lifestyle.

Blaming others

The old generation subjects justified continuance in scamming by blaming the
victims of scamming and the socioeconomic conditions of corruption and
unemployment. Because their customers prefer unreasonably low selling prices
and will quickly send the payment when a supplier agrees to a low price, the
old generation subjects also mentioned this to justify continued scamming.
Framing customers seeking the lowest possible price as greedy or dishonest
enables subjects to claim that they are not the only ones involved in dishonest
behaviors.

Effect of the harm from scamming

The new generation subjects defended their decisions to continue committing
scams on the assumption that their victims are probably wealthy. Thus, they
will not be too concerned about losing money from scamming. Subjects also
suggested that some victims might not even realize that they have lost money.
They reinforced this thesis by stating that they are only lower-level scammers,
in contrast to their more successful peers committing “company scamming”
(Subject 10).

Timing of their guilty feelings

Choosing scamming as a solution to their problems created feelings of guilt in
some scammers, particularly the new generation subjects. However, they can
cope with such guilty feelings because of the timing of the guilt. Subjects
reported guilty feelings that are temporary and only emerge when they have
successfully scammed a buyer. Subjects reported that their guilt is only after the
act because of the reason for the act; that is, when they are planning and
persuading buyers to make advance payments, they are overwhelmed by an
urgent need for money to satisfy their extravagant lifestyles. Thus, they are not
concerned about the effect of their actions on their victims. After a successful
scam, however, these subjects experience guilt for several reasons:

e their continued attachment to the conventional norm through their
relationships with God, upbringing, and socialization with their
non-criminal friends;

o the guilt emerging from their consciences is beyond their control;
and

o the post-scamming interactions some subjects have had with some
of their victims.

Subjects described how some victims wrote to complain that they have
been scammed and to explain why and for whom they needed the merchandise,
for example, as a pet as present to a sick child or as a Christmas present. When
subjects learned about these victims and their personal circumstances, they
realized that some of their victims are “just like us.” Despite the empathy they
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felt, it was not strong enough to change their behaviors because of their own
extravagant needs. In addition, subjects reported that, given the opportunity,
they would say words of comfort that their victims want to hear to make the
victims feel better. Such words of comfort also make subjects feel less guilty.

Karma

Although subjects indicated that scamming is wrong both legally and morally,
they justified their continuance decision by suggesting that they were already
paying the price for scamming through karma. Because of karma (what goes
around comes around), subjects suggested that they cannot save enough money
to meet their long-term goals and quit scamming. Hence, even though subjects
view scamming to be wrong, they also claim that karma is one punishment for
their crime.

Effectiveness of deterrence

Subjects also viewed scamming as the solution to their problems because they
can evade justice while making fast money illegally. They suggested that the
existing anti-scamming measures are ineffective and uncertain. Although law
enforcement sometimes apprehends scammers operating out of cybercafés, they
could not go after those operating with laptops from private locations, such as
their homes. Subjects believe that operating from anywhere at any time makes
it hard for law enforcement to track them.

Although local banks have instituted measures to curb scammers’
activities, subjects reported finding successful ways to evade these measures.
For example, when banks started blacklisting individuals suspected of
scamming for three months, the blacklisted scammers hired pickups to collect
the money on their behalf. Further, upon realizing that other scammers’
collusions with law enforcement makes apprehension more likely, subjects
reported that they stopped bragging about a successful scam until they collect
the money from a financial institution.

When banks began proactively advising their customers against business
deals with suppliers in some West African countries, subjects also advised them
to lie about the nature of the transactions. When banks, acting as legal
representatives of their customers, request documentation as proof that a
supplier is legitimate, subjects reported obtaining the required documents from
the Internet. Further, when Facebook changed its policy to reduce how many
groups a Facebook user can join at a time, subjects settled for the reduced
number of groups they could join. Even though subjects viewed this restriction
as negatively affecting their scamming activities, they stated that they have
adjusted well to it.
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3.7 Discussion

3.7.1 Toward a stage theory

We develop an explanatory theory (Gregor, 2006) that explains how one
becomes an Internet scammer. We theorize from our findings by proposing that
becoming an Internet scammer unfolds in three stages, relating the findings to
relevant extant literature and theory. Stage 1 focuses on the pre-scamming
problems and negative emotions that motivated subjects’ journeys into
scamming and explains why they were motivated to become scammers. Stage 2
focuses on the learning process and why subjects chose to begin committing
Internet scams. Stage 3 explains why they persist in Internet scamming. Further,
we also relate our findings to relevant theories from criminology. Although the
relevant crime theories (e.g., SLT and GST) are viewed as general theories of
crime applicable to all forms of crime (proclivity toward crime and persistence
in committing criminal acts), our overall finding suggests that no single
previously developed dispositional and situational criminological theory can
adequately explain how one becomes an Internet scammer.

3.7.11 Stage 1: Problems and Their Negative Emotions

Stage 1 addresses two problems. First, it explains why subjects made their first
steps into scamming by agreeing to learn how to scam. Our finding differs from
existing scamming research, which has suggested that the problems influencing
people’s decisions to become scammers are from preexisting socioeconomic
conditions, such as poverty, corruption, and unemployment. Second, our Stage
1 finding also explains the role of money in becoming an Internet scammer.
Although existing research has suggested that people are motivated by money
to become scammers (Burrell, 2008; Abia et al., 2011), it has not explained why
money is a motivator.

Subjects” decisions to learn how to scam were influenced by two problems,
one for each generation of scammers. For the new generation, it was that friends
became Internet scammers. This problem resulted in the negative emotional
feeling of loneliness because their friends could no longer make time to
socialize with them. The old generation’s problem was loss of business income,
and it resulted in the following negative emotions: anger, disillusionment, and
revenge. These negative emotions emerged for two reasons: (1) some subjects
viewed the problem as a threat to their financial independence and their
abilities to sustain their families and (2) subjects blamed their problems on
others, such as the government (its inability to manage corruption and reward
meritorious hard work), greedy customers, and dishonest suppliers. Although
the old generation subjects blamed the government for part of their problem,
the finding suggests the main source of their problem is situated at the
personal/business level.

Accordingly, we suggest that subjects’ respective problems and the
negative emotions they subsequently produced motivated their decisions to
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learn how to scam for the following reasons: (1) Those whose friends became
scammers socialized with scammers, personally experienced their lifestyle, and
became attracted to the scammers’ lifestyle of fast money and extravagance. (2)
They also found the cost of the lifestyle to be too expensive to sustain without
enough money. Consequently, they felt internally pressured and were
externally pressured by their scammer friends to learn how to scam and keep
up with the lifestyle. Additionally, (3) those whose businesses failed interpreted
the loss of their business income as threats to their financial independence and
their abilities to sustain their families. Thus, regarding the role of money, our
finding suggests that money motivated subjects to become scammers because
subjects needed the money to socialize and enjoy an extravagant lifestyle.
Others additionally needed the money to maintain and protect their financial
independence.

Relationship with existing literature and theory

Theoretically, the problems and negative emotions they produce can be
understood through the lens of the GST and SLT. According to GST, negative
emotions, such as anger, loneliness, or revenge, emerging from stressful events
(e.g., inability to achieve monetary success, peer pressure, or death of a friend)
increase the likelihood of crime. In particular, GST regards anger as the emotion
that is most conducive to crime because it creates a strong desire for revenge
and reduces the desire for legal coping. Crime, therefore, becomes an escape
from the strain that produces these negative emotions.

Moreover, GST suggests the inability to cope as the main reason negative
emotions from strains result in crime; our finding provides a more specific
explanation, suggesting reasons subjects were unable to cope. For the old
generation subjects, we suggest that the negative emotions (anger, revenge, and
disillusionment) resulting from the strain, such as loss of business income,
motivated subjects” decisions to progress into scamming because they wanted
to protect their financial independence. In addition, they could not cope with
the behaviors of their business partners (Subjects 1 and 2) and the corrupt
political system.

For the new generation, we suggest that the desire to maintain friendships
after friends became scammers was motivated by the need to protect
themselves against loneliness. This was necessary because with scamming, their
scammer friends had a new activity that they did not share with the subjects. In
addition, because of scamming, their scammer friends had made new friends
that they also did not have in common. After experiencing the extravagant
lifestyle of scammers, it became a positive experience that they were unwilling
to abandon. The lifestyle enabled them to hang out with their friends, make fast
money, and become popular.

The importance of identifying the negative emotions that motivated
subjects to learn to scam is that we not only understand the source of their
problems, but we can also explain why they were unable to legally cope with
their strains. These problems emerged from their personal and business
activities and relationships at the individual level. Thus, even though subjects
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indicated that they were affected by socioeconomic problems of poverty,
unemployment, and corruption, the main source of the strains and negative
emotions were within their personal control. We suggest that subjects blamed
their problems on the macro system to invoke a narrative that misrepresents the
problems as unjust, unavoidable, and beyond their control because the
problems are caused by the socioeconomic environment. Further, invoking this
new narrative made their decisions to learn how to scam appear reasonable.
Indeed, when one considers the socioeconomic environment in Cameroon this
narrative seems plausible.

Overall, therefore, Stage 1 findings focus on why Internet scammers made
their first steps into scamming by identifying and explaining the source of their
problems and the negative emotions the problems produced. In providing this
explanation, Stage 1 also contributes to why subjects were motivated to learn to
become scammers.

The Stage 1 finding is also related to the SLT. The SLT offers a general
explanation of the acquisition, maintenance, and change in criminal behavior
through associations with criminals (Akers et al., 2009). According to the SLT,
criminal associations result in crime because they are of long duration, intimate,
and occur frequently. Thus, a person does not become a criminal by merely
associating with criminals; it is the nature, characteristics, and balance of the
differential associations that affect a persons’ likelihood of becoming a criminal
(Akers & Jennings, 2009). The SLT, however, does not specify why criminal
associations occur beyond that their occurrence is for criminal purposes. Similar
to the SLT (Akers & Jennings, 2009), we find that scamming behavior is learned
in a process of socialization with other scammers. Moreover, we also find that
social learning leads people to scamming because of their desire to maintain
and protect friendships, the love of the scammers’ lifestyle, and their desire to
become popular and respected among peers and to cope with peer pressure.

Whereas some individuals learned how to scam from close personal
friends, others (e.g., the old generation scammers) learned individually by
opportunistically observing other scammers and then by trial and error. This
suggests that not all criminal learning emerges from personal socialization
processes. Individuals overwhelmed by negative emotions (anger, revenge, and
disillusionment) resulting from financial strains can become self-motivated to
address these problems through criminal involvement. Overall, however, our
finding highlights the important role that maintaining and protecting personal
relationships and lifestyle preferences have in criminal associations. These
relationships and preferences have not been reported in social learning and on
previous empirical studies on SLT.

3.71.2 Stage 2: Solution: Learning and Committing Internet Scams

Choosing Internet scamming

Stage 2 explains why subjects chose scamming as the solution to their
conventional problems. It starts by providing some context as to why scammers
view scamming as a solution. That is, why the negative emotions from Stage 1
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led subjects to conclude that conventional work does not pay and that it
exposes one to disrespect and disappointment when the macro system is
corrupt and does not reward merit. Consequently, we suggest that subjects
specifically chose scamming and not some other crime (e.g., street burglary) for
the following reasons:

e it is consistent with the subjects’ preference for money,
extravagance, and popularity;

e subjects’ proximity to scammers, access to scammers, and
socialization with scammers; and

e the scams are committed online and IT reduces the complexity of
interactions with online buyers.

Examples of the third reason include using Facebook and other websites
to advertise scams, when scammers rely on prewritten letters and online
anonymity that presents opportunities to evade being identified and/or
apprehended.

Relationship with theory

Regarding preferences, similar to the RCT (McCarthy, 2002), we find that one of
the reasons subjects decided to become scammers is that it is consistent with
their preferences for extravagance, fast money, and popularity. Although RCT
provides an account of how people’s decisions depend on their preferences,
RCT takes preferences as given (Paternoster & Pogarsky, 2009). Thus, RCT does
not explain the source of people’s preferences (McCarthy, 2002). Yet, to be
rational means to act in a way that is harmonious with one’s choices or
preferences (McCarthy, 2002). In the case of this study, the source of subjects’
preferences is the problems identified in Stage 1. Theoretically, this is important
because by suggesting that preferences are affected by stressful events in
people’s everyday lives and by their personal relationships, we highlight a
relationship between RCT, GST, and SLT. However, because RCT does not
explain the source of a preference, it cannot adequately explain why subjects’
problems motivated their decisions to commit Internet scams.

3.71.3 Solution: Committing Internet scams

Our Stage 2 finding also explains why subjects chose to commit Internet scams
after learning how the scams are committed. The main reason is that the scams
are committed through a CMC medium. The act of committing Internet scams
involves online persuasive misrepresentations. Internet scammers misrepresent
themselves, organizations, persons, locations, merchandise, and offers. Our
finding explains the role of learning and associations that detail what subjects
learned and how the CMC medium facilitated their decisions to start
committing Internet scamming. The technique of committing persuasion by
misrepresentation is to deceive online consumers into making advance
payments for nonexistent merchandise. Learning to perpetrate these
misrepresentations requires socialization with Internet scammers.
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To successfully commit Internet scams, subjects learned two techniques of
misrepresentations, namely, IT-enabled misrepresentations and IT-facilitated
misrepresentations. Both techniques and their characteristics are shown in
Table 5.

TABLE 5 Types of IT-misrepresentations

IT-enabled misrepresentation technique IT-facilitated misrepresentations

Displaying false geographical locations, Internet technology as a platform to perform

assuming multiple genders/identities, social persuasive communication:

posting nonexistent merchandise on credibility by pretending to have expertise

websites and on Facebook, and and knowledge about a merchandise

operating from anywhere and at any time of | displaying false empathy, enabling them to

the day deceive an online buyer of merchandise or
an online seeker of a romantic relationship.

In addition, IT-enabled misrepresentations are those behaviors that have
emerged and are practicable because of Internet communications (e.g.,
displaying multiple identities). Indeed, the attributes of IT-enabled
misrepresentation have been mentioned in headline news and the research
literature on scamming (e.g., Burrell, 2008). However, past scamming research
does not differentiate between IT-enabled and IT-facilitated misrepresentations.
The IT-facilitated misrepresentations (e.g., displaying false empathy) involve
using Internet technology as a platform to perform persuasive social
communication. The online context in which Internet scammers operate enables
them to apply social influence techniques in ways they might not be able to in
the physical world. Although both social learning and differential association
theories describe the importance of learning specific techniques of committing a
crime, neither theory specifies a particular technique. This is because the
learning theories of crime were developed as general theories, applicable to all
forms of criminal acts.

We specify the tactics that scammers use to commit scams and, in doing
so, highlight the important role that information technology through certain
Internet attributes plays in the commission of Internet scams. Further, we
explain that individuals who learn to commit scams take the next step to
execute what they have learned as Internet scammers because the scams are
committed through the Internet. This finding provides a more specific
explanation for the generic one in SLT. According to social learning, people
commit crimes when they develop definitions that are favorable to violations of
the law in excess of definitions favorable to conformity. Our finding, moreover,
specifies that, in the context of Internet scamming, the Internet represents a key
definition favorable to violation of the law.

First, regarding the specific tactics used by scammers, we suggest that
addressing this problem requires considering the two features of IT-enabled
and IT-facilitated misrepresentations. Both techniques give scammers the
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confidence to commit Internet scams while also bringing them closer to their
victims. In addition, the Internet enables them to appear credible and legitimate
by filtering out undesirable social cues (e.g., location, physical appearance, race,
or gender). Consequently, Internet scammers are freed from the relevant
physical constraints of time, place, race, and sanctions. Figure 2 (in Appendix 2)
shows how the Internet enables these online misrepresentations.

Further, subjects’ decisions to start committing Internet scams were also
affected by what they learned about the tricks of committing an Internet scam.
These include utilizing Facebook as the main medium for finding,
communicating, and deceiving online users because it enables live chats and
reduces the time to response in comparison to email communications.
Moreover, they use prewritten letters to reduce mistakes and utilize anonymity
as a veil to hide deceptive cues (e.g., location, gender, race, or age) and to
communicate confidence and persuasion. Through CMC, subjects can approach
the same victims under different user names and deceive them multiple times.
Further, these characteristics of Internet technology highlight key differences
between physical crimes (e.g., face-to-face scams) and scamming on the
Internet. Theoretically, these differences highlight a need for understanding
online crimes as distinct from offline crimes.

Furthermore, Stage 3 explains why Internet scammers persist in
scamming. The findings highlight the combined roles of deterrence
ineffectiveness, anonymity, scammers’ subjective thinking processes, and
justifications for persisting in scamming.

3.714  Why deterrence is ineffective?

Overall, our finding identifies several reasons deterrence is ineffective, which
are discussed below. These include Internet anonymity, pickups, and
scammers’ subjective thinking assessment processes. According to deterrence
theory, the deterrence effect is assumed to deter offenders and would-be
offenders from engaging in crime. However, the empirical evidence is also
inconclusive, contested, and dependent on the specific crime (Tonry, 2008;
Naggin, 1998). Criminologists suggest that an effective deterrence measure
should be based on the specific form of the crime, how it is perpetrated, the
process by which people learn to commit the crime, and how offenders perceive
the deterrence measures. This suggests a bias toward studies with fine-grained
details. While such details provide relevant knowledge for policymakers,
deterrence measures that fail to consider offenders’ views can lead to the
adoption of mistaken policies (Tonry, 2008). In the next section, we explain why
deterrence against scamming is ineffective from the perspective of Internet
scammers.

Internet anonymity and pickups

First, subjects view deterrence as ineffective because of Internet anonymity,
which acts as a veil to hide them from their victims and law enforcement.
Anonymity obscures their identities and ensures that they appear credible and
believable to online buyers. This cloak of anonymity, however, is not always
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anonymous. When scammers successfully persuade a buyer to make advance
payments, they must send buyers their real identities for the money to be
transferred. Thus, anonymity is salient up until the point that Internet
scammers need to receive an advance payment. However, scammers can hire
the services of a pickup to preserve their anonymity and protect themselves
against the risks of being caught in the process of collecting the scamming
money. Further, the availability of pickups strengthens scammers’ perception
that deterrence measures are ineffective.

Subjective thinking processes

Second, deterrence is also ineffective because of scammers’ subjective thinking
toward deterrence measures. By subjective thinking, we mean how scammers
assess deterrence measures. They assess the measures through factual and
biased information.

The assessment, based on factual information comes from their
experiences operating as Internet scammers. It leads scammers to consider the
severity, certainty, and celerity of anti-scamming measures in line with the
expectations of policymakers. However, the particularity of the local context
exposes scammers to ways to avoid deterrence measures, for example, giving
bribes, using pickups, and avoiding cybercafés. Consequently, they have come
to view deterrence implementation as uncertain and sanctions as avoidable. In
contrast, scammers view the collusions between other scammers and law
enforcement as the most effective means of apprehension. Because scammers
view bragging as the source of this problem, they avoid bragging about a
successful scam.

Offenders’ biased subjective thinking process

In contrast, Internet scammers’ deterrence assessment based on biased
information is influenced by their wishful thinking. This includes their hopes
and personal expectations, and the limited and/or distorted information they
are aware of about anonymity and anti-scamming deterrence measures. These
biases stem from scammers’ specific and general knowledge that the
implementation of anti-scamming measures is uncertain. However, their
knowledge is also limited to only those deterrence measures that they have
experienced. Nonetheless, the uncertainty of implementing deterrence and a
lack of visibility of law enforcement, leads Internet scammers to conclude that
anti-scamming measures are either ineffective or nonexistent.

Further, their wishful thinking bias leads scammers to conclude that
information technology in Cameroon is so porous and underdeveloped that
they cannot be tracked while using laptops from private locations to commit
scams. Here, scammers’ factual subjective assessment is that information
technology in the Cameroonian and West African context is underdeveloped.
However, their interpretation that the systems to track online criminals are
nonexistent, ineffective, corrupt, or too costly to be deployed is biased because
it is not based on accurate information. Importantly, these biased views enable a
conclusion in scammers’ favor about the uncertainty of getting caught while
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practicing Internet scams. In addition, their views that sanctions become
ineffective when they no longer operate from cybercafés are also biased because
it undermines the fact that most individuals can be tracked through their
Internet IP addresses. The same is true for those scammers who said they were
“low-level scammers” and thus concluded that the cost to international
agencies of apprehending low-level scammers outweighs the money lost by
their victims.

Overall, the subjective thinking is biased for these reasons. First, it is based
on limited information. Internet scammers lack reliable information about the
“behind the scenes” efforts and the progress that is being made toward
apprehending them. Second, it is based on wishful thinking. Internet scammers
want to belief that deterrence does not work and hope that they will not be
apprehended. Therefore, even though Internet scammers are influenced by both
factual and biased thinking processes, they give more weight to their biased
understanding. Importantly, their biased understanding influences their
decisions not to quit scamming. They are influenced by the uncertainty of
sanctions and the low cost of scamming. From our finding, we approximated
subjects’ factual and biased subjective assessment processes in Table 6.

TABLE 6 Subjects’ factual and biased subjective assessment processes of
deterrence countermeasures

Threat or certainty of sanctions is reduced Threat or certainty of sanctions is increased
by a combination of by a combination of

distance from victims + use of personal collusion between jealous internet

laptops + poor IT infrastructure + police scammers and police officers + restrictions

corruption + corrupt bank tellers + pickups | on posting of adverts on Facebook + user
+ fewer postings + short/long-term goals + | awareness
monetary benefits + lifestyle

Use of justification

Subjects also misrepresent the problems in the social structure (e.g.,
unemployment and corruption), engage in “therapy sessions” with victims, and
use self-deception to justify continuing to commit Internet scamming. They
misrepresent preexisting problems in the sociopolitical system by claiming that
everyone is corrupt and condemning anyone who condemns them. Specifically,
the old generation scammers deny responsibility for scamming by claiming that
they have tried and failed to manage conventional businesses because the
system does not reward merit. They engage in “therapy sessions” with victims
to alleviate their guilty consciences, for example, saying “sorry” to a victim is
often a pretentious display of empathy. However, they noted that their remorse
is sometimes genuine. Such remorse is also an indication of subjects’ continued
commitment to conventional values. Thus, Internet scammers’ expressions of
remorse serve two purposes: temporarily relieving them from their guilty
consciences and helping their victims to feel better. Further, subjects rely on
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self-deception to persist in scamming. Self-deception involves scammers lying
to themselves about quitting. For example, the new generation scammers claim
that scamming is only a short-term activity and that they will quit once they
have saved enough money to start a conventional business or travel overseas.
However, they also justify continuing by blaming karma and their extravagant
lifestyles as preventing them from saving money.

A final reason for persisting is the timing and duration of their moral guilt.
Subjects who reported guilt tend to only experience the guilt after a successful
scam. Their preference for the lifestyle of extravagance, popularity, and fast
money affects the timing of any remorse they may feel because the lifestyle is
more important and rewarding than forgiveness. Thus, when subjects use up all
their money and feel the urgency to scam, remorse disappears.

Relationship with theory

In the IS security literature, the use of neutralization has been associated with
(1) reducing the deterrence effect of sanctions (Siponen & Vance, 2010), (2)
convenience (Barlow et al., 2013), and (3) completing a task (Puhakainen &
Ahonen, 2006). Internet scammers, however, invoke neutralizations to justify
continuing in crime. This study, therefore, provides views on the most common
justifications used by scammers who want to persist in the crime of Internet
scamming. Our findings suggest that Internet scammers use neutralization
techniques to justify continuing in scamming in the following ways:
condemning those who condemn or are likely to condemn their actions as
wrong, for example, society, church leaders, or the government; denying
responsibility for their actions by pointing to their failed attempts do
conventional activities; invoking karma to suggest that they too are victims; and
displaying empathy for their victims to claim that they mean no harm. The way
scammers use neutralization to justify their behaviors suggests that its use is
specific to the type of crime or violation. The justifications we have identified as
being used by scammers can be incorporated in anti-scamming programs.
However, IS researchers have also called on researchers to explain the reasons
people use neutralizations (Siponen & Vance, 2010). We suggest that Internet
scammers use neutralization to highlight the problems and the negative
emotions they experienced before they became scammers and to protect their
choice of scamming as their solution to these problems. This further highlights
why, in the scamming context, neutralization is more suited to explaining why
Internet scammers persist in scamming than why they became scammers.

3.7.2 Contributions

Even though scamming has become a major form of cybercrime, to date,
research on scamming has primarily focused on why people become scammers.
Extant scamming research suggests that money, structural problems, and
Internet access are the main reasons people become scammers. We argue that,
while the existing explanations are plausible, they do not tell the whole story.
Therefore, we explain why the factors identified in previous research (money,
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structural problems, and Internet access) motivate people to become scammers.
Moreover, extant research does not explain how one becomes an Internet
scammer. This is important because addressing the scamming problem should
preferably rely on interventions that are effective at the earliest possible stage.
Therefore, we propose a theory with three stages that shows how individuals
progress into scamming and persisting in scamming. Each stage focuses on a
different problem. Theoretically, our stage-based explanations suggest that no
single dispositional and situational criminological theory can adequately
explain the phenomena of becoming an Internet scammer and persisting as one.
Instead, aspects of different criminological theories are relevant at different
stages regarding how one becomes an Internet scammer.

Stage 1 focuses on why individuals make the first steps toward scamming
by agreeing to learn and to start committing Internet scams. In other words,
Stage 1 explains why one becomes an Internet scammer. Past research suggests
that people are motivated by money, structural problems, and access to the
Internet to become scammers. Our research goes further and explains why these
factors motivate individuals to become scammers. These issues are not
addressed in the extant scamming literature. We suggest that money motivates
individuals because it is needed to socialize, to enjoy an extravagant lifestyle,
and to become financially independent. Money is therefore a means for
scammers to cope with the negative emotions (loneliness, anger, revenge, and
disillusionment) from the problems arising from their pre-scamming activities
and relationships. We further contribute to why people become scammers
through the question: Where do the problems that propel individuals into scamming
originate? Because past scamming research has suggested that the problems that
lead people toward scamming are preexisting in the socioeconomic
environment, researchers and commentators have called for sociopolitical
changes in the West African countries most affected by scammers’ activities
(Burrell, 2008; Peele, 2005). In contrast, we identify and situate the source of
scammers’ problems as mainly personal, from their activities and relationships.
We suggest that when scammers were unable to cope with their personal
problems, they invoked a narrative that misrepresented the problems as unjust,
unavoidable, and beyond their control to blame these problems on the
preexisting structural problems, such as poverty, unemployment, and
corruption (Akinladejo, 2007; Atta-Asamoah, 2009; Burrell, 2008). Therefore,
whereas the scamming literature traces the source of the problem at the
structural level, our finding traces the main source of their problems at the
individual level.

Theoretically, the identified pre-scamming individual problems (friends
became Internet scammers and loss of business income) and the respective
negative emotions they produced (i.e., loneliness for the former and revenge,
anger, and disillusionment for the latter) can be explained through GST and
SLT. Whereas GST suggests that individuals become involved in crime because
they are unable to cope with the negative emotions from their strains, our
contribution explains why they are unable to cope. For some individuals, a
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strain (e.g., loss of business income) and the negative emotions it produces
(anger, revenge, and disillusionment) lead to crime because they are
determined to maintain and protect their financial independence. For others, a
strain (e.g., friends became Internet scammers) and the negative emotion it
produces (loneliness) will lead to crime because these individuals have been
exposed to the lifestyle of scammers, love the lifestyle, and cannot sustain the
cost of the lifestyle without becoming scammers themselves. With regards to
SLT, although it was developed to explain why socialization with criminals
could lead to crime, SLT does not specify the source of criminal associations
except that such associations often lead to crime. Our contribution to SLT,
therefore explains why subjects associated with other scammers before they
became scammers and improves our understanding of the socialization
processes that result in Internet scamming. Associations with scammers occur
and lead to crime because of an individuals” desire to maintain and protect their
friendships, the love of the lifestyle, the respect among peers, and the peer
pressure and because such associations reinforce their preexisting views that
conventional work exposes one to disrespect and disappointment in a corrupt
system that does not reward merit. The SLT lacks such specificity because it
was developed as a general theory, applicable to any form of crime.

The contribution in Stage 2 focuses on why individuals specifically
commit Internet scams and not, for example, street robbery or burglary. We
identified the following reasons for this. First, scamming is consistent with
these individuals’ preferences. Traditionally, preferences are associated with
RCT. Rationality refers to people acting in ways that are consistent with their
preferences (McCarthy, 2002). First, similar to RCT, we find that individuals
commit Internet scams because it is consistent with their preferences for fast
money, popularity, socialization with friends, financial independence, and
extravagance. However, because RCT takes preferences as given, it does not
explain the source or origins of a preference. Therefore, RCT cannot adequately
explain why a preference will motivate one to commit a crime. We suggest that,
in addition to time discounting, costs, and benefits, preferences are also affected
by historical problems, associations, and the ensuing emotions. These additions
from our findings suggest a consistent relationship between RCT (preferences),
GST (problems and emotions), and SLT (associations) in the decision to commit
a particular crime. Researchers have argued that because RCT takes the source
of preferences for granted, it is incompatible with theories that argue that
structural conditions or socialization processes affect a disposition to commit
crime (e.g., (e.g., Gottfredson & Hirschi, 1990; Herrnstein & Wilson, 1985).

Our second contribution in Stage 2 identifies the Internet and its capability
to reduce the complexity of social interactions as a reason individuals commit
Internet scams. Because of the Internet’s computer-mediated channel,
individuals can commit scams through two forms of misrepresentations: IT-
enabled misrepresentations and IT-facilitated misrepresentations. The
relationship between the two forms of misrepresentations is interdependent.
Although IT-enabled misrepresentations (e.g., possessing multiple identities,
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locations, genders, or races) have been mentioned in the scamming literature
(Burrell, 2008), they have not been distinguished from IT-facilitated
misrepresentations, which are persuasive skills that can be performed in a
physical setting but are enhanced in an online setting. We suggest that both
techniques enable individuals to commit scams and enhance the success
likelihood of a scam by giving and/or improving scammers’ user attributes
(confidence, legitimacy, authority, and authenticity), filtering out socially
undesirable attributes (e.g., location), and freeing scammers from physical
constraints (e.g., time, place, or race). Identifying the specific socialization
processes of committing a scam also contributes to SLT. Although the principles
of SLT highlight an important role for socialization in the criminal process, SLT
does not specify the techniques and means of committing any particular crime
(Akers & Jennings, 2009). Further, identifying the specific contents of IT-
enabled and IT-facilitated misrepresentations, our findings underscore how
committing scams online differs from committing scams and other crimes (e.g.,
robbery) offline. This also highlights the need to study crimes committed in
cyberspace as distinct from crimes committed in the physical environment.

Our Stage 3 contributes to determining why Internet scammers persist in
scamming; that is, their continuance behavior. Our first contribution on this
relates to deterrence: Why is deterrence against scammers ineffective? We find
that existing measures neither consider the views from the offenders
(scammers) nor the particularity of the local contexts from which scammers
operate. Criminologists suggest the reason deterrence results are often
inconclusive and contested is that they are based on macro-level data that do
not consider fine-grained details, such as the specific form of the crime, the
means by which it is perpetrated, the process by which people learn to commit
the crime, and how offenders perceive the deterrence measures (Nagin, 1998;
Tonry, 2008).

In the scamming context, deterrence is ineffective for the following
reasons:

e scammers rely on Internet anonymity to obscure their identities,
assume false identities, and hide from law enforcement;

e scammers can hire the services of a pickup who will assume the
risks of getting caught or blacklisted;

e scammers can convince their victims to lie about what the money is
for and fabricate false documentation if the need arises; and

e scammers assess deterrence through two subjective thinking
processes (i.e., factual and biased).

Although the factual thinking process includes the deterrence effect
(severity, certainty, and celerity of sanctions), its effect is seriously reduced by
the particularity of the local context that exposes scammers to ways of avoiding
the deterrence effect, for example, giving bribes, using pickups, avoiding
bragging, and avoiding using cybercafés. Consequently, the locale makes
scammers view the deterrence effect as uncertain and avoidable. Thus, relying
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on context-specific evidence, we explain why the deterrence effect is ineffective.
In doing so, we highlight a relationship between deterrence and anonymity
from the offender’s perspective.

Researchers in criminology (Gibbs, 1975) and IS security (Willison &
Warkentin, 2013) have called for offenders” subjective thinking to be empirically
examined. Relying on secondary data, the scamming literature recommends
very severe punishment for scamming (Akinladejo, 2007). Our evidence,
however, suggests this is not effective. In the IS security literature, because
security policies do not necessarily deter IS misuse behaviors, researchers have
speculated that, as users become more aware of security policies, they may
realize that detecting IS misuse behavior is fraught with difficulties (D'Arcy,
Hovav, & Galletta, 2009c). Our evidence suggests that a major problem for
deterrence countermeasures and policymakers is offenders’ subjective
assessments of the countermeasures.

3.7.3 Implications for Practice

There are several anti-scamming recommendations in research and practitioner
publications. Our evidence from scammers suggests their effectiveness is
questionable. Examples of existing recommendations include appeals for
policymakers, governments, and international organizations to unite in the
fight against scamming (Salifu, 2008), closing cybercafés and websites used by
scammers (Abia et al, 2010), deleting profiles that are associated with
scammers’ activities (Rege, 2009), and severe sanctions against scammers
(Salifu, 2008). A major reason is that the extant recommendations are based on
secondary data. Thus, they are not based on clearly identified and understood
problems. Our recommendations, while primarily relevant to a particular
context, can be adjusted to suit the problems of scammers in other contexts. The
context from this study includes an environment rife with structural problems,
such as poverty, unemployment, and porous technological infrastructure.

Overall, our findings and analysis led us to recommend that interventions
against scamming should begin by identifying and conversing with key
stakeholders. This will lead law enforcement to identify the problems
associated with becoming a scammer in a particular locale. This approach
ensures that anti-scamming measures are not based on out-of-context external
views.

Specifically, focusing on the problems identified in this study, we identify
three categories of individuals that should be the focus of anti-scamming
interventions, namely, teenage scammers (e.g., new generation scammers),
more experienced scammers (e.g., old generation scammers), and would-be
scammers (including pickups). Achieving the goal of changing the behaviors of
these categories of individuals by discouraging them from becoming scammers
(would-be scammers) or from continuing scamming (new and old generation
scammers) should begin by assessing what their respective problems are and
how they need to change.
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Internet scammers (new and old generations) complain that the problem is
multi-level (individual and socioeconomic); however, our evidence suggests
that personal and business problems, love of an extravagant lifestyle, and
protection of their financial independence motivated their decisions to become
scammers. We recommend that intervention programs emphasize this lifestyle
preference in anti-scamming messages. We also recommend they approach
appeals to poverty, unemployment, or corruption as justifications. They should
also emphasize that those scammers with no work-related skills will not be
qualified for any conventional work anyway. The long-term consequences of
sanctions, for example, having one’s name blacklisted online forever, should
also be emphasized. The anti-scamming message should also be uplifting,
motivating scammers to feel less fearful of the consequences of quitting and
leaving behind the lifestyle of scammers. Particularly, the new generation
scammers should be encouraged to return to school, complete their degrees, or
learn a new trade.

On one hand, we recommend that anti-scamming messages be broadcast
through radio and television channels. This will ensure the messages reach a
wider pool of stakeholders than just the offending scammers, for example,
parents, church and community leaders, would-be scammers, and teachers.
Parents, teachers, and church leaders are important stakeholders that are
currently ignored in the fight against scamming. The importance of reaching
parents through a formal channel is that they can also discipline and/or advise
their children who are scammers to quit. In addition, it is also expected that
parents will advise their children (would-be scammers) against associating with
friends who are scammers. Parents of scammers can reinforce messages about
the threat of prison time and blacklisting. A current policy by local banks to
blacklist individuals suspected of engaging in Internet scamming for three
months should be extended and publicized. While such measures will force
Internet scammers to rely more on pickups, we are hopeful they will instill a
fear in would-be scammers and pickups that crime is futile.

While teachers can play the same role in schools, a much more effective
approach would be to include cybercrime in school’s guidance and orientation
programs. Guidance counselors in schools should be trained to talk about the
risks of cybercrimes, such as scamming. As an increasing number of teenagers
are following their friends into scamming, national and international
organizations that fight scamming should direct their focus to schools targeting
would-be scammers and the new generation scammers. In addition, the
messages should also emphasize self-esteem and confidence against the
temptation to make fast money. Scammers and would-be scammers should be
encouraged to change their behaviors or focus from immediate gratification to
long-term gratification, for example, through education or vocational programs.
Although it might seem obvious, most Internet scammers and those at risk of
becoming scammers are not aware of these long-term consequences. The
messages should also emphasize that anonymity is overrated and
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improvements in digital technology mean that Internet criminals are more
likely to be tracked and apprehended.

Another approach can involve approaching neighborhood organizations
and finding key informants who have access to scammers. Neighborhood
groups already exist in most local communities across West Africa; importantly,
targeting neighborhood meetings means targeting parents of scammers, would-
be scammers, and pickups. The goal would be to get scammers to talk about
their problems to specially trained social workers who can also advise based on
each scammer’s individual circumstances. This approach will more likely be
successful if spearheaded and sponsored by collaboration between the national
governments and international organizations, particularly crime agencies that
have so far mainly focused on sanctions. Well-publicized crackdowns should be
carried out occasionally to instill fear and challenge the prevailing biases in the
scamming community that deterrence is not enforced and that it is ineffective
when enforced.

3.74 Study Limitations and Directions for Future Research

Like most empirical studies, this study has limitations that should be
acknowledged. First, this study did not actively focus on the neighborhoods of
scammers and whether certain neighborhoods are producing more scammers.
We did, however, observe that the cybercafés in certain neighborhoods were
hotspots for would-be scammers. Efforts to reduce Internet scams would
benefit from the additional explanations that a study of these neighborhoods
could offer.

Our study focused on “black-hat” cybercriminals. We have also relied on
data from these criminals to recommend interventions targeting youths at risk
of becoming Internet scammers. However, a much better approach might
involve studying the individuals who have desisted from scamming, that is,
former Internet scammers. The findings, on one hand, will also contribute to
programs dedicated to preventing people from becoming Internet scammers.
On the other hand, they will contribute to programs aimed at motivating
practicing Internet scammers to quit. Second, because becoming an Internet
scammer is a continuous learning process, future research can adopt a
longitudinal lens in which the scammers are studied throughout the learning
process. The finding will particularly contribute to IS security research and SLT.

Further, the effectiveness of scam-baiting should be empirically studied.
Scam baiters argue that by wasting scammers’ time, they are effectively
contributing to protecting some online consumers. Given the number of
Internet scammers, it might also be that scam-baiting takes more time and effort
(e.g., setting up fake banks, user profiles, chatting with scammers) than the
results it produces. Further, if scam-baiting were successful, it is likely that
national and international crime agencies (e.g., the FBI) and technology
companies, such as Facebook, would start producing software that would
automatically bait scammers to waste their time. However, despite the claims
by scam baiters about their effectiveness, no empirical evidence exists to
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suggest they are an effective deterrent. Future research can examine this
dilemma.

Although it seems plausible that strained individuals who commit crime
will use one or many techniques of neutralization, the relationship between
neutralization and strain-induced crime has not been empirically examined.
Although several empirical studies on strain and crime exist in the criminology
literature, security researchers could further examine the mediator role of
neutralization in the relationship between strain and cybercrime or other forms
of IS violations. The findings would not only explain how individuals
(organizational employees or cybercriminals) abuse a strain experience to
commit a security violation, it would additionally explain neutralization
through a new theoretical lens. Further, other equally important strains could
be identified as a result of scammers operating in different regions of the world
and their relationships with cybercrime (e.g., through neutralization) could be
further explored.

3.8 Conclusion

Internet scammers pose a major problem for online consumers and ecommerce;
they swindle people into giving up their money as advance payments for
nonexistent merchandise. Despite the problems posed by Internet scammers,
the scamming literature is hindered by problems, such as lack of authentic data
and limited samples. The explanations offered by extant scamming studies
regarding why people become Internet scammers include monetary reward,
access to Internet in poor communities, and structural problems of poverty,
corruption, and unemployment. Though plausible, we have argued that these
explanations do not tell the whole story regarding why one becomes an Internet
scammer; moreover, they do not explain how one becomes an Internet
scammer.

We have addressed these problems by interviewing actual Internet
scammers. Prior research has only suggested that money explains why people
become scammers. Our finding, moreover, explains why money motivates
individuals to become scammers. We reported that money is needed to
socialize, to enjoy the extravagant lifestyle of scammers, and to become
financially independent. While this contribution focuses on why individuals
become Internet scammers, we also explain how individuals become scammers.
Our findings identified three stages. Stage 1 explains scammers’ pre-scamming
activities and relationships resulting in problems and negative emotions that
motivate their first steps toward scamming. Stage 2 explains why individuals
specifically become scammers through their associations, lifestyle preferences,
and desires to maintain financial independence. Stage 3 explains why scammers
persist in scamming through justifications, deterrence, and using pickups. We
analyzed these findings regarding relevant dispositional and situational crime
theories. First, we suggest that none of the extant dispositional crime theories
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that explain proclivity toward criminality (e.g., SLT), can adequately and
specifically explain why people become scammers. This is because becoming a
scammer is affected by a combination of individual preferences, prior personal
events and relationships, specific strains, and the negative emotions they
produce. We also suggested that, although situational crime theories (e.g., RAT)
were developed to explain why criminal acts occur, they cannot adequately
explain why scamming occurs because they can neither explain the role of the
offender nor the role of the computer-mediated environment in criminality.
Thus, we highlighted the need for context-specific theorizing to explain Internet
crimes, such as scamming. We further explain how such theorizing has
implications for practice regarding combating Internet scams, for example,
understanding the locales scammers operate from, how scammers subjectively
assess deterrence, and why they use justifications and pickups before
developing anti-scamming interventions. Further, the interventions should
include a combination of education, fear, and sanctions, targeting not only
practicing scammers but also would-be scammers.



4 OVERALL CONCLUSION

The Internet has evolved into a complex, dynamic, and globally interconnected
digital and information infrastructure. Its ubiquity has made online behaviors,
such as ecommerce, communicating (e.g., via email, instant messaging, and
social media), and Internet browsing part of people’s daily routines.
Consequently, the Internet has become a minefield for of crimes, perpetuated
on a global scale. This dissertation has addressed two types of Internet crimes
from two perspectives: (1) phishing from the victims’ perspective and (2)
Internet scamming from the offenders’ perspective. Whereas represents a major
form of online identity theft, and Internet scamming is a major problem for
ecommerce.

First, this dissertation examined how dispositional differences affect
people’s reasons for complying with phishing emails. This is based on the
assumption in past phishing research that people are deceived by phishing
emails for the same reasons. For example, past research considers that prior
security experiences and online behaviors lead people to comply to threatening
phishing emails for the same reasons. We argued that, although the act of
clicking on a phishing link is the same for all phishing victims, the reasons for
clicking will be different because they are affected by individual attributes, such
as online behaviors, prior security knowledge, and experiences that affect
people’s behaviors in different ways. Adopting an inductive, grounded theory
approach and relying on interviews with actual victims of phishing emails, this
study examined the following the research question: How do differences in
people’s Internet behaviors affect their reasons for complying with phishing
emails? Our contribution showed that the differences resulting from
dispositional attributes (individuals’ online behaviors and experiences) affect
how they process and comply with phishing emails differently. Consequently,
we theorized that phishing victims reside in one of two stages. Residence at a
particular stage is affected by the differences stemming from how they process
phishing. The phishing process attributes included: the nature of email and
Internet use, prior security encounters, information security and privacy
concerns, and encounters with phishing email. For practice, these differences
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mean that anti-phishing recommendations should be tailored for different
Internet users based on their stage of experience, knowledge, and online
behaviors.

Second, this dissertation examined Internet scamming from the offenders’
perspective. The question addressed was: how does one become an Internet
scammer? We argued that, despite scamming research is at an exploratory
stage, and only one study provided evidence from Internet scammers. Focusing
on why people become scammers, past scamming findings suggested that
people are motivated by (1) monetary rewards, (2) disillusionment with
socioeconomic and political problems (corruption, unemployment, and
poverty), and (3) affordable access to the Internet. We argued, however, that
people motivated by monetary rewards, experiencing the above-mentioned
problems, and are enjoying affordable access to the Internet do not become
scammers. First, our empirical findings contributed to determining why people
become scammers by explaining why money is a motivator. We reported that
money is needed to socialize, to enjoy an extravagant lifestyle, and to become
financially independent.

Second, we contributed to determining how individuals become
scammers by identifying three stages. Stage 1 contributed to determining pre-
scamming activities and relationships that produce negative emotions that
motivate individuals toward scamming. Stage 2 contributed to determining
specifically why individuals become scammers through their associations,
lifestyle preferences, and desires to maintain financial independence. Stage 3
explains why scammers use neutralizations, deterrence, and rely on third
parties (pickups) to justify persisting as Internet scammers. We analyzed these
findings by relating them to theories in criminology. We reported that none of
the extant dispositional crime theories that explain proclivity toward
criminality (e.g., social learning theory) can adequately explain why people
become scammers. We also reported that, although situational crime theories
(e.g., routine activities theory) were developed to explain why criminal acts
occur, they cannot adequately explain why scamming occurs because they can
neither explain the role of the offender nor the role of the computer-mediated
environment in criminality. For practice, we propose that interventions will be
more effective when they consider the locales that scammers operate from and
the scammers’ subjective assessments of deterrence and emphasize education
and fear for scammers and would-be scammers.
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APPENDIX 1
TABLE 7 Summary of behavioral empirical phishing research
Study User Methodology | Description Theory
Base/Context Applied
Vishwanath | 325 Phishing Proposes and tests a Interpersonal
etal. (2011) | undergraduate | experiment single comprehensive deception
students at a model of how theory, theory
US university individuals evaluate and | of deception,
process relevant elaboration
phishing emails. Finding | likelihood
suggests that individuals | model, and
focus disproportionately | individual
on urgency cues that situational
communicate fear and factors
threats, and in doing so,
they ignore a phishing
messages’ source and
spelling and grammar
erTorS.
Moody et 595 Survey and Proposes and tests a Personality
al. (2011) undergraduate | “ethical model with constructs factors (trust,
students at a phishing” likely to predict phishing | curiosity,
US university | experiment susceptibility. Finding boredom
suggests frequent proneness,
Internet users are more entertainment
susceptible to phishing drive, and risk
attacks; personality traits | propensity)
and trust do not
determine a persons’
phishing susceptibility.
Sheng et al. | 1,001 online Field study: Results suggest that None
(2010) survey data collected | women are more
respondents via online susceptible than men to
survey phishing attacks; and
individuals in the 18 to
25 age group are more
susceptible to phishing
attacks.
Alseadoon | 200 Phishing Findings suggest some None
etal. (2012) | undergraduate | experiment individuals are more
students in a susceptible to phishing
Saudi Arabian attacks because they are
university careless about trusting

emails, and email
experience reduces a
users’ susceptibility to
phishing attacks.
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Study

User
Base/Context

Methodology

Description

Theory
Applied

Dodge et al.
(2007)

Students at a
US military
academy

Phishing
experiment

Findings suggest
phishing training had a
minimal effect on
respondents’ phishing
behavior, in the context
of a relevant phishing
email.

None

Wang et al.
(2012)

321
undergraduate
students at a
US university

Field study:
web-based
survey

Proposes and tests a
model that attempts to
capture phishing design
features in a relevant
phishing email and
individual characteristics
(e.g., knowledge of
phishing). Finding
suggests that attention
urgency cues increase
phishing susceptibility,
while attention to
grammar errors and
sender’s address reduces
phishing susceptibility.

Theory of
deception

Wright and
Marett
(2010)

299
undergraduate
students at a
US university

Experiment

Proposes and tests a
model that captures
dispositional (trust,
suspicion, and perceived
risk) and experiential
factors (computer self-
efficacy, web experience,
and security knowledge)
likely to affect phishing
susceptibility. Finding
suggests that high levels
of experiential factors
and suspicion reduce
phishing susceptibility.

Modified
interpersonal
deception
theory

Luo etal.
(2012)

105 faculty and
staff members
ata US
university

Experiment

Proposes a theoretical
framework to examine
the psychological
mechanism underlying
the effectiveness of
phishing attacks. Finding
suggests that high
argument quality and
source credibility
increase phishing
susceptibility.

Heuristic-
systematic
model
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Study User Methodology | Description Theory
Base/Context Applied
Downs et 20 non-expert | Field study: Findings suggest None
al. (2007) computer data collected | relevant phishing
users via email, messages (e.g.,
web roleplay, | recognizable brands)
and increase phishing
interviews victimization.

Meanwhile, a sender’s
address and misspellings
in phishing messages
increase individuals’
ability to detect phishing
attacks.
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TABLE 8 Background information about subjects

Subject | Phishing emails Gender | Age Education and work

number | containing threats range

1 Your account will be | F 30-35 Masters’ degree; Social
deactivation in 24 worker
hours

2 Your account willbe | F 25-30 | Bachelor degree;
deactivation in 24 Administrative assistant
hours

3 Account deactivation | F 55-60 | Private secretary
notice

4 Your account has M 30-35 | Masters” degree
been breached

5 Your account has F 30-35 | Master’s degree; Biology
been breached teacher

6 Urgent: account M 30-35 | Master’s degree; Educational
security update counselor

7 Urgent: account M 20-25 | Bachelor degree;
security update Postgraduate student

8 Security problem M 30-35 | Master’s degree; IT consultant
with online purchase

9 Urgent: account M 30-35 | Bachelor degree;
security update Administrative assistant

10 Your account has F 30-35 | Master’s degree; Counselor
been breached

11 Your account breach | M 20-25 | Undergraduate student
has been breached

12 Your account has M 30-35 | Master’s degree; teacher
been breached

13 Your account has F 40-45 | Accountant
been breached

14 Your account willbe | M 20-25 | Undergraduate student
deactivated in 24
hours

15 Your account has M 40-45 | Masters’ degree; IT consultant
been breached

16 Urgent: account F 30-35 | Masters’ degree; Finance
security update

17 Urgent: account F 25-30 | Bachelor; Engineer

security update
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Physical misrepresentations: possession of merchandise, knowledgeable expert, one location, specific
gender, physical presence

The Internet: facilitates and enables communication without constraints, identity, physical attributes,
and location

facilitates

enables

IT-Facilitated
misrepresentations

IT-Enabled
misrepresentations

IT capabilities perform filtering

Internet filter: Filters undesirable attributes: physical appearance, geographical location, ethnicity,
and gender
Internet filter enhances credibilitv. knowledee. and expertise

Desirable output: increases

A

the likelihood of a success
scam

FIGURE 2 Misrepresentations through the Internet
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