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Abstract: Context: Distributed denial-of-service attacks have existed for two decades. Var-
ious strategies have been developed to combat the increasing volume of attacks over the
years. Application layer attacks are becoming more common, and they are harder to detect.
Current detection methods analyze traffic features. The packet payload is encrypted in an
SSL/TLS traffic, and it cannot be analyzed. Objective: The thesis studies the current situa-
tion of detection of DDoS attacks in an SSL/TLS encrypted traffic. Also, the thesis presents
a K-means++ clustering-based detection method and comparable simulation results with the
previous literature. Methods: The author conducted a light systematic mapping study by
searching common computer science literature libraries. The author ran experiments with
the clustering-based method in a virtual network. Results: The mapping study found that
the detection methods concentrate on clustering and statistical anomaly detection methods.
In the experiments, denial-of-service attack simulations revealed that the K-means++ clus-
tering detects trivial DDoS attacks with near 100% accuracy. Datasets were found to be an
important part when comparing results. Conclusion: The mapping study revealed encrypted
denial-of-service research study areas where more research is needed when compared to the

non-encrypted counterpart.
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Suomenkielinen tiivistelmé: Tausta: Hajautetut palvelunestohyokkéykset ovat jo kaksi vu-
osikymmenti vanhoja. Useita strategioita on kehitetty taistelemaan niiden kasvavaa méérai
vastaan vuosien varrella. Sovelluskerroksen protokollien hyokkédykset yleistyvit, ja niitd
on hankalampi havaita. Nykyiset havainnointimenetelmit analysoivat tietoliikenteen pi-
irteitd. Paketin sisdlto on salattua SSL/TLS liikenteessd, josta syysté sitéd ei voida analysoida.
Tavoitteet: Tutkielma tarkastelee salatun liikenteen palvelunestohyokkédysten havaintome-
todien nykyisti tilaa. Tutkielma esittelee my0Os klusterointiin perustuvan menetelmén ja
aikaisemman tutkimuksen kanssa vertailtavissa olevia simulaatiotuloksia. Metodit: Kir-
joittaja laati kevyen systemaattisen kirjallisuuskartoituksen etsien ldhteitd tietotekniikan kir-
jallisuustietokannoista. Hén myos teki tutkimuksia klusterointimenetelmin (K-means++)
kanssa kiyttden virtuaaliverkkoa. Tulokset: Kirjallisuuskartoitus 16ysi, ettd havainnoin-
timenetelmit keskittyvit klusterointiin perustuviin ja tilastollisiin poikkeamienhavainnoin-
timenetelmiin. Esitetty klusterointimenelmai havaitsi yksinkertaiset hyokkaykset 1dhes sadan
prosentin tarkkuudella. Tietoaineiston laatu huomattiin tirkeéksi tulosten vertailun kannalta.
Johtopéitokset: Kirjallisuuskartoitus havaitsi aukkoja tutkimuksessa verrattaessa sitd salaa-

mattomien hyokkidysten havainnointiin. Néilld alueilla lisdi tutkimusta tarvitaan.

Avainsanat: palvelunestohyokkiys, salaus, verkkoturvallisuus, SSL, TLS, poikkemien

havainnointi, systemaattinen kirjallisuuskartoitus, simulaatio
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AIC
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ARPANET
AUC
AVG
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CIA
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CpPU
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DARPA
DBSCAN
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DHCP
DMZ
DNS
DOCSIS
DoD
DoS
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GET

Availability, integrity and confidentiality. See also CIA or AIC
Acknowledgment-packet of the TCP handshake

The Association for Computing Machinery Digital Library
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The ARPA (Advanced Research Projects Agency) Network
Area under the curve

Short for average

Short for command & control

Auvailability, integrity and confidentiality. See also AIC or ACI
The Committee on National Security Systems

Central processing unit

Cumulative sum

The Defense Advanced Research Projects Agency
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A distributed denial-of-service

Dynamic host configuration protocol
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The domain name system

The data over cable service interface specification

The Department of Defense

A denial-of-service or a denial of service

Exclusion criteria, the mapping study
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False negative

False positive

False positive rate

A finite state automata

An HTTP GET-request
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Gbps Gigabits per second

HIDS A host-based intrusion detection system

HTML Hypertext markup language

HTTP(S) Hypertext transfer protocol, HTTPS over SSL/TLS
IC Inclusion criteria, the mapping study

ICMP The internet control message protocol

IDEVAL Intrusion Detection Evaluation

IDPS Intrusion detection and prevention system

IDS An intrusion detection system

IDSSD An intrusion detection Scenario Specific Dataset
IEC International Electrotechnical Commission
IEEE The Institute of Electrical and Electronics Engineers
IETF The Internet Engineering Task Force

IGMP The internet group management protocol

IMP Interface message processor

1P Internet protocol, IPv4 and IPv6

IPS Intrusion prevention system

IRC Internet relay chat, an instant messaging service
ISBN International standard book number

ISO International Standards Organization

ITU-T International Telecommunications Union

IoT Internet of things

JYU Acronym for University of Jyviskyld

KDD Knowledge discovery from data

LBNL Lawrence Berkeley National Laboratory

LOIC Low Orbit Ion Cannon

LTE Long-Term evolution network standard
MANET Mobile ad-hoc Networks

ML Maximum likelihood

MLP Multilayer perceptron

MRI A magnetic resonance imaging -machine
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Network address translation

Network control protocol

Network intrusion detection and prevention system
Network intrusion detection system
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Overall contribution
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Opportunistic networks
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Packet capture -file
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Research question
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Stacked auto-encoder

Software-defined network

Short message service

Systems network architecture over internet protocol
Self-organizing map

Structured query language



SSH

SSL
SVDD
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The Tribe Flood Network

Transport layer security

True negative

True positive

True positive rate

Time to live

The user datagram protocol

University of New Brunswick Information Security Centre of
Excellence

The United States of America

United States Computer Emergency Readiness Team
Virtual private network

Wireless body area networks

Wireless sensor network

eXtensible markup language

K-nearest neighbors

vi



List of Figures

Figure 1. Centralized BOtNet .........oooiiiiiiiiii e
Figure 2. Decentralized DOtnet ..........ooiiiiiiiiiee ettt enns
Figure 3. A distributed denial-of-service attack using a botnet ..............................
Figure 4. Bandwidth of the volumetric attacks reported yearly since 2002 (Arbor Net-
works 2011}, 15.) (Arbor Networks 2016, 24.) (Krebs 2016)) ...............c.ccevne....
Figure 5. An example of an anomaly in clustered data in a 2-feature plane.................
Figure 6. A ROC-curve and an AUC-value calculated ................ccooiiiiiiiiiinnnn..
Figure 7. Classification of intrusion detection and prevention systems and their de-
tection methods (Mirkovic and Reiher 2004, 49.) (Whitman and Mattord 2011},
20323005, ) ettt e
Figure 8. Classification of anomaly-based detection methods as extended by Patcha
and Park (2007) and adopted hybrid methods from Tama and Rhee (2015, 3742.) ..
Figure 9. Selected papers published by year ............coo i
Figure 10. The publication venue distribution of the included studies approximately ......
Figure 11. Detection methods by class in a bubble plot over the years ......................
Figure 12. Detection methods classified in hybrid classes over the years ...................
Figure 13. Virtual network simulation architecture ..................coooiiiiiiiiieeneinnnnn..
Figure 14. ROC DARPA’99 with K-means# & K-means++ ...,
Figure 15. ROC slow HTTPS POST (RUDY) with K-means# & K-means++..............
Figure 16. ROC Slowloris with K-means# & K-means++ ...............coooiiiiiiiiiiin

List of Tables

Table 1. Comparison of the OSI and the TCP/IP models (Blank 2006, 24.) ................
Table 2. A confusion matrix (Bradley 1997, 1146) ...ttt
Table 3. Search term formulation ...
Table 4. Summary of the search terms by database .................ccciiiiiiiiei ...
Table 5. Search results and paper yield per database ...,
Table 6. Evaluation metrics from each data source ................ccoiiiiiiiiiiiinnnn..
Table 7. Overlap matrix for each of the data source ...,
Table 8. Form for data eXtraction ....................uuuuuuuuuuuiaa
Table 9. Selected StUAIES ... ......uue
Table 10. Included studies and their publication forums ..................cooiiiiiiiiia..,
Table 11. Detection methods in encrypted networks from included studies.................
Table 12. Applicable methods from non-encrypted research in included studies ...........
Table 13. Sample DDoS attacks and datasets used in included studies ......................
Table 14. K-means# & K-means++ detection accuracy comparison with other attacks ....
Table 15. Detection accuracy comparison with other methods...............................
Table 16. Change 1€COTd ..ottt
Table 17. Scopus studies after inclusion Criteria ...............cooouuunnn.

vii

47

AN

49
66
68]



Table 18. ACM Digital Library studies after inclusion criteria .....................oouuua..
Table 19. IEEE included studies after inclusion criteria................ooouuuuuuuuiunnnnna..

Table 20. ScienceDirect studies after inclusion criteria

viii



Contents

1 INTRODUCTION ... e
L1 Back@round .........oooueiiiiiii e

1.2 AIm Of thiS thesSIS . ..oveue et e i

1.3 Research qUESTIONS .........ovuiiiiiitiiit e

1.4 Researchmethods ...

1.5 Structure of the thesis ...

2 RESEARCH METHODS ...
2.1 Literature review method: a systematic mapping study ..............cccoenn....

2.2 Simulation experiment method ...t

3 NETWORK SECURITY ...ttt
3.1 Information SECUIitY CONCEPLS ..vvvuuunneeeeetttiiaee e et eeeiiiaeeeeeeeennnnnns

3.2 Network security terminology .........covveeiiiiiiiiiieeeetiiiiiiaeeeeeeeannnnns

3.3 NetWOrK StacCK . ...ovuieii

3.4 SUMMATY ..ot

4 DISTRIBUTED DENIAL-OF-SERVICE ATTACKS ...t
4.1 Denial-of-service attacks...........oiiiiiiiiiiiii e

o T B 15 1001151 )

4.1.2 Brief history of denial-of-service .............oooiiiiiiiiiiiiiiii

4.2 BOUES ..ttt

4.2.1 DefinitiOn. ...ttt ettt

N & § ] 1) 2

4.2.3 Different types of botnets ...t

4.2.4 BOINEE USAZE ..ttt ettt ettt et ettt e e et iiiae e e e eeeas

4.3 Distributed denial-of-service attacks ...........ccoooiiiiiiiiiiiiiiiiiiiiiii

4.3.1 Definition. .. .oovviiiiiiiiiit e

4.3.2 CUrrent SIUALIOMN ...ttt ettt et e et e et e e e e iae e e eieeeeannnes

4.3.3 Example attacks........oooviiiiiiiiiiiii

44 SUMMATY ..ttt ettt et e et ettt

5 ANOMALY DETECTION ...ttt
5.1 Data mining and machine learning .............ccoooiiiiiiiiiiiiiiiiiiiiienn.n.

5.1 Definitions ...oooooiiiiiii

5.1.2 History of machine learning and data mining .............................

5.2 Anomaly detection teChNIQUES .........ovviiiiiiiie et iiiaaann,

5.2.1 DefiNitiON. .. oui ettt e

5.2.2 Anomaly detection CONCEPLS ...ovveeeeeeeiieiieiiiii e ieeeeeeeeeeeaaaennns

5.2.3 Classification-based techniques ..............ccoooiiiiiiii ...

5.2.4 Nearest neighbor methods...........coooiiiiiiiiiiiiii i

5.2.5 Cluster analysis -based outlier detection...................ccviinnn....

5.2.6 Statistical, information theory and spectral methods......................

ix



5.2.7 Contextual and collective anomaly detection.............................. 39
5.3 Evaluating the results with ROC-graphs ..., 40)
54 SUMMAIY ...ttt ettt ettt et e 42]
DETECTION OF DISTRIBUTED DENIAL-OF-SERVICE ATTACKS.............. 44
6.1  Intrusion deteCtion SYSLEIMS ... uuuune ettt tttiee et e et e ttiiaeeeeeeeannianeenns 44
6.2 Anomaly-based detection methods ... 47
6.3 The systematic mapping StUAY .......ovvvtiiiiiiiiiiiiiiiiiiiiiiieeeeeen. 49
6.3.1 Related work ... 49|
6.3.2 The mapping study protocol & the research question..................... 52]
6.3.3 COllECHION PIOCESS ...ttt ettt et e et e e et e et e 53]
6.3.4 SCIEENING PIOCESS ...ttt ittt ittt ettt et 53]
6.3.5 Evaluationof quality .............cooiii 60]
6.3.6 Data extraction and MappPing PrOCESS .. ....veeeterrrrnnneeeeeeennnnnnnnnn. 61}
6.4 DDoS attack detection methods in encrypted network traffic................... 62]
6.4.1 The results of the mapping study ............ccoiiiiiiiiiiiiiiiiiiinn.... 62}
6.4.2 Summaries of the included studies.................oooiiiiii L 69|
6.4.3 Datasets and sample DDoS attacks ............ccooooiiiiiiiiiiii . 73
6.5 Answer to the research question 1..............o i, (717
(N 1111111 7Y o SRS [78]
SIMULATION EXPERIMENT WITH CLUSTERING ...............ccooiiiiiena.. (791
7.1 Theoretical setting and implementation of the detection method ............... /9]
7.1.1 Feature selection and anomaly detection ..................coovviinnnnn.... /9]
7.1.2 K-means algorithm ......... ..o i 80|
7.1.3 K-means++ and K-means# ... 811
7.1.4 Analyzing traffic stream and detecting outliers ........................... 82]
7.1.5 TMPlementation ............oovuiiinrtiiit ettt aie e ee s [82]
7.2 EXPerimental SEUP ... ....ceetiiuttiiet ettt ettt 82]
7.2.1 Setup of the botnet environment .............oevviiiiiineeeeeeeinnninnnn... 83
7.2.2 Running attacks in the network ... 841
7.2.3 Sniffing traffic and generating the datasets ................................ 83
7.3 Results of the eXperiments ..........cooviiiiiiiiiiiiiiiiiiiiiiiiiiiiieeenn. 87
7.4  Answer to the research qUEStIOn 2............uiiiiiiiiiiiiiiiii s 89|
7.5 SUMMATY . ..ottt 91l
DISCUSSION . .o eeeeeen 92|
8.1 A validity evaluation of the systematic mapping study.......................... 92|
8.1.1 Descriptive Validity ........oiiieiiiiii e 92|
8.1.2 Theoretical validity ............coouiiiiiiii i O3]
8.1.3 Generalizability ...........ooiuiiiiii i
8.1.4 Interpretive Validity ..........ooviiiiiiii i ©4]
8.1.5 Repeatability .......coooiiuiiiiii 93]
8.1.6 Research bias and confidence in results ..................cooviiiiiiiii.. 93]
8.2 Limitations of the simulations ... 06|



8.3 Discussion on the results of the thesiS.......ovuveiiiiin i
9 CONCLUSION . oot e e e e e e e e e
BIBLIOGRAPHY ..ot e e e e e
APPEN DI CES ..ot e e
A Systematic mapping study protocol ...........ccooiiiiiiiiiiiii
B Excluded studies after inclusion Criteria ............oveveenen e iieeeeanan.n.

xi



1 Introduction

The introduction briefly explains the background of distributed denial-of-service attacks and
the motivation to research the field. Next, it presents the research questions, the methods and

finally outlines the structure of the thesis.

1.1 Background

Denial-of-service (DoS) events have been recognized as a threat since there have been con-
nections between computer systems (Birrell [1985) (928 F.2d 504 1991)). A denial-of-service
means denying or obstructing the proper access to the service and harming the availability
of the service (Raghavan and Dawson 2011, 10). Later, these threats turned out to be real as
they were used on purpose against organizations and businesses. The size of the bandwidth
of the attacks is increasing year by year, and the types of attacks are becoming more varied
(Arbor Networks 2016, 12). Current research focuses on countering various DoS attacks by
developing mechanisms to prevent and detect malicious traffic. Instruments such as intrusion

detection and prevention systems (IDPS) are being deployed to combat the attacks.

A particular kind of denial-of-service attack is a distributed denial-of-service (DDoS) at-
tack, where a group of individual systems is coordinated to attack the target system at the
same time, with the same goal to deny proper access to the service from its legitimate users.
(Mirkovic and Reiher 2004, 1.) The aim of the DoS/DDoS attack is not to steal or compro-
mise information. Many early attacks were flood attacks (i.e. a bandwidth saturation attack).
Detection methods and countermeasures to these attacks have become widely studied and
used in action. Attackers are turning to the application layer attacks that utilize botnets to
send seemingly harmless packets that consume CPU cycles, memory or other resources in

the target system. (Durcekova, Schwartz, and Shahmehri 2012, 1.)

Secure Socket Layer (SSL) is a protocol for negotiating encryption methods between a client
and a server. It was designed to protect HTTP (Hypertext Transfer Protocol) traffic and allow
sensitive information to be transported securely over the network. The TLS (Transport Layer

Security) is the successor of the SSL. (Levillain et al. 2012, 11.) Since the traffic is encrypted,



a network intrusion detection system (NIDS) cannot analyze the content of the packets to

determine whether it is sent by a bot or it belongs to an actual human user.

To evade the countermeasures deployed by the system administrators, attackers have increas-
ingly turned to using encrypted connections to deliver the attack. Arbor Networks (2013, 25)
announced that encrypted application layer attacks have risen since 2012. Because of the in-

crease in incidents and the use of encryption, research in this field is needed.

There is a substantial amount of research on the detection of DoS/DDoS attacks. Zolotukhin
et al. (2015) pointed out that much of the research on detection methods of DoS/DDoS
attacks concentrates on the HTTP and other plaintext protocols. Thus, it is likely that the
pool of methods to detect DDoS attacks in encrypted traffic is smaller and understudied.
This thesis researches the state of denial-of-service attack detection methods in encrypted

network traffic.

When traffic is encrypted, and the payload is unreadable, several other features can be ex-
tracted from the traffic. For instance, in the case of a "slow" distributed denial-of-service
attacks on a secure network, where the disturbance in the network traffic is low and packets
are sparse (Aiello et al. 2014), the number of open connections or packet arrival times can be
analyzed. The papers by Zolotukhin et al. (2015) and Aiello et al. (2014) suggest methods
for detecting such attacks. A method that uses clustering to analyze these kinds of metrics is

presented as an example in the second part of the thesis.

1.2 Aim of this thesis

Zolotukhin et al. (2015} 275) conducted a literature review of methods for detecting DDoS
attacks and noted that a majority of studies focus on detecting attacks with non-encrypted
HTTP traffic. The aim of the thesis is to determine how DDoS attacks are detected in en-
crypted (e.g. SSL/TLS) network traffic and run experiments with a method to find out the

major issues regarding the detection of DDoS attacks.



1.3 Research questions

The following research questions (RQ) are derived from the aim of the thesis. The RQI is
necessary for the first part of the objective of the thesis. The purpose of the RQ?2 is to present
how one detection method works and gather results that are comparable with the current

literature.

RQI: What methods for detecting encrypted DDoS attacks are presented in the scientific

literature?

RQ2: How do DDoS attack anomaly detection methods work and what are the main issues

regarding their performance?

The method proposed by Zolotukhin et al. (2015) is based on the analysis of packet headers
to form a baseline of the normal traffic in a network. The method uses algorithms such as
K-means or DBSCAN to cluster vectors generated from the traffic. K-means is commonly
mentioned as Lloyd’s algorithm (Braverman et al. 2011, 2). DBSCAN is a clustering tech-
nique for spatial data, which compares the distance of a vector to its neighbors (He et al.
2013) 83). If a new traffic item does not belong to a cluster, it is flagged as an anomaly.
Anomalies may or may not be DDoS attacks. This thesis builds on the work of Zolotukhin
et al. (2015) by using the method presented in the paper as a basis and running experiments

with an improved version of the method.

Based on the current research on detection methods in both encrypted and non-encrypted
network traffic, new knowledge of the present state of methods and new research areas in this
unexplored area would be welcomed. Tama and Rhee (2015) did a literature review of DDoS
attack detection methods on data mining -based techniques, which did not take encryption
into account. Also, their study only used automatic search from two online article databases.
This thesis presents methods for detecting encrypted DDoS attacks by conducting a literature
review. Based on the starting point method proposed by Zolotukhin et al. (2015), which is
also based on a data mining technique, it is safe to assume many of the methods would be
usable also in the case of encrypted traffic. Thus, this thesis identifies gaps in the scientific
knowledge about methods that can be used in the detection of DDoS attacks in encrypted

traffic.



I have a keen interest in network and information security. Research about novel detection
methods of DDoS attacks and their applications are important. I chose this path to explore
and develop professionally in the area of network security and especially denial-of-service

attacks.

1.4 Research methods

The thesis research is divided into two parts: a secondary study and an empirical laboratory

simulation of a detection method.

As a way to answer the RQI, I conduct a light systematic mapping study using automatic
search from multiple online research databases, including IEEE Explore, ACM Digital Li-
brary, Scopus, and ScienceDirect. I use the methods proposed by Petersen, Vakkalanka, and
Kuzniarz (2015). The paper by Petersen, Vakkalanka, and Kuzniarz (2015) is an update to
guidelines for mapping studies in software engineering field by Petersen et al. (2008)). I used
a Ph.D. thesis by Kaijanaho (20135)) as a reference, as the author conducted a similar but more

comprehensive systematic mapping study on programming language design.

A systematic mapping investigates the current state of detection methods in a systematic and
reproducible way. Because of the lack of research reported by Zolotukhin et al. (2015} 275),
I chose a systematic mapping study as the method because of its compliance in this case.
That is when an overview of a research area is needed, and a shortage of primary studies

exists (Petersen et al. 2008, 9).

Detection methods in the literature do not always state that they study detection in encrypted
traffic. I decided to include few studies that could be applied to encrypted traffic by using an
idea that if only packet headers are involved, the method could theoretically detect encrypted

DDoS attacks as well.

I present the protocol, the inclusion criteria, and the data extraction process in Section [6.3]
The results of the study are shown in Section [6.4.1] I discuss the validity of the process in
Section[8.11



1.5 Structure of the thesis

The background theory is divided into chapters 3} 4} and[5|and partially at the beginning of 6]
Chapter [2] presents the research methods. Chapter [3] discusses network security and sets the
terminology. Chapter ] introduces distributed denial service attacks. Chapter [5|explains the
background and theory of anomaly detection, machine learning, and data mining. Chapter [6]
answers to the first research question by explaining how existing detection methods work and
presenting the systematic mapping study with its results. Chapter [7]includes the simulation
experiments, including the test environment, experiments, and results of detecting DDoS
attacks with the method. Chapter [§|discusses the validity of the thesis and its results. Chapter

9] concludes the thesis findings and discusses the future.



2 Research methods

2.1 Literature review method: a systematic mapping study

There are three kinds of systematic secondary studies: systematic literature reviews or meta-
analyses, systematic mapping studies, and tertiary studies. A primary study investigates a
phenomenon that the secondary studies aim to investigate. The purpose of secondary studies
is to provide a synopsis of the current research or investigate possible gaps in knowledge
by examining the research itself. A tertiary study is a survey of systematic reviews, where
the aim is to answer even larger areas. (Kitchenham and Charters 2007, 3.) A systematic
literature reviews and mapping studies differ from a regular literature review in the funda-
mental way the literature is acquired and what search methods are used (Dyba, Dingsgyr,

and Hanssen 2007, 228).

Systematic review studies aim to answer research questions about a particular field of re-
search by going through the literature in a systematic way documenting the process all the
time to ensure reproducibility and validity. The literature can be found by using electronic
search engines, manually going through the relevant journals or looking through the refer-
ences list of related articles, at all times recording how the search is done. Once they have
acquired a list of related papers, a screening process for articles to be included in the study
starts. The inclusion has to be done systematically and by recording all the decisions that
were made during the process. Finally, by similar methods, the researchers conclude from
the selected studies and form an answer to their research question based on them. (Kaijanaho

2015, 82.)

Ideally, two or more researchers do the work to avoid mistakes and remain unbiased. The
whole idea is that the process is as transparent as possible to let the reader assess the study,

and possibly redo the same review to come to the same conclusions. (Kaijanaho [2015] 82.)

Systematic mapping studies are meant for getting an idea of the current research in a given
field of research. To get the final overview of the area, a map or a listing of the studies are

collected together. (Petersen et al. 2008, 2.) The idea is not to give an answer to a specific



question about details but rather what exists in the literature, where it has been published
and when. The size of the set of studies does not necessarily have to be exhaustive if it is

representative of the research field. (Petersen, Vakkalanka, and Kuzniarz 2015, 1.)

The primary process of the systematic mapping study is a 5-step process, which is summa-

rized in this list below (Petersen et al. 2008, 2):

Definition of RQs — Scope of the review
Carrying out the search — Obtained literature
Vetting of found research — Applicable papers for the study after evaluation

Keywording from the metadata of the papers — Scheme of categorized articles

A

Extraction of information and mapping — Systematic map of the literature

The outcomes of each stage are shown in the list after the arrow. The planning phase should
be documented and done carefully before the actual study begins. A protocol document
should be created and maintained throughout the process. In the planning phase, the scope of
the study should be defined along with the used databases, manual search methods and other
ways to acquire literature. The underlying research question guides the search and deter-
mines the search terms. Often a broad question has to be divided into smaller sub-questions.
(Petersen, Vakkalanka, and Kuzniarz 2015, 8-9.) Kitchenham and Charters (2007, 13) sug-
gest for individual researchers that the protocol document should be shown to a supervisor.

This way, any inherent flaws can be spotted before the search starts.

The databases and starting articles should be chosen from various sources and publication
venues. Dyba, Dingsgyr, and Hanssen (2007, 228) list ACM DL, Compendex, IEEE Xplore,
Web of Science, Kluwer Online, ScienceDirect, SpringerLink, Wiley Inter Science Journal
Finder as well suited for software engineering research. Kitchenham and Charters (2007, 17)
enumerate the same sources and add Google Scholar, Inspec, and Scopus to the list. These
are some of the sources online that majority of the computer science literature can be found

in.

The initial collection of papers should be as large as possible if the size of the selection is
unknown. The search should not be limited only to some years or researchers, but it should be

restricted to known years, considering what the aims of the study are. (Petersen, Vakkalanka,



and Kuzniarz 2015, 10.) As an example, there is no point in including studies before a year
when the studied phenomenon was introduced to the field. That simply adds to the number
of papers to go through, i.e. noise. Every limitation of the scope and conscious decision to

limit the search should be documented.

The search, including manual, electronic or automatic and snowball search, should be well
documented. Meaning disclosing the full search terms, times and results of the searches
in the reporting phase. (Kaijanaho 2015, 86.) Keeping track of the variables and results
is crucial for the credibility of the study. Kitchenham and Charters (2007, 16) also advise
asking the current researchers in the field for comments on the search terms and any gray
literature they may be aware. It helps if the researchers know what kind of papers to expect,
thus defining some of the papers as examples work as a validation method for the search

itself.

Other metrics proposed by Chen, Ali Babar, and Zhang (2010, 2) are an overall contribu-
tion, overlap of results across sources and exclusive contribution of each source metrics. The
overlap is simply the number of papers included from two or more sources. The overall con-
tribution (OC) is simply the measure of how many studies were included from that source
(I), and the percentage is simply that divided by all the included studies (A) after the exclu-
sion criteria: OC = I/A. Furthermore, the exclusive contribution is the number of studies
that were not found by any other source, i.e. sum of overlaps with other sources. Thus, the

percentage is the ratio of articles to all the included studies A.

Sensitivity and specificity of all the sources also help to determine the validity of the study.
Sensitivity can be calculated sen. = |[F NA|/|A|, where A is the set of all relevant studies.
Specificity may be estimated by using formula sp. = |F NA|/|F|. In both equations, F NA
is the set of found studies from the set of all studies. The size of set A is impossible to know
without comprehensive knowledge of the research field, but it can be estimated. (Kaijanaho

2015, 87.)

Snowball or backward searching means that the researchers take the reference lists of the
studies that they know should be included in the study and see if more papers should be

included. Furthermore, these studies are then evaluated in a similar manner to get a list of



publications going backward in the references of each paper. (Kaijanaho 20135, 88.)

More than one person should make the selection of papers as well as extraction of the meth-
ods and details from the papers or at least checked by someone else (Petersen, Vakkalanka,
and Kuzniarz 20135, 4). This way the mistakes in evaluating the content in unclear cases and
be minimized and the synthesis of the mapping study becomes more reliable. However, in
a case a single researcher is working alone, a random retest of a sample or discussing the
decisions with a supervisor are enough to ensure some degree of credibility in the findings

(Kitchenham and Charters 2007, 20).

The actual thematic map and the synthesis of the findings can be done in many ways. Pe-
tersen et al. (2008) suggest that for mapping studies the number of publications per year at
least in a bar chart. They continue, however, that bubble plot with more aspects than simply
the year of publication is more interesting. They encourage the researchers to explore how

to best represent the data and the included trends in the data.

Reporting phase, according to Kitchenham and Charters (2007), should be done in both
journal or conference proceeding and a thesis or technical report because of the article length
limitations of many journals. In the reporting phase, the authors are advised to evaluate the
validity of their study. During reporting, several validity measures should be taken into
consideration. According to Petersen, Vakkalanka, and Kuzniarz (2015) the author of a
mapping study should discuss at least: (1.) the validity of the description of the findings, (2.)
theoretical validity of the mapping method, (3.) generalizability of the results, (4.) validity
of the explanations and the synthesis of the extracted data, and (5.) repeatability of the study.

2.2 Simulation experiment method

The second part of the research of this thesis, to answer the RQ?2, is done by applying a sim-
ulation experiment method. A simulation is a controlled experimentation method in which
a hypothesis is tested against artificial data. The main fault of this approach is that the ex-
periments might not apply to the real world. However, the experiments can be done in a
controlled and safe setting. (Zelkowitz and Wallace 1998, 24-25.) Jarvinen (2000) catego-

rizes the method as empirical studies’ theory testing approach.



In the simulation method, a model of the actual situation or scenario is constructed to gather
data. Depending on the accuracy of the model, the researchers can hypothesize how the
method works in reality. The simulation method is cheaper than running experiments in
a production environment, and it is used especially for new methods that are presented.

(Zelkowitz and Wallace [1998|, 28.)

In this thesis, the simulation is conducted by setting up a virtual network of Linux machines,
where normal and malicious network data are simulated. The network works as a test bed
for various scenarios of denial-of-service attacks. The setup consists of a small botnet and
a webserver. Both the legitimate and the malicious traffic use SSL/TLS encryption to com-
municate with the webserver. The attacking bots IP (Internet Protocol) addresses are known
in this simulation, thus creating an identified set of malicious connections. The detection
method evaluates the dataset to detect malicious traffic. The thesis presents a theoretical

background of a method, the simulation environment and the results in detail in Chapter
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3 Network security

This chapter describes the background terminology of network and information security.
DDoS attacks are a threat to network security. The chapter also explains network stacks,

which are related to the types of DDoS attacks.

3.1 Information security concepts

In an organizational context, different security has to be implemented in many layers. These
are physical, personnel, operations, communications, network and information security.
Physical security refers to the implementations of physical access control barriers. Personnel
should be guarded against physical or digital harm. Operations of the organization are to be
kept safe from outsiders to combat espionage. Communication and networks should be kept
secure to transfer information securely. Information security means the safekeeping of infor-
mation resources in all stages. Network security is, therefore, part of information security, as
it involves the guarding the safe transfer of information over networks. Information security
can be described as a combination of policies, network, computer and data security as well

as management of information security. (Whitman and Mattord 2011} 8-9.)

Common information security goals are availability, integrity and confidentiality, and infor-
mation security can be seen as the conservation of these (ISO/IEC 270002016). These terms
have been identified by Saltzer and Schroeder (1975) and for many years being used as a ba-
sis for understanding information security. They are referred as a so-called AIC triad, a CIA
triad (Cherdantseva and Hilton [2013, 547) or an ACI triad (Tirthani and R 2013} 1). The
concept is the same, regardless of the order of the goals. Problems in any one of the corners
of the triangle reduces security as a whole in the case of a secret document for example. A
user of such a document should be able to access the information, be sure that it has not
been altered and confirm that no one without proper access rights can view the it. A public
document should be accessible by the public. The confidentiality, however, is less important
than the availability and the integrity of a public document. (von Solms and van Niekerk

2013 3).
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Depending on the definition, the list may also include accuracy, accountability, authentica-
tion, authenticity, non-repudiation, possession, reliability, and utility (Whitman and Mattord
2011, 12) (ISO/IEC 27000 [2016) (Cherdantseva and Hilton 2013, 548). Whitman and Mat-
tord (2011) point out that the AIC model is does not address the information security in a
satisfactory level in today’s fast paced world. However, in the context of this thesis, the
model offers a way to discuss the effects of DDoS attacks. Information security consists of
various concepts related to securing the use of information. These include encryption and
authentication to ensure the confidentiality, calculating hashes to ensure the integrity and im-
plementing fault tolerant data storage or intrusion detection and prevention systems to ensure

the availability (Tirthani and R[2013, 1).

Attacks against information systems target various aspects of information security at differ-
ent stages in the lifetime of information. Information can be transported, persisted onto a
data storage, being created, being handled by an operator or being erased completely (Cher-
dantseva and Hilton 2013, 550). Information can be seen as any information, whether it is
written, printed, bits on a magnetic disc, being sent by an electronic or physical ways or a
spoken word. (ISO/IEC 27002 2013)). DDoS attacks target the transfer of information from
the server to the client within a network, thus damaging the availability of the information.
Motives denying access to certain information resources may vary from monetary gains to

an urge to show-off.

Cybersecurity, according to the ISO/IEC 27032 (2012)) standard, is a synonym for informa-
tion security. von Solms and van Niekerk (2013} 2) argue that cybersecurity, although used
interchangeably with information security, does not equate with information security. They
conclude that a cyberattack may hurt individuals or societies, contrary to most information
security threats whose only secondary effect can cause injury to the victim. (von Solms and
van Niekerk 2013| 2). Few examples of cyberattacks that do not cause unavailability in-
tegrity problems or confidentiality issues are cyberbullying, home automation attacks, illegal
sharing of digital media and cyberterrorism (von Solms and van Niekerk 2013} 3). ISO/IEC
27032 (2012)) standard defines another term called cybersafety, which includes psychologi-
cal effects of bullying, physical effects of home automation attacks, financial harm caused

by sharing of intellectual property and political aspects of cyberterrorism, in conjunction
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with many more consequences of attacks. Although the definitions may vary, they help us to

understand complex motives of DDoS attacks and the cyberspace in which they happen.

3.2 Network security terminology

Network security, such as physical security, is about making calculated risks based on threats
and vulnerability. One can never be completely safe on the Internet nor at home. (Krawetz
2007, 3.) Such as a crowbar can be used for both good and bad, a network analysis tools
can be utilized for debugging for mistakes in configuration, or for comprising identities of
others (Krawetz 2007, 31). Krawetz (2007) continues that ethics have a lot to do with the
security education and tools available nowadays. Depending on the purpose of the action,
sniffing other peoples’ network traffic with a tool can be considered legal, illegal, ethical or
unethical. The tool is the same, regardless of the use. This section defines the terms most

commonly used in the Internet security literature and research papers.

According to Schneider (1999) and Krawetz (2007) terms in Internet security research are: a
vulnerability, a threat, an attack, an attacker, an exploit, a target, an attack vector, a defender,

a compromise, a risk. Following paragraphs explain the terms shortly.

A vulnerability translates to a flaw in some of the aspects of an application or organization.
These aspects can be design, code, servicing or general management (Krawetz 2007, 4).
For instance, passwords may be stored in the database without encryption or the encryption
method is so old that it has been known for years to be vulnerable. The latter is a case of poor
management and maintenance. There is no system which could be immune to any attack,
but in normal conditions, all the vulnerabilities should be mitigated by knowing the threats

associated with that vulnerability.

A threat is someone or something which has the ability and a reason to use a vulnerability.
Identified threats may be attackers or events that might lead to an adverse outcome for the
system. (Krawetz 2007, 4.) To illustrate, a natural disaster might cause loss of data or even
breach of the physical security of the servers. A threat from the inside of the company might
be an uneducated employee. To give an example of a physical threat, such a threat to security

are rodents that cause up to 25% of failures cell and energy networks (Krawetz 2007, 106).
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An attack is an act of taking advantage of the vulnerability, and an attacker (i.e. threat)
is a something or someone who starts the attack (Krawetz 2007, 5). Whether the company
has taken preventative measures and the vulnerability and the threat associated with that
vulnerability have been identified, an attack is taking advantage and the threat has been
realized. An attack starts when the attacker has identified the vulnerability, chosen the tools

and acts.

An exploit is a tool with what the vulnerability can be attacked. There may be several
exploits to a single vulnerability (Krawetz 2007, 5). An exploit can be simply a program
designed to open a backdoor to a system, and deploying the exploit successfully to the target
system can be considered as the start of the attack. A target means the individual, corporate
actor or an application who suffer from the exploit being attacked. There may be prime and
consequential targets, depending on the exploit. A compromise happens when an exploit

has been used effectively on a target. (Krawetz 2007, 5.)

An attack vector refers to the approach taken by the attacker including the exploits and ways
or procedures to reach the target (Krawetz 2007, 5). Many companies require a high level
of security with passwords (i.e. requiring people to use lower case, upper case, numeric and
special characters), making them difficult to remember. Therefore, many people write their
passwords on a piece of paper, exposing an alternative attack vector to acquire a password to

the system (Krawetz 2007, 74).

A defender is an actor who tries to lessen the effects or inhibit an attack in the first place
(Krawetz 2007, 5). A security professional at the IT department might have installed vari-
ous methods for detecting attacks and preventing large scale compromise of corporate data.
These measures might include implementing intrusion detection systems (IDS), and intru-
sion prevention systems (IPS) and other measures such as secure protocols (e.g. Knock-
knock protocols, SSH or SSL/TLS) to create a defense-in-depth system to combat the weak-
nesses of any security layer. (Krawetz 2007, 498-500.) The level of security measures is
usually defined concerning usability, convenience, threat and available resources in the form

of risk analysis.

A risk is an evaluation of the probability that an attacker can go around the defender utilizing
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an exploit to attack the target with compromising it (Krawetz 2007, 5). Krawetz (2007)
presents one way of determining the risk for a given vulnerability, which uses score between
one and three (one being the lowest) to five different metrics. These variables include ease
of exploitation (E), scope of affected systems (S), impact in case of an attack (/), future
ramifications if left untreated (F) and actions taken to mitigate already (M). The M value
should be assigned a value of zero if countermeasures have been taken. The risk factor can be
calculated be summing E, S, [ and F, and then reducing the M value from the sum. (Krawetz

2007, 518.)

3.3 Network stack

When talking about networks and communication, it is convenient to divide the actions that
are needed in the communication between systems into groups. These groups of specified
problems along the way to a successful communication to happen are easier to manage.
These groups are called layers and the model that combines protocols that work together
is known as a network stack or a network suite. (Blank [2006, 2,18.) The layers may be
seen as concepts, and the stack is a representation of the layers. In principle, the layers are
independent and switching the protocols in a layer does not affect the other layers and their
protocols. For instance, two routers from two different vendors can easily talk to each other
since their network stacks have the same protocols, even if they have no common hardware

or software. (Krawetz 2007, 51.)

The purpose of each layer is to offer services to the upper layer and protect it from what
takes place underneath the layer. The layers near the top are not required to be aware of
where the data came from and how it reached the top layers. (Blank 2006, 19.) Because of
the modularity and independence of layers, many of the protocols implement their own error
correction mechanisms. This might seem unnecessary, but this increases the reliability of
the whole stack, since one layer only needs to take care of errors that might occur on that
layer, and a possibly malicious connection needs to pass through several layers of checks
before reaching the target. Advanced protocols take advantage of encryption where as lower
lever protocols simply use checksums to approve packets. Some errors are intentional. The

data may be modified on purpose to cause loss of data or connectivity, resulting in denial-
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of-service. (Krawetz 2007, 52-53.) Usually, it is only one protocol that has to deal with the

attack, as the packets seem normal to the others.

Several network stacks exist, but a TCP/IP (Transmission Control Protocol over Internet
Protocol) stack is the most common as it is the standard for the Internet. OSI (Open Standards
Interconnection) reference model is most widespread network stack comparison model in
literature. The TCP/IP has been developed by the US Department of Defense (DoD) and the
OSI reference model by the International Standards Organization (ISO). (Blank 2006, 18.)
Each of the stacks describes functions, standards, protocols and agreements of their layers.
Other stacks include e.g. SNA and SNA/IP developed by IBM, DOCSIS developed by Cable
Television Laboratories or Network Control Protocol (NCP) developed by DoD before the
TCP/IP (Ferguson, Clouston, and Talerico 2003, 2) (Fellows and Jones [2001, 202) (Blank
2006, 4). In many stacks, the communication may also be described as stacks in succession

or nested within each other. (Krawetz 2007, 51.)

The TCP/IP stack part are named Network interface, Internet layer, Transport layer and
Application layer. For reference, the seven layers of the OSI model are Application, Pre-
sentation, Session, Transport, Network, Data-link and Physical layers. Application layer
contains the protocols that are used to communicate from one application to another. The
Presentation layer makes sure that the syntax of the message is understandable by the recip-
ient and possibly adds encryption to the message. The Session layer administers sessions
during multiple consecutive connections. Transport layer takes care of starting, preserving
and ending the connections as well as keeps track of all the packets received and sent. The
Network layer takes care of the routing of packets and sending them to the correct logical
address. The Data-link layer finally prepares the packages or frames of ones and zeroes from
the packets from above and sends them to the physical medium. The Physical layer is the
network and the movement of bits across the cable as pulses of electricity or through the air

as radio waves. (Blank 2006, 19-24.)

This thesis focuses on attacks which target the application layer, e.g. a slow HTTP GET
DDoS attack. Therefore, knowledge of the different layers and the protocols that are related
to which layer is crucial to talk about the effects and classification of various malicious traffic.

The layers of the OSI model and the TCP/IP stack are shown in Table[I] Arbor Networks has
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Table 1. Comparison of the OSI and the TCP/IP models (Blank 2006, 24.)

The OSI model The TCP/IP model

Application layer
Presentation layer Application layer

Session layer

Transport layer Transport layer

Network layer Internet layer

Data-link layer
Network interface layer
Physical layer

published statistics about denial-of-service attacks for more than a decade, and the majority
of attacks are still targeted to the transport layer of the OSI model (Arbor Networks [2016).
OSI reference model is commonly used in DoS literature to classify attacks. The TCP/IP
stack is used as an example because of its commonality in the Internet-based communication

and many attack vectors target features of the TCP/IP stack protocols.

3.4 Summary

This chapter presented the context of network security, including the terms, concepts, and
insights. Then it explained the network stack. These security terms and definitions are used
in the DDoS literature. Next chapter describes denial-of-service attacks and the current state

from a network security stand point.
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4 Distributed denial-of-service attacks

The purpose of this chapter is to familiarize the reader with the definition, history and types
of denial-of-service attacks. This chapter explains the relation between denial-of-service
and distributed denial-of-service attacks and shortly discusses the enabling technology for

DDoS, botnets.

4.1 Denial-of-service attacks
4.1.1 Definition

A normal user uses services from the Internet constantly and even a short loss of connection
to a service may have tremendous effects if it happens in the right moment. This disruption
may be an accident of one or more natural causes. However, when a service is unreachable
to the real users because of a intentional attack against the availability of the service, denial-
of-service or DoS attack is taking place. (Raghavan and Dawson 2011, 1.) How the regular
user usually sees this type of attack is a problem in the connection to their favorite service or
website. In this thesis, attacks to the availability of the service caused by an attack through

the network is a sufficient definition to denial-of-service.

One of the proposals of the Finnish government states: "Denial-of-service attack means

intentional complete denial or limiting of the operation of the target system such as an email

server ("HE 153/2006|2006, my translation)"

United States Computer Emergency Readiness Team (US-CERT) defines: "In a denial-of-
service (DoS) attack, an attacker attempts to prevent legitimate users from accessing infor-

mation or services (US-CERT 2013))."

Many other organizations such as the International Telecommunications Union (ITU-T) and
the Committee on National Security Systems (CNSS) have also defined denial-of-service
attacks, and the definitions follow the same pattern. The main idea is that there are legiti-
mate authorized users who are unable to access a service under attack and complete a task

promptly because deliberate actions taken by the attacker. Multiple attack vectors exist tar-

18



geting the bandwidth, the CPU, various packet buffers, features of protocols or business logic
to render the service incapable of continuing regular service. (Raghavan and Dawson 2011},

10.)

Motives to carry out a denial-of-service attack vary from personal to political causes or from
reputation for a successful attack to financial reasons. Sometimes the main target of the
attack may be the user of the service being attacked, not the service itself. (Mirkovic and

Reiher 2004, 41.)

Three categories of denial-of-service attacks exist based on the attack vector: volumetric
(or bandwidth saturation), protocol related or application layer attacks. Volumetric attack
consumes the physical capacity of the network to deliver packages, thus preventing the le-
gitimate users’ connections. Protocols are susceptible to attacks that exploit the features of
the protocol such as connection tables or wait timeouts when the connection is open. When
the underlying network infrastructure and protocols are working well, the final attack vector
lies in the applications such as the webserver or the website itself. These attacks exploit the
vulnerabilities that cause the application to run out of resources such as CPU cycles or RAM.

(Petiz et al. 2014} 1.)

4.1.2 Brief history of denial-of-service

Even during the times of the ARPANET, the issues in the protocols were acknowledged
and the likelihood of a denial-of-service attack was raised. Namely, the RFC706 (1975)
points out a potential problem with the Host/IMP interface protocol. A mere 10 years later
Birrell (1985) mentions the risk of intentional denial-of-service in his paper about a secure

communication protocol.

As the ARPANET was used mainly by professionals, there were only accidental denial-of-
service attacks in the network. In late 1988, one such incident brought the ARPANET to its
knees. In November 2nd, 1988, a Ph.D. candidate at Cornell University, Robert Morris de-
veloped a computer worm whose purpose was to show how poor the security of the network
was. The worm ended up crashing several computers across the country and jamming the

whole network. Costs of cleaning the worm were from $200 up to $50,000 depending on the
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affected machine. Morris was convicted of computer fraud. (928 F.2d 504 1991)

Lin and Tseng (2004) say the first event happened in the summer of 1998 and Garber (2000)
tells a story of the first DDoS attack in the US which took place in August of 1999 against
the University of Minnesota. The first DDoS attack happened around that time.

By the change of the millennium, attacks had gotten more sophisticated, and botnets were
starting to appear in the attacks, making them distributed denial-of-service attacks rather than
works of individual agents. Many companies such as Amazon or Yahoo had experienced a

distributed denial-of-service attack. (Garber 2000, 12.) (Raghavan and Dawson 2011} 10.)

4.2 Botnets
4.2.1 Definition

Botnet is a network of malicious software (malware) that have taken over the host machine
and execute the orders that so-called botmasters send them. Most of the time they are used to
carry out fraudulent actions that benefit the botmasters’ aims (Silva et al. 2013, 380). There
are other kinds of malware, and the most predominant distinction them and bots is the so-
called C&C (short for Command & Control) channel to the malware (Shanthi and Seenivasan
2015, 1). If the bot does not receive commands, it simply sits still and keeps out of way of

the legitimate user of the machine.

Botnets are increasing in size and numbers. They have become a major problem on the
Internet, and it has estimated that the number of bots or zombie machines connected to the
Internet is already 15-25% of all devices, of which very few people know that the device they
own is a member of a botnet (AsSadhan et al. 2009, 156). The malware tries to hide from
anti-virus software and the user. For example, Srizbi trojan bot halted its transmission if the
person sitting at the computer touched any controls, to minimize the effects of the spamming
to the compromised machine (Stern 2009). If the bot does not send large amounts of data,

the ISP might also not suspect anything.
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4.2.2 History

First botnets used IRC (Internet Relay Chat, an instant messaging service) channels as C&C
channels. The purpose of the first botnets was to have an overview and manage the chats (i.e.
channels) and private messages. Some of the services the botnets offered were commands to
administer the channels, amuse the users with text-based games and query meta data about

the system, usernames or email addresses. (Silva et al. 2013} 380.)

The earliest identified bot was Eggdrop 1993, and the next bots were based on Eggdrop, but
their purpose was to attack other users. At that point they got functions such as a DDoS
attack. The next generation bot software had more sophisticated means of communication,
stay undetected in the host and launch more state of the art attacks. AgoBot is seen as the

change when the botnets changed to a more dangerous type from a mere helper network.

(Silva et al. 2013} 380.)

Nowadays bot malware is distributed via email, downloaded files, torrents or websites in-
fected with malicious JavaScript code. Communication methods have become more sophis-
ticated as well, and they are using HTTPS and P2P (Peer to peer), although IRC is still used
today. (Silva et al. 2013} 381.)

4.2.3 Different types of botnets

The topology of a botnet can be centralized or distributed. That means the commands to exe-
cute a task are either sent from a centralized C&C server or bots distribute them from one to
another. In both cases, the communication tries to stay hidden in normal requests and blend
in with regular traffic. Figure [I] depicts a centralized botnet and Figure 2] a decentralized
botnet. In a decentralized version, the botmaster does not have a full control of the message
distribution to the bots. In general, there are five type of botnets based on their communica-
tion channel and platform: IRC-, HTTP-, P2P-, cloud- and mobile-based botnets. (Shanthi
and Seenivasan 2015, 1-2.)

IRC-botnets still use IRC channels or protocols to communicate with their botmasters. The
botmaster can send a command to the bots in the same channel the bots are, which is so-

called push-mechanism. HTTP-bots use and common-looking HTTP HTML -requests to
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receive commands. HTTP traffic is difficult to detect and recognize from regular traffic as
they usually only visit the C&C server periodically to pull new instructions. HTTP-bots are

mostly used for email spamming. (Shanthi and Seenivasan 2015}, 2.)

P2P botnet does not have a hierarchy, but all the bots are both C&C server as well as bots.
Anyone of them can get a new instruction, which it then passes on to the bots that it is aware.
The distributed system does not allow the botmaster to control each of the bots at the same
time, but it also offers an added level of obscurity to the security. (Shanthi and Seenivasan

2015} 2.)

Cloud botnets reside in a cloud that the attacker has acquired for another purpose. The
advantages of cloud bots are the easy and quick setup of a bot network of virtual machines,
all of them are available at all times and many cloud providers don’t have ways to detect bots

in their clouds. (Shanthi and Seenivasan [2015] 2.)

Mobile botnets exploit the Bluetooth and SMS services in smart phones to communicate.
They are used for accumulating data from the users’ devices rather than send spam or perform

attacks. (Shanthi and Seenivasan 2015] 2.)

IoT (Internet of Things) devices are increasing popularity, and they are very popular among
criminals as they are constantly online, have default passwords and do not run any anti-virus

software (Pa et al. 2015} 1).

4.2.4 Botnet usage

When a black hat has managed to gather enough agents for a botnet, he can put it for sale on

the black market for anyone to buy and use for their purposes (Shanthi and Seenivasan 20135,

1.

Many botnets transmit spam email as their first function, while others are used for denial-of-
service attacks, click fraud, malicious banking operations, and work as remote proxy servers
for other purposes (Dupont et al. 2016}, 134). To illustrate, Srizbi botnet was liable for the
majority of spam on the Internet sent between June of 2007 and February of 2009, reaching

its highest of 60% in 2008 multiple times (Stern 2009). In a more general note, it has been
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estimated that about 80% of email traffic is spam and while it gets caught in the spam filters,

the traffic still uses network infrastructure (Silva et al.[2013], 378.).

An anonymous researcher conducted an Internet census to map the available IPv4 address
space by scanning all the ranges with a botnet. He acquired by logging into servers using
telnet credentials both left to the original setting, which made the job easier. He found that
there were more than a million devices with this default set up and this is an issue worldwide.
He installed a small bot program on about 400 thousand devices creating a massive botnet
that would then scan the ports. It only took one day to scan the whole allocated 3.6 Billion
address space. He concluded that approximately 1.3 Billion IPv4 addresses are being uti-
lized. He also discovered that a botnet called Aidra was using the same method by checking
that the temp-folder of these devices contained traces of files dedicated to e.g. SYN flood.
(Botnet Carna 2013)

What he did was illegal, but this also begs the question about the security of a vast number
of devices on the Internet. He took the easiest route to compromising the devices, and the

black hats have also acknowledged this way.

4.3 Distributed denial-of-service attacks
4.3.1 Definition

A distributed denial-of-service (DDoS) attack is an adaptation of the broader denial-of-
service term. A DDoS attack is characterized by many agents that are coordinated to attack
the target system through the network. The agents are usually part of a botnet (see Figure[3]
although there have been successful DDoS attacks performed by humans accessing a web-
site in a coordinated manner. Bandwidth DDoS attacks are classified into human coordinated
bandwidth attacks (e.g. F5 -key flood, LOIC-tool or a flash crowd event), automated or semi-
automated bandwidth attacks (amplification e.g. Smurf or fraggle attack, reflection attacks

or botnet-based attacks).

The 4chan-originated hacker group Anonymous has been responsible for orchestrating a

DDoS attack against anti-Wikileaks companies, such as financial organizations and DNS-
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Figure 3. A distributed denial-of-service attack using a botnet

providers. In order to conduct this attack, they used a program called Low Orbit Ion Cannon.
They asked people to download the application, choose a target and start the attack. A group
of people joined a voluntary botnet to launch a collective DoS. (Mansfield-Devine 2011, 5.)
This incident is related to another type of event, a flash crowd event, when a DoS happens

involuntarily.

The Slashdot effect or the flash crowd event got its name from a science article site called
Slashdot, which featured links to websites with inadequate capacity to handle high volume
of surfers. The large crowd of readers of Slashdot often accessed the link simultaneously
rendering the site unable to respond to new requests. The readers did not want to crash the

site, but essentially they consumed the server completely. (Raghavan and Dawson 2011}, 13.)

A distributed denial-of-service attack is performed in multiple steps. The first step is to ac-
quire a botnet or agents that can be commanded by the attacker. Botnets can be bought on the
black market for money or the attacker can build a botnet from scratch. In the next phase, the
attacker accesses the C&C (Command & Control) server of the botnet and sends a command
to the agents to start sending a certain type of data to the target machine. Depending on the

purpose of the attack, a time window is chosen carefully, especially if the attacker is paying
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Figure 4. Bandwidth of the volumetric attacks reported yearly since 2002 (Arbor Networks

2011}, 15.) (Arbor Networks 2016, 24.) (Krebs [2016)

an hourly fee for the usage of the botnet. IP spoofing techniques are used to cover the tracks
to the agents and especially to the C&C server. After the goal of the attack has been reached,

the agents stop sending the packets and the service returns to normal operation. (Mirkovic

and Reiher 2004, 40.)

4.3.2 Current situation

In the year 2000 and onward, the number of attacks kept on rising and by the year 2010,
the magnitude of volumetric attacks had reached 10 Gbps as the new norm. The biggest
attacks reached 100 Gbps Arbor Networks 5) reported in their yearly security report.
A new wave of Application layer (also known as Layer 7 attacks) started to emerge and more
complicated multivector attacks where volumetric attack has Application layer attack vectors
included. Main motives for a large scale attacks were ideology/political, gaming related or

vandalism in 2012. (Arbor Networks 2011, 5.)

According to the report Arbor Networks (2011}, 16), much of the reported bandwidth within
the examination period from November 2010 to October 2011 was caused by the WikiLeaks
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incident. In the Arbor Networks (2013} 25) report, attacks against encrypted services rose to

54% of all the answers to the survey.

In the year 2013, the largest bandwidth attack had risen to 309 Gbps and 2014 the same
figure was already 400 Gbps according to Arbor Networks (2015)), and in 2015 the largest
attack was already 500 Gbps as stated by Arbor Networks (2016). Krebs (2016) wrote that
the bandwidth attacks are already in the range of 600 Gbps and more for the year 2016.
According to the 2016 report majority of the attacks (74%) are still less than 500 Mbps
in size (Arbor Networks 2016)). Still, this is a significant amount against targets without a
sufficient DDoS mitigation infrastructure. See Figure {]to get an idea of how fast magnitude

of attacks has risen.

In 2014, volumetric attacks are the most prevalent attack method, at 2/3 of the attacks con-
suming bandwidth as their primary objective. Amplification or reflection attacks have been
the leading cause of this surge in volume of traffic. (Arbor Networks 2015, 34-40.) While
HTTP and DNS remain the most targeted protocols, HTTPS rose to about 50% of respon-
dents reporting attacks in HTTPS services. (Arbor Networks 2015, 41.)

Mobile networks are seeing an increase in DDoS attacks as well. However, the difficulty of
detecting a single source of traffic in a mobile network remains to be an issue. With the rise
of LTE technologies and a NAT sitting between the possible targets and the source. (Arbor
Networks 2015] 81.)

One average, a DDoS attack lasts less 30 minutes and costs a target organization $1.5 million
(Jaffee 2016). The average loss for an Internet-based business is so high, that investing in
a DDoS mitigation system pays off already if the company can fight off the most pathetic

attempts.

Defense methods against DDoS attacks can be divided into three types: preventative, reactive
and source-tracking (Nagaratna, Prasad, and Kumar 2009, 753). Many companies are offer-
ing their services to fight off the DDoS attacks with several detection and prevention methods

that they rarely fully disclose in fear of competitors and attackers gaining an advantage.
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4.3.3 Example attacks

A TCP SYN flood attack exploits the TCP three-way handshake. During the attack, the
attackers sends a SYN packet, the server responds with a SYN-ACK packet and puts the
connection to a half-open state table. The final ACK packet never comes, and the connection

is left half-open until timeout. (Linge, Hope, et al.[2007, 55.)

A slow denial-of-service attack takes an advantage of how certain application layer protocols
have been implemented and sends malformed or normal packets at a slow pace and low
bandwidth. The connection tables of the server program fill up blocking any potential new
connections. Examples of these attacks are Slowloris, SlowReq, SlowRead and Slow Next
attacks. Slowloris opens the connection and sends an HTTP-request very slowly, but never
completing it. The server is simply receiving packets and waiting for the end of the request
to be able to fulfill it. SlowReq also opens connection to the HTTP-server, but sends tiny
packets which do not comply with the protocol, e.g. one space. In the SlowRead attack, the
responses to normal HTTP-requests are processed at a sluggish pace forcing the server to
keep the connection open. Slow Next uses the Wait Timeout function of the connection after

each normal request to occupy the connection table. (Aiello et al. 2014, 1-2.)

4.4 Summary

Volumetric distributed denial-of-service attacks are more powerful since more than one host
executes them. Most of the services nowadays can combat simple denial-of- service attacks
with ease. However, with the emergence of application layer attacks, where a single attacker
can disable a server farm with simple incomplete HTTP-packets, the scheme has changed.
When these stealthy attacks are coupled with a small undetectable botnet, the damage is still

happening and needs more research. (Sourav and Mishra 2012, 749.)

So far the thesis has discussed network security and DDoS attacks. The next chapter intro-

duces anomaly detection to get closer to the detection of DDoS attacks.
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5 Anomaly detection

Anomaly detection chapter introduces the underlying mechanisms of machine learning, data
mining and anomaly detection that are crucial for the methods presented and studied in this
thesis. The chapter starts by defining data mining and machine learning and then explaining
the context in which anomaly detection methods are based. It then introduces most common
anomaly detection methods. Lastly, the chapter covers receiver operating characteristics

(ROC) graphs as a means of comparing results of different classification algorithms.

5.1 Data mining and machine learning
5.1.1 Definitions

Data mining and machine learning stem from the study statistics. Data mining means an-
alyzing existing data to find solutions to questions that could be answered from the data at
hand (Fiirnkranz, Gamberger, and Lavra¢ 2012, 2). Data mining can also be mentioned as
knowledge discovery from data (KDD) (Han, Pei, and Kamber 2011, 1). Data mining aims
to make sense of the data with the help of the human, whereas machine learning approaches
seek to minimize the human factor and learn by changing the underlying decisions when

presented with new information.

There are few differences between statistics and data mining. Data mining methods have
been designed to make use of big data collections where statistical approaches start to be
inefficient. The language of representation in data mining methods is usually more human
oriented than in statistics. Lastly, statistical processes try to prove a hypothesis from a clear
set of data, whereas data mining concentrates in creating hypotheses from often unstructured

or unknown data. (Fiirnkranz, Gamberger, and Lavrac 2012, 3.)

As an example, Google’s flu trends have been aggregated from search strings to the popular
search engine. They can predict the looming flu season with incredible accuracy, by looking
at the search patterns of people. Seasonal patterns of influenza epidemics can be seen from

the data and the differences between countries. (Han, Pei, and Kamber 2011} 2.)
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Learning methods can be supervised, semi-supervised or unsupervised. An entirely super-
vised method, a maximum likelihood (ML) classifier, needs to know the classes in advance
and how to classify the entries correctly (Jeon and Landgrebe 1999, 1079). When the classes
are not defined, usually an unsupervised method such as clustering is used (Grira, Crucianu,

and Boujemaa 2004, 1.)

Classification of records in the database or a dataset is the basis for many data mining ap-
proaches. A classifier is simply an algorithm or a function that categorizes the records into
classes using the features from the records. Classifiers come in many forms, such as neural
networks, decision trees or Bayesian networks. (Friedman, Geiger, and Goldszmidt 1997,

131.)

Bayesian classifier, a naive Bayesian, is taught the dependent predictors for all features x; for
a certain record, i.e. what is the probability that a feature x| is set when it is known to belong
to arecord that is class B. (Friedman, Geiger, and Goldszmidt|1997, 131-132.) If the training
data feature values have gaps, the predictions could turn out inaccurate. Methods such as
Dirichlet prior can be used to even the probabilities. (Viaene, Derrig, and Dedene 2002,
204.) Classifying the next record into a class is done with calculating the likelihood with
Bayes rule that the record belongs to a class based on the features it has. The class which has
a big posterior probability marks the class which the record belongs to. (Friedman, Geiger,

and Goldszmidt| 1997, 131-132.)

5.1.2 History of machine learning and data mining

Already when computing was fairly new in the 50’s, researchers wanted to know if the ma-
chine could acquire knowledge such as humans do and gradually get better at doing tasks.
For now, algorithms have proven their power in specialized areas of research and with spe-
cific problems. Data mining and machine learning field continues to evolve, but not yet at

the level of humans. (Mitchell (1997, 1.)

In the beginning, 70’s and 80’s, machine learning methods included perceptrons, decision
trees, and rule learning. Data mining got its start in workshops at the beginning of 90’s.

There was an interest to create value for the relational database business. The developers

30



of large database engines wanted to enrich the capabilities of data management and analysis
of their systems. At the introduction of data warehousing, there was a need for advanced
analysis of the data that the current SQL could not handle. (Fiirnkranz, Gamberger, and

Lavrac 2012, 3.)

Why data mining techniques started to develop, was the ever-growing amount of data and
the realization that the data can be used to generate more money to the business, improve
processes, gain new information on the customers as well as scientific value. The surge in
data and the complexity of it made it unrealistic to go through by humans (Han, Pei, and
Kamber 2011} 5). So-called (OLAP) online analytical processing came about as a tool to
gain an understanding of unspecified questions about the data stored. The concept of data
mining is born to the understanding that not all the questions can be known in advance.
The tools such as the OLAP and the SQL still have a structure and the person asking the
question has to know something about the data. (Fiirnkranz, Gamberger, and Lavrac 2012,
3.) OLAP included ways to summarize, aggregate and look at the information from different

perspectives (Han, Pei, and Kamber 2011} 4)

There was a need for work that can understand unknown data. Thus, methods to deal with
records to make a rational analysis of the data were developed. The question is not often well
defined in data mining applications. (Fiirnkranz, Gamberger, and Lavra¢|[2012, 3.) Anomaly

detection uses statistics, machine learning methods, and data mining.

5.2 Anomaly detection techniques
5.2.1 Definition

Anomalies are samples of records that do not follow the general conduct or ways of the entire
data as a whole. Anomaly detection is the act of searching for these by exposing patterns.
Other common names for anomalies are outliers, exceptions or contaminants depending on
the field of study and the use of the anomaly detection method. (Chandola, Banerjee, and
Kumar 2009, 1.)

Anomaly detection is crucial in many fields of research, and there are many applications for
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the anomaly detection methods. An MRI-machine (magnetic resonance imaging) and health
care in general both make use of anomaly detection when looking for example cancerous
growth. A typical application of anomaly detection can be found from the use of plastic
money. Itis often too easy to steal card information, but once the criminal uses the card, it can
be seen as an anomaly in the ordinary use of that particular card. (Chandola, Banerjee, and
Kumar 2009, 2.) Anomaly detection has been utilized in many fields including the DDoS and
intrusion detection, bank fraud, healthcare, production, anomalies in a textual news article,

speech recognition, surveillance and biology (Chandola, Banerjee, and Kumar 2009, 11-18).

Anomalies in the dataset are defined as instances that do not to fit in with the rest of the data
points. Precisely put, they are not consistent with the other patterns. In Figure [5] the point
a is considered as an anomaly, if the previous observations have led to the conclusion that

normal behavior belongs to either b or ¢ clusters. (Chandola, Banerjee, and Kumar 2009, 2.)

Methods of anomaly detection in various fields can broadly be divided into classification,
nearest neighbor, clustering, statistical, information theory, and spectral methods. (Chandola,

Banerjee, and Kumar 2009, 2.)

5.2.2 Anomaly detection concepts

Anomaly detection starts with the information, the data. Data is collected from various
sources for anomaly detection, or it is in a format that makes sense for humans. In any case,
the data is a set of records, events, examples, files, accounts, or remarks of some sort. These
records have features or attributes that distinguish them from each other. These features
come in various forms, such as a set of increasing identity numbers, in binary (yes or no)
form or textual content. There can be one or more features in a record, and the nature of data
determines the method of anomaly detection used. (Chandola, Banerjee, and Kumar 2009,

6.)

Depending on the way the data has been structured, a method can be chosen to find the
anomalies best. For data that is a continuous set of values, e.g. a temperature measure at
a place, statistical methods are useful. This type is sequential data. Others include spatial,

spatiotemporal or graph data types. Individual records that are connected to each other form
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Figure 5. An example of an anomaly in clustered data in a 2-feature plane

a spatial dataset. In graph data, the point of interest are the vertices and edges of the graph.

(Chandola, Banerjee, and Kumar 2009, 6-7.)

Before the anomaly detection process can start, the anomaly type has to be defined. Such
as data, different kinds of anomalies determine the way one approaches the detection. They
are a point, contextual or collective types. Point anomalies are the kind of records of data
that stick out from the data no matter how and where it is located in the overall picture. An
example of a point anomaly can be seen in Figure [S| Contextual anomalies are what the
name suggests, for there to be an anomaly in the behavior. The typical behavior has to be
defined. A man shopping for a pair of shorts is not odd, but if he does it in the middle of
winter in Finland, it becomes odd compared to what others are doing, i.e. the norm. He is an

anomaly in the group. (Chandola, Banerjee, and Kumar 2009, 6-7.)

Another type, also very useful for the detection of DDoS attacks, are collective anomalies.
This name comes from the idea that different events in a time series are considered normal,

but when they appear in a sequence or near to each other, they constitute an anomaly with
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each other. (Chandola, Banerjee, and Kumar 2009, 6-7.) An example in intrusion detection
is a stateful protocol analysis, where the server records the incoming packets and matches
them with the next ones. A typical TCP three-way handshake needs a sequence of packets:
clients send the SYN, server responds with a SYN-ACK, and the client answers with an
ACK-packet. With the absence of the ACK packet, a SYN flood is created, and there is an
anomaly compared to the standard behavior of the protocol. (Harris and Hunt 1999, 887.)

As with machine learning, there are supervised, semi-supervised and unsupervised methods
in anomaly detection. When the process involves a training data that has been classified
and labeled into distinct groups, and it is evident which is and what is not anomalous be-
havior. The anomaly detection testing process involves simple comparing the records with
the trained model that represents the data. The issues with this approach have to do with
the labeled data itself. It is hard to get data where the anomalies or even the normal behav-
ior are known in advance. There is also a disparity between the number of trained normal
behavior and anomalies, which might lead to discrepancies in detection. A possibility to
use a supervised system is to introduce anomalies into a perfect dataset of normal behavior.
(Chandola, Banerjee, and Kumar 2009, 10.) However, the mere existence of an ideal dataset

is problematic when the "normal" is changing.

The semi-supervised method works such as the supervised, but in this case, the standard for
an expected behavior or a standard record is already defined, and anomalies are everything
else that happens to be outside the class. Because of this attribute, this method is utilized
in many fields for their suitability into situations where the anomaly class is not adequately

known. (Chandola, Banerjee, and Kumar 2009, 10.)

When anomaly detection method is unsupervised, it only means that it has not received
prior training to the data that it is analyzing. The method inherently presumes that outliers
appear less often than normal behavior. Thus the occurrences of any differences or oddities
are flagged as anomalies. However, in the case when anomalies are not as rare as they are
presumed to be, the method falls apart as the anomalies get merged with the normal behavior.
A semi-supervised idea, of having a normal class, can be harnessed to work in unsupervised
when using a training data without the knowledge of anomalies in the data. For instance, the

data does not include labels for even the normal class, but with the presumption of a normal
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class being the dominating, it is possible to learn the behavior. (Chandola, Banerjee, and
Kumar 2009, 10.) Applications such as the detection of DDoS attacks take advantage of this
method since often the sole purpose is to detect zero-day attacks. The general features of an
attack can be known, but the way they appear in the data cannot be predicted accurately for

unknown intrusion methods.

5.2.3 Classification-based techniques

A classification-based methods rely on the training and testing phases of the detection, where
the training data is labeled, and a model is built based on the training data. Based on this
model, any further records of the same data can be classified into either normal or abnormal
classes. There may be one or many normal classes, depending on the training data. (Chan-
dola, Banerjee, and Kumar[2009] 19.) A typical multiclass classifier is displayed in Figure|[5]
where the classes b and ¢ are labeled as normal classes. Anything that does not fall into any

of the classes, it is classified as anomalous.

Neural networks can be used as classifiers in the typical sense, meaning that the training data
is used to teach the neural network to classify the normal records. Then the new records
are given to the neural network, and in case it the neural network fails to classify it, it is
labeled as an outlier. Another type of neural networks is a replicator neural network (RNN)
that can be used in single-class cases. (Chandola, Banerjee, and Kumar 2009, 19.) For
example, Hawkins et al. (2002, 1) propose an RNN-based intrusion detection system with
three hidden layers. The number of input and output layers or neurons is based on the number
of features in the data. The RNN learns the normal class by recreating or constructing all the
record. New records are then given to the NN, and a threshold value for the mistakes for the

reconstructed records determines if the record is anomalous. (Hawkins et al.|[2002, 2.)

Bayesian network -based anomaly detection works by using the posterior probability of a
case belonging to a normal class as the anomaly measure. The method can be used for both
multi- and univariate data. Essentially all the features are independent, but there are also
Bayesian networks that take dependent features into account when determining the proba-

bility. (Chandola, Banerjee, and Kumar 2009, 20.) Viaene, Derrig, and Dedene (2002, 203.)
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propose a boosted naive Bayes for detecting insurance swindling related to car crashes. The
data were binary values of various aspects of the accidents such as was treatment given, what
was the level of destruction of the vehicle. The training data was labeled, and the employees

checked the features.

Support Vector Machines (SVM) compute a non-linear transformation for the training vec-
tors into another vector space with a mapping function ®. Then the SVM finds a hyperplane
between the classes that is as wide as possible, given the support vectors from each class. For
a large number of features, the calculations get more and more difficult. (Hearst et al. 1998,
19.) With the hyperplane, it is then possible to find out whether a given test record maps to
outside the normal area bounded by the hyperplane, meaning that it is anomalous. SVMs
tend to require complex computations. (Chandola, Banerjee, and Kumar 2009, 21-22.) Hu,

Liao, and Vemuri (2003) propose a Robust SVM for detecting anomalies in network traffic.

Such as the name indicates, rule-based methods use rules acquired by analyzing the training
set to determine of a test record fits the rules describing the training data. In case it does not,
itis labeled an abnormal. Decision trees as the algorithms are usually inexpensive operations.

(Chandola, Banerjee, and Kumar 2009, 21-22.)

5.2.4 Nearest neighbor methods

The idea of the nearest neighbors is that the distance between normal behavior feature vectors
is less from each other than anomalies from anything else. The idea is that the normal set is
a densely packed group or neighborhood of records. In this method, the scale of similarity
or in this case closeness is the distance between the vectors. Quantities such as Euclidean

distance or Mahalanobis distance can be used.

"The anomaly score of a data instance is defined as its distance to its k'™ nearest neighbor
in a given dataset (Chandola, Banerjee, and Kumar 2009, 21-22.)" To give an example, if
k =2 1is chosen, it is the distance of the second nearest that is evaluated. Other techniques
also exist, such as: determining the all the distances to kK number of neighbors and summing

them up or counting all the neighbors that are within distance d away from the test record.
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5.2.5 Cluster analysis -based outlier detection

There are three different kinds of anomaly detection method based on clustering with a dif-
ferent measure to determine the anomaly among the clustered data. (Chandola, Banerjee,

and Kumar 2009, 26.) These are:

1. All anomalies cannot be part of any cluster, i.e. they do not form a cluster of similar
entries.

2. Entries’ distance to the cluster centroid should be small and anomalies appear further
away from any centroids.

3. Density and size of the cluster as a measure. The presumption is that normal entries
make a cluster of a dense and sizable nature and outliers can be found from smaller

clusters. (Chandola, Banerjee, and Kumar 2009, 26-27.)

In an entirely unsupervised mode, a clustering algorithm that does not require all records to
be part of a cluster is used. Then the|l| assumption is applied to pick out the outliers. Clus-
tering is mostly seen in an unsupervised method, but it can be applied in a semi-supervised
way. An example of a semi-supervised method, the clustered training data is the baseline
and then the distance from the closest centroid is calculated to determine if the test entry is

an anomaly. (Chandola, Banerjee, and Kumar|2009, 28.)

For the 3] assumption, value for the minimum cluster density is coined. Naturally, the
outliers can be found from sparser clusters than the value. Other cluster attributes, such as the
size, can also be applied to determine the outlier clusters from the normal ones. (Chandola,

Banerjee, and Kumar 2009, 28.)

K-nearest neighbors and cluster -based methods are similar in the sense that they both dis-
tance measures in the feature space to determine anomalous behavior, but the difference lies
in the concept of clusters, compared to the idea of neighbors of the test record. (Chandola,

Banerjee, and Kumar 2009, 29.)
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5.2.6 Statistical, information theory and spectral methods

Statistical anomaly detection can be applied when a proposition holds when all the training
entries follow a stochastic model. The detection is then based on the idea that peculiarities
do not qualify the test. Such a model would be for example where the training data follow a
Gaussian distribution, and the test measure is the inverse probability score for the case. If the
probability is lower than a predefined threshold of the difference from the mean, it is flagged
as an anomaly. For instance, the distance measure could be set as 3-times the standard

deviations from the average of the distances. (Chandola, Banerjee, and Kumar 2009, 29-30.)

All models that presume Gaussian distribution can be considered as a group. Members of
this group are regression-model systems as an example. Together these are called paramet-
ric methods. Non-parametric methods do not assume anything about the shape of the data
distribution. In non-parametric methods, the model is built directly from data itself without
expectations. Non-parametric methods include histogram and kernel function methods. The
histogram method with univariate records, e.g., estimates a histogram of the feature values.
Testing happens by evaluating if the test entry resides in some of the defined ranges within

the histogram. (Chandola, Banerjee, and Kumar 2009, 32-34.)

Information theory approaches presume that in the presence of anomalies, the data has rough-
ness, asymmetry or inconsistencies that can be picked up by complexity or entropy measures.
Kolmogorov complexity is an example of a rule of abnormality. (Chandola, Banerjee, and

Kumar 2009, 36.)

Spectral methods take advantage of data that can be represented in a lower dimension that
the features already are. In this dimension, the expectation is that the anomalies appear dif-
ferent, more than in the original state. (Chandola, Banerjee, and Kumar 2009, 37.) For such
transformation can be Principal Component Analysis (PCA), where the most representative
set of features are selected, and a linear combination is calculated for these values. These are

called principal components. (Abdi and Williams 2010}, 3.)
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5.2.7 Contextual and collective anomaly detection

In various situations, the individual instance is not anomalous in a broad sense, but certain
contextual or behavioral properties make it one or a part of an anomaly collective. These
properties can be spatial, in a graph form, sequential and a profile defined anomalies (e.g.
suspicious profile types within credit card use). For instance, the SYN flood example from
Section [5.2.2] on page [34] can also be called a collective anomaly because the individual
packets are not anomalous. (Chandola, Banerjee, and Kumar 2009, 38-39.) These types of
anomalies need a different way to detect them since simple classification of entries would

not yield any results.

There are two ways to go about this task: using a point anomaly detection in a smaller set of
records where the anomaly should be visible and assuming a particular structure for the data.
In the former, the data is broken down into sequences or a group where the expected anomaly
is visible. An example of looking for anomalies in mobile phone use is to select the user as
a context variable and within that context, search for anomalies in the behavior. (Chandola,
Banerjee, and Kumar 2009, 39.) Thus, this example is a contextual anomaly detection using

a reduction to a point anomaly case.

When data is not easy to split into smaller chunks, e.g. a time series data. In that case, a better
way to approach the issue is to create a model from the training data that can distinguish
the anomalies in the desired frame of reference. Finite State Automata (FSA) and Markov
Models can be used to model the behavior of a sequence and predict the next observation. In
a case of a mismatch between the observation and the model, the event is flagged anomalous.
(Chandola, Banerjee, and Kumar 2009, 40.) Obviously, this applies only to data where the

model is well known.

In graph data, Sun et al. (2005)) propose a relevance score and normality score for detecting
nodes from bipartite graphs. A bipartite graph is a set of vertices in two different sets,
where the connections between vertices are only between the sets, not within. A vertex is

anomalous in case it has edges with two other vertices that it does not share a group with.
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5.3 Evaluating the results with ROC-graphs

A receiver operating characteristics (ROC) curves are used to visualize and analyze classi-
fiers, such as the classification algorithms presented in this thesis (Fawcett 2006, 862). In a
ROC-graph, arate of true positives and rate of false positives are plotted in a two-dimensional
ROC-space, where for example greater the area under the curve (AUC) means better accu-
racy in a classification of objects to classes (Bradley |1997, 1146). Psychophysical studies
and signal detection evaluation of radars were the first purposes to use ROC-curves to an-
alyze and understand data (Hankey 1989, 308). Earliest uses of these graphs in machine
learning go to 1989 when they were used by Spackman (1989)) in his paper as an evaluation

method with algorithms.

A classification model, i.e. classifier, maps the inputs to anticipated classes based on predic-
tions. The detection of DDoS attacks works as an example. There are two (2) categories of
connections, and the problem is to classify them to malicious and legitimate classes. There
are four outcomes in this process, where an instance is given class. The aim is to detect the
malicious connections. When the classifier makes a positive match, in a case of a malicious
connection, it is regarded as true positive (TP), but when it is classified as negative, it can
be said that it is a false negative (FN). When the classifier correctly labels a negative (i.e.
legitimate traffic) as negative, it is perceived as true negative (TN), but when it is categorized
as positive, it is viewed as false positive (FP). (Fawcett 2006, 862.) These values can be then

arranged into a confusion matrix (Bradley |1997, 1145). See Table

Table 2. A confusion matrix (Bradley 1997, 1146)

True class Predicted class
—ve “+ve
—ve T, F Cn
+ve F, 1, C,
R, R, N

In ROC-curves, the TP-rate (sensitivity) is plotted on the y-axis and FP-rate (1-specificity)
onto the x-axis. The 2-dimensional space is called a ROC-space and it illustrates connection

between sensitivity and specificity for different modifiers for the classifier (van Erkel and
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Figure 6. A ROC-curve and an AUC-value calculated

Pattynama 1998, 91). For example, point (0,1) represents a perfect classifier. The point
(0,0) on the other hand does not classify anything as positive, thus it does not produce false
positives either. In contrast, the other extreme, i.e. the point (1,1) symbolizes a classification,

where the classifier would only announce positives. (Fawcett|[2006, 861.)

The line crossing the ROC-space from lower left to the upper right corner marks a random
classification of instances. When a classifier lies mostly on the left side of the ROC-space,
it classifies positives with high confidence. For the classifiers in the upper right corner, false
positive rates are high, but (almost) all of the positive instances are classified correctly as
positive. The lower right-hand space below the dividing line suggests a classifier that is

worse than random guessing, and thus the area usually remains free. (Fawcett 2006, 861.)

Since a ROC-curve portrays the behavior of a classifier in a plane, an area under the curve
(AUC) may be calculated to compare different classifiers by a simple number (Fawcett 2006,
868). Bradley (1997) proposes that the AUC is obtained by trapezoidal integration (See
Equation [5.1) as the most straightforward way. The AUC-value usually lies between 1 and
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0,5, since the AUC of random classification is 0,5 (Fawcett[2006, 868).

AUC:Z{(l—ﬁ,--Aa)Jr%[A(I—B)-Aa)]}, (5.1

where
A(1=B) = (1—=PB;) — (1= Bi-1), (5.2)
Ao = o — oy (5.3)

One of the strengths of the AUC in classifier comparison is that it is free of the influence
of limits of sensitivity and specificity. On the other hand, most of the ROC-graph values
are irrelevant FPR and TPR tuples, e.g. high specificity, but low sensitivity. (van Erkel
and Pattynama 1998, 92.) Bradley (1997) suggests that there are benefits for using an AUC.
There include bigger sensitivity with Analysis of Variance (ANOVA), the decision threshold
remains independent, an evidence of the distinction of negative, positive classes and earlier
probabilities of classes do not effect it and represents the effort of the classifier rendering

random, and weak classifier with low AUC-values.

In order to decide the best modifier for a classifier is much more than trying to pinpoint the
closest to the perfect classifier point. There are clinical and financial matters to be taken into
account. In the case of a diagnostic test for pneumonia, for example, tremendous benefits
are attained by antibiotic medication with little or no side effects. In this case, false positive
classifications are more tolerable, and false negatives should be avoided. That’s why the
limiting value or modifier is assigned a small number. However, in the case of expensive and
dangerous treatments, the false positive rate should be kept as low as possible. Therefore,
the choice operational value for the modifier should be made with the effects in mind. (van

Erkel and Pattynama 1998, 93.)

5.4 Summary

This chapter introduced anomaly detection, machine learning, data mining and ROC-curves
as a comparison tool. As can be seen from a quick look into the anomaly detection research,

the are many ways to approach the problem. This chapter mentioned only a few of the
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methods. The next chapters tie this knowledge to distributed denial-of-service attacks and
the detection methods, most of which are based on machine learning and data mining. The
knowledge about ROC-curves comes in handy in Section [/.3| which reviews the accuracy of

various methods.
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6 Detection of distributed denial-of-service attacks

This chapter starts by explaining intrusion detection systems and DDoS anomaly detection
methods. Then the chapter builds a taxonomy of the detection methods from the DDoS liter-
ature. This taxonomy is helps understanding of what types of methods exist and eventually
it is used to classify the detection methods in the systematic mapping study. This chapter
presents the protocol and the phases that the author did during the mapping study. At the
end of the chapter, the results and eventually also the answer to the first research question

are presented.

6.1 Intrusion detection systems

Defending against a DDoS attack can happen either proactively or reactively (Mirkovic and

Reiher 2004, 49). In this thesis, I speak about reactive means, i.e. detection and mitigation.

A DDoS attack detection can happen at different points on the network stack depending on
what kind of DDoS attacks the detection method tries to identify, what is the purpose of
detection and what kind of mitigation strategies the administrators want to implement. A
simple measure to combat the simplest attacks is to implement preconfigured settings to a
host or network firewall (e.g. an IP list, or ports that are not used), which blocks all requests
from a host that matches the criteria (Raghavan and Dawson 2011}, 283). However, this does
not work with more sophisticated attacks that attackers are using nowadays, and the firewall
itself might be vulnerable as it tries to combat an influx of packets and hosts that it needs to
block. A separate detection system takes the responsibility to detect attacks to address the

issue.

An intrusion detection system (IDS) can be deployed in the routers, switches hubs or separate
analysis units on the network segments. They are usually called network intrusion detection
systems (NIDS), but an IDS can also be deployed on the host. Thus they are named as a
host intrusion detection system (HIDS). (Whitman and Mattord 2011, 298-302) An IDS on
its own simply detects an attack and notifies the administrator. To handle attacks and remove

any delay in response, intrusion prevention systems (IPS) have been developed which already
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encompass a set of steps the system can take in case it detects an attack. These technologies
are usually deployed together; they are called intrusion detection and prevention systems

(IDPS) (Whitman and Mattord 2011}, 293).

A Host IDPS is deployed on a host that the system observes and informs the administrators
of any changes to the filesystem or a specific folder that might be of interest for the attackers.
The strength of an HIDPS is that it can check the traffic going in and out in addition to all the
changes happening to the system. It can also analyze encrypted packets, as it resides on the
target host of the packet. They can perform the tasks of the network IDPS for the host traffic.
(Whitman and Mattord 2011, 302-304.) An example of an open source HIDPS is OSSE

Network Intrusion Detection and Prevention Systems (NIDPS) oversee the traffic in the net-
work, by analyzing it and notifying the administrator who can take appropriate actions to mit-
igate the attack. An NIDPSs falls into one of three categories: signature matching, anomaly
detection and a hybrid model of both mechanisms. (Rastegari, Hingston, and Lam 2015, 1.)

An example of an NIDPS is Snort, an open source toolﬂ

A signature-based system works such as an anti-virus program, where a set of features (e.g.
a known sequence of packets or a certain time interval of packets that is characteristic for a
known attack) have already been programmed to a so-called signature database. This infor-
mation is then compared to the packets that the systems come in contact with to see if they
match any of the signatures. Other packet validity verification methods can also be used. For
example, abnormal packets that do not fit the description of the TCP/IP protocol definition
or application layer protocols such as the HTTP or the XML. Many denial-of-service attacks
work by sending malformed requests to consume the processors and memory of the servers.
(Whitman and Mattord [2011], 298-299.) It works relatively well and without causing normal
traffic to labeled as intrusive very often, but it cannot detect completely unseen or zero-day

attacks. (Amoli and Haméldinen |2013, 1.) That is where anomaly detection works the best.

Anomaly detection is also divided into a statistical analysis and a stateful protocol analysis.

The statistical analysis can also be called behavior analysis. The methods are based on a

1. ossec.github.io
2. www.snort.org
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baseline traffic patterns which are gathered from the network when it is not under attack and
the traffic is presumed to be "normal." A baseline is a set of features captured, e.g. types
of packets, a number of flows or time of arrival. A section of the traffic in the live system
is then captured and matched against the normal state of traffic using statistical analysis or
machine learning techniques. When the packets do not fall into an acceptable range from the
"normal," they are flagged as anomalous. At his point, the administrator gets a message, and

further steps can be taken. (Whitman and Mattord 2011, 305.)

Anomaly detection does not need to know the attack before it happens, and it is not tied to a
specific type of traffic, as long as the set of features under inspection contain the anomalies
from which the attack can be detected. A statistical analysis may use resources extensively
in the host, and it might not be able to tell the difference between normal and malicious
traffic if the attacker disguises the attack traffic to look normal on purpose. Also, when the
target system experiences a wide range of traffic from inactivity to high load and diverse to
uniform traffic, anomaly-based systems cause many false positives. Thus, signature-based

systems are frequently favored over anomaly-based. (Whitman and Mattord 2011, 305.)

A stateful protocol analysis (or what Mirkovic and Reiher (2004, 49) call Standard Anomaly
Detection Strategy) is based on detecting deviations from a known set of features that are
present in the normal use of a protocol. These features are defined by the vendor of the
protocol. (Whitman and Mattord 2011, 306.) A method that relies on the protocol standard
as a measure of normality is called standard mechanism. This method only produces true
positives, as all normal use of the protocol does not cause an alarm. On the other hand, the
method does not detect attacks that use the protocols normally, e.g. application layer DoS.
(Mirkovic and Reiher 2004, 49.) As an example, the systems has knowledge of the number
of HTTP packets a browser could send in a second when a user uses the website in a normal
way. In a case of an abnormal influx if packets, a human user can be ruled out and the traffic

can be marked as anomalous.

Several detection methods have been developed to notice DDoS attacks. Figure [7| shows
categories of the detection methods. Few intrusion detection systems are deployed in an
application layer firewall, right before a web application to mitigate any incoming attack.

The firewall can inspect encrypted packet for malicious content and protect the application.
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Figure 7. Classification of intrusion detection and prevention systems and their detection

methods (Mirkovic and Reiher 2004, 49.) (Whitman and Mattord 2011}, 293-305.)

These firewalls have to deployed so they do not become a bottleneck in case of high volumes

of traffic to the application (Raghavan and Dawson 2011}, 251).

6.2 Anomaly-based detection methods

There are always three phases to detection of DDoS attacks: capturing a flow (i.e. segment
of the traffic) for analysis, analyzing the traffic and determining if the flow is malicious.
Regardless of the system, anomaly or signature-based, this has to be done in a split sec-
ond, meaning at the speed at which the packets come. That can be up to 10Gbps or more.
(Raghavan and Dawson 2011, 133-134.) Anomaly-based systems tend to computationally
expensive to run, and the complexity of the problem increases when more features from the

traffic are taken under investigation.

A flow is characterized as a group of packets, which have attributes that link them together,
that are routed through a detection station in a given time-period (Claise 2008, 1.). An
example could be streaming server that is identified by a batch of UDP packets with the

same source IP, the port, and a similar length.

Various detection methods usually define the features that they take into account when ob-

47



serving the traffic. These features can be the time interval, or connection flows, the volume
of packets per second, IP addresses or packet types. A usual value under inspection is the
amount of ingress traffic (i.e. inbound), but also the amount of egress traffic (i.e. outbound).
(Raghavan and Dawson [2011}, 133.) Anything that the observer (in this case the NIDPS) can
see can be taken into the system as a set of features. The more features there are, the more

complex and thus more demanding the decision process becomes.

Trained anomaly-based method is divided into two parts: training and testing. During train-
ing, the baseline is created to be able to detect the deviations. During testing, the baseline
is compared to new data and the flows from new data are classified either to be malicious or

normal. (Patcha and Park 2007, 3452.)

Anomaly-based methods try to get as close to perfect detection as possible. This is usually
given as less than 1% false positives. Anything more and the system becomes an issue itself.
(Hu, Liao, and Vemuri 2003}, 4.) Even 1% false positive rate may cause unwanted alarms in

high speeds requiring constant attention from the administrators.

The gradual improvement in doing a task, e.g. classifying faces into categories of emotions,
for a computer application, is called machine learning. Machine learning techniques work
in a similar manner as the statistical methods, creating a baseline and comparing it with the
newest data. However, the focus is on building a model that is better than simply looking at
the raw data, a model that learned from the earlier outcomes of the application. A machine
learning approach gets better and may alter the underlying method of detection in the face of

new data. (Patcha and Park [2007, 3455.)

Statistical analysis watches the behavior of the system and builds a baseline (or a profile)
from network logs, intensity of the CPU and other parameters of interest. The profile of the
system is re-evaluated or updated after some time interval. All the time, as new data comes
in, the system runs a function using a given set of parameters from the flow to get a grade
on how anomalous it is. A general threshold is set for the grade. If the grade exceeds the
threshold, an alert is given. (Patcha and Park 2007, 3453.) The difference to a standard-based

system is that the baseline comes from the system itself, not a general protocol standard.

Sequence analysis of system calls has the assumption that all the programs have a certain
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Figure 8. Classification of anomaly-based detection methods as extended by Patcha and Park

(2007) and adopted hybrid methods from Tama and Rhee (2015, 3742.)

fingerprint in the way they make system calls and any divergence could mean a malicious
use of the program. For instance, it is under attack or it is being utilized for a task that it
normally does not do. The sequences have a certain length to be inspected at any given time.
From the normal sequences it is possible to build a profile all programs, and once the pattern

of calls would differ from the profile, an alarm was raised. (Patcha and Park 2007} 3455.)

6.3 The systematic mapping study

This section explains the protocol and walks through the phases of the mapping study that

the author did to gather the publications.

6.3.1 Related work

Systematic mapping studies and systematic literature reviews are not very common in the
DDoS attack literature. There has been much research on the DDoS detection methods, but
not many systematic reviews appear in the literature to draw conclusions and to map the

research area. This can be confirmed by searching for "systematic literature review" or "sys-
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tematic mapping study" with variations of the term "denial-of-service attack". I was not able
to find the mapping studies related to denial-of-service detection methods, and especially
a DDoS attack in encrypted network traffic. Therefore, the related work section contains
mapping studies that mention DDoS attacks and systematic literature reviews about DDoS

attacks and methods.

da Silva et al. (2013) found 661 papers observing 7 different kinds of threats to cloud comput-
ing by performing a systematic mapping study based on the Petersen et al. (2008)) guidelines.
DDoS attacks were listed as one of the issues in the abuse threat group of the study. As their
sources, they used IEEE Xplore, ACM, SpringerLink, ScienceDirect, Scopus, and Engineer-
ing Village. The study follows the guidelines well, and the article has been published in a

peer-reviewed journa

Zapata, Aleméan, and Toval (2015) carried out a systematic mapping study according to the
Petersen et al. (2008) guidelines. They found 344 papers and concluded with percentages of
the most prominent security issues, the most prominent being data protection. They found
only a few papers related to DDoS attacks. The literature search was performed on IEEE
Xplore, ACM, ScienceDirect and Wiley InterScience databases. This is a quality study,
although being published in a non-refereed journa]ﬁ

Tama and Rhee (2015) conducted a literature review on data mining techniques related to
detecting DDoS attacks, where they listed 35 methods presented in scientific articles. These
publications were gathered and selected from two different online databases. Papers were
selected between the years 2007 and 2015. They found different methods which were di-
vided into four classes based on the machine learning application. These categories were:
association, classification, clustering and hybrid methods. (Tama and Rhee 2015, 3740.) The
categories align with the taxonomy presented by in Figure [§] The method is a systematic
literature review, but the authors do not cite any particular method guidelines. The journal,

where the article was published, is not peer—reviewecﬂ

Gutiérrez and Branch (2014) performed a mapping study and a systematic literature re-

3. Ulrichsweb ISSN 1947-5500
4. Ulrichsweb ISSN 1820-0214
5. Ulrichsweb ISSN 1343-4500
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view on machine learning techniques in detecting DDoS attacks. The method was based
on Kitchenham and Charters (2007) guidelines. They searched papers from 2008 to 2012
from Scopus online literature database. They included 54 papers after conducting a mapping
study of 141 articles. They found that popular methods described in the literature were the
CUSUM (Cumulative Sum), the SVM (Support Vector Machines), the PCA (Principal Com-
ponents Analysis) and Neural Classifiers. They note that application layer protocols should
be researched more. (Gutiérrez and Branch 2014} 2.) However, there are limitations in this
study. The protocol or audit trail for the systematic mapping study and systematic literature

review are minimal. The journal (Revista NOOS Vol. 4) is not peer—reviewe(ﬂ

Latif, Abbas, and Assar (2014) did a systematic literature review of DDoS attacks related
to Wireless Body Area Networks and their defense mechanisms. The review was based on
Kitchenham et al. (2009) guidelines. They did a comprehensive online literature search on
ACM Digital Library, IEEE Xplore, Springer Link, Science Direct, and Elsevier Journals,
limiting the search to years 2009-2014 January. The also searched gray literature. They
included 31 papers. They found that a TCP SYN flood is the most common attack in the
literature targeting a WBAN (wireless body area network). Jamming, collisions or routing
were also addressed. (Latif, Abbas, and Assar 2014, 9.) The paper is only minor limitations,

and it was published in refereed jouma]ﬂ

Mouli and Jevitha (2016) made an analysis of web service security using a systematic liter-
ature review research method. They conducted a search on a "data repository"” but they do
not disclose the name to the reader. They found 36 papers and concluded that the literature
talks about DDoS attacks, with the XML injection coming close. Mouli and Jevitha (2016,
876.) For a conference paper published in a peer-reviewed conference proceeding journaﬂ
the level of detail in the audit trail is very limited. Main issue is that the authors do not tell

how they obtained the literature.

6. Ulrichsweb ISSN 0123-5591
7. Ulrichsweb ISSN 0148-5598
8. Ulrichsweb ISSN 1877-0509
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6.3.2 The mapping study protocol & the research question

As a systematic literature review method, I used a light version of a systematic mapping
study or a systematic scoping study. A comprehensive version would be to conduct a full
manual search, several snowball search rounds and involve several researchers to evaluate
the papers and the process, such as Kaijanaho (2015) did in his Ph.D. dissertation. Because
of time constraints, the nature of this thesis and field of interest, I decided to conduct a
single automatic electronic search using several online computer science literature databases.
These databases were IEEE Xplor ACM Digital Librar Google Schola Scopu
and ScienceDirec Some of the databases were only accessible with the license of the
University of Jyviskyld. Springer Link was considered, but it lacked a way to limit the search
to only metadata, and the results returned thousands of articles with the full-text search.

Because Google Scholar returns papers from Springer Link, I decided to drop this database.

The search was conducted on 13-15th of October 2016, and thus the time constraint for pub-
lications was chosen September 2016. Example article that should be found was identified

to be the paper by Zolotukhin et al. (2015).

Before the mapping study started, I created a protocol and saved it to version control system
alongside with the thesis to keep track of all the changes. See Appendix [A] for the full
protocol and change record. The protocol includes the scope, the RQ, databases, examples
studies, search terms used, roles, inclusion criteria, exclusion criteria, quality criteria, data

extraction items from each study, synthesis guidelines, reporting and a schedule.

Before the actual search, I did a test search and tried all the parameters to find out what and
how much I would find. It turned out that many of the initial search terms yielded too many
papers to go through and analyze in the time that I had to conduct the study. Therefore,
few additional constraints were introduced starting from the search terms all the way to the

inclusion and exclusion criteria. In this way, I was able to get a sample that represents the

9. ieeexplore.ieee.org

10. dl.acm.org

11. scholar.google.com

12. www.scopus.com

13. www.sciencedirect.com
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research area. After the constraints had been introduced and I was sure that I could analyze

the papers that were found, I presented the mapping study protocol to my supervisor.

The research question: RQ1: What methods for detecting encrypted DDoS attacks are pre-

sented in the scientific literature?

From the RQI, I identified the following terms "detection methods,” "DDoS attacks," "en-
crypted network traffic," and "scientific literature.” To increase the sensitivity and specificity
of the study, the following terms were subject to a thesaurus search: "DDoS,"” "encrypted"
and "detection method." The following Thesaurus services were used: Thesaurus.com, MOT
Collins Compact Thesauruﬂ Oxford Thesaurus of British Englislﬁ The search resulted
in including the plural of "detection method" as well as "detecting"” and "detect.” Also both
terms, "denial-of-service" and "denial of service" were included in the search term. This also
makes sense as some of the example studies also discuss the terms in different forms and in-

stead of "detection method" only say "detecting DDoS attacks" in their name or abstract.

Before the start of the evaluation, if several methods were presented in one paper, each of the
methods would be evaluated and displayed separately. This also applies to duplicate studies
which present the same experiment of a method in two different papers. They should be

noted to be the same study.

6.3.3 Collection process

After the evaluation of the terms in the RQ1, Table @ presents all the terms and their alter-
native forms that were used to construct the search terms. The purpose of this step was to
increase the sensitivity and specificity of the study, i.e. take various ways of writing into

account.

The word "attack” was dropped since the term denial-of-service implies an attack in the
literature I have come across and if this would not be the case in a paper, that could easily
be rejected. The word "network traffic" was also dropped for the same reasons as "attack."

Today, the main body of literature is focused on DDoS attacks coming from the network, not

14. JYU access
15. Apple Dictionary
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Table 3. Search term formulation

Distributed denial-of-service attacks Detection methods Encrypted network traffic

DoS detection encrypted
DDoS detecting encryption
denial of service detection method encrypting
denial-of-service detection methods SSL
detect TLS
HTTPS

caused by other means such as physical threats. The scientific literature in the RQ1 limits
the search to the literature which has been published in a journal, conference proceedings, a
technical paper or theses. This rules out patents and gray literature for example. By searching
the databases as mentioned above, this constraint is taken care of, as the databases include
mainly scientific literature. If some non-scientific articles were in the search results, they
were not included in the study. For instance, such cases were master’s theses that were
discussing detection methods of DDoS attacks or news articles that were included in the

Google Scholar results.

The terms related to encrypted network traffic were chosen to expand to papers that assume
the their reader knows that an SSL/TLS and an HTTPS refer to encrypted traffic. Also a
"Secure Socket Layer" and a "Transport Layer Security” were considered, but the paper that

would include these would also include the abbreviations, at least in the keywords section.

The final search term was then formulated in the following manner: ("DoS" OR "DDoS"
OR "denial of service" OR "denial-of-service") AND ("detection method" OR "detection
methods" OR "detecting" OR "detection” OR "detect") AND ("encrypted" OR "encryption"
OR "encrypting” OR "SSL" OR "TLS" OR "HTTPS"). See Table [ for adaptations for each

of the search engines.

The search was limited to at least title, abstract, and keyword search. In IEEE Xplore this
was done by selecting the "Metadata Only" option in the Command Search. In Scopus, the

metadata option was defined in the search term in the Advanced Search field. ACM Digital
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Library does not offer to search all the metadata at the same time, nor does it support fully
combining the search terms into a proper query. Therefore, I decided to only search from the
title field and leave Google Scholar to catch the rest of the papers from ACM that the search
missed. Searching ACM for all fields (including the full text) resulted in so many papers
(404 results in 28th of September 2016) that I did not have time to go through all of them. I
limited the search to ACM Full-text Collection.

With ScienceDirect, I decided to go the other way because of lack of results with only the
abstract, the keywords and the title -fields. I included all the fields, i.e. also the full text,
for the encryption constraint. Expert Search of ScienceDirect, books were excluded and
Computer Science was selected as the field of study. The search engine of ScienceDirect
required me to put curly brackets around all the terms to be treated case-sensitive. Some
of the terms, e.g. "detection methods" yielded better results if I used the wild-cards instead
of typing the terms separately. With this search, I was able to bring down the results to a
manageable level while keeping the most relevant articles in the result set. Table 4| presents

the final search expressions.

During the pilot search, I encountered a drawback with Google Scholar. I could not limit the
search in a clever way to get only the most relevant studies. Therefore, I decided to drop it
because of a lack of time for the selection process. The final amount was 170 results. There
were too many, and data extraction would have taken too much time. Studies presented
in Petersen, Vakkalanka, and Kuzniarz (2015) do not use Google Scholar as one of their
sources. Kaijanaho (2015), Brereton et al. (2007) and Kitchenham et al. (2009) recommend

using Google Scholar. I discuss the credibility of the study in Section (8.1

6.3.4 Screening process

Table [6] shows the overall, the exclusive contributions and the specificity of each source.
There was only one overlap between sources (i.e. [S3]). Thus, all sources are valuable for
the study. See Tables [9]and [7| for details. I did not calculate the sensitivity (see Section [2.1])

of the study, because I cannot objectively estimate the complete set of all relevant studies.

The selection process consisted of screening the results for inclusion using the inclusion

55



Table 4. Summary of the search terms by database

Database Search term

IEEE )(plore (("DoS" OR "DDoS" OR "denial of service" OR "denial-of-service")
AND ("detection method" OR "detection methods" OR "detecting"
OR "detection" OR "detect") AND ("encrypted" OR "encryption" OR

"encrypting" OR "SSL" OR "TLS" OR "HTTPS"))

A«:hd:[)lg +acmdlTitle: (DoS "denial of service" denial-of-service DDoS)
AND +acmdlTitle: (detecting detection detect "detection method"
"detection methods") AND +(SSL encryption encrypt encrypted TLS

HTTPS) "filter": owners.owner=HOSTED

ScienceDirect  TITLE-ABSTR-KEY ({DDoS}) OR TITLE-ABSTR-KEY ({denial of service})
OR ({denial-of-service}) OR TITLE-ABSTR-KEY ({DoS}) AND
tak (detect*) AND ALL(encrypt*) OR ALL({SSL}) OR ALL({TLS}) OR

ALL ({HTTPS}) [Journals (Computer Science)]

SC(HQUS ( TITLE-ABS-KEY ( dos OR ddos OR denial-of-service OR denial
of service ) AND TITLE-ABS-KEY ( detection method OR detecting
OR detect OR detection methods ) AND TITLE-ABS-KEY ( ssl OR

encrypted OR https OR tls OR encryption OR encrypting ) )

(}cx)gle Scholar intitle:"Dos"™ OR intitle:"DDoS" OR intitle:"denial of service"
OR intitle:"denial-of-service" AND intitle:detection* AND

encrypt* OR "SSL" OR "TLS" OR "HTTPS"
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Table 5. Search results and paper yield per database

Database Date Results  Studies after IC Studies after EC
IEEE Xplore 13.10.2016 59 24 4
ACM DL 13.10.2016 78 15 4
ScienceDirect 15.10.2016 66 24 3
Scopus 15.10.2016 22 11 4
Google Scholar (29.09.2016) (170) 0 0
Total 225 (395) 74 15

Table 6. Evaluation metrics from each data source

IEEE ACMDL ScienceDirect Scopus All

Overall contrib. 4 4 3 4 15
Overall contrib. % ~26.7 ~26.7 20.0 ~26.7 100.0
Exclusive contrib. 3 4 3 3 13

Exclusive contrib. %  20.0 ~26.7 20.0 20.0 ~86.7
Specificity % ~6.9 ~5.1 ~4.5 ~18.2 ~6.67

Table 7. Overlap matrix for each of the data source

IEEE ACM DL ScienceDirect Scopus

IEEE 0 0 1

ACM DL 0 0 0

ScienceDirect 0 0 0
Scopus 1 0 0
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criteria (IC), and after the initial yield, a further exclusion criterion (EC) was used to drop
papers which were not usable in this study, even if they included all the search terms and
discussed a detection method. During the initial sweep, I evaluated the title, keywords and
abstract of the papers before I made a decision to include the paper for the next phase. For
the purpose of getting all the possible candidates, the inclusion criteria were chosen to be
quite gentle. Once I had downloaded the paper, the second round of exclusion would look
to the possibility of detecting encrypted traffic. In the exclusion phase, also the full text was
evaluated. I checked the conclusions and the results chapters of the papers first to determine

if the studies were relevant for this study.

Inclusion criteria (IC):

IC1: Papers that present a DDoS detection method

IC2: Papers which were published until 2016 September

IC2: Papers written in English

IC4: Papers which I can access in full text (JYU has access or the article is free)

ICS5: Papers where the detection method could be applied to the TCP/IP network

I evaluated the initial search results based on the title and abstract and dropped papers which
did not precisely fit the study. I also included some articles that only hypothesized about a
detection method or the paper discussed an entirely different networking scheme. I did that
to get the most accurate results and save time in this phase. The choice, however, led to more
papers in the next step. If I was not able to determine the eligibility of an article for inclusion
only by looking at the abstract, keywords and title, I added it to the next stage. I confirmed
that abstracts vary in the DDoS detection literature, such as Kitchenham and Charters (2007)

pointed out regarding software engineering.
Exclusion criteria (EC):

e ECI1: Papers which do not present results, but merely hypothesize of a detection

method

EC2: Papers which are already included from another source

EC3: Papers which present a detection method based on packet payload analysis

EC4: Gray literature, lecture notes and books
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Applying the EC to the downloaded studies after the IC was a long and difficult task, since I
did not want to exclude a paper without concluding fully that it was not suitable for my use.
This process evolved during the pilot extraction as I introduced stricter criteria. I understood
that I need only papers that study the TCP/IP and Internet-based DDoS attacks. Then the
number of papers to be included shrunk greatly. The extra papers that were talking about
DDoS attacks and included the word encryption or other combinations studied MANETS
(Mobile Ad-hoc Networks) or WSNs (Wireless Sensor Networks).

I decided to exclude DoS papers that were about MANETSs and WSNs as they were not di-
rectly applicable to the detection methods on the Internet. There was also one paper about
Opportunistic Networks (OpNet), where also the method are not compatible. This decision
saved time a lot, since after reviewing few of the papers, I discovered that the evaluation
methods were usually related to rate caps and simple methods. This is because of the na-
ture of the network nodes, where computationally expensive operations are slow and costly
because of the limited battery power of the nodes. Therefore, the potential methods pre-
sented about encrypted traffic, might not be entirely applicable. For instance, Sedjelmaci
and Senouci (2014, 3640) note that energy consumption is a valuable asset for WSN nodes.
Thus they cannot rely on long and complex computations. Madhavi (2008, 7) also propose

that MANET nodes have limited resources as well.

I conducted a random retest according to Kitchenham and Charters (2007, 20) recommen-
dation. This happened after the data extraction had already finished. I did it to see if I had
missed something and some study should have been included. This was a validation step
to ensure that the findings are valid for myself and the reader. The process was that I took
all the 74 papers after the inclusion criteria (see Appendix [B] and Table [5) and generated
seven random numbers with a pseudo-random generator. For the purposes of this study, a
pseudo-random generator was enough, as the purpose was to have a random set of papers to

re-evaluate, i.e. I could not choose myself which papers I would retest.

I chose seven because Kitchenham and Charters (2007)) do not give an example, as the case
varies and | wanted to have papers from each source. Once I had papers from each source,
I stopped generating numbers. I believe that five would have been already enough, and

therefore seven is more than sufficient. I marked the papers that were chosen by the random
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number generator and retested to the Appendix [B|with a circle. I read the paper and compared
the decision to the previous one. No decision changed. For these papers, I also marked the
page number of the paper, where the decision is based on. There was no retest done before
the inclusion criteria, i.e. directly from the search results, other than comparing the results

with the pilot phase, which were similar.

The majority of the papers did not specify the features to be extracted from the network
traffic in the abstract, conclusions or the results. I needed to read almost the whole paper
to discover that the whether the method was using the payload of the packet or not (i.e.
would it be eligible for encrypted traffic analysis). Most of the papers that investigated this
phenomenon wrote about it clearly. However, there are papers that I decided to include
because of the nature of the method and the applicability to the DDoS attack detection from
encrypted traffic, based on the payload feature question. I tell more on these papers in the
results section of the study and how they are related to the overall picture of the study. In the

next section, I explain the quality measure to distinguish these papers.

6.3.5 Evaluation of quality
Quality criteria (QC), score 0 or 1:
e QCI1: Do the authors acknowledge the efficacy of the method for encrypted traffic?

Quality assurance of the papers in mapping studies is not the main focus. The idea is not to
judge the papers, but to get an image of the research area with all its research. Because of that
reason, | took a quality measure into account, because I wanted include papers that might
extend the view of the research area. These papers did not explicitly specify their method to
be applicable in encrypted networks. Therefore, there are two kinds of studies included, the
ones that acknowledge the efficacy of their method to encrypted traffic or directly study the
phenomenon and the ones that do not take payload inspection into the equation, but do not
acknowledge applicability to encrypted traffic. The method is capable of detecting a DDoS
attack over SSL/TLS with the assumption that when the payload is not inspected, but only

the packet header or other information derived from packet flows.
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6.3.6 Data extraction and mapping process

Table 8. Form for data extraction

Name Type
ID Integer
Title Text

Authors Text
Year Integer
Venue Enum(journal, conference)
Detection method Text
Strategy  Text
Example data Text
Sample attack(s) Text

I performed the data extraction phase in the order of publication starting from the most
recent. | arranged the final list of papers included in the study in Excel and added the data
fields from the protocol (see Table [§). I kept the initial research question in mind when
reading and analyzing the final set. The detection method is a simple term e.g. the name
of the algorithm, program or application used in the detection. Both the training and testing

phases were taken into account in determining the underlying method of detection.

The strategy measure was based on the earlier classification of the detection methods based
on the taxonomy in Figures[§|and[7| Example data is a single name of the data, where it was
mentioned. Sample attacks were also included if they were mentioned. In most of the cases,
it was not clear from the example data what kind of attacks were in the data. For this reason,
this information was not included. At the time of data extraction, I was not sure how I would

use the example data other than note the problems related to generated sets.

During the exclusion phase, I decided to include few studies that showed an example of a
study which could be an encrypted traffic detection method but did not specifically mention
that. I wanted to differentiate them from the primary studies that were deliberately research-

ing DDoS attacks in encrypted traffic. For that reason, I added a letter i and a quality score
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for the studies in the Excel sheet.

As a result of the data extraction, I had a table of all the information. This information was
divided into several tables for brevity and lack of space. I did not want to make one large
table with all the data, but rather smaller chunks of the information always referring to the

correct table when discussing the findings. These are the Tables 9] [L0] [I 1] and [T2]

The number of publications per year, in Figure [9] was counted by hand from the publication
year of the paper. Sometimes that was difficult, as both the submission and acceptance dates
were given. I chose the publication year of the paper to be the final publication year of the

journal or conference the paper was presented.

The final list includes 14 publications from four different sources. In the next section, I
present the results of the mapping study. In Section [8.1] I discuss to the validity of the
mapping study.

6.4 DDoS attack detection methods in encrypted network traffic
6.4.1 The results of the mapping study

Table [9] exhibits the selected studies, with the source and a quality score. The quality mea-
sure was implemented because these studies did not mention doing research on detection
methods of encrypted network traffic, but since they do not apply packet payload features in
the anomaly detection schemes, I included them to see the full picture of the research as it
is now. The primary studies that were about DDoS detection in encrypted traffic are on the
list, but the ones that do not mention or acknowledge the viability of the detection method of

encrypted traffic are marked with the letter i and the simple quality score is 0.

The study was concentrated in scientific literature, and the qualified studies are from peer-
reviewed journals, conferences, and workshops. From the distributions of selected studies
by their forum (see Figure [I0) of publication, can be seen that the research concentrates

in conference publications. All the journals are peer-reviewed, checked from Ulrichsweb:
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Elvisier Computers & Security@ Elvisier Computer Networks [' ‘| Elvisier Expert Systems
with Application and Oxford The Computer J ourna See the full list of selected studies

with venues and journals in Table [I0]

16. Ulrichsweb ISBN 1872-6208
17. Ulrichsweb ISBN 1389-1286
18. Ulrichsweb ISBN 0957-4174
19. Ulrichsweb ISBN 0010-4620
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Table 10. Included studies and their publication forums

Study Venue Refereed

[S1] Eliseev and Gurina 9th Intl. Conference on Security of Information -

(2016) Networks 2016

[S2] Zolotukhin et al. (2016b)  16th Intl. Conference NEW2AN 2016 & 9th Con- -
ference ruSMART 2016

[S3] Zolotukhin et al. (2016a) IEEE 23rd Intl. Conference on Telecommunica- -
tions

[S4] Zolotukhin et al. (2015) 15th Intl. Conference NEW2AN 2015 & 8th Con- -
ference ruSMART 2015

[S5] Petiz et al. (2014) 16th Intl. Telecommunications Network Strategy -
and Planning Symposium 2014

[S6] Wang et al. (2015) Computer Networks 81(2015) 308-319 Yes

[S7] Hoeve (2013) 1st ACM Workshop on Smart Energy Grid Secu- -
rity 2013

[S8] Amoli and Himaéldinen IEEE Intl. Workshop on Measurements and Net- -

(2013) working 2013

[S9i] Das, Sharma, and Bhat-  Intl. Conference Communication, Computing and -

tacharyya (2011) Security 2011

[S10i] Shiaeles et al. (2012) Computers & Security 31 (2012) 782-790 Yes

[S11] Chen, Chen, and Delis Oxford The Computer Journal 50(1) (2007) 7-40 Yes

(2007)

[S12i] Lee et al. (2008) Expert Systems and Applications 34 (2008) 1659-  Yes

[S13i] Caulkins, Lee, and

1665
43rd ACM Annual Southeast Regional Confer-

Wang (2005) ence Vol. 2
[S14] Abimbola, Shi, and IEEE 8th Intl. Symposium on Computers and -
Merabti (2003) Communications 2003

As I explained in Section[6.3.5] the quality score was implemented to gain a better knowledge
of the available detection methods and the research area as a whole. Figure [J]illustrates all

the included studies and their publication years in a bar chart. The studies with the full
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Figure 9. Selected papers published by year

quality score have a solid color and the ones that may be applicable to encrypted network
traffic (i.e. QS = 0), have a diagonal line pattern. The first publication that consciously
addressed DDoS attacks in encrypted traffic is from 2003. Toward the end of the figure, in
the past years, the amount of research increases. This increase in interest is in line with the
fact that Arbor Networks 25) reported an increase in application layer attacks using

encrypted traffic in 2012. The need for research in the field is increasing.

In Figure [10] display the venues of publication of the papers in a pie chart. Such as in
computer science in general, the selected publications have concentrated in conference pro-
ceedings and workshops. The sample is not large enough to make an assumptions on the
actual overall distribution of publication venues in the DDoS attack research. However, the

distribution gives and an idea of where current research is published.

The strategy (or classification of the method) by Mirkovic and Reiher (2004) and extended
by Patcha and Park (2007)) are used to evaluate the current status of the DDoS detection in
encrypted network traffic. Based on the taxonomy in Figure[8] the comparison to the selected

articles on the detection methods in encrypted network traffic can be made, and possible new
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Table 11. Detection methods in encrypted networks from included studies

Study Detection method Strategy Features
[S1] Correlation functions &  Statistical analysis & Server response rate
MLP Classification metrics
[S2] Fuzzy c-means Fuzzy clustering Statistics and data from
packet headers
[S3] Single-linkage, K- Classification (NN) & Statistics and data from
means, fuzzy c-means, clustering packet headers
SOM, DBSCAN & SAE
[S4] DBSCAN, K-means, Clustering Packet header statistics
k-NN, SOM, SVDD
[S5] Multiscaling Analysis Statistical analysis Number of packets
& average energy per
timescale
[S6] Probabilistic inference Bayesian networks Chow-Liu algorithm for
graphical model feature decision
[S7] Edit distance -based Statistical analysis & time, size and direction
searching clustering of the packet
[S8] DBSCAN Statistical analysis & Packet header and flow
clustering data in different resolu-
tions
[S11]  Signatures & stateful Signature & stateful TCP, UDP and ICMP
protocol analysis protocol analysis packet headers and
statistics as well as pay-
load
[S14]  Snort signatures Signature & system call ~ packet payload

sequence analysis
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Peer reviewed journal (4)

Conference or workshop (10)

Figure 10. The publication venue distribution of the included studies approximately

Table 12. Applicable methods from non-encrypted research in included studies

Study Detection method Strategy Features

[S9i]  Statistical analysis, pat-  Statistical analysis and TCP header data &
tern disagreement and clustering packet rate per interval
projected clustering
[S10i] Fuzzy estimator Statistical analysis Mean time between net-
work packets
[S12i] Hierarchical clustering Clustering TCP header information
& number of packets

[S13i] Classification tree Classification TCP header data
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areas of research could be revealed. In the next section, I present the summaries of each
method, and how it classifies according to the previously mentioned taxonomy of detection
methods. See the distribution of methods in various categories in the bubble plot in Figure

[[T] after the explanations of methods in the papers.

6.4.2 Summaries of the included studies

[S1] Eliseev and Gurina (2016) use correlation functions of data block size & number of
packets per time unit observed from the webserver. They use long time intervals, i.e. three
weeks of real data to train. They propose two algorithms. The first looks at the Pearson
correlation coefficient between cross-correlation functions in a similar time interval in the
current and training sets. The second algorithm uses a multilayer perceptron (MLP) with
Levenberg-Marquardt algorithm to train and test the current cross-correlation functions. A
threshold for the reconstruction error is set to determine an anomalous function. They say
that these algorithms can be easily implemented as a lightweight DDoS HIDS in IoT devices.

The method uses both statistical analysis and classification.

[S2] Zolotukhin et al. (2016b) propose a method for detecting DDoS attacks in encrypted
network traffic in both offline and online case using fuzzy c-means clustering algorithm. In
the method, they train the system with flow information such as conversation length, packet
velocity, packet size averages, and flags. They build feature vectors form the information by
also normalizing the values with min-max normalization. They have two different versions
of the algorithm: an online and an offline version. The tests of the method are conducted
using the Realistic Global Cyber Environment (RGCE), where the attacks can be simulated
as realistically as possible. Slowloris, SSLsqueeze, and some advanced DDoS attacks were
tested in the system and they found that the trivial cases such as Slowloris and SSLsqueeze
were detected nearly 100% of the time, whereas the advanced DDoS attacks had only 70%
accuracy when keeping the false positives to the minimum. Categorical classification of this

method is clustering.

[S3] Zolotukhin et al. (2016a) study the application layer DDoS attacks in encrypted net-

work traffic employing hierarchical, centroid- and density-based clustering algorithms and a
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stacked auto-encoder (SAE). The features for clustering come from the packet header infor-
mation and conversation to the server by each user. The conversations are mended together
from two different flows with matching sources and destinations. After this, statistics such
as the velocity of packets, extent, flags and the number of encrypted messages are extracted
into tuples for clustering. The tuples are normalized with max-min normalization. Using
the clustering methods described in Table the most common DDoS attack types can are
detected by comparing the incoming flows to the clusters. In each of the type, a different
deviation measure is used. For example, for centroid-based algorithms, a threshold is set
for the maximum distance of the vector from the normal traffic cluster centers. The com-
mon DDoS attack types are Slowloris and Slow POST and a more advanced DDoS attack
mimicked the behavior of the users in a web service. This attack was detected by combining
conversations from the same source together, calculating the approximate similarity form
each cluster by percentages and applying the stacked auto-encoder. A reconstruction error
value of the SAE is the anomaly measure. The methods presented in this paper put the paper

in both classification and clustering categories.

[S4] Zolotukhin et al. (2015) present a clustering-based anomaly-based detection method
using DBSCAN (density-based spatial clustering of applications with noise) and comparing
the algorithm with others such as SOM (Self-Organizing Map), K-means, k-Nearest Neigh-
bors and Support Vector Data Description (SVDD). The features for training and testing data
use only packet header statistics such as the averages of packet sizes or TTL (Time to live),
TCP flag appearance averages, no name a few. The feature vectors are min-max normalized.
If the pairwise distance from the nearest cluster member is more than the maximal pairwise
distance for that cluster, it is labeled as an anomaly. The method is categorized in clustering

methods because of the various clustering algorithms used in the detection.

[S5] Petiz et al. (2014) propose a statistical analysis detection method in the source network
that uses a multiple scale traffic analysis. The statistics used as the features are statistics
of the packets flows. Thus they conclude that this method is also applicable to encrypted
traffic. The detection method is based on the premise that DDoS attacks have a pseudo-
periodicity fingerprint in the traffic. By calculating an average energy for packets per second

from multiple time intervals, the anomalous traffic should have higher energy in one interval
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length. This paper is an example of a purely statistical analysis of network metrics.

[S6] Wang et al. (2015)) develop a complete NIDS with detection and mitigation modules for
software-defined networks (SDN). Their detection method is based on probabilistic inference
graphical model that updates itself all the time in order to fight a data-shift issue, unlike
traditional Bayesian networks. The data shift issue assumes that the training data and real
attacks imitate the same statistical frequency (Wang et al. 2015, 313). The features are not
preselected by the researchers but by a Chow-Liu algorithm. They are selected from flows
or packet headers. After applying the algorithm, commonly the relevant variables have been
linked to the Chow-Liu tree. These are chosen for the analysis of the graphical model. The
graphical model is an adaptation from Bayesian networks. Thus the category for this paper

is in BN.

[S7] Hoeve (2013) explore an intrusion detection method for encrypted control traffic. A
packet series search and comparison using edit distance is the measure of the difference
between the series. The method uses time, size and direction of the packet to form the
feature vector. Traffic consists of series of these vectors. The training phase is done by a
clustering the series into clusters. The next phase searches for series with approximate string
matching and edit distance. The series which are over a set threshold, are malicious. This

method uses both statistical methods and clustering. Thus these are the categories.

[S8] Amoli and Himaéldinen (2013)) have designed an NIDS to work with large amounts of
data. The method first employs an algorithm that uses statistical analysis to detect varia-
tions in the flows. If an anomaly is detected, the second phase with DBSCAN starts. The
outliers from the final set of clusters are flagged as anomalous and a potential DDoS attack.
Thresholds for the DBSCAN, the minimum size of the clusters is set to 5% of the number of
flows and the maximum distance between vectors shall be fixed to the average Mahalanobis
distance of the vectors. From the anomalous traffic, the starts to pinpoint the attacker from
C&C traffic patterns. Because of the two different phases, the category of this paper is in

both statistical analysis and clustering.

[S9i] Das, Sharma, and Bhattacharyya (201 1)) have developed a three-phased method for de-

tecting DDoS flooding attacks. The first phase uses a simple threshold value for the number

71



of HTTP requests per interval. The second takes advantage of parallel time interval request
rates and computes a pattern disagreement value. The maximum of this value during a time
with no known attacks is considered as the threshold for anomalous traffic. The third method
uses packet header data and projected clustering with Oracles SQL queries. They create an
index to determine the type of the cluster either malicious or normal. The first two are online
and the last is an offline detection method. This paper belongs to both statistical analysis and

clustering-based groups.

[S10i] Shiaeles et al. (2012) propose a detection method that uses the packets arrival times
in small time windows. It is assumed that DDoS attacks mean packet arrival does not follow
the Poisson distribution. An ¢-cuts fuzzy estimator is used to derive a single fuzzy value for
the mean arrival times in the earlier time window. Then the current mean time is compared to
the value. If the value is less than the fuzzy value, an alarm is raised. If it is more, the traffic
is considered to be normal. They note that flash crowd events might be flagged as DDoS
attacks using this method. I chose to include this paper, as the method does not require any
payload inspection and could be utilized as a detection method in encrypted network traffic.

This method is based on a statistical analysis.

[S11] Chen, Chen, and Delis (2007) have developed an NIDS, called DDoS Container, that
uses several detection methods in succession to detect DDoS attacks from network traffic.
They consciously acknowledge that their method does not fully comply with encrypted net-
work traffic, but say that the behavioral analysis of the stateful inspection does also catch
flows that are encrypted. As stated in Table the method combines both stateful protocol
analysis and signature-based payload inspection. The system is placed in the network, and
it has been placed in a segment where all the traffic flows through between two switches,
presumably before or in the DMZ (Demilitarized zone). The system comprises of multiples
phases of detection, whose names are Protocol Decoder, Behavior Police, Session Corre-
lator, Message Sequencer, Traffic Distinguisher, and Traffic Arbitrator. The first three take
care of the stateful protocol analysis and the latter three of the more careful packet inspection
using signatures. At the beginning only the header information of the packet is taken into
account, and therefore it is possible to detect malicious flows with abnormal behavior also in

encrypted traffic. Thus, this paper is in both stateful protocol analysis and signature-based
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detection classes.

[S12i] Lee et al. (2008) propose a hierarchical clustering-based detection method that uses
various entropy values and other metrics calculated from the packet header information as the
features. The vectors are normalized by standard deviation before clustering. Euclidean dis-

tance is used as the measure of similarity. The method is purely a clustering-based method.

[S13i] Caulkins, Lee, and Wang (2005) use a decision tree to detect DDoS attacks. The
learning phase was done in a supervised manner from the known attacks of DARPA1999
IDEVAL dataset. Only the TCP packet header information was taken into account. The
decision tree classifies connections into either intrusive or normal classes. This is a categor-

ically classification-based method.

[S14] Abimbola, Shi, and Merabti (2003) discuss the difficulty of signature-based systems
and encrypted network traffic. They propose a host-based IDS where they can access the
payload of the encrypted traffic. The HIDS lies right after the application layer and detects
DDoS attacks using signatures for network traffic packet payload and analyzes the system
calls of the target application. The, categorically signature and system call analysis -based,
paper is the first included in the mapping study that notifies the difficulties of analyzing

encrypted network traffic and consciously researches the field.

6.4.3 Datasets and sample DDoS attacks

Table [I3|depicts the included papers with their datasets and their sample DDoS attacks. The
purpose of this section is to discuss the efficacy of the methods based on the facts about the
datasets and sample DDoS attacks. Research on the DDoS detection in encrypted network
traffic is conducted in many ways. For example, running the experiments on a non-encrypted
dataset (generated or real), generating totally encrypted dataset or observing real traffic data.

I illustrate some of the problems in intrusion detection research.

Studies S1, S9i, S10i and S13i used real network traffic in their investigations from their
universities or other sources. These kind of datasets are difficult for the simple reason that
they are unlabeled data when reconstruction and validation of the method becomes an issue.

Other than S1 also used other datasets to verify their findings, and Eliseev and Gurina (2016)),
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Table 13. Sample DDoS attacks and datasets used in included studies

Study Data/simulation Sample DoS
[S1] Real server traffic -
[S2] RGCE HTTPS Slowloris, SSLsqueeze and an
advanced human-like DDoS
[S3] RGCE HTTPS Slowloris, Slow POST and an
advanced DDoS
[S4] RGCE Simple HTTPS flood
[S5] Lab net generated Hping3 TCP SYN flood through SSH
& VPN tunnels
[S6] Traffic w/ Amazon EC2 & private lab HTTP Slowloris & HTTP flood & other
cloud & UNB ISCX dataset gen. intrusions (Shiravi et al. 2012}, 369.)
[S7] Lab generated data (PLC simul.) -
[S8] (no tests) -
[S9i] KDD’99, LBNL & real university net- ICMP, SYN flood (Tavallaee et al.
work 2009, 3.)
[S10i] LLS_DDOS_1.0 DARPA2000 & real Hping & BlackEnergy Bot & DARPA-
university network generated attacks
[S11] Lab test net Mainly floods: TFN2K, Stacheldracht,
Trinoo and Mstream
[S12i] 2000 DARPA IDSSD Mstream TCP & UDP flood & others
[S13i] 1999 DARPA IDEVAL & university net  Several attacks incl. ICMP, SYN floods
data (Mahoney and Chan 2003, 7-8.)
[S14] Lab net gen. data W32.DoS and IGMP Nuke & others
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in S1, tell that their method needs more investigation and can only work as a lightweight
IDS. Such as Shiravi et al. (2012, 372) point out, most of the publicly available datasets
are anonymized, because of privacy reasons, to the point when they are not real anymore.
Therefore, real is better. Applying the detection methods to a university network has its
upside of being natural, but reproducing of the study is difficult given that the data is not
available and probably was not anonymized before the tests. Not anonymizing the data

makes the detection method be as close as a live NIDS as possible.

Kokkonen et al. (2015]) have developed the RGCE used by Zolotukhin et al. (2015) S4 and
later studies from the same research group in S2 & S3. It is a Realistic Global Cyber En-
vironment meant of various simulations of Internet situations. The environment acts such
as a real Internet where the geographic locations have been simulated and the normal traffic
in the network is generated. The system mimics the real behavior of the Internet as well as
possible, but all the data is generated, and the environment is completely offline. Within the
control system, most common DDoS attacks are also simulated by a packet generation and

replay program.

Detection results from bigger networks tend to be applicable in a small network, but the
outcomes are seldom transferable from smaller to bigger (Sommer and Paxson 2010, 312).
Nevertheless, researchers are forced to create small laboratory settings to test their hypothe-
ses. Papers S5, S6, S7 S11, S14 are using this approach to test their methods, making it the
most popular in this sample of studies. Also, studies that use the RGCE are still lab networks,
albeit in a bigger scale. Especially when studying DDoS attacks, aspects that are prevalent
in real life (e.g. the locations and variance in IP addresses) are difficult to replicate. The traf-
fic generated in a lab environment has the problem, such as in publicly available generated

datasets, that they are pseudo-random and do not represent the real world perfectly.

Generating truly anonymized datasets is difficult as the underlying relationships of individual
data points in the traffic are dependent on each other. Semantically speaking these relation-
ships have to be both kept and anonymized to keep the legitimacy of the data. (Coull et al.
2009, 232.) Based on the sequence of packets, their flags and direction it is possible to de-
termine operating systems, programs, and web applications that the people have been using,

not even looking at e.g. the HTTP packet payload.
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For now, KDD’99 is the most widely used dataset for intrusion anomaly detection research.
Searching for research from Google Scholar with "KDD 99 DDoS detection" with the limit
for 2016 gives 122 hits (27th of November 2016). These papers may use the dataset as
their only one or if it is one of many datasets for comparison. Nevertheless, the KDD’99
is still in use. The dataset has been crafted from the DARPA’98 Lincoln Lab simulation
traffic, which in turn is generated synthetic traffic. The data is labeled. This set has been
studied and criticized widely and further improved sets have been proposed. (Tavallaee et al.
2009, 1-2.). It has been demonstrated that the DARPA-dataset contains artifacts that skew
the results (Sommer and Paxson 2010, 309). It is clear that these datasets are not up to date
anymore, the Table [I3] also shows that the prevalence of these sets at least in an encrypted
DDoS attack research is not an issue. The extension studies that did not mention encrypted
traffic in their research (studies marked with i) are the ones that use these datasets in their
research. S9i use KDD (Knowledge Discovery and Data Mining) 99 and LBNL (Lawrence
Berkeley National Laboratory) datasets. DARPA-datasets are IDSSD (Intrusion Detection
Scenario Specific Dataset) and IDEVAL (Intrusion Detection Evaluation) dataset, used by
S10i, S12i and S13i.

Interestingly, Shiravi et al. (2012) aim to solve the issues of real data versus generated data
and the problems with privacy issues by proposing a systematic and dynamic way of creating
datasets with profiles. These profiles symbolize the behavior of the traffic and the attacks.
Based on these profiles, the dataset can be created for many protocols, volumes and situa-
tions. (Shiravi et al. 2012} 372-373.) This is how S6 has generated its data for the laboratory

environment.

6.5 Answer to the research question 1

This section answers to the first research question about the existing detection methods of

DDoS attacks in encrypted networks, based on the literature in the previous section.

RQI: What methods for detecting encrypted DDoS attacks are presented in the scientific

literature?

As can be seen in Figure methods that exist in the scientific literature currently are con-
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centrated in a clustering and a statistical analysis -based methods. I found several methods in-
cluding statistical analysis with correlation functions, multiscaling analysis and edit distance
-based searching. Classification-based methods with neural networks such as Single-linkage
and MLP were included. The clustering methods included fuzzy c-means, K-means, and
DBSCAN. One method with probabilistic inference graphical model was observed. Stateful
protocol analysis and system call sequence analysis were also observed. Even signature-

based model that tackled encrypted traffic implemented to the application layer was noted.

As expected, majority of the research is focused on non-encrypted traffic and these were the
few papers that I was able to find using the systematic mapping study method. As I was
conducting the mapping study, I came across four methods that I included from this pool of
research which did not take encrypted traffic knowingly into account. These methods could
be applied to encrypted network traffic, but they did not test or mention the eligibility of their
method. They could also be included as a possible new area for testing. These were pattern

disagreement analysis, fuzzy estimators and classification trees.

6.6 Summary

This chapter explained the difference detection methods of DDoS attacks and especially
anomaly-based techniques in encrypted traffic. The author searched the literature for de-
tection methods and backed the findings by conducting a systematic mapping study. In
summary, encrypted traffic can be detected by signature when the access to the payload is
granted, but current research focuses on anomaly detection methods because they can be de-
ployed in routers as well. The chapter answered the research question about what methods
are found from the encrypted DDoS detection literature. In the next chapter, a clustering

anomaly detection method is presented.
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7 Simulation experiment with clustering

This chapter investigates the detection of DDoS attacks in encrypted network traffic in more
detail using K-means++ clustering method. It includes experiments and a comparison of
results with previous research. At the end of the chapter, the second research question is

answered.

7.1 Theoretical setting and implementation of the detection method

In the paper Zolotukhin et al. (2015) propose a DDoS detection method for encrypted net-
work traffic which uses K-means cluster method. This method was not able to handle large
files as the K-means needs to have all the vectors in memory to start clustering. As a solution,
I suggested that we would use streaming K-means with K-means++ seeding. Mikhail made

the changes to the code. The following description explains the method.

7.1.1 Feature selection and anomaly detection

In this process, traffic is considered as flows of a small interval. A conversation between two
hosts is a merger of two flows, where in the first flow traffic goes from one host to another,
and in the next flow it comes back. There exist source and destination IPs and ports of both

hosts for each of the conversations. (Zolotukhin 2016, 1.)

For these conversations, a system calculates the next parameters, which form the feature

vectors, such as in Zolotukhin et al. (2016b):

1. The length of conversation in time

The sum of individual packets per 1 second
The sum of bytes in the same time

Packet size metrics: max, min, avg

The TCP window metric: max, min, avg

% of packets with TCP flags

S A

% of encrypted packets with attributes such as “handshake” or “alert” (Zolotukhin
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2016)

The method utilizes max-min normalization strategy with the range from O to 1 to normalize
the scales of these features. Based on these feature vectors, the system creates a baseline
model for the traffic in the training phase. Attacks are hypothetically distinct from this model
and can be detected as anomalies. The model is a set of clusters, where each of the clusters
is a behavioral pattern in the normal traffic. Conversations which are alike should, therefore,

be clustered in the same cluster. Attacks should not belong to a cluster. (Zolotukhin 2016,

1.)

For K-means, i.e. centroid clustering, the measure of membership in a cluster is the distance
from the center point in the cluster in Euclidean space. That distance should not be greater
than a value that must be defined for each cluster separately. This value is calculated for the
normal traffic clusters by T = u + yo, where T is the value, U is the average of distance for
member vectors from the centroid, ¥ is a tuning variable to find the perfect measure in the
testing phase, and o is the standard deviation of the distances of normal traffic vectors from

the centroid. (Zolotukhin 2016, 2.)

7.1.2 K-means algorithm

K-means algorithm is commonly referred as Lloyd’s algorithm; that was suggested in 1957
by him. The idea is to find the midpoint (or the mean) for k number of clusters by assigning
points to midpoints and then recalculating the midpoint within the cluster until the midpoints

do not change. (Braverman et al. 2011, 2.)
As described by Arthur and Vassilvitskii (2007, 1028), the K-means algorithm is as follows:

1. Initiate feature vector space X = {xy,x»,x3,...,X, }, Where each x; is a feature vector
2. Select k starting centroids B = {cy, ¢, ¢3,...,ck—1, ¢ } at random from X

3. ForVie {1,2,3,....k}:

e Add vector x € X to belong to cluster G; if the distance between x and ¢; € B is
less than the distance between any other cluster centroid c; € B (where j # i), for

all x € X.
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4. ForVie {1,2,3,...,k}:

ZXEGix
Gi

vectors x in cluster G; and the new centroid is the mean of all the features

e Reassign centroid ¢; for cluster C; so that ¢; = where |G;| is the number of

5. Repeat steps 3 and 4 until centroids c; for clusters G; do not change anymore

In practice, this method is sure to find the local optimum and all the feature vectors need
to be in memory to use this method (Arthur and Vassilvitskii 2007, 1028). In a normal K-
means clustering algorithm, all data is considered and clustered. Streaming clustering comes
in handy if the aim is to detect anomalies in real time traffic. To dynamically change the
cluster centers resulted by the new conversations arriving at each stage, the old ones need to

be discarded changing the makeup of the model.

7.1.3 K-means++ and K-means#

Arthur and Vassilvitskii (2007, 1029) propose an addition to the random selection of the first
cluster centroids, thus calling their clustering algorithm K-means++ approximation. The

algorithm is as follows, and it replaces the point 2 in the normal K-means:

1. Select the first centroid ¢ € B uniformly from X randomly
/\2
2. Select the following centroids ¢; = x’ € X according to probability %
X<
3. Repeat 2 k — 1 times (i.e. k centroids exist)

4. Move to point 3 in the K-means algorithm (Lloyd’s algorithm)

In the K-means++ algorithm, the starting centroids are as far away from each other as pos-
sible, given that the first selection dictates how the next rounds go. Function D(x) is the
distance to the nearest centroid that has been selected for vector x. In the algorithm, for each
vector, the distance to its nearest centroid is divided by the sum of all distances for nearest
centroids for vectors in X. The vector x’ is chosen, if it has the highest probability, and then
the distances are calculated again, repeating the step 2 until the desired number of clusters

has been reached.

Ailon, Jaiswal, and Monteleoni (2009, 4) propose and improvement to the K-means++ by

instead of selecting k centroids per round, they select 3-logk centroids resulting in a better
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running time overall. They call it K-means#. Using these algorithms, they also propose a

single linear scan streaming divide & conquer strategy for large datasets.

7.1.4 Analyzing traffic stream and detecting outliers

Using this strategy, it is possible to divide the stream of packets, i.e. the traffic flows, into
pieces and select new centroids. In this method, the pieces are dictated by T successive
time windows ¢. The length of that piece depends on the amount of memory available. In
this way, the system can go through a large file or stream network traffic directly from the

network interface in an online mode, creating a model for testing. (Zolotukhin 2016, 2.)

The baseline model consists of the cluster centroids, the number of vectors corresponding to
each cluster, the sum of all raw value of all features in each vector, largest feature attributes,
and smallest feature attributes. Now, the distance of the new training dataset conversation
and its closest centroid is evaluated. If this is greater than threshold 7 = u + yo for that

cluster presented above, the conversation is labeled as intrusive. (Zolotukhin 2016, 3.)

7.1.5 Implementation

The IDS uses the same code base proposed in Zolotukhin et al. (2015), but the streaming and
seeding clustering algorithms replace the existing clustering methods. The implementation
is done in Python and can run in both online (i.e. listening to the network interface directly)

or in offline where the traffic is read from a PCAP-file.

In the network simulation phase, the IP addresses of the attackers were noted and the final
statistics of the detection method are calculated based on the known attacker IP addresses. If
all the malicious connections were from only the attacking machines, the classifier would be

perfect. In the next section, the results of the simulations are presented.

7.2 Experimental setup

In this section I describe the setup to run the experiment and detect DDoS attacks in en-

crypted traffic. I created datasets in a virtual network environment built for this purpose by
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Figure 13. Virtual network simulation architecture

capturing the traffic in a PCAP-file.

7.2.1 Setup of the botnet environment

I created a botnet to generate traffic, both legitimate and DDoS attacks. It is a network
of virtual Ubuntu machines running in Oracle VirtualBoxﬂ The network consists of three
bots, a webserver, an attacker C&C server. The three bots connect to the C&C server via
a Java-application running on each one of them. When the C&C server sends a command,
the bots start attacking the webserver or sending normal traffic by accessing the website
periodically. All the traffic to the webserver is encrypted with the SSL/TLS protocol, and
thus cannot be eavesdropped from anywhere else from the network. The webserver has
a program (tcpdump) running to capture all the connection in the network. This C&C
and botnet are implemented by using a botnet environment meant for educational purposes,

called FrankenB.

FrankenB is not supposed to be sophisticated botnet infrastructure, but it can do what is

needed in this research. The bots themselves are a simple Java programs that initiate the

1. www.virtualbox.org
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connection with the C&C server at random intervals. The communication is done by HTTP
POST requests and the return from the server are the commands that the bots should do.
That can either be "wait for a command," "send normal traffic" or "launch a slow HTTPS
GET DDoS attack." The bots send their traffic to the webserver over an SSL/TLS encrypted
channel, thus making communication immune to an HTTP signature detection. (Bégin 2011,

5-7.)

In FrankenB, the C&C server URI is hard-coded in the application, which is fine for these
purposes (Bégin 2011} 11.). This research ignores the C&C traffic altogether. This botnet
does not stand a chance if a security expert would try to detect such a botnet and its control
traffic. Setting up this botnet and running the attacks was enough for these simulations.
The hypothesis is that the attacks would be easy to detect with clustering anomaly detection

methods from the botnet traffic trace.

7.2.2 Running attacks in the network

The botnet was configured to send HTTPS GET & POST traffic to a bank website. The
traffic is configured to look as human as possible, considering that it is generated by a piece
of software. The purpose is to create normal traffic in the network for training. The bots gen-
erated normal page accesses and bank transactions on the online banking website, including
logging in, making a transaction and logging out. This is seen as the normal state in the

network in this simulation.

The bots were also configured to send a Slowloris (HTTPS GET) and slow HTTPS POST
DoS collectively, creating a denial-of-service attack to the website. Under the hood, the
Slowloris opens a connection and uses a for-loop to send one piece of the request in each
second. That piece is a single HTTP header every time. From the point of view of the server,

there is nothing wrong with the request, as it might come from a slow connection.

I configured R—U—Dead—YetEL also known as RUDY, to use HTTPS and attack the login page
of the bank server. RUDY is the HTTPS POST DoS attack in the simulation. A slow POST

DoS sends a piece of the request, e.g. a username-field of the login page, slowly every

2. sourceforge.net/projects/r-u-dead-yet
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second. RUDY by default sends a single letter "A."

One of the bots sent malicious traffic, and the other two sent normal traffic at any one time,
to ensure that the DoS would be disguised within the normal traffic. The Slow HTTPS POST

was configured not to consume the whole connection pool.

Listing 7.1. Apache Status: Webserver Listing 7.2. Apache Status: Webserver

under normal load during the Slow HTTPS attack

Server load: 0.79 0.75 0.46 Server load: 1.30 0.91 0.57

Total accesses: 4636 — Total Total accesses: 5062 - Total
Traffic: 5.3 MB Traffic: 6.1 MB

CPU Usage: ul.48 s4.51 cuO csO - CPU Usage: ul.75 s4.94 cuO csO0 -
.00653% .00728%

CPU load .0505 requests/sec - 61 CPU load .0551 requests/sec - 70
B/second - 1209 B/request B/second - 1272 B/request

5 requests currently being 150 requests currently being
processed, 42 idle workers processed, 0 idle workers
_Ce e e e WWWCCCCCCCCCCCCccceeeeceeecececce

........ P S . CCCCccCceeeeeeeceeceeceececececececececece

...... CCCCccceeeececececeececececcececececececece

............. e . CCCCccceeeecececceeececeececececcececececece
...... LKL e WLLLK CCCCCcCcweeececceeeeeeeccceeeceecece
........... e CCCcCcCcC

Apache Status (http://localhost/server—status) page of the webserver shows
how the attack affects the server. Listing[/.1|presents what a normal state looks like. Listing
shows how the slow HTTPS GET DoS has filled the whole default 150 connection pool.
Almost all the connections are in the "C" state, which means that the server tries to close
them. The volume of traffic in the network does not change much, but the effect on the

server’s ability to answer is practically gone.

7.2.3 Sniffing traffic and generating the datasets

During the experiments, the webserver was recording the network traffic with t cpdump

command below, creating datasets for testing. In the command, —nn means no hostname or
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port resolving, —S sets absolute sequence numbers on and —s defines snap length, which is

normally 262144 bytes. Setting it to zero captures all data per package.
sudo tcpdump -i eth0 -nnS -s0 -w botnet_normal.pcap

The detection method could also work in an online mode because of the capabilities dis-
cussed in the previous section, but in this case, I only looked at the offline behavior of the
detection method. The offline simulations were done by evaluation a PCAP-trace file from
the network traffic happening during the attacks in the virtual network. There were three
cases that I needed to record. First, the training phase of the method needs normal traffic
to create a model of the normal state. The second phase was to record a PCAP-file when
the slow HTTPS GET DoS attacks running. The third dataset was created during the slow
HTTPS POST denial-of-service attack. I had three PCAP-files to evaluate with the detection

method now.

To compare the results with an older dataset, I chose the DARPA1999 dataset. I identified
Wednesday 7th of April 1999 inside PCAP—dataEIto contain DoS attacks on the port 80. The
data does not contain encrypted HTTP traffic on the port 433. The same metrics can be evalu-
ated from the traffic, even though the port is different. According to the identification scoring
truth list, there were two different kinds of attacks during that day to the specified port: a
Back DoS and an Apache2 Header DoS. The attackers were 152.204.242.193, 194.27.251.21
and 172.16.117.52. T used Monday the Ist of March inside PCAP as the training data ﬂ I
used only a part of the DARPA 1999 dataset and only two kinds of DoS attacks in the dataset.

As I explained, I do not take the C&C traffic into account in this test, and I removed it
from the PCAP-file. Thus, the datasets contained only HTTPS traffic and TCP handshakes.
DARPA1999 set contains much traffic with different protocols. I was interested in the trivial
DoS attacks, and thus I removed everything else than the HTTP traffic. The modifications to

the datasets were done with Wireshark.

3. www.ll.mit.edu/ideval/data/1999/testing/weekS/index.html
4. www.ll.mit.edu/ideval/data/1999/training/week 1/index.html
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7.3 Results of the experiments

In this section, I display the results of the simulations in ROC-curves and comparison tables.
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The ROC-curves for the attacks in the virtual network can be seen in Figures[I5]and[I6] Both
of the attacks were done in a similar manner, i.e. one bot attacking and the rest communi-
cating with the server normally. The slow HTTPS POST attack was much easier to detect
from the traffic. Since the slow HTTPS POST attack did not consume the full capacity of
the webserver, the normal bots were able to continue normally. In the case of HTTPS GET,
I configured the attacker to consume all available connection slots. This led to the normal
bots to slow down their communication to the point that their traffic to the server was flagged

partially anomalous, thus the high rate of false positives.

DARPA1999 DoS attacks are not very sophisticated in this case, and they differ from the
normal traffic to the webserver a lot. Therefore, the K-means++ method turned out to be a
perfect classifier, i.e. 100% TPR, and 0% FPR. These kind of trivial denial-of-service attacks
are already easy to detect with the current methods. The ROC-curve for the DARPA1999
-dataset can be seen in Figure

Mikhail Zolotukhin also made simulations with other DDoS attacks for comparison, and I
am reporting them in this thesis. Also, for the same attacks, it is interesting to compare the

results with other studies from the mapping study.

As I discussed in Section [6.2] an effective anomaly-based NIDS has a false positive rate
of under 1% . Especially in high-speed traffic, the amount alarms may lead to unwanted
pressure for the administrator to make decisions. In contrast, if the true positive rate is too
low, the effectiveness of the method is questionable. For this reason, Tables[I4]and[I5|display
the results of the simulations and the comparison results from other studies with less than or
close to 1% false positive rate. The Slowloris comparison is interesting, and the difference

may be caused by a configuration error as well. The method needs more research.
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Table 14. K-means# & K-means++ detection accuracy comparison with other attacks

Experiment Attack Accuracy FPR
My simulations with Slowloris 70.222%  1.428%
K-means++ & K-means# Slow POST 99.633%  0.43956%
DARPA1999 dataset 100% 0%
Slowloris 99.77% 0.8%
Zolotukhin (2016)
SSLsqueeze 99.89% 0.8%

Table 15. Detection accuracy comparison with other methods

Experiment Method Attack Accuracy FPR
DBSCAN Slowloris 99.99% 0.0045%

Zolotukhin et al. (2016a) SOM Slow POST 99.99% 0.0045%
SOM An advanced DDoS 96.81% 1.36%
Fuzzy c-means Slowloris 99.11% <1%

Zolotukhin et al. (2016b)  Fuzzy c-means SSLsqueeze 100% <1%

Fuzzy c-means An advanced DDoS  71.84% <1%

7.4 Answer to the research question 2

The second research question led to the investigation of one clustering method and its func-
tioning. The second part of the question touches the very nature of the network traffic. The

simulation experiment shows how an anomaly-based method works in theory and practice.

RQ?2: How do DDoS attack anomaly detection methods work and what are the main issues

regarding their performance?

Intrusion detection systems (IDS) usually either compare the traffic to already known pat-
terns (i.e. signature-based model) or classify the traffic to either anomalous or normal traffic
classes (i.e. anomaly-based model). As opposed to signature-based mode, the anomaly-

based model can detect zero-day attacks, i.e. attacks that have never been seen before. Still,
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an attacker who knows about this method can easily avoid detection by designing the attack
in a clever, unseen way. On the other hand, the anomaly-based model also has false positives
that it needs to tackle. If a normal user gets labeled as an attacker because of their abnormal
surfing pattern, it is a problem. When designing anomaly-based IDS, these faults need to be

taken into account. (Ingham and Somayaji 2007, 139.)

Anomaly detection works by building a model or relying upon a known feature or a set of
features of the network traffic. These features may be the payload, packet statistics or the
server load. There are several anomaly detection methods proposed for the DDoS attack
detection in encrypted network traffic and many more in non-encrypted traffic. Many of the
methods in the latter, could also be used for the former, however. The anomaly detection
idea relies on the fact that attacks against the availability of the service are different from
normal user behavior in some measure. The measure and the difference in that measure have

to be found and analyzed. This notion is also the problem of anomaly detection.

The definition of anomalies in network traffic is problematic. Much of the ordinary traffic
may be classified as anomalous because of the properties they have, e.g. Slashdot effect.
The qualities of traffic on the Internet are manifold and new applications, protocols and
websites come and go all the time. The ever-changing environment increases the difficulty
to detect anomalous traffic, as the concept of "normal" evolves all the time. Therefore, the
attackers are imitating the traffic patterns that happen naturally and hiding the attacks from

the anomaly detectors. (Raghavan and Dawson 2011}, 133.)

The complexity of the issues regarding the validity of methods, security of the network users
and ever-changing strategies of DDoS attacks beg the question of how difficult this task
of detection is. Sommer and Paxson (2010, 314) claim that intrusion anomaly detection
is one of the most difficult tasks currently for machine learning and data mining to tackle.
The aim of intrusion and the DDoS attack detection is to detect the outliers or problems
instead of trying to make sense of the data and create predictions, where machine learning is
considered to being good at. The variability of network traffic at various servers and points

in the network, as well as the problem of detecting false positives, raise the difficulty.
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7.5 Summary

The chapter presented a method and the simulation experiment, including the dataset creation
for the DDoS attack detection. The chapter presented the results alongside previous similar

results, and they were found to be similar. The second research question was answered.
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8 Discussion

The aim of this research was to research the current state of detection methods of encrypted
denial-of-service attacks by reviewing the literature and discuss the efficiency of anomaly-
based methods, as mentioned in Section [[.2] I discuss the validity of the mapping study in
Section [8.1]and the significance of the results of the simulations in Section[8.2] I also return

to the results of the mapping study with the results of the simulations in Section[8.3]

8.1 A validity evaluation of the systematic mapping study

The validity section of the mapping study covers the areas highlighted in the updated guide-
lines by Petersen, Vakkalanka, and Kuzniarz (2015). These are descriptive validity, theoreti-

cal validity, generalizability, interpretive validity, and repeatability.

8.1.1 Descriptive validity

I had a data extraction form in Excel and a systematic process during the phase. The form
was easy to understand, and I designed it the research question in mind. I took an analytic
approach to the process and extracted all the data possible. However, I was the only one con-
ducting the extraction of data alone, which may lead to imperfections and misinterpretation

of the content.

According to Kitchenham and Charters (2007, 13), if a researcher is working alone, he or
she should present the protocol of the study to the supervisor for inspection and comments.
I took care of this part of the guidelines by sending the protocol to my supervisor after I had
done the pilot study. I included comments from Mikhail regarding the terms. Otherwise,
the protocol was understandable according to my supervisor, and I could proceed with the

mapping study.
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8.1.2 Theoretical validity

I did not research how the mapping studies are done in other fields but trusted that the map-
ping study guidelines in software engineering according to Petersen, Vakkalanka, and Kuz-
niarz (2015) are valid and up to date. Many of the ideas and either came from the papers by
Petersen, Vakkalanka, and Kuzniarz (2015)), Kitchenham and Charters (2007) or Kaijanaho
(2015). Using several sources may have led to inconsistencies in the process. However, |
believe that this is not the case, but rather I have combined the practices from each source to
this study. I did my best to get the consensus these guidelines have and implement it to my

thesis to the best of my knowledge.

I kept the process as transparent by disclosing the protocol (see Appendix [A]), process, prob-
lems (see sub-sections of Section [6.3)) and the full list of papers after the inclusion criteria
(see Appendix [B)). These are the papers that were taken into closer inspection but were left
out of the study. There may be mistakes because I was the only one who read and evaluated
these papers. I listed the exclusion reasons for each article carefully, and I am confident that
they are correct. This practice was proposed by Petersen, Vakkalanka, and Kuzniarz (2015,
14). It is up to the reader to decide whether the exclusion reasons hold and he or she can

verify the validity of the mapping study.

By using the databases and the search terms as mentioned earlier, I limited the search results
intentionally. I found the paper by Zolotukhin et al. (2015) that was supposed to be included
in the search. The lack of knowledge of possible other articles may have limited the results
and is a minor limitation of the study. Identifying two or more candidate papers before the

search must be done for future research.

Note that I also searched from Google Scholar and decided to leave the search results out,
because I could not limit the result set to even under 100 results. Reading would have turned
out to be too time-consuming for this time scale. With a quick look, most of the publications
were already in the study. I also saw multiple results of M.Sc. theses and other technical
documents that were included in the search results but would have been discarded in the
exclusion phase. Nevertheless, this decision to limit the search might have caused some

important papers to be missed. If I did the same study with more time and people, Google
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Scholar, more databases, manual search and snowball search would be included in the search

strategies to include more points of view.

Table[6]shows that all the databases were important as the overall contribution of each source
was 20% or more. Leaving out either one of them would have lessened the accuracy of the
results. The level of contribution from all the sources works as an assurance of the quality of

the results.

None of the search phrases is especially specific in finding what I was looking for, and
only that. I made a mistake in the search term formulation phase. I should have included
"intrusions" and added some limits for certain terms such as the "WSN" and the "MANET"
that I decided to leave out. I could have increased the specificity of the searches and reduced

the amount of reading in the first inclusion phase greatly.

8.1.3 Generalizability

I performed the mapping study in most common and suggested databases of the computer
science literature in DDoS attacks. See Section [2.T|for the suggested list and Section [6.3] for
a list that I used. Because of time constraints, few studies may have been missed, reducing
the generalizability to the whole research area. Classification of the DDoS attack detection
methods gathered by Mirkovic and Reiher (2004) and Patcha and Park (2007) are closely
related to the results that this mapping study found. Therefore, I argue that the results give an
idea of the research field and are generalizable because the papers were found from various

recommended sources.

8.1.4 Interpretive validity

Research bias is characterized by designing and implementing experiments that have the like-
lihood to produce a result that is favorable or otherwise more desirable to the researchers.
Research bias happens in all phases of the process. Even if the design of the study is unbi-
ased, the selection, data extraction, and the synthesis stages may distort the results. (Pannucci

and Wilkins 2010, 1.)
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Research bias may play a role in summarizing and synthesizing methods from the papers.
Because of the number of methods, I explain the classification decision of all included meth-
ods in the text (see Section [6.4.2). This way, possible mistakes can be found or results
confirmed. Methods presented in the papers were reported very differently. I had to extract

the information with care, and I am confident that the classification decisions are correct.

8.1.5 Repeatability

To address the repeatability concerns of the study, as notes and an example for myself and
anyone who is interesting in mapping studies, I recorded the whole process as precisely as |
could. I put the protocol with all the changes as an Appendix [A]l The process is described in
Chapter [0 starting from the classification schemes of the studies, search terms, the process
itself and finally the synthesis. Following the process, with its imperfections, I argue that it

is possible to reach the same conclusions.

8.1.6 Research bias and confidence in results

I minimized research bias by conducting a systematic mapping study and searching for pos-
sible keywords to expand the search. In contrast, if I had done the literature review in an
unsystematic way or only a snowball search round, the results would have looked different.
Using this method, I was able to avoid identical authors problem (Jalali and Wohlin 2012,
36).

The results of the mapping study can be seen as skewed because four out of 14 (see Section
[0.4.1)) studies are written by my supervisors. The presumption that there are not many en-
crypted DDoS attack detection methods in the literature was the basis for the first research
question. The wording of the question directly influenced the keywords and search queries.

I asked for comments on the search terms from Mikhail Zolotukhin as an expert opinion.

I conducted the mapping study and reported the process in a neutral way. This particular
research group is one of few, and that is the reason why the results tend to favor these partic-
ular papers. Since the results of the mapping study follow the assumption of few studies in

the encrypted DDoS attack research (see Section[I.2), I argue that the results are correct.
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8.2 Limitations of the simulations

The purpose of the simulation experiments was to explain the selected method in detail
and detect application layer DDoS attacks in an SSL/TLS encrypted network traffic and
discuss the accuracy issues related to anomaly-based methods. Nevertheless, the limitations
of the setup are apparent. First, the size of the botnet is significantly smaller than nearly
any network where such an NIDS would be implemented. As Sommer and Paxson (2010,
312) argue, smaller networks rarely produce results that are completely applicable to bigger
networks. Second, the traffic that is considered normal is created by a bot program. Human
traffic is never that predictable, and that is one of the reasons I got inconsistent results with
the HTTPS GET attack when the normal traffic was mainly considered as anomalous as well.
The inconsistency with the results happened because the connection times of the “normal”
bots got longer as the connection pool filled. Third, I did not test the online capabilities of the
method, i.e. the possibility to detect a live DDoS attack. Regardless of these clear limitations
of the simulations, the results are in line with the previous research, and they give an idea of

the problems of the DDoS detection research.

8.3 Discussion on the results of the thesis

As I said in the introduction, the numbers of application layer and encrypted DDoS attacks
are growing. Research in this area is important for these reasons. The mapping study found
that the majority of the research focuses on anomaly detection, which is logical considering

the inability to read the payload.

Datasets vary greatly, and that tells about the difficulty of producing reliable datasets.
DARPA1999 and KDD’99 datasets are still being used for comparison reasons. They, how-
ever, include only trivial flood attacks which are easily detectable with the current anomaly-

based methods.

As I saw the number of times the DARPA-based datasets were used, I also downloaded a
sample of it to see how the K-means++ method would do. The method detected all the
malicious flows with ease. However, the proof of the accuracy of the method from those

tests cannot be trusted considering the trivial attacks in the datasets. Also, the virtual network
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datasets are not ideal, because the normal data is generated by a bot and it is too similar to
a malicious attack when the server is not able to answer anymore. The slow HTTPS POST
attack likely was easier to detect for that very reason. Because of the datasets I used, the only
contribution of the simulations is the comparison with the DARPA-dataset and comparable

results with the previous tests what Zolotukhin et al. (2015) made.

The main contribution of this thesis, therefore, is in the results of the mapping study. The
results show that there are gaps in the research. Figure [TT]shows that system call sequence
analysis, Bayesian networks, PCA, Markov models, classification and association rules are

underrepresented. These same methods are used in non-encrypted research.
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9 Conclusion

DDoS attacks are becoming larger and more disguised. This thesis explored the research into
DDoS attacks in encrypted network traffic because it was not clear how much and what kind
of methods exist according to Zolotukhin et al. (2015). The method used for literature review
was a systematic mapping study. To study the functioning of the anomaly detection methods,
I experimented with a clustering-based method and conducted simulations for trivial appli-

cation layer DDoS attacks that were created in a controlled virtual network environment.

Based on the results of the mapping study, I conclude that there exist only ten papers on the
topic and four additional methods that can detect encrypted DDoS without experimenting
with it. The methods presented have concentrated in statistical and clustering methods. The
prevalence of statistical methods can be explained by the lack of access to the payload fea-
tures to distinguish DDoS attacks from normal traffic. The methods use various metrics for
detecting DDoS attacks because of the limitation, flow statistics and packet header informa-
tion being the most prevalent ones. The identified gaps in research methods were system call
sequence analysis, Bayesian networks, PCA, Markov models, classification, and association

rules.

In the simulation experiment, | identified that the K-means++ clustering method detects with
near 100% accuracy trivial application layer attacks despite a lower result for a slow HTTP
GET attack. The accuracy was near 70% with low values of false positives. The slow HTTPS
GET result shows, however, how the K-means++ clustering method classifies the legitimate
traffic as anomalous because it is similar to the attack traffic. The reasons for the similarity
also lie in the setup and normal traffic being also generated rather than real. The same
concept applies when a more advanced DDoS attack is compared to a real human-generated

traffic.

The limitations of the mapping study restrict the results. Even though the results show that
there are gaps in the research compared to non-encrypted methods, there are resources (such
as Web of Science, Google Scholar, snowball searching and gray literature) that could change

this assumption. For this reason, a more thorough mapping study of anomaly-based DDoS
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detection methods in encrypted network traffic would be an excellent contribution to the re-
search area. Based on a comprehensive map, further systematic reviews could be conducted
to draw conclusions on the state of the existing methods. As more and more traffic gets
encrypted and DDoS attacks are changing to more advanced ones, this becomes even more

important to study.
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Appendices

A Systematic mapping study protocol
Version: 16.10.13

1 Change record

Table 16. Change record

Date Changes

23.9.2016  The first draft

26.9.2016  Add extraction features from each study

3.10.2016  Change time spam of the search, change the outlook of the protocol to
Markdown style in Git, refine the inclusion and exclusion criteria based
on the initial pilot search, drop the PICO method because the guidelines
say that only P and I can be used in mapping studies

5.10.2016  Change EC

6.10.2016  Change EC slightly to exclude non-encrypted protocols

8.10.2016  Fix a typo in RQ

12.10.2016  Add change record, scope, expert opinion, roles, synthesis, data ext.
method, limitations, reporting and schedule. Fix IC and EC, data col-
lection and quality criteria

13.10.2016  Add the expert opinion

2 Scope of the study

e There are no mapping studies for DDoS detection methods in encrypted traffic
e Previous systematic literature reviews do not address this part, therefore an overview

of the research is needed to understand the current state of the field of study
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2.1 Search strategy

Electronic online databases are searched. Because of a lack of time, no manual search or

snowball methods are done.

IEEE Xplore (ieeexplore.ieee.org)
ACM Digital Library (dl.acm.org)

Google Scholar (scholar.google.com)

Scopus (www.scopus.com)

ScienceDirect (www.sciencedirect.com)

I ruled out a manual search because of the amount of time available. A large set of online

databases was chosen because I expected to find only a few methods.
2.2 Publication date limit

e Search time span: until 2016 September
2.3 Research questions

e RQI1: What methods for detecting encrypted DDoS attacks are presented in the scien-

tific literature?
2.4 Search terms

e DDoS attacks
e encrypted network traffic

e detection methods
2.5 Search term formulation

e "DoS" OR "DDoS" OR "denial of service" OR "denial-of-service"
e "detection method" OR "detection methods" OR "detecting" OR "detection" OR "de-
tect"

e "encrypted" OR "SSL" OR "TLS" OR "HTTPS"
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2.6 Expert opinions

e [ contacted Mikhail Zolotukhin to get comments about the search terms. He noted that

they seem the only option.

2.7 Thesaurus check

e [ checked Thesaurus.com, MOT Collins Compact Thesaurus, Oxford Thesaurus of

British English:

— (1) detect (verb)
— (2) encrypt (verb)

The word "attack" was dropped since the term denial-of-service implies an attack in the lit-
erature. If this would not be the case, the paper could easily be rejected. The word "network
traffic" was also dropped for the same reason. The main body of literature focuses on DDoS

attacks coming from the network, not caused by other means such as physical threats.

Also the terms "Secure Socket Layer" and "Transport Layer Security" were considered, but
the paper which would include these would also include the abbreviations. The term "sci-
entific literature" in the RQ1 limits the search to the literature which has been published in
a journal, conference proceedings, a technical paper or theses. It rules out e.g. patents and
gray literature. The thesaurus check did not yield additional terms, but I added the various

forms of "detect" and "encrypt."
2.8 Article that should be found

e Zolotukhin, M., Hamail&dinen, T., Kokkonen, T., Niemel4, A., and Siltanen, J. (2015).
Data Mining Approach for Detection of DDoS Attacks Utilizing SSL/TLS Protocol.

Conference on Smart Spaces.
3 Roles
e One person (the author) conducts the entire mapping study

4 Screening process
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4.1 Inclusion criteria

IC1: Papers that present a DDoS detection method

IC2: Papers which were published until 2016 September

IC2: Papers written in English

IC4: Papers which I can access in full text (JYU has access or the article is free)

ICS5: Papers where the detection method could be applied to the TCP/IP network

I decided to exclude DoS papers that were about MANETSs or WSNs as they were not directly

applicable to the detection methods in the Internet

4.2 Exclusion criteria

EC1: Papers which do not present results, but merely hypothesize of a detection

method

EC2: Papers which are already included from another source

EC3: Papers which present a detection method based on packet payload analysis

EC4: Gray literature, lecture notes, and books
5 Data extraction and mapping
5.1 Quality criteria
e Do the authors acknowledge the efficacy of the method for encrypted traffic? 1 or O

The quality criteria were implemented to include detection methods that are not based on

payload inspection, and they could work as detection methods for encrypted traffic.

5.2 Data to be collected

Title of the paper

Authors of the paper

e Source: conference/journal

Year of publication

Name of the method for detection (algorithm, tool or set of steps)

Strategy/category of detection method
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e Sample DDoS attack used in the paper
e Example dataset used in the research

e Quality score of the paper

If several methods are presented in one paper, both methods should be listed separately in

the results.
5.3 Data collection method

e An Excel spreadsheet is used to collect all the information

e In case there is an issue, the information has to be double checked
6 Synthesis

e The years of publication are reported in a bar chart

e All the strategies and the methods are listed in a table

Example data and sample DDoS attacks are shown in a table

The methods, publication year and number of studies are presented in a bubble plot

The tables, graphs, and plot are analyzed for a conclusion about what are the detection

methods in the scientific literature to detect DDoS attacks in encrypted traffic
7 Limitations of the study

e The author is alone with the search, inclusion and data extraction phases which might
lead to mistakes

e In the search phase, a random sample has to be re-evaluated to reduce errors and re-
searcher bias

e Only one example paper is the basis of the research and might cause skewed results
8 Reporting
e The study is a chapter in a master’s thesis

9 Schedule

e Start of the mapping study 23.09.2016
e Pilot search 29.09.2016
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Pilot inclusion and extraction 03.10.2016 - 09.10.2016
Query for comments 12-13.10.2016
Search 13-14.10.2016

Inclusion and extraction 15-19.10.2016
Synthesis and reporting 19-23.10.2016

B Excluded studies after inclusion criteria

Tables and 20| show the full list of studies after inclusion criteria, and their reasons
for exclusion (based on the exclusion criteria). The studies that were included in the mapping
study are marked with a dot character (o) and their font style is ifalics. The studies included
in the random retest of the screening phase (see Section are marked with a circle

character (o).

Table 17. Scopus studies after inclusion criteria

Authors

Title

Exclusion reason

e Zolotukhin et al.

Increasing Web Service Availability by Detecting Application-Layer

(2016) DDoS Attacks in Encrypted Traffic
2 o Zolotukhin et al. Weighted Fuzzy Clustering for Online Detection of Application DDoS
(2016) Attacks in Encrypted Network Traffic
3 e Zolotukhin et al. Data Mining Approach for Detection of DDoS Attacks Utilizing SSL/TLS
(2015) Protocol
4 Goel et al. (2013) Wireless LAN (WLAN) Spoofing Detection Methods - Analysis and the WLAN spoofing detection
victim Silent case
5 Jaber et al. (2013) Highly Effective Filtration and Prevention Framework for Secure Incom-  Ourmon and Snort rules.
ing VoIP Calls SIP packet payload
[§ Ramesh et al. Wireless Sensor Network Security: Real-Time Detection and Prevention =~ DDoS in WSN
(2012) of Attacks
7 o Chen et al. Detecting SIP flooding attacks on IP Multimedia Subsystem (IMS) SIP packet payload (p.
(2012) 157)
8 Hantehzadeh et al. Statistical analysis of self-similar Session Initiation Protocol (SIP) SIP packet payload
(2012) messages for anomaly detection
9 Son et al. (2010) Detecting Anomaly Traffic using Flow Data in the real VoIP network SIP packet payload
10 e Chenetal An Inline Detection and Prevention Framework for Distributed Denial of
(2007) Service Attacks

Yan et al. (2004)

Defending Against Traffic Analysis Attacks with Link Padding for
Bursty Traffics

Prevention system on

Traffic Analysis, not DDoS
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Table 18. ACM Digital Library studies after inclusion criteria

Authors

Title

Exclusion reason

11

12

13

15

o V. Eliseev and A.
Gurina (2016)

J. Brynielsson and
R. Sharma (2015)

e Hoeve, M. (2013)
Bansal et al. (2012)

K. Sourav and D.P.
Mishra (2012)
Benton et al. (2011)

W. Wang and X.
Zhang (2011)

® Dasetal (2011)
Y. Lee and Y. Lee
(2011)

o Jamdagni et al.
(2010)
Wang et al. (2009)

o Kloft et al.
(2008)

K. L. Ingham and
A. Somayaji (2007)
o Caulkins et al.
(2005)

M. V. Mahoney
(2003)

Algorithms for network server anomaly behavior detection without traffic
content inspection

Detectability of Low-Rate HTTP Server DoS Attacks using Spectral Anal-
ysis

Detecting Intrusions in Encrypted Control Traffic

Detection of NDP Based Attacks using MLD

DDoS Detection and Defense: Client Termination Approach
SignatureCheck A Protocol to Detect Man-In-The-Middle Attack in SSL
High-speed Web Attack Detection through Extracting Exemplars from
HTTP Traffic

Detection of HTTP Flooding Attacks in Multiple Scenarios

Detecting DDoS Attacks with Hadoop

Intrusion Detection Using GSAD Model for HTTP Traffic on Web Services

A General Framework for Adaptive and Online Detection of Web attacks

Automatic Feature Selection for Anomaly Detection

A Methodology for Designing Accurate Anomaly Detection Systems

A Dynamic Data Mining Technique for Intrusion Detection Systems

Network traffic anomaly detection based on packet bytes

HTTP Apache log analy-

sis, not encrypted traffic

Not encrypted IPv6. DoS
detection based on a
threshold

HTTP packet payload
detection

Context correct, but no
DDoS

Packet payload analysis

Requires payload inspec-
tion to filter non-HTTP
GET packets out

HTTP payload features
(p. 1194)

Does not specify the
nature of the traffic nor
the features extracted for
the HTTP traffic

Payload features (p. 74)

Packet payload analysis

Payload analysis
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Table 19. IEEE included studies after inclusion criteria

Authors

Title

Exclusion reason

13
14

19
20

21

22

23

24

o Zolotukhin et al.
(2016)

Nagpal et al. (2016)
Agarwal et al. (2015)

H. Sedjelmaci and S.
M. Senouci (2014)
Soryal et al. (2014)

e Petiz et al. (2014)
o P V.Amoliand T.
Hdmdildinen (2013)
Liying et al. (2013)

Agarwal et al. (2013)

o Dohetal. (2013)
Taylor and Fokum
(2013)

D. Dudek (2012)

Chen et al. (2012)
Hantehzadeh et al.
(2012)

o Ramesh et al.
(2011)

H. Son, Y. Lee (2010)
J. H. Sarker and H. T.
Mouftah (2010)
Nagaratna et al.
(2009)

Zhao et al (2009)

S. Madhavi (2008)

El-Moussa et al
(2007)
Padmanabhuni et al.
(2006)

D. S. Phatak (2005)

e Abimbola et al.
(2003)

Increasing Web Service Availability by Detecting Application-Layer DDoS
Attacks in Encrypted Traffic

DDosS Tools: Classification, Analysis and Comparison

Detection of De-authentication DoS attacks in Wi-Fi Networks: A Machine
Learning Approach

A Lightweight Hybrid Security Framework for Wireless Sensor Networks

Combating Insider Attacks in IEEE 802.11 Wireless Networks with Broad-
cast Encryption

Detecting DDoS Attacks at the Source Using Multiscaling Analysis

A Real Time Unsupervised NIDS for Detecting Unknown and Encrypted
Network Attacks in High Speed Network

A SECURE MECHANISM FOR NETWORKED CONTROL SYSTEMS
BASED ON TRUETIME

Detection of De-authentication Denial of Service attack in 802.11 networks

Secure Aggregation and Attack Detection for Smart Grid System

Securing Wireless Sensor Networks from Denial-of-Service Attacks using
Artificial Intelligence and the CLIPS Expert System Tool

Collaborative Detection of Traffic Anomalies using First Order Markov
Chains

Detecting SIP flooding attacks on IP Multimedia Subsystem (IMS)
Statistical analysis of self-similar Session Initiation Protocol (SIP) mes-
sages for anomaly detection

Wireless Sensor Network Security: Real-Time Detection and Prevention of
Attacks

Detecting Anomaly Traffic using Flow Data in the real VoIP network
Throughput and Stability Improvements of Slotted ALOHA Tasks289
Wireless Networks under the Random Packet Destruction DoS Attack
Detecting and Preventing IP-spoofed DDoS Attacks by Encrypted Marking
based Detection And Filtering (EMDAF)

Exception Triggered DoS Attacks on Wireless Networks

AN INTRUSION DETECTION SYSTEM IN MOBILE ADHOC NET-
WORKS

Active router approach to defeating denial-of-service attacks in networks
Preventing Service Oriented Denial of Service (PreSODoS): A Proposed

Approach

Spread-Identity mechanisms for DOS resilience and Security

NetHost-Sensor: A Novel Concept in Intrusion Detection Systems

DDoS tools, not detection
Needs to analyze payload
for Deauth-packets

WSN

MANET, RTS/CTS
handshake exploit DoS

Only models DDoS
attacks in a mathematical
model

Needs to analyze payload
for Deauth-packets

Not encr. DDoS (p. 274)
DDoS in WSN

DDoS in WSN

SIP packet payload
SIP packet payload

DDoS in WSN (p. 783)

SIP packet payload
ALOHA ad-hoc network
DDoS

No proof that the method
works

Signature Snort based

DDoS in MANET

Detection method: signa-
ture

Payload analysis of the
XML body

Resilience architecture
for WLAN, not DDoS

detection
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Table 20. ScienceDirect studies after inclusion criteria

Authors Title Exclusion reason
1 M. Tarao, T. Toward an Artificial Immune Server against Cyber Attacks: Enhancement Packet payload
Okamoto (2016) of Protection against DoS attacks
2 S. Laskar, D. Qualified Vector Match and Merge Algorithm (QVMMA) for DDoS Pre- Not encrypted, features
Mishra (2016) vention and Mitigation good
3 Prakash et al. Detection and Mitigation of Denial of Service Attacks Using Stratified No proof provided
(2016) Architecture
4 Tas et al. (2015) Novel session initiation protocol-based distributed denial-of-service attacks  Efficiency in CPU usage
and effective defense strategies percentage
5 Carlin et al. (2015) Defense for Distributed Denial of Service Attacks in Cloud Computing Literature review
6 Patil et al. (2015) Comparative analysis of the Prevention Techniques of Denial of Service DDoS attacks in WSN
Attacks in Wireless Sensor Network
7 o Darwish et al. A cloud-based secure authentication (CSA) protocol suite for defense CSA is a DDoS prevention
(2015) against Denial of Service (DoS) attacks system by design (p. 97)
8 Ficheraetal. (2014) OPERETTA: An OPEnflow-based REmedy to mitigate TCP SYNFLOOD SYN flood, not encrypted
Attacks against web servers
9 Fachkha et al. Inferring distributed reflection denial of service attacks from darknet DNS amp., not encrypted
(2014) DoS
10 Rastegari et al. Evolving statistical rulesets for network intrusion detection Not about encrypted DDoS
(2013)
11 Saied et al. (2014) Detection of known and unknown DDoS attacks using Artificial Neural They: not for encrypted
Networks
12 o Wangetal. DDosS attack protection in the era of cloud computing and Software-
(2014) Defined Networking
13 Alajeely et al. Catabolism attack and Anabolism defense: A novel attack and traceback OPNET
(2014) mechanism in Opportunistic Networks
14 Tsiatsikas et al. An efficient and easily deployable method for dealing with DoS in SIP SIP packet payload
(2014) services
15  Vissersetal. (2013)  DDoS defense system for web services in a cloud environment XML payload
16 o Shamshirband et Cooperative game theoretic approach using fuzzy Q-learning for detecting DDoS in WSN (p. 228)
al. (2013) and preventing intrusions in wireless sensor networks
17 e Shiaeles et al. Real time DDoS detection using fuzzy estimators
(2011)
18  Tariqaetal. (2011) Collaborative Peer to Peer Defense Mechanism for DDoS Attacks Collaboration architecture,
not encrypted DoS
19  Rohetal. (2011) A whitelist-based countermeasure scheme using a Bloom filter against SIP SIP payload analysis
flooding attacks
20 Ehlert et al. (2009) Survey of network security systems to counter SIP-based denial-of-service Literature review
attacks
21  B.Li, L. Batten Using mobile agents to recover from node and database compromise in WSN
(2008) path-based DoS attacks in wireless sensor networks
22 e Leeetal (2007) DDoS attack detection method using cluster analysis
23 Agah et al. (2006) Security enforcement in wireless sensor networks: A framework based on WSN
non-cooperative games
24 C. Douligeris, A. DDoS attacks and defense mechanisms: classification and state-of-the-art Taxonomy and review of

Mitrokotsa (2003)

methods
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